Smartec Cloud Bridge KomMnnekT nocraBkm 1 OnuncaHue
STN-CB02 i A BHuMaHuMe!

ceTeBon MOCT \ ) STN.cBO2

He nomeLwaiite ycTpoiicTBo pAfom C:
PykoBoacTEO - ICTOYHVKaMK Tenna;

70 6bICTPOiA ycTaHOBKe - UCTOYHVIKaMM BRiarv;

- ICTOUHVKaMN MUKPOBOJTHOBOTO M3JTyYeHs;

- ICTOUHVKaMM SNIeKTPUYECKIX Pa3pAfioB,

PyKOBOHCTBO ) = bt B T.4. 3N1€KTPOCTATUYECKMX U TPO30BbIX. Reeet
no 6bICTPON ycTaHOBKEe Micro s

Hacroslee pykoBOACTBO

(19 Pasmepb! 64,2 x42x21,3 Mm

WAN/LAN MopT Ana noaknoyeHna K IHTepHer.
Apantep nutaHua ot cetn 220 B ApanTep nutaHua ot 12-24 B

MoCT. ToKa. (OnumoHanbHoO) LAN MopT Ans noakniouenna K MK uan nokanbHow cen.

CuctemHble Tpe6oBaHnA
Micro USB rlOpT ANA NOAKNI0YEHUA NCTOYHUKA NUTAHUA.

MopnepxuBatoTca cnefyiollne ONepaLMoHHble CUCTeMb:
« Windows XP - Windows Vista +Windows 7/8/10
«Mac = Linux « Android

«i0s

usB AnbTepHaTUBHBIN NOPT NUTaHWA

Haxatb u YAepXKuBaTb He MeHee 6cpana nepesarpysku.

MoapaepxmsaloTca cnefyioujve 6paysepbi:
« Microsoft Internet Explorer «Chrome
www.smartec-cloud.ru \_ + Safari

2 NoaknioyeHune

Ycrpoiicteo Cloud Bridge umeet npefycraHoBfeHHble HAaCTPOIKY, No3BonAowme nonyyats IP-agpec Bo BHyTPeHHeN 1 BHeLHen ceTy asTomaTtudeckn (DHCP). ina nonyyeHuns focTyna K IHTepHeT BO3MOXHbI Ba BapuaHTa NOAKIOUEHUsA YCTPOCTBa:
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BapwmaHT 1 BapunaHTt 2
ﬂOCTyH B MHTepHeT BO3MOXKEH TOJIbKO 13 BHELUHEN CeTU. BHyTpeHHﬁﬂ ceTb unn yCTpOﬁCTBa He NoAKYEHbI K MHTepHeT. ,U,OCTyI'I B MHTepHeT BO3MOX€EH u3 BHyTpeHHeI‘/’I cet, B KOTOpOI;l HaxopATcA Bce yc‘rpoﬁc‘rsa.

MpepnonaraeT noakntoyeHne yctponctea k MHTepHeT no nopty WAN. Moakniounte ycTPONCTBO K BHYTpeHHel ceTu Yepes nopT LAN. Mopkntoumnte no6oi 3 noptos (WAN vnu LAN) ycTpoiicTBa K BHYTPEHHEN CeTV U AOXKANTECH MOKa UHAMKATOP He nepecTaHeT
Ecnu appeca BO BHeLUHelt ceTu pa3aatoTca aBTOMaTUYeCKU, TO Yepes HEKOTOpoe BpeMa MHAVKATOP Ha NepeaHei naHeny nepectaHeT MUraTb 1 3aXKETCA MOCTOAHHO, MOKa3biBas, YTO YCTPONCTBO NOAKIOUNNOCH K CEPBUCY M FOTOBO K BHELLUHUM NOAKMIOYEHNAM.
MUraTb 1 3aXKETCA NOCTOAHHO. YCTPOICTBO rOTOBO K MCMOSb30BaHUI0. ECn HeO6X0AMMO BbICTaBUTb NAapamMeTpbl BHYTPEHHEN Ecnu B ceTvt HeT DHCP, napameTpbl HEO6XOAVMMO NPONNUCaTb B pyuHyto. MofgKaounTe KOHGUrypaLMOHHbIA KOMMbloTep

1/Unn BHeLHE ceTel B PyYHOM pexume, NofKNounTe KoMnbiotep K nopTy LAN 1 BbINONHWTE HAaCTPOIAKY. K nopty LAN 1 BbINONHUTE HaCTPOWIKY.

3 KoHdurypaumna STN-CB02

MopakntounTe KomnbtoTep K nopTy LAN STN-CB02. B agpecHoii cTpoke 6pay3epa Begute IP-agpec,
NoJsTyYeHHbI NPUHOPOM BO BHYTPEHHEN CeTU N BOCMONb3yiATeCh anbTepHaTUBHbLIM aapecom 192.168.22.99

B nosABMBLIEMCA OKHe 3anofiHAeM nona: B BHecuTe HeobxoavMble M3MEHEHNA Ha OTKPbIBLLIECA CTpaHuLe
JlorvH ycTpoincTsa: admin

Maponb: admin 1. Mona ana koHurypauum nopta WAN (noaknioueHne k iHTepHeT) WANLAN
2.Mona ana koHurypaumm nopta LAN (nogknioueHne K BHyTpeHHel ceTi) SRR -

3. IHamMKaTop COCTOAHUA NOPTOB CTaTyc NoAKNioUeHHs K 06naKy: Moaknioueno
4. CnctemHbIn KypHan ychOMCTBa BbIX0J] B UHTEDHET Yepes NoKanbHyio ceTb (opt LAN)

5. Bxog B MeHI0 06HOBNIEHMA NPOLUMBKY YCTPOCTBA BHXOR BHTEpHET; epe3 RopT-WAN

6. Bxoz B MeH10 cMeHbl napons LAN Configuration

7. BbiXog 13 MeHI0 KOHUTypaLuu Connection type Static 1P v

1P Address 192 168
Network mask 255 255

WAN Configuration
Connection type

1P Address 192 168
Network mask 255 255
Default gateway 192 168
DNS server 8 8

4 Bxop B nuuHbIit KabuHeT

[1nA BXOAQ B INYHBIN KaBUHET OTKPOITe CTPaHMLly cepBuca a Ecnu Bxop BbIMOMHEH yCMeLwHo, To Ha SKpaHe NOABUTCA OCHOBHOE MEHIO JIMYHOTO KabuHeTa:
B VIHTepHeT no agpecy www.smartec-cloud.ru

Baw rapu:

onﬂ OnnaveHo go: 2016 D) Onnanum, CkopocTb: 2 b c

MAC-azpec ycTpoiicTea unw e-mail

Mapornb BALUWM YCTPOVCTBA CLOUD BRIDGE:

MAC AIPEC WHTEPHET-NOAKMIOYEHVE TNOKATbHBIN ANPEC
~91.230.151.24 192.168.1.170
d. Moscow

0 v 202818A19116
Bxop
= BALUW KNUEHTCKWE NOAKNIOHYEHUA

H WHTEPHET-NOAKMIOYEHVE

3abbinu napons’

nepBuYHbIA Naponb (yKasaHHbI Ha 3aaHel ctopore Cloud Bridge) . ToE—
1 yKka3saTb E-mail gna BocctaHoBneHNA napona B AanbHenwem. 5

E/ Mpwn nepBom Bxofe B NINYHbIN KaBUHET cmcTeMa NonpocuT Bac cmeHnTb c 202818A19116 L
R

A B yensax 6e30nacHOCTV peKoMeHyem CMEHWTb Naposib Ha COOCTBEHHDIN. 1. Ha3BaHue TapudHoro nnaHa 5. BHewHwi IP-agpec KnuneHTa, NCNonb3yemblii Npw Bbixoae B IHTepHeT
2. ipeHTndukatop ycrporictsa (normH/MAC-appec) 6. KHonKa ansa o6bearHeHNA akkayHTOB HECKOJIbKUX YCTPONCTB
3. JIOrMH, UCMONb30BaHHbIN 1A BHELIHETO NOAKMOYEHVA KNEHTOM 7.1P-appec ycTpoincTBa B yaneHHOW IOKanbHOM ceTn

v \ .
\ / SEC.RU KopoTkun nyTb K MHpOpMaLmm CkauaHo c sec.ru




B NogknioueHune yaaneHHoro knneHnta B Windows (PPTP)

MpoBepbTe fononHuTenbHble napameTpbl TCP/IP B okHe CeTb/MpoTokon
WnTepHeta Bepcun 4(TCP/IPv4)/AononuutenbHo/Mapametpsbi IP.
lanouka HanpoTue Micnonb3oBaTb OCHOBHOW LWIIO3 B yAaIeHHON ceTn
[OMHa ObITb CHATA.

B paspene Manenb ynpaenenna/Cetb u UHTepHet/CeTeBble NOAKNIOUEHNA
HanavTe CO3AaHHOE NOAKIIOUYEHNE, KNMKHWTE MO HEMY MPaBOW KHOMKOW MblLn
1 BbibepuiTe CBoOIACTBa. Bo BKnafike BesonacHocTb ycTaHoBuUTE:

Tun VPN: PPTP

Mpotokon npoBepku nognnHHoctu: MS-CHAP v2

OtkponTe Bknagky I ynp \Bce Tbl ynp \LleHTp
ynpaB/ieHus ceTAMU U 061Mm gocTynom -> Co3aaHmne N HacTpoiika HOBOro
noakno4YeHna unu cetu -> MopknioueHne K pabouemy mecty 1 HaxxmuTe [lanee.
B oTKpbIBLUEMCA MeHIO BbibepuTe HeT, co3aaTb HOBOE NOAKNIOYEHMNE U HAXXMUTE
Ranee. Boibepute Ucnonb3oBatb moe noaknioyeHune K UHTepHety (VPN).

- o Senartec affce BN

[Jononnurensiie napamerpe TCP/IP

Mapamerpel IP | DNS | WINS

3TOT PrAXOK MCNONLSYETCR TONLKE MPH 0IHOBPEMEHHOM
IOMKTIOUEHIH K IOKANBHON CETH M K G8T YABREHHOro ADCTYMa. Ecnu
DIITXOK YCTAHOBNEH, [IBHHBIE, KOTOPSIE HE YAZETCA NEPEAaTS Yepes
IOKBIIEHY¥0 CETh, HANPENFIOTCH B CETh §ARNISHHOTD ADCTYT.

SKLADY KL
| i SKLAD: coodcTea

@ B Noaxnouerme K paGouemy mecry

Otene | Maparerpw Beaonsckocrs | Cem | Boctyn
Te VPR

BeeanTe appec & MHtephere l Tyrestrasnal rged ronsn Scuma- toms (PRTF)

3107 aAPEC MOXHO NOAYYHTb Y CETEROTO AAMYHACTPATODA. s S e LTy TorY

z [C] Omenious noBaBAREHAS MADWPYTS, 06HOBAHHOS Ha KNACSS
Aapec & UnTepHere vpn.smartec-cloud.ru
o Fposapsn naammocT

e

V] AsTomaTiecKoe HasHaueHHE METRIKM
VM 0BbexTa HasHaueHus: Hanpumep SKLAD =
MeTpua Hireppeiica

) PrapesuTs cnemyoses npor oksn

[] Vicnonezosats cuapt-kapty

[¥] 3an0omMHMTH yueTHble AaHHbIE
v A Faamapponnsed napons (PAF)

MpaTomnn rpcespen rapann (CHAR)
¥ Mporomnn Microsst CHAP sepcrm 2 (MS-CHAP+2)

2 [ paspe ual 310 Apyram
370T NapameTp M038OAAET AKOGOMY NONL3OBATENO, UMEIDLEMY AOCTYN K 3TOMY
KOMMBHOTEDY, MCMO/IB308aTL AaHHOE NOAKIHOUEHVE.

Winckows {1 areh Sobimen, 0520 Cymb Ty T

Cospats

Ormena

6 NopknioueHne yaaneHHoro KnneHta B MAC OS (PPTP)

Bsepute B none Maponb, Takxe yKazaHHbI Ha HakNenke.
Ecnn naponb MeHANCA, HYXHO yKa3aTb akTyanbHblii Naposb.
BbinonHuTe noakntoyeHmne.

BHecute nHpopmaumio ¢ Hakneikn Ha kopryce STN-CB02
B nona Appec cepsepa, Ma yueTHOI 3anncn 1 HaxmmTe
KHOMKy HacTpoiika ngeHtudpukayum.

[ina HacTpowkn VPN oTkpoiiTe Bknagky CucremHble Cospgainte coegureHmne VPN (PPTP) .
HacTpolikun/CeTb. BHM3y noa AOCTYNHbIMY CETAMU

Bbl6epuTe +.

800 Cers
Astomarmieckoe ]
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@ AirPort

Moakmosen

MNokasars ace

BeibepuTe uHTepdEAC 1 BBEANTE MMA ANA HOBOM CRYXBHI.

WnenTiduKauus nons3osatens:
O RSA SecurlD
O Cepruduxar | Bubpare.
O Kerberos
O CryptoCard

o AirPort

AirPort
Noaxnisen L

Momwmasen Craryc: He noaxnioven

@ Bluetooth
He nomwniouen

@ Bluetooth

@ Bluetooth
He nomcniosen

He nopxniosen

o Ethernet

@ Ethernet
He nomnioden

He nomcniosen

@ Ethernet

He nopniosen

Kondurypauus: (Moywomanwo  T4) 19
Anpec cepsepa: | vpn.smartec-cloud.ru o FireWire (G N —
s yueoi anucu: Y i yreTOR ARG 2028 TATO0S6

— r——
MoakniouuTs Mopwmouurs,

- FireWire
He noainiouen

o FireWire
He nomcniosen

Macka noaceri:
VPN

He nogcniouer

Mapupyruzarop:

DNS-cepsep:

Aomensi noucka:

™ Mokassisars craryc VPN 8 cTpoke MeHio

Horomrensro..) (3)

802.1x: [ OBwexr 1 z
Chonomrsnno ) ()

(¥ Moxassisars craryc VPN & crpoke mexio

Caonommensvo ) @

o
HaxuuTe Ha 3anoK, uToBs 3anperuts uameHenws. ( Accucrent... )( Bepryms ) ( Mpumenuts )

+ =0

n
HaxwiTe Ha 3amoK, ¥ToBsi 3anpeTnTs uamenenns. (_ Accucrent... ) ( Bepryrs ) ( Mpumenvrs )

- e

o
Haxwre wa sawor, srofs sanperurs wanesesus. ( Accncrerr ) ( Bepryrs ) ((Nipmwerrs )

7 MoaknioueHne yganeHHoro knueHTta ana iPhone/iPad (L2TP)

Mepengute B pasgen Hactpoukn/VPN. [lo6aBbTe KOHOUrypaLmio. 3anonHMTe NonA cornacHo MHGoOpMaLmi, ykasaHHON B Hakneiike Ha STN-CB02. MopkntounTecs.

10:18 () o
Bbl NOAKOUMAMCS K cepaicy |

VPN

eeec0 MTSRUS 7 10:13 4 - Wi MTSRUS & 13:43 o3 32%@ ) ®eee0 MTSRUS =

VPN

®ee00 MTS RUS = 10:13 % .

HacTpoiikn < Hacrpoiiku OTMeHnTh  HacTpoiika Fotoeo < Hacrpoitku

Tun L2TP

Q_ Hacrpoiiku

KOHOUTYPALINM VPN KOHOUMYPALIMN VPN

MogkntoveHo 0

Cratyc He nogknioyeHo

Onucanne Smartec-cloud2 Cratyc

ABrapexnm Smartec Cloud Bridge

www.smartec-cloudru

STN-CB02

Hacrpoiiku STN-CB02

LAN/WAN: DHCP
Login: admin

Cepsep vpn.smartec-cloud.ru

Wi-Fi Fserv Hactpoiiku VPN-noaknioueHua
VPN-cepeep: vpn.smartec-cloud.ru
Tun VPN: PPTP/L2TP

Yuer.3anucb: 1234567890AB Password: admin
Maponb n 06w, kntoy ; 123456 (anbTepHaTVBHbIN appec
MpoTokon asTopua.(Win): Ms CHAPV2 | LAN IP: 192.168.22.99)
Mpy nepBOM BXOAE B NIMUHbIN KabuUHET Ha www.smartec-cloud.ru
VICNONb3yiATe yKa3aHHbIE YHETHYIO 3anCh v Napoib.

YueTHas 3anuch 1234567890AB Eu-en

®
®

Bluetooth Bkn

RSA SecurlD

CoToBas CBA3b ~ Smartec-cloud2

Maponb 123456

Pexxum mogema O61Wmii knioy 123456

VPN

He nogknioyeHo [ins BCeX flaHHbIX [o6asutb koHdUrypaumio VPN...

| @)

[Oo6asuTb KoHOUrypaumio VPN...

Onepatop MTS RUS

nPOKCH

8 MogknioyeHne yganeHHoOro KnneHTta gna yctponcts Ha 6ase Android (PPTP)

HaxmuTe Ha noaBmBLIeecA NoAKNoYeHe 1 BBeguTe UMa nonb3oBaTtens u
Maponb, ncnonb3yemble AN1A JOCTYNa B INYHbINA KabUHET (NepBrYHble NMA 1
naporb yKasaHbl B Hakneike Ha STN-CB02).

BbibepuTe nyHKT MoKa3aTb paclumpeHHble GYHKLMN 11 3aMOMHKTE NONA KaK yKa3aHo Ha
CKpuHLoTe. Agpec Ana nona MapwipyTbl nepecbinkm yKasaH B IMYHOM KabuHeTe B NyHKTe
JlokanbHbIl agpec, fonuwute K Hemy /24. OctanbHble NosA OCTaBbTe MyCTbIMU U HaXMUTe
CoxpaHunTtb.

CospawnTe HoBoe VPN-coennHeHue,
Bblbpas VPN.

3anpuTe B MeHo HacTponkn.

4 Hactpoitku < 4§ becnposoa. NoaKIoYeHus W...

PepaktupoBatb npodunb VPN
BECMPOBO/IHbIE NOAK/MIOHEHMS 1 CETH

© WiFi ©

Pexum noneta -

SmartecCloud
Mpunox. SMS no ymony.

© Bluetooth ©
‘ Wcnonb3oBaHue AaHHbIX

Wk MopkntoyeHus Xperia™

YCTPOWCTBO

CoobueHms

Bkntountb NFC

PaspeiunTh 06MeH JaHHbIMU npu
KacaHuu TenedoHoM ApYroro
ycTpoiicTea

7 NepcoanbHble HACTPOVKM
HayvanbHblit 9kpaH
o
5 BbizoB

Uit 3syk

Pexxum mopema u Touka goctyna

Mo6unbHas ceTb

MapameTpbl UHTepHeTa

KopoTkui nyTb K MHpopmauum

Tun
PPTP
Anpec cepsepa
vpn.smartec-cloud.ru
LndposaHue PPP (MPPE)
[lomenb! Ansi noucka DNS
(He ucnonbayeTcs)
DNS-cepaepb! (Hanpumep, 8.8.8.8)
(He ucnonbayetcst)

MapLupyTe! nepeckinkit (Hanpumep,
10.0.0.0/8)

[192.168.1.0/24

Orwena CoxpanuTs

Smartec Cloud Bridge
www.smartec-cloudru

Hactpoiiku VPN-noaknioueHus
VPN-cepeep: vpn.smartec-cloud.ru
Tun VPN: PPTP/L2TP

Yuer.3anucb: 1234567890AB
Maponb v OBwL. ko4 : 123456

LAN/WAN: DHCP
Login: admin
Password: admin

MCMONb3yIATe yKa3aHHbIe yYEeTHYIO 3an1ch v Naponb.

STN-CB02

Hacrpoiiku STN-CB02

(anbTepHaTVBHbIA appec
Mpotokon asTopua.(Win): Ms CHAPV2 (LAN IP: 192.168.22.99)
IMpy nepeom Bxofje B NMUHbIN KaGuHeT Ha www.smartec-cloud.ru

MogkNtouUTb K Npodunio
SmartecCloud

Vst nonb3osatens
1234567890AB
Mapons

[123456

CoXpaHUTb yyeTHble AaHHble

OtmeHa MoaknouuTs

CkayaHo c sec.ru




