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1. BBegeHue

[daHHoe PykoBOACTBO  onucbiBaeT  npouedypy  co3gaHus U
KOHGUrypauum BUPTyanbHOW NOKanbHOMW KOMMbIOTEPHOW CETM Ha OCHOBE
ynpaensgembix kommyTtatopoB OSNOVO, koTopasi MOXeT noHagobutecs ans
peLleHns HEKOTOPbIX 3a4ay B NpoLecce aKcnnyaTaumMm KomMmyTaTopa.

VLAN (Virtual Local Area Network) - BupTyanbHas nokanbHas
KOMMbIOTEPHAsA CeTb, KOTOpasi UMeEeT Te e CBOWCTBa, Y4TO U puamyeckas
rnokanbHas CeTb, HO MO3BOMSAET KOHEYHbIM YfeHaM rpynnMpoBaTbCs BMeECTe,
JaXke eCrnn OHM He HaxoaaTcs B 04HON hU3NYECKON CETMU.

WEB-uHTepdenc ynpasnsembix kommytatopoB OSNOVO wnmeet
LUMPOKME (PYHKUMOHANbHbIE BO3MOXHOCTM AONA  CO34aHWs, HacTPOWKM W
ynpasneHnsa BUpTyanbHbIMU fokanbHbeiMu cetammn VLAN.

2. Pazpenbl WEB-untepdenca ansa paéorsl ¢ VLAN

YnpaBnenne v agmuHuctpupoBaHne VLAN ocywecTBnsercs yepes
HecKomnbKo pasgenos meHo WEB-uHTepdenca ynpasnsemMoro Kommyratopa.

Ona Bxoga B B WEB-mHTEpdenc B agpecHon cTpoke Opaysepa
Tpebyercs BBecTu |IP-agpec kommyTaTtopa (Mo ymondanuto IP 192.168.0.1).
[anee cnegyeT BBECTM NOMMH 1 Naporb (Mo yMonyaHuio normH: admin; napors:
admin unu omecymemeyem);

Bxog B WEB-uHTepdenc nogpobHo onvcaH B MOMHOWM U KpaTKoOM
MHCTPYKLMAX NO SKCnyaTauumn COOTBETCTBYIOLLEro KOMMyTarTopa.

B meHto WEB-uHTepdpenca npegycmotpeHo Tpu pasgena ans pabotsl ¢ VLAN:

- VLAN information - Ha aton cTpanuue npegctaBneHa uHGopmauus o
cywectsyowmnx VLAN.

- VLAN Configuration - Ha atow cTpaHuue BO3MOXHO co3gatb/yaanuTb VLAN.

- VLAN Port Configuration - Ha sTton cTpaHuue SOCTYMNHbI BO3MOXHOCTU MO
KoHurypuposaHuto noptos ansa VLAN.
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‘A Managed Switch

#{_] System Configuration

#{_] Port Configuration

#{_] MAC Binding

#(] MAC Filter

= VLAN Configuration
Z] VLAN Information
E) VLAN Configuration
£] VLAN Port Configuration

#_] SNMP Configuration

#{_] ACL Configuration

Pwuc.1 Pasgensl meHio WEB-uHTepdenca ansa pabotsl ¢ VLAN

3. CoszpnaHue n ynpasneHue VLAN

3.1 Mpumep opraHusauum VLAN

KommyTtatop A

KommyTatop B

=] L=
8 8
nKko MK 1 MK 2

VLAN 100 VLAN 200 VLAN 300

Pwuc.2 JlokanbHas ceTb (npumep).
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Ha Pwuc.2 npeactaeneH npumep nokanbHoW cetu coctosiwen md Tpéx MK n
AByX KommyTatopoB. B pgaHHom cnydae koHdurypaums VLAN wmeer
cnegywoLwimn Bua;

- KommyTtatop A pasgeneH Ha Heckonbko VLAN: VLAN1, VLAN100, VLANZ200,
VLAN300;

- MNMopTbl kOMMyTaTOpa A gel/8, gel/9, gel/10 npuHagnexar VLANI,;

- MNopTbl kOMMYTaTOpa A gel/2, gel/3 npuHagnexat VLAN100;

- MNopTbl kOMMyTaTOpa A gel/4, gel/5 npuHagnexat VLAN200;

- MNopTbl kOMMyTaTOpa A gel/6, gel/7 npuHagnexat VLAN300;

- KO, MK1, MNMK2 HaxogsTca B pa3nuyHbix VLAN;

- MNopTt gel/l aensetcs marncTpanbHbIM (trunk port), coeguHset kommyTtaTop A
C KommyTaTopom B.

3.2 UHdbopmaumsa o VLAN (VLAN information)
Ha atom cTtpaHuue npegcrtaBneHa MHAOPMauus O CyLECTBYHOLUMX

VLAN. [aHHble npedocTaBneHbl TOMbKO Afsl YTEHMSt U He MOryT ObITb
nameHeHbl. VMiHdopmaumsa o Tekywien koHdurypauum VLAN BbiOupaetcss B

BbinagakouwieMm MeHIo B 1eBOM BEPXHEM YITy U BKIHOHaAET B cebs:

- VID (VLAN ID);
- VLAN Name (Mmsa VLAN);

- State (COCTOsIHME aKTMBHOE NN HEAKTUBHOE);

- Port member (noptbl — y4acTHukn VLAN, moryT BkntoyaTb B cebsi Kak

TernpoBaHHble NopThl (t) n He TermpoBaHHbIe (U)).

Ha Pwuc.3 nsobpaxeHa crpaHmuya WEB-uHTepdernica kommyTtaTtopa A ¢
koHdurypaumen VLAN cooTseTcTBytowen npumepy (n.3.1).
Kommymamop no ymonuaHuro ecezda umeem VLANT, komopbll He mMoxem
6bimb ydarneH.
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fa] Link up:

Managed Switch

‘3 Managed Switch VLAN Information
#{_] System Configuration
{1 Port Configuration

{1 MAC Binding

®{] MAC Filter

(Note: The drop-down box displays all current VLANSs. The list Displays up to 1000 VLANs.
If you select a VLAN in the drop-down box, the list will show all VLANS equal to or greater than the selected VLAN
but not more than 1000 VLANs.)

=4 VLAN Configuration vianl W (t=tagged member, u=untagged member)
B) VLAN Information VD VLAN Name State Port Member
~B VAN C i 1 vian1 aclive ulge1/1 [u]ge1/8 [u]ge1/9 [u]ge1/10
"B VLAN Port Configuration 100 vlan100 aclive tJge1/1 [u)ge1/2 [u]gel/3

#(] SNMP Configuration 200 vlan200 active Jge1/1 [u]ge1/4 [u]gel/5

#{] ACL Configuration 300 vian300 aclive tlge1/1 [ulge1/6 [u]ge/T

#{_] QOS Configuration

#{] IP Basic Configuration

(] AAA Configuration MEehESh (e
#{] MSTP Configuration

#{] IGMP SNOOPING Configuration
#{_] GMRP Configuration

#{ 7 EAPS Configuration

#(] RMON Configuration

{1 Cluster Management

#{] Log Management

{1 PoE Power Control

Puc.3 Ctpanuua WEB-uHTepdenca «VLAN Informationy.

3.3 KoHdpurypauusa VLAN (VLAN Configuration)

Managed Switch [
Mo

- Managed Switch Static VLAN Configuration
#0) System
D N Nas
#(2) Pon Configuration ‘rTW hml‘ mum I
S0 MAG Binding o

MAC Filter
/3 VLAN Configuration

& VLAN Information

B VLAN Configuration

& VLAN Port Configuration
#(_) SNMP Configuration
#(3 ACL Configuration
) QOS Configuration
#() IP Basic Configuration
#(] AAA Configuration
#(J MSTP Configuration
#(3 IGMP SNOOPING Configuration
#(J GMRP Configuration
#() EAPS Configuration
#(3 RMON Configuration
Cluster Management

#J Log Management
#(1 PoE Power Control

Pwuc.4 Ctpanuua WEB-uHTepdenca «VLAN Configuration».

v1anl00

Refresh] | Apply Delete Help

2R ;
« » SEC.RU KopoTKkuit MyTb K MHOpMALM CKayaHo C sec.ru




Ota cTpaHuua wMeHio WEB-uHTepdbenica npegHasHadeHa ans
co3naHua nnu yaanenuns VLAN. [ing atoro 3agante VLAN ID B ctpoke VID (0T
2 0o 4094, 3HayeHve 1 - 3ape3epBUPOBAHO CUCTEMON).

MUma B ctpoke VLAN Name 3apaeTcs aBTOMaTU4eCKU U 3aBUCUT OT
VLAN ID. Ona noaTtBepxaeHus cosgaHua VLAN Haxmute KHOMKY Apply
(MpuHATB).

B TekctoBom none nosiButcA cosgaHHas VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3d W3MEHWUTb WUNU  yoanuTb, [JaHHOe  UM4
3ape3epBUPOBAHO CUCTEMON.

Ons ynaneHuns cosgaHHon paHee VLAN Tpebyetcs BbibpaTb HYXKHYIO
3anvcb 13 cnuncka u ganee HaxaTtb kHomnky Delete (yganutb). 3anunce ns cnucka
Takke bygeT yaaneHa.

lMpumep 1:

Cospanue Heckonbkux VLAN («VLAN100», « VLAN200», « VLAN300»)
VID — «100», VLAN Name — «VLAN» > VLAN100

VID — «200», VLAN Name — «VLAN» > VLAN200

VID — «300», VLAN Name — «VLAN» > VLAN300

CospanHble «VLAN100», « VLAN200», «VLAN300» nosiBATCS B CNUCKE:

[=] Linkup

Managed Switch  [e] Linkdn
[ Disable

‘3 Managed Switch Static VLAN Configuration
%10 System Configuration o — )
#{_) Port Configuration — ”xla",]l.".[l 1
# (] MAC Binding
#{) MAC Filter
=3 VLAN Configuration
) VLAN Information
B VLAN Configuration
£) VLAN Port Configuration
@ (] SNMP Configuration
% ACL Configuration
“{] QOS Configuration
# 1 IP Basic Configuration
#{] AAA Configuration
#{1 MSTP Configuration
{1 IGMP SNOOPING Configuration
#{] GMRP Configuration
#{] EAPS Configuration
B{] RMON Configuration
#{] Cluster Management
#{] Log Management
#{] PoE Power Control

Refresh Apply Delete Help

Puc.5 VLAN100, VLAN200, VLAN300 (Mpumep 1).
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3.3 HacTtpowka noptoB VLAN (VLAN Port Configuration)

OTta cTpaHuua wmeHio WEB-uHTepcbelnica npegHasHadeHa Ons
HacTpowikn koHdurypaumm noptoB VLAN, a Takke npocMoTpa YCTaHOBMEHHbIX
napameTposB.

Linkup

Managed Switch (<] Linkdn @ @ @ @ g @ @ @

[ Disable

I Managed Switch VLAN Port Configuration
#(] System Configuration
®{] PortC (p=default VLAN member, t=tagged member, u=untagged member)

{2 MAC Binding [Port |Mode [Current VLAN Port Members

#{] MAC Filter o vlanl [Tp] [ulviani00
=<3 VLAN Configuration e 1

21 VLAN Information
LAN Configuration
2] VLAN Port Configuration

v1an300

#() SNMP Configuration s Default VLAN =>
#{ ACL Configuration e1/9
#{] QOS Configuration sL/10 Tagged =>
#{] IP Basic Configuration Access v

flocess ] Untagged =>
#{) AAA Configuration %
#{] MSTP Configuration UnMember <=

#(] IGMP SNOOPING Configuration
{1 GMRP Configuration

{1 EAPS Configuration

#{] RMON Configuration

] Cluster Management

#{] Log Management

(] PoE Power Control

Refresh| Help

Pwuc.6 Ctpanuua WEB-uHTepdenca «VLAN Port Configuration».

Ctpanumua VLAN Port Configuration coCcTOUT M3 HECKOMNbKNX pa3aernos,
KOTOpble UCMNOMb3yTCA AMs BKIHOYEHWS MOPTOB KOMMYTaTtopa B pasfuyHble
VLAN 1 HacTpoviku pexxumoB nx paboTbl:

- Port (Beibop nopra);

- Mode (Pexwum, B koTopoMm nopt 6yaet padotate B VLAN. Pexnm Access
nogpasymMeBaert, 4To nopT Byaer nomeyeH, kak untagged (He TerMpoBaHHbIN)
n anaTecsa yneHom VLAN1, Pexxum Hybrid nogpasymeBaer, 4to nopt 6yget
aBnatbca  yneHom VLAN1 un Oyger nomeyeH, kak untagged (He
TernpoBaHHbin). Pexkum TRUNK nogpasymeBaert, 4to nopt byger SBnaTbCca
uneHoM VLAN1 1 6yget nomeuyeH, kak tagged (TermpoBaHHbIN));
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- Current VLAN (umsi VLAN. lMosBongeT BbibpaTb OAHY MMM HECKOMbKO
VLAN, K KoTopbIM 6yaeT OTHOCUTCA BbIGpaHHLIN NOPT);

- Port Members (cnvMcok nopToB — y4acTHMKOB BblibpaHHoro VLAN);

- Knonku Default VLAN (no6asute 3anucs B VLAN no ymonyaxuio), tagged
=> (gobaBuTb NOPT Kak TermposaHHbIN), untagged => (gobaBuTb NOPT Kak
He TernpoBaHHbIN), unMember <= (yaanuTb nopT u3 nons Port Members).

lpumep 2.

BkntoyeHune nopta gel/2 B VLAN10O:

- BoibpaTb nopt «gel/2» u3 cnucka Port;

- Beibpatb pexum «Access» (unu uHoul) B pasgene Mode;

- BoibpaTtb «VLAN100» B pasgene Current VLAN;

- Beibpatb pexunm paboTtbl nopta «Default VLAN» (tagged usu untagged);

- NobGaBneHHbIn NopT (gel/2) ¢ BbiOpaHHbIMK NapaMeTpamu oTobpasuTcs B
cnucke Port Members.

Link up.

Managed Switch (<] Linkdn @ @ @ @ g @ @ @

[] bisable

- Managed Switch VLAN Port Configuration

(] System Configuration
®{] Port C i i (p=default VLAN member, t=tagged member, u=untagged member)

{1 MAC Binding [Port J|mode [Current VLAN [Port Members

() MAC Filter )
5423 VLAN Configuration M e
1 VLAN Information v1an300
LAN Configuration
/2 VLAN Port Configuration
®() SNMP Configuration
#{] ACL Configuration

[Tp] [ulvlan100

8 Default VLAN => h_
9 4

{1 QOS Configuration 0 Tagged=>
®{] IP Basic Configuration Access v Untagged =>
#{] AAA Configuration

() MSTP Configuration \ UnMember <=

#{] IGMP SNOOPING Configuration
#{ GMRP Configuration

#®{] EAPS Configuration

#{ RMON Configuration

#{] Cluster Management

#(] Log Management

{1 PoE Power Control

Refresh Help

Puc.7 BkntoveHue nopta gel/2 B VLAN10O ([Npumep 2).
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AHanornyHeiM ob6pasom B VLAN100 MoxeT 6bITb Ao6aBneH nopt gel/3

Managed Switch

‘3 Managed Switch VLAN Port Configuration
#{] System Configuration
#{] Port Configuration (p=default VLAN member, t=tagged member, u=untagged member)
#(2) MAC Binding [Port | Mode | [Current VLAN Pori Members
# (] MAC Filter vlanl [p] (ulv1an100
= gel/1 v1an100
=23 VLAN Configuration e1/2 e300 ) 5
&) VLAN Information ol - v1an300
[E) VLAN Configuration i:hS 1
2 VLAN Port Configuration gel/6
2 /7
#(] SNMP Configuration ey Default VLAN => h—.___\
(] ACL Configuration gel/9 § T4
1 QOS Cenfiguration gel/10 Tagged =>
(1 IP Basic Configuration S
B(] AAA Configuration
#(] MSTP Configuration 2 Ty e

{1 IGMP SNOOPING Configuration
#{ GMRP Configuration

# () EAPS Configuration

#{] RMON Configuration

# (] Cluster Management

# (] Log Management

1 PoE Power Control

Refresh Help

Pwuc.8 Bkntouenne nopta ge1/3 B VLAN100 (Mpumep 2).

unu noptbl gel/4, gel/5 B VLAN200

Managed Switch

‘3 Managed Switch VLAN Port Configuration

#{] System Configuration

#(] Port Configuration (p=default VLAN member, t=tagged member, u=untagged member)
(2 MAC Binding Port |[Mode CoTiNeha
(] MAC Filter n200
=13 VLAN Configuration

gel/1
gel

1
2

E) VLAN Information gel/3
gel/d

) VLAN Configuration
E) VLAN Port Configuration gel/6 AN 1
1 SNMP Configuration 53 ;
# (] ACL Configuration gel/9
(1 QOS Configuration gel/l
1 IP Basic Configuration n
# (] AAA Configuration \
#{] MSTP Configuration
(] IGMP SNOOPING Configuration
#{ GMRP Configuration
# () EAPS Configuration
#{] RMON Configuration
# (] Cluster Management
# (1 Log Management
(1 PoE Power Control

Default VLAN :‘ p— 4

0 Tagged =>

Untagged =>

2 UnMember <=

Refresh Help

Puc.9 BkntoueHune nopta ge1/5 B VLAN200 (MNpumep 2).
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lpumep 3:

BkntoveHue nopta ge1/1 B pexxume TRUNK B Heckonbko VLAN:

- BoibpaTb nopt «gel/1» u3 cnucka Port;

- BoibpaTb pexxum « TRUNK» B pasgene Mode;

- Bbibpatb «VLAN1, VLAN100, VLAN200, VLAN300» B pasgene Current
VLAN;

- BoibpaTb pexxum paboTbl nopta «Tagged»;

- B cnucke Port Members otobpassatcsa Bce VLAN, B koTopble 6bin gobaeneH
nopt (gel/1) c BbiIOpaHHbIMK NapaMeTpamu.

Linkup

[~
Managed Switch  [] Linkdn

[ pisable

‘3 Managed Switch _ VLAN Port Configuration

{1 System Configuration

e ) (p=default VLAN member, t=tagged member, u=untagged member)
#(2) MAC Binding Port [Mode [Currentvian |

{00 (B r— Vianioo

=143 VLAN Configuration gel/2 R v1an200

E) VLAN Information vlan300
) VLAN Configuration .
21 VLAN Port Configuration e1/6
#{] SNMP Configuration z:: g 3 Dot VAN

# {1 ACL Configuration ge1/9
& (] QOS Configuration ge1/10 Tagged =>

#{] IP Basic Configuration (Trunk V] s

# (] AAA Configuration \

B} MSTP Configuration 2 unMember <=

(] IGMP SNOOPING Configuration ~

#(] GMRP Configuration 4
#{] EAPS Configuration
#{] RMON Configuration
B (] Cluster Management
# (1 Log Management

# {1 PoE Power Control

Refresh Help

Puc.10 BknioveHue nopta ge1/1 B Heckonbko VLAN ([Mpumep 3).

YpaneHue nopta n3 VLAN
- BbibpaTb HyxHbIV NOpPT U3 cnucka Port;

- Bbibpatb VLAN 13 KOTOpOro crielyeT yaanuTb BblOpaHHLIN MOPT B pa3gene
Current VLAN;

- Haxxatb «Unmember» (McknouunTb).
Bei6paHHbIi VLAN 6ynet yaaneH us cnucka Port Members (Puc.11).
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[2] Link up

Managed Switch 4] Linkdn
[ pisable

‘3 Managed Switch VLAN Port Configuration

(] System Configuration '

&( Port C

#(] MAC Binding Port |[Mode [Current VLAN

# (] MAC Filter 1

43 VLAN Configuration g
B VLAN Information gel
B VLAN Configuration g;}
) VLAN Port Configuration gel

#(1 SNMP Configuration POV | - e VNS

# (] ACL Configuration gel/9

#(] QOS Configuration gel/10 Tagged =>

# (] IP Basic Configuration Nesiis v

#{) AAA Configuration I

#(_] MSTP Configuration O

#(] IGMP SNOOPING Configuration

#{_] GMRP Configuration \

() EAPS Configuration

] RMON Configuration

# (] Cluster Management

#{ Log Management

(p=default VLAN member, t=tagged member, u=untagged member)

R

Untagged =>

3

Refresh Help

Pwuc.11 UckntoyeHme nopta n3 VLAN

0Ona  npocMOoTpa  yCTaHOBMEHHOM  KOHdwUrypaumm 1 BCeX
npoussedeHHbix Hactpoek VLAN (Mpumepsl 1-3) Tpebyetca nepentn Ha
ctpanuuly «VLAN Information» WEB-uHTepderica kommyTtatopa (Puc.12).

[«] Link up
Managed Switch  [&] Linkdn

[ bisable

‘3 Managed Switch VLAN Information
#{_] System Configuration
{1 Port Configuration
(] MAC Binding

®{] MAC Filter

(Note: The drop-down box displays all current VLANSs. The list Displays up to 1000 VLANs.
If you select a VLAN in the drop-down box, the list will show all VLANS equal to or greater than the selected VLAN
but not more than 1000 VLANs.)

=4 VLAN Configuration ’m (t=tagged member, u=untagged member)
B) VLAN Information VD VLAN Name State Port Member
~@ VLANC. i 1 vian1 active ulge1/1 [u]ge1/8 [u]ge1/9 [u]ge1/10
B VLAN Port Confi i 100 vian100 active [tlge1/1 [ulge1/2 [u]ge/3

#{] SNMP Configuration 200 vlan200 aclive tlge1/1 [u]ge1/4 [u]ge1/5

#{] ACL Configuration 300 vian300 aclive tlge1/1 [ulge1/6 [u]ge1/7

#{_] QOS Configuration
#{] IP Basic Configuration
(] AAA Configuration

(3 MSTP Configuration
#{] IGMP SNOOPING Configuration
#{_] GMRP Configuration
#{ 7 EAPS Configuration
#(] RMON Configuration
{1 Cluster Management
#{] Log Management
{1 PoE Power Control

| Refresh) | Help |

Puc.12 KoHdurypaums VLAN HacTpoeHHas no NMpumepam 1-3.
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3.3 CoxpaHeHune koHurypauum VLAN

Mocne npoBepkn ycTaHOBNEHHOM koHGurypauum VLAN, ans
COXpaHeHUs BCEX NPOM3BEAEHHbIX HACTpPOeK TpebyeTcs nepevTn B pasgen
«System Configuration» WEB-uHTepdenca kommyTtatopa Ha CTpaHuly «Save
Current Configuration» (Puc.13).

Managed Switch

3 Managed Switch . Save Current Configuration
={J System Configuration Save Help
'®) Basic Information !

. usemame admin enc-password rivilege
B} Serial Information h P prvieg
B User Management vian database
B Safe Management :::: ;gg
8 SNTP Configuration vian 300

& Jumbo Frame Configuration

!
spanning-tree mst configuration
B Save Cument Configuration |70 g

B Configuration File interface vian1
B File Upload ip address 192.168.0.10/24
B Syst P Reboot , ipv6 address fe80:21a2bff fec 4d5e/64
ystem Rel
i . interface get/1
T switchport mode trunk
# 1 MAC Binding switchport trunk allowed vian add 100
©C1 MAC Filter switchport trunk allowed vian add 200

(1 VLAN Configuration , switchport trunk allowed vian add 300

“{1 SNMP Configuration interface ge1/2

@02 ACL Conbguration switchport access vian 100
I

#(1 QOS Configuration interface ge1/3

(3 1P Basic Configuration switchport access vian 100
I

%1 AAA Configuration interface ge1/d

(3 MSTP Configuration switchport access vian 200
!

(1 IGMP SNOOPING Configuraion  interface ge1/5

(21 GMRP Configuration switchport access vian 200
I

J=NEARS Comtguiaicn interface ge1/6

#(] RMON Configuration switchport access vian 300
!

#(1 Cluster Management iterface geti?

#(J Log Management switchport access vian 300
I

(1 PoE Power Contral terface geti0
]

interface ge1/9
]
interface ge1/10
]

snip server 211.115.194.21
snip server 203.109.252 5
anin servar 197 43 244 18

Puc.13 CtpaHuya WEB-uHTepgeinca «Save Current Configurationy
(CoxpaHeHve HacTpoek kommyTaTopa).

Ha ctpanuue «Save Current Configuration» ©yoyT BbiBe4eHbl Bce

Tekywmne Hactponkun VLAN kommyTtatopa. [Ina ux COXpaHeHUs HaxmuTe
«Save» (CoxpaHuTb).
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