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1. Ha3Ha4yeHue

MpombiwneHHbin ynpaBnaembii (L2+) PoE kommyTatop Gigabit
Ethernet SW-808010/ILS(port 90W,720W) ¢ dyHKUMEA MOHUTOPUHra
TemnepaTypbl/BNaXHOCTU/HANPHKEHNS npegHasHayeH ans cucTtem
NPOMBILLMIEHHOTO MPUMEHEHUS W ONS YCTAHOBKM B YIUYHbIE CTaHUMU
OSNOVO. OTnnuutensHOM 4YepTon KoMMyTaTopa SBMSETCS BO3MOXHOCTb
yAaneHHOro MOHUTOPUWHIA HaMpsPKEHUsI MUTaHWS, TeMNepaTypbl U BIaXHOCTU
OKpy>KatoLLien cpeapl.

KommyTaTtop SW-808010/ILS(port 90W,720W) MmeeT 8 OCHOBHbIX
noptoB Gigabit Ethernet (10/100/1000Base-T), kaxablh W3 KOTOpPbIX
cooTBeTCTBYeT cTaHgaptam PoE IEEE 802.3af/at/bt n aBTomaTunyecku
onpegenset noaknoyaemble POE-ycTponctBa. MakcumanbHasi MOLHOCTb
PoE Ha nopt paBHa 90BT, obuwas BbIxogHAsi MOLLHOCTb BCEX MOPTOB
coctaBnseT oo 720B1. ®yHkuna POE moxeT 6bITb OTKMOYEHA NN BKITOYEHA
ONs Kaxgoro nopta B oTgenbHocTn 4Yepe3 WEB wuHTepdenc. Takke
KOMMyTaTopbl nmetoT DYHKLMIO PoE Alive, aBTOMaTUYECKU
BO306HOBNALLWYO nogady PoE, ecnv nogknto4YeHHoe yCTPOMCTBO 3aBMCHO.

Kpome Toro, kommyTtaTop ocHaweH 10w Gigabit Ethernet Uplink
noptamu SFP (1000Base-X). B kayectBe SFP-mopynen pekomeHayetcs
NCNonb30BaTb MPOMbILUNIEHHBIE MOAYNW C PaCLUMPEHHBIM TeMMNepaTypHbIM
avnanasoHom (ckopocTb SFP-noptoB — 100 M6ut/c unn 1 TGUT/C — MOXHO
HacTpauBaTb Yepe3 WEB-uHTepdeiic).

KommyTtaTtop SW-808010/ILS(port 90W,720W) obopyaoBaH NopTom
Console (RJ-45) gna ynpaBneHust 4vepe3 wuHTepdenc RS-232. [aHHas
Mogenb HactpauBaeTca 4Yepe3 WEB-uHTepdenc M uMeeT MHOXEeCTBO
dyHKunn L2 n L2+ ypoBHs, Takmx kak: VLAN, IGMP snooping, STP, EAPS,
QoS v gp.

KommyTtaTtop SW-808010/ILS(port 90W,720W) moxeT nuTaTbCs OT
OnokoB nuTaHusi HanpsbkeHnem DC48-57V (DC 12-36V 6e3 PoE), obnapaet
BO3MOXHOCTbIO MOAKITHOYEHNST UCTOYHMKA PE3EePBHOIO NUTaHUS U yHKUMEN
onoseLleHus npu ero otTknodeHnn (b1 6 komnnekm nocmasku He exodum).

KommyTtatop wmeeTr TemnepaTypHbin pexum -40...+80 °C, uytO
Nno3BofsieT 3KCMfyaTMpoBaTb €ro B MPOMbILMEHHBIX HeoTannBaemblx
NOMeLLIeHUS UIK YINNYHbIX cTaHumax OSNOVO.
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2. Komnnekrauyusa*
1. KommyTatop SW-808010/ILS(port 90W,720W) — 1.

2. KnemmHas konogka 6-pin — 1wT.

3. JaTumk Temnepartypbl U BNAXHOCTU - 1LWT.

4. KpaTtkoe pyKoBOACTBO MO 3Kcnnyataumm —1wr.
5. PykoBoacTBO no akcnnyartauumn Ha CD — 1wrT.

6. YnakoBka — 1.

3. OcobeHHOCTU 0OOpyAOBaHUSA

e Bo3MOXHOCTb yOaneHHOro MOHUTOPWHIa Taknx nokasaTenen, Kak:
- TemnepaTypa Ha BHELLHEM JaTyunke
- BnaxxHocTb Ha BHelLIHEM JaTyuke
- HanpsikeHne nutaHns Ha OCHOBHOM 1 pe3epBHOM Briokax nutaHus

e MakcumanbHas mowHocTe PoE — oo 90 BT Ha nopT, cooTBeTCTBUE
craHgaptam PoE IEEE 802.3 af/at/bt;

e PaspaboTtaHbl ans akcnnyatauMyM B MNPOMBILWMEHHBIX YCIOBUAX:
paboyas Temnepatypa -40...+80°C, P40, nogxogat ansg yCTaHOBKU
B ynn4Hble ctaHuun OSNOVO;

e [lopgoepxka dyHkuun L2 yposHsa (VLAN, IGMP snooping, QoS u
TA.), BblcoKasi HagexHocTb cetn (RSTP, MSTP, EAPS);

e Hactpovika u ynpaeneHve 4epe3 WEB-uHTepdernic, Console wu
Telnet/CLI;

e  ABTOMaTMYECKMI/PYYHON BbIOOP pexuma yBenMYEeHUs AarbHOCTU
nepegauu curHanos o 250m. (Ckopocms nepedayu oepaHuyeHa 10
M6éum/c).
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4. BHewHuW BMAO U ONUCAHME INIEMEHTOB

4.1 BHeluHu# BUA

Pwuc.1 Kommytatop SW-808010/ILS(port 90W,720W), BHeLHWIA BUA

Puc.2 [Jatumk Temnepatypbl/BNaXHOCTU ¢ KabeneM Ans NOAKIMHOYEHNUST K
kommyTaTopy SW-808010/ILS(port 90W,720W)
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4.2 OnucaHue 3nNieMeHTOB KOMMyTaTopa

8GE + 10SFP = 1 3

Puc. 3 KommyTtaTtop SW-808010/ILS(port 90W,720W)
pasbeMbl, KHOMKM U MHAMKATOPbI NEpegHeNn NaHenu

DC:12-57(SW) DC:37-57(PoE) I—P1 -l [—PZ -I I—IN -I

Puc. 4 KommyTtaTtop SW-808010/ILS(port 90W,720W)
pa3beMbl U KHOMKM BEPXHEN NaHenm
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Tab.1 HasHayeHue pa3bemMoB, KHOMOK U MHAMKATOPOB KOMMyTaTopa
SW-808010/ILS(port 90W,720W)

Ne
n/n

O6o3HavyeHune HasHauyeHune

LED-nHaukaTop TON0N0rMm «Konbuo». Foput

HW
3€J1EHbIM — NOAKI04YEeHMNE Mo TOMOJIOTNN «KOJ1bLIO».

LED-uHgukatop nutaHus. [opuT 3eneHbiM —
nogaeTtcsa nuTaHue.

SFP-noptel 9 — 18 c¢ LED-mHgukatopamu ans
NOAKMIOYEHUA KOMMYyTaTopa K ONTUYECKUM NIUHUAM
CBA3N.

LED-uHagukaTopbl ropat npu nogknoveHnn SFP-
Moaynen.

(SFP-mopynu e komriiekm nocmasku He 8xodsm).

Pasbem RJ-45 ans nogknoyeHns kommyTtaTopa K
3 Console COM noprty lNK ans ynpaBneHus um 4yepes
uHTepdenc RS-232

Pasbembl RJ-45 ¢ LED-uHgukaTopammn ans
nogkntoyveHus ceteBblx PoE  ycTpoictB  Ha
4 é 623 3 g ckopocTu 10/100/1000 MGMT/c.
"opuT 3eneHbIt LED — nogknio4eHo yCTPOUCTBO.
MopuT opaHxeBbint LED — nogaetca PoE

KHonka BbicTporo Bblibopa Tornosormu
5 HW RET

NOAKMOYEHUS «KOMbLIOY.
6 RET KHonka nepesarpysku KommyTaTopa.

KnemmHas konogka 2-pin Bbixoga Alarm (pene
7 Al+ Al- .

TMNa «CyXoW KOHTakT», cM. N.11.2 cTp.27).
8 P1 YacTb KNeMMHOWM KONoakn 6-pin AN NOAKITYEHUs

P- P+ ocHoBHoro bl DC 48-57V (P1)*

11
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Ne
O6o3HauyeHue HasHauyeHue
n/n
9 P2 YacTb KNnemMMHOWM Konogku 6-pin Ans NoakIoYeHus
P- P+ pesepsHoro BIM DC 48-57V (P2)*
10 N Yactb knemmHou Kkonogku 6-pin  (Bxod) Ans
NOAKITIOYEHNS KOHTPONMPYEMOTO HanpPsHKEeHNS.
11 BuHTOBasa knemma Ang NOAKMYEHN KOMMyTaTopa
K KOHTYpY 3a3eMNneHus.
12 ™S Pasbem TRS 3.5MM gns nogkniouveHust gatvumka
TemMnepaTypbl/BNaXxHOCTK.
Jdatynk TemnepaTypbl/BNaxHoOCTn ¢ pasbemom TRS
13 3.5vm anga nogknoyeHus kabenem k pasvemy (12)
KoMMmyTaTopa (Kabenb BXoOuT B KOMMIIEKT).

*DC 12-36V 6e3 PoE

5. Moaknio4vyeHune

5.1 Cxema noaknoyeHus

SW-808010/ILS SW-808010/ILS SW-808010/ILS
(port 90W 720W) (port 90W 720W) (port 90W 720W)
OnTtuveckuit kabens OnTtuyeckuit kabens Onmqecmu kabens
——> — —2—>
w v wnm mnm K ycTpoiicTeam
Cat 5e Cat 5e T Gatse ) °';'17°“;T%%<”M
CLI<¢ RS-232 N
2xDC 48-57V 2xDC 48-57V 2xDC 48-57V
e =
v )
i z i
(I} o aTumK T o ] 5
3 - g TeMneparyps! o g o 3
i BNAXHOCTU
PTZ kamepa PTZ kamepa PTZ kamepa PTZ kamepa PTZ kamepa PTZ kamepa
Ao 90W ] H Ao 90W Ao 90W Ao 90w Ao 90W Ao 90OW
‘Qi ’." 4 ’." ‘* .(
A0 81 PoE-kamep Ao 81 PoE-kamep 10 81 PoE-kamep

Puc.5 Tunosas cxema nogknioyeHna kommyTaTopa
SW-808010/ILS(port 90W,720W)
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KopHeBoi1 kommyTaTop
B CEpBEpHOM

fiber fiber
- @ G

WiFi poyTep

o g Cat 5e fiber K yCTpocTBam
Q Al C ONTUHECKNMUN
nopTamu

Cat 5e
YAaneHHbM MOHUTOPUHT @Q} %
SW-808010/ILS
(port 90W 720W)
SW-808010/ILS
(port 90W 720W)
SW-808010/ILS
(port 90W 720W)
i eeoe § ﬁber @ (XX .l%
S S S S
PTZ kamepa PTZ kamepa PTZ kamepa PTZ kamepa
no 90w no 90w no 90W no 90w
i i - > i

Ao 8u PoE-kamep no 8u PoE-kamep

Puc.6 KonbueBasi cxema nogkntioveHns KommyTtaTopa
SW-808010/ILS(port 90W,720W)
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5.2 MNopknioyeHne aaTynka TeMmnepartypbl U BI1IaXHOCTU

BHewHun patuvk npegHasHadyeH Ons nepejadn uHdopmMauum o
TemnepaType (°C) n BnaxHocTn (%) oKpyXarllen cpeabl, MCMonb3yeTcs
umdpoBon MHTepdelc Ha ocHoBe NpoTokona 1-Wire. [JaTumk nogkniovaeTcs
KOMMIEKTHbIM kabenem kK pasbemy TRS 3.5mm Ha kommyTtatope (Puc.7).

i 2
F - 1-Wire
g n
S al
ol n
JaTymk
Temneparypsbl
BINaXXHOCTU

DC:12-57(SW) DC:37-57(Pok)

Puc.7 Cxema nogkntoveHnst BHELLHErO gaTymnka TemMnepartypbl 1 BI1a>XHOCTU

[na KoHTponsa 3Ha4YeHUr TemnepaTypbl/BaXXHOCTU U HanpsXXeHus
nUTaHUa UCMNONb3yeTCca COOTBeTCTBYyoLWan cTpaHuua WEB wuHTepdenca
(Pwvc.8). NMogpobHasa nHdopmaums 0 MOHUTOPWHIE NapamMeTpoOB HAXOAUTCS B
n. 11.2 HacTosLEN JOKYMEHTALUN.

‘d Managed Switch Industrial Switch Monitoring Platform

=y Industrial Switch Monitoring

18 Industrial Switch Monitoring I Ring Control

& {_) System Configuration ‘ OOn ®Off
(] Port Configuration

& {_) MAC Binding System Temperature (*C)
#{_) MAC Filter 23.81

(L] VLAN Configuration [~ Ambient Temperatare (C). |
#{_] SNMP Configuration 27.08

(] ACL Configuration Ambient Humidity (%)
#{_) QOS Configuration 22588

&) IP Basic Configuration Pm;ﬂnﬁ

# {1} AAA Configuration Master Vi \clgltages [\%)
#{_) MSTP Configuration 47.91

IGMP SNOOPING Configuration Normal
#{_] GMRP Configuration Syst:r;; v
#{) EAPS Configuration

Puc.8 KoHTponb HanpsXeHus nuTaHns, napameTpoBs
TemnepaTypbl/BNaXHOCTU OKpyxatoLlen cpedbl Yepe3 Web-nHtepdpenc
KommyTaTopa
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5.3 MoagknioyeHne 6noka NnuTaHus

L BNOK MATAHUA 2
7 L
o = V+ B
g = - = AC 195-265V
L= N
il
BINOK MUTAHUA 1
g L
£ = v+ B "
g = V- = AC 195-265V
H N
g

Puc.9 Cxema nogkntoyeHnst 651I0KOB NUTAHUSA K KIEMMHOM
Konoake kommyTtatopa SW-808010/ILS(port 90W,720W)

BHumaHue'!

- Mepen ycTaHoOBKOW 1 MNOAKIIOYEHUEM KOMMYTaTOpa OTKMUUTE NMUTaHKE.

- Mopgknioyarite kabenn oOT OMOKOB NUTAHUS K KIEMMHOW KONOAKe
KOMMyTaTopa CTporo cobnogas nonsipHoOCTb.

- Wcnonb3ynte 6nokM nutaHust cooTBeTCcTBylOWen MowHocTn AC195-
265V/DC48-57V(15A) (8 Komrnekm rnocmaeku He 8xo05im).

- MNpun HacTporike kOMMyTaTopa WUH(OPMaLMI0 O MaKCUMarbHOW MOLLHOCTU
ucnonbdyemoro bll cnegyetr BHectu B none Total Power pasgena
«Hactporika napameTpoB PoOE» Web-uHTepcenca kommyTtaTopa Ans
aBTOMaTUYeCcKOro pacyeTa TekyLuen Harpy3kun PoE. MNpoueaypa onucana B n.
11.21.1 HacTosiLero PykoBoacTBa Mo aKcnfyaTaunum kKoMMmyTaTopa.

- [Ona obecnevyeHnss YHKUMOHMPOBAHUS BCTPOEHHOW PO303aLUnThI
HeOOXOAMMO HaZeXHo 3a3eMnuTb Kopnyc kommyTatopa (11) Puc.4.

- MopTtbl 1-8 kommyTaTtopa SW-808010/ILS(port 90W,720W) umetroT
BO3MOXHOCTb nogaBaTb POE mouwHocTeio oo 90 BT metogom A 1/2(+) 3/6(-)
n B 4/5(+) 7/8(-) ons nMTaHna NOAKMOYEHHbIX POE yCcTponcTB.

- B cnyyae oGHapyxeHus HeMcrnpaBHOCTEN He pa3bupanTe yCTPOMCTBO
N HEe PEMOHTUPYNTE €ro CaMOCTOATENbHO.

15

KDaDI : MakcrmanbHO HagéxHoe poccuiickoe o6opyfosaHne CKY/ - COT - OC - ICb www.kodos.ru



5.4 NMopkno4YyeHne cUCTEMbI ONoBeLUeHUs

KommyTatop SW-808010/ILS(port 90W,720W) wumeeT penerHbin
BbIxog Tuna cyxon koHTakT (NO) ans BKNOYEHUS CUCTEMBI TPEBOXHOIO
ornoseLleHus. PenenHbin BbIX0A nogaepxusaet ynpasneHue
UCMNOMHUTENBbHBIMKU YCTPOMUCTBaMK (CuMpeHa, cBeTogmoaHoe Tabno u T.4.)
MOLWLHOCTbIO He 6Gonee 24 Brt. HanpsikeHue WCTOYHMKA NUTaHMUS,
MOAKITIOYEHHOr0 K penenHoMy BbIXOAY, He [OOSPKHO npeBblwaTts 24 B
MOCTOSIHHOIO TOKa. TOK, MPOXOASLUMI Yepes3 pene, He OOMMKeH MpeBbiwaTb
1A (Pwnc.10).

=
2z

=

g: [1ONONHUTENbHBIN @

= UCTOYHUK CUCTEMA

L nuTaHus OMNOBELWEHWA

g
2
¥

Pwnc.10 Cxema nogKntoveHns CUCTEMbI OMOBELLIEHNS K KOMMYTaTopy
SW-808010/ILS(port 90W,720W)

6. MNMpoBepka paboTOCNOCOGHOCTM CUCTEMDbI

Mocne nogkniodeHus kabenen K pasbéMam M nogayy NUTaHUS Ha
kommyTatop SW-808010/ILS(port 90W,720W) MoxHO ybeauTecs B €ro
paboTocnocobHOCTN.

Mogkntounte kommyTaTop Mexgy Aymsi K ¢ um3BecTHbiMn  |P-
agpecamu, pacnonaralowmMmnca B ogHoM noaceTun, Hanpumep, 192.168.0.2 u
192.168.0.3.

Ha nepeom komnbtoTepe (192.168.0.2) 3anyctnte KOMaHOHYK CTPOKY
(BbImONHMTE KOMaHZy cmd) 1 B NOSIBMBLUEMCS OKHE BBEAUTE KOMaHay:

ping 192.168.0.3
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Ecnu Bce nogkntoyeHo npaBuibHO, Ha 3KpaHe MOHUTOpa 0TOBpasnTCs OTBET OT
BTOpOro kKomnbtotepa (Puc.11). OTto cBuaeTenscTByeT 06 UCMPaBHOCTU
KOMMyTaTopa.

WINNT' System32' command.com

IC:\>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1
Reply from 192.168.1.1
Reply from 192.168
Reply from 192.16

C:\>

Puc.11 [aHHble, oToOpaatoLmecs Ha akpaHe MOHUTOpa, nocre
ncnonb3oBaHna KoMaHapl Ping.

Ecnu oteBeT ping He nonyveH («Bpems 3anpoca wucTekno»), TO
crnefyeT NpOBEPUTL COeAMHUTENbHLIN kabenb n IP-agpeca KOMNbIOTEPOB.
Ecnu He Bce nakeTbl Obiny NPUHATLI, 3TO MOXET CBMAETENbCTBOBATh:
- 0 HM3KOM Ka4yecTBe kabens;
- 0 HEeUCNpaBHOCTM KOMMYTaTOPa;
- 0 nomexax B JIMHUWN.

lMpumeyaHue:

MpUYMHBI NOTEPU B ONTUYECKON NMHMU MOTYT ObITb BbI3BaHbI:
HeuncnpasHoOCTL0 SFP-Moaynen

narmbamm kabens

GonbLUNM KONUYECTBOM Y3r10B CBapKu

HENCMNPaBHOCTbLIO NN HEOAHOPOLHOCTbLIO OMTOBOJIOKHA.

7. MoaroToBKa nepepn ynpaBrieHMEM KOMMYTaTOpPOM Yepe3s
WEB-uHTepdenc**

Web-nHTepdenc noseonsieT mmbKo HacTpavBaTb W OTCIEXMBATb
COCTOsIHME KoMMyTaTopa, mcrnonb3dys 6paysep (Google Chrome, Opera, IE 1
T.4.) 13 Mobon TOYKUN B CETW.
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Mpexge, 4eM NpPUCTYNUTb K HACTpolke KommyTatopa 4epe3 Web-
uHTepdpeiic, Heobxognmo ybeauTbes, YTo Baw MK 1 kommyTaTop HaxogaTcs B
ogHon ceTn. YToObl nmpaBunbHO ckoHdwurypupoBatb Baw [MK wncnonb3ynte
crefyoLLyto NMOLLAroBYH MHCTPYKUMIO:

1. YGepautecb, 4YTO ceTeBas kapTta B Balwlem [1K ycTaHoBneHa, paboTaeT u
nogaepxveaet TCP/IP npoTtokorn.

2. [MopkntounTte mexagy cobon kommyTatop u Baw [1K, ncnonb3ys naty-
kopa RJ-45

3. Tlo ymonyaHuio IP-agpec kommyTtatopa: 192.168.0.1. KommyTtatop u
Baw [MK pgomxHbl HaxoguTbca B ogHon noaceTtw. MamenuTe IP agpec
Bawero MK Ha 192.168.0.X, rae X-uucro ot 2 oo 254. Yoeagutech, 4To
IP-agpec, koTopbli Bbl HasHadaeTe Bawemy [1K, He coenagan c IP-
agpecomM KoMMmyTaTopa.

Ethernet Properties
Networking | Sharing

Connedt using:
& Gualcomm Atheros ARS171/8175 PCHE G

This connection uses the following flems.

@ B)GoS Packet Scheduer

4 Microsoh Network Adapter Mubiplesor P
4. Microsoft LLOP Protocol Diiver

4 Link-Layer Topology Discovery Mapper |
- Link-Layer Topology Discovery Respond|
4 itemet Protocol Version 6 (TCP/IPvE)
-4 Intemet Protocol Version 4 (TCP/IPvd)

AR R )R

Install
Descrotion
Transmission Control Protocal/intemet Protocol

wide area network protocol that provides commy
‘across diverse interconnected networks.

0K

General

1P address:

Subnet mask:

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

Obstain an IP address automaticaly
@) Use the folowing IP address:

192 .168 . 2 .33
255 .255 .255. 0

Defauit gateway:
(® Use the folowing DS server addresses:
Preferred DNS server:

Altenate DHS server:

] validate settings upon exit

oK Cancel

4. 3anyctute Web-6paysep (IE, Firefox, Chrome) Ha Bawem MK

5. Beeaute B agpecHyto cTpoky 192.168.0.1 (IP-agpec kommyTaTopa) u
HaxxmuTe Enter Ha knasmatype.

c

E Opera I E2= Speed Dial

®

192.168.2.1

6. T[loaBuTca chopma ayTeHTUmKauun. Mo ymonyaHuio
JlornH: admin. Maponk: admin

18
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Please sign in
You need to sign in with "182,168.2,1:80"

Site message: Pok

Usernare: admin

Password: —

B panbHenwem napofib M JIOTMH MOXHO MOMeHATb 4Yepe3 WEB
WHTEpdEeNnC KoMMmyTaTopa.

8.MopgroTtoBKa nepea ynpaBrneHnemM KOMMYTaTOpoOM Yepe3s
nopt CONSOLE

YnpaeneHne kommytatopoMm 4epe3d COM-nopt (RS-232) moxer
notpeboBaTbCs, ecnv MO Kakum-nnmbo npuumHam ynpasneHue yepes WEB-
HEe[OoCTYIMHO.

Ckavyante un yctaHosute Ha [1K, ¢ kotoporo 6ymetr npoBoauTbLCA
KOH(UryprpoBaHne KommyTaTopa nporpammy-amynatop HyperTerminal wnm
PuTTY. Tllocne yctaHoBkn Heobxogmmoro [1O wucnonb3ynTe cregyoLyto
MOLLIAroBYH MHCTPYKLMIO:

1. CoepuHute nopT Console kommyTaTtopa ¢ COM-NopToM KOMMbOTepa ¢
NOMOLLbIO Kabens.
Banyctute HyperTerminal Ha K.

3. 3apante nms Ans HOBOroO KOHCOSBHOIO MOAKITHOYEHUS.

% New Connection

Enter a name and choose an icon for the connection:

4. Bblbepyute COM-NOPT, K KOTOPOMY MOAKITIOYEH KOMMYTATOP.
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r

Enter details for the phane number that you wart to dial

Courtry/rsgion: | United States (1) =

Agacods:  [123

Phone number:
Connect using: |[EEILE] -

Coes

5. Hactponte COM-nopT criegytoLmm obpasom:

- CkopocTb nepegayn aaHHbix (Baud Rate) — 115200;
- butbl AaHHbIX (Data bits) — 8;

- YeTHocTb (Parity) — HeT;

- Cton 6uTel (Stop bits) — 1;

- YnpaeneHue notokom (flow control) — HeT.

Port Settings |

Bits per second
s
Parity: |None -
soie [ =]
|

Restore Defauts

Cancel oy
6. Cwucrema npegnoxut Bontu Bam B uHTepdeiic CLI (ynpaBnexue
yepes KOMaHOHYo CTPOKY). Mo yMOnyaHuio nMms

none3oBartens/naponb — admin/admin.

Ele Edit Yiew ol Inansfer Help
D& &3 (05| 8

Username: admin
Password:

Login in progress. .. )

Helcome to Vitesse Command Line Interface (v1.0).
Type 'help’ or '7' fo get heln.

>

[Connected 000012 futa detect 115200 2-N-1
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9. NMoaroToBKa nepen ynpaBneHneM KOMMyTaToOpoM 4vepes
Telnet/SSH

Mpotokonbl Telnet wn SSH npepocTaBnsAlT  MNOMb30BATENO
TEKCTOBbIA MHTepenc KoOMaHAHOM CTPOKN AN ynpaBneHus KOMMyTaTopoM
(CLI). Ho Tonmbko SSH obecneunmBaeT cosgaHme Ge3onacHoro kaHamna c
NOMHbIM WNGPOBaAHNEM NepefaBaemMblX AaHHbIX. YTOObI NonyunTe AOCTYN K
CLI kommyTatopa uyepe3 Telnet/SSH, Baw MK u kommyTaTop AOMXKHbI
HaxoauTbcsa B ogHon ceTu. MNMoapobHee, Kak 9TO caenaTtb paccMaTpyMBarnoch
B pasgene WHCTpykuumn «llogrotoBka nepen ynpaBneHMEM KOMMYTaTOPOM
yepe3 WEB-uHTepdency.

Telnet nHTepdenc BcTpoeH B KomaHaHyto cTpoky CMD cemencrtea
onepaumoHHbIX cucteMm Microsoft Windows. SSH uHTepdeinc poctyneH
TONbKO C MOMOLBIO Mporpammbl  amynaTopa SSH TepmuHana. Hwuxke
nokasaHo, kak nony4mtb goctyn K CLI kommyTtatopa 4Yepe3 SSH ¢ nomoLLbio
nporpammbl PUTTY.

1. 3amgute B MeHto PuUuTTY Configuration. Beegute I[P agpec
kommyTaTtopa B none Mma xocra (Host Name) (unu IP agpec). Mo
ymonyanuio IP agpec kommyTtaTopa 192.168.0.1

2. Bbibepute Tvn nogkntoveHus (Connection type) — SSH.

Basic options for your PuTTY session

: " Specify the destination you want to connect to
[ Temninal

- Keyboard (|
) E:;’b I‘|92.1GE.2.‘I I

Featurss Connection type:

- Windon Faw () Tenet O Riogin

Lo Appearance

- Behaviour

- Translation Saved Sessions
Selection

¢ - Colours Default Settings
- Connection

Load, save or delete a stored session

Close window on exit: -
() Aways () Never (@ Only on clean exit

Cpen
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3. Ecnu Bbl nogknioyaeTecb K KOMMyTaTopy yepe3 SSH Bnepsble, Bbl
yBuaute okHo PuTTY Security Alert. Haxmute Yes (Ha) ans

npoaoJnKeHu4.

PuTTY Security Alert “

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsal key fingerprint is:

ssh-rsa 1040 dd:15:6b:be:26:1d:b0:0c:ef:af: 59:f2:83:eT:aT:47
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

4. PUTTY obecneunT BaMm AOCTYN K YNPaBAEHU0 KOMMYTaToOpoOM nocne

TOro

kak Telnet/SSH nogkntoyeHne 6Oyanet ycrtaHoBneHo. [lo
yMON4aHu1o UMsi nonb3oBaTensd/napons: admin/admin.

192.168.2.1 - PuTTY

- |

KO4aocCc
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10. YnpaBneHue 4yepe3 WEB-uHTep¢enc, oCHOBHbIe
3NeMeHTbI

10.1 CTpykTypa gepeBa HaBMrauum no rpynnam

MeHto web-nHTepdenc coctomT us 19 pasaenos:

‘N Managed Switch
'CI Industrial Switch Monitoring
'CI System Configuration
'D Port Configuration
(] MAC Binding

(] MAC Filter

‘f:I VLAN Configuration
'Cl SNMP Configuration
'f:] ACL Configuration
'C:l QOS Configuration
'{:I IP Basic Configuration
‘D AAA Configuration
'D MSTP Configuration
'f:l IGMP SNOOPING Configuration
‘{:I GMRP Configuration
'C:I EAPS Configuration
'f:l RMON Configuration
'C] Cluster Management
'D ERPS Configuration
‘C] Log Management

# (] PoE Power Control
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10.2 OnucaHue kHonok WEB uHTepdeica

BonbLWMHCTBO KHOMOK ANS U3MEHEHNs1 HACTPOeK KOMMyTaTopa 4epes
WEB-uHTepdenc yalle BCero BbIMOMHAKT O4HY U Ty Xe ponb. B Tabnuue
npuBeaeHbl ONMcaHns OyHKLNUA, KOTOPbIE KHOMKU BbIMOSTHSAOT.

KHonka HasHauyeHune

OOHoBNSET 3HadeHMe BCEX TEKCTOBbIX

Refresh (ObHOBUTBL -
( ) noren u napameTpoB Ha CTpaHuLe.

Yucnosoe 3HayeHne Gyaet oOGHOBMNEHO B
namsaTu. BBeneHHble 3Ha4YeHus
napameTpa BCTYnalT B CWNy TOMbKO
rnocrne HaxaTtuss 9ToM KHomku. Ecnum
JaHHble BBeJeHbI He KOPPEKTHO,
nosiBUTCS coobLieHne 06 onodke.

Apply (MpuHsaTs/nogTBEPOUTD)

Delete (Yoanutb) YaanseT Tekyulee 3HauyeHue
OTkpbiBaET CcTpaHuuy crnpaBku.
Help (Momowk/cnpaska) OToenbHaa  cTpaHuua  cripaBkuM — Anis

KaXXgoro 3anpoca.

10.3 CooOLeHns 06 onbkKe
Mpn BO3HMKHOBEHMM oOWMOKM npu obpaboTke 3anpoca oOT
nonb3oBatenss K KOMMyTatopy (BBeAEeHbl He KOPPEeKTHble 3Ha4YeHusl)

NosIBNSAETCS OKHO C ONMCAHUEM OLLMOKN.

Microsoft Internet Exple x|
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10.4 NMonsa pna BBoAa MHdopMaLMu U1 3Ha4YeHUN

HekoTopble cTpaHuubl WEB-uHTepdgenca kommyTaTopa cogepxar
nons Ansa BeoAda TOW UMW MHOW MHOpMauum unum 3HadeHuin. C nomoLlbto
3TUX NONen MOXHO MNOMyYUTb AOCTYMN K pasnuMyHbiM CTpOoKam B Tabnuue
(puc.).

Ecnn noHapobutcs nobaButb HOBYHO CTPOKY Heobxoaumo BbibpaTb
u3 Bbinagatwowero cnucka NEW (HoBas)) u HaxaTb AN NOATBEPXKAEHMS
KHOMKy Apply (NpUHATDL).

Ecnu HyXHO M3MeHUTb yXe CyLLeCTBYIOLLYH CTPOKY, Heobxoaumo
BblOpaTb M3 BbiMagatoLIero Ccrnvcka COOTBETCTBYIOLLMIN HOMEP CTPOKW,
BBECTU HYXHble 3HA4YeHUs U HaxkaTb ONS MOATBEPXKAEHUS KHOMKy Apply
(MpuHATB).

Onsa ypaneHus cTtpoku u3 Tabnuubl, BbibepuTe M3 BbinagaroLero
CMUCKa HYXXHbIA HOMEP CTPOKM 1 HaxmuTe KHomky Delete (yganuthb).

2 4 & 8

coan e
cooa oo 03
1.3 8 7 s 10 a  link down
~

- Switch nunity Configurat

#{_] System Configuration

#(] Port Configuration item [Community Name | ReadWrite State

#{_) MAC Binding New v ] v

*(J MAC Filter 1 public I ReadOnly active

#{_1 VLAN Configuration
=/ SNMP Configuration

B Community Name

E) TRAP Target
#{] ACL Configuration
#{_] QOS Configuration
#{] IP Basic Configuration
#{_] AAA Configuration
#{_] MSTP Configuration
#{_] IGMP SNOOPING Confi
#{_] GMRP Configuration
#{_1 EAPS Configuration
#(] RMON Configuration
#{] Cluster Management v

Refresh Apply Delete Help

sy

[ >

10.5 Nons co 3HaYeHUsAMU TeKylLlero cratyca

HekoTopble cTpaHuubl (Mnu nons Ha ctpaHuuax) WEB-uHTepdelica
npegHasHadeHbl TONbKO ANs 0TobpaxeHnst AaHHbIX 0 paboTe KOMMyTaTopa.
OTobpaxaemble 3HAYEHUA HA 3TUX CTpaHWULax NpeAHasHayeHbl TOMbKO AN
YTEHUS M He MOryT OblTb M3MeHeHbl (Hanpumep Mons KOMOHkM State Ha
PUCYHKE HUXE).
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2 4 & 8
[ l-N=N-] : link up
[ B o I = Folololo]
1.3 5 17 0O link down
~
‘3 Switch SNMP Community Configuration
#_1 System Configuration —
#{ Port Configuration Item [Community Name | ReadWrite / state
#(_] MAC Binding New v ‘ |ﬁ < [
#{) MAC Filter 1 public I ReadOnly \ active /
#(1 VLAN Configurati
e S Refresh Apply Delete Help \-/

=<3 SNMP Configuration

B Community Name

E) TRAP Target
#{_] ACL Configuration
#{_] QOS Configuration
#(_] IP Basic Configuration
#{_] AAA Configuration
#{_] MSTP Configuration
#(1 IGMP SNOOPING Confi
#{] GMRP Configuration
(1 EAPS Configuration
#{J RMON Configuration
#_] Cluster Management v

B ein el -

< >

11. OnucaHue pasgenoB meHo WEB-uHTepdenca
KOMMyTaTopa
11.1 FnaBHaAa cTtpaHuua WEB uHTepdenca

Mocne Toro, kak 6blnn BBEAEHbI KOPPEKTHbIE AaHHbIe AN Bxoaa (no
YMOn4aHuio Umsi nonb3oBaTens: admin, naponk: admin),

Authentication Required @
0 http://192.168.0.1 is requesting your username and password. The site says:
“Networks”

User Name: m

Password: eeese

| ok || cancel |

KOMMYyTaTop 0TOGpa3sunT rnasBHyto cTpaHuuy WEB-uHTepdeiica ynpaeneHus
KOMMyTaTopom (pwuc.):
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OSNOVO

cable transmission

_E[Tmﬁ,'
[SystemSartTime  [0-Days O-Hours 2-Minutes 53-Seconds
T —

ppeoppRo

[Refresn] [Apply | [“Fieip ]

~
~
~
~

~
~
~

11.2 MoHuTopuHr gatuymkoB (Industrial Switch Monitoring)

Industrial Switch Monitoring Platform

Oetnt Oget2
Oe1d Dgetid
O get/s Clgets
Clget7 Dgetrs
O getre Dgetro
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Ha paHHon ctpaHuue WEB wuHTepdenca kommyTaTtopa HaxoasiTcs
OaHHble C AaTYMKOB TeMNepaTypbl, BAXHOCTU U T4,

Kpome Toro, 3gecb Takke npeacrtaBrieHa BO3MOXHOCTb HACTPOMKU
CLieHap1eB pearnpoBaHuns MOPTOB KOMMyTaTopa Ha pasfnyHble COObITUS.

- Ring Control — npu aktnBaumm (on) NO3BONSIET OTCNEXMBaTb OOHapyXeHne
KONbLEBOW TOMOSOMMU B CETU.

- System Temperature — nosie oTobpaxaeT Tekyllylo TemnepaTtypy Ha
LieHTpanbHOM YuMne KoMMyTaTopa.

- System Temperature Upper — 3HayeHe TemnepaTypbl U3 guanasoHa Ha
LUEeHTpanbHOM 4une KoMMmyTaTtopa, Mpy MPEBbLILEHWM KOTOPOro MoAaeTcs
curHan (ecnu HacTpoeH) Ha Bbixog ALARM kommyTtaTopa.

- System Temperature Lower — oTpuuartenbHoe 3HavyeHvue Temnepartypbl u3
AvanasoHa Ha LEeHTParbHOM uYune KOMMYTatopa, Npu MOHWKEHUN KOTOPOro
nogaeTcsa curHan (ecnu HacTpoeH) Ha Bbixod ALARM kommyTaTtopa.

- Ambient Temperature — none oTobpakaeT TeKkyLlyl TemnepaTtypy Ha
BHELWHEeM nogkrnu4vyaeMoM K KOMMYyTaTopy AaTyuke.

- Ambient Temperature Upper — 3HadeHue TemnepaTtypbl M3 guanasoHa Ha
BHELLHEM MOAKMoYaeMoOM K KOMMYyTaTopy pAaTyuke, Mpu MNpPeEBbILLIEHUN
KoToporo nogaeTtca curHan (ecnn HactpoeH) Ha Bbixog ALARM
KoMmyTaTopa.

- Ambient Temperature Lower — oTpuuaTtenbHOe 3Ha4YeHne TeMnepaTtypbl 13
OnanasoHa Ha BHELWHEM MNOAKMNIYaeMOM K KOMMYyTaTopy pAaTyuke, npu
MOHWKEHWUN KOTOPOro nogaeTcs curHan (ecnv HacTpoeH) Ha Bbixod ALARM
KoMMyTaTopa.

- Ambient Humidity — none otobpaxaeT TeKyLLyl BaXXHOCTb Ha BHELUHEM
MOAKMOYaeMOM K KOMMYTaTopy AaTumke.

- Ambient Humidity Upper — 3HayeHue BRaXHOCTW W3 AuanasoHa Ha
BHELIHEM MOAK/MIOYAEMOM K KOMMYyTaTOpy [AaTyuKke, MNpu MpeBbILLEHUN
KOoTOoporo nogaetcsa curHan (ecnn HacTpoeH) Ha Bbixog ALARM
KOMMyTaTopa.

- System Power Upper — 3HayeHue mowHocTu POE w3 guanasoHa, npu
NPeBbILLEHUN KOTOPOro nogaeTcs curHan (ecnn HacTpoeH) Ha BbIXon4
ALARM kommyTaTtopa.
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- Power Type — none otoGpaxaeT TUN NUTaHus.

- Power In (Master V1, Slave V2) — none otobpaxaeT NOAKMYEHHbIE K
KommyTaTtopy 6noku nutaHms. OcHoBHoW — V1 1 pesepBHbIn — V2.

- System Current (A) — none otobpaxaeT Tok B AMnepax, notpednaembii
KOMMYTaTOpOM.

- Master V1 Voltages (V) — none otobpaxaeT 3Ha4YeHUE HanpsiKeHus B
BonbTtax Ha 0OCHOBHOM Broke NuTaHus.

- Slave V2 Voltages (V) — none oTtoGpaxaeT 3HadYeHWEe HanpskeHus B
BonbTax Ha pe3epBHOM G1oke NUTaHMS.

- System Power (W) — none oTobpaxaeT TekyLlylo noTpebnsemyto
KOMMYTaTOpOM MOLLHOCTb B BaTTax.

- System 3.3V — none otobpaxaeT 3Ha4YeHne CMCTEMHOro HanpskeHus 3.3V
Ha nnaTe KoMmyTaTopa.

- System 1.5V — none otobpaxaeT 3Ha4YeHne CMCTEMHOro Hanpshkerus 1.5V
Ha nnarte KomMmyTaTopa.

- System 1.2V — none otobpaxaeT 3Ha4YeHne CMCTEMHOro Hanpshkerus 1.2V
Ha nnarte KomMmyTaTopa.

Pasgen Alarm Input Configuration no3BonseTr HacTpauBaTb
clueHapuii paboTbl MOPTOB KOMMYyTaTopa Mpu MOMyYeHUW cuUrHana TpeBoru
Ha Bxoge Alarm.

Alarm detection method — BbI6op nopora cpabaTbiBaHUs
- OFF - Bxog Alarm oTkntoveH
- Low level alarm — cpabaTbiBaHMe NPy HU3KOM YPOBHE HanpsbkeHUst Ha
Bxoge Alarm (low level < 5V)
- High level alarm - cpabaTbiBaHWe Npy BbICOKOM YPOBHE HaMpsiXeHus Ha
Bxoge Alarm (57V >high level >5V)

Alarm Input Configuration Upload Fault Message

Alarm Detection Method Close Port Reboot Port
gel/l Ll gel2
7 gel1 Ll geli2 ge1/3 L get/d
gel/3 L get/d Alarm get/5 [l get/6
gel/5 L gel/6 ge1/7 |l ge1/8
Low Level gel/7 Ligel/8 ge1/9 [ ge1/10
High Level get/1 [ ge1/12

| Close v Alarm

29

KDacl : MakcrmanbHO HagéxHoe poccuiickoe o6opyfosaHne CKY/ - COT - OC - ICb www.kodos.ru



Close port / Reboot port — Bbl6op cLeHapusa paboTbl NOPTOB NpU
nonyyeHnn curHana TpesBoru, BblibpaHHble NOPTbl MOryT ObiTb OTKIHOYEHbI.
Mpu OTKNOYEHMM curHana TPeBOrM BblIOpaHHbIe MOpPThl MOryT ObiTb
aBTOMATUYECKM BKITHOYEHbI UMW Nepe3arpyXeHsbi.

Alarm Output Configuration - no3sonseT 3akpblBaTb ANs Tpaduka,
nepesarpyxaTb WNM OTKNIOYATb MOPThl, 3aMblKaTb/pa3mblkaTb KOHTAKThI
penenHoro Bbixoga Alarm B cnyyae noBbILLEHUSA TemMnepaTypbl HA OCHOBHOM

yune, Ha BHeELWHeM AaTyuke, OTKIOHeHUss OT Hopmbl  (DC37-57V)
HanpsikeHus Bl nnn oTkntoveHns ogHoro ua bIl.

Alarm Output Configuration Upload Fault Message
Alarm Output Mode Port Failure Executive Action System Condition Failure Executive Action
¢ gel/1 ¥ gel/1P
ge1/2 L geli2P ¥ System Temperature
gel/3 L/ geli3P ¥ Ambient Temperature
get/d [ ge1/4P ¥/ Ambient Humidity
gel/5 L gel/5P ¥ System Power Overload Slave V2 Voltages
Close v gel/6 L gel/6P get/1 g-{l 1P Failure ¥ Master V1 Voltages Alarm Input
get/7 () ge1/7P Alarm ¥ Slave V2 Voltages Alarm
Alarm (Often Close) 9e1/8 L ge1/8P ¥ System 3.3v
Alarm (Often Open) gel/9 ¥ System 1.5v
Alarm Impulse ge1/10 ¥ System 1.2v
gel/n ¥ Alarm Input
gel/12

refresh Apply Restore Default

Alarm Output Mode — Pexum paboTtbl Bbixoga Alarm (BknoyeHve /
OTKMYeHne, apyrme pexvmMbl paboTol).
- Close - Bbixog Alarm oTKIt04eH
- Normally closed — npu cpabaTbiBaHWN «CyXON KOHTAKT» 3aMbIKaeTCcsl
- Normally open — npu cpabaTbiBaHUN «CyXOWN KOHTaKT» pa3mblkaeTcs
- Cycle alarm - npu cpabaTbiBaHMM «CYyXOW KOHTAKT» MEepuoanYecKu
3amblkaeTcs

Port status monitoring — N03BoONse€T KOHTPONMPOBaTb COCTOSAHME NOPTOB (B
T.4. PoE) kommytatopa. [Mpu BO3HMKHOBEHMM cOoeB B paboTe nopToB

nogaeTcd curHan TpeBsoru, npn Hopmanmsauum paGOTbI nopToBs TpeBO)KHbIIZ
CUrHars OoTKIn4aeTCcA.

System Condition Failure - nosBonsieT KOHTpPONMpOBaTb TaKkue OLINOKM
COCTOSIHMS  CUCTEMbl  Kak  TemnepaTtypa KOMMyTaTtopa, BHELUHSA
TemnepaTypa ¥ BNaXHOCTb, NAapaMeTpbl NUTaHUS.

Ons Toro 4to6bl O6HOBUTL 3HAYEHWs TEKYLUMX NapameTpoB B UCMOMb3yWTe
kHonky Refresh. [na nogTeepxaeHus Npodnx HacTpoek — kHornky Apply. Ans
BO3BpaTa BCEX HACTPOEK Ha 3TOW CTpaHuLe K UCXOOHbIM — KHOMKy Restore
Default.

B MpunoxeHun A (cTp.94) npuBeaeH npumMep UCNonb3oBaHusa Bxoaa Alarm
Input KOMMyTaTOPOB Cepun ILS ¢ BHELLIHUM OAaTYNMKOM BCKPLITUSA.
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11.3 KoHdurypaumsa cucremsbl (System Configuration)

11.3.1 Basic Information (O6wasa nHdopmaums)

2 6 8
coaan @ finkvp
o000 oo .
1 3 § 7 8 10 0 link down
~
3 Switch
= System Configuration
) Basic Information System Description Switch 339
B Senial Information System Object ID 1.36.1.4.1.36293.1000
&) User Management System Version Switch 3.3.9
H Safe Manwemenl Num Network Interfaces 27
B SNTP Configuration System start time 0-Days 0-Hours 3-Minutes 39-Seconds
= System Name St
B Current Configuration i
B Configuration File
) File Upload System Location
B System Reset
=) Rt Confason System Contact
%] MAC Binding
*_] MAC Filter
T 3 VLAN Configuration Refresh | Apply Help
#_J SNMP Configuration
#_] ACL Configuration
#_] QOS Configuration
#() IP Basic Configuration
S
| < >
- System Description (OnucaHne cucTembl) cogepXuTt  obLyto

MHbopMaLMIO O CUCTEME;

- System Object ID (MoeHTUdMKATOP cUCTEMBI) OTODOpaXkaeT CeTeBOM
naeHTudmKaTop cucTeMbl;

- System Version (Bepcusi npoluvBKM) OTOBpaxaeT TEKyLLyl Bepcuio
YCTAHOBIIEHHOW Ha KOMMYTaTOp MPOLUUBKY;

- Num network interfaces (KonnyectBo nopTtoB B KOMMYyTaTope)
oToGpaXkaeT KONMMYeCTBO BCEX MOPTOB 4S9 COEAMHEHUS C CETbIO;

- System start time (Bpemsa 3anycka cuctembl) oToOpaxaeT CKOMbKO
BPEMEHW NPOLLSIO C MOMEHTA BKIIOYEHWS;

- System name (Mms kommyTatopa) oTobGpaxaeT uUMsS KoMMyTaTopa.
Monb3oBaTenb MOXeT NepeMmeHoBaTb KOMMYTaTop;

- System location (MecTononoxeHve kommyTaTopa) oToOpaxaeT
dm3nyeckoe MeCTOMNONoXeHne KoMMyTaTopa. 3apaeTtcs
nonb3oBaTenem;

- System Contact (KoHTakTHble JaHHble) oToOpaxkaeT nvs Bnagenbua u
€ro KOHTaKTHble faHHble. 3agaeTcs Nnofb3oBaTeneMm.
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11.3.2 Serial Information (UHdopmauma 06 uHtepcpeince ynpaBneHus
KOMMYTaToOpoOM)

cepo
i

3 Switch
=3 System Configuration
8 Basic Information
B Serial Information
8 User Management
[B) Safe Management
&) SNTP Configuration
B Current Configuration
[® Configuration File
B File Upload
B System Reset
#_1 Port Configuration
#_] MAC Binding
#_1 MAC Filter
%] VLAN Configuration
#(_) SNMP Configuration
#_] ACL Configuration
#_1 QOS Configuration
%] IP Basic Configuration

BV AAA AnnBcontinn

>

Serial Port Configuration

Baud Rate 9600

Character Size 8

Parity Code INone

Stop Bits

1

{Flow Control None

Refresh Help

HaHHaa cTpaHuua WEB-uHTepdoelica oTobpaxkaeT napameTpbl

ynpasneHus KoMMyTaTopoM Yyepes uHtepdenc RS232/485, ucnonb3ysa nopt

CONSOLE. pu

ynpaBneHun

KOMMYTaTopOM

yepes

HyperTerminal

ybeautech, YTO HACTPOVKM COOTBETCTBYHOT NPUBEAEHHBIM Ha 3TOW CTpaHuue

3Ha4YeHNAM.

- Baud rate (ckopocTb nepefgayun gaHHbIX);

- Character Size (pasmep CMMBOSOB);

- Parity code (6ut 4yeTHoCTHN);

- Stop bits (cTonoBble 6uThI);

- Flow control (ynpaBneHne noTokom).
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11.3.3 User Management (MHcdopmauma o nonb3oBaTensx)

2 4 & 8 :
dasa 8 =z
ceee @y 8 oom

~

- Switch Multi-user Management Configuration

=I‘3 System Configuration

B Basic Information [ Htem |[User name [Old password [New password [Re-enter password [Privilege
B Serial Information l;;e:v [ v
8 User o admn | Privilege

) Safe Management
B SNTP Configuration
8 Current Configuration
B Configuration File
8 File Upload
5 sSystem Reset
#({] Port Configuration
# (] MAC Binding
#{_] MAC Filter
#{_ VLAN Configuration
#{_] SNMP Configuration
#( ACL Configuration
#{_] QOS Configuration
#{] IP Basic Configuration v

DYV AAA A ocBmiecntian

Refresh Apply Delete Help

>

Ha aTov cTpaHuue MOXHO W3MeHUTb/3agaTb HOBbIWM naponb (new
password) Ona Tekywero nonb3oBaTend, W3MEHUTb MNpaBa JocTyna K
ynpaBneHuto kommyTtaTopoM (privilege) n gp.

Maponu Hy>xHO BBOAWTb C y4eTom pernctpa. OHu MOryT coaepxaTtb 0
16 cumBonoB. [Ana BBOAa napons HeobXoAMMO ABaXdbl BBECTU HOBLIN

naponb B none New Password n B Re-enter Password. [nsa Toro, 4to0bl

N3MEHEHUs1 BCTYNUNN B cuny, Heobxoanmo HaxaTb kHonky Apply (MpuHaTs).
Mocne atoro nonb3oBaTento noTpebyetcsa 3aHoBO BoviTn B WEB mHTepdeic,
MCMnonb3ys HOBbIN Naponb.

C nomowblo HACcTpOeK Ha 3TOM CTpaHuue nonb3oBaTefb MOXeT
3agaTb MHOrononb30BaTeNbCKUA PEXMUM YMpaBAeHUs KoMMmyTaTopom (multi-
user).

Ona ynpasneHuns 4depe3 Telnet 1 WEB ans nonb3oBaTtens AOMKeH

ObITb Bbl6paH MHOronosnb30BaTeNbCKUIA pexum.
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11.3.4 Safe Management (ynpaBneHue 6e30nNacHOCTbH0)

2 4 6 8
oo = link up
(1o B = B = o[ ofc[c] dissble
T3 s 7 s 10 O link down
~
- Switch
=3 System Configuration
%) Basic Information (Acl Group Must Exist, and range in 1-99)
2) Serial Information Service Type Management State Acl Group
E) User Management 24 Enable Vv 0
5 Safe Management hitp Enable 0
&) SNTP Configuration snmp Enable 0
E) Current Configuration telnet Enable 0

B Configuration File

B File Upload

5 System Reset
#{_1 Port Configuration
#(1 MAC Binding
#{_ MAC Filter
#{_] VLAN Configuration
#{_] SNMP Configuration
#{1 ACL Configuration
#{_1 QOS Configuration
#( IP Basic Configuration v

Refresh Apply Help

WA R i ot

[ >

Ha paHHOM cTpaHuue HaxodsaTCsd HaCcTpoWKM, Mo3BonsoLme
agMuHUCTpaTopy rMmMbKo ynpaBnsaTb JOCTYNOM K YNPaBAeHU0 KOMMYTaToOpoM
(WEB, TELNET wnnn SNMP) Ha ocHoBe ACL (nuct ynpaBneHus goctynom)

EcTb  BO3MOXHOCTb  MOSMHOCTLIO  OTKMKOYUTL  ynpasneHue
KOMMYTaToOpOM A5is1 KOHKpeTHoro metoga ynpasneHus (WEB, TELNET unu
SNMP). Tlo ymonyaHuio ynpaBneHve C MOMOLUBbIO Kakgoro Metoga
paspelleHo n ACL omnbTpaumst He NpMMeHsieTCs.

AOMUHUCTpPaATOP  MOXET  YaCTUYHO  3anpeTuTb  ynpasreHue
KOMMYTaTopoM C MOMOLLbI OAHOrO UMW HECKOMbKUX MEeTOAO0B, MCMONb3ys
ACL cunbtpauutio.

Mpn npumeHeHmn ACL dunbTpaunm gns  Kaxgoro metoda
ynpaBneHus HeobxoAMMoO ykasaTb 3TOT MeTod B Chucke Service type, a
3atem Bblbpateb ACL ot 1 go 99. naeBHoe ycnoBue — BbibpaHHbI ACL
[OIDKEH ObITb CO3[aH 3apaHee.

O6patnTe BHUMaHWE, ecnu agMVHUCTPATOP 3aKPOEeT BO3MOXHOCTb
ynpasnate KommyTatopom no WEB, aTa cTpaHuMua C HacTpomkamu
nepectaHeTr ObITb [JOCTynHa. Torga MOXHO BOCMOMb30BaTbCA  ApPYrMM
MEeTOZ0M yrnpaBrieHus, Hanpumep Yepes Telnet unu SNMP.
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11.3.5 SNTP Configuration (CuHXpOHM3auuna BpeMeHuU)

2 4 & 8 .
coaa kel
[ = I = B = B o[l o}
13 s 7 s 10 B lnk down
~
i Switch
=13 System Configuration
&) Basic Information
B Serial Information Server IP Address 1
B User Management Sorver P Addvens 2
B Safe Management Server IP Address 3
B SNTP Configuration Time interval (second)
E) Current Configuration T e
E Configuration File e Disable v
5 File Upload
) System Reset et ol .
() Port Configuration System Date Time 2020/01/01 0004 42
%] MAC Binding S
¥ MAC Filter
#{_ VLAN Configuration
#{_] SNMP Configuration
#{_1 ACL Configuration
#{_1 QOS Configuration
#( IP Basic Configuration v
e >

Ha aton ctpaHnue WEB wvHTepdbenica HaxoaaTtcs HacTpoWKu angd
CMHXPOHM3aUMN BPEMEHW KOMMyTatopa C OOHUM U3 CepBepoB C
ucnonb3oBaHveM npotokona SNTP (MpPOTOKON CUMHXPOHM3aL MU BPEMEHU MO

KOMMbIOTEPHOM CETH).

- Server IP Address 1, Server IP Address 1, Server IP Address 1 — nons ans
ykasaHua |P apgpecoB cepBepoB, C KOTOpbiMM OyaeT npoOBOAMTLCS
CUHXPOHM3aLUUS.

- Time Interval — uHTepBan CUMHXpPOHM3aUUW B CeKyHdax (3HaveHue no
ymonyanumio 1800 cek).

- Time Zone — BbIGOp YacoBOro nosica.

Refresh — 06HOBUTbL 3Ha4YeHUSA A9 OOHOBNAEMbIX MONEN.
Apply — NpUHATL HACTPOWKU.
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11.3.6 Jumbo Frame Configuration (Bbibop pazmepa Jumbo nakeToB)

2 4 6 8
asea &
ooon 0800
T3 s 7 10 O link down
i Managed Switch
=23 Incustrial Saitch Moniiorng
B industra Swach Monttonng Jumbo Erame Bytes 1522 (1522-16333)
= 23 $ystem Configuraton
5 Basic Informaton
) Serol Inormaton Refresh Apply Help

B User Management

&) Sefe Management

B SNTP Configwation

B Jumbo Frame Configuration
1 S3ve Currant Contiguraton

# ) Port Configuration

Ha paHHon cTtpaHmue WEB wHTepdeinica Haxogutcs none nns
yKkasaHusi pasmepa obpabaTbiBaeMbix nakeToB. [pu paboTte ¢ MynbTuKacT
Tpacmkom (Hanpumep, HDMI no Ethernet) pekomeHgyeTcs BbICTaBnATb
3HayeHne He meHee 10240 bawr.

- Jumbo Frame Bytes — none B KOTOpOM 3agaetca pa3mep
obpabaTbiBaeMbix nakeToB. [JOCTynHblE 3Ha4YeHWs1 B AuManasoHe oT 1522 no
16383 banTt. 3HadyeHue No ymonyaHuio — 1522.

Refresh — 06HOBUTb 3HaYeHNNA A1 OOHOBNSAEMbIX MONen.
Apply — NpUHATE HACTPONKMK.

11.3.7 Current Configuration File (MpocmoTp TekyLwien KoHdurypaumm)

2 4 6 8 :
cooon st
[ ] B = I = B ofoiolo]
13 s 7 s 10 QO link down
la) ~
- Switch Current Configuration File
=3 System Configuration Save Help
8 Basic Information ! SR
= username admin enc-password €€ HE= % privilege
B Ssenial Information | P Teg
8 User Management vian database
B safe ! i
8 SNTP Configuration gy,
s t Confi interface vian1
;’ Exmont Commaion ip address 192.168.0.1/24
B Configuration File ipv6 address fe80: 2a7-c1ff fed3:c501/64
8 File Upload ! .
r interface ge1/1
B System Reset |
# () Port Configuration interface ge1/2
1
T j ::2 ?:dmg interface ge1/3
# er 1
#(_) VLAN Configuration interface ge1/4
|
#1J SNMP Configuration interface ge1/5
BV ARA Pacbaioatinn ! v
> interface ge1/8
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Ha oaTton cTpaHuue oTobpaxaeTcsa Tekywas KOHurypaums
kommyTaTopa. KHonmka Save (coxpaHuTb) MO3BOSMIUT COXPaHUTb TEKYLLYH
KOHdUrypawmio KommytaTopa B NnaMsaTb KOMMyTaTopa.

MockonbKky 3anucb channa TpebyeT ypanenusi/3anncu Ha FLASH
namaTb KOMMYyTaTopa, onepaums MOXET 3aHATb HEKOTOPOE BPEMS.

11.3.8 Configuration file (CtapToBas KOHUrypaums, coxpaHeHue
c¢hanna c HacTpomnkamm)

2

(=]

[a]
1

s

6 s
[ l-l-]

[ = I = ol N -Tc)
3 s 7 s 10

i Switch nfiguration
=* 3 System Configuration (Delete the Configuration File or Download the Configuration File to your local computer)
&) Basic Information
B Senal Information
%) User Management
E) Safe Management
B) SNTP Configuration
E) Current Configuration
8 Configuration File
B File Upload
%) System Reset
#_1 Port Configuration
#_] MAC Binding
#{_) MAC Filter
#{_] VLAN Configuration
#_1 SNMP Configuration
#_1 ACL Configuration
#_1 QOS Configuration
#_] IP Basic Configuration v

B AAA AoaBanianiina

< >

Download Delete Help

CrapToBas koHdurypauusi npegcrtaenset coboi dann, 3anucaHHbIN
Bo FLASH namatu kommyTaTopa. Korga koMmyTaTop 3anyckaetcd U He
HaxoOMT 3anucaHHbli paHee dann koHdurypauun Bo FLASH namatw,
YCTPONCTBO MUCMOMb3yeT dann ¢ HacTponkamu rno ymonydanuio (default).

KHonka Delete (yganutb) NO3BONSET BbI3BaTh AMANIOroBOEe OKHO, rae
OyneT npeanoxeHo yganutb Tekywui cann koHdurypauum mns FLASH
namsatu. Ecnn Bbl nepegymanu 3To AenaTb, HaxmuTe kHomnky Cancel
(oT™meHa).

KHonka Download (ckaumBaHMe) wmcnonb3yeTcst Of1si CKavyMBaHWs
KoHurypaumoHHoro canna Ha K n3 namatn kommytatopa. B guanorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTeM NyTb K katanory ¢ dannamm
KoHdurypaumu. Mo ymonyaHuio nmsa camnna switch.cfg
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11.3.9 File upload (3arpy3ka ¢hanna ¢ HacTponkamm)

I

4 Switch File Uploac
=l* 3 System Configuration (Upload the Configuration File or Firmware File from your local computer to the switch)
Basic Information
Serial Information
User Management
Safe Management
SNTP Configuration
Current Configuration
Configuration File
File Upload
E) System Reset
#{_] Port Configuration
] MAC Binding
#1_1 MAC Filter
#{_1 VLAN Configuration
#{_] SNMP Configuration
#_] ACL Configuration
#_1 QOS Configuration
#_1 IP Basic Configuration Vv

S AAR A s

A .. Upload Help

(G (o (85 (8 (W5 (i

>

Ha aTtom cTpaHuue npenctaBnsieTcsa [OOCTYNM K 3arpys3ke paHee
CO30aHHbIX hannioB KOHPUrypaLmm B NnamaTb KOMMyTaTopa.

Haxmute kHonky Path (nmyTb), 4TOObl BbIOpaTh HYXHbI ann c
KoHdurypauuen Ha K. 3atem HaxmuTe kHonky Upload (3arpy3untb). ®ann
[OIDKEH umMeTb paclumpeHue: .cfg

Ecnu y Bac ectb c¢ann npowmskm kommyTtatopa (Firmware File), To
npy HeobXOOUMOCTM €ro TakKe MOXHO 3arpy3uTtb. Pann OormkeH umeTb
paclmpeHme .img

BHumaHue!

Bo Bpemsa 3arpy3km davina KoHdurypauum B namMsaTb KOMMyTaTopa He
nepexoaute Ha gpyrue ctpanuubl WEB-uHTepdeiica, He nepesarpyxante u
He OTKMoYanTe KOMMYyTaTop, MWHaye HacTpomku OydyT 3anucaHbl C

owmbKamu, 4YTO MOXeT NnoBreYyb 3a cobon cbon B paboTte kommyTaTOopa.
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11.3.10 System Reset (Mepe3arpy3ka kommyTatTopa)

cep
= 3
i

- Switch Syste R
=" System Configuration Reset Help
£ Basic Information
8 Serial Information
) User Management
&) safe Management
Z) SNTP Configuration
&) Current Configuration
8 Configuration File
8 File Upload
%) System Reset
#_] Port Configuration
#{_] MAC Binding
#{_) MAC Filter
#(_] VLAN Configuration
#_1 SNMP Configuration
4] ACL Configuration
#(_) QOS Configuration
#_1 IP Basic Configuration v

MR AAR =R

[ >

Ha paHHom cTpaHvue WEB wuvHTepdbenica npepoctaBnsercs
BO3MOXHOCTb Mepe3arpy3ntb kommyTaTtop. [Ond 3Toro HaxmuTe KHOMKY
Reset (nepesarpyska). B nosiBMBLWIEMCHA OnanoroBoM OKHE MOATBepauTe
cBoe genicteue kHonkon OK vunvM OTMeHUTE ero ¢ nomoLubio kHomku Cancel
(oT™meHa).

11.4 Port configuration (KoHdurypupoBaHue nopToB)

11.4.1 Common Configuration (BasoBas KOH(Urypawmsa nopToB)

Ha aton cTpaHuue npencraBneHa vHopmaums rno Kaxgomy nopry
kommMmyTaTtopa. [Nonb3oBaTenb MOXET MEHsITb CKOPOCTb Mepeaayn AaHHbIX,
BKIIOYaTb MNU OTKNOYaTb TOT MMM MHOW MOPT, npocMaTpuBatb 6a30Byi0
WHopmauuio.

[Ons HacTpowkn KOHKpPETHOro mnopta Heobxogumo BbIOpaTb ero
HasBaHWe M3 BbiNagarollero cnucka. [No ymonyaHuio Bce NopThl BKIHOYEHbI
(UP), u4ToObl BbIKNIOYUTE MNOPT Heobxogumo BbibpaTb nyHkT DOWN
(BbIKNHOYMTL). YUTOOLI M3MEHEHMS BCTYNWUMM B CUMY, HAXMUTE KHOMKY Apply
(npuHATb). Takum e obpa3om BbIOMpaeTcss 3HayYeHUss CKOpPOCTU Anis
BblIGpaHHOro nopra.

Ecnu gnga kakoro-nmbo nopta BbibpaTth Full-10 (Ckopocme nepedayu
10 M6um/c, Oynnekc), TO NOPT MEPEKIIIOYUTCS B PEXMM YBENUYEHMS
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AanbHoCTW nepefayun curHanos o 250m. Takke NnopTbl MaTpuLbl CMNOCOOHI
aBTOMATUYECKN NEPEXOAUTb B 3TOT PEXUM MpPU MOLKIMHOYEHUU K JIMHWK
aonvHon 100-250m, obmeH AaHHbIMM MogaepxmBaeTcs Torbko ¢ Uplink
nopTtamu.

Apply (MpUHATB) — COXpaHEHNE N3MEHEHUI B HACTPOMKaX.

Refresh (0O6HOBUTB) - AN OOHOBNEHUSA 3HAYEHNST HACTPOEK MOPTOB.

2
(=] Q linkup
@ disable
(=] [°]
13 5 7 .n = 0O  link down
- . ~
- Switch Port Configuration/Show
#{ ) System C
- Port C ion ,pon: v "Iﬁndex: o”Pon Type: Unknown"IlAC Address: 0000.0000.0000] [Description:l
& Common Configuratio
B Port Statistics [state: [ |[set Rate: [ [rutovegotiate V]
B Flow Control
Refresh| [ Apply Help
B Broadcast Storm I ‘ { ‘
2 Port Ratelimit Port Name Admin State Oper State Bandwidth VLAN Mode Default VLAN
B Protected Port gel/ Up Down Unknown Access 1
B Learn Limit geli2 Up Down Unknown Access 1
Port Trunking gels3 Up Down Unknown Access 1
B Mirror gel/d Up Down Unknown Access 1
£ DDM Information gells Up Down Unknown Access 1
# (] MAC Binding gell6 Up Up Full-1000 Mbps Access 1
%] MAC Filter gell7 Up Down Unknown Access 1
5] VLAN Confi gel/8 Up Down Unknown Access 1
£ SNMP C gel/9 Up Down Unknown Access 1
(1 ACLC gel/10 Up Down Unknown Access 1
51 QOS C get/11 Up Down Unknown Access 1
e . gel2 Up Down Unknown Access 1 )
< B ge1/13 Up Down Unknown Access 1
11.4.2 Port statistics (CtaTuctuka pabotbl NopTOB)
0 lnkup
@ disable
0o eg O link
= : A ~
3 Switch Port Statistics Information
8] System C
=43 Port C P[]
21 Common Configuratio
B Port Statistics [Port Statistics Information
Flow Control Received Total Bytes Received Unicast Packets
/2 Broadcast Storm (ifinOctets) Num (ifinUcastPkts)
B) Port Ratelimit Received Non-Unicast Received Discard Packets
B Protected Port Packets Num (ifinNUcastPkts) Num (iflnDiscards)
rotecte
B Learn Limit ~ Received Error Packets Num PackR:l?rI(v:: Unkonwn Brotcol
B Pont Trunking (finEmors) (GfinunknownProtos)
Mirror Send Total Bytes Send Unicast Packets Num
) DDM Information dutctets) |(ifOutUcastPkts)
: MAC Bindin Send Non-Unicast Packets. Send Discard Packets Num
Ug MAC Filt i Num (ifOutNUcastPkts) ((ifOutDiscards)
ilter
(] VIANC Send Error Packets Num
#(] SNMP Configuration — =
= & Refresh] [ Help v
< >
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Ha aton cTpaHuue npeacrtaeneHa nHdopmaums no pabore nNopTos.
[nsa BoiGopa KOHKPETHOro nopta BOCMOMNb3yNTECh BbiNagatowem mMmeHo Port

(nopT). B Tabnuue Hwke oTobGpasnTcsa BCs AOCTYNHas MHOpMaLna:

- Received Total Bytes (konn4ecTBo NpuHATLIX 6anT);

- Received Non-Unicast Packets Num (KOnMYecTBO MPUHATBIX «HE
Unicast» nakeTtoB);

- Received Error Packets Num (KONM4ecTBO NPUHSTLIX MaKETOB C
OLUMGKOW);

- Send Total Bytes (konnM4ecTBO OTNpaBneHHbIX 6anT);

- Send Non-Unicast Packets Num (KOnM4ecTBO OTMpaBREHHbIX «HEe
Unicast» nakeToB);

- Send Error Packets Num (konu4ectBO OTMpaBMEHHbIX C OLWNOKON
nakeToB);

- Received Unicast Packets Num (konuyectBo nonydeHHbix Unicast
nakeToB);

- Received Discard Packets Num (konvMyecTBO «ApPOMHYTLIX» MakeToB
npu Nony4yeHun);

- Received Unknown Protocol Packets Num (KonnyectBo MonyYeHHbIX
nakeToB C HEM3BECTHbIM NPOTOKOSIOM Nepeaayn);

- Send Unicast Packets Num (konmyecTBO oTnpaBneHHblx Unicast
nakeToB);

- Send Discard Packets Num (konnyecTtBo oTbpacbiBaeMbiX MakeToB Npu
oTnpaBke).
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11.4.3 Flow Control (ynpaBneHne nOTOKOM Afisi MOPTOB)

HaHHasa cTpaHuua no3sonseT HacTpavmeaTtb dyHKumtio Flow Control
(ynpaBneHue noToKkoM) Ans KOHKPETHOro nopTa.

Utobbl BKMOUYUTE  unn  oTkmounte  Flow  Control  BeiGepute
KOHKPETHbIN NOPT 13 BbiNagatoLwero MeHio, a 3atem coctosiHne ON (Bkn) nnu
OFF (BblIkn.)

[daHHas HacTporka MOXEeT BbINOMHATLCA AN OThpaBku W Ans
nony4YeHns nakeTos.

Bce nameHeHns nogreepxaatoTcs KHonkon Apply (MpUHSATB).

2 4
oo
oo
13

3 Switch o ¢

#{] System C

£ o = —
B Common Configuratio
B Port Statistics l Flow Control " 0ff v
Flow Control
[® Broadcast Storm Refresh Apply Help
B Port Ratelimit
B Protected Port
B Learn Limit

ontrol

Port Name Flow Control State
gel/1 Off
gel/2 Off

g Port Trunking ge1ia off
B Mirror

gel/d Off
[® DDM Information gel/5 Off

#(_] MAC Binding gells Off

#{_) MAC Filter gell7 Off

# {1 VLAN Configuration gel/8 Off

#() SNMP Configuration gell3 Ooff

< > gel/10 off

11.4.4 Broadcast storm control (ynpaBneHue 3awmron ot Broadcast
storm)

Ha paHHOW CcTpaHuue HaxogaTcs HacTpOWKM, Mo3Bonisowme
BKMIOYUTb UINM  BbIKMIOYUTE  3alUMTY OT BMUSHUSA LUMPOKOBELLaTeNbHbIX

(Multicast) naketoB 1 DLF nakeToB Ha nepeaaBaeMbli/nony4aembii Tpaguik.
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2 4 &
anan : it
ee0e uu 2 miom
~ ~
- Switch Broadcast Storm Control
#_J System C
553 Port G - Ipom v
%) Common Configuratio
B Pont Statistics [ Broadcast Suppression Broadcast Ratelimit 0 (1-1024000 kbps)
)
8 Fiow Control [ Multicast Suppression Multicast Ratelimit 0 (1-1024000 kbps)
REvouions S 1-1024000 kby
Off v 0 -
2 Port Ratelimit l DLF Suppression DLF Ratelimit 0 ( Ps)
2) Protected Port Refresh | Apply Help
B
B Leam Limt Port Broadcast || Broadcast Ratelimit | Multicast || Multicast Ratelimit OLF DLF Ratelimit
8 Port Trunking Name Suppression (kbps) Suppression (kbps) Suppression (kbps)
8 Mirror gel/l off 64 Off 64 off 64
B DDM Information gell2 Off 64 Off 64 Off 64
%1 MAC Binding geli3 Off 64 Off 64 off 64
#{J MAC Filter gelld Off 64 Off 64 Off 64
#(] VLAN G gel/s Off 64 Off 64 Off 64
#( ) SNMP Conf v ge1/6 Off 64 Off 64 Off 64
< > gell7 Off 64 Off 64 off 64 M

B Bbinagatowem cnucke PORT (nopT) BbIOEpUTE HYXXHbIA MOPT,
Bkrtoumte (ON) wunu BoikmounTe (OFF) 3awmTty AnNA KOHKpeTHOro Buaa
naketoB Broadcast, Multicast nnn DLF. Takke MOXHO 3agaTb CKOPOCTb
(Kbut/c) ana KOHKpeTHOro Buaa nakeToB. 3HauveHusi ckopocTu DLF un
Multicast JoSkHbl ObITb OANHAKOBLIMU.

Refresh — 06HOBUTL 3HayYeHUs1 nonen.

Apply — noaTBepAnTb U NPUHSATL BCE U3MEHEHNS.

11.4.5 Port rate limit (OrpaHM4YeHne NPONyCKHOM CNOCOBHOCTN Ha
noprax)

Ha paHHOM cTpaHuMue MOXHO TIMOKO oOrpaHuMyMBaTh CKOPOCTb
npvema/nepegayn nakeToB Ha BbibpaHHOM nopTe. [Ons aToro BbibepuTe
nopt B Bbinagatowem cnucke PORT, ykaxute 3HaveHue (Kbwut/c) gns
CKOpOoCTK nepefauynm AdaHHbix (Send Packets Rate Control) n gns ckopoctu
npvema paHHbiX (Receive Packets Rate Control). Ons nogrBepxaeHus
BblOpaHHbIX HAacTpoeKk HaxmuTe kHonky Apply (MpuHsaTte). Ons oTMeHbl

OrpaHNYeHnst NPOMYCKHOW CMNOCOBHOCTM HaxmuTe kHonky Cancel (oTmeHa).
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“DD-
DD~

it

' Switch
#_) System C

=3 Port C

[ —

"8 Common Configuratio
Port Statistics
2 Flow Control
2 Broadcast Storm
B Port Ratelimit
Protected Port
Learn Limit
Port Trunking
B Mirror
%) DDM Information
®{] MAC Binding
%] MAC Filter
#{] VLAN Configuration
#{] SNMP Configuration V'
< >

11.4.6 Protected Port (3awuTa nopToB)

Send Packets Rate Control [0£%

Refresh

kbps (1-1024000)
Receive Packets Rate Control [0£7 Kbps (1-1024000)

Port Rate Limit

Apply Help

Cancel | (Cancel Send Packets Rate Control)

pothame ||

Send Packets Rate l
Control (kbps)

Receive Packets Rate
Control (kbps)

Cancel | (Cancel Receive Packets Rate Control)

2 4 & 8
caooa th 3k %
oooa e LY e
i i s 2 s 10 0 link down
- ~ ~
' Switch Protected Port
#( System Configuration
=3 Port Configuration Port Name Is Protected Port
A e A | gel/1 No
B Port Statistics ) 9ol No
Flow Control 0 gel/3 No
Broadcast Storm [m] gelld No
Port Ratelimit 0O gells No
Protected Port @] 9016 No
Leam Limit =
" [ gel/7 No
Port Trunking
. [ gells No
DDM Information = gell9 o
#(_] MAC Binding [m] gel/10 No
# (] MAC Filter [m] get/11 No
#(J VLAN Configuration = ge1/12 No
£l 3 V.
(1 SNMP Configuration [H] get/13 No v
< > m nat/14 Na
Ha OaHHOU CTpaHuue MOXHO Bb|6paTb NnopT, KOTOPbIN 6yp,eT

n3onmpoBaH OT AOpyrux. V|3OJ'IVIpOBaHHbIIZ nopT HEe MOXeT obmMeHMBaTbCS
OaHHbIMM C OpPYrMMU M30JTMPOBAHHBbIMU MOPTaMW. |/|3OJ'II/IpOBaHHbIl7| nopT

MOXeT

obMeHuBaTbCA
noptom/nopramu.

OaHHbIMU

Protected Port — nsonuposatb nNopr;
Unprotected Port — cHATb M30MALMIO NOPTa;

Refresh — 0OHOBUTbL 3Ha4YeHNS AN OOHOBNSIEMbIX MOSEN.

TOJNbKO C

HEen3onmMpoBaHHbIM
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11.4.7 Learn Limit (OrpaHnyeHue makcumasnbHoro konmyecrtesa MAC
ans pabotbl)

Ha paHHOM cTpaHuue npeacTaBreHa BO3MOXHOCTb yrnpaBreHus
MakcumMmarnbHbIM KonmdectBom MAC agpecoB, C  KOTOpbIMM  CMOCOOeH
pabotatb nopT. Mo ymonyaHuto 310 3HavyeHue pasHo 8191. [ins nsameHeHus
3TOro 3HayeHvs Bblbepute NOPT B BbiNagatoem meHo Port (nopT), a 3atemM
B ctpoke MAC Address Num Able to Learn (makc. konudectBo MAC
agpecoB) ykaxute Tpebyemoe 3HadeHue. [ns NpUMEHeHus HacTpoek
ucnonb3ynte kHomky Apply (npuHaTe), Ans oTmeHbl — Cancel Limit

(OTMEHUTb NMUMKT).

2 4 &
[al-alal = ink up
eooa s e
A ~
K Switch Learn Limit
¥/ _1 System C -
=3 Port C Port: v]
& Common Configuration
B Port Statistics MAC Address Num Able To Learn: 0 (0-8191)
£) Flow Control
; Broadcast Storm Refresh| | Apply Cancel Limit Help
B Port Ratelimit Port Name MAC Address Num Able To Learn
%) Protected Port gel/l 8191
B Leam Limit gell2 8191
%) Port Trunking gel3 8191
8 Mirror gel/d 8191
%) DDM Information gel/s 8191
# ] MAC Binding gel/6 8191
(] MAC Filter gell7 3101
411 VLAN Configuration gel/8 3191
() SNMP Configuraon ¥ Qo1 8151
< > ge1/10 3191 v

11.4.8 Port Trunk Configuration (KoHcdurypuposaHue trunk’oB)

Ha paHHoWn cTpaHuue npeactaBneHbl HACTPOWMKK AN KOHUrypaumm
trunk nopTos.

Bbl MOXeTe 00beauHATbL UX B Ipynmnbl (arperMpoBaHue), HasHavaTb
ID gnsa nopta, MeHATb cnocob Beibopa Trunk u T.4.
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DD~
“DD~
DD~
DD~
oeD
s

4 Switch
+ 1 System Configuration
= Port Configuration [ Trunk Group 1D || Trunk Method || Able Config Port ] Member Port
& Comman Configuratio O |
8 Pon Stabstics T
B Flow Control
5 Broadcast Storm
B Port Ratelimit
8 Protected Port .
B Leam Limit 008 (Uncreate ge1/0 Create Trunk Group |
B Port Trunking
B Marror
B DDM Information
#_J MAC Bunding
#_1 MAC Filter
+J VLAN Configuration
411 SNMP Configuration
< >

Member Port =>

v

YTtobbl co3gaTh trunk gns nopta WMAM M3MEHWUTb CYLLECTBYOLLUNA
Heobxoammo BbiGpaTb ID oT 1 go 3. YUtobbl co3gath trunk rpynny Bbibepute
COOTBETCTBYIOLNA MAeHTUdMKATOP U HaxmuTe kHonky Trunk ID Settings
(HacTtporika ID gna trunk). Ons HacTpoWKM MeToda TpaHKMHra MnopToB
BblOepuTe M3 BbiNAgAlOLLEro CNMcka HEODXOOAUMBIA U HaXMUTE Ha KHOMKY
Polymerization Settings.

Ons yoaneHus cywecTsytowen rpynnsl trunk ncnonb3ynte KHOMKY
Delete trunk group (ymanute trunk rpynny). B npouecce HacTpouku, no
KpanHen mepe oauH trunk gomkeH 6biTb ycTaHOBMEH, YTOOLI Polymerization
Settings BcTynunu B cuny. BbibpaHHble MeTogpl co3gaHus Trunk’os
NPUMEHSAOTCA KO BCEM rpynnam.

KommyTaTop no3BonsieT ncnonb3oBaTb TpM MeToda co3gaHus trunk’'os:
- MeTopg, ocHoBaHHbIN Ha ncxogHom MAC agpece;
- MeTopa, ocHoBaHHbIN Ha MAC agpece HasHaveHUs;

- MeToa, ocHOBaHHbLIN kak Ha mucxogHom MAC, Tak u Ha MAC agpece
Has3Ha4eHus.

KommyTatop nogaepxuBaet Makcumym 3 rpynnbl trunk’os. Trunk1 n
Trunk2 He moryT cosgaBatb trunk u3 rurabutHbix nopTtoB. Trunk3 moxeTt
006beaVHATL MakcumyM 2 rurabutHelix nopta. MeTog arpermpoBaHns obwmn
ans Bcex trunk’os.
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11.4.9 Port mirror configuration (3epkanupoBaHue NOPTOB)

2 )
=] =]
[=] o
1 7

4
(=]
=] 06 0

3 s 10 (=]

N Switch Port Mirror Configuration
#{] System Configuration
SN Port Configuration Mirror Port Able Config Mirrored Ports |[_Mirror Direction Mirror Config Info
& common Configuratio e/t |
B Port Statistics
) Flow Control
8 Broadcast Storm
B Port Ratelimit
E) Protected Port
B Learn Limit
8 Port Trunking
B Mirror
2] DDM Information (Mirror port name like: ge1/1)
#{ ] MAC Binding
(3 MAC Fiter
{1 VLAN Configuration
# (] SNMP Configuration ¥
< >

Ha paHHOW cTpaHuue [OCTynHbl HACTPOWKW  3epKanvpoBaHUs
(mirroring) noptoB. Beibupaetca oamH nopt (Mirror Port), koTopbin 6yaet
aybnuposatb Tpadwuk OpyrMx MOPTOB, YKa3aHHbIX B  HacTpoWMkax

3epKanmpoBaHuA.

- Bbibepute nopt (nopT-3epkano), KoTopbin byaeT AybnvpoBate Tpaduk
ApYyrux nopTos;

- Bbibepute noptbl, Tpaduk koTopbiX ByaeT OybnmpoBaTbCs Ha MOpT-
3epkano;

- Bblbepute, Kakme UMEHHO nakeTbl OyayT OybnmpoBaTbCs Ha MOPT-
3epkano B Bbinagawoowem wmeHwo Mirror Direction (RECEIVE -
nony4vyaemsble naketol, TRANSMIT — oTnpasnsemble naketbl, BOTH —
nonyvyaemble n otnpasngemble naketol, NOT_RECEIVE — oTmeHsieT
AybnupoBaHue nomnyyaemMbix NakeToB Ha nopT-3epkano, NOT_TRANSMIT
— OTMeHsieT OyOnvpoBaHWe OTMpaBnsieMblX NMakeTOB Ha MOPT-3epKaro,
NEITHER — oTmeHsieT aybnupoBaHue Kakux nvMbO nakeToB Ha MnopT-
3epkarno);

- Pesynbtathl 6yayT otobpaxeHsl B none Mirror Config Info.
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11.4.10 DDM information (UHcopmauma o NnoaKNOYEHHbIX SFP
MoAaynsAx)

Ha oaton cTpaHuue npeacTaBneHa WHgopmaums O  Takux
napameTtpax pabotel SFP mMogynen kak HanpshkeHue NuTaHus, Temneparypa
mMoaynda, TOK CMeweHuA U MOLWHOCTb nas3epa, ypOBeHb MNpUHUMMaemMoro
CurHana. ﬂ,aHHbIe napamMmeTpbl NO3BONAKT onpenesintb COCToAaHne NMnHnn B
uenom. (Mcnonbdyembie SFP modynu OQomkHbl noddepxusams 3my

yHKYUI0.)

it

4 Managed Switch DDM Information
# ) Industrial Switeh Manitoring
] System Configuration Interface gel/9:
13 Port Configuration
8 Common Configuration
) Port Statistics Interface gel/16:

The interface ge1/9 hacn't cptical module

B Flow Control The interface gel/19 hasn't optical module.
B Broadsast Storm
8 Port Ratelimit
3 Protected Port
3 Leam Limit
B Port Trunking
& Miror
5] DDM Information
B3 MAC Binding
#10 MAC Filter
#23 VLAN Configuration
&3 SNMP Configuration
8 ACL Configuration
#23 QOS Configuration
83 IP Basic Configuration
] AAA Configuration
] MSTP Configuration
#) IGMP SNOCPING Configuration
) GVIRP Configuration
) EAPS Configuration
81 RMON Configuration
#1 Clustor Management
#1 ERPS Configuration
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11.5 MAC binding (npuBsaska MAC aapeca)

11.5.1 MAC binding configuration (Hactponka npussku MAC agpecoB)

[aHHas CTpaHuua npenocTaBnsaeT BO3MOXHOCTb NpuBA3kn MAC

agpeca k nopty (MAC Adress) nnn k VLAN (VLAN ID).

Bce v3MeHeHVsi Ha cTpaHuue noaTeepxaaroTcsl KHonkon Apply

(MpuHATL). Ecnn npuBasky HeobxoaMMO yOanuTb, WCNONb3yWTe KHOMKY

Delete (Yganutk). KHonka Select all (BeiGpaTb BCe) N0O3BONUT yaanuTb cpasy

BC€ MNpuUBA3KN, HACTPOEHHbIE paHee.

=3 MAC Binding
) MAC Binding Configui
| &) MAC Auto Binding
| ® MAC Filter
%1 VLAN Configuration
#{_] SNMP Configuration
#{_J ACL Configuration
#(_) QOS Configuration
| ®( IP Basic Configuration
#_1 AAA Configuration
#_1 MSTP Configuration
#{_] IGMP SNOOPING Confi
#{1 GMRP Configuration
#() EAPS Configuration
< >

MAC Address VLAN ID [0

(MAC Address Format: HHHH.HHHH.HHHH)

I

MAC Address I

VLAN ID |

Refresh Select-all Apply

Delete

Help

11.5.2 MAC Auto Bind (ABTomaTn4yeckas npuBsizka MAC agpecoB)

o Y Y
caooon C3 o
oooan oo th femble
T3 8 7 s 10 0O link down
~

| '3 Switch

#{_] System Configuration

#{_1 Port Configuration Port: | v

Ha paHHOM cTpaHuue HaxoOdaTcs cBefeHus 06 aBToMaTM4ecKon

npusaske MAC agpecoB K nopTtam. [NokaszaHa anHamnyeckas npusaska MAC

agpecos k noptaMm (MAC koTopble 6binm 3aHeceHbl B Tabnuuy MAC agpecos

KommyTaTtopa), a Takke k VLAN oTHocsaWwMMCS K 3TMM noptam. Bel moxeTte

BblﬁpaTb OoOHY W3 AUWHaAMUYeCKUX nNpuBA3OK W KOHBEPTUpOBATb €€ B

NOCTOSAHHYIO NpuBA3KY (Static binding).
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2 4 & 3
caaan i
o000 0860
T3 s 7 s 10 0O link down
~
- Switch
#_] System Configuration
#_] Port Configuration Port: v

=3 MAC Binding
5 MAC Binding Configu
5) MAC Auto Binding

(The list will display the MAC addresses and VLAN ID that the port has dynamically learmed. You can select one or more items and
then press apply to bind those mac addresses to that port.)

%) MAC Filter 0
#{_] VLAN Configuration

#_1 SNMP Configuration

#_] ACL Configuration

#_1 QOS Configuration

%] IP Basic Configuration
#_] AAA Configuration

#_] MSTP Configuration

#_1 IGMP SNOOPING Confi
#_1 GMRP Configuration

#(_) EAPS Configuration ¥
< >

MAC Address I VLAN ID ]

Refresh Select-all Apply Help

lMocne oOkOHYaHUS pefaKkTUPOBAHWSA 3HAYEHWW, HaXMWUTE KHOMKY
Apply (NpuHaTh). Ecnn 3anuck HeobxoaMMoO yaanuTb MCMONb3YWTE KHOMKY
Delete (Ypanute). KHonka Select all (BeiGpaTb BCe) N0O3BONUT yaanuTb cpasy

BCe 3anucu.

11.6 MAC Filter (®PunbTp MAC agpecoB)

11.6.1 MAC Filter Configuration (HacTtponka ¢ounbtpa MAC agpecoB)

HacTpoikn Ha OSTOM  CTpaHuue MNO3BONAT  MPOW3BOAUTL
dunbTpaumto MAC apgpecoB gns noptoB. 3anucm ¢ MAC agpecamu
ucnonesytorca Ansa Bxoga B duneTp MAC agpecos, a VLAN ID
ucnone3yetca anga punstpauun MAC agpeca cootseTcTBytowwen VLAN.
[ns Toro 4Tobbl N3MEHEHWS BCTYNWIN B CUMY HaXXMUTe KHOMKy Apply
(MpuHATB), ecnu 3anucb HeobxoauMMO yaanuTb, HaxmuTe KHonky Delete
(Ypanutb), kHonka Select all (BbibpaTb BCE) NO3BONUT yganutb cpasy Bce

3anncu.
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851
DD~
pep
1

‘3 Switch
=] System Configuration
#{] Port Configuration
(] MAC Binding
=43 MAC Fiiter
[8) MAC Filter Configurat
MAC Auto Filter
(] VLAN Configuration
#{] SNMP Configuration
#(_] ACL Configuration
=] QOS Configuration
(] IP Basic Configuration
) AAA Configuration
#{_] MSTP Configuration
{7 IGMP SNOOPING Confi
# {1 GMRP Configuration
#{_] EAPS Configuration
< >

v

MAC Filter Configuration

E—

MAC Address | VLANID 0 |

(MAC Address Format: HHHH.HHHH.HHHH)

[ MAC Address [ VLAN D ]

Refresh Select-all Apply | Delete Help

11.6.2 MAC Auto Filter (ABTomaTtnyeckumn punstp MAC agpecoB)

“-DD~
“DD~
DD~
DD~
-8

=8
DRD
t;i
3 §

' Switch
# (] System Configuration
#_] Port Configuration
#(_) MAC Binding
=3 MAC Filter
MAC Filter Configurat
) MAC Auto Filter
#{_) VLAN Configuration
#{] SNMP Configuration
#{_) ACL Configuration
#11 QOS Configuration
#(J IP Basic Configuration
%] AAA Configuration
#( ] MSTP Configuration
#{1 IGMP SNOOPING Confi
#(_1 GMRP Configuration
#(_1 EAPS Configuration
< >

v

MAC Auto Filter

Port: M
(The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
then press apply to filter those mac addresses from that port.)

I MAC Address Il VLAN ID |

Refresh Select-all Apply Help

Ha aTtom cTpaHuue npenctaBneHbl AaHHble 00 aBTOMaTMYECKOM
kKoHBepcun MAC agpecos.

MokasaHa avHamuyeckasa npueaska MAC agpecos k noptam (MAC
KoTopble Oblnn 3aHeceHbl B Tabnvmuy MAC agpecoB koMMyTaTopa), a Takke
K VLAN oTHocsawmmcs Kk 3Tum nopTam. Bbl mMoxeTe BbibpaTb OgHYy U3
NPUBSA30K 1 KOHBEPTUPOBATb €€ B NOCTOSAHHYI0 NpMUBA3KY (Static binding) ans
dunsTpa MAC agpecos.
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Bce HacTpolkv Ha [aHHOW CTpaHuue MNOATBEPXKOAlTCA KHOMKOMW
Apply (NpuHATL), ecnu 3anucb HeOH6XOAMMO yaanuTb UCMNONb3YWTE KHOMKY

Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucy.

11.7 VLAN Configuration (HacTtponka VLAN)

11.7.1 VLAN information (vncpopmauums o VLAN)

2 4 5 3
cooan B i
onoo0 0660
TR e s 10 0O link down
_ A
3 Switch VLAN Information
#{_] System Configuration 5 y .
e 2 (Note: The drop-down box displays all current VLANSs. The list Displays up to 30 VLANSs. If you select a VLAN in the drop-down box, the
(] Port Configuration list will show all VLANS greater than the selected VLAN butnot more than 30 VLANS.)
#(1 MAC Bindng (t=tagged member, u=untagged member)
{7 MAC Filter id
BEY VLAN VID VLAN Namo Stato Port Member
e 2 [u]ge1/T [ulge1/2 [ulge /3 []ge1/4 [U]gel/5 [ulge 1/ [ulge1/7 [ulge1/S [u]
B VLAN Information % - active  ||g8172 [ulge /10 [ulge1/11 [ulge1/12 [ulget/13 [ulge1/14 [ulge1/15 [ulge1/16
B VLAN Configuration lulge1/17 [ulge1/15 [ulge 1119 [u]ge 1720 [ulge 1121 [ulge /22 [ulge 1123 [u]
VLAN Port Configurat |oe1/24 [uge1725 [ulge1/26
®{] SNMP Configuration Refreshl Help
(] ACL Configuraticn
#{_] QOS Configuration
#{] IP Basic Configuration
# {1 AAA Configuration
®{) MSTP Configuration
#{1 IGMP SNOOPING Confi
(] GMRP Configuration ¥
< >

Ha aTton cTpaHuue npeacTaBneHa vHAOPMaUUa O CYLLECTBYHOLUX
VLAN. [aHHble npegocTaBrfeHbl TOMbKO ANS YTEHWS U He MOryT ObiTb
n3MeHeHbl. VMIHdopmaumsa o Tekyllen koHdpurypaumm VLAN BbiOGnpaeTtcs B
BbiMagaloLleM MEHIO B IEBOM BEPXHEM YIMy 1 BKIOYaeT B cebs:
- VID (VLAN ID);

- VLAN Name (Mms VLAN);
- State (COCTOsIHME aKTMBHOE NN HEAKTUBHOE);
- Port member (noptel — yyactHukm VLAN, MoryT Bknoyatbk B cebs Kak

TerMpoBaHHble NopThl (t) U He TermpoBaHHble (U)).
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11.7.2 Static VLAN Configuration (Hactpomnka VLAN)

2 4 & -3
oooo 2::::;
ecae ww A e

‘3 Switch Static VLAN Configuration
'3‘\:_1 System Configuration iD [VLAN Name |
(] Port Config
s E [Fram |
#(] MAC Binding
#{ ] MAC Filter vlanl
By VLAN Configuraton

2 VLAN Information

S VLAN Configuration

& VLAN Port Configurat
©{] SNMP Configuration
(] ACL Configuraticn
#{1 QOS Configuration
®{_] IP Basic Configuration
(] AAA Configuration
@{] MSTP Configuration
#{7 IGMP SNOOPING Confi
#(] GMRP Configuration &
< >

Ha aton ctpaHunue moxHo co3gate VLAN. [Ans atoro 3agante VLAN
ID B cTpoke VID (o1 2 go 4094, 3HadeHue 1 - 3ape3epBUpPOBAHO CUCTEMOW).

Mmsa B ctpoke VLAN Name 3agaetcs aBTOMaTU4ECKN N 3aBUCUT OT
VLAN ID. OAns noareepxaeHusa cosgaHmsa VLAN Haxmute kHomky Apply
(MpuHATB).

B TekctoBoM none nosiButca co3gaHHad VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3sa W3MEHUTb WM yaanutb, QdaHHOE UMS
3ape3epBMPOBAHO CUCTEMON.

Ons ypganenuss cosgaHHow paHee VLAN noTtpebyetcsi Bbibpatb
HYXXHYI0 3anuMCb M3 cnucka U garnee HaxaTb kHornky REMOVE (yoanuthb).

3anncb 13 crnmcka Takke 6y,qu yaaneHa.
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11.7.3 VLAN Port Configuration (KoHncdurypaumsa noptos VLAN)

15

A Switch
#{_] System Configuration
#{_]1 Port Configuration
{2 MAC Binding
#_) MAC Filter
=4 VLAN Configuration
%) VLAN Information
E) VLAN Configuration
) VLAN Port Configurat
#_1 SNMP Configuration
#_] ACL Configuration
#{_] QOS Configuration
#] IP Basic Configuration
#{_) AAA Configuration
(] MSTP Configuration
#_] IGMP SNOOPING Confi
#{_) GMRP Configuration
< >

Ha aTOMN CTpaHuue npeancrtaBlieHbl BO3MOXHOCTHU

AN Port Configur

(p=default VLAN member, t=tagged member, u=untagged member)

Port [Mode [Current VLAN [Port Members

Default VLAN =>
tagged =>
untagged =>

unMember <=

no

KOH(purypumposaHuto noptoB and VLAN, a Takke npoCcMOTPY pe3ynbTaToB.
OTa cTpaHuua C HacTponKaMm cocTouT 13 8 pa3genos:

- Port (Bbibop nopta);

Mode (Pexum, B koTopoM nopT Oyaet pabotatb B VLAN. Pexnm Access
nogpasymeBaeT, 4TO nopT OygeT nomeyeH, kak untagged (He
TerMpoBaHHbI) U ABRATbca  uYneHom  VLAN1, Pexum  Hybrid
nogpasymeBaeT, 4To nopT OyaeTr sBnsaTbeca uneHom VLAN1T u Byget
nomeyeH, kak untagged (He TernpoBaHHbi). Pexum TRUNK
nogpasymeBaeT, 4Tto nopT OyaeTr sBnsatbeca uneHom VLAN1T u Byger
nomeYeH, kak tagged (TermMpoBaHHbIi));

Current VLAN (umsi VLAN. TMo3BonsieT BbiOpaTb OAHY WM HECKOSbKO
VLAN, K KOTOpbIM GyAEeT OTHOCUTBCS BbIOPaHHbIV NOPT);

Port Members (nopTbl — yyacTHukn VLAN);

KHonku Default VLAN (go6aeuth 3anuck B VLAN no ymonyaHuto), tagged
=> (go6aBuTb NOPT Kak TerMpoBaHHbIN), untagged => (go6aBuTb NOPT Kak
He TervpoBaHHbIN), unMember <= (yganuTb nopT u3 nons Port
Members).
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11.8 SNMP Configuration (Hactponka SNMP npoTtokona
ynpasrneHus)

11.8.1 SNMP Community Configuration (O6wme HacTpounku gns SNMP)

s 8
oo
aa 0666
s 7 s 0

it

- Switch
#{_] System Configuration
#{] Port Configuration
#{_] MAC Binding Nes v
= IMAC e public {\ ReadOnly
il BN Confasssion Refresh Apply Delete Help
=3 SNMP Configuration
B Community Name
) TRAP Target
# ] ACL Configuration

Item ICommunity Name |[Read/Write

active

Ha 9aTom cTpaHuue npeacTaBneHbl oOWMe HacTpoWku AN
ynpasneHus kommyTtatopomMm 4yepe3 SNMP. 1o ymonyaHuio B KOMMyTaTope
co3gaHa ogHa 3anuck Public ¢ npaBamm Toneko Ha yTeHne (ReadOnly).

Bcero moxeT OblITb co3gaHo 8 3anucein. Ecnu npegnonaraetcs

ynpaenaTb kommyTtatopom 4epe3d SNMP cnegyer cosgaTe 3anucb C
npasamu Ha YteHue/3anuck (Read/Write).

11.8.2 TRAP Target Configuration (Hactponka TRAP yBepomneHui)

2 4 6 8
aasd 3 5
seea wa & i
A
N Switch figur
#(_] System Configuration
#11 Port Configuration tem |[Name |[Transmit IP Address |[SNMP Version State
#{_] MAC Binding New v ‘ ] v ‘
#{ MAC Fi
‘_I L Refresh Apply Delete Help
#{_] VLAN Configuration
=* 3 SNMP Configuration
) Community Name
B TRAP Target
#11 ACL Configuration

HacTpovkn Ha [aHHOW cTpaHuue MnOo3BOMAIT CKOHMUIypupoBaTh
nony4derHne TRAP coobuwieHnii. [ing aTtoro Heo6xoanmo:

- Beibpatb B none Name ums anst nony4veHuss TRAP coobLieHuni;

- Boibpatb IP apgpec (Transmit IP Address), koTopbin Oyget -
ncnonb3oBatb TRAP npoTtokon;

- Beibpatb Bepcuto SNMP (SNMP Version);

Korga Bce HacTpovikm OyoyT npov3BedeHbl YCMewHO B CTPOKe
coctosiHua (State) nosiButca Active. Tenepb KOMMyTatop CMOXET
nepecbinate TRAP coolLeHus Ha yka3aHHbIv IP agpec.
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11.9 ACL Configuration (Hactpomnka Access Control List)

11.9.1 ACL Standard IP Configuration (Hactpomnka ACL gns IP)

2 4 6 8
aoaon
aoaoo
Vo T

1

3 Switch ACL Standard IP nfiguratior
#_] System Configuration
#_1 Port Configuration ACL Standard IP Group Num: || v
#J MAC Binding
#_1 MAC Filter

#{_1 VLAN Configuration

B (e.g.: If input Source IP Address 192.168.1.2, ACL

i =t Configuratn want to control 192.168.1.0, then Wildcard should be
&'y ACL Configuration 0.0.0.255)

B standard IP
8 Extended IP ® Deny Permit
B macip [[][_Group Num || Deny/Permit || Source IP Address |[_Source Wildcard |
B MAC aRP
B ACL Information Refresh Select-all Add Delete Help
[B) ACL Reference
#( QOS Configuration
#_1 IP Basic Configuration
#{_] AAA Configuration bt
< >

Source IP Address Source Wildcard

3pecb npefacTtaBneHol  Hactpomkn ACL  gna  IP npoTtokona.
Monb3oBaTtenb MoOXeT 3agaTb camoctoATensHo ACL 6a3y ¢ npasvnamu ans
IP agpecoB. CtaHgapTHble npaBuna KOHTPONUPYIOT MepeHanpasneHne
ncxogHbix IP nakeTos.

Monb3oBaTenb MOXET HacTpauBaTb npasuna, UcxodHeln IP agpec
AomkeH ObITb yKa3aH C Mackow, NpaBuno MOXeT coBnagaTtb ¢ Habopom IP
agpecoB. Kaxgoe npasBuno AOMMKHO copepXaTtb napamMeTp dunbTpauuu:
3anpeTuTb (deny) unu paspewntsb (allow).

lMonb3oBaTens MOXeT co3gaBaTb MpaBwuNo B rpynne, uMms And
npaswna asToMaTtudecku 3agaetcd. [lpy yganeHun ogHOro npaswna,
ocTanbHble npaBuna He uaMmeHsTCA. [Ns yaaneHua Bcex npasun cpasy
ucnonb3dynte kHonky Select all (BoibpaTb Bce), a 3atem kHonky Delete

(yoanutb).
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11.9.2 ACL Extended IP (PacwmnpeHHas HacTponka ACL npaBun gns IP)

2 4 5 8
0 link
coaa B dsabe
[ = I = I = B o[oflo] down
o0 T s 10 L
A A
- Switch ACL Extended IP Configure
# ] System Configuration
#1 Port Configuration |ACL Extended IP Group Num:[ 100 /|
*_] MAC Binding
# (] MAC Filter
#(J VLAN Configuration [source 1P Il |[source witdcard IL ]
i ! v | |[pestination wi IL ]
S{3 ACLC
) Standard IP
B Extended IP Protocol Type & A
B macip tep v
&) MAC ARP
B ACL Information Source Port A |[Destination Port a ]
[B) ACL Reference ) v Pty v
: £tp-data(tcp)
®(] QosC
#{_] IP Basic Configuration TCP Control Flag
®_] AAAC Vi ]fin Osyn Orst Opsh Oack urg v
< >

3aecb npeactaBneHa BO3MOXHOCTb Ans cosgaHus ACL npasun ¢
paclwmpeHHbIMK HacTpovkamu IP agpecoB. KOHTpOnb Mepechinku nakeToB
Yyepes ucxoaHbivi IP agpec, agpec HasHayvyeHus, TMN NPOTOKONMa, CRy>XebHbIN

nopT.

11.9.3 ACL Configuration (Hactponka ACL npasun ¢ nomouibio MAC)

3pgecb npeacTtaBneHbl HacTpoukn ACL npaBun gns rpynnel P
agpecos, cBazaHHbIMM ¢ MAC agpecamu. [paBuna MoryT GbITb CO34aHbl Ha
ocHoBe ncxogHoro IP agpeca, ncxogHoro MAC agpeca, a takke IP agpeca
Ha3Ha4eHus.

Bce HacTpolkum Ha QaHHOW CTpaHuue NoATBEPXOAlTCHA KHOMKOMW
Apply (NpuHATL), ecnu 3anMcb HEOOXOAMMO YyAanuTb MCNONb3YWTE KHOMKY
Delete (Yganutb), kHonka Select all (BbIOpaTb BCe) NO3BONUT yaanuTb cpasy

BCe 3anucu.
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cable tran

(
be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
HHHH.HHHH.HHHH)

A
ACL MAC IP Configure
1o :
e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should
® peny O Permit

[Refresh| [ Selectall | [ Add | [Delete| [ Help | =

11.9.4 ACL MAC ARP Configure (Hactpouka ACL npasun gna ARP ¢
nomowbio MAC agpecoB)

OSNOVO

cabie transmission

ACL MAC ARP Configure

(I.Q "MIPMS 192.. 1uummmmmﬂ 192.168.1 ﬂ,lﬁﬁlmrﬂ should
0.0.0.255; MAC Address is the same, MAC MAC Address Wildca
HHH“.I!IIIII."HHH)

@® Deny O permit

(I

[Refresh| | Selectall | [ Add | [Delete| [ Help |

58

peinama

KD anl : MakcrmanbHO HagéxHoe poccuiickoe o6opyosaHne CKY/ - COT - OC - ICb www.kodos.ru



Ha aTon ctpaHuue npeacrtasneHsl HacTporiku ACL npasun ans ARP
naketoB ¢ nomowio MAC agpecos. [MpaBuna moryT 6bITb CO34aHbl Ha
ocHoBe IP agpeca otnpasutens, MAC agpeca otnpasuTens.

Bce HacTpoWku Ha AaHHOW CTpaHuue NoATBEpXOalTCA KHOMKOMW
Apply (NpyHATB), ecnn 3anMcb HeOOXOAMMO yAanuUTb UCMONb3YNTE KHOMKY

Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucy.

11.9.5 ACL information (Habop genctByrowmx ACL npaBun)

2 4 6 8
0 lnk
boaa L
ecoe wn & ko
~

3 Switch

#{1 System Configuration

%1 Port Configuration Refresh Help

() MAC Binding
#{_1 MAC Filter
#(_] VLAN Configuration
#1_1 SNMP Configuration
=3 ACL Configuration
&) Standard IP
B Extended IP
| B wmacwik
| %) MACARP
) ACL Information
&) ACL Reference
#(J QOS Configuration
#1 IP Basic Configuration
() AAA Configuration v
< >

Ha paHHOM cTpaHuue oToOpaXeHbl [AeWCTBYyOLME B TEKyLLUiA
MomeHT ACL npaswuna.

MHdopmMaumsa npeactaBneHa TOMbKO ANA YTEHWS U MOXEeT ObiTb
ob6HoBrneHa kHonkon Refresh (06HOBUTD).
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11.9.6 ACL reference configuration (Hactpownka ACL npaBun)

Ha aton ctpaHuue npeactasneHbl Hactponkun ACL npaBun ans
dunbTpauMm nakeToB, nony4aembix noptamu. Beibepute nopT, BbibepuTe
ALC rpynny u3 cnucka n Haxmute Add=>. [na yganeHus Bblibepute ALC

rpynny n3 cnucka gobasBneHHbIX U HaxxmnTe Delete<=.

DD~
oeD
z

i

= Switch
*#{1 System Configuration
®(] PortC [ L A ACL Groups
#1_J MAC Binding
|1 F () MAC Filter
‘ # (] VLAN Configuration
#_1 SNMP Configuration
=<3 ACL Configuration
8 Standard IP o
B Extended IP ~
8 macip
£) MAC ARP
2) ACL Information
5 ACL Reference
#(] QOS Configuration
#1 IP Basic Configuration
®() AAAConfiguration ¥
< >

[ Referenced ACL Groups |

Delete «

Refresh Help

11.10 QoS Configuration (HacTponka npegoctaBneHus Tpacpmka
C pa3HbIM NPUOPUTETOM)

11.10.1 QoS Apply (HacTpoika npuopuTeToB Tpadmka AnsA NopToB)

Ha aTon cTpaHuue HaxogsaTca OCHOBHble HacTpoukm QoS. Bbl
MoxeTe BblbpaTb nopt B Bbinagawlwem MeHto PORT, 3atem QoS pexum
(QOS Type) ana Hero (Bkn/BbIK) 1 NpuoputeT Tpadmka (User Priority). Mo
ymMorn4yaHmio QoS OTKITHYEH Ha BCex NopTax a NpuopuTeT Tpaduvka HyreBow.

lMocne BHeCEHWs U3MEHEHWU B HACTPOWKWU, HaXMuTe KHOMKy Apply

(MpuHATE). YTOOBLI OGHOBUTE 3HaYEHWs Nonen HaxmuTe kHomnky Refresh.
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_ QOS Apply
W : m:
i _QOS Type L _User Priority !
gelll NO QOS 0
ge NO QOS
ge NO QOS'
gell NO QOS
gell: NO QOS
gellt NO Q0S
gelli NO QOS
gel/8 NO QOS 0
gel/9 NO QOS
ge1/10 NO QOS
gel/i1 NO QOS
ge1/12 NO Q0S i

11.10.2 QoS Schedule Configuration (Hactponka pacnucaHus
npumeHeHusi QoS)

Ha aTol cTpaHuue npeacTaBneHbl HACTPOWKM NO3Bonsowme
npuMeHsTb QOS npuopuTesaLmio No pacnncaHumio.

lMocne BHECEHWs UBMEHEHWUI B HACTPOWKKU, HaXMuTe KHOMKy Apply
(MpuHATBE). YTOOBI 0GHOBUTL 3HAYEHUA MONen HaxxmuTe KHornky Refresh.

OSNOVO

cable transmission

|QOS Schedule Mode: |TRE v
\Weight of queue 0 (1~127): |0 \Weight of queue 1 (1~127): |0
\Weight of queue 2 (1~127): 0 Weight of queue 3 (1-~127): |0
TR —
[Weight of queue 6 (1~127): 0 Imdmni-ﬂ‘m 0 I
4 8 16 32 64 127
4 16 32 54 127
4 16 32 54 127 v
0 3 e 0 EE
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11.11 IP Basic Configuration (basoBasa HacTpo#mKa IP)

11.11.1 IP Address Configuration (Hactpowka IP agpeca kommyTaTopa)

2 4 6 8
[=Nalala] a lnkup
cooa 0068 th deable
ALy Gan s O link down

~

- Switch ss Configurati

¥ System Configuration

# (] Port Configuration Line item VLAN ID IP Address / Subnet Prefix ] DHCP Client || MAC Address

# (] MAC Binding 1 v 1 [192. 168.0.3/24 x| Disable v 0028.2411.bdf1

# 1 MAC Filter 1 1 192.168.0.1724 Disable 0028.2411 BOF1

#{_1 VLAN Configuration

#( SNMP Configuration Refresh Create VLAN Interface Delete VLAN Interface

{1 ACL Configuration Set IP Address/DHCP Client Delete iP Address Help

#{_] QOS Configuration

= IP Basic Configuration
5 P Address Configural
B ARP Configuration an
&) Host Static Router Co

#{_] AAA Configuration

#{_] MSTP Configuration

#{] IGMP SNOOPING Confi

#(] GMRP Configuration ¥

< >

[nsa nameHeHwns IP agpeca:
- yctaHoBuTe Line Item «1», DHCP Client «Disabley;
- BBeOuTe HOBbIM agpec B none IP Address/Subnet Prefix (agpec pomxeH
ObITb YHUKANbHBIM N HE AOIMKEH MOBTOPSATLCS);
- HaxxmuTe Set IP Address/DHCP Client (yctaHoBUTb agpec), cmapsbiu |P
adpec aemomamu4ecKu nepecmarHem delicmeogamab;
- BbinonHume noemopHsbili 8xo0 8 WEB uHmepdgelic, ucnonb3ys
HoeblIll |IP adpec.
Ons coxpaHeHuss HoBoro |P apgpeca B 3HEProHE3aBMCMMOW MaMATU
kommyTaTtopa B pasgene 11.3.7 Current Configuration (MpocmoTp TekyLuen
KOHQUrypaumm) CcOXpaHuTe HacTPOWKM, B MNPOTUBHOM Criyyae npwu
nepesarpyske koMmyTaTopa byaeT yctaHoBneH npeabigywimi IP agpec.

Takxe Ha aTon cTpaHuLe HaxoaaTcs HacTponkn VLAN nHTepdenca.
Bbl MoxeTe cosgate VLAN wuHTepdenc, ypanuTb ero, WU3MEHUTb.
CyuwectBytowme VLAN unHTepdencsbl MoryT GbiTb HAaCTPOEHbI TOSMbKO €CIU
3aaHbl ocTasnbHble NnapameTpbl Takue kak IP agpec, macka, n MAC agpec.
KommyTtatop no ymonyaHuo nmeet VLAN1 uHTepdeic, KoTopbl HE MOXeT
ObITb yOoaneH.
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11.11.2 ARP configuration and Display (HacTtpowka npotokona ARP un
oTtoGpaxeHue Tabnuubl ARP)

Ctpannua  HacTpoek ARP  npegoctaBnder  BO3MOXHOCTb
oTobpaxaTb Bcto Tabnuuy ARP kommyTaTopa, MeHsTb Static ARP, yoanate
ARP, meHaTb Dynamic ARP Ha Static ARP.

Mpwn HacTpoiike static ARP Heobxoammo ykasaTb IP agpec u MAC
agpec. MAC apgpec pomkeH 6biTb Tuna unicast. [locne 3Toro Haxmure
kHonky Add (no6asuTb).

2 4 6 8
aooon b
ceoe wy 2w
A ~
- Switch
#_1 System Configuration
#LJ Port Configuration [Static ARP Item configuration:]
1 MAC Binding [lP Address H ”MAC Address [l
#{_] MAC Filter
# (] VLAN Configuration Add
#{ ] SNMP Configuration
®(] ACL Config:
©1 QOS C [Delete ARP Item:| ‘
53 IP Basic C [ARP 1tem ] v| 1P Address (1P Network Segment) |
18 1P Address Configural
B ARP Configuration an Delete
B Host Static Router Co
#(1 AAA Configuration |change Dynamic ARP List Item into Static ARP List Item : |
®(_] MSTP Configuration [ARP List 1tem I v][1P Network Segment|
# 1 IGMP SNOOPING Confi
®(] GMRP Configuration Apply v
< > < >

- Mpu yganeHun ARP Bbl MOXeTe BblOpaTh, YTO MMEHHO yaanuTb:

- Yactb 3anucu B ARP Tabnuue kommyTatopa (4ns 3Toro Heobxoammo
ykasaTb IP agpec unu IP cermeHnTa ceTn);

- Static ARP 13 Tabnuupil;

- Dynamic ARP u3 Tabnuupbi.

[Ona noaTeepxaeHus yaaneHus ucnonb3ynte kHonky Delete (YoanuTts).

Mpu nepeHoce Dynamic ARP B Static ARP Bbl MOXxeTe BbIOpaTb
Kakow nubo cermeHT cetn unmn Bce Dynamic ARP 3anucu B Tabnuue. Ons

nepBoOro cnyyas criegyer ykasath IP agpec cermeHTa ceTuw.
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Mocne BHECEHVS WU3MEHEHW B HACTPOWMKM HaXmu KHOMKy Apply

(NpuHATB).

11.11.3 Host Static Route Configuration (Hactponka Tabnuubl Static

MapLipyTusaumum)

Bbol moxeTe pobaBnsate v yganaTe 3anucu B Tabnuuy Static

MapLipyTmsaumm C NOMOLLbI HAcTpoeKk Ha 3Ton cTpaHuue WEB-

uHtepdgenca. Mo ymonyaHmio KOMMyTaTop He MMeeT Kakmx nubo 3anucen B

Tabnuue MapuwpyTusauumn. Ytobbl  HacTpoOWTb  MapLIpyTU3aLMio

ymon4yaHuto Heobxoamnmo gobasutb 0.0.0.0 / 0 3anuck B Tabnuuy.

no

lMocne BHECEHUS W3MEHEHMA B HACTPOWMKW, HaXMuTe KHoMnKy Apply

(MpuHATE). YTOBLI OBHOBUTL 3HAYEHWs Nonen HaxmuTe kHomnky Refresh.

TN
seeo w afs
N
- Switch Host Static Route Configuration
#_] System Configuration
#L1 Port Configuration [Target Address/Subnet perfix| [Next Hop ]
() MAC Binding | I 1
®{_] MAC Filter —_——

:j \SII:::L ionﬁgumon ,—l""" | Target A::r“.‘:ﬂumn H Next Hop " Didancs ” State

#(] ACL Configuration

#_1 QOS Configuration

=73 IP Basic Configuration
B) 1P Address Configurat
E) ARP Configuration an
E) Host Static Router Co

#1_1 AAA Configuration

%] MSTP Configuration

#_) IGMP SNOOPING Confi

# () GMRP Configuration

< >

Refresh Apply Delete Help
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11.12 AAA Configuration (HacTporka cucteMbl ayTeHTUbukaumm
aBTOpU3aLMK U yyeTa COObITUI)

11.12.1 Tacacs+ configuration (HacTponka npotokona Tacacs+)

2 4 6
aooo o
cooe wu 8 o
~

- Switch S

#{_] System Configuration >

# (1 Port Configuration Tacacss | disable ~

#{_J MAC Binding Tocacse Server i 0000

#{_] MAC Filter Authentication Type  [pop v

#{_ VLAN Configuration Shared Secret |

#{_1 SNMP Configuration Refrest Apply Help

#{_1 ACL Configuration

(1) QOS Configuration

#{_1 IP Basic Configuration

=13 AAA Configuration
B) Tacacs+ Configuratior
%) Radius Configuration
&) 802 1x Configuration
& 802 1x Port Configura
&) 802 1x User Auth-Info

#(] MSTP Configuration

< >

v

CTtpaHuua HacTpoek [ans MCronb3oBaHWs npoTokona Tacacs+
(Terminal Access Controller Access Control System plus — ceaHcoBbIl
npotokon, paspabotaHHoro Cisco). YnydyweHa 6e3onacHOCTb MpoTokona
(wndcbpoBaHme), a Takke BBeAeHO pasfeneHne yHKUMN ayTeHTUdUKauum,
aBTopM3auMm U1 y4éta, KOTOpble Tenepb MOXHO WCMOMb30BaTb MO
OTAENbHOCTM.

- Tacacs+ (disable/enable) — rnobanbHoe BKN/BbIKN NpoToKkona Tacacs+;
- Tacacs+ Server IP — IP agpec cepsepa Tacacs+;
- Authentication Type — Tuna ayTeHTUdrkaumm Ha cepBepe;

- Shared Secret — ko4 Ang wWngposaHna/gewnpoBaHns NakeToBs.

Mocne BHeCEHUSA U3MEHEHWIA B HACTPOMKN, HaXXMUTE KHOMKy Apply
(MpuHATE). YTOOBLI OGHOBUTE 3HaYEHWs Nonen HaxmuTe kHomnky Refresh.
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11.12.2 Radius Configuration (HacTpomnka Radius cuctembl AAA)

peD
HH

3 Switch
#{_] System Configuration
#{ Port Configuration
#(_] MAC Binding
| #{J MAC Filter
‘ #(_] VLAN Configuration UDP Port
#{_1 SNMP Configuration Accounting
#_1 ACL Configuration UDP Port]| 1813
#{_] QOS Configuration = T
#( IP Basic Configuration T
=3 AAA Configuration
B Tacacs+ Configuratior NAS Port 50003 |
5 |
|

Primary Server 0.0.0.0 |

Option Server

Shared Key

Vendor

%) Radius Configuration NAS Port Type
8 802 1x Configuration
E) 802 1x Port Configura
B 802 1x User Auth-Info
#() MSTP Configuration ¥ Refresh Apply Help
< >

NAS Service Type

Roaming Disable v

Ha aton ctpanuue WEB wuHTepdenca npencraBfneHbl HAaCTPOWKM
RADIUS (cuctema wuvcnonb3ylowass npoTokon  ANA  peanusauuu
ayTeHTndmKaumm, aBTopusaumm n cobopa cBeaeHun).

Ana koppekTHon paboTbl cuctembl RADIUS Heo6xoammo:

- Bbitb yBepeHHbiM, yTO IP agpec Radius cepsepa (Primary Server)
3aaH npexae, YeM BbINONHATb ayTEHTUMMKALMNIO U aBTOPMU3aLnio;

- 3agaTtb gononHutenebHbIn IP agpec Radius cepsepa (Optional Server);

- Ykaszate UDP nopt ayteHTudmkauun (UDP Port). Mo ymonyaHuto 3To
3Ha4yeHue paBHO 1812 0ObIYHO N3MEHSTb 3TO MNoJie HET HEOBXOANMOCTY;
- YkasaTb crniegyeT Nu BbINOMHATb ayTeHTUUKaUMIO U y4eT B LierioM B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkn.);

- YkasaTb nopT BbINonHeHus yveta (Accounting UDP Port). 3HayeHne no
ymorn4yaHuio 1813, 06bIYHO U3MEHATL 3TO NOSe HET HEOOXOANUMOCTI);

- Knou (Shared key) wncnonb3yetca ans yctaHoBku obuiero napons
wndpoBaHua Mexagy kommyTaTtopoM u Radius cepsepom. YbeauTecsb,
YTO HacTpouikum ayTeHTudmkaumm n yyeta (Accounting) mmelT Te xe
3Ha4eHus, 4YTo 1 Ha cepBepe Radius;

- NHdopmauma o noctaBwmke (vendor). OBblMHO, 3TO MOMe He CTouT
N3MEHSTb;

- NAS Port, NAS port type, NAS type of service. 3T 3HayeHUsa He
MEHSOTCS;

- Roaming oTtBeuvaeT 3a Bkno4eHue/oTKNoveHue ¢yHkLMM Roaming
npoTokona Radius.
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lMocne BHeCEHWST W3MEHEHUN B HACTPOWKW, Haxmute KHONKy Apply
(NpuHATBE). YUTOBBI 0GHOBUTL 3HAaYEHUA Nonen HaxxmuTe KHornky Refresh.

11.12.3 802.1x Configuration (HacTponka napameTpoB CUCTEMbI
aBTOpM3auMu N ayTeHTUdMKaumm no ctaHgapty 802.1x)

2 .
o =]
(=] o
g 7

DD~
ceD
15

3 Switch
# ] System Configuration
[#J Port Configuration
%) MAC Binding
1 MAC Filter
#_J VLAN Configuration Reauthentication Period || 3600
1 SNMP Configuration Quiet Period
] ACL Configuration r =
#{J QOS Configuration
3 IP Basic Configuration
‘3 AAA Configuration supplicant timeout I30 Sec)
B Tacacs+ Configuration Max Roquest B
IR Ban ConMgwar | Reauth Max 3
8 802 1x Configuration e
9 802 1x Port Configurats Client Version E
5 802 1x User Auth-Inforr Check Client |Ensble v
®(J MSTP Configuration V| Refresh | Apply Help
< >

802.1x

Reauthentication

Tx-Period

Server imeout

Ha arton ctpanuue WEB wuHTepdpenca npeacraBneHbl HaCTPOWKU
CUCTEMbl ayTEeHTUdUKaLUMK U aBTopU3aLMm Ha ocHoBe ctaHaapTa 802.1x:

- 802.1x - Bknwoyvaet/BolkntovaeT (Disable/Enable) npumeHeHne
ayTeHTUdukaLmm n agTopmsauum no ctaHaapty 802.1x;
- Reauthentication — BkntovaeTt/BbikntoyaeT (Disable/Enable) nosTopHyto
ayTeHTUUKauuo. o ymMonyaHuilo OTKMoYeHO. BkritoyeHne aaHHoOW
dYyHKUUKN coenaeT ayTeHTudmkaumio nonb3oBatenen 6onee HagexHOMN,
HO HEe3HauYUTEeSbHO YBEMNYUT CETEBOWN TpauK;
- Reauthentication period — 3agaeTcst Bpems B CekyHAax O NOBTOPHON
ayTeHTudukaumm. AKTMBHO TOMbKO MPU  BKMOYEHHOW  (PyHKLMMK
Reauthentication;

- Quiet Period — BpeMs B cekyHaax, He TpebyeT u3aMeHeHus;
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- Tx-Period — He TpebyeT n3aMeHeHus;

- Server timeout — He TpebyeT M3MEHEHUS;

- Supplicant timeout — He TpebyeT n3meHeHus;

- Max request users — He TpebyeT N3MeHeHUs;

- Reauth Max — oTobpakaeT MakcMMarbHOE KONMMYECTBO MOBTOPHbIX
ayTeHTUMKaLni;

- Client Version — oTobpakaeT TeKyLLy BEPCUIO KNNeHTa ANst yaaneHHon
aBTopu3aumm u ayteHTudmkauyum yepes 802.1x;

- Check Client — Bkn/BbIkn NPOBEPKM MNPOXOXKAEHUA cepTudukata oT
KnueHTa.

lMocne BHECEHUS W3MEHEHMM B HACTPOWKW, HaxmuTe KHomky Apply
(MpuHATB).

11.12.4 802.1x Port Configuration (HacTpoika nopToB Ans cucrtembl
aBTopMu3auuu 1 ayteHTUdMKaumm no ctaHgapty 802.1x)

R T -
a6ba =7
(== I = I = B o[ofolo} i
S ez s 10 [ L
|
5 @) ~
N Switch 802.1x Port Configuration
{1 System C
E{3 Port C . Port Num Port Mode Support Host Num
2 MAC Binding [ ¥ N [o
{] MAC Filter geln N/A 256
£ VLANC i o172 WA 256 ‘
B SNMPC . gell3 WA 2% ]
01 ACLC gelld N/A 256
@01 QOSC gells NA FES
C) 1P Basic Configurati el NA 256 ]
563 AAC gel/l N/A 256
B Tacacs+C i gel/8 NIx 26 |
B Radius G gelld N/A 256 |
B 5024xC gel/10 N/A 256
802 1x Port gel/tt NiA 25
2 3021 User Authnf gel/12 N/A 256
500 MSTR G % v gel/13 N/A 256
- get/id NIA 256 ] v
< > PR ] NIA il 26

C nomoubto aton ctpaHnubl WEB nHTepderica nonb3oBatesb
MOXET W3MEHUTb pexum paboTbl nopTa And paboTbl CUCTEMBI

68

KDaDI : MakcrmanbHO HagéxHoe poccuiickoe o6opyosaHne CKY/ - COT - OC - ICb www.kodos.ru



aBTOpU3aLuun 1 ayTeHTUdukauumn no ctaHgapty 802.1x. MopT moxeT
paboTaTb B 4X pexumax:

- N/A State (no ymon4yaHui);

- Auto state (aBTomMaTU4eCKNn);

- Force-authorized (npuHyguTeneHas asTopusauuns);

- Force-unauthorized (NpvHyAnTEnNbHLIM OTKa3 OT aBTopuU3auum).

Ecnn Ha nopte TpebyetrcA BbINONHATE ayTeHTUMUKAUMIO MO

craHgapty 802.1x Heobxogumo BbiCTaBuTb pexum Auto state. Ecnm He
TpebyeTca penaTtb ayTeHTUdMKauMi [ns  Joctyna K ceTu, cneayet
BboicTaButb pexmum N/A. OcTanbHble 2 pexuma penko WCNonb3ylTcs B
CTaHOapTHbIX cuTyauusax. MakcumansHoe 3HaveHne ansa nons Support Host
Num — 100.

11.12.5 802.1x User Authentication Information (UHcopmaumsa o Bcex
npoueccax ayteHTudukaumm no craHgapty 802.1x)

2 4 6 &8 ] e
aaaa mun e
S i @ link down
. ~

3 Switch 802.1x User Auth-Information

#{1) System C: i

= PortC S [port | vl |Port Mode: | accepted Host Num: 0 |

#{] MAC Binding

#{_] MAC Filtor Requaet stato | Applicant state Maching ‘| Back-End state Maching _|[ Refry Request state |
#{_] VLAN Configuraton | state Retry Request Num || state Request Num state
*{1 SNMP Configuration Refresh Help
*( ACL Configuration
QOS Configuration
%] IP Basic Configuration
=3 AAA Configuration
=] Tacacs+ Configuration
3 Radius Configuration
2 802 1x Configuration
) 302 1x Port Configuratii
) 802 1x User Auth-Inforr
#{] MSTP Configuration b
< >

MAC Address

{ User name

Ha aton cTpaHuue npencTtaBneHbl cBedeHus 060 BCeX mpoleccax
ayTeHTUduKkaumMm Ha nopTax, HaCTPOeHHbIX Ana Hee. WHdopmaums
npegoctaBneHa TOMbKO AnA uyTeHus. YTo6bl OOHOBWUTL MHOpMauuio

HaxxmuTe kHonky Refresh.
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11.13 MSTP Configuration (HacTtponka paboTbl npotokona STP)

11.13.1 MSTP Configuration (OcHoBHble HacTponku MSTP)

3 B linkup
& ] | dissble
(=] eg 6o @ link down
7

‘3 Switch MSTP Configuration
(1 System Configuration ‘
®{_1 Port Configuration
£{_] MAC Binding
(] MAC Filter
(1 VLAN Configuration Portfast Bpdu-Fiitar
#(_] SNMP Configuration Portrast Bpdu-Guard
() ACL Configuration Forward-Time
{1 QOS Configuration
#{_] IP Basic Configuration
9() AAA Configuration
512y MSTP Configuration Errdisable Timeout|ntsval|[300
[ MSTP Configuration Max-Age 20
[E] Port Configuration Max Hops 20
B Pon information
#{_1 IGMP SNOOPING Confi
(3 GMRP Configuration HOlES (BN
() EAPS Configuration
< >

msTP

Priority

Hello-Time

Errdisable-Timeout Disable v

Cisco Disable v

Ha paHHom cTpaHnue WEB wuHTepdenca npeactaBneHbl
rnobanbHble HacTponkn npoTokona MSTP (Multiple Spanning Tree
Protocol):

- MSTP (Disable/Enable) — Bkn/Bbikn nogaepxkky npotokorna MSTP;

- Priority — HacTpowika npuopuTesaumn. YCTpoucTBa C Oonee HU3KUM
NpYOPUTETOM NOAXOAAT BonbLue Ans pony KopHeBoro mocta(root bridge);
- Portfast BPDU Filter (Disable/Enable) — Bkn/Bblkn dunbTpaumo BPDU
nakeToB Ha nopTe;

- Portfast BPDU Guard (Disable/Enable) — Bkn/Bbikn (OyHKUMIO 3aWwuThl
BPDU nakeTos,;

- Forward Time — HacTpovika 3a4epXXKn nepechInkv NakeTos;

- Hello Time — HacTponka uHTtepeana otnpasku MSTP HELLO nakeTos;

- Errdisable Timeout (Enable/Disable) — Bkn/Bbikn ¢yHkumm Errdisable.
Ecnn nopt c BkmoyeHHbiIM BPDU Guard nonyyaet naketel BPDU
3anyckaetca Errdisable Tanmep. Mo wncteyeHum 3agaHHOro BpeEMEHU
(Errdisable timeout) nopT 6ygeTt nepesanyLueH;

- Errdisable timeout — Bpemsi nocrne koToporo 6yget nepesanylueH nopt
nony4ymsLunin naket BPDU;
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- Max Age — BpemMsi B CeKyHOax B Te4eHue KOTOpOro KoMmyTaTtop
oXuaaeT uHopmaumio o KoHdpurypauumm ST(spanning tree) npexae 4yem
3anycTuUTb NPOLLECC KOHUrypauumn 3aHOBO;

- Max Hops — konu4ecTtBo nepexofoB (xonoB) Ao otbpacbiBaHus BPDU
NakeToB B JOMEHE;

- CISCO Interoperability (Enable/Disable) — Bkn/Bblkin COBMECTUMOCTb C
HacTpownikamn STP CISCO.

Mocne BHECEHMSI MW3MEHEHMII B HACTPOMKM, Haxmute KHonky Apply
(MpuHATD).

11.13.2 Port configuration (HacTponka MSTP Ha nopTax)

2 4 6 8 .
O link
[ ala] . up
2¢29 wu vt
~
- Switch
#(J System Configuration
# () Port Configuration ot ‘ =
#(_] MAC Binding
% Portfast eV
#{J MAC Filter
% VLAN Configuration Portfast bpdu-filter v
#(_) SNMP Configuration _Porttast bpdu-guard v
#{_) ACL Configuration Root Guard v
#{_] QOS Configuration ok Ty =T
#(_1 IP Basic Configuration iy
#{_1 AAA Configuration
=13 MSTP Configuration Path-Cost
B MSTP Configuration Force-Version B v
& Port Configuration Refresh Apply
2 Port Information
#{_1 IGMP SNOOPING Confi
# (1 GMRP Configuration
4() EAPS Configuration
< >

Ha paHHoun cTtpaHuue WEB nHTepdenca npeacraBneHbl HaCTPONKU
MSTP (Multiple Spanning Tree Protocol) ans nopTtos.

- Port — BoibOp nopTa Ans HaCTPONKK;
- Portfast (Enable/Disable) — Bkn/Bbikni coctosiHus Portfast ansa
BblOpaHHOro paHee nopta. B coctosHuu Portfast nopt nepexoauT u3
COCTOsIHMSA BNOKNPOBKK B cocTosiHMe nepecbinku(forward) nakeToB MUHYS
cocTtosiHne oby4eHusi(learning) n npocnywmnBanus (listening);
- Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn dunstpaumio BPDU
nakeToB Ha BbIOGpaHHOM MopTe;
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- Portfast BPDU GUARD (Enable/Disable) — Bkn/BbIkn yHKUMIO 3awmThl
BPDU nakeToB Ha BbiGpaHHOM NopTe;
- Root Guard (Enable/Disable) — Bkn/Bblkn pyHKLMM 3aLMTbl KOPHEBOIO
mocTa (root bridge) ot npuema BPDU nakeToB OT YCTPOWCTB C Gornee
BbICOKMM MPUOPUTETOM, YEM MOCT;
- Link Type — HacTpowka Tvna nogknoveHus. Point to Point (Touka-Touka)
nossonsieT ObICTPO MEHATb COCTOsiHME nopTa. Shared nogknioyeHve He
nossonseT 6bICTPO MeHsTb cocTodHue nopta. Heobxoammo nponTu
802.1D npouenypsl, 4TOObI ONpeaennTb CTaTyc NOpTa;
- Priority — HacTponka CIST npuopuTteTa, 3Ha4YeHUe MOXET ObiTb TOMbKO
KpaTHbIM 16 B AnanasoHe oT 0-240. Mo ymonyaHuio 3HayeHne paBHo 128;
- Path Cost — ot 0 — 200 000 000. Bonee Huskue 3HadyeHUs OBbIYHO
COOTBETCTBYIOT root’am;
- Force Version — Tmn oTnpaBnisieMbIX NakeToB.
lMocne BHECEHUS W3MEHEHM B HACTPOWMKW, HaXMuTe KHoMKy Apply
(MpuHATB).

11.13.3 Port information (O6was nHcpopmaumsa o koHcpurypaumum MSTP)

2 4 s 8
caao & i
[ = = B = B oo folo) O link down
=3 W R 9 10
o) MSTP All Port Information ~
‘3 Switch
200 System Config [Port_|[ Postfast |[ Bpdu Filter || Bpdu.Guard || Root Guard || Link-Type || Priority || Path-Cost ||_Force-Version
1 Port Configurati 32111 || Disable || Defaul Default Disable || Point.To-paint | 128 20000 | wste |
HLT MAC Birdag 92112 | Disable ]| Dafault Dafault Disable _]|_Point-To-point |__128 20000 NSTP,
©00 MAC Filter g3el/3 | Disable || Default Dafault Disable Point-To-point |_ 128 20000 MSTP
S0 VLAN Configuration gel/d || Disable Default Dafault Disable Point-To-point || 128 20000 [ MSTP___ |
2] SNMP Configuration gel/s || Disaole Default Default Disable Point-To-point 128 20000 MSTP
B ACL Configuration ge1/6 || Disable Default Default Disable Point-To-point || 128 20000 MSTP
11 QOS Configuration ge1/7 ][ Disable Dafault Dsfault Disable Point-To-point || 128 20000 MSTP
B{7 IP Basic Configuration ge1/8 | Disadle Default Default Disable Point-To-point 128 20000 MSTP
{7 AAA Configuration ge1/9 || Disable Default Default Disable Point-To-point 128 20000 MSTP
B3 MSTP Configuration 0el/10 || Disavle || Default Default Disable Point-To-point 128 20000 MSTP
B MSTP Configuration gel/11 || Disable [ Default Default Disable Point-To-point 128 20000 MSTP
B Port Configuration 0el/12 || Disable Default Default Disable Point-To-point 128 20000 MSTP
) Port Information ael/13 || Disable Default Default Disable Point-To-point 128 20000 MSTP
=] IGMP SNOOPING Confi gel/14 | Disable Default Default Disable Point-To-point | 128 20000 MSTP
#{ ] GMRP Configuration gel/15 || Disabdle Default Default Disable Point-To-point 128 20000 MSTP
B{7] EAPS Ci i bt gel/16 || Disable Default Default Disable Point-To-point 128 20000 MSTP )
< by ge1/17 || Disable Default Default Disable Point-To-point 125 20000 MSTP

Ha paHHon ctpaHuue WEB uHTepdperica npencrasreHa cBogHasi
WHopmauns o KoHpurypaumm MSTP.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.
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11.14 IGMP Snooping configuration (HacTponka oTcnexuBaHus

IGMP Tpacwmka)
11.14.1 IGMP Snooping configuration (Hactponkn doyHkumnmu IGMP
snooping)
2 4 & 1
aooan & kw
@ disable
PO G LI
4 Managed Switch
#(1 Industrial Switch Monttorng
+'J System Configuration Global IGMP SNOOPING
#{_J Port Configuration WARD
1 jmc S::'"g VLAN IGMP SNOOPING
1 VLAN Configuration FostLoave
(] SNMP Configuration Fast Leave Timeout
() ACL Configuration Query Membership Timeout

#(J QOS Configuration
(1 1P Basic Configuration

Group Membership Timeout

¥ AAA Configuration
%) MSTP Configuration —
=4 IGMP SNOOPING Configuration
B IGMP SNOOPING Canfiguratio
B Muincast Group Informaton
411 GMRP Configuration
# () EAPS Configuration
%) RMON Configuration
4] Cluster Management
%1 ERPS Configuration
# 1 Log Management
< >|

Ha paHHon ctpaHuue WEB uHTepdelica Bbl MOXeTe BKIOYUTb UNn
Bblknountb  (Enable/Disable)  dyHkumio IGMP  snooping  (mpouecc
OTCNEeXMBaHUA ceTeBoro Tpaduka IGMP, npegoTepaLlaroLLmin
wmpokoBewaTensHyto (broadcast) peTpaHcnauuio multicast  Tpaduka

KOMFIbIOTepaM-I'IOTpe6I/ITeJ'IFIM, KOTOPbIM HE HY>XXHO ero O6pa6aTblBaTb).

BknioueHve paHHOrO npoTokona sABMAseTcs o006sA3aTenbHbIM  MNpu
nepedade Tpadwmka OT BOMbLIOrO KOMMYecTBa MepeaaTynkoB OonbLLUOMY
konndectBy npuemHukoB (HDMI no Ethernet). PekomengyeTtca Takke
Bkntountb IGMP ansa VLAN.

lMocne BHeCEHWs U3MEHEHWU B HACTPOWKWU, HaXXMuUTE KHOMKy Apply

(MpuHATE). YTOOBLI 0GHOBMTBL MHOPMaLMIO HaxMuTe KHonky Refresh.
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11.14.2 Multicast Group Information (O6was nHdopmauus o IGMP)

204 9 W :
& linkup
oo ma ~ g
e S &1 link down
~

3 Switch sroup Information

#{_] System Configuration

B Port C i

#(] MAC Binding [VLANID ][ Multicast Address || [ T

B{] MAC Filter Refresh|

#{] VLAN Configuration
B{] SNMP Configuration
#{] ACL Configuration
#{] QOS Configuration
#(] IP Basic Configuration
#{] AAA Configuration
#{_] MSTP Configuration
=43 IGMP SNOOPING Confi
B IGMP SNOOPING Co
B Mutticast Group Inforn
# {1 GMRP Configuration
#{] EAPS Configuration
#{] RMON Configuration

< >

Ha paHHow ctpaHnue WEB wHTepdenca npeactaBneHa obuias
uHdopmaumsa o Multicast ansa scex VLAN'oB.
WHdopmaLma npegocTaBrneHa ToNMbKo AN YTEeHus.

11.15 GMRP Configuration (HacTtpownka paboTbl npoTokona
GMRP)

11.15.1 GMRP Global Configuration (Ffno6anbHble HacTponku GMRP)

Ha paHHom cTtpaHuue WEB  wuHTepdpenica npencrasrieHbl
rnobanbHble HacTpovikun pabotbl npotokona GMRP (GARP Multicast
Registration Protocol), npegHasHa4YeHHOro ans ynpoLleHuns
pacnpocTpaHeHUss No CceTu MWHopMauMy O Hanuyum onpeneneHHon
Multicast rpynnbi.

BkntoueHue/oTknoueHne nogaepxkn GMRP  ocyuwlectBnsieTcsa ¢
nomouwiblo Bblbopa Disable/Enable wn nocnepgywowero noaTBepXaeHUS

kHoMnkon Apply (NpyHATB).
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aoaa P e
oooao o686
13 8 7 9 10 Sk don

A
3 Switch GMRP Global Configuration
. g

(] System Configuration

{1 MAC Binding

#={] MAC Filter Refresh| [ Apply |

={] VLAN Configuration
#{3 SNMP Configuration
(] ACL Configuration
{1 QOS Configuration
E{ IP Basic Configuration
(3 AAA Configuration
#{_] MSTP Configuration
& IGMP SNOOPING Confi
B3 GMRP Configuration
E) GMRP Global Confige
B GMRP Ports Configur
-E) GMRP State Machine
#={_] EAPS Configuration
< >

11.15.2 GMRP ports configuration (Hactpoiika GMRP Ha nopTax)

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTPOWKK
GMRP gns otaenbHbix nopTtoB. [MopT BbibMpaeTca B BbiNagatoweM MEHHo
Port, Bkn/otkn nogaepxkm GMRP peanusyetca ¢ nomowpio GMRP Status

Disable/Enable.
lNocne BHeceHMss N3MEHEHUI B HaCTPOUKN, HAXMUTE KHOIMKY Apply
(MpuHATB).
@ link up
@ disable
00 &g Sl
s 10 & link
~ ~ ~
o Switch GMRP Ports Configuration
(] System C i ;
#(] PortC i |Pon: [ V||[GMRP status: [Diszbl= V||
#(] MAC Binding
B MAC Filter [Retrest]  [“Apply |
EIL1 VLAN C Port Name | GMRP Status Join T i Leave Til i |[__LeaveAll Timer(centiseconds)
#) SNMP Configuraton gelll Disable
#{] ACL Configuration gell2 Disable
#{_] QOS Configuration 9e1i3 Disable
(] IP Basic Configuration gelld Disable =
(] AAA Configuration gells Disable
#{3 MSTP Configuration ge1/6 Disable
(] IGMP SNOOPING Confi gel/7 Disable
=43 GMRP Configuraton gelld Disable
) GMRP Glcbal Configt gell9 Disable
- B GMRP Ports Configur ge1/10 Disable =
B GMRP State Machine cel/11 Disable
#(] EAPS C i b gel/12 Disable o
< > gel/13 Disable
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11.15.3 GMRP State machine (O6was nHgpopmaumsa o GMRP)

2 4 5 8 3
link
aona o,
[« B = I = [ [ololo) i
3 7 s 10 B link down
la)
‘3 Switch GMRP State Machine
#{ ] System Configuration
#{] Port Config
#{] MAC Binding [ PortName | VLANID || icast MAC Address | Applicant State || Registrar State

5] MAC Filter
B{] VLAN Configuration
{1 SNMP Configuration
B{] ACL Configuration
#{] QOS Configuration
(] IP Basic Configuration
#(] AAA Configuration
#{_] MSTP Configuration
#{ ] IGMP SNOOPING Confi
=< GMRP Configuration
B GMRP Global Configu
B GMRP Ports Configur
B GMRP State Machine
#{ EAPS Configuration
< >

Refresh

Ha paHHOM cTpaHuue WEB wuHTepderica Haxogutcs cBoHas
uHcpopmaums o pabote npotokona GMRP. Homep nopta, VLAN ID, MAC
agpec multicast rpynnbl 1 T.4.

WHdopmaums npegoctaBneHa TOMbKO ANs YTEHUS.

11.16 EAPS Configuration (Hactpoika pabotbl npoTtokona EAPS)

11.16.1 EAPS Configuration (OCHOBHble HacTPONKKU paboTkl NpoToKona
EAPS)

Ha paHHoi cTpaHuue WEB nHTepdeiica npeactaBneHbl HACTPOMKM
npoTokona EAPS (Ethernet  Automatic Protection Switching),
npegHasHayYeHHOro Ans 3aWuThl OT 3aUUKNMBaHuA Tpaduka B CETH.

- EAPS Ring ID — BbI6op ID ans EAPS ring;

- Mode — HacTpolka pexuma paboTsl pabouero yana gns EAPS gomeHa;
- Primary Port — BbiGop kntodyeBoro nopta ana EAPS;

- Secondary Port — Bbibop BTOpryHOro nopta ans EAPS;

- Control VLAN — BbiGop VLAN ID gns EAPS;

- Protected VLANS — BbIGOp 04HOrO MNN HECKONbKNX 3awmiiaeMbix VLAN
B JomeHe EAPS;

- Hello Time Interval — HacTpoiika EAPS gomeHa gnsi nepuoguyeckon
otnpasku naketoB HEALTH. 3agaBaemoe 3HadeHue B CeKyHAax AOMMKHO
ObITb MeHbLLE YeM BpeMsi 4o ownbku (fail time);
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- Fail Time — Bpems OO0 uUcTeyeHus cpoka aenctemst B EAPS gomeHe.
[omnxHo 6bITb bonbLlue, Yem Hello Time;
- Extreme Interoperability (enable/disable) — Bkn/Bblkin COBMECTUMOCTL C
extreme ycTponcTBamu.
- Enable status - BkntoyeHue/oTknoueHne EAPS Ring.
[Mocrne BHECEHUS W3MEHEeHUW B HaCTPOKKM,

HaxMuTe KHomky Apply

(MpuHATB).
2 4 s 8
SRR : poy)
aoao @ linkdown
~ ~
oy Switch EAPS Configuration
(1 System Configuration
1o Contenraton EAPS Ring ID 1 v
g mz :’;:w"g Creale Status Not Created
iiter
(2 VLAN Canfiguration Vode [Fore v
1 SNMP Configuration primary port v
{_] ACL Configuration secondary port v
e
L:'] e T Control VLAN 0
#{] IP Basic Configuration
£2 AAA Configuration Protected VLANS | Format: 2,46 01 3.m|
(1 MSTP Configuration Hello Time Interval _ [[¢ [ s |
27 IGMP SNCOPING Confi Fail Time B [ s |
{_J GMRP Configuration Data Span
<y EAPS Configuration
1 @ EAPS Configuration Extreme Interoperability|
‘B EAPS Information Enabie Status Disable V)
#{3 RMON Configuration [Refresh| [ Creale | [ Apply | [Remove v
< >

11.16.2 EAPS information (CBogHas nHdopmauus o paboTte npoTokona

I
anan i
ecoe wu a &,
~
3 Switch EAPS Information

# (] System Configuration
#{] Port Configuration
#{] MAC Binding
#(1] MAC Filter
#{] VLAN Configuration
5 {1 SNMP Configuration
#(] ACL Configuration
#(_] QOS Configuration
#{] IP Basic Configuration
# (] AAA Configuration
#{] MSTP Configuration
#{] IGMP SNOOPING Confi
#{] GMRP Confguration
=13 EAPS Configuration
) EAPS Configuration
B EAPS Information
#{] RMON Configuration
< >

[ Refresh|
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Ha paHHOM cTpaHuue WEB wuvHTepdenica npeactasneHbl obuine
cBefieHus o pabote npotokona EAPS.
WHdopMaLmsa npeacTaBneHa TONbKO ANl YTEHUS.

11.17 RMON Configuration (Hactpoinka pa6oTbl npoTokona
RMON)

11.17.1 RMON statistics (HacTpouka rpynn ctatuctukm gnss RMON)

Ha panHoun ctpaHuue WEB uHTepderica npeacraBneHbl HACTPOWMKM

roynn cratuctukm (Statistics) gna pabotsi RMON  (auctaHumoHHbIN
MOHUTOPWHT CETHN).

Bbibepute nopTt u3 Bbinagatowiero cnucka Port, 4Tobbl HacTpouTb
0 osHavaert, u4TO

WHpekc nopT He

rpynnbl - AaHHbIX  CTATUCTUKW.

ckoHdurypupoBaH ansg RMON. Nngekc moxeT 6biTb B npegenax ot 1-100.

BanonHeHune nona Owner (Bnagenew) He SBNAeTca obs3aTenbHbIM.
Haxmute Apply ona nogteepxaeHus. B Ttabnuue Statistics Data

OyZeT nokasaHa craTucTuka paboTbl nopra.

2 4 6 8
acoan ik
eooe g & i
#(_) MAC Binding = ~
#{_) MAC Filter RMON Statistics
® ] VLAN Ci
#] SNMP C |p°“1 VJ
] ACL Configuration
#{) QO0S C [ RMON Statistics ]
#{] IP Basic Configuration l Inqel“ : m OwnerH I
#_1 AAA Configuration
#{_] MSTP Configuration Refresh Apply Delete Help
(1 IGMP SNOOPING Confi o=
1) GMRP Configuration etherStatsDropEvents —_|o][etherStatsOctets
#_1 EAPS Configuration etherStatsPkts 0][etherStatsBroadcastPkts
= RMON Configuration etherStatsMulticastPkts 0|[etherStatsCRCAlgnErrors
B statistics Configuratio [etherStatsUndersizePkts 0][etherStatsOversizePkts
B History Configuration etherStatsFragments 0] [etherStatsJabbers
B Alarm Configuration letherStatsCollisions 0][etherStatsPkts640ctets
B Event Configuration etherStatsPkts65t0127 Octets 0||etherStatsPkts 128t02550ctets
%] Cluster Management letherStatsPkts256t05110ctets 0][etherStatsPkts512t010230ctets
#] Log Management etherStatsPkts1024t015180ctets |10 v
< >
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11.17.2 History Configuration (Hactpo#ka rpynn npeabicTopuv aAna
RMON)

Ha panHoun ctpaHuue WEB uHTepderica npeacraBneHbl HACTPOWMKM
roynn npegbictopum (History) ana pabotel RMON  (OucTaHumoHHbIN
MOHWTOPWHT CETH).

Bbibepute nopT u3 BbiNagatoLwero cnucka ans Port ons HacTpowku.
Ecnu nopt He ckoHdurypmposaH gnst RMON, B none INDEX oto6pasutcs 0.
3HaueHne Index moxeT ObITb B npegenax ot 1 go 100. MNone Bnagenbua
(Owner) He o6s3aTeNBbHO K 3anNOSTHEHMIO.

B none Interval yctaHaBnusaetcsa Bpems ot 1-3600 B TeyeHue
KoToporo cobupatoTcsa gaHHble. Bucket — 310 BblgeneHHoe xpaHunue ans
cbopa 3anucen. 3HadyeHne moxeT BbiTb OT 1 — 100.

Haxmute Apply ans nogteepxaeHus. B tabnuue History Data 6yaet

noka3aHa ncrtopua pa6OTbI nopra.

#{] MAC Binding A
#{] MAC Filter RMON History
#{ ] VLAN C
#(] SNMP C [port: S|
(] ACL Configuration
(] QOS Ci RMON History

(] IP Basic Configuration Index 0 Interval
#{) AAA Configuration Request = ]
# (] MSTPC i Buckets -
#{] IGMP SNOOPING Confi
#(_1 GMRP Configuration
#{_] EAPS Configuration History Data
=3 RMON Confuraion e T o] I [ [——
e s i I 1 I | i
8 History Configuration e = N T
&) Alarm Configuration i i i 5
2] Event Configuration
#_] Cluster Management
#{_] Log Management
< > < >

Owner

Refresh Apply Delete Help

DropEvents|

Total: Opages, Current Page is No. 1
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11.17.3 Alarm Configuration (Hactpoika rpynn aBapMnHbIX CUrHanNoB)

2 4 5 8
aaéa s
ecoe s & niom
~
RMON Alarm
{7 VLAN Configuration
#{_] SNMP Configuration [atarm||Risin . isi i
9 Falling 4 oy
#(3 ACL Configuration Index ((interval Variable Sample Type|(yo) 0 IE'::::: IE';".";
#{] QOS Configuration el |l B wsoluee V]| 0 o | o | |fo
®(3 IP Basic C = -
#() AAA Configuration Refresh| Apply Delete Help
#{] MSTP Conf . _
Sample Rising Falling Rising Falling
23 1GMP SNOOPING Cons | |Seavence] index vl variabie | S0 [ om vaie || i | vt e eventigen]|_ O]

#_] GMRP Configuration

() EAPS Configuration

=<3 RMON Configuration
3 statistics Configuratio
&) History Configuration
) Alarm Configuration
B} Event Configuration

] Cluster Management

#{] Log Management

< > < >

Ha paHHoi ctpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPOMKK
rpynn aBapuiiHbix curHanoB (Alarm) ans pabotsl RMON (guctaHuuoHHbIN
MOHWUTOPWHT CETH).

Bbibepute cyuwiecTBylowyo rpynny u3 BbiNagatowero crnvcka Aans
nNpocMoTpa COObITUIN UMM BHECEHUSA M3MEHEHU B HAacCTpPonkK. [Ina co3gaHus
HoBoW rpynnbl Bbibepute New. Index JomkeH HaxoauTbCA B npegenax
1...60, Interval gomkeH HaxoguTbca B npegenax 1...3600 (cekyHab!).

11.17.4 Event Configuration (Hactpouka rpynn co6biTuin ansa RMON)

2 4 6 8 5
B linkup

I e
[ e . 9 10 i

{1 MAC Binding A

%1 MAC Filter RMON Event

£ VLAN Configuration

#(] SNMP C Index Description Type c ity P ent Sl

E{] ACLC

#(1] QOS Configuration o Epin V]| ] 1%00/31(481 ‘

(] IP Basic Configuration
#{] AAA Configuration
#{] MSTP Configuration [ ][ Index | Descripti 1 Type ¢ ity || Last Time Sent Il Owner
=3 IGMP SNOOPING Confi
#{] GMRP Configuration
#{] EAPS Configuration
=3 RMON Configuration

) Statistics Configuratio
& History Configuration
&) Alarm Configuration
8 Event Configuration
(] Cluster Management
#{] Log Management

< > < >

Refresh| Apply | Delete | Help
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Ha paHHoM cTpaHuue WEB nHTepdenica npeacTaBneHbl HAaCTPONKM
rpynn cobbitun (Event) ana patotsl RMON (aAncTaHUMOHHBIA MOHUTOPWUHT
ceTn).

M3 Beinagawowero cnucka BbibepuTe rpynny coObITUA, 4YTOObI
npocMoTpeTb unu Hactpoutb ee. Haxmute (NEW), ecnn xoTuTe cosgatb
HOBYIO rpynny.

[uana3oH BO3MOXHbIX 3HayeHu B none Index 1-60. B none
Description (onucaHue) 3agaeTca TEKCTOBOE onucaHwe rpynnbl COObITUN.
Tun cobbiTuin MOXeT BbITb none (He pearmposaTb), log (coxpaHuTb 3anuce),
snmp-trap, log and trap. [lMone Bnagenbua (owner) 3anonHATb He
ob6s3aTensHo.

Mone Last time sent (nocnegHee BpeMsi OTNPaBKK) JOCTYMHO TOMbKO
ONS 4YTeHMs W nokasbiBaeT, Korga B nocnegHui pas cobbiTue Obino
OTnpaBrneHo.

11.18 Cluster configuration (HacTpouka knacrtepa)

11.18.1 NDP configuration (Hactponka npotokona NDP)

Ha paHHoi cTpaHuue WEB nHTepdenica npeacraBneHbl HaCTPOMKM
NDP (Neighbor Discovery Protocol). [daHHbIi MpPOTOKON MCMOMb3yeTcs
COBMeCTHO C IPv6 1 oTBeTCTBEHeH 3a OOHapyXeHue KOH(IMKTa adpecos,
OpYruX y3noB B kKnactepe, nouck goctynHbelx DNS cepBepoB u T.4.

- Port — BbIGOp nopTa;

- Port Enable (enable/disable) — Bkn/Bbikn nogaepxkn npotokona NDP Ha
BbIGpaHHOM MopTe;

- Global Enable (enable/disable) — Bkn/Bbikn rrnobanbHOM noaaepXku
npoTokosnia NDP;

- Hello Time — uHtepsan otnpaBkn NDP naketoB, 1-4096 cek, 3HayeHne
no ymonyaHuto 60cex;

- Aging time — nHTepBan «cTtapeHusi» oTnpasneHHblx NDP naketoB He
NPUHATBLIX yAaneHHbIM ycTponctBoMm, 1-4096 cek, 3HadeHue no
ymonyanuto 180 cexk.

Haxmute Apply ons noaresepxaeHus.
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AN .
aaaa 3
coaa wma e

&{] Port Configuration o

¥ MAC Binding NDP Configuration

B{] MAC Filter ! -

#{] VLAN Configuration Port:

#{_] SNMP Configuration Port Enable

=] 80| Cafaintion Global Enable

B{ ] QOS Conhguration

#(] |P Basic Configuration Hello-time (1-4096 sec)

#{] AAA Configuration Aging-time 180 (1-4096 sec)

B {1 MSTP Configuration

B{] IGMP SNOOPING Confi Refresh Apply Help

#(_] GMRP Configuration

B{] EAPS Configuration

#{] RMON Configuration

=43 Cluster Management
] NDP Configuration
[ NTDP Configuration
B Cluster Configuration

(] Log Management

< >

11.18.2 NTDP Configuration (Hactpowka npotokona NTDP)

Ha paHHoi ctpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPOMKK
npotokona NTDP (Network Topology Discovery Protocol). [JaHHbIn npoTokon

ncnonb3dyeTcd Ana NoCTpoeHna ToNoNornMn B Krnacrepe.

- Port — BbIGOp nopTa;

- Port Enable (enable/disable) — Bkn/Bbikn nogaepxku npotokona NTDP
Ha BblIOpaHHOM nopTe;

- Global Enable (enable/disable) — Bkn/Bbikn rrnoGanbHOW NOALEPKKM
npotokona NTDP;

- Hops — gocTynHbeln gnanasoH tornonoruun 1-6. o ymonyaHuio 3HayeHne
paBHo 3. KonuyecTBO nepexofoB (XOMoB) OT caMOro YyaaneHHoro
YCTPONCTBA A0 YCTPONCTBA, KOTOPOE KOHTPONUPYET BCHO TOMOMOrio;

- Interval Time — Bpema cbopa TOMonorMM B MuHyTax. 3HadeHue Mo
ymon4yanuio 1;

- Hop delay — ponyctumbiin nHTepBan 3afepXku Mexay nepexogamu.
HocTynHble 3Ha4eHus 1-1000Mc. 3HaveHme no ymonyanuo 200mc;

- Port delay — ponyctMmbln MHTEpBan 3adepXxku nepen nepecbiikon
nakeToB Ha nepBbin NopT. JocTynHble 3HayeHus 1-100mc. 3HaveHne no
ymonyanuto 20Mmc.

Haxmute Apply ans noateepxaeHus.
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2 4 5 8

link
coaa ]
(=10 = B = B = T olc oo} ink down
t 3 8 7 9 10 0 link

#{) Pori Configuration A

#{_| MAC Binding
&) MAC Filter
#{_] VLAN Configuraiion Port:
5 {1 SNMP Configuration Port Enable
5 :
jg gg:t":f:::l?; Global Enable || [disebie v
#{] IP Basic Configuration Hops 3 (1-6)
{71 AAA Configuration Interval-time || |1 (0-65535 min)
f 1 MSTE Configuration Hop-delay 200 (1-1000 milsec)
#{] IGMP SNOOPING Confi
#{] GMRP Configuration Port-delay 20 (1-100 milsec)
#{] EAPS Configuration
Refresh| Apply Help

#{_] RMON Configuration
-4\ Cluster Management
B NDP Configuration
B NTDP Configuration
Cluster Configuration
#{] Log Management e
< >

11.18.3 Cluster Configuration (Hactpomka knactepa)

Ha paHHoi ctpaHuue WEB nHTepdeinica npeacraBneHbl HaCTPOMKK
KOHdpurypauum knactepa. Bbl MoxeTe NpocMOTpeTb U OTpedakTMpoBaTb

TaGJ’IVILI,y C y4aCTHUKaMm KnacTtepa.

- Cluster enable (enable/disable) — Bkn/BbIkN Knactepa;

- Management VLAN — gnana3oH goctynHbix VLAN’0oB oT 1-4094. 3HaveHne

no ymonyaxuio 1;

- IP pool — guanasoH (nyn) IP agpecoB yyacTHUKOB knacTtepa. JocTynHbIn
AunanasoH o1 0.0.0.0 no 255.255.255.255. onyctumaga anuHa macku 0 o
32;

- Handshake time — nHtepBan otnpaBku handshake naketoB. [JonycTuMbIn

OunanasoH 3HadeHun 1-255. 3HayeHne no ymonyaHuio 10;
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- Handshake hold time — Bpems «ygepxusaHusy. [JJonyCTuMbI AManasoH

3Ha4yeHun 1-255. 3HayeHne no ymonyaxuio 60.

YUTtobbl HacTpouTb knacTtep BaM HeobOXxoauMmo BbibpaTb uMS
knactepa u BblbpaTb coeaunHeHue ¢ knactepoM. CyllecTBYOT pyuyHble U
aBTOMaTU4YeCcKne MeTodbl COEAUHEHUS C KITacTEPOM.

lMocne noaTBepXOeHMs  CO34aHUA  Kractepa Bbl  MOXeETe
aBTOMaTUYECKN NEPEKMIOUMTLCA Ha PyYHOU MeToa. Bbl He MoXeTe B pyyHyto
nepeknunTca Ha asToMaTuyeckun metod. PyyHom meTtoa nossonsieT
MEHATb MMSI KracTepa.

Haxmute Apply ans noaresepxaeHus.

DD~
DD~
DD~

i

#({ Port Configuration A
[ MAC Binding Cluster Configuration
#(1 MAC Filter )
#_J VLAN Configuration
#(] SNMP Configuration
#() ACL Configuration Management-vian
#{1] QOS Configuration 1P-pool [0.0.0.0/0 (AB.C.D/M)
# {7 IP Basic Configuration
# (] AAA Configuration
#{_] MSTP Configuration
#{) IGMP SNOOPING Confi
#{] GMRP Configuration
#(_1 EAPS Configuration
#() RMON Configuration
13 Cluster Management Cluster Name " | " Type " v| |
B NDP Configuration
&) NTDP Configuration Apply [ Delete
B Cluster Configuration
#{] Log Management
< >

Cluster Enable [disable V|

[1 (1-4094)

Handshake time [10 (1255 sec)

Handshake hold-time | [60 (1-255 sec)

Apply

Cluster Member List v
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11.19 ERPS Configuration (Hactponka ERPS)

11.19.1 ERPS Configuration (Hactpomnka npotokona ERPS)

Ha paHnHon ctpaHuue WEB wuHTepdgenca HaxogaTcssi HacTpPOWKK
npotokona ERPS — BbicokoadhdekTnBHOM anbTepHaTtMBe npotokona STP
(Bpema BoccTaHoBneHust nmHka 50mc). [aHHbIA  ceTeBOM MpPOTOKON
ucnonb3yetcd  AnNd  UCKMYeHus  obpasoBaHus  KOMNU3WA,  npu
NCNONb30BaHUN KONbLEBOW TOMNONOMMN NOAKIOYEHNS.

oeD
it

_i Managed Switch

ERPS Dormain Nose Role o nterconnacton v

£RPS Ring v
ERPS ing Statis »

Ring Mode v
e Mode v
Waps VAN

Tratic VLAN

RPL Port v

AL Pont v

Revertre Benaveor wive v
+ 1 Log Management Worl oft Trme

Guard Teme

WIR Tune

WIS Tune

et semd Time

EKPS Himg € natie o v

Forced Swach KB and K Port v v
Manuat Swich Port v

- Raps VLAN — VLAN ID, B koTopon OyaeT nepegaBaTbCsl CIyXeOHbIN
Tpaduk ERPS;
- Traffic VLAN — VLAN ID, koTopble HeobxoaMmMo 3alwumiaTb OT NeTenb 1
KONMN3un.
lMocne BHeCEHMS U3MEHEHWIA B HACTPOWKU, HaXMuTe KHomky Apply
(npuHATE). YTOOLI 0BHOBMTL MHOPMaLMIO HaxMuTe KHonky Refresh.

11.19.2 ERPS Information (MH¢popmauusa o pabote ERPS)

Ha paHHon cTtpaHnue WEB wHTepgheiica HaxogaTcs CBOAHble
[aHHble 0 pe3yrnbTate paboTbl npoTokona ERPS.

Bca uHopmaums gocTynHa TOMbKO AN YTEHUs, YToObl OGHOBUTL
WHpopmaumo Haxmute kHornky Refresh.
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‘3 Managed Switch

(1 Industrial Switch Menitoring
# ] Clustor Managomont

£ Y ERPS Configuration

[® ERPS Configuraton

& () Log Management

2 4 L] . -
cnoa O kv
cooa oo h Edibie
T3 8 7 s 10 0O link down
ERPS Information
Refresh Help

11.20 Log management (YnpaBneHue 3anmcbio 5I0ros)

Ha paHHol cTpaHuue WEB wnHTepdenica npeactaBnieHbl HaCTPOMKN

dunbTpa BbiBOJa 3anucaHHbiX foroB. B none Log Priority moryT ObiTb

cnepywouine 3aHa4vyeHud:

- Critical — BbIBOAWT MHOPMALMIO, OTHOCALLYIOCS TONBKO K KPUTUHECKOMY

YPOBHIO BaXXHOCTW;

- Debugging — BbIBOOUT MHpOpMaLMO ANSA OTNaaKu;

- Informational — BbIBOAUT wHpOPMaUMIO ANA OTnagkM u  obuwyto

MHpopMaLmio B florax;

- ALL — BbIBOOMWT BCIO MH(popMaLMIO.

YT06bl NPUMEHUTE (PUNLTP NOroB HaXXMUTe KHonky Refresh (0OHOBUTB).

4 Managed Switch
% Industrial Switch Monitoring
# () System Configuration
# (] Port Configuration
+{1) MAC Binding
F (11 MAC Filter
{1 LAN Configuration
+(2 SNMP Configuration
= () ACL Configwation
#() QOS Configuration
(1 IP Basic Configuration
() AAA Configuration
#{2) MSTP Configuration
1 IGMP SNOCPING Configuration
% () GMRP Configuration
#{1 EAPS Configuraton
%1 RMON Configuration
# (] Cluster Management
+{1) ERPS Configuration
=3 Log Managament

B Log Information

DD~
DD~
DD-
DD~

i

i Log Pronty ”7‘ Refresh
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11.21 POE Power Control (YnpaBneHue napametpammu POE)

11.21.1 POE Port Configuration (HacTponka napameTtpoB PoE)

' Managed Switch

% (2 Industrial Switch Monitoring

#() System Configuration

#(2 Pon Configuration

&) MAC Binding

€ MAC Fiter

% VLAN Configuration

%) SNMP Configuration

#(3 ACL Configuration

#{) QOS Configuration

(22 IP Basic Configuration

(] AAA Configuration

() MSTP Configuration

% IGMP SNOOPING Configuration

) GMRP Configuration

&(1J EAPS Configuration

#{_] RMON Configuration

%) Cluster Management

#(2 ERPS Configuration

43 Log Management
2 Log Information

=3 PoE Power Control
) PoE Port Configuration
) PoE Policy Configuration
2) PD Query Configuration

Ha

-DD~
DD~

'

(=]

a
7

Selected Ports
POE Mode

POE Admin Status
Active Voltage (V)
Active PSE Type
Passive Voltage (V)
Passive PSE Type
Total Power (W)

Power Consumption (W)
Power Usage (%)

_Iselect All Port
get/t
get2
ge3
gel/4
getis
gel6
get7
gelis

JaHHON

O linkup
& dsable
g Q inkdown
P
Automatic v
Enable v
4866
AT v
%13
AT v
120 |
0.00
000
Refresh Apply Restore Default Port Restarting
Type Mode | Admin Status | Operation | ActivePSEType | Passive PSEType | Current(mA) | Voltage(V) | Power (W)
Auto | Automate Enable OFF AT AT NA NA NA
Auo | Automatic Enable OFF AT AT NA NA NA
Super Enable OFF BT NA NA NA
Super Enable OFF BT NA NA NA
Normal Enable OFF AT - NA NA NA
Norma Enable OFF AT - NA NA NA
Norma Enable OFF AT - NA NA NA
Normal Enable OFF AT - NA NA NiA

KOH(*)I/IpraLI,I/Iﬂ HaCTpoeK noga4vn nnutaHnAa K NOAKMIOYEeHHOMY K KOMMYTaTopy

obopyaoBaHuio no TexHonorun PoE. [ns HacTporkv AOCTYNHbI crnegyoLwme

napameTpbl:

- Total Power - cymmapHaa mowHocTb PoE. lMone ana BHeceHus

MHdopMaLnm

MHdopmMauna

Harpysku POE kommyTaTtopom;

O  MakcumarnbHOMn

MOLLUHOCTHN ncnonb3yemMmoro

Brl,

HeobxooMmMa [Onst  aBTOMATUYECKOro pacyeTa TeKYLU,eIZ

- POE single port power - mowwHocTb POE Ha ogHOM nopTy;

- PoE on / off — BkntoueHue / oTkntodeHne nogadn PoE.

Takke Ha OaHHOM CTpaHuue oTpaxeHa WMHdOopMauMs O TeKyLluem

coctosiHun PoE obopynoBaHus. MimeeTcs BO3MOXHOCTbL 06HOBUTL (Refresh),

noaTBepanTb M3MeHeHusi (Apply), BepHyTbCS K 3aBOACKMM HaCTpoWKkam

(Restore Default), nepesanyctutb nopthl (Port Restarting).

87

KO4aoc

MakcmmasbHo HaféxHoe poccuiickoe obopyaoBanune CKY/ - COT - OC - ICB

www.kodos.ru



11.21.2 POE Policy Configuration (Hactponka pacnucaHus PoE)

2 4 5 8
anoa : Lo
o000 686ee
$ 8 8T s 10 0 link down
i Managed Switch PoE Policy Configuratior
& (1 Industrial Switch Monitoring
#{_) System Configuration
#{_) Port Configuration [o€ Port | 2
() MAC Binding Policy Status [disable v
% MAC Filter
] VLAN Configuration Refresh Apply
1 SNMP Configuration Clock( [JAN) | Monday Tuesday Wednesday Thursday Friday Saturday sunday
(2 ACL Configuration
T v 000
®{] QOS Configuration
(3] IP Basic Configuration 9,
(2] AAA Configuration 020
8121 MSTP Configuration 030
(21 IGMP SNOOPING Configuration 040
# (23 GMRP Configuration 050
{21 EAPS Configuration %0
3 RMON Configuration Pl
%1 Cluster Management =
]
# 1 ERPS Configuration %
S o M 050
B Log Information 100
=4 PoE Power Control 10
B PoE Port Configuration 120
[B) PoE Policy Configuration 130
5
&) PD Query Configuration el

Ha panHon cTtpanvue WEB  wHTepdbenca npeacrtasneHa
KOHurypauuss HacTtpoek nogadv nutaHmsa POE K noaknoveHHoMy
obopynoBaHuMio Mo pacnucaHuio. [Ond HacTpowku pacnucaHus LOCTYrMHbI
cnegyowue napameTpsbi:

- hour — yacbl;

- week — gHM Hegenu;

Ona HacTpowku pacnucaHusa cnegyeT BblbpaTb HOmep nopTa M3
BbiNnagawLlero meHw POE port, aktuBmpoBaTb GyHkuuio Policy Status
BKITIOveHusi/oTkModeHmns (enable/disable); Beibpate Bpems B konoHke Clock
1 oeHb Hegenu Monday...Sunday B COOTBETCTBYIOLLIEN KOMOHKE.

Haxmute Apply ana nogtBepxaeHusi, 4tobbl  0BHOBWUTH

WHpopmaumo Haxmute kHornky Refresh.
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11.21.3 PD Query Configuration (KoHTponbs POE o6opyaoBaHus)

2 4 LI
(sl O linkup
ocoa o th e
Y s 10 0O link down
I Managed Switch PD Query Configuratic
& (1] Industrial Switch Monitoring
# () System Configuration
(2] Port Configuration [PoE Port v
(1) MAC Binding PD IP Address ]
{1 MAC Filter PD Query Interval o | 230 5ec)
B VLAN Conbusation PD Timeout Number 0 | 2~10)
# {1 SNMP Configuration — - e
(] ACL Configuration
#{1] QOS Configuration | [
(] IP Basic Configuration
(] AAA Configuration PoE Port | PDIPAddress | PD Query Interval (Sec) PD Timeout Number PD Boot Time (Sec) |  PD Reboot Times.
# () MSTP Configuration gelit [ NA [ 5 3 120 B
# (2] IGMP SNOOPING Configuration gelR2 [ N/A [ 3 120 0
& (1] GMRP Configuration ge1i3 [ NA [ 3 120 0
(] EAPS Configuration gelid | NA [ 3 120 0
# (] RMON Configuration gelis | NA | 3 120 0
®{] Cluster Management gel’ | NA [ 3 120 0
(1 ERPS Configuration gelr NA [ 3 120 0
gel/d NA | 3 120 0

=3 Log Management
2 Log Information

=3 PoE Power Control
5 PoE Port Configuration
) PoE Policy Configuration
) PD Query Configuration

Ha panHonm cTtpanvue WEB  wHTepdbenca npeacrtasneHa
KOHUrypauuss HacTpoek KOHTPOMs aHTM3aBWCaHMSA MOAKIMIOYEHHOMY K
kommyTatopy POE obopygoBaHus. [ns HacTpowku AOCTYMNHbI cnegyolme
napameTpbl:

- POE port — Bbibop HOMepa nopTa (U3 BbinagaroLero cnucka);

- PD IP address — IP agpec PoE nogkntoyeHHoro o6opyaoBaHus;

- PD Query Interval — wHTepBan oTnpaBkM 3anpocoB K PoE
obopynosaHuio B npegenax 2...30 cek (npegyctaHoBNeHHoe Bpems 5
CeK);

- PD Timeout Number — konuyecTtBo 3anpocos k POE obopyaoBaHuio,
KOoTopoe MoXeT ocTaBaTeca 6e3 otBetra B npegenax 2...10
(npepycTaHoBreHHoe 3HayeHue 3);

- PD Boot Time — makcumanbHOe Bpemsi Ans nepesarpy3ku PoE
o6opynoBanus B npegenax 30...600 cek (NpeaycTaHOBMEHHOE BpPeEMS

120 cek).
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12. U3meHeHue |IP agpeca kKommyTaTopa

: oo
[ =10 = ol lolo]
o
~
N SW-80802/L(150W) IP Address Configuration
{3 System C i f
B Basic i Line item VLAN ID IP Address / Subnet Prefix DHCP Client MAC Address
B Serial Information | 1 192. 168.0.3/24 x| Disable v 0028.2411.bdf1
B User Management 1 1 192.168.0.1/24 Disable 0028.2411.BDF1
8 safe Management
B SNTP Configuration Refresh Create VLAN Interface Delete VLAN Interface

B Jumbo Frame Configuratio
B Save Current Configuratior
B Configuration File
B File Upload
B System Reboot

#{] Port Configuration

#{] MAC Binding

&) MAC Fiter

() VLAN Configuration

(] SNMP Configuration

(] ACL Configuration

#{] QOS Configuration

1€ IP Basic Configuration
B P Address Configuration
&) ARP Configuration and Dis
[ Host Static Route Configur

(] AAA Configuration

Set IP Address/DHCP Client Delete IP Address Help

[nsa nameHeHns IP agpeca komMMmyTaTopa:

— Bwinonnute Bxog B WEB nHTEpdenc kommytaTopa;

— Bowgute B pasgen mento IP Basic Configuration, nyHkt IP Address
Configuration (Hactporika IP agpeca);

— yctaHoBuTe Line Item «1», DHCP Client «Disabley;

— BBeguTe HoBbIM agpec B none |IP Address/Subnet Prefix (agpec
OOKeH ObITb YHMKANbHBIM U HE OOMKEH NOBTOPSATLCS);

— Haxmute Set IP Address/DHCP Client (yctaHoBuTb apgpec),
cmapbil IP adpec asmomamu4ecku nepecmaHem
delicmeosama;

— BbinonHume noemopHbiii exod e WEB uHmepgbelic, ucnonb3ysi
HoebIl |IP adpec.

BuumaHue!

[ns coxpaHeHus Hosoro IP agpeca B 3HeproHe3aBUCMMOW NaMsTH
KOMMyTaTopa B pasgerne meHo System Configuration, nyHkt Save Current
Configuration (IMpocMoTp TekyLlen KoHUrypaLmnmn) CoOXxpaHnTe HacTporKu, B
NPOTUBHOM Ccriy4ae nNpw nepesarpyske KoMMyTaTopa OyaeT yCTaHOBIEH
npegbiaywui IP agpec. ObpaTnte BHMMaHWe, YTO HOBbIE NApaMeTpsl,
nommmo camoro IP agpeca, OomkHbI cogepxaTb NpedUKC Macku NoAceTH
(3HayeHwue B BuTax nocne cumeona "/". (Hanpumep: 192.168.0.1/24)
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13. TexHn4ecKme xapakTepucTukn*

Moaenb SW-808010/ILS(port 90W,720W)
O6Lee Kon-BoO NOPTOB 18
Kon-Bo noptoB FE+PoE -
Kon-Bo noptoB FE -
Kon-Bo noptoB GE+PoE 8
Kon-Bo noptoB GE i
(He Combo nopTbl)
Kon-Bo noptos Combo )
GE (RJ45+SFP)
Kon-Bo noptoB SFP 10
(He Combo nopTbl)
BcTpoeHHble ontuyeckme )
nopThbl
3Be3ga
Tononornv NoAKIMYeHNs Kackag
KomnbLO
Bydep naketoB 41 M
Tabnuubl MAC-agpecoB 8 K
MponyckHas
CMocobHOCTb
KOMMYTaLMOHHOW 56 out/c
MaTpuubl

(Switching fabric)

CkopocTtb obcnyxuBaHus
naketoB (Forwarding
rate)

1000 M6uTt/c — 1488,000 nakeToB/c
100 M6ut/c - 148,800 nakeToB/c
10 M6wut/c- 14,880 naketoB/c

Mopgepxka jumbo frame

16 K

CTaHﬂ,aprl 1 NPOTOKOJ1bI

IEEE 802.3 10Base-T Ethernet

IEEE 802.3u 100Base-TX

IEEE 802.3ab 1000Base-T

IEEE 802.3z 1000Base-X

IEEE 802.3x Flow Control & Back Pressure

IEEE 802.3af/at/bt Power over Ethernet

IEEE 802.1S IEEE 802.1d IEEE 802.1w IEEE 802.1X
RSTP/MSTP( Rapid Spanning Tree Protocol)

EPPS ring network protocol

EAPS ring network protocol
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Mogens SW-808010/ILS(port 90W,720W)

802.1Q VLAN

IGMP/MLD Snooping

DHCP Snooping

Internet Protocol Version 6 (IPv6)

Port Status, Statistics, Monitoring, Security, and Rate
Limiting, Loop Detection, Port Mirroring

PyHKUMM YPOBHS 2

CoS
ToS
KauecTtBo obcnyxnanusa | Diffserv mapping
(QoS) 802.1p port queue priority algorithm;

WRR, weighted priority rotation algorithm;
SP, WFQ priority scheduling modes

User Name / Password Protection
MAC Based Authentication

besonacHocTb User port+IP address+MAC address Support
ACL (Access control list)
WEB interface;
CLI, Telnet, TFTIP, Console;

YnpasneHue

SNMP V1/V2/V3 management
RMONV1/V2 management; RMON management

P1, P2: ocHOBHOe 1 pe3epBHOE NUTaHUE;
PWR: nHgnkatop owmnbKN CUCTEMbI;
Link: Ethernet;

ViHamkaTope! SFP: SFP-noptsl

PoE: nogaya PoE ;

HW: Tononorus «konbuo»

Pene aBapunHon DC24V,1A(HO, H3)
curHanusauum

CraHgaptel PoE IEEE 802.3af/at, IEEE 802.3bt
A 1/2(+) 3/6(-)
B 4/5(+) 7/8(-)

MeTtopg nogayn PoE

MounHocTtb PoE Ha oguH

0o 90 Bt
nopt (Makc.)
CymmapHasi MOLWHOCTb
PoE Bcex noptoB (Makc.) 720 Br
OHepronoTpebneHve 20 BT

(6e3 Harpysku PoE)
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Mopenb SW-808010/ILS(port 90W,720W)

DC 12-36V(2A)
(6e3 ncnonb3oBaHusa PoE)
DC 48-57V(15A)
Temnepatypa (peaunctueHbii): -40...+80°C (£ 0.5°C)

MutaHne™*
(c pesepBupoBaHnem)

[atuuk Temnepatypsbl 1 BnaxHocTb (emkocTHOR): 0...99% (£3%)
BNaXXHOCTWN Pasbem — TRS 3.5mm

UHTepdenc (undgposon): 1-Wire, nutanue (3.1-5.5V)
BcTpoeHHas 6 KB
rpososawmra
BcTpoeHHas
anekTpocTaTtnyeckas 8 kB
3awmTa
OxnaxgeHue KoHBekunoHHoe (6e3 BeHTUNsiTopa)
Knacc 3awmrsl IP40
Cnocob MoHTaxa Ha DIN-peliky (BepTuKanbHoO)
Paswmepb! (LUxBxI"), MM 50x208x130
Bec (6e3 ynakoBku), Kr 1.5
Paboyas Temnepartypa -40...+80°C
OTHocuTenbHas

0o 90% 6e3 koHAeHcaTa
BMNa)HOCTb

Mepenaya nHdopMauum o TemnepaType u
BaXXHOCTW OKpY>KatoLLen cpefbl C BHELLHEro
JononHutensHo Aatuuka.

Pexvm yBennyeHus ganbHOCTU nepegayn CMrHanos
00 250m. (Ckopocmb repedadu 10 Mbum/c).

* |_|p0VI3BO,D,VITeJ'Ib MMeeT NpaBo NSMEHATb TEXHUYECKUE XapaKTEPUCTUKN N30enna n
KoMnnekTauuko be3 npenBapuTenbHOro ysegomMmieHua.

**BROKN NUTaHMSA B KOMMMEKT NOCTaBKM He BXOOAT.

14. MapaHTnA

MapaHTMs Ha Bce obopynosaHne OSNOVO — 7 net (84 mecsaua) ¢
OaTbl NPOAaXM, 3@ UCKIIOYEHMEM aKKyMYMATOpHbIX GaTtapewn, rapaHTUNAHbIN
CpoK - 12 mecsLeB.

B TeuyeHue rapaHTUMHOIO cpoka BbINOMHAETCA GecnnaTHbIN PEMOHT,
BKIOYada 3an4yactu, Unm saameHa usgenuin npyu HEBO3MOXHOCTU UX PEMOHTA.

Moapo6GHas MHdopmMauus 06 yCroBusx rapaHTUNHOro
06CnyXMBaHMS HAXOAUTCS HA cakiTe WWW.0SNOVO.ru

4
240423 (4)
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MpunoxexHune A

Mpumep ncnonb3oBaHusa Bxoga Alarm Input kommyTaTopoB cepuum ILS ¢
BHELUHMM JAaTYMKOM BCKPbITUSI.

,D,BT‘-IMK BCKPBITUA

| ~ |
L 1
BITOK MMTAHWUA
I
+
| B4—
1= DC48v = AC 195-265V
N
[ononHUTEenbHbIN ey
WUCTOYHUK CUCTEMA
nuTaHua
OMNOBELEHWA

Cxema nogknoyeHns BHELLHEro gaTymka BCKpbITUs K Bxogy Alarm Input
KOMMyTaTopoB cepum ILS.

Oatunk BCkpbITMA Ana ynuuHbix ctaHuun OSNOVO cepun OS n OSP
no3BofsieT opraHu3oBaTb CUCTEMY OMOBELleHUs 00 OTKpbITUM aABepu
YAWYHOW CTaHuun. [aTuuk BCKPbITUSA NpeacTaBnseT cobon BbikMoyaTens C
HOpMarnbHO 3aMKHYTbIMW / Pa3OMKHYTbIMW KOHTakTamu. B 3aBucumoctu ot
CXeMbl MOAKIMIOYEHNA N TUNA UCMOMNb3yeEMbIX KOHTAKTOB AaTyuka, TpebyeTcs
nNpoBecTu cooTBeTCTBYlOWMEe HacTponkn Alarm Input Configuration n Alarm
Output Configuration B pazgene MoHutopuHr aatumkoB (Industrial Switch
Monitoring) WEB-uHTepdelica kommyTaTopa.

CornacHo NpuBEAEHHON BbILLIE CXeMe MOAKIIOYEHNs, KOMMYyTaTop nuTaeTcs
oT Bl HanpsbkeHnem DC48V (knemmbl P1). Ha Bxoa IN knemmMHOM konogku
KOMMyTaTopa MnofdaeTcsd HampshkeHume € Toro >xe 6roka nutanua DC48V
yepes3 [JaTuMK BCKPbITUS C HOPManbHO Pa3OMKHYTbIMWU  KOHTaKTamu
(BHumaHue! Kamezopuuyecku 3anpeuwaemcsi nodasame Ha kKremmbi [N
HanpspkeHue b6onee 56V). [Ons koppekTHOW paboTbl OMOBELleHUs Mo
NpVBELEHHOW CXEME AOMKHbI OblTb CAenaHbl crieaytowme yCTaHOBKM:
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B0D
op =
oo
8
8

-~ sang st

3 SW-70402/1LS On 008 @lanes!

System Temperature (C) Systom Temperature Upper
7 G (60-100°C)

Aot Tamperatire Upper

Ambent Humiity Upper
0 0- 100%) (0- 400W
Power in (Master V1, Stave V2) System Current (A)
Vi 006
Siave V2 Vottages (V) System Power (W)

Noemal
System 12V
109

* 21 MSTP Consueation
23 IGMP SNOOPING Conéuration Spsam 3N
* ) GMRP Configuration 329
+1 OVRP Contiuraton
¥ EAPS Configuration
3 RMON Canfguraton Atz Detoctin Metrod
13 Cluster Management
#_J ERPS Configuration
#J LLDP Configuration
= i Log Management
B Log Contguraton
) Log information Alarm Output Contiguration pload Faull Messags

Upload Faut Message
Reboot Port

Copynght (C) 2020 Asarm Output Made Port Falure. Exscutive Acton Executive Acton
OSNOVO ru

A nght reserved

Pasgen MonuTopuHr gatumkos (Industrial Switch Monitoring) WEB-
NUHTepdenca kommyTaTopa.

Alarm Input Configuration Upload Fault Message
Alarm Detaction Method Close Port Reboot Port
et/ Dget2 e1is (et
Figh Level v o Normai getia Norma
go13 Oge 2
g ge1/s (lge1
Alarm Output Configuration Upload Faut Message

Alarm Output Mode Port Fadure Executive Action System Conditon Failure Executive Action

get/t
e12

Alarm (Often Open) v 913 Norma
getid

gel/s
ool

System 12y
B Avarm input

- Alarm Input Configuration: cpabatbiBaHue (nepesarpyska nopta GE1/3,
OTMEYEH rarnkow) npu nogade HanpsXKeHUs BbICOKOTO YPOBHS (YCTaHOBMEHO
High Level, 5V < U <56V) Ha Bxog IN knemMmHoN KONOAKM.

- Alarm Output Configuration: 3ambikaHue KoHTakToB pene Al+ Al- Beixoga
Alarm Output (yctaHoBneHo Often Open) npu nogaye curHana BbICOKOro
HanpsbkeHus Ha BxoA IN knemmHon konodku (yctaHosneHo Alarm Input,
OTMEYEHO rankomn).

Takum o6pa3oM, Npy 3amMblKaHUM KOHTAKTOB BHELLHErO AaTyMKka BCKPbITUS Ha
knemmbl IN KONogKM NUTaHWUA NOLAETCA HANPSPKEHNE BbICOKOTO YPOBHS,
npovcxoaunTt nepesarpyska nopta GE1/3 n 3ambikaHne koHTakToB pene Al+
Al- Bbixoga Alarm Output.
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