OSNOVO

cable transmission

PYKOBOACTBO MO SKCIJ1YATALUMU

[poMmbiwwneHHble ynpasnsiemble (L2+) PoE
koMMyTaTopbl Gigabit Ethernet ¢ cyHkumnen
MOHUTOPUWHIa TeMnepaTypbl/BIaXKHOCTW/HANPSHKEHUS]

SW-80402/ILS(port 90W,180W),
SW-80802/ILS(port 90W,300W)

MNpexae 4yeM NpUCTynaTth K 3KCryaTauum nsgenus,
BHMMATENIbHO MPOYTUTE HACTOsALLEE PYKOBOACTBO

www.osnovo.ru

KDaal : MakcrmanbHO HagéxHoe poccuiickoe o6opyfosaHne CKY/ - COT - OC - ICb www.kodos.ru


http://www.osnovo.ru/

OrnasneHue

L HABHAUEHME ...ttt ettt e e e et e e e e e e e e e e e et e e e 6
P (1Y [T LT = T U= oS 7
3. OCOBEHHOCTIN OBOPYLOBAHMISI.....ceieeieeeeeeeeeeaiiieeeeeeeeasntaeeeaeeesasntaneeeaeeaaannntneeeeeesannnesnneens 7
4. BHELIHUA BUA N OMUCAHNE BITEMEHTOB ... cevuueirtneittieeeetieeettessstneesstneessstesseteessanaesernnas 8
4.1 BHELLHUI BUL «..oeeeeeetieeeeeeeeetee e e e e e eettee e e e e e e eetaa e e e e e e aaesaaaeeaeesastann e eaessssannnaeaesssnnnnnns 8
4.2 OnncaHne 3NEMEHTOB KOMMYTATOPE ...vvvvrreeeeiaurenneeeeesasannenneeesessansssnneeeessanmmnmeeeeeeans 9
LT I (oY a (a1 1o LS T T = YR 12
ST O3 1Y =W (oY a a1 S = 1< N 12
5.2 MNopkntoyeHne gaTtumka TEMNEPATYPbI Y BMIAKHOCTU ..couvierieeaieeiieenineesineenireanieeans 14
5.3 MOOKITHOUEHNE BIOKA TIATAHMS .....eeeeeeeeieeeeeeeeeeaie e e eeeeaateeeeseeeeaaaieeeeasssasanneeeesseenes 15
5.4 TToAKITIOYEHNE CUCTEMBI OMOBELLEHMS . .cvveiivvieeitieeetieeeeteeseteeseaaaessatneessaneessranns 16
6. MpoBepka PABOTOCTIOCOOHOCTI CUCTEMDI.......uvvereeeeisiieieeeaeeaaanenneeaeessannnnneeaeessannennneees 16
7. MNoparotoBka nepes ynpasneHMem koMmytatopoMm vyepes WEB-uHTepdenc* ™ .............. 18
8. MNoaroToBka nepef ynpasnexHvem komMMmytaTtopoM Yepes nopt CONSOLE................... 19
9. MopgroTtoBka nepen ynpaeneHnem kommytaTtopom vepes Telnet/SSH ..., 21
10. YnpaBneHue Yyepe3d WEB-nHTEp®ENC, OCHOBHBIE BMEMEHTBI .......vvvvieeeeiiiiireieaeeaanniens 23
10.1 CTpyKTypa AepPEBa HABUTALMM MO TPYMIIAM . ...eeeiierieirereeaaieeeeareraessseneeanneneesnseeeens 23
10.2 OnncaHne KHOMOK WEB MHTEPMEMCA ......ceueeeiiiiiiiiieeeeeeiiiiiieeeeessnneneeeeaeesannnenneeens 24
10.3 COOBLLEHMST 00 OLLUMDKE .......uuueuennnninnnneniineniannansnnsnnnnnnnnnnnnnnnnnnnnnnnnnnnnn 24
10.4 Nonsa ona BBOAA MHAOPMALIMUN UITN SHAYEHUM. ......uuuenennnnnniniiniiiniiiinnnnnnnnnnnnes 25
10.5 Mons co 3HAYEHNAMUN TEKYLLETO CTATYCE ..vveeeeeurrrrrreaessainrrennneeeeasnnnnnnneaeessannsnneeees 25
11. Onucanue pa3genoB MeHo WEB-MHTEPEENCA KOMMYTATOPA ....ecevrvrreearieriearieneasnnenes 26
11.1 TnaBHada cTpaHmLa WEB VHTEPMEMCA ......uuuuriiiiiiiiiii s 26
11.2 MoHuTopuHr aatymkoB (Industrial Switch MONItOriNg) .......cccvvvveeeeeieiiieieee e 27
11.3 KoHdpurypaums cuctembl (System Configuration) ...........ooocveveeieeeiiniiinieeeeeinnnnns 31
11.3.1 Basic Information (O6LUaa MHBDOPMALM) .....vveeeiiirreiiiieeaiieeeasiieeeasseneessnenas 31
11.3.2 Serial Information (MHdopmaums 06 nHTepcerice ynpasneHus
LG0T Y T Y = o] oo Y TSRS 32
11.3.3 User Management (VNHdopMaLMs O MOMB30BATEMAX) .....eervrerireerireerireanenens 33
11.3.4 Safe Management (ynpaBneHne 6€30MaCHOCTBIO) ..........eeivrerreerieeanieenninens 34
2

KDacl : MakcrmanbHO HagéxHoe poccuiickoe o6opyfosaHne CKY/ - COT - OC - ICb www.kodos.ru



11.3.5 SNTP Configuration (CYMHXPOHU3ALMSA BPEMEHM) .....cuvvreeiiinieiiieeeaieeeeennenes 35

11.3.6 Jumbo Frame Configuration (Beibop pasamepa Jumbo nakeTos) .................. 36
11.3.7 Current Configuration File (MpocMoTp TekyLlen KOHUrypauun).................. 36
11.3.8 Configuration file (CtapTtoBas koHurypaums, coxpaHenve ganna c
HACTPOMKAMI) ...ttt e st sttt et e et e et e st e sen e e teeeneesaneeneneennneas 37
11.3.9 File upload (3arpy3ka anna ¢ HACTPOMKAMM) .......uvvvereeeeeinnieeneeeeesannnennenens 38
11.3.10 System Reset ([epe3arpy3ka KOMMYTATOPA) ......c.vvrereeeeeirrirrereeeeessannnenneeens 39
11.4 Port configuration (KOH®UIYPUPOBAHNE MOPTOB) ....eeeiuvreeariirieairreeasiereeasiineesanenas 39
11.4.1 Common Configuration (BasoBas KOHOUTYPALMSA MOPTOB).....evvvreeeerrrreenennn. 39
11.4.2 Port statistics (CTaTnCTMKa PABOTBI MOPTOB) ..eeeeeiiiiirerreeeeiiiiieneeeeeeaaneenneeess 40
11.4.3 Flow Control (ynpaBrneHne NOTOKOM A5 MOPTOB) ......veruveerurrerireenireanieeaneeens 42
11.4.4 Broadcast storm control (ynpasneHue 3awmrton ot Broadcast storm)................ 42
11.4.5 Port rate limit (OrpaHn4eHne NponyckHOM cnocobHOCTU Ha NOPTax) ............ 43
11.4.6 Protected Port (3alUmMTa MOPTOB) ......uuieiirieeiiieeeiiieeeasitreessitreeasseeeeasseeeessnens 44

11.4.7 Learn Limit (OrpaHnyeHne makcumanbHoro konmdectsa MAC ans pabotbl) 45

11.4.8 Port Trunk Configuration (KoHcurypmrpoBaHue trunk’oB)..........cccceeeeveveennnn. 45
11.4.9 Port mirror configuration (3epKanuMpoBaHMNE MOPTOB)........ccvveeirrreearereearnenes a7
11.4.10 DDM information (MHdopmaumst o nogkntoyérHbix SFP mogynsx) ............ 48
11. 4.11 Cable Diagnosis (ITpOBEPKA KABEIIA) ....eeeveeeiiirirriieeeeeiaiieiieeeeesnnineneeaeeanns 48
11.5 MAC binding (NpuBs3ka MAC @OPECA) .....ceeiririeariiiieaiiiieasiinieestreeesteeessnineeesnees 49
11.5.1 MAC binding configuration (HacTtporika npueasku MAC agpecos) ............... 49
11.5.2 MAC Auto Bind (ABTomaTtuyeckas npmBsadka MAC agpecoB) ...........cccvveve... 50
11.6 MAC Filter (PUNbTP MAC @OPECOB).....cccuveieaiuirieaiiieieaaieiaaaireeastreaeseeeessineesanenes 50
11.6.1 MAC Filter Configuration (HacTtporika unetpa MAC agpecoB)................... 50
11.6.2 MAC Auto Filter (ABTomaTtudeckmit pmnbTp MAC agpecoB).........ceeevvvevnenn. 51
11.7 VLAN Configuration (HacTPoMKa VLAN) .......cciiiiiiiiiiiiieeiiiiiieee e 52
11.7.1 VLAN information (MHopMaumst 0 VLAN) .....ovveeiiiiiiiiee e 52
11.7.2 Static VLAN Configuration (HacTporka VLAN).......ccevvvieeeiiiiiiiiee e 53
11.7.3 VLAN Port Configuration (KoHdwurypaums noptoB VLAN) .......cccoveiviiiennnnen. 54
11.8 SNMP Configuration (Hactpoika SNMP npoTokona ynpaBneHns)..........ceeeeeneee. 55
11.8.1 SNMP Community Configuration (O6wwe HacTponku gnsa SNMP)............... 55
11.8.2 TRAP Target Configuration (Hactpornka TRAP yBeOOMNEHUN).................... 55

3

KDaal : MakcrmanbHO HagéxHoe poccuiickoe o6opyfosaHne CKY/ - COT - OC - ICb www.kodos.ru



11.9 ACL Configuration (Hactpoika Access Control List) .........cccccvvveeeiiiiiinineeeeseines 56

11.9.1 ACL Standard IP Configuration (HacTtporika ACL ans IP) ......ccccvveeeevvcivinennn. 56
11.9.2 ACL Extended IP (PacwupeHHas HacTponka ACL npasun gns IP).............. 57
11.9.3 ACL Configuration (Hactpoiika ACL npasun ¢ noMoLbto MAC) .................. 57
11.9.4 ACL MAC ARP Configure (Hactpownka ACL npasun ansa ARP ¢ nomoLybto
TR Y aTo 1= oo - ) SO PRPP PP 58
11.9.5 ACL information (Habop genctaytowmx ACL MPaBUm)........ccccvvveeeeeeeiniiennennn. 59
11.9.6 ACL reference configuration (Hactpoika ACL NpaBun) ........ccccceeeeeeeeiveennnnn. 60

11.10 QoS Configuration (Hactporika npegoctaBneHust Tpaduka ¢ pasHbiM

nT o) 7o ok (=3 (o] ¥ I TP EOR PP UPPPRPRN 60
11.10.1 QoS Apply (HacTtpoika npnopuTeToB Tpaduka Ans MOPTOB) ......ccvvvveeennee. 60

11.10.2 QoS Schedule Configuration (Hactpoiika pacnucaHusi npumeHeHunst QoS) 61

11.11 IP Basic Configuration (bazoBas HAaCTPOMKA IP) ...........ccociuuieiieeeiiiiiiiiieee e 62
11.11.1 IP Address Configuration (HacTtpoika IP agpeca KoMMyTaTopa) ............... 62
11.11.2 ARP configuration and Display (Hactpornka npotokona ARP n otobpaxeHune
TAOTIULBE ARP) ...ttt e et e e e e e e a e e e e et e e e e e e a i raraaeeeeannne 63
11.11.3 Host Static Route Configuration (Hactporika Tabnuubl Static
MAPLUPYTUBALMM) .ceevvieenieeeeauiteeeateeeeateeeeaasteeeaasteaeaasseessastseaaastseaeasbseesantaeeeasneaeanes 64

11.12 AAA Configuration (HacTpovika CUCTEMbl ayTEeHTUdMKALUM aBTOpM3aLun 1 ydeta

LoTo 1073 1 1 USRS 65
11.12.1 Tacacs+ configuration (HacTponka NPoTokona TacaCS+)......cueeevvviveereeeeenn. 65
11.12.2 Radius Configuration (Hactporika Radius cuctembl AAA) ........ccceeevveennnens 66

11.12.3 802.1x Configuration (HacTpoiika napameTpoB CUCTEMbI aBTOPU3aALMUN U
ayTeHTUUKaUMM NO CTAHAAPTY 802.1X) .eoiiiiiiiiie e e eciiiiee e e e es e e e e e e s e e e e e ennnees 67

11.12.4 802.1x Port Configuration (HacTtporka nopToB Afis1 CUCTEMbI aBTOpM3aLMK U

ayTeHTUUKaUMM NO CTAHAAPTY 802.1X) .ooiiiiiiiiiieeiiiiieee e 68
11.12.5 802.1x User Authentication Information (MHdopmaums o Bcex npoueccax
ayTeHTUUKaUMM NO CTAHAAPTY 802.1X) .eeiiiiiiiiiee e e e e e e st e e e e e s e e e e e ennnees 69
11.13 MSTP Configuration (HacTtpoiika paboTbl NPOTOKONa STP)........cccvvevviiniiiiiens 70
11.13.1 MSTP Configuration (OCHOBHbIE HACTPONKN MSTP) ......cccvvviiiiiiiiiiiene, 70
11.13.2 Port configuration (HacTponka MSTP Ha MOPTAX) ....vvvrreeeirrrrerireeeeanneeeneneas 71
11.13.3 Port information (O6was nHdopmaums o koHdurypaumm MSTP)............... 72

11.14 IGMP Snooping configuration (HacTtpoiika otcnexwvsanus IGMP Tpaduka)...... 73

11.14.1 IGMP Snooping configuration (Hactponku dpyHkuum IGMP snooping) ....... 73

KDaal : MakcrmanbHO HagéxHoe poccuiickoe o6opyfosaHne CKY/ - COT - OC - ICb www.kodos.ru



11.14.2 Multicast Group Information (O6was uHdopmaumns o IGMP) ..................... 74

11.15 GMRP Configuration (Hactpovika paboTbl npotokona GMRP) ...........ccccceeeenee. 74
11.15.1 GMRP Global Configuration (FmobaneHble HacTponkn GMRP).................. 74
11.15.2 GMRP ports configuration (Hactponika GMRP Ha NOPTaX).........cccvvveeenunne. 75
11.15.3 GMRP State machine (O6was nHdpopmaums 0 GMRP) ..........cccevviiieennn. 76

11.16 EAPS Configuration (HacTtporka paboTbl npotokona EAPS)..........cccceveeeeiinnes 76

11.16.1 EAPS Configuration (OcHOBHble HacTpoWiku paboTbl npoTokona EAPS).... 76
11.16.2 EAPS information (CeogHas MHdopmaumsa o paboTe npoTtokona EAPS) ... 77

11.17 RMON Configuration (Hactponka pabotbl npotokonia RMON).........ccccceeeeeinnes 78
11.17.1 RMON statistics (HacTtponka rpynn ctatuctuku ansga RMON) ..................... 78
11.17.2 History Configuration (HacTtpoinka rpynn npeabictopumn ans RMON).......... 79
11.17.3 Alarm Configuration (HacTponka rpynn aBapuiiHbIX CUrHAMOB) .................. 80
11.17.4 Event Configuration (HacTporika rpynn cobbituin ansg RMON) ................... 80

11.18 Cluster configuration (HaCTPONKA KIMACTEPA) .....vvveeiriirieiiiirieaniieeeesineeesiinee e 81
11.18.1 NDP configuration (Hactpovika npoTokona NDP) ..........cccoccvveivieeeinnivnnnnnn. 81
11.18.2 NTDP Configuration (Hactporka npotokona NTDP).........ccccvvviiiniiieinnnnn. 82
11.18.3 Cluster Configuration (HacTporiKa KNacCTePa) ........cccveeurerrrenveenreenieeaneeenns 83

11.19 ERPS Configuration (HacTponka ERPS) .........ccociiiiiiieeiiiiiiieee e 85
11.19.1 ERPS Configuration (Hactponka npotokona ERPS)............ccccceeiviiienen. 85
11.19.2 ERPS Information (MHdopmaumnsa o pabote ERPS) .......ccccovvveiiiiieiiinnn. 85

11.20 Log management (YNpaBrieHNE 3arMUChO JTOTOB).......ceeeesrrrrrerreeesannenneraeeesannnens 86

11.21 POE Power Control (YnpaBneHve napametpaMu POE) ..........ccccoevvieiniineennnnn. 87
11.21.1 POE Port Configuration (Hactporika napameTpoB POE)..............cccceeeeneee. 87
11.21.2 POE Policy Configuration (Hactpowika pacnucanms POE).............cccccvvvee.. 88
11.21.3 PD Query Configuration (KoHTponbe POE 060pyAOBaHUS) ........ccvvvveiveiinene 89

12. VI3MeHEHME IP apECa KOMMYTATOPA ...vvvreeeiiiuiiirrieaeeiauiitreeeeessanssteneeeesssantsnneeaessannees 90
13. TEXHUUECKNE XAPAKTEPUCTUKM™ ..oeeeeiiiiieeeeeeeeeiiaeeeaeesaasteaeeaaessannnseaneaeeesansnnnnaaeesannsens 91
IR o =T 1 TP PP PPPPPPPPPPRIN 93
15, TIDUIIOKEHME A ...ttt e e e e ettt e e e e s ettt e e e e e e annbaaeaeeeeeannnees 94
16. MpunoxeHne B FabaAPUTHBIE PABMEPDI ......cccieuvrurireeeeaiiiireeeeeesaaeeeeraeesaasrennreaeasaannees 96

5

KDaal : MakcrmanbHO HagéxHoe poccuiickoe o6opyfosaHne CKY/ - COT - OC - ICb www.kodos.ru



1. Ha3Ha4yeHue

MpombiwneHHble ynpaensemble (L2+) PoE kommyTtatopbl Gigabit
Ethernet SW-80402/ILS(port 90W,180W) n SW-80802/ILS(port 90W,300W) ¢
dyHKUmEN MOHUTOPUWHra TemnepaTypbl/BMaxXHOCTU/HANPSKEHUS]
npegHasHayeHbl AONA  CUCTEM MNPOMBILUMIEHHOTO MNPUMEHEHUs U Ans
YCTAHOBKM B ynu4uHble cTaHumm OSNOVO. OTnnmuuTensHon 4epTon
KOMMYTaTOpPOB SABMNSETCH BO3MOXHOCTb YAANEHHOr0 MOHUTOPUHIa HanpsXeHus
NUTaHWs, TEMNepaTypbl U BNaXXHOCTW OKpy>KatoLLen cpeabl.

MaBHOE oTnMyMe mModenew 3akn4vyaeTcs B KONUMYECTBE OCHOBHbIX
noptoB. KommyTtatopbl SW-80402/ILS(port 90W,180W) n SW-80802/ILS(port
90W,300W) wumetoT 4 wn 8 ocHOBHbix nopToB Gigabit Ethernet
(10/100/1000Base-T) cooTBeTCTBEHHO. Kaxabli U3 NMOpTOB COOTBETCTBYET
ctaHgaptam PoE IEEE 802.3aflfat wn aBTomaTudeckum onpegenser
nogkntovyaemble PoE-ycTponcTtea, kpome TOro, nepeblid NOPT nogaepxumsaeT
ctangapt PoE IEEE 802.3bt (makcumarnbHas molHocTb POE paBHa 90BT).
OObuwasa BbIxogHast MolHOCTb cocTaBnser Ao 180Bt m pgo 300BT
COOTBETCTBEHHO Mogensam. PyHkuma POE MoXeT ObiTb OTKMOYEHa uWIu
BKIIOYEHA ANs Kaxgoro noprta B oTaenbHocTM yvepe3 WEB wHTepdpenc.
Tawkke kommyTaTopbl MMeT QyHKkumio PoOE Alive, aBTomMaTuyecku
BOo306HOBNALLWYO nogady POE, ecnv nogkntoyYeHHoe yCTpOMCTBO 3aBMCHO.

Kpome Toro, kommyTaTopbl OCHalleHbl 2Ms Gigabit Ethernet Uplink
noptamm SFP (1000Base-X). B kadectBe SFP-mogynen pekomeHOyetcs
ucnonb3oBaTb MPOMbILINEHHbIE MOAYNU C paclUMpPEeHHbIM TeMnepaTypHbIM
ananasoHom (ckopocTb SFP-noptoB — 100 M6ut/c unn 1 TGMT/C — MOXHO
HacTpanBaTb Yepe3 WEB-nHTepdenc kommyTtaTopa).

B o6oux mogensax komMyTaTopoB npeaycmMoTpeH nopt Console (RJ-
45) pgna  ynpaBneHWs KoOMMyTaTopamm 4epe3 uHTepdenc RS-232.
KommyTtaTtopbl HacTpansatoTcs Yepe3s WEB-uHTepdenc n numeroT MHOXeCTBO
dyHKunn L2 n L2+ ypoBHs, Takmx kak: VLAN, IGMP snooping, STP, EAPS,
QoS u gp.

KomMmyTaTtopbl MOryT nuTatbCs OT ONOKOB NMUTAHWUSI HaNpshKEHWEM
DC12-57V, obnagatoT BO3MOXHOCTbLIO MOAKITHOYEHMSI UCTOYHUKA PE3EPBHOIO
NUTaHUA U PYHKLMEN ONOBELLEHUS MPU ero OTKMYEHUN.

KommyTatopbl Mopgenen SW-80402/ILS(port 90W,180W) un SW-
80802/ILS(port 90W,300W) mnmetoT TemnepaTypHbiM pexum -40...+80 °C,
YTO MO3BOMSET IKCMNNyaTMPOBaTb UX B MPOMbILUNEHHbIX HeoTannmBaeMblX
noMeLLeHns Unn ynnyHbix ctaHumax OSNOVO.
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2. Komnnekrauyusa*

SW-80402/ILS(port 90W,180W)

1. KommyTatop SW-80402/ILS(port 90W,180W) — 1w
2. KnemmHag konogka 6-pin — 1uuT.

3. [latumk Temnepatypbl 1 BAAXHOCTM - 1T,

4. KpaTkoe pyKoOBOACTBO MO aKcnnyaTaumm —1wT.

5. PykoBoacTteo no akcnnyataumm Ha CD — 1wT.

6. YnakoBka — 1WT.

SW-80802/ILS(port 90W,300W)

1. KommyTatop SW-80802/ILS(port 90W,300W)— 1.
2. KnemmHas konogka 6-pin — 1.

3. Jatunk Temneparypbl 1 BNaXXHOCTU - 1wiT.

4. KpaTkoe pykOBOACTBO MO aKchnyataumm —1wr.

5. PykoBoacTteo no akcnnyatauum Ha CD — 1w

6. YnakoBka — 1LT.

3. OcobeHHOCTU 0OOpyAOBaHUSA

e B0O3MOXHOCTb yAaneHHOro MOHUTOPUHIa TakMx nokasatenem, Kak:
- TemnepaTypa Ha BHeLUHEM AaTyuke
- BnaxxHocTb Ha BHelLHeM JaTyuke
- HanpsixeHne nuTaHns Ha OCHOBHOM M pe3epBHOM Brokax NUTaHus

e MakcumanoHas mowHocTe PoE Ha nepsom nopty — go 90 Br,
cooTBeTcTBME cTaHaapTam PoE IEEE 802.3 af/at/bt;

e PaspaboTtaHbl and akcnnyatauMuM B MPOMbILWSIEHHBIX YCOBUSAX:
paboyasi Temnepartypa -40...+80°C, IP40, nogxogaT Anst yCTaHOBKU
B ynn4Hble ctaHuun OSNOVO;

o [loppepxka dyHkumi L2 ypoHa (VLAN, IGMP snooping, QoS u
TA.), BblCOKasi HagexHocTb cetn (RSTP, MSTP, EAPS);

e Hactponka wn ynpaBneHve uyepe3 WEB-uHTepdelic, Console u
Telnet/CLI;

e  ABTOMaTMYECKMI/PYYHON BbIOOP pexuma yBEenMYEeHUs AarbHOCTU
nepegaym curHanos go 250m. (Ckopocmse nepedayu oepaHuyeHa 10
M6um/c).

KDaol : MakcrmanbHO HagéxHoe poccuiickoe o6opyfosaHne CKY/ - COT - OC - ICb www.kodos.ru



4. BHewHuW BMAO U ONUCAHME INIEMEHTOB

4.1 BHeluHu# BUA

SW-80402/ILS(port 90W 180W) SW-80802/ILS(port 90W 300W)

[atumk TemnepaTypbllanax(Hocm

Puc.1 KommyTaTtopbl SW-80402/ILS(port 90W,180W) n SW-80802/ILS(port
90W,300W), gaTtuuk TemnepaTypbl/BNaHOCTU C Kabernem A58 NOAKI0YEHNS
K KOMMyTaTopy (BHELLHWIA BUA)
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4.2 OnucaHue 3nNieMeHTOB KOMMyTaTopa

1 1
i 2 2
LN 3 3
B
4
H =} 4
5
6
6
5 8GE + 2SFP
14
SW-80402/ILS SW-80802/ILS
(port 90W 180W) (port 90W 300W)

Puc. 2 KommyTaTtopbl SW-80402/ILS(port 90W,180W) n SW-
80802/ILS(port 90W,300W), paszbembl, KHOMKX U MHANKATOPbLI NepeaHen
naHenu, AaTtynk TemnepaTypbl/BNaXXHOCTH

DC:12-57(SW) DC:37-57(PoE)

(e

H

I eles ey

7 8 9 10 11 12 13

Puc. 3 KommyTaTtopbl SW-80402/ILS(port 90W,180W) n SW-80802/ILS(port
90W,300W), pasbembl 1 KHOMKM BEPXHEN NaHEN
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Tab.1 HasHaueHue pa3bemMoB, KHOMOK U MHAMKATOPOB KOMMYyTaTtopoB SW-
80402/ILS(port 90W,180W) n SW-80802/ILS(port 90W,300W)

Ne
O603HauyeHue Ha3HauyeHue
n/n
SW-80402/ILS(port 90W,180W)
LED-nHaukatopbl SFP-noptoB 5 1 6. lNopat npwu
5 NOAKIYEHNN SFP-moaynen (8  Kommnnekm
6 riocmasku He 8xo05sim).

PWR LED-nHOuKaToOp  COCTOAHMSA  cuctembl. [oput
3eneHbiM o 30 cek — cuctema 3arpyxaetcs. [foput
6onee 30 cek — cuctema HeucnpasHa.

1
SW-80802/ILS(port 90W,300W)
LED-unHamnkatopbl SFEP-noptoB 9 1 10. Mopat npwm
9 nogknoveHun  SFP-mogynen (8  KoMmnsekm
10 rnocmasku He 8xo0sim).

PWR LED-MHOMKaTOp  COCTOAHMSA  cucTembl.  [oput
3eneHbim go 30 cek — cuctema 3arpyxaetca. Foput
6onee 30 cek — cuctema HencnpasHa.

2 HW RET KHonrka ObicTporo BblIOOpa Tononoruu
NOAKIMIOYEHUS KKOMbLOY.
SW-80402/ILS(port 90W,180W)
LED-ungukatop nogkntodeHust 1ro, 6noka nuraHus.
lopuT 3eneHbiM - nopjaetca nutaHue. Muraet
YyacTo — nuUTaHMe He COOTBETCTBYET HOMWHany.

P1 MwuraeT pegko — nMTaHue B pesepse.

3 P2 LED-MHAMKaTOp NOAKNYeHns 2ro, 61oka nuraHus.

HW lopuT 3eneHbIM - nopjaetcsa nutaHue. Muraet
YacTo — MUTaHMe He COOTBETCTBYET HOMUHany.
Mwuraet pegko — nuTaHue B pesepse.
LED-unagukatop Tononornv  «koneuo». [oput
3€er1eHbIM — NOAKIIOYEHNE MO TOMOSOMMN «KOJSTbLIOY.
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Ne
n/n

O6o3HavyeHne

HasHa4yeHne

V1
V2
HW

SW-80802/ILS(port 90W,300W)
LED-uHgukaTop nogknoyeHus 1ro, 6noka nutaHus.

"opuT 3eneHbIM - nogaeTcsa nutaHue. Muraet
YacTo — MUTaHUe He COOTBETCTBYET HOMUHANY.
Mwuraet pegko — nMTaHue B pesepse.
LED-mHaukaTop NoaknyeHnsa 2ro, bnoka nuTaHus.
loput 3eneHbiM - nogaetca nutaHue. Mwuraet
YyacTo — nuUTaHMe He COOTBETCTBYET HOMUHany.
MwvraeT pegko — nMTaHne B pe3epBe.

LED-nHanKaTop T0N0A0MMK «KOMbLo». foput
3eneHbIM — NOAKMYEHME MO TOMOMNOMMN KKOSTbLOY.

SW-80402/ILS(port 90W,180W)
SFP-nopTbl 5 1 6 ons noakntoYeHna KommyTaTopa

K OMNTMYECKUM §MHUSM cBA3M (SFP-mogynu 8
KOMIieKm rnocmaeku He 8xo0sm).

SW-80802/ILS(port 90W,300W)

SFP-noptbl 9 1 10 gns noAknNYeHNa KomMmyTaTopa
K ONTUYECKMM nuHuAM cBa3m (SFP-mogynn e
KOMIieKm rnocmaeku He 8xo0sm).

Console

Pasbem RJ-45 ana nogkniwouyeHus KommyTtaTopa K
COM nopty K pgna ynpaBneHns uMm uyepes
UHTepdenc RS-232

1234

SW-80402/ILS(port 90W,180W)
Pasbembl RJ-45 ¢ LED-uHgukaTopammn ans

nogknoyeHns cetesBblx POE  ycTponcts  Ha
ckopoctun 10/100/1000 M6wuT/c.

["opuT 3eneHblt — NOAKMIYEHO YCTPOMUCTBO.

FopuT opaHxeBbIn — nogaetcsa PoE

1234
5678

SW-80802/ILS(port 90W,300W)
Pasbembl RJ-45 ¢ LED-uHgukatopamn ans

nogkntoveHus ceteBblx PoE  ycTpoictB  Ha
ckopocTtun 10/100/1000 M6wuT/c.

MopuT 3eneHbin LED — noaknioYeHo yCTPOMCTBO.
"opuT opaHxeBbin LED — nogaetcs PoE

Al+ Al-

KnemmHas konogka 2-pin Bbixoga Alarm (pene
TMNa «CyXoW KOHTakT», cM. N.11.2 cTp.28).
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Ne O6o3HauyeHue HasHaueHue
n/n
8 RET KHonka nepesarpysku
9 ™S Pasbem TRS 3.5MM Ons noaknioo4veHus gaTtyuka
TeMnepaTypbl/BNaXHOCTH.
10 P1 YacTb KNnemMMHOW Konoaku 6-pin gnst Nogkno4eHms
P- P+ ocHoBHoro Bl DC 48-57V (P1)*
11 P2 YacTb KNeEMMHOWN KONoAkM 6-pin 4nst NOAKNIOYEHMS
P- P+ pesepsHoro bl DC 48-57V (P2)*
12 IN YacTb knemMHOM komnogku 6-pin (Bxoa) Ans
NOAKNIOYEHUS KOHTPOJNIMPYEMOIO HaMNPSHKEHMS.
13 BuHTOBas knemma gnsi NOOKNIOYEHMS KOMMyTaTopa
K KOHTYpY 3a3eMJsieHus.
Jdatynk Temnepatypbl/BRaXHOCTH € pasbemom TRS
14 3.5Mm onsa nogkntoyeHus kabenem kK pasbemy (9)
KoMMyTaTopa (kabenb BXOAUT B KOMMIIEKT).

*npu nutadmm DC 12-36V dyHKumsi POE He akTMBHa

5. MoaknoyeHune

5.1 Cxema nogkno4veHus

SW-80802/ILS(port 90W 300W) SW-80802/ILS(port 90W 300W) SW-80802/ILS(port 90W 300W)
(SW-80402/ILS(port 90W 180W)) (SW-80402/ILS(port 90W 180W)) (SW-80402/ILS(port 90W 180W))
OnTuyeckuin kabens OnTuyeckuin kabens OnTuyeckuit kabenb ~
GH—> — > A +—2—>
w unm unu unu K yCTpOWCTBaM
Cat 5e Cat 5e Cat 5e O optom
cLi< RS-232 >
2xDC 48-57V ZxDC 48-57V 2xDC 48-57V
B o DRI
w =
8 Qo Aawm( 8 8
w rd Temneparypb! s ®
S g Enax(':oc);% S S
PTZ xamepa PTZ kamepa PTZ kamepa
Ao 90W Ao 90w Ao 90W
» |1 ﬁ % 5 4 j
o 8(4) PoE-kamep Ao 8(4) PoE-kamep no 8(4) PoE-kamep

Puc.4 Tvnosas cxema noaknNtoYeHNa KOMMYTaToOpPOB
SW-80402/ILS(port 90W,180W) n SW-80802/ILS(port 90W,300W)
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5
n:: Cat 5e Cat 5e m

\/ KopHeBoi1 kommyTaTop

YaaneHHbIi MOHUTOPUHT B CepBepHo

WiFi poytep

SW-80402/ILS
(port 90W 180W)

SW-80402/ILS
(port 90W 180W)

SW-80402/ILS
(port 90W 180W)

8 2 fiber 8
(oo o)) o,
© © ©
O o o
PTZ kamepa PTZ kamepa
Ao 90w no 90w

- -

o 4x PoE-kamep 0o 4x PoE-kamep

Puc.5 KonbueBas cxema nogknioyeHnsa KOMMyTaTopoB
Ha npumepe SW-80402/ILS(port 90W,180W)

13

KDADI : MakcrmanbHO HagéxHoe poccuiickoe o6opyosaHne CKY/ - COT - OC - ICb www.kodos.ru



5.2 MNopknioyeHne paTymka TeMmnepaTtypbl U Bl1aXHOCTU

BHewHun patuvk npegHasHadyeH Ons nepejadn uHdopmMauum o
TemnepaTtype (°C) n BnaxHocTn (%) oOKpyxalllen cpeabl, MCMonb3yeTcs
umdpoBon MHTepdelc Ha ocHoBe NpoTokona 1-Wire. [JaTumk nogkniovaeTcs
KOMMIEKTHbIM kabenem kK pasbemy TRS 3.5mm Ha kommyTtaTtope (Puc.6).

AaTynK
Temneparypbl
BNa)KHOCTM

Z|
z

+
o
ol

>
a
a

1-Wire

Punc.6 Cxema noaknioyeHns BHELHEro AaT4mKka TeMnepaTypbl U BNaXXHOCTU

[ns KOHTpoOns 3Ha4YeHUn TemnepaTypbl/BNaXXHOCTU U HaMNpPsPKEHUs
NUTaHWs UCMONb3yeTcs COOTBETCTBYlLWaAsa cTpaHuua WEB wuHTepdelica
(Pvc.7). NMogpobHasa nHdopmaums 0 MOHUTOPWHIE NapamMeTpoB HAXOAUTCS B
n.11.2 HacTosILen AOKYMEHTaUUN.

‘d Managed Switch Industrial Switch Monitoring Platform
=3 Industrial Switch Monitoring

1) Industrial Switch Monitoring I Ring Control
(] System Configuration | Oon ®@off
#{_] Port Configuration

#{_) MAC Binding

#{_) MAC Filter

#{_] VLAN Configuration
#{_) SNMP Configuration
#{_) ACL Configuration
#{_} QOS Configuration
] IP Basic Configuration
#{_] AAA Configuration
#{_] MSTP Configuration
®{_] IGMP SNOOPING Configuration
#{_] GMRP Configuration
#{_) EAPS Configuration

System Temperature (°C)
23.51

27.08
Ambient Humidity (%)
2286

s e
Ambient Temperature (*C)

PoE
Master V1 Voitages (V)

o
Normal
System 3.3V
323

Puc.7 KoHTponb HanpsXXeHus NnuTaHus, napameTpoB
TeMnepaTypbl/BNaXXHOCTUN OKpyXatoLwen cpeabl Yepes Yepes Web-
nHTepdenc kommytatopa
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5.3 NoaknoyeHue 6noka NUTaHUA

e BJIOK MUTAHKA 2
E= i
5 0 o V+ = !
1 —Rv o AC 195-265V
L e N
Ly

BNOK MUTAHKA 1

L
&= V+ -
- = AC 195-265V

Puc.8 Cxema nogkroyeHns GrioKoB NUTaHNUA K KOMMyTaTtopam SW-
80402/ILS(port 90W,180W) u SW-80802/ILS(port 90W,300W)

BHumaHue'!

- Mepen ycTaHoOBKOW 1 MNOAKIIOYEHUEM KOMMYTaTOpa OTKMUUTE NMUTaHKE.
- MNopgknioyarnte kabenn OT OMOKOB NUTAHUS K KIEMMHOW KoJogke
KOMMyTaTopa CTporo cobntogas nonspHoCTb.
- Wcnonbaynte Gnoku MUTaHUA COOTBETCTBYHOLLEN MOLYHOCTU (3aBMCUT OT
MOZENV KOMMyTaTopa, 8 KOMIIEKM 10CmMaeKku He 8xo005im):
AC195-265V/DC12-57V(4A) ans SW-80402/ILS(port 90W,180W)
AC195-265V/DC12-57V(6.5A) onsa SW-80802/ILS(port 90W,300W)
- MNpun HacTporike koMMyTaTopa WUH(OPMaLMI0 O MaKCUMarbHOW MOLLHOCTU
ucnonssdyemoro Bl cnegyetr BHectn B none Total Power pasgena
«Hactporika napameTtpoB PoOE» Web-uHtepcenca kommyTtaTopa Ans
aBTOMaTUYeCcKoro pacyeta Tekyllen Harpysku PoE. MNpoueaypa onucaHa B n.
11.21.1 HacTosiLero PykoBoacTBa Mo aKcnfyaTaunum kKoMMmyTaTopa.
- [Ona obecnevyeHuss YHKUMOHMPOBAHUS BCTPOEHHOW pO303alUnThI
HeobX0AMMO HaeXHo 3a3emnnTb Kopnyc kommyTaTtopa (13) puc.3.
- MakcumansHaa mowHocTb POE Ha oamH nopt - 30 BT. MepBbii nopT
MMeeT BO3MOXHOCTb nogasatb POE mowHocTeio Ao 90 BT metogom A n B.
- B cnyyae oGHapyxeHus HeMcrnpaBHOCTEN He pa3bupanTe yCTPOMCTBO
N HEe PEMOHTUPYNTE €ro CaMOCTOATENbHO.
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5.4 NMopkno4YyeHne cUCTEMbI ONoOBeLLeHUsA

KommyTatopbl SW-80402/ILS(port 90W,180W) n SW-80802/ILS(port
90W,300W) wumetoT penenHbin Bbixog Tuna cyxon koHTakt (NO) ans
BKITIOYEHUS] CUCTEMbI TPEBOXHOIO OmnoBelleHus. PenenHbln  BbIXo4
noadepXuBaeT YnNpaBieHWe WCMOSTHUTENbHLIMU YCTPOWCTBaMKU (CUpeHa,
cBetognogHoe Tabno u T.4.) MOLWHOCTbIO He Bonee 24 Bt. HanpsihkeHue
WCTOYHMKA MUTaHWS, NOAKMIOYEHHOTO K penemHoMy BbIXOA4Y, HEe [OIDKHO
npeebiwaTte 24 B noctosiHHOro toka. TOK, npoxogswun depes pene, He

pomnxkeH npesbiwatsb 1 A (Puc.9).

Z

- [ononHutenbHbI @

H MCTOYHUK CUCTEMA

d nUTaHNs OMOBELLIEHMS

Pnc.9 Cxema noaknoyeHnst CUCTEMbI OMOBELLEHMS K KOMMYyTaTopam
SW-80402/ILS(port 90W,180W) n SW-80802/ILS(port 90W,300W)

6. MNMpoBepka paboTOCNOCOGHOCTM CUCTEMDbI

Mocne nogkniodeHus kabenen K pasbéMam M Mnogady NUTaHUS Ha
KOMMyTaTop SW-80402/ILS(port 90W,180W) (SW-80802/ILS(port
90W,300W)) moxHo ybeamTbcs B ero pabotocnocobHOCTH.

Mogkntounte kommyTaTop Mexay Aeymsi MK ¢ um3BecTHbiMK  |P-
agpecamu, pacnonaralowmMmnca B ogHoW noaceTun, Hanpumep, 192.168.0.2 u
192.168.0.3.
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Ha nepsom komnbtoTepe (192.168.0.2) 3anyctute KOMaHOHYK CTPOKY
(BbInONHMTE KOMaHAy cmd) 1 B NOSIBMBLUEMCS OKHE BBEAMTE KOMaHAY:
ping 192.168.0.3
Ecnu Bce nogkntoyeHo NpaBuIiibHO, Ha 3KpaHe MOHMTOPa 0TOBpa3nTCst OTBET OT
BToporo komnbtoTepa (Puc.10). 3To0 cBuaeTenscTByeT 00 MCNpaBHOCTU
KOMMyTaTopa.

WINNT\System32',command.com

:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

3
5 i bytes=32 time<iBms T
Reply from 192.168.1.1: by tine<1@ns

Ping statistigs for 192.168.1.
Packets: Sent = 4, R

Approxinate round trip tlme“ in milli-
Mininum = @ns, Maxinum = @ns, Average =

Puc.10 [aHHble, oToOpaxatoLmecs Ha akpaHe MOHUTOpa, nocre
ncnonb3oBaHna KoMaHapl Ping.

Ecnu oteBeT ping He nonydeH («Bpemsa 3anpoca wuctekno»), TO
cnegyeT NpoBepUTb COeAMHUTENBHLIN kKabenb n IP-agpeca KOMMNbIOTEPOB.
Ecnu He Bce nakeTbl ObINW NPUHSATLI, 3TO MOXET CBMAETENbCTBOBATL!
- 0 HM3KOM KayecTBe Kabens;
- 0 HeucnpaBHOCTM KOMMYyTaTopa;
- 0 Momexax B fIMHUN.

MpumeyaHue:

MpUYMHBI NOTEPU B ONTUYECKON NMHMN MOTYT ObITb BbI3BaHbI:
HeuncnpasHoOCTLIO SFP-Moaynen

nsrnbamu kabens

6onNbLINM KONMYECTBOM Y3M0B CBapku

HencnpaBHOCTbIO NN HEOOHOPOAHOCTBIO ONTOBOJSIOKHA.
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7. MogroTtoBka nepepn ynpaBneHMemM KOMMYTaTOpoOM 4Yepes
WEB-uHTepdenc**

Web-nHTepderic nossonsder rMbKoO HacTpauBaTb W OTCEXMBATb
COCTOsIHME KOMMYyTaTopa, ucronbays bpaysep (Google Chrome, Opera, IE 1 10)
13 noboM TOYKN B CETU.

Mpexge, Yem npuUCTyMUTb K HacTpomke kommyTatopa udepe3 Web-
uHTepdeic, Heobxoammo ybeautbest, uto Baw MK 1 koMMyTaTop HaxoasTcA B
ogHon ceTn. YToBbl nmpaBunbHO ckoHdurypuposatb Baw [MK wncnonbsyinte
CrnefyoLLyIo NOLIAroBy UHCTPYKLMIO:

1. Yb6eputech, 4To ceTeas kapTta B Bawem 1K yctaHoBneHa, paboTaeT u
nogaepxveaet TCP/IP npoTtokorn.

2. MMopkntounte mexay cobon kommyTatop u Baw [1K, ncrnonb3ys narty-
kopa RJ-45

3. To ymonuaHuo IP-agpec kommyTatopa: 192.168.0.1. KommyTtatop u
Baw [MK pgorkHbl HaxoauTbCca B ogHoln nogcetun. Namenute IP agpec
Bawero K Ha 192.168.0.X, rae X-uucrno ot 2 go 254. MNoxanyicTa,
ybegutechb, uto IP-agpec, koTopbii Bbl HasHavaeTe Bawewmy [K, He
cosnagan c IP-agpecom KommyTaTopa.

& Ethernet Properties

s [y | temet Protocot Version 4 (TP roperties I

General
Connect using:
& Qualcomm Atheros ARBT71/E175 PCHE G| | You can get P settings assigned automatcaly  your network supports
- this capablity. Othervase, you need to ask your network admnestrator
for the appropriate IP settings.

This connection uses the folowing items. Obtan an [P address automaticaly
) QoS Packet Scheduer ® Use the following [P address:

4- Microsaft Network Adapter Mukiplexcr P
4 Microsoft LLDP Protocol Diver

4. Link-Layer Topology Discovery Mapper | Subnet mask: 255 .255 .255 . O
4 Link-Layer Topology Discovery Respond|
4- Itemet Protocol Version 6 (TCP/IPYE)
4 Intemet Protocol Version 4 (TCP/1Pvé)

1P address: 192.168.2 .33

Defautt gateway:

AR R

@) Use the folowing DNS server sddresses:
Install

Description
Transmission Cantrol Protocol/irtemet Protocol Alternate DNS server:
wide area network protocol that provides commy
cross diverse rterconnected networks.

Preferred DS server:

] Validate settngs upon exit Advanced...

ok ok Cancel

4. 3anyctute Web-6paysep (IE, Firefox, Chrome) Ha Bawem MK

5. BeeguTte B agpecHyto cTpoky 192.168.0.1 (IP-agpec kommyTaTopa) u
HaxxmuTe Enter Ha knasuartype.

t: Opera I 222 Speed Dial -

c D 192.168.2.1
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6. T[losBuTca chopma ayTeHTUpmkauun. Mo ymonyaHuio
JlornH: admin. Maponk: admin

Please sign in
You need to sign in with "192,168.2,1:80"

Site message: Pob

Usernarne: admin

Password: -

B panbHenwem napofib M JIOTMH MOXHO MOMeHATb 4Yepe3 WEB
WHTEpdEeNnC KoMMmyTaTopa.

8.MoaroTtoBKa nepen ynpaBneHneM KOMMyTaToOpoOM 4vepes
nopt CONSOLE

YnpaeneHne kommytatopoMm 4epe3d COM-nopt (RS-232) moxer
notpeboBaTbCcs, ecnv Mo Kakum-nubo npuumHam ynpasrneHue yepes WEB-
He[oCTYMHO.

Ckavyante un yctaHosute Ha [1K, ¢ kotoporo Oymer npoBoauTLCA
KOHMUryprpoBaHne kommyTaTopa nporpaMmmy-amynatop HyperTerminal vnu
PuTTY. Tllocne ycraHoBku Heobxogumoro [1O wucnonb3ynTe cregyoLlyo
MOLLIAroBYH UHCTPYKLMIO:

1. CoepuHute nopt Console kommyTaTtopa ¢ COM-NopToM KOMMbOTepa ¢
NOMOLLbIO Kabens.
3anyctute HyperTerminal Ha K.

3. Bapaiite nma anst HOBOrO KOHCOSNBHOMO NOAKMOYEHMS.

% New Connection

Enter a name and choose an icon for the connection:
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4. Bblbepyute COM-NOPT, K KOTOPOMY MOAKIIOHYEH KOMMYTATOP.

X

&

Enter details for the phane number that you wart to dial

Courtry/rsgion: | United States (1) =

Aeacods:  [123

Phone number
Connect using: |[EEILE] -

Coes

5. Hactponte COM-nopT criegytoLmm obpasom:
- CkopocTb nepegayn aaHHbix (Baud Rate) — 115200;

- butbl AaHHbIX (Data bits) — 8;

- YeTHocTb (Parity) — HeT;

- Cton 6uTtsl (Stop bits) — 1;

- YnpaeneHue notokom (flow control) — HeT.

Port Settings |

B per second
Databits: [3 ~
Paity: [Nore =
sopbits [T <]
Fowcertrot [Nene <]

Restore Defauts
Cancel Boply

6. Cwucrema npegnoxut Bontu Bam B uHTepdeiic CLI (ynpaBnexue

yepes

KOMaHAHy CTPOKY). Mo

none3oBartens/naponb — admin/admin.

Ele Edit Wew Coll Tonsfer alp

D& a3 (D5 F

YMOMn4YaHuno

Username: admin

Password:

Login in progress. .. )

Helcome to Vitesse Command Line Interface (v1.0).
Type 'help’ or '7' fo get heln.

>

[Connected 000012 futa detect 115200 2-N-1

nva
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9. NMoaroToBKa nepen ynpaBneHneM KOMMyTaToOpoM 4vepes
Telnet/SSH

Mpotokonbl Telnet wn SSH npepocTaBnsAlT  MNOMb30BATENO
TEKCTOBbIA MHTepenc KoOMaHAHOM CTPOKN AN ynpaBneHus KOMMyTaTopoM
(CLI). Ho Tonmbko SSH obecneunmBaeT cosgaHme Ge3onacHoro kaHamna c
NOMHbIM WNGPOBaAHNEM NepefaBaemMblX AaHHbIX. YTOObI NonyunTe AOCTYN K
CLI kommyTatopa uyepe3 Telnet/SSH, Baw MK u kommyTaTop AOMXKHbI
HaxoauTbcsa B ogHon ceTu. MNMoapobHee, Kak 9TO caenaTtb paccMaTpyMBarnoch
B pasgene WHCTpykuumn «llogrotoBka nepen ynpaBneHMEM KOMMYTaTOPOM
yepe3 WEB-uHTepdency.

Telnet nHTepdenc BcTpoeH B KomaHaHyto cTpoky CMD cemencrtea
onepaumoHHbIX cucteMm Microsoft Windows. SSH uHTepdeinc poctyneH
TONbKO C MOMOLBIO Mporpammbl  amynaTopa SSH TepmuHana. Hwuxke
nokasaHo, kak nony4mtb goctyn K CLI kommyTtatopa 4Yepe3 SSH ¢ nomoLLbio
nporpammbl PUTTY.

1. 3amgute B MeHto PuUuTTY Configuration. Beegute I[P agpec
kommyTaTtopa B none Mma xocra (Host Name) (unu IP agpec). Mo
ymonyanuio IP agpec kommyTtaTopa 192.168.0.1

2. Bbibepute Tvn nogkntoveHus (Connection type) — SSH.

Basic options for your PuTTY session

: " Specify the destination you want to connect to
[ Temninal

- Keyboard (|
) E:;’b I‘|92.1GE.2.‘I I

Featurss Connection type:

- Windon Faw () Tenet O Riogin

Lo Appearance

- Behaviour

- Translation Saved Sessions
Selection

¢ - Colours Default Settings
- Connection

Load, save or delete a stored session

Close window on exit: -
() Aways () Never (@ Only on clean exit

Cpen

21

KDADI : MakcrmanbHO HagéxHoe poccuiickoe o6opyosaHne CKY/ - COT - OC - ICb www.kodos.ru



3. Ecnu Bbl nogknioyaeTecb K KOMMyTaTopy yepe3 SSH Bnepsble, Bbl
yBuaute okHo PuTTY Security Alert. Haxmute Yes (Ha) ans

npoaoJnKeHu4.

PuTTY Security Alert “

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsal key fingerprint is:

ssh-rsa 1040 dd:15:6b:be:26:1d:b0:0c:ef:af: 59:f2:83:eT:aT:47
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

4. PUTTY obecneunT BaMm AOCTYN K YNPaBAEHU0 KOMMYTaToOpoOM nocne

TOro

kak Telnet/SSH nogkniovyeHne O6yaeTr ycTaHOBMNEHO.

yMON4aHu1o UMsi nonb3oBaTensd/napons: admin/admin.

192.168.2.1 - PuTTY

)
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10. YnpaBneHue 4yepe3 WEB-uHTep¢enc, oCHOBHbIe
3NeMeHTbI

10.1 CTpykTypa gepeBa HaBMrauum no rpynnam

MeHto web-nHTepdenc coctomT us 19 pasaenos:

‘N Managed Switch
'CI Industrial Switch Monitoring
'CI System Configuration
'D Port Configuration
(] MAC Binding

(] MAC Filter

‘f:I VLAN Configuration
'Cl SNMP Configuration
'f:] ACL Configuration
'C:l QOS Configuration
'{:I IP Basic Configuration
‘D AAA Configuration
'D MSTP Configuration
'f:l IGMP SNOOPING Configuration
‘{:I GMRP Configuration
'C:I EAPS Configuration
'f:l RMON Configuration
'C] Cluster Management
'D ERPS Configuration
‘C] Log Management

# (] PoE Power Control
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10.2 OnucaHue kHonok WEB uHTepdeica

BonbLWMHCTBO KHOMOK ANS U3MEHEHNs1 HACTPOeK KOMMyTaTopa 4epes
WEB-uHTepdenc yalle BCero BbIMOMHAKT O4HY U Ty Xe ponb. B Tabnuue
npuBeaeHbl ONMcaHns OyHKLNUA, KOTOPbIE KHOMKU BbIMOSTHSAOT.

KHonka HasHauyeHune

OOHoBNSET 3HadeHMe BCEX TEKCTOBbIX

Refresh (ObHOBUTBL -
( ) noren u napameTpoB Ha CTpaHuLe.

Yucnosoe 3HayeHne Gyaet oOGHOBMNEHO B
namsaTu. BBeneHHble 3Ha4YeHus
napameTpa BCTYnalT B CWNy TOMbKO
rnocrne HaxaTtuss 9ToM KHomku. Ecnum
JaHHble BBeJeHbI He KOPPEKTHO,
nosiBUTCS coobLieHne 06 onodke.

Apply (MpuHsaTs/nogTBEPOUTD)

Delete (Yoanutb) YaanseT Tekyulee 3HauyeHue
OTkpbiBaET CcTpaHuuy crnpaBku.
Help (Momowk/cnpaska) OToenbHaa  cTpaHuua  cripaBkuM — Anis

KaXXgoro 3anpoca.

10.3 CooOLeHns 06 onbkKe
Mpn BO3HMKHOBEHMM oOWMOKM npu obpaboTke 3anpoca oOT
nonb3oBatenss K KOMMyTatopy (BBeAEeHbl He KOPPEeKTHble 3Ha4YeHusl)

NosIBNSAETCS OKHO C ONMCAHUEM OLLMOKN.

Microsoft Internet Exple x|
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10.4 NMonsa pna BBoAa MHdopMaLMu U1 3Ha4YeHUN

HekoTopble cTpaHuubl WEB-uHTepdgenca kommyTaTopa cogepxar
nons Ansa BeoAda TOW UMW MHOW MHOpMauum unum 3HadeHuin. C nomoLlbto
3TUX NONen MOXHO MNOMyYUTb AOCTYMN K pasnuMyHbiM CTpOoKam B Tabnuue
(puc.).

Ecnn noHapobutcs nobaButb HOBYHO CTPOKY Heobxoaumo BbibpaTb
u3 Bbinagatwowero cnucka NEW (HoBas)) u HaxaTb AN NOATBEPXKAEHMS
KHOMKy Apply (NpUHATDL).

Ecnu HyXHO M3MeHUTb yXe CyLLeCTBYIOLLYH CTPOKY, Heobxoaumo
BblOpaTb M3 BbiMagatoLIero Ccrnvcka COOTBETCTBYIOLLMIN HOMEP CTPOKW,
BBECTU HYXHble 3HA4YeHUs U HaxkaTb ONS MOATBEPXKAEHUS KHOMKy Apply
(MpuHATB).

Onsa ypaneHus cTtpoku u3 Tabnuubl, BbibepuTe M3 BbinagaroLero
CMUCKa HYXXHbIA HOMEP CTPOKM 1 HaxmuTe KHomky Delete (yganuthb).

2 4 & 8

coan e
cooa oo 03
1.3 8 7 s 10 a  link down
~

- Switch nunity Configurat

#{_] System Configuration

#(] Port Configuration item [Community Name | ReadWrite State

#{_) MAC Binding New v ] v

*(J MAC Filter 1 public I ReadOnly active

#{_1 VLAN Configuration
=/ SNMP Configuration

B Community Name

E) TRAP Target
#{] ACL Configuration
#{_] QOS Configuration
#{] IP Basic Configuration
#{_] AAA Configuration
#{_] MSTP Configuration
#{_] IGMP SNOOPING Confi
#{_] GMRP Configuration
#{_1 EAPS Configuration
#(] RMON Configuration
#{] Cluster Management v

Refresh Apply Delete Help

sy

[ >

10.5 Nons co 3HaYeHUsAMU TeKylLlero cratyca

HekoTopble cTpaHuubl (Mnu nons Ha ctpaHuuax) WEB-uHTepdelica
npegHasHadeHbl TONbKO ANs 0TobpaxeHnst AaHHbIX 0 paboTe KOMMyTaTopa.
OTobpaxaemble 3HAYEHUA HA 3TUX CTpaHWULax NpeAHasHayeHbl TOMbKO AN
YTEHUS M He MOryT OblTb M3MeHeHbl (Hanpumep Mons KOMOHkM State Ha
PUCYHKE HUXE).
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2 4 & 8
[ l-N=N-] : link up
[ B o I = Folololo]
1.3 5 17 0O link down
~
‘3 Switch SNMP Community Configuration
#_1 System Configuration —
#{ Port Configuration Item [Community Name | ReadWrite / state
#(_] MAC Binding New v ‘ |ﬁ < [
#{) MAC Filter 1 public I ReadOnly \ active /
#(1 VLAN Configurati
e S Refresh Apply Delete Help \-/

=<3 SNMP Configuration

B Community Name

E) TRAP Target
#{_] ACL Configuration
#{_] QOS Configuration
#(_] IP Basic Configuration
#{_] AAA Configuration
#{_] MSTP Configuration
#(1 IGMP SNOOPING Confi
#{] GMRP Configuration
(1 EAPS Configuration
#{J RMON Configuration
#_] Cluster Management v

B ein el -

< >

11. OnucaHue pasgenoB meHo WEB-uHTepdenca
KOMMyTaTopa
11.1 FnaBHaAa cTtpaHuua WEB uHTepdenca

Mocne Toro, kak 6blnn BBEAEHbI KOPPEKTHbIE AaHHbIe AN Bxoaa (no
YMOn4aHuio Umsi nonb3oBaTens: admin, naponk: admin),

Authentication Required @
0 http://192.168.0.1 is requesting your username and password. The site says:
“Networks”

User Name: m

Password: eeese

| ok || cancel |

KOMMYyTaTop 0TOGpa3sunT rnasBHyto cTpaHuuy WEB-uHTepdeiica ynpaeneHus
KOMMyTaTopom (pwuc.):
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OSNOVO

cable transmission

_E[Tmﬁ,'
[SystemSartTime  [0-Days O-Hours 2-Minutes 53-Seconds
T —

ppeoppRo

[Refresn] [Apply | [“Fieip ]

~
~
~
~

~
~
~

11.2 MoHuTopuHr gatuymkoB (Industrial Switch Monitoring)

Industrial Switch Monitoring Platform

Oetnt Oget2
Oe1d Dgetid
O get/s Clgets
Clget7 Dgetrs
O getre Dgetro
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Ha paHHon ctpaHuue WEB wuHTepdenca kommyTaTtopa HaxoasiTcs
OaHHble C AaTYMKOB TeMNepaTypbl, BAXHOCTU U T4,

Kpome Toro, 3gecb Takke npeacrtaBrieHa BO3MOXHOCTb HACTPOMKU
CLieHap1eB pearnpoBaHuns MOPTOB KOMMyTaTopa Ha pasfnyHble COObITUS.

- Ring Control — npu aktnBaumm (on) NO3BONSIET OTCNEXMBaTb OOHapyXeHne
KONbLEBOW TOMOSOMMU B CETU.

- System Temperature — nosie oTobpaxaeT Tekyllylo TemnepaTtypy Ha
LieHTpanbHOM YuMne KoMMyTaTopa.

- System Temperature Upper — 3HayeHe TemnepaTypbl U3 guanasoHa Ha
LUEeHTpanbHOM 4une KoMMmyTaTtopa, Mpy MPEBbLILEHWM KOTOPOro MoAaeTcs
curHan (ecnu HacTpoeH) Ha Bbixog ALARM kommyTtaTopa.

- System Temperature Lower — oTpuuartenbHoe 3HavyeHvue Temnepartypbl u3
AvanasoHa Ha LEeHTParbHOM uYune KOMMYTatopa, Npu MOHWKEHUN KOTOPOro
nogaeTcsa curHan (ecnu HacTpoeH) Ha Bbixod ALARM kommyTaTtopa.

- Ambient Temperature — none oTobpakaeT TeKkyLlyl TemnepaTtypy Ha
BHELWHEeM nogkrnu4vyaeMoM K KOMMYyTaTopy AaTyuke.

- Ambient Temperature Upper — 3HadeHue TemnepaTtypbl M3 guanasoHa Ha
BHELLHEM MOAKMoYaeMoOM K KOMMYyTaTopy pAaTyuke, Mpu MNpPeEBbILLIEHUN
KoToporo nogaeTtca curHan (ecnn HactpoeH) Ha Bbixog ALARM
KoMmyTaTopa.

- Ambient Temperature Lower — oTpuuaTtenbHOe 3Ha4YeHne TeMnepaTtypbl 13
OnanasoHa Ha BHELWHEM MNOAKMNIYaeMOM K KOMMYyTaTopy pAaTyuke, npu
MOHWKEHWUN KOTOPOro nogaeTcs curHan (ecnv HacTpoeH) Ha Bbixod ALARM
KoMMyTaTopa.

- Ambient Humidity — none otobpaxaeT TeKyLLyl BaXXHOCTb Ha BHELUHEM
MOAKMOYaeMOM K KOMMYTaTopy AaTumke.

- Ambient Humidity Upper — 3HayeHue BRaXHOCTW W3 AuanasoHa Ha
BHELIHEM MOAK/MIOYAEMOM K KOMMYyTaTOpy [AaTyuKke, MNpu MpeBbILLEHUN
KOoTOoporo nogaetcsa curHan (ecnn HacTpoeH) Ha Bbixog ALARM
KOMMyTaTopa.

- System Power Upper — 3HayeHue mowHocTu POE w3 guanasoHa, npu
NPeBbILLEHUN KOTOPOro nogaeTcs curHan (ecnn HacTpoeH) Ha BbIXon4
ALARM kommyTaTtopa.
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- Power Type — none otoGpaxaeT TUN NUTaHus.

- Power In (Master V1, Slave V2) — none otobpaxaeT NOAKMYEHHbIE K
KommyTaTtopy 6noku nutaHms. OcHoBHoW — V1 1 pesepBHbIn — V2.

- System Current (A) — none otobpaxaeT Tok B AMnepax, notpednaembii
KOMMYTaTOpOM.

- Master V1 Voltages (V) — none otobpaxaeT 3Ha4YeHUE HanpsiKeHus B
BonbTtax Ha 0OCHOBHOM Broke NuTaHus.

- Slave V2 Voltages (V) — none oTtoGpaxaeT 3HadYeHWEe HanpskeHus B
BonbTax Ha pe3epBHOM G1oke NUTaHMS.

- System Power (W) — none oTobpaxaeT TekyLlylo noTpebnsemyto
KOMMYTaTOpOM MOLLHOCTb B BaTTax.

- System 3.3V — none otobpaxaeT 3Ha4YeHne CMCTEMHOro HanpskeHus 3.3V
Ha nnaTe KoMmyTaTopa.

- System 1.5V — none otobpaxaeT 3Ha4YeHne CMCTEMHOro Hanpshkerus 1.5V
Ha nnarte KomMmyTaTopa.

- System 1.2V — none otobpaxaeT 3Ha4YeHne CMCTEMHOro Hanpshkerus 1.2V
Ha nnarte KomMmyTaTopa.

Pasgen Alarm Input Configuration no3BonseTr HacTpauBaTb
clueHapuii paboTbl MOPTOB KOMMYyTaTopa Mpu MOMyYeHUW cuUrHana TpeBoru
Ha Bxoge Alarm.

Alarm detection method — BbI6op nopora cpabaTbiBaHUs
- OFF - Bxog Alarm oTkntoveH
- Low level alarm — cpabaTbiBaHMe NPy HU3KOM YPOBHE HanpsbkeHUst Ha
Bxoge Alarm (low level < 5V)
- High level alarm - cpabaTbiBaHWe Npy BbICOKOM YPOBHE HaMpsiXeHus Ha
Bxoge Alarm (57V >high level >5V)

Alarm Input Configuration Upload Fault Message

Alarm Detection Method Close Port Reboot Port
gel/l Ll gel2
7 gel1 Ll geli2 ge1/3 L get/d
gel/3 L get/d Alarm get/5 [l get/6
gel/5 L gel/6 ge1/7 |l ge1/8
Low Level gel/7 Ligel/8 ge1/9 [ ge1/10
High Level get/1 [ ge1/12

| Close v Alarm
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Close port / Reboot port — Bbl6op cLeHapusa paboTbl NOPTOB NpU
nonyyeHnn curHana TpesBoru, BblibpaHHble NOPTbl MOryT ObiTb OTKIHOYEHbI.
Mpu OTKNOYEHMM curHana TPeBOrM BblIOpaHHbIe MOpPThl MOryT ObiTb
aBTOMATUYECKM BKITHOYEHbI UMW Nepe3arpyXeHsbi.

Alarm Output Configuration - no3sonseT 3akpblBaTb ANs Tpaduka,
nepesarpyxatb WnM OTKNIOYATb MOPThl, 3aMblKaTb/pa3mblkaTb KOHTAKThI
penenHoro Bbixoga Alarm B cnyyae noBbILLEHUSA TemMnepaTypbl HA OCHOBHOM
yune, Ha BHELWHeM [aTyuke, OTKMNOHeHMs oT Hopmbl (DC37-57V)
HanpskeHusa Bl nnn oTkntoveHns ogHoro ua bIl.

Alarm Output Configuration Upload Fault Message

Alarm Output Mode Port Failure Executive Action System Condition Failure Executive Action
¥ gelll ¥ gel/1P
ge1/2 [l ge12P ¥ System Temperature
gel/3 L ge1i3P ¥ Ambient Temperature
ge1/4 [ ge1/aP ¥ Ambient Humidity
ge1/5 L gel/5P ¥ System Power Overload Slave V2 Voltages
Ciove = gel6 [ gel/6P ge1/1ge1/1P Failure | ¥ Master V1 Voltages Alarm Input
ge1/7 [ get/7P Alarm ¥ Slave V2 Voltages Alarm
Alarm (Often Close) ge1/8 L ge1/8P < System 3.3v
Alarm (Often Open) ge1/9 ¥ System 15v
Alarm Impulse ge1/10 ¥ System 1.2v
gel/1 ¥ Alarm Input
gel/12

refresh Apply Restore Default

Alarm Output Mode — Pexum paboTtbl Bbixoga Alarm (BknoyeHue /
OTKIMYeHne, apyrme pexvmmMbl paboTol).
- Close - BbIxoa Alarm oTkmntoYeH
- Normally closed — npu cpabaTbiBaHWN «CyXON KOHTAKT» 3aMblkaeTCs
- Normally open — npwu cpabaTbiBaHUN «CyXOWN KOHTaKT» pa3mblkaeTcs
- Cycle alarm - npu cpabaTblBaHUN «CyXOW KOHTaKT» Mepuoguyecku
3aMblKaeTcs

Port status monitoring — N03BONSET KOHTPONMMPOBaTb COCTOSIHME NOPTOB (B
T.4. PoE) kommytatopa. [Mpu BO3HMKHOBEHMM cOoeB B paboTe nopToB
nogaeTcs curHan TpeBoru, NpyY Hopmanusauun paboTbl NOPTOB TPEBOXHbIV
curHan oTKIoYaeTcs.

System Condition Failure - no3sonsieT KOHTPONUPOBATb Takue OwWNBKK
COCTOSIHMS  CUCTEMbl  Kak  Temnepatypa KOMMyTaTtopa, BHELUHSS
TemnepaTypa ¥ BNaxHOCTb, NapaMeTpbl NUTaHUS.

Ons Toro 4to6bl OGHOBUTL 3HAYEHUS TeKyLMX napamMeTpoB B UCMOMb3ynTe
kHonky Refresh. [na nogTeepxaeHus Npodmnx HacTpoek — kHornky Apply. Ans
BO3BpaTa BCEX HACTPOEK Ha 3TOW CTpaHuLe K UCXOOHbIM — KHOMKy Restore
Default.

B MpunoxeHun A (cTp.95) npuBeaeH npumMmep UCnonb3oBaHusa Bxoaa Alarm
Input KOMMyTaTOPOB Cepun ILS ¢ BHELLIHUM OAaTYNMKOM BCKPLITUSA.
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11.3 KoHdurypaumsa cucremsbl (System Configuration)

11.3.1 Basic Information (O6wasa nHdopmaums)

2 6 8
coaan @ finkvp
o000 oo .
1 3 § 7 8 10 0 link down
~
3 Switch
= System Configuration
) Basic Information System Description Switch 339
B Senial Information System Object ID 1.36.1.4.1.36293.1000
&) User Management System Version Switch 3.3.9
H Safe Manwemenl Num Network Interfaces 27
B SNTP Configuration System start time 0-Days 0-Hours 3-Minutes 39-Seconds
= System Name St
B Current Configuration i
B Configuration File
) File Upload System Location
B System Reset
=) Rt Confason System Contact
%] MAC Binding
*_] MAC Filter
T 3 VLAN Configuration Refresh | Apply Help
#_J SNMP Configuration
#_] ACL Configuration
#_] QOS Configuration
#() IP Basic Configuration
S
| < >
- System Description (OnucaHne cucTembl) cogepXuTt  obLyto

MHbopMaLMIO O CUCTEME;

- System Object ID (MoeHTUdMKATOP cUCTEMBI) OTODOpaXkaeT CeTeBOM
naeHTudmKaTop cucTeMbl;

- System Version (Bepcusi npoluvBKM) OTOBpaxaeT TEKyLLyl Bepcuio
YCTAHOBIIEHHOW Ha KOMMYTaTOp MPOLUUBKY;

- Num network interfaces (KonnyectBo nopTtoB B KOMMYyTaTope)
oToGpaXkaeT KONMMYeCTBO BCEX MOPTOB A5 COEANHEHUS C CETbIO;

- System start time (Bpemsa 3anycka cuctembl) oToOpaxaeT CKOMbKO
BPEMEHW NPOLLSIO C MOMEHTA BKIIOYEHWS;

- System name (Mmsi kommyTaTopa) oToOpakaeT MMsS KOMMyTaTopa.
Monb3oBaTenb MOXeT NepeMmeHoBaTb KOMMYTaTop;

- System location (MecTononoxeHve kommyTaTopa) oOTobOpaxaeT
dm3nyeckoe MeCTOMNONoXeHne KoMMyTaTopa. 3apaeTtcs
nonb3oBaTenem;

- System Contact (KoHTakTHble JaHHble) oToOpaxkaeT nvs Bnagenbua u
€ro KOHTaKTHble faHHble. 3aaeTcs Nofb3oBaTeNeM.
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11.3.2 Serial Information (MHcopmauma 06 nHTepcence ynpaBneHms

KOMMYTaTOpOM)
2 4 6 8
anaon Sy
@ disable
hishiil o in a8 @ inkdown
3 Switch e

=73 System Configuration
8 Basic Information
[B Serial Information
8 User Management
[®) Safe Management
&) SNTP Configuration
B Current Configuration
B Configuration File
[® File Upload
[B) System Reset

#{_] Port Configuration

#] MAC Binding

#_] MAC Filter

#{] VLAN Configuration

#(_] SNMP Configuration

%] ACL Configuration

#_1 QOS Configuration

#{] IP Basic Configuration v

BV AAA AcaBacomtinn
>

Serial Po

rt Configuration

Baud Rate

9600

Character Size

8

Parity Code

None

Stop Bits

1

|Flow Control

None

Refresh

Help

HaHHaa cTpaHuua WEB-uHTepdoelica oTobpakaeT napameTpbl

ynpaBreHnss KOMMYTaTopoM Yepe3 uHTepdenc RS232/485, ucnonbaysa nopt

CONSOLE. Tllpn ynpaBneHuM kommyTaTopoMm 4epe3 HyperTerminal

ybeautech, YTO HACTPOVKM COOTBETCTBYHOT NPMBEAEHHBIM Ha 3TON CTpaHuLEe

3Ha4YeHNAM.

- Baud rate (ckopocTb nepegaun gaHHbIX)

- Character Size (pa3mep cMmMBONoOB)

- Parity code (6ut 4yeTHOCTH)

- Stop bits (cTronoBble 61THI)

- Flow control (ynpaBneHue noTokom)
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11.3.3 User Management (MHcdopmauma o nonb3oBaTensx)

2 4 & 8 :
dasa 8 =z
ceee @y 8 oom

~

- Switch Multi-user Management Configuration

=I‘3 System Configuration

B Basic Information [ Htem |[User name [Old password [New password [Re-enter password [Privilege
B Serial Information l;;e:v [ v
8 User o admn | Privilege

) Safe Management
B SNTP Configuration
8 Current Configuration
B Configuration File
8 File Upload
5 sSystem Reset
#({] Port Configuration
# (] MAC Binding
#{_] MAC Filter
#{_ VLAN Configuration
#{_] SNMP Configuration
#( ACL Configuration
#{_] QOS Configuration
#{] IP Basic Configuration v

DYV AAA A ocBmiecntian

Refresh Apply Delete Help

>

Ha aTov cTpaHuue MOXHO W3MeHUTb/3adaTb HOBbI naponb (new
password) Ona Tekywero nonb3oBaTend, W3MEHUTb MNpaBa JocTyna K
ynpaBneHuto kommyTtaTopoM (privilege) n gp.

Maponu HyxHO BBOAWTb C y4eTom peructpa. OHM MoryT cogepxaTb A0
16 cumBornoB. [Ans BBOAa napons HeobOXOAMMO ABaXAbl BBECTU HOBbIM

naponb B none New Password n B Re-enter Password. [nsa Toro, 4to0bl

N3MEHEHUs1 BCTYNUNN B cuny, Heobxoanmo HaxaTb kHonky Apply (MpuHaTs).
Mocne atoro nonb3oBaTento noTpebyetcsa 3aHoBO BoviTn B WEB mHTepdeic,
MCMnonb3ys HOBbIN Naponb.

C nomoLbl0 HacTpoeK Ha 3TOM CTpaHuue Mofb3oBaTenb MOXET
3agaTb MHOrononb30BaTeNbCKUA PEXMUM YMpaBAeHUs KoMMmyTaTopom (multi-
user).

Ona ynpasneHuns 4depe3 Telnet 1 WEB ans nonb3oBaTtens AOMKeH

ObITb Bbl6paH MHOronosnb30BaTeNbCKUIA pexum.
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11.3.4 Safe Management (ynpaBneHue 6e30MacHOCTbLI0)

2 4 6 8
oo = link up
(1o B = B = o[ ofc[c] dissble
T3 s 7 s 10 O link down
~
- Switch
=3 System Configuration
%) Basic Information (Acl Group Must Exist, and range in 1-99)
2) Serial Information Service Type Management State Acl Group
E) User Management 24 Enable Vv 0
5 Safe Management hitp Enable 0
&) SNTP Configuration snmp Enable 0
E) Current Configuration telnet Enable 0

B Configuration File

B File Upload

5 System Reset
#{_1 Port Configuration
#(1 MAC Binding
#{_ MAC Filter
#{_] VLAN Configuration
#{_] SNMP Configuration
#{1 ACL Configuration
#{_1 QOS Configuration
#( IP Basic Configuration v

Refresh Apply Help

WA R i ot

[ >

Ha paHHOM cTpaHuue HaxodsaTCsd HaCcTpoWKM, Mo3BonsoLme
agMuHUCTpaTopy rMmMbKo ynpaBnsaTb JOCTYNOM K YNPaBAeHU0 KOMMYTaToOpoM
(WEB, TELNET wnnn SNMP) Ha ocHoBe ACL (nuct ynpaBneHus goctynom)

EcTb  BO3MOXHOCTb  MOSMHOCTLIO  OTKMKOYUTL  ynpasneHue
KOMMYTaToOpOM A5is1 KOHKpeTHoro metoga ynpasneHus (WEB, TELNET unu
SNMP). Tlo ymonyaHuio ynpaBneHve C MOMOLUBbIO Kakgoro Metoga
paspelleHo n ACL omnbTpaumsi He NpUMeHsieTCs.

AOMUHUCTpPaATOP  MOXET  YaCTUYHO  3anpeTuTb  ynpasreHue
KOMMYTaTopoM C MOMOLLbI OAHOrO UMW HECKOMbKUX MEeTOAOB, UCMOMb3yS
ACL cunbtpauutio.

Mpn npumeHeHmn ACL dunbTpaunm gns  Kaxgoro metoda
ynpaBneHus HeobxoAMMoO ykasaTb 3TOT MeTod B Chucke Sservice type, a
3atem Bblbpateb ACL ot 1 go 99. naeBHoe ycnoBue — BbibpaHHbI ACL
[OIDKEH ObITb CO3[aH 3apaHee.

O6patnTe BHUMaHWE, ecnn agMVHUCTPATOP 3aKpOeT BO3MOXHOCTb
ynpasnate KommyTatopom no WEB, aTa cTpaHuMua C HacTpomkamu
nepectaHeT ObITb [JOCTynHa. Torga MOXHO BOCMOMb30BaTbCA  OPYrUM
MEeTOZ0M yrnpaBrieHus, Hanpumep Yepes Telnet unu SNMP.
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11.3.5 SNTP Configuration (CuHXpOHM3auuna BpeMeHuU)

2 4 & 8 .
coaa kel
[ = I = B = B o[l o}
13 s 7 s 10 B lnk down
~
i Switch
=13 System Configuration
&) Basic Information
B Serial Information Server IP Address 1
B User Management Sorver P Addvens 2
B Safe Management Server IP Address 3
B SNTP Configuration Time interval (second)
E) Current Configuration T e
E Configuration File e Disable v
5 File Upload
) System Reset et ol .
() Port Configuration System Date Time 2020/01/01 0004 42
%] MAC Binding S
¥ MAC Filter
#{_ VLAN Configuration
#{_] SNMP Configuration
#{_1 ACL Configuration
#{_1 QOS Configuration
#( IP Basic Configuration v
e >

Ha aton ctpaHnue WEB wvHTepdbenica HaxoaaTtcs HacTpoWKu angd
CMHXPOHM3aUMN BPEMEHW KOMMyTatopa C OOHUM U3 CepBepoB C
ucnonb3oBaHveM npotokona SNTP (MpPOTOKON CUMHXPOHM3aL MU BPEMEHU MO

KOMMbIOTEPHOM CETH).

- Server IP Address 1, Server IP Address 1, Server IP Address 1 — nons ans
ykasaHua |P apgpecoB cepBepoB, C KOTOpbIMM ©OyaeTr npoBOAUTLCSA
CUHXPOHM3aLUUS.

- Time Interval — uHTepBan CUMHXpPOHM3aUUW B CeKyHdax (3HaveHue no
ymonyanumio 1800 cek).

- Time Zone — BbIGOp YacoBOro nosica.

Refresh — 06HOBUTbL 3Ha4YeHUSA A9 OOHOBNAEMbIX MONEN.
Apply — NpUHATL HACTPOWKU.
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11.3.6 Jumbo Frame Configuration (Bbibop pazmepa Jumbo nakeToB)

2 4 6 8
asea &
ooon 0800
T3 s 7 10 O link down
i Managed Switch
=23 Incustrial Saitch Moniiorng
B industra Swach Monttonng Jumbo Erame Bytes 1522 (1522-16333)
= 23 $ystem Configuraton
5 Basic Informaton
) Serol Inormaton Refresh Apply Help

B User Management

&) Sefe Management

B SNTP Configwation

B Jumbo Frame Configuration
1 S3ve Currant Contiguraton

# ) Port Configuration

Ha paHHon cTtpaHmue WEB wHTepdeinica Haxogutcs none nns
yKasaHusi pasmepa obpabaTbiBaeMbix nakeToB. [Mpu paboTe ¢ MynbTUKacT
Tpacmkom (Hanpumep, HDMI no Ethernet) pekomeHgyeTcs BbICTaBnATb
3HayeHne He meHee 10240 bawr.

- Jumbo Frame Bytes — none B KOTOpOM 3agaeTca pa3mep
obpabaTbiBaeMbix nakeToB. [JOCTynHble 3Ha4YeHUs1 B guManasoHe oT 1522 no
16383 banTt. 3HadyeHue No ymonyaHuio — 1522.

Refresh — 06HOBUTb 3HaYeHNNA A1 OOHOBNSAEMbIX MONen.
Apply — NpUHATE HACTPONKMK.

11.3.7 Current Configuration File (MpocmoTp TekyLwien KoHdurypaumm)

2 4 6 8 :
cooon st
[ ] B = I = B ofoiolo]
13 s 7 s 10 QO link down
la) ~
- Switch Current Configuration File
=3 System Configuration Save Help
8 Basic Information ! SR
= username admin enc-password €€ HE= % privilege
B Ssenial Information | P Teg
8 User Management vian database
B safe ! i
8 SNTP Configuration gy,
s t Confi interface vian1
;’ Exmont Commaion ip address 192.168.0.1/24
B Configuration File ipv6 address fe80: 2a7-c1ff fed3:c501/64
8 File Upload ! .
r interface ge1/1
B System Reset |
# () Port Configuration interface ge1/2
1
T j ::2 ?:dmg interface ge1/3
# er 1
#(_) VLAN Configuration interface ge1/4
|
#1J SNMP Configuration interface ge1/5
BV ARA Pacbaioatinn ! v
> interface ge1/8
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Ha oaTton cTpaHuue oTobpaxaeTcsa Tekywas KOHurypaums
kommyTaTopa. KHonmka Save (coxpaHuTb) MO3BOSMIUT COXPaHUTb TEKYLLYH
KOHdUrypawmio KommytaTopa B NnaMsaTb KOMMyTaTopa.

MockonbKky 3anucb channa TpedyeT ypanenusi/3anucn Ha FLASH
namaTb KOMMyTaTopa, onepaums MOXeT 3aHATb HEKOTOPOe BPEMS.

11.3.8 Configuration file (CtapToBas KOHUrypaums, coxpaHeHue
c¢hanna c HacTpomnkamm)

2

(=]

[a]
1

s

6 s
[ l-l-]

[ = I = ol N -Tc)
3 s 7 s 10

i Switch nfiguration
=* 3 System Configuration (Delete the Configuration File or Download the Configuration File to your local computer)
&) Basic Information
B Senal Information
%) User Management
E) Safe Management
B) SNTP Configuration
E) Current Configuration
8 Configuration File
B File Upload
%) System Reset
#_1 Port Configuration
#_] MAC Binding
#{_) MAC Filter
#{_] VLAN Configuration
#_1 SNMP Configuration
#_1 ACL Configuration
#_1 QOS Configuration
#_] IP Basic Configuration v

B AAA AoaBanianiina

< >

Download Delete Help

CrapToBas koHdurypauusi npegcrtaenset coboi dann, 3anucaHHbIN
Bo FLASH namatu kommyTaTopa. Korga koMmyTaTop 3anyckaetcd U He
HaxoOMT 3anucaHHbli paHee dann koHdurypauun Bo FLASH namatw,
YCTPONCTBO MUCMOMb3yeT dann ¢ HacTponkamu rno ymonydanuio (default).

KHonka Delete (yganutb) NO3BONSET BbI3BaTh AMANIOroBOEe OKHO, rae
OyneT npeanoxeHo yganutb Tekywui cann koHdurypauum mns FLASH
namsatu. Ecnn Bbl nepegymanu 3To AenaTb, HaxmuTe kHomnky Cancel
(oT™meHa).

KHonka Download (ckaumBaHMe) wmcnonb3yeTcst Of1si CKavyMBaHWs
KoHurypaumoHHoro canna Ha K n3 namatn kommytatopa. B guanorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTeM NyTb K katanory ¢ dannamm
KoHdurypaumu. Mo ymonyaHuio nmsa camnna switch.cfg
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11.3.9 File upload (3arpy3ka ¢hanna ¢ HacTponkamm)

I

4 Switch File Uploac
=l* 3 System Configuration (Upload the Configuration File or Firmware File from your local computer to the switch)
Basic Information
Serial Information
User Management
Safe Management
SNTP Configuration
Current Configuration
Configuration File
File Upload
E) System Reset
#{_] Port Configuration
] MAC Binding
#1_1 MAC Filter
#{_1 VLAN Configuration
#{_] SNMP Configuration
#_] ACL Configuration
#_1 QOS Configuration
#_1 IP Basic Configuration Vv

S AAR A s

A .. Upload Help

(G (o (85 (8 (W5 (i

>

Ha aTtom cTpaHuue npenctaBnsieTcsa [OOCTYNM K 3arpys3ke paHee
CO30aHHbIX hannioB KOHPUrypaLmm B NnamaTb KOMMyTaTopa.

Haxmute kHonky Path (nmyTb), 4TOObl BbIOpaTh HYXHbI ann c
KoHdurypauuen Ha K. 3atem HaxmuTe kHonky Upload (3arpy3untb). ®ann
[OIDKEH umMeTb paclumpeHue: .cfg

Ecnu y Bac ectb c¢ann npowmskm kommyTtatopa (Firmware File), To
npy HeobXOOUMOCTM €ro TakKe MOXHO 3arpy3uTtb. Pann OormkeH umeTb
paclmpeHme .img

BHumaHue!

Bo Bpemsa 3arpy3km davina KoHdurypauum B namMsaTb KOMMyTaTopa He
nepexoaute Ha gpyrue ctpanuubl WEB-uHTepdeiica, He nepesarpyxante u
He OTKMoYanTe KOMMYyTaTop, MWHaye HacTpomku OydyT 3anucaHbl C

owmbKamu, 4YTO MOXeT NnoBreYyb 3a cobon cbon B paboTte kommyTaTOopa.
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11.3.10 System Reset (Mepe3arpy3ka kommyTatTopa)

cep
= 3
i

- Switch Syste R
=" System Configuration Reset Help
£ Basic Information
8 Serial Information
) User Management
&) safe Management
Z) SNTP Configuration
&) Current Configuration
8 Configuration File
8 File Upload
%) System Reset
#_] Port Configuration
#{_] MAC Binding
#{_) MAC Filter
#(_] VLAN Configuration
#_1 SNMP Configuration
4] ACL Configuration
#(_) QOS Configuration
#_1 IP Basic Configuration v

MR AAR =R

[ >

Ha paHHom cTpaHvue WEB wuvHTepdbenica npepoctaBnsercs
BO3MOXHOCTb Mepe3arpy3ntb kommyTaTtop. [Ond 3Toro HaxmuTe KHOMKY
Reset (nepesarpyska). B nosiBMBLWIEMCHA OnanoroBoM OKHE MOATBepauTe
cBoe genicteue kHonkon OK vunvM OTMeHUTE ero ¢ nomoLubio kHomku Cancel
(oT™meHa).

11.4 Port configuration (KoHdurypupoBaHue nopToB)

11.4.1 Common Configuration (BasoBas KOH(Urypawmsa nopToB)

Ha aton cTpaHuue npencraBneHa vHopmaums rno Kaxgomy nopry
kommMmyTaTtopa. [Nonb3oBaTenb MOXET MEHsITb CKOPOCTb Mepeaayn AaHHbIX,
BKIIOYaTb MNU OTKNOYaTb TOT MMM MHOW MOPT, npocMaTpuBatb 6a30Byi0
WHopmauuio.

[Ons HacTpowkn KOHKpPETHOro mnopta Heobxogumo BbIOpaTb ero
HasBaHWe M3 BbiNagarollero cnucka. [No ymonyaHuio Bce NopThl BKIHOYEHbI
(UP), u4ToObl BbIKNIOYUTE MNOPT Heobxogumo BbibpaTb nyHkT DOWN
(BbIKNHOYMTL). YUTOOLI M3MEHEHMS BCTYNWUMM B CUMY, HAXMUTE KHOMKY Apply
(npuHATb). Takum e obpa3om BbIOMpaeTcss 3HayYeHUss CKOpPOCTU Anis
BblIGpaHHOro nopra.

Ecnu gnga kakoro-nmbo nopta BbibpaTth Full-10 (Ckopocme nepedayu
10 M6um/c, Oynnekc), TO NOPT MEPEKIIIOYUTCS B PEXMM YBENUYEHMS
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[anbHOCTM nNepedayun curHanos Ao 250M. Takke NopTbl MaTPULbl CNOCOGHLI
aBTOMaTUYECKN MepexoanTb B I3TOT PEXMM MpX MNOAKMIOYEHUM K JIMHUK
aonvHon 100-250m, obmeH AaHHbIMM MogaepxmBaeTcs Torbko ¢ Uplink

nopTamu.

Apply - NPUHSTE BHECEHHbIE U3MEHEHNS.
Refresh - 0OHOBUTb 3HA4YEeHMS1 HACTPOEK NOPTOB.

2
(=] Q linkup
@ disable
(=]
13 5 7 ... as QO link down
- . ~
3 Switch Port Configuration/Show
#{ ) System C
= C i Port: v ||[ifindex: 0||Port Type: Unknown|MAC Address: 0000.0000.0000||Description:
‘N Port 1
B Common Configuratio
B Port Statistics [state: [ |[set Rate: [ [rutovegotiate V]
B Flow Control
Refresh| [ Apply Help
B Broadcast Storm { ‘ { ‘
2 Port Ratelimit Port Name Admin State Oper State Bandwidth VLAN Mode Default VLAN
Protected Port gel/ Up Down Unknown Access 1
B Learn Limit geli2 Up Down Unknown Access 1
Port Trunking gels3 Up Down Unknown Access 1
B Mirror gel/d Up Down Unknown Access 1
DDM Information gells Up Down Unknown Access 1
#(1 MAC Binding gel/6 Up Up Full-1000 Mbps Access 1
%] MAC Filter gell7 Up Down Unknown Access 1
5] VLAN Confi gel/8 Up Down Unknown Access 1
£ SNMP C gel/9 Up Down Unknown Access 1
(1 ACLC gel/10 Up Down Unknown Access 1
51 QOS C get/11 Up Down Unknown Access 1
B . gel/12 Up Down Unknown Access 1 )
< > gqe1/13 Up Down Unknown Access 1
11.4.2 Port statistics (CtaTuctuka pabotbl NopTOB)
0 lnkup
@ disable
0o eg O link
= : A ~
3 Switch Port Statistics Information
8] System C
=43 Port C P[]
21 Common Configuratio
B Port Statistics [Port Statistics Information
Flow Control Received Total Bytes Received Unicast Packets
/2 Broadcast Storm (ifinOctets) Num (ifinUcastPkts)
B) Port Ratelimit Received Non-Unicast Received Discard Packets
) Protected Port Packets Num (ifinNUcastPkts) Num [ifinDiscards)
rotecte
B Leamn Limit ~ Received Error Packets Num Pacl?eel?rllv:: Unkonwn Brotcol
B Pont Trunking (finEmors) (GfinunknownProtos)
Mirror Send Total Bytes Send Unicast Packets Num
) DDM Information dutctets) ((foutticastPkis)
: MAC Bindin Send Non-Unicast Packets. Send Discard Packets Num
Ug MAC Filt i Num (ifOutNUcastPkts) ((ifOutDiscards)
ilter
(] VIANC Send Error Packets Num
#{( | SNMP Configuration V' — =
9 < Refresh) Help v
< >

40

KO4aoc

MakcnmarbHo HaféxHoe poccuiickoe obopyaoBaHue CKY/ - COT

-OC - UCb

www.kodos.ru



Ha aton cTpaHuue npeacrtaeneHa nHdopmaums no pabore nNopTos.
[nsa BoiGopa KOHKPETHOro nopta BOCMOMNb3yNTECh BbiNagatowem mMmeHo Port

(nopT). B Tabnuue Hwke oTobGpasnTcsa BCs AOCTYNHas MHOpMaLna:

- Received Total Bytes (konn4ecTBo NpuHATLIX 6anT);

- Received Non-Unicast Packets Num (KOnM4YecTBO MPUHATBIX «HE
Unicast» nakeTtoB);

- Received Error Packets Num (KONM4ecTBO NPUHSTLIX MaKETOB C
OLUMGKOW);

- Send Total Bytes (konnM4ecTBO OTNpaBneHHbIX 6anT);

- Send Non-Unicast Packets Num (KOnM4ecTBO OTMpaBREHHbIX «HEe
Unicast» nakeToB);

- Send Error Packets Num (konu4ectBO OTMpaBMEHHbIX C OLWNOKON
nakeToB);

- Received Unicast Packets Num (konuyectBo nonydeHHbix Unicast
nakeToB);

- Received Discard Packets Num (konvMyecTBO «ApPOMHYTLIX» MakeToB
npu Nony4yeHun);

- Received Unknown Protocol Packets Num (KonnyectBo MonyYeHHbIX
nakeToB C HEM3BECTHbIM NPOTOKOSIOM Nepeaayn);

- Send Unicast Packets Num (konmyecTBO oTnpaBneHHblx Unicast
nakeToB);

- Send Discard Packets Num (konnyecTtBo oTbpacbiBaeMbiX MakeToB Npu
oTnpaBke).
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11.4.3 Flow Control (ynpaBneHne noToKOM Afisl NOPTOB)

[aHHaa cTpaHuua nossonsieT HacTpamBaTbh yHkumo Flow Control
(ynpaBneHue noToKkoMm) Ans KOHKPETHOro nopTa.

Utobbl BKMOUMTE  wnnM  oTkmounte  Flow  Control  BeiGepute
KOHKPETHbI NOPT U3 BbiNagarLero MeHto, a 3atem coctosiHne ON (Bkn) mnm
OFF (Bblk1.)

[daHHas HacTporka MOXEeT BbINOMHATLCA Ans OTMpaBku W AnNs
nony4YyeHnsi NakeToB.

Bce nsmeHeHus noaresepxgatotcs kHonkon Apply (MpuHATS).

— Switch Flow Control

#{] System C

=3 Potc (Y —
B Common Configuratio
B Port Statistics [ Flow controt [ ore~
B Flow Control
[® Broadcast Storm Refresh Apply Help
B Port Ratelimit
B Protected Port
B Learn Limit

Port Name Flow Control State
gel/l off

gel/2 Off
B Port Trunking 9eii3 of

B Miror gel/d Off

[® DDM Information gell5 Off
#(] MAC Binding gell6 off
#(_) MAC Filter gell7 off
#{_ VLAN Configuration gel/8 Off
#{) SNMP Configuration V' ge1/9 Off
< > gel/10 off

11.4.4 Broadcast storm control (ynpaBneHue 3awuron ot Broadcast
storm)

Ha paHHOM cTpaHuue HaxoOgATca HacTpoWKW, MNos3Bonsolie
BKMIOYUTb UMM BBIKMIOYNTb 3alUMTY OT BIMSIHAA  LLUMPOKOBELLATENbHbBIX

(Multicast) naketoB n DLF nakeToB Ha nepegaBaeMbIin/nostydaemMbin Tpaduk.
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2 4 &
anan : it
ee0e uu 2 miom
~ ~
- Switch Broadcast Storm Control
#_J System C
553 Port G - Ipom v
%) Common Configuratio
B Pont Statistics [ Broadcast Suppression Broadcast Ratelimit 0 (1-1024000 kbps)
)
8 Fiow Control [ Multicast Suppression Multicast Ratelimit 0 (1-1024000 kbps)
REvouions S 1-1024000 kby
Off v 0 -
2 Port Ratelimit l DLF Suppression DLF Ratelimit 0 ( Ps)
2) Protected Port Refresh | Apply Help
B
B Leam Limt Port Broadcast || Broadcast Ratelimit | Multicast || Multicast Ratelimit OLF DLF Ratelimit
8 Port Trunking Name Suppression (kbps) Suppression (kbps) Suppression (kbps)
8 Mirror gel/l off 64 Off 64 off 64
B DDM Information gell2 Off 64 Off 64 Off 64
%1 MAC Binding geli3 Off 64 Off 64 off 64
#{J MAC Filter gelld Off 64 Off 64 Off 64
#(] VLAN G gel/s Off 64 Off 64