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1. Ha3HauyeHue

YnnyHbein ynpasnsembln (L2+) PoE kommyTtaTtop Ha 10 noptoB SW-
80802-WL(port 90W) npegHasHadyeH ans obbeanHeHUs CeTeBbIX YCTPOMWCTB,
noJayv NUTaHusa K HUM No TexHonornn POE v nepegayn faHHbIX Mexay HUMU
B YCNOBMAX 3JKCMnyaTauuum BHE MOMELLEHUN. YCTPOMUCTBO paspaboTtaHo C
NPMMEHEHNEM  BbICOKOHAOEXHbIX  KOMMIIEKTYIOLNX C  pacLUMPEHHbIM
AvianasoHom Temneparyp.

YRnU4HbIA  KOMMyTaTop OcHaweH 8 noptamm Gigabit Ethernet
(10/100/1000Base-T) ¢ PoE (cooTBeTcTBYIOT cTaHgapTam |IEEE 802.3af/at/bt u
aBTOMaTUYECKM onpeaensoT nogknovaemole POE-ycTporicTBa), a Takke 2-ms
Gigabit Ethernet SFP noptamu (1000Base-X) Ansg nogkmnoyYeHus ¢ NoMOLLbLo
ONTOBOSOKOHHOTO Kabens u SFP moaynen (npuobpeTatoTcs OTAENbHO).

K kaxgomy n3 8 OCHOBHbIX MOPTOB YMMYHOIO KOMMYyTaTopa MOXHO
nogkntoyate POE-ycTtpornctBa mowHocteto go 90 Br. Obwasa BbixogHas
MoLHocTb (PoE GrompkeT) coctaBngaeT 240BT.

B ynuyHom KoMMmyTaTope npegycMoTpeHa pyHKUUSA NPOBEPKM cTaTyca
noakntoveHHoro PoE yctponctea (PD Alive). JaHHas dyHKUUA akTMBUpYyeTCA
yepe3 WEB wnHTepdenc n nossonsieT guarHoctupoBaTb B aBTOMATUYECKOM
pexvMe «3aBuUCaHMEe» MOAKMYEHHbIX POE yCcTpoOMCTB M nepesarpyxatb nx
nytem nepenogaydn PoE nutaHus.

Ynu4yHbIi KOMMyTaToOp rMBKo HacTpamsaeTcs vYepes WEB-uHTepderic
N MMeeT MHOXeCTBO (pyHKuui L2+ ypoBHs, Takux kak VLAN, IGMP snooping,
QoS n gp.

Kpome TOro ynuyHbli KOMMyTaTop noggepXvBaeT aBTOMaTMyeckoe
onpegenenne MDI/MDIX (Auto Negotiation) Ha Bcex nopTax - pacno3HaeT Tun
NOAKITIOYEHHOr0 CEeTeBOr0 YCTPOMCTBA M MNpuM  HEoOXOOUMOCTU MeHSIeT
KOHTaKTbl Mepefayun AaHHbIX, YTO MO3BOMSAET UCMOMNb30BaTh Kabenu, obxartble
nobbIM cnocodoM (KpoccoBble 1 MPAMBIE).

Beog kabemnem BHYTpb YMMYHOTO KOMMYyTaTopa OCYLIECTBNAETCA
Yepe3 repmMoBBOAblI UCKMOYasi nmonagaHve Brarm B OOKC (knacc 3aluTbl —
IP66). Kopnyc ymnuMyHOro KommyTaTopa MW3rotoBrneH u3 nonvkapboHata c
BbICOKOW YCTONYMBOCTBIO K COSTHEYHbIM flyyam.

YnuuHeii  kommyTaTop  SW-80802-WL(port  90W)  ocHalieH
ONTMYECKMM KPOCCOM Ansi yAOOHOro nogkmoYeHns ONTOBOJIOKOHHOIO kabens.

YoobHas  kpblllka Ha NeTrneBoM  KpenneHun  obecneuyvBaet
OOMNOSHUTENBHBLIN KOMAOPT MPU MOAKIMIOYEHUN U OBCNY>XUBAHUN YITUYHOTO
kommyTatopa. Kpome TOro Kk 3akady [OOCTYMHbl KpenneHust Ans MOHTaxa
YINMYHOTO KOMMYTaTopa Ha CTEHY, BEPTUKarbHY ONopy v T4,
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2. Komnnektauus

1. YnnyHein kommyTatop SW-80802-WL(port 90W) — 1wir;

2. Habop repmoBBogoB — 1WT;

3. OnTuyeckasn posetka — 1wWrT;

4. Murtrenn ogHomopoBbin SM SC/UPC — 2uwiT;

5. [vnb3a gns 3awmTbl cBapHoro cTbika (KO3C) — 2 wt

6. KpaTkoe pyKkoBOACTBO Mo akcnnyataumm — 1wT;

7. Macnopt — 1wT.

8. YnakoBka — 1WT;

“ % SEC.RU

3. OcobeHHOCTU 06OpyAOBaHUSA

YNu4yHoe UCMONTHEHME — KOMMYTaTOp NpeAHasHa4vyeH anst opraHm3aumm
CeTM B YCMNOBUAX 3KCMnyaTaumm BHE NOMELLEHMIN (Knacc 3awmThbl
IP66);

PacwunpeHHbIn gnanasoH pabounx Temnepatyp: -40... +50 °C;

8 GE nopToB ¢ PoE, 2 GE SFP Uplink nopta obecneunBatoT rubKoCTb
NoAKMoYeHUs;

MowHocTb PoE o 90 BT Ha nopT;

BcTpoeHHas rpososalymTa MeaHbIX NOpTOB;

'mbkoe ynpaBneHue yepe3 WEB nHTepdeiic n CLI;

Moppepxka pyHkuun L2 (VLAN,QOS,LACP,LLDP,IGMP snooping);
MNopaepkka konbLeBon Tononornn nogkntodeHms (RSTP, ERPS);

PD Alive — coyHKLMA ANS aBTOMaTUYECKOW ANarHOCTUKU U
nepesarpysku 3aBucLLmx POE yCTpOWCTB;

CCTV — pexvm nepegaym aaHHbix Ha 250 meTpos npu 10 M6uT/c;
OnTnyeckmin Kpocc — Ansa yoobcTea NOAKMOYEHUS ONTOBOSIOKOHHOMO

kabens.
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4. BHeWwHMW BMA U ONMUCAHNE INIEMEHTOB

4.1 BHeluHu# BUA

, k
| osnvovo ]
b
1
r
— "
Puc.1 YnuuHein kommyTtatop SW-80802-WL(port 90W), BHELLHUIA BUA
CHapyxmu

Pwuc. 2 Ynununbiin kommyTtatop SW-80802-WL(port 90W), BHELIHUI BUA, BHYTPU
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4.2 OnucaHue pa3sbemMoB N MHOANKaTOpPOB

1
2 G Reset 1 3 5 7 9
3 [e] L] e [ |
SYS
4 5 6 7
Puc.3 YnuuHeii kommyTtatop SW-80802-WL(port 90W), pasbembl, KHONKK 1
WHAWKaTOPbI

Tab. 1 YnnyHbii kommyTaTop SW-80802-WL(port 90W), HasHaveHne
BHYTPEHHMX 311EMEHTOB

Ne
n/n

HasHayeHne

LED-mMHAuKaTop NOoaKNoYeHUst OCHOBHOro brl
1 | [opuT 3eneHbiM — NnUTaHWe nogaeTcs.

He ropuT — NUTaHMe Ha BXoae OTCYyTCTBYET.

2 | LED-uHgukatop nogknodeHus pesepsHoro Bl (He ucnonbayetcs)

LED uHankatop paboTbl kommyTaTopa.

MwuraeT — paGoTa B LUTATHOM PEXUNME;

3
CopuT — aBapuiiHasa cuTyauus (3aBrcaHne kKomMmyTaTopa);
BbICTpO MUraeT — MAeT 3arpyska NpoLUMBKN.
Pasbem RJ-45 ona nogknioveHus ynmdHoro kommytatopa k. COM
nopTy.

4

Mo3BonseT 3arpykaTb B YNIMYHbIA KOMMYTaTOpP NPOLUMBKY B Criy4Yae
aBapuHOMN cuTyauum

KHonka ans cbpoca HacTpoek yNMYHOro KOMMyTaTopa K 3aBOACKUM.
5 | Ina c6poca HeoBX0aMMO yaepXunBaTh KHOMKY B TeueHue ~3 cek npu
BKIMIOYEHHOM MUTaHUK.
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Ne HasHauyeHne

Pasbembl RJ-45 (1-8)

MpenHasHayveHbl 4ns NOAKIOYEHNSI CEeTEBbIX YCTPOWCTB Ha CKOPOCTU
10/100/1000 M6wuTt/c n 3anuTbiBaHUs X No TexHonorm PoE.

6 LED-uHgukaTtopsl Ethernet u PoE

CopuT xenTbiM — noakntoveHo PoE yctporicTteo. Muraer —
notpebnexHne POE CNULLIKOM BbICOKO.

Coput/Muraet 3eneHbiM — MAET Nepefaya gaHHbIX.
SFP-nopTbl (9, 10)

MpegHasayveHbl AnNst NOAKMYEHUS YIIMYHOrO KOMMyTaTopa K

ONTUYECKON NMHUK CBA3M Ha ckopocTu 1000 MouT/c ncnonbsyst SFP-
Moaynu (npuobpeTarTca OTAENbHO).

5. YcTtaHoBKa n nogknroyeHune

. [O00) GO0
|

Puc. 4 MoaknioyeHne ynmyHoro kommytatopa SW-80802-WL(port 90W)

lNodknoyeHue  ynuyHo20  KomMmymamopa  SW-80802-WL(port  90W)
ocywecmernsiromesi 8 credyrouel nocriedosamesibHOCMU:
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1. TlpogeHbTe kabenwu BWUTOM Napbl Yepe3 COOTBETCTBYHOLLUME OTBEPCTUSA
repMoBBOAOB (3) cHapyXu BHYTpb 6okca (puc.4).

2. O6oxmute KoHLbI Kabenen ¢ BHYTPEHHEN CTOPOHbI Bokca paszbemamu
RJ45 (puc. 5)

RJ45 Pin#
Seao—opauwetain | 1
opaHMeRsnl| 2
Seao—zeasH1| 3
cuHul( 4
Bea0—CcuHul| §
6

7

8

SEASHEIL
SEA0—KOpuUYHERBIT
HODUYHEREIT

NSNS
NSNS

Puc. 5 Obxunmka kabensa BuTomn napbl pasbemamu RJ-45

3. Togkniounte obxatble pasbemamun RJI-45 kabenm k kommyTatopy (1) u
3aTaHuTE repMoBBoabl (3). [Ana obecneyeHns 3amTbl OT MPOHUKHOBEHUS
Bnarm BHYTPb Kopnyca, kabenu [OrmKHbl ObiTb MMAOTHO YKPENneHbl B
repMoBBOAAX.

4. AHanoruyHo nyHkTy 1 npotaHuTe kabenb nutaHus ot cetn AC 195-265V /
50 'y BHYTpb KOpnyca 4yepe3 COOTBETCTByLLMA repmoBeof (4) (D 4-
8mm), nogknounTe kabenb nNUTaHWst K KoHTakTam (5) aBtomata (6): L
(dpaza) n N (Honb) n PE (3emns). 3aTaHnTe repMoBBOA 4.

5. 3auynctuTe ONTOBOJSIOKOHHbIE Kabenu Ha anuHy 25-30 cM, nponycTute nx
B OTBEpPCTMS repmoBBOAOB (3), 3aTsHUTE pe3bly repMOBBOLOB Tak,
4YTOObI Kabenb XecTKO hUKCMPOBAIICS B 3aXXNUMe repMOBBOAX.

6. Cobniogas Bce TpeboOBaHUS TEXHOMOMMW CBApPKM OMTOBOMOKOHHOMO
kabens, npuBapute nNuUrTennbl  (MMeeTcd B KOMMJEKTe) K
ONTOBOSIOKOHHBLIM XuNam kabens. YNoxute ONTOBOMOKOHHbIA Kabenb B
nasbl ONTMYECKOro Kpocca (2), cregsa 3a Tem, Y4Tobbl AMamMeTp Korbla He
6bin MmeHee 60 mm. MNogknounTe pasbemMbl NUITENNoB kK SFP mogynam
(He BXOAAT B KOMMSIEKT MOCTaBKW) YCTaHOBSIEHHBIM MpeaBapuUTENbHO B
SFP noptbl koMMmyTaTopa (1). 3akponTe KpbILLKY ONTUYECKOro kpocca (2).

7. TomecTuTe repmMeTM3UPYIOLLYIO PE3MHKY M3 KOMMMEKTa NOCTaBku B Nas no
nepumMeTpy KpbILLKX NAcTUKOBOro B6okca, N3bbITOUHY ANMHY OTpexXbTe.
AKKypaTHO 3aKpoWTe KpbILWKY, 3aTAHUTE ee 4-Ms BUHTaMW U3 KOMMeKTa
nocTaBKu.

8. 3anyck ynuyHoro kommyTaTopa OCyLLECTBMASAETCHA C MOMOLLbIO BKITHOYEHNS
aBTomara (6). YCTPOMCTBO roTOBO K 3KCyatauuu.

3aseMneHue fABnsAeTcs obs3aTenbHbIM ycrioBueM Ans GesonacHow u
HageXHon aKcnnyaTauum o6opyaosaHus!
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SW-80802-WL(PORT 90W) SW-80802-WL(PORT 90W) SW-80802-WL(PORT 90W)
I oSNV i ] OSNOVD ; I OSNOVL: i
AC 195-265V A AC 195-265V A AC 195-265V A
—i— —— ——
] 1 1 1 ) 1
+—20—> | | —o0—» | | «—r > | i
K yCTpoicTeam ¢ ONTOBOMOKOHHBIA 4 ONTOBOSIOKOHHBI 3
ONTU4ECKMMIA NOPTAMU Kkabens. kabene

PoE
Kamepa

PTZ

kamepa kamepa ¢ PoE

Kamepa ¢ POE

PoE
Kamepa

P1Z
xamepa ¢ PoE

Puc.6 Tunosasa cxema nogkniodeHnsa kommyTtatopa SW-80802-WL(port 90W)
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Puc. 7 Cxema noaknoyeHns ynuyHoro kommytatopa SW-80802-WL(port 90W)
Ans paboTbl NO TOMOMNOTMK KOSbLIOY»
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6. MpoBepka paboToCNOCOGHOCTU CUCTEMBI

Mocne nogkntoyeHust kabenewn K pasbéMam 1 NoAaYn NUTaHUSA MOXHO ybeanTbes
B paboTOCNOCOBHOCTU YMYHOIO KOMMYyTaTopa.

MogkntounTe ynnyHbI kommyTaTop Mexay Asyms K ¢ nssectHbimm IP-
agpecamu, pacnonaralolLMncs B OAHOW noaceTu, Hanpumep, 192.168.1.1 un
192.168.1.2.(cm. Takke N.8.4 HACTOSLLEro AOKYMEHTA).

Ha nepeBom komnbioTepe (192.168.1.2) 3anycTUTe KOMaHOHYH CTPOKY
(BbInONHMTE KOMaHAy cmd) 1 B MOSIBMBLUEMCS OKHE BBEAMTE KOMaHay:

ping 192.168.1.1
Ecnu Bce nogkntoyeHo NpaBuiibHO, Ha AKpaHe MOHMTOPa OTOOPa3nTCa OTBET OT
BTOpOro komnetotepa (Puc. 8). 3to ceuaeTensctByeT 06 MCNPABHOCTA YNIMYHOIO
KOMMyTaTopa.

INNT'\System32',command.com

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192. : by 2 time<1Bms TTL=255
Reply from 192. y 2 time<iBns TTL=255
ply from 192.1 i

2 time<{1Bms TTL=255
2 time<1@ms TTL=255

Puc. 8 [JaHHble, oTOGpaxarLmecsa Ha aKkpaHe MOHUTOpa, nocre
ncnonb3oBaHns kKoMaHgsl Ping.

Ecnu oteBetr ping He nonydyeH («Bpems 3anpoca uCTekno»), TO
cnegyeT NpoOBEpPUTb COeAMHUTENBHBIN kKabenb n IP-agpeca KOMNbIOTEPOB.
Ecnu He BCce nakeTbl ObINK NPUHATLI, 3TO MOXET CBUAETENbCTBOBATD!
- 0 HM3KOM Ka4yecTBe Kabens;
- 0 HeucnpaBHOCTM KOMMYyTaTopa;
- 0 Momexax B fIMHUN.

lpumeyaHue:
MpuYMHBI NOTEPU B ONTUYECKON NIMHMUN MOTYT ObITb BbI3BaHbI:

- HencnpaBHoCTbO SFP-Moaynen;
- n3rmbamm kabens;
- BONbLUMM KONMYECTBOM Y3I0B CBApKY;
- HEeUCnpPaBHOCTbLIO NN HEOAHOPOAHOCTLIO OMTOBOSIOKHA.
12




7. MNoaroToBKa nepen ynpasBrieHNEM KOMMYTaTOPOM
yepes WEB.

3pecb bGypeT nokasaHa [feTtanbHast HacTtponka cetv ana K nog
ynpasneHnem Windows 8 (noxoxui uHtepderic y Windows7 n Windows Vista).

1. Ortkpovite «LleHTp ynpaBneHus cetsmu n obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «/3MeHeHVWe napameTpoB
apantepa» (Change adapter setting) kak Ha pUCYHKe HUXe.

A &% <« Network and Internet » Network and Sharing Center v & »p

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Accesstype  No network access
settings Public network Connections: | Ethernet
Change your networking settings
Seealso
{iGi Set up a new connection or network

Bonjour = 5 " .

et up a broadband, dial-up, or VPN connection; or set up & router or access point.
HomeGroup

[ Troubleshoot problems

Intemet Options
Diagnose and repair network problems, or get troubleshooting information.

‘Windows Firewall

2. B nossumBwemca okHe «CeTteBble nogknoyeHusa»  (Network
Connections) oTobpaxeHbl BCe ceTeBble MOAKIIOYEHUs, OOCTYMHble
Bawewmy K. Coenante ABOWMHOW KWK Ha NOAKMIOYEHUU, KOTOpPOE Bbl
ucnonb3dyete Ansa cetu Ethernet

13
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b

X0
i

5 items

= Disconnected
§# WAN Miniport (IKEv2)

1 & <« Metwork and Intemet » Network Connections v G

Organize ~

Bluetooth Network Connection
Mot connected
Bluetooth Device (Personal Area ...

R
VPN Connection

X

= Qualcomm Atheros ARS171/8175 ...

%,

X
Search Network Connections 0@
- O @
Ethemnet VirtualBox Host-Only Network

le_" Disabled

@ VirtualBox Host-Only Ethernet Ad...

Unidentified network

Wi-Fi
Mot connected
Qualcomm Atheros AR485WB-E...

==

3. B nosiBuBLLemMcs okHe «CocTosiHMe - [MoakntoYeHne no fokanbHOW ceTny

(Ethernet Status) HaxmuTe kHoMky «CBownctBa» (Properties) kak
NOKa3aHO HMXe.
i x
General
Connection
IPv4 Connectivity: Mo network access
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:03:17
Speed: 1.0 Gbps
Activity

sent — kp ——  Received

e
Bytes: 81,247 | 234,299
@Eroperﬁes @Qisable Diagnose
Close

4. B nosiBuBLLEMCS OKHe «[loakntoyeHne rno nokanbHon ceTn — CBolcTBa»
chenante [OBOWHOW KWK Ha «MNpOTOKON WHTepHeTa Bepcun 1P V4
(TCP/IPv4)» kak nokasaHo Huxe

14
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Networking | Sharing

Connect using

2 Qualcomm Atheros AR8171/8175 PCI-E Gigabit Ethemat

This connection uses the following items:

ngS Packet Scheduler A
[0 -2 Microsoft Network Adapter Muttiplexar Protocol

-2 Microsoft LLDP Protocol Driver

& Link-Layer Topaology Discovery Mapper 14O Driver

& Link-Layer Topology Discovery Responder

e o . oo o

¥ |ntemet Protocol Version 4 (TCP/IPw4)

w
>

Install... Uninstall Properties
Description

Transmission Conttrol Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel

5. B nosiBuBemcst okHe «[MpoTokon nHTepHeTta Bepcun IP V4 (TCP/IPv4)»
ckoHdpurypupynte IP agpec Bawero MK n macky noacetn kak nokasaHo

Hwke. [lpegnountaembin DNS cepBep MOXHO OCTaBuUTb  Anid
aBTOMaTM4ECKOro BbIbopa.

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate TP settings.

(7 Obtain an IP address automatically

(®) Use the following 1P address:

IP address: 192 .168 . 2 .33
Subnet mask: 255 .255 255 . O
Default gateway:

Obtain DNS server address automatically

(®) Usg the following DNS server addresses:

Preferred DNS server: 8 .8 .8 .8
Alternate DNS server:

[]validate settings upon exit Advanced...

care

Bel moxeTe 3agatb ntobon IP agpec B none «IP agpec», B TOM e

noaceTu YTo u IP agpec kommyTaTopa. Haxmute kHonky OK, 4ToBObl COXpaHWTb U
NPYMEHMUTb HAaCTPOMKN.

Tenepb Bbl MOXETe MCMOMb30BaTh NMoGON Bpaysep ONA Bxoda B MeHHo
HacTpoek kKoMMyTaTopa.
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Mo ymonuaHuio IP agpec kommyTatopa 192.168.2.1
Login: admin  Password: system

8. YnpaBneHue 4yepe3 WEB uHTepdenc.

8.1 OcHOBHbIe cBeaeHudA

WEB unHTepdeinc kommyTaTopa npeacTaBneH Ha PUCYHKE HUXe:

SW-80802/IL(port90W)-P

BuayansHo WEB uHTepdeinc coctont ua 3 4acrtemn:

YacTtb 1* | MiIHgnkaTopbl MOPTOB, BKIOYasi POE cTtaTyc u ctaTyc CoOeanHEHMs.
(Part 1) Bbibop s3bika. [JOKyMEHT CripaBKMu.
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Yactb 2 | OcHOBHOW MHTEpdENC, rae OOCTYMHbI HACTPOWKN U oTobpaxaeTcst
(Part2) | cTaTucTmka No TEM MU UHBIM NapamMeTpam.

MmaBHoe meHio WEB uHTepderica. CooepxuT nepeyeHb
OOCTYMNHbIX HACTPOEK, PEXUMOB, UHCTPYMEHTOB ANA MOHUTOPUHra
CeTu, a Takke MHCTPYMEHTOB Ans 06CnyXMBaHWs kKOMMyTaTopa.

Yactb 3
(Part 3)

* WEB wuHTepgenc oTobpaxaeT cxeMy BCeX TMOpPTOB KOMMyTaTopa.
PasnuyHble uBeTa Ha cxeme 03Ha4yaloT, YTO MOPT/NOPThl HAXOAATCH B TOM UMK
WHOM COCTOSIHUW.

CkopocTb nopta 100M6uTt/c CkopocTb nopta 1000 M6ut/c L Het coeguHeHns

8.2 NmaBHoOe MeH0 WEB mnHTepchenca

C nowmouwbo BCTpoeHHOro B kommyTtatop WEB wuHTepderica Bebl
MoXeTe rMbko HacTpavMBaTb CWUCTEMHblE MNapaMeTpbl, CKOPOCTb MOPTOB,
oTcrexunBaTb COCTOSHME CETU U MHOrOe Apyroe.

Bce WHCTpyMeHTbl M HacTpovikum cobpaHbl B rpynnbl U NoArpynmbl.
OcHoBHbIX rpynn 9:

Information&Status (O6wasa nHdopmaumsa u ctatyc) — nonb3oBaTeny MoryT
npoBepuTb 0Oy WHPOPMaUMO O KOMMyTaTtope, CTaTyc, Kak [Onro
KOMMYTaToOp HaxoAMTCS BKIMIOYEHHbIM U TA.

Network Admin (HacTpowka ceTeBbix NapamMeTpoB U agMUHUCTPUPOBAHMNE) —
nonb3oBaTeny MOryT MpoBepUTb M HACTPOUTb MapameTpbl, OTHOCALMECS K
CceTu B JaHHOM NyHKTe rrnasHoro meHto WEB nHTepdenca kommyTtaTopa.

Port Configure (KoHdurypupoBaHne nopToB kKoMMyTaTopa) — MOfb30BaTenu
MOTYT NPOBEPUTb U HACTPOUTb onpeaeneHHble napameTpbl NOPTOB B AAHHOM
nyHKTe rnaBHoro meHio WEB nHTepdenca kommyTtaTopa.
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PoE - nonb3oBatenu MOryT MpPOBEPUTb W HACTPOUTb oOnpeneneHHble
napametpbol POE pansa noptoB B JaHHOM nyHKTe rnasHoro meHioo WEB
UHTepdenca kKommyTaTopa.

Advanced Configure (PacwuvpeHHble HacTponkuM) — nofb3oBaTeny MoryT
nNpoBepUTb U HacTpouTb L2 n L2+ dyHKUMN KOMMyTatopa B OAHHOM MyHKTe
rnasHoro meHo WEB unHTepdenca.

Security Configure (HacTtponkm 6e3onacHoCTM) — MOMb30BATENM MOTyT
NpoBepUTb WM HacTpouTb nNapaMeTpbl 6e3o0macHOCTM Ans KoMmmyTaTtopa B
AaHHOM MyHKTe rnaBHoro meHto WEB uHTepdeiica.

QoS (YnpaBneHue o4epegamu) — MNONb3OBaTENM MOryT MPOBEPUTL U
HacTpoMTb MapameTpbl pexuma ynpasrneHust ovepesamMn QOS B AaHHOM
nyHKTe rmasHoro meHio WEB nHTepdenca.

Diagnostics (AHCTpyMeHTbl Ana AMarHOCTUKM) — MNOoSib3oBaTenu MoryT
BOCMONb30BaTLCHA MHCTPYMEHTAMM AN AnarHocTukn cetu (Ping), guarHocTukm
kabens, a Takke npoBepuTb 3arpy3ky CPU kommyTaTtopa B OaHHOM MyHKTE
rnasHoro meHo WEB unHTepdenca.

Maintenance (O6cnyxuBaHue) — nofb3oBaTeny MOryT BOCMNOfb30BaTbHCA
WHCTpYMEeHTamn  obCcnyxuBaHWs  KoMmmyTatopa (cOpoc K  3aBOACKMM
HacTponkam, OOGHOBNEHVWE MpPOLUMBKKM, 3arpy3ka W COXpaHeHue TeKyLuen
KOHdurypauum, nepesarpyska KommyTaTtopa) B AaHHOM MyHKTE [MaBHOro
meHo WEB nHTepdeica.

8.3 Network Admin (HacTpomnka ceTeBbIX NapameTpoB U
aAMUHUCTpUpPOBaHUeE)

8.3.1 IP Configuration (Hactpoiika IP agpeca)

lpumeyvaHue: |IP adpec kommymamopa rno ymondaHuro 192.168.2.1 Macka
nodcemu no ymondaruro 255.255.255.0(24)

Bbibepute nogpasgen rnaBHoro meHiwo WEB wHTepdenca kommyTaTopa:
Network Admin > IP
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Yinformation & Status

IP Configuration

¥ Network Admin

1P

«SNTP IP Interfaces

»SNMP

IPv4 DHCP IPv4

= SysL VLAN

e S Enable | Fallback | CurrentLease | Address | Mask Length
Jaii ¢ O 1 O 192. 168. 2.1 2

»PoE

Advanced C [4dd Interface |

¥ Security Configure SReset

Port Name | OTobpaxaeT cuctemHoe nms nopTta

VLAN VLAN ans goctyna K yrnpasneHuio KoMMyTaTopoMm
- Ecnu BkntoyeHo, aTo o3HavaerT, 4to nopT VLAN 3anyckaeT
IPv4 DHCP knueHT, 4Tobbl AnHaMmn4yecku nony4yatb IPv4
agpeca kommyTaTopa. B npoTuBHOM cny4yae oH Oyaet
ucnonb3oBaTb cTatuyeckuin IP agpec.

IPv4 DHCP | _ Orkar (B cekyHaax) o3HauaeT BpeMsi OXuaaHust Ans
KOMMyTaTopa Ans nony4vyeHus amHamuyeckoro |P agpeca c
nomouybto DHCP. 3HayeHne 0 — oTMeHseT BpeMs OXXugaHus.
- Tekywasa apeHga, none otobpaxaeT Tekywwmin IP agpec,
nony4eHHsIn ot DHCP

- Agpec: ctatnyeckuii IP agpec, BBeAEHHbIN
nonb3oBaTenem.

IPv4
- AnnHa macku: ctatudeckas IPv4 macka gnsa nogcetn,

BBeeHHaa NoJib3oBaTelieM.

HaxmuTe Add Interface, 4tobbl 3agaTb HoBble HacTpoviku ans VLAN u
IP agpeca. Haxmute Save, 4Tobbl COXpaHUTb HAaCTPOMKN.

lMpumeyvaHue: [na ynpasneHuss KOMMYymamopoM UCIMOofb3yemcs
VLANT ro ymonyaHuro. Ecnu nonb3soeamerto Heobxoduma dpyzasi VLAN, 0nsa
ynpaeneHuss  KOMMymamopoM,  noxanytcma, dobasbome VLAN 8
coomeemcmeyrouwiem meHio WEB uHmepcgbelica, a makxe dobasbme rnopm 8
amy VLAN. IP adpec VLAN1 MOXHO usmeHUmMb Ha npednoymumesibHbIU.
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8.3.2 SNTP Configuration (Hactpowka npotokona spemeHu SNTP)

SNTP ato akpoHum oT Simple Network Time Protocol — npoTokon
CUHXpOHM3aLMM YacoB C HacTpovikamum [1IK. Bbl  MoxeTe BbibpaTb
onpegeneHHbii SNTP cepep 1 HacTpouTe GMT BpeMEHHYIO 30HY.

Bbibepute nogpasgen rnasHoro MmeHio WEB nHTepdenica kommyTaTopa:
Network Admin > SNTP

» i =
AR SNTP Configuration
| ¥ Network Admin |
P Mode Enabled v
= SNTP Server Address
»SNMP
= SysLog Save | | Reset

Haxmute Ha BbiNagatowee MeHo, YToobl BbiopaTb Enabled
mnn Disabled

Enabled (Bkn) — Bkntovaet pexum SNTP. B gaHHOM
Mode PEXUME areHT oTnpasnseT u npuHumaeT SNTP
COOBLLEHNS MEXAY KNMeHTaMu 1 CepBepoM, KOraa oHu
HaxoasaTCcsA He B O4HOW NoACeTw.

Disabled (Bbikn) — oTkntovaeT pexum SNTP.

MNocne BBoaa IP agpeca SNTP cepeepa, SNTP
nHdopmaumsa byaeT nonyyeHa c 9TOro cepsepa.

SNTP Server

HaxmunTe Save, 4To6bl COXpaHUTbL HAaCTPOWKK.
8.3.3 SNMP Configuration (HacTtpoika npoTtokona ynpasneHusa SNMP)

Simple Network Management Protocol (SNMP) ato npoTtokon
NPpUKNagHOro ypoBHS, KOTOPLIV obneryaet obMeH nHdopmaumen ynpasneHms
Mexgy  CceTeBblMM  YCTPOMCTBaMM. SNMP  nossonder ceTeBbiM
agMunHUCTpaTopamM YynpasnsATb MPOU3BOAUTENBHOCTLIO CEeTW, HaxoauTb W
pelwaTb NpobneMbl C CeTblO, NNAHMPOBATL PacLUMpPeHME CETU.

Kommytatop noggepxusaet SNMPv1, v2c. PasnuuHble Bepcun
SNMP obecneunBatoT pasHbIl ypoBeHb ©Ge3onacHoCTM Ans  ynpaBreHus
CTaHUMAMM 1 CeTeBbIMWU YCTPONCTBaAMM.
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B SNMP v1 u v2c pana ayteHTudwukauum nonb3oBaTenen
ucnonb3yetrca «Community String». ®yHKUMOHAN 3TOW CTPOKM CXOX C
dyHKkunoHanom napons. lMpunoxeHne SNMP yaaneHHoro nonb3oBatens u
SNMP kommyTaTopa [OSMKHbI WCMONb3oBaTb OAHO W TOXe 3Ha4veHue
Community String. MNaketel SNMP oT ntobbix HeaBTOPU3OBaHHbLIX CanToB
OyayT urHopmpoBaTbCs (0TBpackiBaTLCSH).

Community String no ymonyaHuio 4ns KoMMyTaTopa MMeeT 3Ha4yeHue:
1. public — no3BonseT ayTeHTUdUKALMIO CTaHUMW yNpaBrneHusa Ans
yTeHusa MIB o6beKToB.
2. private — nos3BonsieT ayTeHTUMKaLUMIO CTaHUMM yrnpaBneHnst ans
YTeHUs, 3anmcu n nameHeHnst MIB o6bekToB.

Trap

Mcnonb3yeTca areHToM Ans aCMHXPOHHOrO MHopmuposaHus NMS
(cTaHumMs ynpaBneHust) 0 KakoM-nmbo cobbiTun. ITU cobbITA MOryT ObiTb
OYeHb Cepbe3HbIMU, TakMMM, Kak nepesarpyska (KTo-TO Crly4YawHO BbIKITHOYMWIT
KOMMyTaTtop), unu npocTto, obwas uHdopmMauus, Takas Kak W3MeHeHue
ctatyca nopta. KkommyTtatop cosgaet umHdopmauuio o nosywke (Trap), a
3aTeM OTNpaBnseT ee nonyvatento unuv aaMuHUCTpaTopy ceTu. TunuyHas
noByllKa BKMYaeT B cebs uHpopmaumo o owwnbkax ayTeHTudukaumu,
CeTeBbIX U3MEHEHUSIX.
MIB

OTO  Konnekuust  ynpaBnsieMblX  OOBLEKTOB, Haxogdwuxcs B
BUPTyanbHOM XpaHunuiie nHdopmaumm. Konnekuun CBSA3aHHbIX
ynpaBnsiembix OOBLEKTOB onpefeneHbl B onpedeneHHbix mogynsax MIB.
KommyTaTtop mcnonb3yet cTaHOapTHbIM MoAyrb yrpaBneHus nHdgopmaumen
MIB-Il. Takum obpasom, 3HauyeHne obbekta MIB MoxeT ObITb npoynTaHo
nobbiM  NporpaMMHbIM ~ obecneveHnem, ynpaensembiM 4Yepe3 SNMP
NPOTOKOI.

8.3.3.1 SNMP System Configuration (Hactponka SNMP gns cucremnl)

Bbl MOXeTe BKMOYMTL UK BIKITHOYUTD OaHHYIO beHKLI,M}O B pasgene

Admin>SNMP>System
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information & Status | SNWMP System Configuration

¥ Network Admin ]
«IP Mode ‘}inabled v
= SNTP Version SHMP w2c v
| wSNWP | Read Community | |public |
| = System | Write Community | private
=Trap
Mode BkntoueHue/BbikntoveHne SNMP dpyHKUMM
. HaxxmuTe Ha BbinagatoLlee MeHto, YTobbl BbIbpaTb BEpCUIo
Version
npotokona SNMP v2c vnn vl
Read Mo3BonseT ayTeHTUdUKALUIO CTaHLUN yripaBneHus Ans

Community yTeHus MIB o6bekToB.

Write Mo3BonseT ayTeHTUdMKaLUIO CTaHLUM yrnipaBneHus Ans
Community 4YTeHus, 3anucn n nameHeHms MIB obbekToB

8.3.3.2 SNMP Trap Configuration (Hactponka SNMP Trap)

Bbl MOXeTe BKNHOUYUTb UK BbIKITHOYUTD OaHHYIO beHKU,l/IIO N HaCcTpouUTb
€e B criegywuiemMm pasgene

Network Admin>SNMP>Trap
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Yinformation & Status

Trap Configuration
«P Global Settings
# SNTP
P [Mode] [visatied vT]
= System
[+Trap | Trap Destination Configurations
= SyslLog
< [ Delete [ Name | Enable | Version | Destination Address | Destination Port |
Port Configure
¥ Advanced Configure
¥ Security Configure

8.3.4 System Log Configuration (HacTpoika cMcTeMHOro XypHana)

Bbl MOXeTe HacTpouTb CUCTEMHbIV XKypHan KoOMMmyTaTopa nepenas B HYXHbIN
pasgen ocHoBHoro meHto WEB nHTepdeiica

Network Admin > Syslog

information & Status System Log Configuration

I

| Network Admin
P Server Mode Disabled V|
= SNTP Server Address | 192.168.2.100
»SNMP Syslog Level Info V|

= SysLog

»Port Configure

Server Mode

Bkn/Bbikn pyHKUMIO CUCTEMHOTO XXypHana ans SNMP .
Ecnu Bknio4eHo, KOMMyTaTop OTNpaBnseT KONuio XypHana
Ha CTOPOHHWUIN cepBep

Server CepBep, Ha KOTOPbIN OTNPaBNAETCHA KONUs CUCTEMHOTO
Address XypHana
Info — uHdbopmaums, npegynpexxaeHns 1 owndkn
Syslog Level | Warning — Tonbko npeaynpexaeHnst n ownbkm

Errors — Tonbko oLwmnbku
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8.4 Port Configure (KoHdurypmpoBaHue nopToB)
8.4.1 Port Configuration (HacTtpoika noptoB)

HaHHbin pasgen WEB wHTepdpenica cooepXmt nepedeHb HacTpoek
Ansi NOpTOB KOMMYyTaTopa.

Port Configure>Ports

~Port Configure Port | Link | Speed [ Fiow Control T Excessn
P | Current|  Configured | Current Rx | Current Tx [ Configured | Frame Size | Collision Mode
»Aggregation : O v ] 9600 O -
«Mirroring 1 @ Down Auto v % % [} 9600 Discard w
= Thermal Protection 2 100fdx Auto v X X O 9600 Discard v
= Green Ethemet 3 @ Down Auto v X X O 9600 Discard v

KpaCHbIVI LBET O3HA4YaEeT, YTO COeANHEHMNS HET. 3eNneHbIn —
coeanHeHune ecCTb.

Link

Bbibop ckopocTu 1 pexuma paboThbl
(mynnekc/nonyaynnekc) Ans nopta

Disabled — nopT oTknto4eH.

Auto — no3sonseT NoOpTy aBToOMaTUYECKM BbIOUpaTh
Hambornee nogxogsLime napameTpbl AN NOAKMIOYEHHOTO
yCTpOWCTBA.

Speed FDX — gynnekc. No ymonyanuto ansi ckopoctn 1000M6uT/c
HDX — nonyaynrekc

1000-X_AMS — o3Ha4vaerT, YTo NopT ABMSETCH ONTUYECKUM
UM KOMBO-NOPTOM U ONTUYECKUIA MOPT — OCHOBHOM.
Tarke ecTb Apyrne aHanorm4Hble napameTpsbl:

10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX,
1000-X

MexaHunam ynpaBneHus noTokom. MonHoaynnekcHble
nopTbl Mcnosb3aytoT 802.3x NPOTOKON ANs YpaBneHus
Flow Control | noTokom, nonyaynnekcHble NopTbl UCMOMb3YHOT
backpressure ynpaBneHue notokom. 1o ymonyaHuto
Il:l.aHHI::IVI MeXaHU3M O5A NOPTOB — OTKITHOYEH.
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Mone, roe 3agaeTca MakcMmarbHbI pasmep

Maximum nepegasaemMbIx/NpUHNMaeMbIX nakeTo.. 1o ymonyaHuio
Frame Size pa3smep — 9600, 4yTobbl 06ecneunTb Noaaepxky Jumbo
frames.

HaxmuTte Save, 4ToGbl COXPaHUTL HACTPOWKM.
8.4.2 Link aggregation (Arperauusa KaHanoB)

Arperaums KaHanos, 3TO METO[, KOTOPbIN CBA3bIBAET OnpeaeneHHble
dusnyeckme nopTbl BMECTE, KaK OOWH MOrMYecKkuii nopt, YTobbl yBEnuunTb
00LLy0 NPOMNYCKHYO CNOCOBHOCTD.

KommyTatop nogaepxumsaet go 13 rpynn arperaumm kaHanos. OT 2 go
8 nopToB B BMAE €AMHOro NOrM4yeckoro nopTra.

lMpumeyarue: Ecnu kakol-nu6éo mnopm 6 apynne aspesayuu KaHaoe
OMKJIIOYEH, nakem OaHHbIX, OMIPaeNeHHbIl Ha OMKIIOYeHHbIl nopm 6ydem
pacripedensimb Hagpy3Ky Ha Opyaoli MoOK/toYeHHbIU nopm e amol apyrine
aspezayuu.

8.4.2.1 Static Aggregation (CtaTtu4yeckasa Arperauyums)

B atom pasgpene WEB uHTepdoeiica kommyTaTopa nonb3oBaTeflb MOXET
HaCTPOMTb CTaTUYECKYIO arperauuio s rnopTos.

Port Configure > Aggregation > Static

Aggregation | 3TOT pexum ABMSETCH anropuTMOM XELUMPOBaHUS NOTOKa
Mode mexgy noptamun LAG (rpynna arperMpoBaHHbIX NOPTOB MK
Configuration | Link Aggregation Group)

Group ID ID rpynnbl cTaTUyeckom arperayuu

KommyTaTtop nogaepxuBaet go 13 rpynn arperaumm, ot 2

Port Members -
0o 8 nopToB B 04HOM rpynne.
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YInformation & Status Aggregation Mode Configuration

PNetwork Admin

g e
QILCOONRRY Source MAC Address

=Ports

Destination MAC Address
EvAg_g_r_e_g:]anon IP Address 2]

@ TCP/UDP Port Number 2]
«LACP
=Mirroring Aggregation Group Configuration
= Thermal Protection
= Green Ethernet Port Members
»PoE GroupID [1]2[3]4]5]6]7]8]9[10[11][12[13[14][15][16][17[18[19]20]21]22]23]
» Advanced Configure Normal @® [ONONONORONC ® @ ®
¥ Security Configure ; 9.4 é
»Qos Configure 3
»Diagnostics 4
»Mai 5
Maintenance 6
7
8
9
10
1" N
12 ( D €
13 (o) O O

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

lpumeyaHue: Cmamudeckasi aspezayusi o3gonssem 0OHOBPEMEHHO
06BeduHsamb He bosiee 8 Nopmoe 8 00HY crmamu4ecKyro epyrirny.

8.4.2.2 LACP Aggregation (Arperauus Ha ocHoBe LACP)

LACP — TlpoTtokon ynpaBneHus arperaumen kaHanos. Arperauyus
KaHanoB nossonseTr obbeAuHsaTb A0 BOCbMM MOPTOB B OAHO BblAENEHHOoe
coefuHeHmne (NTOrmyeckni nopT).

OTa QyHKUMA MOXEeT paclupuTb  MPOMYCKHYK  CNOCOBHOCTL
ycTponcTtBa. Pabota LACP TpebyeT BKMOYEHMS OYMMEKCHOro pexuma Ha
noprax.

Ona nony4yeHus 6onee nogpo6HoOM MHAOPMaLWMM O3HAKOMbTECHb CO
ctangaptom |IEEE 802.3ad.

Port Configure > Aggregation > LACP
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> i ]
Informiation & Status LACP Port Configuration
»Network Admin

Port [ LACP Enabled | Key | Role [ Timeout| Prio
* O <O v <O v <O v 32768
=Ports

1 O Auto v Active w| |Fast v| | 32768
= Static 2 O Auto v Active w Fast 32768
3 O Auto v Active v Fast 32768
TN 4 0O Mo v Active | |Fast v| | 32768

= Thermal Protection
« Green Ethernet 5 O Auto v Active |w Fast v 32768

BkntoveHune/BbikntodeHe nogaepkku npotokona LACP Ha
nopte

3HayeHue Knoya, Nony4YeHHoe NopToM, HaXoaUTCH B
AnanasoHe 1-65535.

LACP

Auto HacTpouka 3afacT KIoY B 3aBUCUMOCTM OT CKOPOCTU

Key dumsmdeckoro kaHana, 10Mb = 1, 100Mb = 2, 1Gb = 3.

Specific HacTpoVika NO3BONSET BBOAWUTbL 3HAYEHME KItoYa
BPY4HY10. [opThl C 0AMHAKOBbLIM 3HAYEHNEM KITto4a
MOTyT ObITb Y4acTHMKaMKU OOHOW rpynnbl arperauumu, a
NnopTbl C pasHbIMU Krto4amun — He MOryT.

[aHHoe none oTBevaeT 3a cocTosaHne aktmeHocTn LACP.

Role Active — nepenava naketoB LACP kaxayto cekyHay

Passive — oxungaHue naketos LACP.
[laHHOe none oTBeYaeT 3a NPOMEXYTOK BPEMEHUN MeXay
nepegaven BPDU

Timeout
Fast — oTnpaBka naketoB LACP kaxayto cekyHay

Slow — 30 cek oxmnaaHusa nepepn otnpaskon naketa LACP
[aHHOoe none KOHTPONMpyeT NpUopuUTET NnopTa.

Ecnu naptHep LACP xo4eT cdhopMmpoBaTb GonbLUyHO
rpynny, 4eMm yCTpOMCTBO NoaaepxuBaeT, To napameTp Prio
Prio OyaeT KOHTpONMpPoBaTb, Kakne NopTbl 6yayT B aKTMBHOM
ponu, a Kakue B pe3epBHON Ponu.

MeHbLUee 3HadyeHre napameTpa Prio o3HavyaeT 6onbLnii
npuopuTeT.

Haxmute Save, YToGbl COXpaAHUTb HACTPOMKM.
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8.4.3 Port Mirroring (3epkanupoBaHue NOopToB)

®PyHKUMA  3epkanupoBaHuMs NOpTOB  obecneynmBaeT  MOHUTOPWHT
CeTeBOro Tpadumka, KONUS KOTOPOro (BXOASLWME WNU UCXOAALME NakeTbl)
nepeckInaeTcs ¢ OAHOro nopTa ceTeBOro KOMMyTaTopa Ha ApYyron nopT, rae
Tpaduk MoxeT ObITb UCCreaoBaH.

3710 nossonseT agMUHUCTpaTopy cetn oTCnexmBaTb
NpOM3BOAMTENBHOCTE KOMMyTatopa M Npu HeoOXOAMMOCTU W3MEHSATb €ro
HaCTPOWKM.

Port Configure > Mirroring

> ; ] :
information & Status Mirror Configuration

»Network Admin
lPonto mirror to | ! v
¥ Port Configure
=Ports A “ 2
: Mirror Port Configuration
wAggregation
= Static
e Port[ Mode
1 |Disabled v
= Thermal Protection neh o
= Green Ethernet 3 |Rx only G
4 Tx only w
»PoE
5 |Disabled »

MakeTbl C NOPTOB, AN KOTOPbIX BKMHYEHO
Port mirror to | 3€PKanuposaHue rx unu tx 6yayT JOCTYMNHbI HA 9TOM MopTe.

Disabled — oTkntouyaeT 3epkanvposaHue

BeiGop pexuma 3epkanMpoBaHus A nopTa UCTOYHMKA.

Rx only — nakeTbl, Nony4YeHHbIe HA 3TOM nopTe OyayT
OTnpaBrieHsbl 3a nopT-3epkano (mirror port). Ucxopsawimne
nakeTbl 3epkanupoBaTtbcs He ByayT.

Mode Tx only — nakeTbl, UCXOAdALME C 3TOro nopta byayT
OTNpaBreHsbl 3a NopT-3epkano (mirror port). Mony4yaemble
nakeTbl 3epKanuMpoBaTbCs He OyayT.

Disabled — Bce nakeTbl (tX 1 rx) He OyayT 3epkanMpoBaTbCst

Enabled — Bce nakeThbl (tx 1 rx) 6yayT oTnpaBneHsl Ha NopT-
3epkano.
HaxmunTe Save, 4ToGbl COXPaHUTb HACTPOWKM.
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8.4.4. Thermal Protection Configuration (TemnepaTtypHas 3awuTa)
TemnepatypHas 3awmTa npegoTeBpawiaet neperpes nopTto. Koraga
KOMMyTaTop onpefenseT nopT, Ha KOTOPOM TemnepaTypa Bblle 3ajaHHOMN,

NpoOnCcxXognT OTKIO4YEeHE nopTa.

Port Configuration > Thermal Protection

» i 3 x
e e Thermal Protection Configuration
¥ Network Admin
Temperature settings for priority groups
l ¥ Port Configure J
=Poris Priority | Temperature
PAgaregation 0 255 °C
= Mirroring ;
= Thermal Protection 1 266 c
= Green Ethernet 2 255 s &
»PoE 3 |255 e
» Advanced Configure gt
Port priorities
¥ Security Configure
»QoS Configure Port [ Priority
' O ow
»Diagnostics 1 Uiv
»Maintenance 2 0 v
3 0w

Temperature KommyTaTop nogaepxuBaeT 4 rpynnbl TeMnepaTypHOn
settings for | sg1uTh1. Kaaast MoXeT 6bITb HACTPOEHA Ha CBOK
priority groups | yiakcumanbHyto TemMnepaTypy.

Mone onpependeT nNpnHagneXxXHoCTb nopTa K TOW U UHOW

Port priorities
rpynne TeMnepaTypHoO 3aLUmThl.

HaxxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.

lMpumeyaHue: no yMon4aHUK0 8ce rnopmsl KOMMymamopa Haxo0sm 8 2pyrre
npuopumema 0, ¢ MakcumarnsHolU memnepamypot 255 C
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8.5 PoE Configuration (KoHdurypaumsa PoE)

Power Over Ethernet (PoE) — dyHKuMs, nosBonsiowas yCTponcTeam
nonyyaTb NUTaHWE M JaHHbIE MO ogHOMY kabento B ceTu Ethernet.

Takumn ycTponcTBaMyn MOryT ObiTb POE IP Kamepbl, TOYKM AocTyna,
TenedoHbl VOIP. Hanuune gaHHoM dyHKUMN NO3BONSAET CHU3UTL 3aTpaThbl Ha
co3faHue ceTeBon MHPACTPYKTYPbI.

PoE - onpegensetcsa crtanHgaptom |EEE 802.3af/at/bt. lMoatomy
0ObIYHO He BO3HMKAET CINOXHOCTEN C NUTaAHWEM yaaneHHOro YCTPOWCTBA,
€Ccnn OHO NoAAEPXKMBAET/COBMECTUMO C AaHHbIMU CTaHOapTaMu.

PD — 3anutbiBaemoe yCTponcTBO, Hanpumep POE IP kamepa.
PSE - ycTpoiicTBo obecneumBatolLiee nuTaHne yganeHHoro PD

I'Ipou,ecc noga4v nutaHna POE coCTONT U3 HECKOMBbKUX LLAroB:

1) Onpegenenne. PSE ycTponCcTBO OTNpaBnsieT cUrHam ¢ MMHUMarbHbIM
HanpsXeHneM, 4YTobbl OnNpeaenvTb COBMECTMMO N yaaneHHoe PD
YCTPOWCTBO cO cTaHgaptamu |IEEE 802.3af/at/bt. Ecnu ypaneHHoe

YCTPOWCTBO COBMECTMMO NPOUCXOAUT CreayLNiA Lwar.

2) Knaccudpmkauma PD ycTtponctBa. PSE ycTponcTBo onpegensiet

HeobXxoAMMYy0 MOLLHOCTL Ans yaaneHHoro PD yctponcrea.

3) T[locne nepBbix AByx waroB PSE ycTponcTBO HauvMHaeT nopdaBaTb B
NVHUIO MOMHOE HamnpsbkeHne U MowHocTb (44-57V, MowHocTb af —
15.4BT1 makc, at — 25.5BT1 makc., bt — 90BT makc.)

4) OrtknoyeHne. Ecnu yaoaneHHoe PD yCcTpOMCTBO OTKMHOYMMOCH, WU
nonb3oBaTtenb OTKMNIOYUIT ero ¢ NomMoLlbio ynpasneHua vyepe3 WEB,
PSE yctponcteo B TedeHue 300-400 mc npekpawaeT nogady

HanpsxkeHna POE B nuHuio.
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8.5.1 PoE Setting (HacTpowku PoOE)

Hactporiku POE Haxopsatca B cnegyiowem pasgene WEB uHTepdelica
KOMMyTaTopa.

POE > PoE Setting

cable transmission

OSNOVO ; SW-80802/1L (port90W)-P

A Power Over Ethernet Configuration

Rescrvod Power detenmined by (U Manad

o [ — ® Actual Consumption O Ressrved Power
POE Power Supply Configuration
PoE Port Configuration

PD Alive Check _ Maximum Power (W]

5

[ i i B s e

KommyTaTop noagepxueaeT 2 pexvma ans onpeaeneHus
MOLLIHOCTK Ha nopTe

Reserved Auto — KOMMYTaTOp aBTOMaTUYECKU onpeaenseT
Power MOLLHOCTb Ha MopTe B 3aBMCKUMOCTU OT Krlacca
determined by | popkniouenHoro POE yctporicTsa.

Manual — Bpy4Hyto — MakcumarnbHas LOCTyMnHasi Ha nopTe
MOLLHOCTb 3afaeTcsi NoNb30BaTENEM.

KommyTaTop noagepxueaeT 2 pexuma ynpasnieHust
NUTaHNEM.

1. PeanbHoe noTtpebneHune. B aTom pexume obuas

Power moLHocTb (POE GropkeT) genutca Ha Bce nopThl. [lopT ¢
Management | HaWMEHbLUMM NpUOpUTETOM OyaeT BbIKMIOYEH, eCrin

Mode MOLLIHOCTb npeBbIicUT GrogxeT POE. Ecnin Bce nopThbl MetoT
OOWHaKoBOE 3HaYeHue npuopuTeTa — ByaeT OTKINIOYEH
nopT C KpanHNUM HOMEPOM.

2. 3apesepBupoBaHHas MOLLHOCTb. B aToM pexume, ecnu
MOLLIHOCTb NpeBbicuT POE GlogkeT kKoMMyTaTopa, nopT K
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KoTopomy ByaeT noakntoyeHo HoBoe POE yCTpoOnCTBO He
OyaeTt akTuBeH.

Primary Monb3oBaTtenu MoryT HacTpavBaTb POE BioaxeT Bcero
Power Supply | kommyTaTopa (He 6onee 3Ha4YeHUs MO YMOMYaHMIO).

PoE Mode Pexum POE Ha nopTax.
3HauyeHue onpepensioLlee npuoputeT nopta. Moxer
nNpyHMMaTh 3 3Ha4YeHns

Priority Low — H13k1in npuoputeT
High — Bbicokui npuoputeTt

Critical — KpUTU4eCKM BaXXHbIA NPUOPUTET
Maximum B py4yHOM pexumme BbICTaBMSETCS 3HAaYEHNE
Power (W) MaKCVMMarnbHOW AOCTYNHOW MOLLHOCTU Ha nopTe.

HaxxmunTe Save, 4To6bl COXpaHUTbL HaCTPOWKK.
8.5.2 PD Alive (®yHKuMsA aHTM3aBucaHua ansa POE ycTponcTBs)

HacTtporku paHHOM yHKUMM Haxoddatcsa B cnefgywowem pasgene WEB
MHTepdenca KommyTaTopa:

PoE > PoE Setting

«} o e —rr

OS N OVO s x SW-80802/IL(port90W)-P

A Power Over Ethemet Configuration

Reseeved Powss determined by [0S Morud
e OB = /.4 Consumgticn - Rserved Power

POE Power Supply Canfiguration

PoE Port Configuration

®PyHKuMa paboTaeT MONMHOCTBIO B aBTOMaTUYECKOM peXuMe rocne ee
akTMBaumm Ha nopte/noptax. CpabaTbiBaHne npoucxogut 4yepe3 120 cek
rnocrne TOro, Kak KOMMYyTaTtopom Obifo  3adMKCUPOBAHO  COCTOSIHUE
«3aBucaHusA» Ha nopTte/noptax. CpaboTtka npoucxoaut 1 pas.
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8.5.3 PoE Status (CoctosiHne POE Ha nopTax)

MosBonseT oTcnexusartb coctosiHMe POE Ha Bcex noprtax. Haxogutca B
pasgene

PoE > PoE Status

Hinformation & Status Power Over Ethernet Status Auto-refresh [] [(Refxesh
Phetwork Admin
St Local Port | D | PD class | Power | Power Allocated | Power Used | Current Used | Priority | Port Status
Lontoue 0w 0[W) 0w) 0 [mA} Low  PoE tumed OFF - Po disabled|
vPoE 2 - 0w 0w 0w 0 [ma] Low  PoE tumed OFF - PoE di
«PoE Safting 3 0wW] 0[W] oW 0 [mA) Low  PoE tumed OFF - PoE disabled|
[rPoE Stans 4 : 0w 0w oW 0 [mA] Low  PoE tumed OFF - PoE disabled
»Advanced CMME 5 - 0[w] 0w | 0[maA] Low PoE tumed OFF - PoE disabled|
6 oW 0w 0 [mA] Low  PoE tumed OFF - PoE disabled|
¥ security Configure 7 S 0w 0w 0 [mA) Low PoE tumed OFF - PoE disabled|
»Gos Configure 8 - 0[w] 0w 0 [mA] Low  PoE tumed OFF - PoE disabled|
N 9 ow] 0[W] 0w] 0 [ma] Low  PoE tumed OFF - PoE disabled|
o e 10 - 0w 0w ow] 0 [mA] Low PoE tumed OFF - PoE disabled|
Psintenance 1 ow] 0[W] oW 0 [mA] Low  PoE tumed OFF - PoE disabled|

8.6 Advanced Configure (PacwumpeHHble HaCTPOUKM)
8.6.1 VLAN (Hactponka VLAN)

VLAN — BupTyanbHasi nokasnbHasi cCeTb — NpeactaBnsieT cobown rpynny
XOCTOB C 06wwmm Habopom TpeboBaHMIM, KOTOpblE B3aMMOAENCTBYIOT Tak, Kak
ecnn Obl OHM ObINMM  NOOKMIOYEHbI K  LUMPOKOBELLATENBHOMY [OOMEHY,
He3aBUCMMO OT UX (PU3NYECKOr0 MECTOHAXOXAEHWS.

VLAN umeeT Te e CBOMCTBA, YTO U (hunsndeckas rnokarnbHas ceTb, HO
Nno3BorisieT KOHEYHbIM 4reHaMm rpynnupoBaTbCs BMECTe, [AaXe eCN OHWU He
HaxoaaTcs B OAHOW PU3NYECKOWN CeTH.

HacTpoliku HaxogaTcsa B pasgene

Advanced Configure > VLANs

Yiaformation & Status Global VLAN Configuration
P Network Admin

¥Port Configure
YPoE
~ Advanced Configure Port VLAN Configuration

» MAC Table
=VLANS
PPortisolation

Allowed Access VLANs 1
Ethertype for Custom S-ports | 584%

Ingress Egress Allowed Forbidden
Tagging VLANs VLANs

*Loop Protection
»Spanning Tree
«MEP

*ERPS

»IGHP Snooping

«LLDP
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B atom none otobpaatotcsa co3gaHHble VLAN ID. Mo
yMon4aHuto 3HayeHne — 1. Ecnv Bbl XOTUTE co3aaTb HOBYHO
VLAN, nameHuTe 3Ha4eHne Ha HOBOE.

Allowed
VLANS

B aTom none ykasbiBaetcs 3HaveHue ethertype / TPID (B
lwecTHaguartepuyHom cpopmare). lNapameTp gencTeyeT

Ons BCex NopToB, TMMN koTopbix (Port Type) ycTaHoBNEH
kak S-Custom-Port

Pexxum nopta (no ymonyaHuto Access) onpeaenseTt
OCHOBHOE NoBefeHune nopTa.

Ethertype for
Custom S-
ports

MopT MOXET HaXOAUTLCS B OQHOM M3 TPEX PEXMMOB, Kak
onucaHo Hke. Besiknin pas, korga BelbpaH onpeaeneHHbIN
PeXuM, ocTarnbHble Nons B 3ToW cTpoke 6yayT nubo

HeOCTYTMHbI UNK cAenaHbl N3MEHSEMbIMU B 3aBUCUMOCTU
OT paccMaTprBaeMOoro pexvma. 3aTeHeHHble nons
MoKasbIBalOT 3Ha4YeHWE, KOTOPOE NOPT MOMYYUT NpU
MPUMEHEHUN pexrma.

Access. MopTbl C 3TUM PEXMMOM OObIYHO UCMONb3YIOT ANS
MOAKIIOYEHUST K KOHEYHbIM CTaHLUMSM. VimetoT cnegytowme
XapaKTepPUCTUKK:

- MopT yyacTHUk Access VLAN (no ymonyaHuio 1)
Mode
- MopT npuHnmaeT nakeTbl TMNa untagged n C-tagged

- OTOpacbiBaeT BCe NakeTbl, KOTOPbIE HE
KnaccuduuupoBaHsl Ansa goctyna Kk Access VLAN

- Ha Bbixoge Bce nakeThbl, oTHocswmecs k Access VLAN
OyayT nepepaBaTbes, Kak untagged. Opyrve (QuHammuyecku
AobasneHHble VLANGI) OyayT nepegasaTtbces, kak tagged.

Trunk. Trunk (MarucTparnbHble) NOPTbl MOTyT
OAHOBPEMEHHO nepefasaTb TpadUK MO HECKOSTbKNUM CETAM
VLAN 1 06bI4HO MCNONb3yTCA ANs NOAKMYEHUs K
Opyrum KommyTatopam. MimetoT cneayiowine
XapaKTepUCTUKU:

- Mo yMOIn4aHuio, trunk nopT ABNAeTCA y4aCTHUKOM BCEX
VLAN (1-4094)
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- VLANBI, y4aCTHUKOM KOTOPbIX ABRsieTcs trunk nopT, MoryT
ObITb orpaHnyeHsbl Yepes none Allowed VLANs

- MakeTbl, oTHOCAWMeCH kK VLAN, y4aCTHUKOM KOTOPOW
NnopT He ABNSeTCs — oThpackbiBalOTCS.

- Mo YMOIM4YaHNKO BCE NMakeTbl, KoOMe NakeToB OTHOCALLMXCA
k Port VLAN (Native VLAN) 6yayT nomeuyeHsbl (tagged) Ha
BbIXOZe.

- MapkupoBaHue NakeToB Ha BbIXOAe (TErMpOBaHNE) MOXET
OblTb U3MEHEHO, YTOObI MOMETUTL BCE MakeThl. B Takom
cryyae, Tonbko tagged nakeTbl 6yayT NPpMHMMATBLCS Ha
BXoge.

Hybrid. Takme nopTbl BO MHOTOM HanoOMuHatoT trunk NopThbl,
HO MMEIT AOMNONHUTENBbHbIE HACTPOMKMN.

— MNopT moxeT 6bITb HAaCTpPoeH Tak, 4Tobbl VLAN tag He
pacnosHasarcs, C-tag n S-tag nogaepxvsanuce.

- q)VIJ'IpraLI,VIﬂ Ha BXOo4e Morfa KOHTPOJInpoBaTbCA.

- I'IpmeM NnakeToB Ha BXxoae n HaCTpOVIKa nexogqdulero
TermpoBaHnAa MOryT HactpamnBaTbCA HE3aBUCUMO.

Mone onpenenset ngeHtndpukatop VLAN nopta (PVID).
Port VLAN PaspeweHHble VLAN HaxogaTcs B gnanasoHe ot 1 go
4094, no ymonyaHuio 1

M'BpuaHble NOpTbl NO3BONSAT MEHSTb BXOOHYO
dunbTpaumio. Access u Trunk nopTel BCeraa umeroT
BKIMFOYEHHYO0 BXOOHYIO (DUIbTpauuio.

Ecnu BxogHasa dunbTpauus BrrtoyeHa (dnaxok
yCTaHOBMEH), NakeTbl OTHocsAwWmecs kK VLAN, B KOTOpo#

Ingress Filter
NopT He ABMSAETCSH y4aCTHUKOM — ByayT OTOPOLLEHbI.

Ecnu BxogHas punbTpaumns BblKMoYeHa, nakeTbl
oTHocswmecs kK VLAN, B KOTOPOW MopT He sABnseTcs
y4yacTHUKOM — ByayT NPUHSATLI 1 06paboTaHbl
KOMMYTaToOpOM.
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rVI6pVI,D,HbIe NOopPTbl NO3BOJIAKOT MEHATb TUM NMaKeToB,
NnpMHMMaeMblX Ha BXxoae.

Tagged and Untagged. Bce Tunbl nakeToB ¢ METKOW UMK
0e3 6yayT NnpMHMMaTbCS.

Ingress Tagged only. Tonbko nomeyeHHble NakeTbl 6yayT
Acceptance npuHMMaTbes Ha Bxoge. lNakeTbl 6e3 meTkn byayT
OTOpPOLLEHDI.

Untagged only. Tonbko nakeTbl 6e3 meTku 6yayT
npuHUMaTbcs Ha Bxoge. MakeTbl ¢ meTkon byayT
OTOpPOLLEHDI.

MopTbl B rMBPUOHOM pexunme No3BOSAT U3MEHATbL TUM

nopra.

Unaware. Ha Bxoge Bce nakeTbl, HE3aBNCUMO OT TOrO
nomeyeHbl N1 oHn VLAN tag unum HeT, 6yayT OTHECEeHbI K
VLAN Port, Bo3MOXHble MeTku (Tern) 6yayT yaaneHsl Ha
BbIXOAe.

C-port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID = 0x8100
oyayT knaccudguumnposaHbl no VLAN ID, cogepallemycs B
MeTke. Ecnu nakeT nomeyeH, Kak NPUOPUTETHbLIN, OH ByaeT
knaccudpuuymposaH Port VLAN. Ecnu nakeTbl JOMmMKHbI 6bITh
nomeYeHbl Ha BbIxoae, oHn 6yayT nomeyatbcs C-tag
METKOMN.

Port Type S-port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID = 0x8100
nnn 0x88A8 byayT knaccnduumposadbl no VLAN ID,
cofepxallemycs B MeTke. Ecnn nakeT nomeuyeH, kak
NpUOpUTETHBIN, OH ByaeT knaccuduumposaH Port VLAN.
Ecnu nakeTbl 4OMKHbI ObITb NOMEYEHbI HA BbIXOAE, OHU
OyayT nomevatbcsa S-tag METKOW.

S-Custom-Port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID =
0x8100 unu Ethertype, HacTpoeHHbIn ona Custom-S
nopToB 6yayT knaccudpmumposaHbl no VLAN ID,
cogepxallemyca B meTke. Ecnn naket He nomedeH unum
nakeT NoMeYeH, Kak NPUOPUTETHbIN, OH OyaeT
knaccudguumpoaH Port VLAN. Ecnu nakeTbl 4OMKHbI ObITb
NMoMeyYeHbl Ha BbIXo4e, OHM ByayT nomMeyaTbCcs 3a4aHHON
S-tag MeTKoMN.
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MopTbl B Trunk n Hybrid pexxvmax MoryT KOHTponMpoBaTb
npuceavBaHne MeTKM Ha BbIXxoae

Untag Port VLAN. MNakeTbl oTHocAwmecs k Port VLAN
OyayT nepepasaTbea 6e3 MmeTkn. OcTanbHble NakeThl
Egress nony4art COOTBETCTBYIOLLYIO METKY.

Tagging Tag All. Bce nakeTbl, oTHocsimecs K Port VLAN wnu HeT
ByayT nepeaaBaTthcs C METKO.

Untag All. Bce nakeThbl, oTHocAwmecs k Port VLAN unu HeT
OyayT nepepaBaTbes 6e3 meTku. Tonbko ansa Hybrid
pexuma.
MopTel B pexxumax Trunk n Hybrid moryT KOHTponupoBaTth B
kakov VLAN OHM MOryT BbITb y4acTHUKaMu. ACCess nopThbl
MOryT ObITb y4acTHUKaMu Tonbko ogHon VLAN (Access
VLAN). Mo ymonyanuio Trunk n Hybrid nopTtel MoryT 6bITb
yyacTHukamu Bcex VLAN 1-4094. Mone moxeT 6bITb
MyCTbIM, YTO O3HaYaET NPUHAANEXHOCTbL NopTa KO BCEM
VLAN.
MopT MmoxeT BblTb HACTPOEH Takum 0bpa3om, YToObI He
Forbidden ObITb y4acTHNKOM HK1 ogHon n3 VLAN. o ymonyaHuio none
VLANSs nycToe, YTo O3Ha4yaeT NpUHaanexXHOCTb NopTa KO BCEM
VLAN.
HaxmuTe Save, 4To6bl COXpaHUTbL HaCTPOWKK.

Allowed
VLANSs

8.6.2 Port Isolation (U3onsaumsa nopToB)

M3onsauma noptoB orpaHuynBaeT obMeH Tpadumkom mexay noptamu. OyHkums
noxoxe Ha VLAN, HO umeeT Gonee cTporne npaeuna.

8.6.2.1 Port Group (Fpynna nopToB)

KommyTaTop nogaepxusaeT hopMupoBaHue rpynn nopToB. [MopTbl y4acTHUKM
rpynmnbl MOTyT 06MeHUBaTbLCHA AaHHbLIMU.

lMpumeyarue: lNopm moxem npuHadnexamb K HECKO/IbKUM epynnam. [JaHHble
moeym 6bimb nepedaHbl Mex0y obbiMU rmopmamu, Komopsbie rnpuHadnexam
00HOU 2pynre nopmos

HacTponiku rpynn HaxogaTcs B cnegyowem pasgene:
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7 N
N\ 7

Advanced Configure > Port Isolation > Port Group

Phorsaaton & Sisas Port Group Membership Configuration Auto-refresh [] [[Refresh
*Network Admin
. I Port Members
Lt Delete [PortGroupID [1[2[3[4[s6]7]8][9][10][11[12[13]14]15[16][17]18]19]20]21]22[23]24]25]26
*Pok =] 1MUY YEYMENEMYMEUMMNMEMEEEEEMEENEEE
i'MvunctdCavﬁgurel [ Delete N O0O000000EE0000000000000000

=MAC Table

“VLANS (_Add Wew Port Grow
|_wPortisolation |

[Port Group] Save] [Reset

«PortIsolation
*Loop Protection

Port members

rpynne.

OTmeTbTe NopThl, KOTOpble ByAyT NpUHaAnexaTb O4HOW

Haxmunte Add new Port Group, 4To6bl co3gaTb HOByto rpynny. Delete — 4ToGbI
yoanuTb rpynny. Save — 4Tobbl COXpPaHUTb TEKYLLME HACTPONKN.

8.6.2.2 Port Isolation (MU3onauma nopToB)

HacTtpowka wusonsauum MNOPTOB HaxoAUTCH B criedylowem pasgene
WEB unHTepderica kommyTaTopa:

Advanced Configure > Port isolation > Port Isolation

Vinformation & Status
*Network Admin
¥Port Configure
¥ PoE
¥ Advanced Configure J
"~ =MACTable
=VLANs

wPortIsolation

=Port Group
[ +Portisolation |

Port Number

1]1 3 5 I 81910 |1]12]13 14]15) 16“7]1] 19]20) HIZ)IB 24)25|26

4 6|7
0000000000000 000No0oNoNooong

ED

PortIsolation Configuration Auto-refresh [ [ Refresh

Port number | OTMeTbTe NopThl, KOTOpble ByayT M30NNPOBAHSI.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

SEC.RU KopoTkuii nyTb K MHcbopmaLmm
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8.6.3 STP (MpoTokon ceaA3yoLero gepesa)

Spaning Tree Protocol (STP) — unnM npoTokon cBA3ylLWero Aepesa
ucnonb3dyetcs Ans OBHapyXeHuss W ucnpaeneHus ceTeBbix neTens. OH
obecneynBaeT 3anacHble COEAMHEHUS Mexady KoMMyTaTopamu, MocTamu U
MapLupyTusaTopamu.

STP nossonsieT kOMMyTaToOpy B3anmogencTsoBaTb C Apyrumu bridge
YCTPOWCTBaMMN CETU, rapaHTMpys CyLLECTBOBaHWE TOMbKO OOHOro MapLupyta
mexagy nmobbiMu AByMS CTaHUMsMM B ceTu, u obecneumBas Hanmuune
pe3epBHbIX COEAVMHEHWW, KOTOpble aBTOMAaTUYEeCKM MCMOMb3YoTCH, Koraa
OCHOBHOE COeAMHEeHWe No KakMM-nNnbo npuynHam nepecraeT CyLLecTBOBaTb.

8.6.3.1 STP Bridge Settings (HacTpoukn npotokona STP)

Hactpolikn npotokona STP Haxogatca B cnegytowem pasgene WEB
MHTepdenca KommyTaTopa:

Advanced Configure > Spanning Tree > Bridge Settings

»Information & Status STP Bridge Configuration
» Network Admin
ror o ot |
»PoE Protocol Version RSTP v
Bridge Priority 32768 v
¥ Advanced Configure Forward Delay 1'5' .
= MAC Table Max Age 20
gy Maximum Hop Count | 20
o Transmit Hold Count | 6
= Port Group Jl

= Port Isolation I

= L oop Protection

wSpanning Tree Reset
= Bridge Settings

= Bridge Poris
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Protocol
Version

Haxmute Ha BbiNagaroLee MeHIo YTOObI BbiOpaTb BEPCUID
npotokona STP:

STP — Spanning Tree Protocol (IEEE 802.1D)
RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w)

Bridge Priority

KoHTponb npuoputeta mocta (bridge). MeHbluee 3HaueHne
nmeet 6onbLlunn npuoputeT. MNMprnoputeT mocTta + MSTI
cBsi3aH ¢ 6-6anToBeiM MAC agpecom koMmyTaTopa
dopmupyeT ngeHTndpmrkatop mocta (bridge).

Forward Delay

3apepxka nepeq oTnpaBkon. 3Ha4YeHNEe MOXET ObITb B

(4-30) AnanasoHe o1 4 o 30 cek. o ymonyaHuio — 15 cek.
MakcumansHoe Bpems X1U3HN MHOpMaLMn OTNpaBrieHHoN

Max age (6- | MOCTOM, Moka OH UMEET porlb KOPHEBOO MoCTa (root
40) bridge). lonycTuMble 3Ha4eHUA HaXOAATCA B Auana3oHe oT

6 0o 40 cek. 3HaveHuMe nNo ymonyanuo — 20 cek.

Maximum Hop
Count (6-40)

OTa HacTpolika onpeaensieT Konnm4yecTBo HeEOOXO0aUMbIX
nepexogos (hop’os) agna MSTI nHdopmaumu,
chopmmpoBaHHON Ha rpaHuue MSTI. Takke 3TO 3Ha4YeHue
onpegenseTt kak MHOroO MOCTOB B POSIM KOPHEBOrO MocCTa
MoryT nepefasatb BPDU nHgpopmauuio. Jonyctumble
3HavYeHusa HaxoaaTca B AnanasoHe ot 6 4o 40 nepexonos.

Transmit Hold
Count (1-10)

Konnyectso BPDU nakeToB, KOTOpblE KOPHEBOW NOPT
(bridge port) moxeT oTnpaenaTh 3a 1 cekyHay. Ecnu
Heobx0AMMO, MOXeT ObITb OpraHn3oBaHa 3agepkka nepeg
oTnpaskoi cneaytouiero BPDU nakeTta. [locTynHble
3HadeHus oT 1 go 10 BPDU nakeTtoB B cekyHay. 3HadeHue
no ymornyaHuio — 6.

“ % SEC.RU

HaxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.

KopoTkuii nyTb K MHcbopmaLmm

40

CkayaHo c sec.ru



8.6.3.2 STP Bridge Port (Bbibop bridge nopta)

Hactporiku STP bridge ons noptoB HaxogaTcs B cnefytowem pasgene WEB
UHTepdenca kommyTaTopa:

Advanced Configure > Spanning Tree > Bridge Ports

» ¢
e L S STP CIST Port Configuration
PNetwork Admin
»Port Configure B C1ST Aggregated Port Configuration
STP Resvmd Pon!-m-
PPoE Port Enabled Path Cost Priority | Admin Edge | Auto Edge Rolt BPDU Guard
¥ Advanced Configure - [} Auto v 128 v |For-Edge v [ [} Forced True w
«MAC Table
=VLANS
e cisT Noon Configuration - —
estricted oht
«Port Group Port Ena Path Cost |Prloﬂq|MnlnEd9-|AmoEdgc'R—h'—|BPDUGuardl
=Portisolation bled ol
= Loop Protection 5 [ > v v [o v ® =
vSpanning Tree 1 = Auto v 128 v [Wor-Edge v ) D j O Auto v
» Bridge Settings 2 [ Aute v 128 v [Nor-Edge v = 0o o huto v
[ -Bridge Pons_| 3 =@ o 9 128 ¥| |HonEdge ¥ @ O O O Auto 3
MEP
e 4 [ Auto v 128 v [Hor-Edge v @ o o huto v

STP enabled | OTmeTbTe, 4TOGHLI BKNIOUMTL STP Ha nopre.

Mone onpepenseT ctoumocTb NyTH (path cost) ons nopra.

Auto — CTOMMOCTb NyTU BbICYMTbIBAETCS HA OCHOBE
PU3N4ECKon CKOPOCTM NopTa, UCMONb3YS 3HAYEHNS,
pekomeHayemble 802.1D.

Path Cost Specific — cTouMOCTb NyTK, 3aa0aBaeMas NonbL3oBaTenem.

CTOMMOCTb NyTHN NCMONb3YeTCa AN NOCTPOEHUS
aKkTyansHou Tononornun cetu. NopTbl C MEHbLLUM
3HayeHveM mcnonb3aytoTcs kak forwarding nopTol.
HocTynHble 3HaveHns B guanasoHe oT 1 go 200000000

Priority None onpepnenaeT npuopuTeT nopTa.
Auto Edge OTmeTbTe, 4TOOLI NpeBpaTUTbL NOPT B Auto Edge
Restricted .
Role OTtmeTbTe, 4TOOBI NpeBpaTUTL NOPT B Restricted Role
Restricted ;
TCN OTtmeTbTe, 4TOObI NpeBpaTUTL NOpPT B Restricted TCN

OTmeTbTe, 4TOOBI akTuBMpoBaTe BPDU Guide. Korga nopt
BPDU Guide | nonyyaet BPDU nakeT, OH nepexoguT B COCTOSHME
«Disable», T.e. oTkno4YaeTcs.
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[Mone oTBevaeT 3a opraHN3aLmnio COEAMHEHNS TOYKa-TOUKa.
Point-to-point | ArpervnpoBaHHble NOPThbl BCErga HaxoaaTcs B COCTOSHUM
Point-to-point

Haxmunte Save, 4ToObl COXpaHUTbL HACTPOWKMW.

8.6.4 MAC Address Table (Tabnuua MAC apgpecoB)

Hactpoiiku tabnunubl MAC agpecoB HaxoasiTcsl B criegytowem pasgene WEB
MHTepgenca KommyTaTopa:

Advanced Configure > MAC Table

¥information & Status MAC Address Table Configuration
*Network Admin
Aging Configuration
»Port Configure
o Disable Automatic Aging | [
' Advanced Configure \ Aging Time 300 seconds|
[+ MAC Tabi
‘Tze] MAC Table Learning
PPort Isolation
=P ot Prokiction Port Members
iy 1[2[3]4[5]6]7]8] 8 t0[11][12[13[14[15[16]17]18]18]20] 21| 22] 23] 24] 25[26
DY I Ao OO OOEPOOEPOOPOORPIOCOEOOOOOE
EMER: Disable ¢ ) ¢ ) I
SERES [ YoXeYoNoNeNoNoReRoNoNeRoNoNoloNoXoRoNo oo Ro N oo N oo
HIGMP Snooping
»LLDP Static MAC Table Configuration
¥ Security Configure
*Qos Configure I Port Members
Delete [VLANID| MACAddress |1[2[3[4[5[6]7[e[9[10]11]12[13[14]15]16]17]18]19]20]21]22] 23] 24]25[26
it s Delete ] 1 00-00-00-00-00-00 | OO0 DOMOO0O0OODOOO0O0OODDOOOOOOOOOO
PMaintenance
Add New Static Entry
=) (e
Disable
. Ecnu aToT 4yekbokc OTMEYEH, (byHKLI,VIFI aBTOMaTU4eCcKoro
Automatic
Adi ycTapeBaHusi OTKIoYeHa.
ging

Bpemsi, nocne KOTOpPoro 3anvMcb NoMeLleHHas B Tabnuuy
Aging Time | BygeT ucknoyeHa us Hee. [inanasoH 10-1000000 cek.
3HayeHwne no ymonydanuto — 300 cek.

KommyTaTop nogaepxuveaeTt 3 Tvna 3anoMMHaHus
(learning) MAC agpecoB B Tabnuuy

MAC Table Auto — nopT aBTomMaTudeckn 3anommHaet MAC agpeca.

Learning Disable — nopt He 3nommHaeT MAC afpeca

Secure — NopT NepecbINaeT AaHHbIE TOMNbKO, ECNK
ucnonesyetca cratndeckuin MAC agpec.
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. Crartnyeckue 3anmcu MAC agpecoB 0ToOpaxatloTcsi B 3TON
Static MAC .
Table Tabnumue. Haxxmute «Add New Static Entry» (qobaButb
. . HOBYIO CTaTUYECKYo 3arnnck), YToObl co3aaTb HOBYIO
Configuration SaI'IZCb y ) A y

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKMK.
8.6.5 IGMP Snooping

Internet Group Management Protocol (IGMP) — nosBonsieT xocTtamu
MapLipyTusatopaMm obmeHnBaTbCcs MHopmaumen o multicast rpynnax. IGMP
Snooping 3T0 YHKLUMA KOMMyTaTopa, KoTopasi OTBe4YaeT 3a koHTposb IGMP
coobuweHusamun. MaeHas uenb IGMP Snooping — OrpaHu4MTb MNEpPEechIsKy
multicast nakeToB TONbKO AfS NOPTOB, KOTOPbIE ABMAIOTCH YneHamn multicast

rpynn.

8.6.5.1 Basic Information

Obwasn nHdpopmauusa o IGMP HacTponkax HaxoguTcs B crieqylowemM pasgene
WEB unHTepderica kommyTaTopa:

Advanced Configure > IGMP Snooping > Basic Configuration

Yinformation & Status IGMP Snooping Configuration

»Network Admin
Global Configuration
»

FItE COMERER Snooping Enabled C
?PoE Unregistered IPMCv4 Flooding Enabled [0
¥ Advanced Configure ‘ .

- Port Related Configuration
= MAC Table
= VLANS
Port | Router Port | Fast Leave
»Portisalation - 5 O
= Loop Protection 1 m [:J
PSpanning Tree 2 D E]
= MEP 3 0 0
=ERPS 4
0 0
= Basic 8 O O
Configuration 6 O O
=VLAN 7 O ]
Configuration 8 0 0
=L DP 9 ] O
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Snooping Bkn/Bbikn dpyHKkumMmM IGMP Snooping. 3HayeHue no

Enabled ymonyaHuio — oTkntoveHo (disabled)
Unregistred
IPMCv4 OTtmeTbTe vekboke, YToObI BKITOUNTE dhyHKUMo Unregistred
Flooding IPMCv4 Flooding.
Enabled

Mone onpegenseT, kakne nopTbl 6yayT OTMEYEHbI, Kak
router nopTel. Router nopT B KOMMyTaTope BedeT K
multicast ycTponcTBY uUnun yCcTporCTBY, 3anpalunsBaroLiemy
IGMP. Ecnn B kayecTBe router nopTta BbibpaH nopt
arpernpoBaHHOW rpynnbl, TO BCA rpynna nopTos byaet
BbINOSHATE POSib router NopToB.

Router Port

[aHHasa HacTpowka oTBevaeT 3a yaaneHme MAC agpeca

Fast Leave
HemeJ IeHHO Nocre NonyveHnst CoooLWEeHNs ang rpynnbl.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.

8.6.5.2 IGMP Snooping VLAN Configuration (Hactpouka IGMP Snooping
ansa VLAN)

Hactpoiika IGMP Snooping ana VLAN HaxoguTca B cnegyroLiem
pasgene WEB uHTepdelice kommyTaTope:

Advanced Configure > IGMP Snooping > VLAN Configuration

» o 2z
Information & Status IGMP Snooping VLAN Configuration
Network Admin
from VLAN |1 with |20 | e
»Port Configure Start from VLAN with entries per page
3 | Delete [VLANID [ Snooping Enabled | Querier Election | Querier Address |
¥ Advanced Configure [Cperete ] ! O = 0.0.0.0 ]
= MAC Table
“VLANS [ 4dd Nev ICWP VLAN
PPortisolation
= Loop Protection (Sevs] |Rasat

»Spanning Tree
=MEP

*ERPS
wIGMP Snooping

=Basic
Configuration
«VLAN
Configuration
=LLDP
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Snooping Bkntoyenne IGMP ans VLAN. 32 VLAN MoryT 6bITb

Enabled oTMmeuyeHbl ans IGMP Snooping
uerier _
Q . Bkntountb BecTynnernve IGMP Querier B VLAN.
Election
Querier Mone onpenenseT IPv4 agpec UCTOYHUKA, UCMOMb3YIOLEro
Address IP 3aronosok gns IGMP. [o ymon4yaHuio 3To none paBHO

192.0.2.1
Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKMU.

8.6.6 ERPS (MpoTtokon ERPS)

ERPS — cneumanbHbii NpOTOKON ANSA 3alinTbl KOMMyTatopa OT CETEBbIX
neTenb NPU UCNONb30BaHMM B KOSbLIEBOW TOMOMNOMMN. Bpemsa BoccTaHOBEHNSA
TOMONOMMN NPW UCMONb30BaHMM 3TOrO NPOToKona < 50ms.

lMpumeyaHue:

lMeped urnonb3ogaHuem ERPS Heobxodumo omknwoyums STP Ha ropmax,
mak Kak OHU 518/150mMCs1 83aUMOUCKITIOHaoWUMU.

Pasgen ¢ HacTponkamu ERPS HaxoguTcsa no agpecy:

Advanced Configure > ERPS

Yinformation & Status Ethernet Rapid Ring Protection Switching
PNetwork Admin

Delete | Ring ID | East Port | West Port | Ring Type | Interconnected Node | Major RRing ID | Alarm
O 1

¥Port Confi
i [ 1 2 Major No 1

*PoE Delete 2 1 1 Sub v ] L3
¥ Advanced Configure
“MAC Table Add New Ring Group Save | [Reset

= VLANs
PPortIsolation
= Loop Protection
»Spanning Tree
* MEP

| =ERPS

" »IGMP Snooping
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Ring ID MaoeHtndgpukatop ERPS Ring

East Port Homep nopTa, koTopbIi y4acTByeT B Ring Protection

Homep gpyroro nopTta, KOTOpbIA y4acTByeT B Ring

West Port .
Protection
HocTyneH BbiGop
Ring Type Major Ring — 0CHOBHOE KOMbLO

Sub Ring — BcnomoratenbHOe KormnbLo
Mo ymonyaHuto Tun konbua — Major Ring.

Intercorrected | B Tononornm «MynbTukonbLo», Intercorrected Node — aTo
Node y3en coeguHsiowmn 2 nny bonee konew.

B Tononorum «ogHo konbLo», Major Ring ID umeet ToXxe
camoe 3HauyeHue, 4YTto un Ring ID.

Major Ring ID
B Tononornm «MynbTMKOnbLO», CyOKONbLIO UMEET TOT Xe
TMn, 4To M Major Ring ID
R-APS VLAN
MNone onpegenset VLAN ana R-APS VLAN’oB.
(1-4094) peA A

HaxmunTe Save, 4To6bl COXpaHUTbL HaCTPOWKK.

Mocne HaxaTtusa Ha Homep nog noriem «Ring ID» oTkpbiBaeTcs cTpaHuua WEB
UHTepdenca, kKak Ha pUCYHKe HUXe:

Yinformation & Status

Rapid Ring Configuration 1 Auto-refresh [] [ Refresh
Petwork Admin
Instance Data
¥Port Configure

Pror Ring ID | East Port | West Port | East Port SF MEP | West Port SF MEP | East Port APS MEP | West Port APS MEP | Ring Type |
1 1 2 1 2 1 2 Major Ring |

~ Advanced Configure

SMAC Yane Instance Configuration

*VLANs

PEoR Soleion [Configured | WTR(Walt to Restore) Time | [ VLAN config

+Loop Protection lnin B = VLAN Config |

»Spanning Tree - =

«MEP RPL Configuration

ERPS
MIGHP Snooping [ RPLRole | RPLPort | Clear|
«LLDP | Kone v None ¥ O

¥ Security Configure

»aos Confiowrs Instance State

PDiagnostics

Protection | East | West | Transmit | SostPort | WestPort | yrp | gptun. | Noaps | EistPort|WestPort | pop
Paintenance State ort | Port APS APS ARS Remaining | blocked | Received i Stats | AR™
Protected SF OK SF BPRO 0 € Blocked  Unblocked
[Save | [Reset |
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Haxkmute Ha Bbinagarollee MeHto, 4ToObl BbibpaTb Bpems
[0 BOCCTaHoBeHUs R-APS.

JocTynHbIn AnanasoH 3HavyeHun 1-12 muH. Mo ymonyaHuio
— 1 MUH.

OTmeTbTe Yekbokc, 4Tobbl 3agath ctaTyc Revertive ans R-
APS

WTR (Wait to
restore) Time
(1-12)

Revertive

Mocne HaxaTtms Ha VLAN Config, 310 npmBegeT Ha

VLAN Config ctpanuuy Rapid Ring VLAN Configuration

Haxmute Ha BbinagatoLee MeHo, YToObl BbibpaTh ponb:
None —

RPL Role one — 6e3 ponu

RPL Owner — Bnageneu RPL

RPL Neighbor — «cocea» RPL

HaxMuTe Ha BbinagatoLee MeHto, YToGbl BbIGpaTh TUN
nopta

RPL Port None — He BbibpaHo

East port

West port
HaxmunTe Save, 4To6bl COXpaHUTbL HAaCTPOWKK.

Mocne Haxatma Ha VLAN Config oTkpbiBaeTcs ctpaHnua WEB nHTepdenca
HacTpowku Rapid Ring VLAN, Kak Ha pUCyHKe HUXe:

» s .
Wformation & Statue Rapid Ring VLAN Configuration 1
»Network Admin
Delete I VLAN ID
?Port Configure = -
»PoE
¥ Advanced Configure | Add New Entry |[Back|
=MAC Table

il ED

Haxmute Add New Entry, 4tobbl 4OHaBMTE HOBYHO 3anuChb.
HaxxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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8.6.7 LLDP (HacTtponka npotokona LLDP)

Link Layer Discovery Protocol (LLDP) — npoTokon kaHanbHOro
YPOBHS, NO3BONALLNIA ceTeBOMYy 060pyaOBaHMIO onoBeLaTtb 06opyaoBaHue,
paboTatoLee B NokarbHON CETU, O CBOEM CyLLECTBOBaHUN 1 nepegaBaTb eMy
CBOWM XapaKkTepuUCTUKK, a Takke nofy4vaTb OT HEro aHanorvyHble CBEAEHUS.
OnucaHue npoTtokona npmeoauTcsa B ctaHaapte IEEE 802.1AB.

HacTpowkn gaHHOro MpoToKoNa HaxodsTCA B credylolem pasgene
WEB vHTepderica kKommyTaTopa:

Advanced Configure > LLDP

» ; ?
SRS LLDP Configuration
» Network Admin
LLDP Parameters
¥ Port Configure
PPoE Tx Interval |30 seconds
¥ Advanced Configure Tx Hold 4 times
= MAC Table TxDelay |2 seconds
= VLANS Tx Reinit |2 seconds
pPortIsolation
=Loop Protection LLDP Port Configuration
»Spanning Tree
=MEP Optional TLVs
«ERPS Port| Mode Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
PIGKMP Snooping * O v = ] = 7l
Il =LLDP 1 Disabled v 2] ] ] 2] ™
¥ Security Configure 2 Disabled w ) ] ) = 2
»Qo$ Configure 3 |Disabled w @ ™ = =
4 |Disabled w ™ ™ 72 ™
yid ‘
DEgnORCS 5 |Disabled w & = = ™ =
*Maintenance 6 |Disabled w ™ 2 2

B naHHOM none ecTb BO3MOXHOCTb HACTPOUTb TEKyLLMe
LLDP HacTponku ans nopra:
LLDP TX interval
Parameters Tx Hold
Tx Delay
Tx Remit

Bbibop LLDP coobueHnin ons pexmnma oTnpaBku 1
Mode npuema.
Tx Only
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Rx Only

Enabled

Disabled

Mone oTBevatoLlee 3a HACTPOKMKY MHAPOPMALUK, KOTOpas
BKMtoveHa B TLV none ny6nukyemblix cOOBLLEHNI.
Port Descr

Optional TLVs | Sys Name

Sys Descr

Sys Capa

Mgmt Addr

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKMW.

8.6.8 Loop Protection (3awmTa OT ceTeBbIX NeTesb)

HaHHbin pasgen WEB wvHTepdbeinica kommyTaTtopa npefocrtaBnseT AOCTyn K
HacTpoMKam 3almTbl OT CeTeBbIX NeTenb Bo Bpems broadcast unm multicast
LwTopma.

Advanced Configure > Loop Protection

» i . :
ikt e Loop Protection Configuration
»Network Admin
» Port Configure m General Settings
> Global Configuration
PoE = -
Enable Loop Protection |  Disable v
['Ad"a"ced Configure I Transmission Time 5 | seconds
shG;tabia Shutdown Time 180 | seconds
=VLANS

»Portsolation

jr— Po 0 g alo
=L Protecti
m Port | Enable Action | Tx Mode
»Spanning Tree > 0O o C
v v
= MEP
e 1 O Shutdown Port v | Enable w
=ERPS :
»IGMP Snooping 2 Il Shutdown Port and Log w VDlsable v
«LLDP 3 O Log Only v |Enable v
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Bkn/BbIKN 3alLMTbl OT CETEBLIX NETENb.

Transmission time — 3HayeHue B Cek, oTBeYvalollee 3a

Global . .
nokasaTtenb Loop Protection Interval Time

Configuration
Shutdown Time — 3Ha4eHne B CeK 47151 HACTPOWKM nopTa
Shutdown Time

OTtmeTbTe vekbokc, YToObI akTuBMpOBaTL Loop Protection
Ha nopTe.

Enable

HeicTBue, NpMMeHsOLLEEC K MOPTY, HA KOTOPOM
3ameyeHa ceTeBasi NeTns.
Shutdown port — oTkno4eHne nopTa

Action
Shutdown port and log — oTKIO4eHWe nopTa 1 3anuch B

XKypHan

Log only — TONbKO 3anucb B XypHarn.

Tx Mode Bkn/Bbikn Pexxuma nepegaum Tx

HaxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKK.

8.7 QoS (MpuopuTtesauua Tpaduka)

Quality of Service (QoS) — TexHonorna NPeaoCTaBneHns pasnnUYHbIM
Krnaccam Tpadomka pasnuyHbIX MPUOPUTETOR B 06CHYXUBAHUM.

QoS nosBonsieT 3agaBaTb  pasnMyYHble  YPOBHM  CETEBOrO
obcnyxMBaHUs NS pasHblX TUMOB Tpadouka, TakMx Kak MynbTUMeOUAHbINA,
BMAeo, u npouve Tunbl. C nomolwbo Q0SS MOXHO MOHWXaTb NPUOPUTET
06paboTky Tpaduka, KOTOPbIA HE SBMSIETCS BaXXHbIM.

50

7 N 2
\ 7 SEC.RU KopoTkuii nyTb K MHcbopmaLmm CKauaHo c sec.ru




8.7.1 QoS Port Classification (Knaccudmkaumsa noptoB ¢ nomowbo Q0S)

HacTpouTb pasHble knaccbl Ansi MOPTOB MOXHO B CriefyoLlem
pasgene WEB uHTepcdelica kommyTaTopa:

QoS Configure > Port Classification

¥information & Status QoS Ingress Port Classification

P Network Admin
Port | CoS | DPL | PCP | DEI | Address Mode
»Port Configure -
OO [<O <O W O v
»PoE 1 |0w| |08 |0 |1 s |Source v
» Advanced Configure 2 |1 »| |1 s |1 s |0 s |Destination s
» Security Configure 3 |2» |0 2 v| |0 »| |Source v
L. 4 |3+ |0 |3 v [0 s Destination
QoS Configure -
5 |4 0 4 0 S
= Port Classification & | & &) | &9 [Sonree v
« Port Policing 6 |5 | |0» |5 | |0 |Source v
= Port Scheduler 7 6~ |0~ |6~ |0 |Source v
= Port Shaping 8 |Twv| |08 |Tws| 0w |Source v
Mone oTeevaeT knacc obcnyxmeanus. nanasoH ot 0 go 7,
rae 0 (cambln HU3KUIA NpuopuTeT), a 7 (Camblin BbICOKUI
CoS NPUOPUTET).
lNpumeyaHue: o ymondyaHuro 3Had4eHue CoS usMeHsiemcs
OuHamu4ecKu.
DPL Mone oteeuaet 3a Drop Precedence Level
PCP [None oTeBeyvaeT 3a 3HavyeHne PCP. Bce nakeTbl
Knaccudgpuuupyrotca Ha ocHose PCP.
DEI lMone oTBeyaeT 3a 3HayeHne DEI no ymonyaHuio. Bece
nakeTbl kKnaccuguumnpytotTcs Ha ocHose DEI.
Address Mode | IP/MAC pexum

HaxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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8.7.2 Port Policing (®yHKUUA orpaHM4YeHUs1 CKOPOCTU Ha NopTax)

OaHHasa dyHkuua HaxoguTca B cnegywwem pasgene WEB
uHTepdenca kKommyTartopa:

QoS Configure > Port Policing

Yinformation & Status QoS Ingress Port Policers
?Network Admin
ot o Port | Enabled | Rate | Unit | Flow Control
* O 500 (<> |w O
YPoE 1 @ 500| |kbps w =
» Advanced Configure 2 0O 500/ |Mbps v 0
» Security Configure 3 500| |fps v E
I ¥Qo$ Configure | 4 O 500| |kfps w O
= Port Classification 5 O 500| |kbps v O
5 ] 500/ [kbps ]
Enabled OTmeTbTe Yekbokc, YTobbl akTMBMPOBaThL (OYyHKUMIO Port
Policing ansa nopTta
3HayeHue no ymonyanuio 500. [InanasoH BO3MOXHbIX
3HadeHuin 100-1000000, ecnu B none Unit BbibpaHo kbps
Rate
(Kéut/c) nnu fps (naketos B cek) n 1-3300, ecnu B none
Unit BeiBpaHo mbps (M6ut/c) unwm kfps (Teicad nakeTos/cek)
Unit 3HauveHune no ymon4danuto — kbps (Kéut/c)

Ecnu ynpaBneHve NOTOKOM BKITOYEHO U NMOPT HaXoAMTCs B
Flow Control | TakoM pexumMe, TO OTNPaBATCS NaKeTbl «nay3bl»,
BMeCTO OTOpacbiBaHUsI NaKeTOoB.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.
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8.7.3 Storm Control Configuration (HacTpo#ka 3awuTbl OT ceTEBOro
wTopma)

OaHHasa dyHKkuua HaxoguTca B crnegywwem pasgene WEB
uUHTepdenca kKommyTaTopa:

QoS Configure > Storm Control

» i -
Siormation & Stahus Storm Control Configuration

»Network Admin
Frame T Enable | Rate
»Port Configure ype l l (PPS)
Unicast O 1 v
*PoE Multicast 1024K v
» Advanced Configure Broadcast Il 256K w
» Security Configure
¥QoS Configure
= Port Classification
= Port Policing
= Port Scheduler
= Port Shaping

= Q0S Control List

= Storm Control

KommyTaTop nogaepxuaeT 0o 3 TUNOB NAKEeTOB, KOTOPbIE
MOrYT HECTU Yrpo3y B BUAE CETEBOrO LUTOPMA:

Frame Type | Unicast

Unknown Multicast

Broadcast
Enable OTtmeTbTe YekbOKC, UTOObI BKNHOYNTL 3aLLMTY OT CETEBOTO
wrtopma
CkopocTb nponyckaHms nakeToB B cek (pps). JocTynHble
3HaYeHus:
Rate (pps)

1,2,4,8, 16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K,
32K, 64K, 128K, 256K, 512K, 1024K.
Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.8 Security Configure (HacTponkn 6e3onacHocTK)
8.8.1 Password (Maponb)

Maporb cUCTEMbl MOXHO MOMEHSATL B AaHHOM pasgene WEB wuHTepdelica
KOMMyTaTopa:

Security Configure > Password

*information & Status System Password

»Network Admin

»Port Configure Old Password
New Password

PoE
Confirm New Password

» Advanced Configure

¥ Security Configure [m]
= SSH
s HTTPS

= Port Security Limit

Haxmute Save, YToGbl COXpaHUTb HACTPOMKMU.

8.8.2 802.1X

CraHpapt |IEEE 802.1X onpegenseT nNpoTOKON KOHTPOMsS gocTyna u
ayTeHTUdUKaLmm, KOTOPbIN  OrpaHMuYMBaeT MpaBa HeaBTOPU3OBaHHbIX
KOMMbIOTEPOB, NOAKIHOYEHHbIX K KOMMYTaTOpYy.

CepBep ayteHTUdMKaUMM MPOBEPSAET KakAbli KOMMbIOTEP nepeq
TeM, Kak TOT CMOXeT BOCMOMb30BaTbCA CepBNCaMn, KOTOpble nNpegocTaBnseT
emMy KommyTaTtop. [Jo Tex nop, NoKa KOMMNbITEP He ayTeHTMdMLMPOBArCs, OH
MOXET ucnonb3oBatb Tonbko npotokon EAPOL  (aHrn. extensible
authentication  protocol over LAN) wu Tonbko nocrne YycneHowm
ayTeHTUdMKaLMn BECb OCTanbHOM TpaduK CMOXET NPOXOANTb Yepes TOT NopT
KOMMYyTaTopa, K KOTOPOMY MOAKIIOYEH AaHHbIA KOMMNbLOTEp.

54

“ % SEC.RU

KopoTkuii nyTb K MHcbopmaLmm Cka4aHo c sec.ru




KommyTaTtop nopaepXuBaeT npoTOKOM KOHTPOMsS AOCTyna Ha OCHOBE
IEEE 802.1X. HacTtpounku Haxogatca B cnefywowem pasgene WEB
UHTepdenca kKommyTarTopa:

Security Configure > 802.1X

» i i
Information & Status Network Access Server Configuration

»Network Admin
System Configuration
»Port Configure
»PoE Mode Disabled v
> Reauthentication Enabled | [
Advanced Configure esihanticallon T aod !
seconds
~ Securty Conigure _| EAPOL Timeout 30 sachids
* Password Aging Period 00 |seconds
=SSH
SLTTPS Hold Time 10 seconds
= Port Security Limit -
Port Configuration
PACL
Port | Admin State [ PortState | Restart
PDHCP
| B v
’g::::c Source 1 |Force Authorized v Globally Disabled
: 2 |Force Authorized v Globally Disabled
PARP Inspection
3 |Force Authorized v Globally Disabled
PAAA
4 |Force Authorized v Globally Disabled

B aTom none nonb3oBaTenb MoxeT BkN/Bbikn 802.1X nnu

System MOBTOPHYIO ayTeHTUdmKaumio, a Takke HaCTPOUTb NEPUOL
Configuration | nosTopHOW ayTeHTUdUKauun, TanmayTt ansa EAPOL,
nepuoj yctapeBaHus 1 BpeMs yAepKaHusl.

B BbinagatoLLeM MEHIO MOXHO BbIOpaTb HACTPOWMKKX ANis
COCTOSIHMS MOPTOB:

Port Force Authorized — yckopeHHasa aBTopu3sauus
Configuration | Force Unauthorized

802.1X — aBTOpU3auums Ha 6ase npotokona 802.1X

Mac Based Auth — aBTopusaums Ha 6ase MAC agpeca

HaxmunTe Save, 4ToObl COXpaHUTb HAaCTPOMKM.
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8.8.3 DHCP Snooping (3awuTta oT aTtak ¢ ucnonb3osaHmem DHCP)

8.8.3.1 About DHCP Snooping (Onucanue ¢pyHkumn DHCP Snooping)

DHCP snooping — dyHKUua KomMyTatopa, npeaHasHadeHHas Ans
3aWnTbl OT atak ¢ ucnonb3oBaHnem npotokona DHCP. Hanpumep, aTtakm ¢
nogmeHon DHCP-cepsepa B cetu unu atakm DHCP starvation, kotopas
3actasnsier DHCP-cepBep BblgaTb BCe CyLLECTBYHOLIME HA CepBepe aapeca
3110YMbILLIEHHMKY .

DHCP snooping perynupyet Tonbko coobuieHns DHCP n He moxeT
NOBNUATbL HaMpsMyl Ha Tpaduk nonb3oBaTenen WnuM Apyrve npoTOKOfbl.
HekoTopble YHKUUM KOMMYTaATOpPOB, HE WMEKLWMe HENoCPeaCcTBEHHOIO
oTHoweHuss Kk DHCP, MoryT BbIMONHSATbL NMPOBEPKM HA OCHOBaHUM Tabnuubl
npuessok DHCP snooping (DHCP snooping binding database). B nx uncne:

v" Dynamic ARP Protection (Inspection) — npoBepka ARP-naketos,
HanpasneHHas Ha 6opbby ¢ ARP-spoofing,

v"IP Source Guard — BbInonHsieT npoBepky IP-agpeca otnpasutens B IP-
nakeTax, npefHasHayeHHas ans 6opb6bl ¢ IP-spoofingom.

DHCP snooping nossonser:

v\ 3aWuTUTb  KNMEeHTOB B CeTM OT MONyyYyeHuss ajpeca oOT
HeaBTopu3soBaHHoro DHCP-cepsepa,

v/ perynupoBaTb Kakue cooblieHns npotokona DHCP otbpacbiBaTth,
Kakue nepeHanpasnsTb U Ha Kakue nopTol.

Ons npasunsHon pabotbl DHCP snooping, Heobxogumo ykasaTb Kakue
nopTbl KOMMYyTaTopa byayT fgoBepeHHbIMU (trusted), a kakme — HeT (untrusted,
B AanbHenweM — HeHaa&XHbIMM):

v' HeHagéxHble (Untrusted) — nopTbl, K KOTOPbIM MOAKIOYEHDI
KNWEHTBI. DHCP-oTBETHI, npuxoasiumne c 3TUX nopToBs
oTbpacbiBaloTCA  KOMMyTatopoMm. [Ond  HeHagéXHbIX  MOPTOB
BbINOMHAETCHA psa NpoBepok coobweHun DHCP n cosgaétca 6asa
AaHHbIx npusaskn DHCP (DHCP snooping binding database).

v' [OoBepeHHble (Trusted) — nOpTbl KOMMyTaTopa, K KOTOPbIM
nogkntoveH apyron kommyTtatop mnuv DHCP-cepsep. DHCP-nakeThl,
nosny4YeHHble C JOBEPEHHbBIX MOPTOB He OTOpackiBatoTCS.
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8.8.3.2 DHCP Snooping Configure (Hactponka DHCP Snooping)

Hactporiku cyHkuum DHCP Snooping HaxogaTcsa B cnefylowem pasgene
WEB nHTepdeinca kommyTaTtopa:

Security Configure > DHCP > Snooping Settings

Yinformation & Status DHCP Snooping Configuration

»Network Admin
| Snooping Mode | Enabled v |
»Port Configure
»PoE
» :
e Compee Port Mode Configuration
'Y Security Configure |
= Password Port| Mode
=« SSH 2 <>
=HTTPS 1 |Trusted
= Port Security Limit 3 Untrusted @
=802.1X
PACL 3 |Trusted
4 |Trusted «
wDHCP
- 5 |Trusted
= Snooping
Setting 6 |Untrusted w
= Snooping Table 7 | Trusted
= Detailed 8 | Trusted
Statistics 9
MPEMAC Source Jrusted
Guard 10 | Trusted
DHCP
. HaxmuTte Ha Bbinagatollee MeHo, YToobl Bkn/Bbikin DHCP
Shooping Snoopin
Mode ping
Mone oto6paxaeT pexxum DHCP Snooping Anst NOpTOB:
Trusted — poBepEHHbIE NOPThI
Port Mode

Untrusted — HejoBepeHHble NOpPTbI

MoppobHee B nyHkTe 8.8.3.1 About DHCP Snooping
HaxmunTe Save, 4ToGbl COXPaHUTb HACTPOWKM.
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8.8.4 IP&MAC Source Guard

dyHKUMA KOMMYyTaTOpa, KoTopas orpaHuumBaeT IP-Tpadhuk Ha
UHTepdencax 2ro ypoBHs,, unbTpys TpaduKk Ha OCHOBaHMM Tabnuupl
npuBasok DHCP snooping 1 cTaTUyeckux COOTBETCTBUMUA. DyHKUUA
ucnonbdyetcs Ans 6opbbel ¢ IP-spoofingom.

8.8.4.1 Port Configuration (Hactpounka IP&MAC Source Guard ansa
nopToB)

Hactpouts yHkumio IP&MAC Source Guard ansa nopToB MOXHO B
cnegywouiem pasgene WEB nHTepderica kommyTaTopa:

Security Configure > IP & MAC Source Guard > Configuration

> ~ .
s IP Source Guard Configuration

»Network Admin
[ Mode | pisabled v/ |
?Port Configure
»PoE [ Translate dynamic to static ]
» Advanced Configure
¥ Security Configure I
= Password Port Mode Configuration
= SSH
«HTTPS Port | Mode | Max Dynamic Clients
= Port Security Limit = o gl o 3
msanh 1 |Disabled v | Unlimited v
PACL
2 Disabled v | Unlimited v
P
PO 3 | Disabled v | Unlimited v
vIP&MAC Source 4 Disabled v | Unlimited v
Guard
- 5 |Disabled & | Unlimited v
= Configuration
« Static Table 6 Disabled v | Unlimited v
»ARP Inspection 7 Disabled v | Unlimited v

Haxxmnte Ha Bbinagarollee MeHto, YToObl BKIT/BbIKN

Global Mod
obatVode dyHkumo IP&MAC Source Guard rno6ansHo.
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Port Mode

HaxmuTte Ha BbinagatoLlee MeH0, YTOObI BKN/BbIKIT
dyHkuuo IP&MAC Source Guard ans BelbpaHHoOro nopra.

Max Dynamic
Clients

Haxmute Ha BbiNagatowee MeHo, YToObl BeiGpaTh
MaKCuUMarnbHOe KONMMYECTBO ANHAMUYECKNX KITMEHTOB.
HocTynHble 3HaveHus: Unlimited, 0, 1, 2.

Haxmute Save, 4Tobbl COXpaHUTbL HACTPOWKM.

8.8.4.2 Static Table (Tabnuua cTaTU4EeCKUX COOTBETCTBUMN)

Ha paHHon cTpaHnue WEB wHTepdenca kommyTatopa eCcTb
BO3MOXHOCTb BPYYHYIO HacTpouTb Tabnuuy ctaTu4eckux COOTBETCTBUW ANS
dyHkuun IP&MAC Source Guard. Bce HacTponku AOCTynNHbI 34€eCh:

Security Configure > IP&MAC Source Guard > Static Table

Yinformation & Status Static IP Source Guard Table

Network Admin
P Port Configure

»PoE

» Advanced Configure

- s
Security Configure @ [EJ

= Password
=SSH

Delete | Port [VLANID| IPAddress | MAC address
l Delete ] 1

=HTTPS
= Port Security Limit

=802.1X
PACL

PDHCP

wIP&MAC Source
Guard

= Configuration

PARP Inspection
Port Haxmute Ha BbiNagatolee MeHo, YTOObI BbiOpaTb NOpT
Haxmute Ha BbiNagatoliee MeHto, YToobl BbiopaTb VLAN
VLAN
ID
IP Address Mone c IP agpecom
MAC Address | lNone ¢ MAC agpecom

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.8.5 ARP Inspection (MpoBepka ARP nakeToB)

®PyHKUMA KOMMyTaTopa, MnpefHasHavyeHHas Ans 3awuTbl OT aTtak ¢
ucnonb3oBaHnem npotokona ARP. Hanpumep, atakm ARP-spoofing,
no3Bonsilen nepexsartbiBaTb  Tpadvk  Mexay  ys3namu,  KoTopble
pacnonoxeHbl B npedenax O4HOro LWMPOKOBeLLaTerNnbHOro JOMeHa.

Dynamic ARP Inspection (Protection) perynupyet Tonbko coobLieHuns
npoTtokosia ARP 1 He MOXeT NoBNMATbL HanNpPsMyK Ha TpaduK Nonb3oBaTenemn
UnNun gpyrmve npoToKOSbI.

8.8.5.1 Port Configuration (Hactporka ARP Inspection gns noptoB)

Monb3oBaTtenb MoxeT HacTpouTb ARP Inspection aAns KOHKPETHOro nopTa Ha
aTon ctpaHmue WEB nHTepdeinca kommyTartopa:

Security Configure > ARP Inspection > Port Configuration

Yinformation & Status ARP Inspection Configuration

»Network Admin
I Mode | Disabled w |
»Port Configure
4:13 [ Translate dynamic to static ]
» Advanced Configure
¥ Security Configure
= Password Port Mode Configuration
=SSH
«HTTPS Port| Mode | Check VLAN | Log Type
= Port Security Limit = <> v &> v ') v
s 1 Disabled & | |Disabled v None
PACL
2 |Disabled v | |Disabled w None w
i 3 |Disabled v | |Disabled v None
PIP&MAC Source 4 Disabled v | |Disabled w None
Guard
5 Disabled & | |Disabled v None w
wARP Inspection : :
— 6 Disabled & | |Disabled v None w
«Po
Configuration 7 |Disabled & | |Disabled v None w
=VLAN 8 Disabled & | |Disabled v None w
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Global Mode

HaxmuTe Ha Bbinagatollee MeHto, YTobbl BKN/Bblikin ARP
Inspection rno6anbHo.

Port Mode

HaxmuTte Ha Bbinagatowee MeHo, YToObl BKN/Bbik ARP
Inspection ansi nopToB.

Check VLAN

Ecnn HeoGxogmmo Bktountb ARP Inspection ans VLAN,
akTmBupymnTe (enable) doyHKUMIO B BbiNagaowemM MeHHo
«Check VLAN». 3HayeHne no yMonyaHuio — OTKITHOUYEHO
(disable).

Log Type

None —xypHan ARP Inspection He BegeTcs.

Deny — xypHan Befetcs Anst 3abnokMpoBaHHbIX 3anucen.

Permit — xxypHan BegeTcs Ans pa3peLLeHHbIX 3anvcen.

ALL —>xypHan BefeTcsa nsi BCeX TUMNOB 3anucen.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

8.8.5.2 VLAN Configuration (Hactponka ARP Inspection gna VLAN)

Hactporiknu ARP Inspection ana VLAN Haxogsatcss B cregylolem
pasgene WEB nHTepeinca kommyTatopa:

Security Configure > ARP Inspection > VLAN Configuration

’ i o
Aormation & Salus VLAN Mode Configuration
»Network Admin
from VLAN |1 h|20
»Port Configure Start from VLA wit entries per page

»PoE

» Advanced Configure [ Delete | 1| |None v

Delete |VLANID | Log Type

= z
Security Configure TR

= Password

=SSH

“HTTPS Reset

= Port Security Limit
=802.1X
PACL

PDHCP

PIP&MAC Source
Guard

wARP Inspection

(( )) SEC.RU KopoTkuii nyTb K MHcbopmaLmm
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VLAN ID OtobpaxaeT VLAN ID ang tekywen VLAN

None — xypHan ARP Inspection He BegeTcs.

Deny — xypHan BegeTcsl AN 3a0n0KMpoBaHHbIX 3anucen.

Permit — xxypHan BegeTcs Ans pa3peLLeHHbIX 3anvcen.

ALL — xypHan BeeTcsl ANg BCEX TUNOB 3anucen.
Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKMW.

8.8.5.3 Static Table (Tabnuua cooTBeTcTBMM ANA ARP Inspection)

Monb3oBaTtene MOXET CaMOCTOATENbHO  HacTpouTb  Tabnuuy
cooteetcTBMi Ans ARP Inspection. CooTBeTCTBYHOLLINE HACTPONKM HAXoaaTCs
B crnegytowem pasgene WEB nHTepdenca kommyTatopa:

Security Configure > ARP Inspection > Static Table

> i N :

RHUCEREROHE \alus Static ARP Inspection Table

»Network Admin

Delete | Port [VLANID| MAC Address | IP Address
»Port Configure fgutaisiand |1
elete v

YPoE

¥ Advanced Configure
S

Save | | Reset
gt (Save] [Reset ]
= SSH
«HTTPS

= Port Security Limit
=802.1X
PACL

PDHCP

PIP&MAC Source
Guard

wARP Inspection

=Port
Configuration

= VLAN
Configuration

=Dynamic Table
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Port Haxkmute Ha BbinagaroLlee MeHHo, YToObI Bbl6paTb nopT

VLAN Bbibepute VLAN ID ansa HactpamBaemon VLAN

IP Address Ykaxute IP agpec

MAC Address | Ykaxute MAC agpec

HaxmuTe Save, 4To6bl COXPaHUTb HACTPOWKM.
8.8.6 ACL (MpaBuna KOHTpoOns gocTtyna)

Access Control List nnmm ACL — cnucok ynpaBreHust AOCTYMNom,
KOTOPbIN onpefensieT, KTo WM 4YTO MOXEeT nonyyaTtb [OCTyn K OOBbekTy
(nporpamme, npoueccy unu dainny), n Kakme UMEHHO onepauun paspeLueHo
UNn  3anpeweHo  BbLINOMHATL  CyObekTy  (nonb3osaTtento,  rpynne
nonb3oBaTtenen).

8.8.6.1 ACL Port Configure (Hactponka ACL ans noptoB)

Hactpovkn npasBun koHTpons pgoctyna (ACL) Haxogatcs B
COOTBETCTBYIOLLIEM pa3fene:

Security Configure > ACL > Ports

» " S
Information & Status ACL Ports Configuration [[Refresh ] [Clear
Phetwork Admin
Yoo Port [ Policy ID| Action | Rate Limiter ID [ Port Redirect | Mirror | Logging | Shutdown | State [ Counter

ort Configure

YPoE s 0 > v > v v > v > v v
¥ Advanced Configure

1 0] [Permit v Disabled ¥ Disabled w| |Disabled | [Disabled w| |Enabled v 0
| ™ security Configure Port 3w
*Password [Disabled Py
+SSH 2 0] Pernit v Disabled w| [Port I Disabled w| [Disabled w| (Disabled w| |Enabled w| 247562
airries Port 2w
= Port Security Limit Disabled Py
3 0] [Pernit v Dissbled w| [Port I Disabled w| |Disabled | [Disabled v| |Ensbled v 0
8021 Port 2~
wA
TR Disablod Py
=Pors 4 0 Pernit v Dissbled | [Port I Dissbled w| Disabled v| [Disabled v| |Ensbled v 0
«Rate Limiters Port 2w
= Access Conirol [Dizablod S
ust 5 0] [Pernit v Disabled |  [Port I Disabled w| (Dissbled | Disabled w| |Ensbled 0
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Permit — paspeluaeT BbIGpaHHOMY NOPTY NponyckaTh

OaHHble
Action
Deny — 3anpewyaeT BbIGpaHHOMY NOPTY NponyckaTb

OaHHble

Rate Limiter | OrpaHn4ynTenb NPonyckHOM CnocoGHOCTM NOPTOB.
ID HacTpoikn HaxoasTCA B COOTBETCTBYIOLLEM pasderne.

Bbibop nopTa, nakeTbl C KOTOpOro 6yayT nepeHanpasBneHbl.

Port Redirect .
3HauyeHne no ymonyanutio — Disabled (oTknoueHo)

Mone onpependeT napamMmeTpbl 3epKannpoBaHNA Ha
HacTpansaemMomMm nopTe. l[l,OCTyI'IHI:»Ie 3Ha4YeHnA

Mirror Enabled — BkntoyeHo
Disabled — oTkntoyeHo

3Ha4veHune no ymondaHuto — Disabled

Logging BknoyeHmne/BbIKOYEeHNE BeOeHWS XKypHana 3anvcen

Enabled — ecnu nakeTbl 6yayT nony4yeHbl Ha 3TOM MopTe,
Shut Down nopT 6yaeT BbIKITHOYEH.

Disabled — nopT He ByaeT BbIKMOYEH NPX NOJTyYeHUN
MakeToB.

3HayeHue no ymonyanuio — Disabled.

lpumeyvaHue: daHHas hyHKUUS pabomaem, mosbKo ecnu
pa3mep nakema meHbwe 1518 (6e3 VLAN maeos)

Enabled — ansa oTkpbITUS nopTa UCNOMb3YOTCA NpaBuna
ACL 3agaHHble nonb3oBaTenem

State Disabled — ons 3akpblTna nopta UCnNonb3yoTCcsa npasuna
ACL 3agaHHble nosnib3oBaTtenem

3HayveHune no ymonyaHuo — Enabled

KonnyecTtBo NakeToB yAOBNETBOPSOLLMX 3aA4aHHbIM
npasunam

Counter

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.8.6.2 Rate Limiter Configuration (Hactponka orpaHuuntens
NPONyCKHON CNOCOGHOCTU NOPTOB)

Monb3oBatene MoxeT HacTpouTb npaBuna ACL gns orpaHuuuTens
NPOMyCKHOM CNocoBHOCTM Anisi MOPTOB B COOTBETCTBYOWeM pasgene WEB

WUHTepdenca kommyTartopa:

Security Configure > ACL > Rate Limiter

¥information & Status ACL Rate Limiter Configuration

»Network Admin
Rate Limiter ID | Rate | Unit
?Port Configure
< 1 <& v
»PoE 1 1] [ppz B
» Advanced Configure 2 1| |pps ¥
¥ Security Configure 3 1| [pps i
=Password 4 1| |pps ¥
= SSH 5 1| |pps w
«HTTPS 6 1| |pps »
= Port Security Limit 7 1 oz B
= 802.1X 8 Tl = s 3
v
=
=Ports d 1| (pes &
*Rate Limiters | 10 1| |pps v
= Access Control 11 1| |pps v
List 12 1| |pps
PDHCP 13 il | =
HaxmuTe Save, YToObl COXPaHUTb HACTPOMKM.
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8.8.6.3 Access Control List Configuration (Hactpoika ACL)

lMonb3oBaTenb MOXeT rmbko HacTpoutb ACL B COOTBETCTBYIOLLEM pa3gene
WEB nHTepdeinca kommyTaTtopa:

Security Configure > ACL > Access Control List

Vinformation & Status Access Control List Configuration

Auto-refresh [] [Refresh | [Clear | [ Renove AlL |
ACE [ Ingress Port [ Policy / Bitmask [ Frame Type [ Action [ Rate Limiter | Port Redirect [ Mirror | Counter [ |
[ @

¥ Network Admin

*Port Configure

¥PoE
»Advanced Configure

¥ Security Configure
=Password
=SSH
*HTTPS
«Port Security Limit
_=8021X
wACL
«Ports
=Rate Limiters

= Access Control
|_ust

YTto6bl 406aBUTL N M3MEHUTL 3aMUCh HAXMUTE KHOMKY «+»

8.9 Diaghostics (MHCTPYMEHTbl AMAarHOCTUKN U MOHUTOPUHrA)
8.9.1 Ping Test (TectupoBaHue coeanHus ¢ nomouibio PING)
PING aTto Hebonbluoi mMoaynb, KOTOpbiA B3anmogernictsyetr ¢ ECHO
naketamu ot IP agpeca, KOTopbI NPUHAANEXUT yaaneHHoOMY YCTPOUCTBY.

[aHHbIA  MHCTPYMEHT HaxoauTca B COOTBeTCTBylwem pasgene WEB
UHTepdenca kKommyTaTopa:

Diagnostics > Ping
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»information & Status ICMP Ping

»Network Admin »
Kricn Con IP Address 0.0.0.0

ort Configure :

. Ping Length |56
Y Pok Ping Count 5
» Advanced Configure Ping Interval |1
» Security Configure
ar

»QoS Configure
¥ Diagnostics

= Cable Diagnostics
= CPU Load

IP Address ,I-,I:) :s:s:TiuaneHHoro agpecaTta, KOTopbIi He06X0ANMO
Ping Length | Yucno ot 1 go 1452. 3HayeHne no ymonyaHuio — 56
Ping Count Konunuectso otnpaBnsembix PING 3anpocos. OT 1 go 60.
Ping Interval | WHTepBan mexay otnpaskon PING 3anpocos.

Haxmute kHonky «Start», 4ToObl MPUCTYNUTL K TECTUPOBaHWUIO C MOMOLLbIO

Ping

“ % SEC.RU
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8.9.2 Cable Diagnostics (MpoBepka kabens)

®yHkuma Cable Diagnostics ([posepka kabens) AocTynHa Tonbko Ans
MedHbIX kabenen, coBMecTMMbIX co cTaHgaptom 10/100/1000BaseT.
MHCTpyMeHT no3sBonseT onpeaenuTb AnvHy kabens (To4HocTb okorno 5%), ero
cocTtosHue. MakcumanbHast anvHa nposepsieMoro kabens He 6onee 100m
(npn nonbITke npoBepuTb Gonee ANUHHBIA Kabenb ByaeT BbIBOAUTLCA OKHO C

owmnbkon).
e OK - o03HayaeT, 4TO OTBETHas 4acTb nNpoBepsieMoro kabens
MOAKIoYeHa K CETEBOMY YCTPOWCTBY, @ OBXMMKa M LLENOCTHOCTb KU
B nopsigke.

e Open — o3HayaeT, YTO OTBETHad 4acTb MNPOBEPSAEMOro kabens He
noakr4yeHa Kyp,a—nm6o, npu 3TOM 00XXMMKa M LEeNoCTHOCTb XWi B
nopaake.

Diagnostics > Cable Diagnostics

OSNOVO

cable transmission

»Information & Status 3 x -
Nt A VeriPHY Cable Diagnostics

»Port Configure Port

»Advanced Configure
»Security Configure
»QoS Configure
wDiagnostics

= Ping

= Cable Diagnostics

= CPU Load
»Maintenance

Cable Status
LengthA PairB LengthB PairC LengthC PairD LengthD

Pair A

o
Ky
o]
A
w
o
Ky
w
@]
A
w

102 Open 101

N A WN =
(o]
°
@
-]
e 1
521w !
%
S
o
]
(o]
°
@
S

HaxmuTe kHomKy «Start», 4ToBbl NPUCTYNUTL K AUArHOCTMKE.
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8.9.3 CPU Load (3arpy3ka CPU kommyTaTopa)

Ha paHHoM cTpaHuue WEB wmHTepdenca Haxogutcs rpacdwmk 3arpysku CPU
KOMMYyTaTopa B pearbHbli MOMEHT BPEMEHU.

Diagnostics > CPU Load

CPU Load Refresh A

100ms 0% sec 0% 10sec 0% (all numbers running average

8.10 Maintenance (O6cnyxuBaHue)
8.10.1 Restart Device (lMepe3arpy3ka kommyTaTopa)

Ha paHHOM cTpaHuue WEB wuHTepdpenica HaxoouTcs WHCTPYMEHT AN
yOaneHHom nepesarpysku KommyTaTopa.

Maintenance > Restart Device

YInformation & Status Restart Device
Fhetwork Admin

¥ Port Configure
" Are you sure you want to perform a Restart?
PoE

P Advanced Configure
¥ Security Configure
» QoS Configure

¥ Diagnostics

=Restart Device

= Factory Defaults
=Firmware Upgrade
=Firmware Select
»Configuration

Yes — nepesarpyska KoMMmyTaTopa
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8.10.2 Factory Defaults (Bo3BpaTt k 3aBOACKUM HacTpoMnKam)

Ha paHHOM cTpaHuue WEB wuHTepdperica Haxogutcs WHCTPYMEHT AN
BO3BpaTa KOMMyTaTopa K 3aBOACKMM HACTPOMKaM.

Maintenance > Factory Defaults

Yinformation & Status Factory Defaults
P Network Admin

»Port Configure

Are you sure you want to reset the configuration to

iz Factory Defaults?
¥ Advanced Configure

¥ Security Configure

(=) )

QoS Configure

* Diagnostics

=Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select
»Configuration

Yes — c6poc HacTpoek KOMMyTaTopa K 3aBOACKUM.

8.10.3 Firmware Upgrade (O6HOBNeHMe NPOLUNBKN)

Ha paHHon ctpaHnue WEB mnHTepdeinca HaxoauTcst MIHCTPYMEHT Anis
O0BHOBIEHNSA NPOLLUMBKM KOMMYyTaTopa.

Maintenance > Firmware Upgrade

YInformation & Status Software Upload
P Network Admin

»Port Configure
YPoE

¥ Advanced Configure
¥ Security Configure

¥ QoS Configure

¥ Diagnostics

¥ Maintenance

= Restart Device
= Factory Defaults

= Firmware Upgrade

= Firmware Select
Haxmute Browse, Bbibepute dann ¢ npowwmskon. Haxmnte Upload, 4Tobbl

3arpy3uTb NPOLLMBKY B KOMMYTaTOp.
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8.10.4 Firmware Select (BbiGop TeKyLLuen NpoOIMBKM KOMMyTaTopa)

KommyTaTtop nossonseTt BblOpaTb oanH U3 2x o6pasoB TeKyLlen NpOoLUMBKM
KoMMyTaTopa

Maintenance > Firmware Select

Ons Bbibopa anbTepHaTMBHOM MPOLLMBKN HaXXMUTE KHOMKY «Activate Alternate
Image»

> i
Wnformation & Status Software Image Selection

»Network Admin
Active Ima
?Port Configure e ge
»PoE Version 24GF-4G (standalone) V1.1-ONV-20150401
Date 2015-07-15T14:55:28+08:00
¥ Advanced Configure
¥ Security Configure Alternate Image
. Image  managed bk
Qos Configure Version 24GF-4G (standalone) V1.1-ONV-20150401
Fohioaoetics Date  2015-06-11T21:44:05+08:00

[ Activate Alternate Image ][Cancel J

= Restart Device
= Factory Defaults
= Firmware Upgrade

= Firmware Select

»Configuration

8.10.5 Configuration (Tekywas koHdurypauus)

B paHHOM paspgene cogepXatca WHCTPYMEHTbI ANA COXpaHeHus wu
3arpysku chanrna ¢ Tekylen kodurypawlmen KommytaTopa

8.10.5.1 Download (CoxpaHeHue channa c Tekywen KoHdurypaumen
KOMMyTaTopa)

Maintenance > Configuration > Download
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Yinformation & Status
»Network Admin
»Port Configure

»PoE

» Advanced Configure
¥ Security Configure
»Qos Configure

?Diagnostics

¥ Maintenance

= Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select

wConfiguration

Download Configuration
Select configuration file to save
Please note: running-config may take a while to prepare for download

File Name

O running-config

O default-config

[ Download Configuration ]

Beibepute ann ¢ Tekywenm koHdwurypaumen (running config) wmnm
KoHGurypaumen no ymondanuio (default config), a 3aTem HaxmuTe KHOMKY

«Download Configuration»

8.10.5.2 Upload Configuration (3arpy3ka canna ¢ koHcpurypaumen)

Maintenance > Configuration > Upload

Yinformation & Status
»Network Admin
?Port Configure

YPoE

» Advanced Configure
» Security Configure
*Qos Configure
?Diagnostics

Upload Configuration

File To Upload

Browse

Destination File

[ File Name | Parameters |

[ Upload Configuration ]

|

=Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select

wConfiguration

_=Download

| »Upload

HaxmuTe KkHOMKy «Browsey, 4Ttobbl BbiOpaTh hann ¢ KoHdwurypauuen ans
kommyTatopa. Haxmute kHonky «Upload Configuration», 4ToObl 3arpy3uTb
dann ¢ KoHurypaumemn B KOMMyTaTop.
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8.10.5.3 Activate Configuration (AktuBauus cbarna c KoHdurypaumen)

Maintenance > Configuration > Activate

¥information & Status Activate Configuration

Phetwork Admin
Select configuration file to activate. The previous configuration will be completely replaced, potentially leading to loss of management connectmty
¥Port Configure

= Please note: The activated configuration file will not be saved to startup-config automatically

Pasercodconkours | [ il M)
¥ Security Configure O default-config

b
G0 Conflgors’ Activate Configuration

¥ Diagnostics

= Restart Device
#Faciory Defaults

# Firmware Upgrade
= Firmware Selact

+Configuration_|

= Download

=Upload

=Delete

[ns akTmBaumm HaxMmuTe KHOMKY «Activate Configuration»

8.10.5.4 Delete Configuration File (YpaneHue danna c kocdurypaumen)

Maintenance > Configuration > Delete

» i .
SRt & Stius Delete Configuration File
»Network Admin

»Port Configure
»PoE No files available for deletion

»Advanced Configure [ Delete Configuration File J

¥ Security Configure
»Qos Configure
¥ Diagnostics

¥ Maintenance

= Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select

wConfiguration

=Download
= Upload
= Activate

[na yoaneHus danna ¢ KoHurypaumen n3 Kommytatopa HaXXMuTe KHOMKY
«Delete Configuration File»
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BHumaHue
v'  KayecmeeHHoe 3asemrieHue sierisiemcsi o06si3ameribHbIM  yCio8UueM
rOOKIIOYEHUS.

v KameeopuquKu 3arnpewaemcs KacambcCH 3/IeMeHmoe brioka
numaxusi, Haxo0sIUUXCs1 MO0 8bICOKUM Harips>xeHuem.

9. TexHU4YeCKue XxapaKTepuUCTUKN*

Mogenb SW-80802-WL(port 90W)
O6Lee kon-Bo NOpTOB 10

Kon-Bo noptoe FE+PoE -

Kon-Bo noptoBs FE -

Kon-Bo noptoB GE+PoE 8
Kon-Bo noptoB GE

(He Combo nopTbl)

Kon-Bo noptoB Combo GE
(RJ45+SFP)

Kon-Bo noptoB SFP

(He Combo nopTbl) 2 GE
MowHocTb POE Ha oanH nopt 90 BT
(makc.)
CymmapHas mowHocTb PoE Bcex 240 BT
nopToB (Makc.)
IEEE 802.3af
CraHgaptel PoE IEEE 802.3at
IEEE 802.3bt
Meton A+B

Metoa nogayn PoE A+B (1,2,4,5(+) 3,6,7.8())

BCTpoeHHbIe onTn4yeckmne nopTbl -

3Be3ga
Tononornv Noakto4eHNs Kackag

KOomnbLO
Bydep naketos 4 Mb
Tabnuubl MAC-agpecos 8 K
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Mogenb SW-80802-WL (port 90W)

MponyckHas cnocobHOCTL
KOMMYTaLMOHHON MaTpuLLbl 20 'but/c
(Switching fabric)

1000 M6wuTt/c — 1488,000 naketos/c
100 M6uT/c - 148,800 nakeToB/c
10 M6uT/c- 14,880 nakeTtos/c

CkopocTb obcnyxusaHusi
nakeToB (Forwarding rate)

Mopoaepxka jumbo frame 9 Kb

Pa3mep flash namsitn 128 M6

o |[EEE 802.3 — 10BaseT

o |[EEE 802.3u — 100BaseTX

¢|[EEE 802.3ab — 1000BaseT

¢ |[EEE 802.3z 1000 BaseSX/LX

¢ |[EEE 802.3x — Flow Control

¢|[EEE 802.1Q — VLAN

¢ [EEE 802.1p — Class of Service

CraHgapTbl ¥ NPOTOKOSbI ¢ IEEE 802.1D — Spanning Tree

¢ [EEE 802.1w — Rapid Spanning Tree

o [EEE 802.1s — Multiple Spanning Tree

o |[EEE 802.3ad — Link Aggregation
Control Protocol (LACP)

o |[EEE 802.1AB — LLDP (Link Layer
Discovery Protocol)

o [EEE 802.1X — Access Control

¢|[EEE 802.1D (STP)

¢ |[EEE 802.1w (RSTP)

¢ |[EEE 802.1s (MSTP)

oVLAN / VLAN Group 4K

e Tagged Based

e Port-based

PyHKUMM YPOBHSA 2 e \Voice VLAN

e Link Aggregation IEEE 802.3ad with
LACP

¢ IGMP Snooping v1/v2/v3

*|GMP Static Multicast Addresses

« Storm Control

*ERPS ring

KauecTtBo obcnyxmnanusa (QoS) e 8 ouepenen / nopt
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Mogenb SW-80802-WL (port 90W)
e Management System User
Name/Password Protection
5 o [EEE 802.1x Port-based Access
€30MacHOCTb Control
oHTTP & SSL (Secure Web)
¢ SSH v2.0 (Secured Telnet Session)
o YnpasneHue 4yepe3 Web-uHtepdeic
YnpaBneHue : %_ILet
o SNMP
MHgukaTtopbl PWR1, PWR2, SYS, Link, PoE
lpo3o3aiwmta 6 kV
MutaHne AC 195-265V /50 'y,
OHepronotpebneHune <250 Bt
Het / KoHBekunoHHoe (6e3
TepmocTtab./oxnaxaeHvne BeHTMNATOpA)
Knacc 3awuThbl IP66
YnapHas npo4yHOCTb IK10
Paamepbl (LLUXBxXI") (Mm) 290x390x163
Bec, kr 4
Cnocob MoHTaxa Ha CTeHy, Ha onopy
Paboyas Temnepartypa -40...+50 °C
CCTV - nepegaya aaHHbIX Ha 250m npwn
[ononHuTtensbHo 10 Mour/c
PoE Alive — pyHKUMA aHTU3aBUCaHUA
PoE ycTtponcts

* Mpou3BoauTenb MMEET NPaBo U3MEHSATb TEXHUYECKUE XapaKTEPUCTUKN U3LENVsi U KOMNnekTaumio 6e3
NpeABapUTENBHOTO YBEAOMIIEHMSI.

10.MapaHTHA

lMapaHTMs Ha Bce obGopygoBaHne OSNOVO — 7 net (84 mecsaua) c aatbl
npodaxu, 3a WCKMIYEHMEM aKKyMynaTOpHbiX 6atapei, rapaHTWiHbIN cpok - 12
MecsLEeB.

B TeyeHue rapaHTMMHOIO Cpoka BbINOMHAETCS GecnnaTHbI PEeMOHT, BKIoYas
3anyacTtu, Unn 3ameHa U3genun Npu HEBO3MOXHOCTU UX PEMOHTA.

MoagpobHas wHdopmaums 06 ycrnoBusiXx rapaHTUHOTO —obcnyxuBaHUs
HaxoamTCAa Ha canTe Www.0Snovo.ru
2

231016 (4)
241121 (2)
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http://www.osnovo.ru/support/garanty

11. NpunoxeHue A «FabapuTHbie pa3mMepbl KOMMyTaToOpa»

230 | 162.5
- 30
= I B pa g
' . 15 |
35 .
3|8 3 :
- & ]
o . 153
1% =
i 0 120.5
L g E
e P——a
AL L 0
290 86
312.46
* Bce pasmepbl 4aHbl B MM
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12. MpunoxeHue b «HacTeHHbIe KpenneHus»

[na mMoHTaxa ynuyHbIX KOMMYTaATOPOB Ha CTeHax, onopax, nogsecax v T.4
NPUMEHSAIOTCHA HAaCTEHHbIE KpenneHns (npnobpeTtarnTcs OTAENbHO).

[ns MOHTaXxa YnMYHOro KOMMyTaTopa Ha CTeHy UNnn onopy:
1. PacnakoBaTb KpenneHusl.

2. PacnonoxuTb KOpnyc Ha TBepAOW POBHOW MOBEPXHOCTU, MPUITOXUTb
NNaHkM KpenneHWnh K 3agHen CTeHke kopryca Tak, 4Tobbl CKBO3HblE
KpenexHsble oTBEPCTUA Kopnyca coBnaganu C OTBEPCTUSAMMN,

npocBepriEHHbIMW ONnA 3TOW Lenn B NiaHKax

3. MpukpenuTtb nnaHkM K kopnycy 6ontamn M4, ucnonb3ys wanbbl N ranku

(MMetoTCsa B KOMMMEKTE) MPUKPENUTL MaHKM K KOpnycy KOMMyTaTopa.
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4. MnaHkn obecnevmBatoT BO3MOXHOCTb KPEMNIEHNsi KOMMYyTaTopa Ha CTEHY U
ApYyrue nrockue noBepxHOCTW. [Onsa KkpenneHus Ha cTon® NpUCOeaMHUTHL K
nnaHkam KpenexHble 3ybyaTtble anemMeHTbl TPeyronbHON opMbl (KpenexHble

3NeMeHTbI BABUraloTCst BHYTPb NIaHOK).

5. OTpesaB Kycok nepoprupoBaHHON MeTanIMyeckon NeHTobl (MmeeTcs B
KOMMIEKTE), UCMONb3Ysi NEHTY, YKPENUTb KOPMyC KOMMyTaTopa Ha ctonbe nnm

ornope, 3aTAHYTb BUHTaAMU.
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