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1. Ha3Ha4yeHue

MpombiwneHHble ynpaensemble (L2+) PoE kommyTtatopbl Gigabit
Ethernet SW-80804/ILS(port 90W 300W) n SW-80804/ILS(port 90W 720W) ¢
dyHKUMEN MOHUTOPWHra TeMnepaTypbl/BNaxXHOCTU/HANPSKEHUS
npegHasHayeHbl AONA  CUCTEM MNPOMBILUMIEHHOTO MNPUMEHEHUs U Ans
YCTAHOBKM B  ynu4uHble cTaHumm OSNOVO. OTnnmunTensHon 4depTon
KOMMYTaTOPOB ABMNSAETCH BO3MOXHOCTb YAANeHHOro MOHUTOPUHIa HanpskeHus
NUTaHWs, TeMnNeparypbl U BIAXXHOCTU OKPYXatoLLen cpeabl.

KommyTatopbl SW-80804/ILS(port 90W 300W) n SW-80804/ILS(port
90W 720W) wumewoT no 8 ocHoBHbiXx nopToB Gigabit Ethernet
(10/100/1000Base-T). Otnnune modenen 3aknoyaeTcs B napameTtpax PoE
atTux noptoB. Kaxabi u3 noptoB kommyTtatopa SW-80804/ILS(port 90W
720W) cootBeTcTByeT crtaHgaptam PoE IEEE  802.3af/at/bt wu
aBToOMaTU4eCKU onpegenseTt nogknoyaemble PoE-ycTpoiicTaa,
MakcumarnbHasi MmowHocTb POE Ha nopt paBHa 90BT. B kommyTatope SW-
80804/ILS(port 90W 300W) TonbKo nepsblin NOPT NoAAepKMBaeT cTaHdapThl
PoE IEEE 802.3af/at/bt, ocTanbHble NOpTbl COOTBETCTBYIOT CTaHgapTam
IEEE 802.3af/at, makcumanbHas MolwHOCTb POE Ha nopT paBHa 30BT.
OO0Ouwasa BbIxoAHast MOLWHOCTL cocTtaBnsetr Ao 720Bt wn pgo 300BT
COOTBETCTBEHHO Mogensam. PyHkuma POE moxeT ObiTb OTKMOYEHa unu
BKIIOYEHA ANns Kaxgoro noprta B oTaenbHocTM yvepe3 WEB wHTepdpenc.
Takke kommyTaTopbl MMeT QyHKkumMio PoOE Alive, aBTomMaTuyecku
BO306OHOBNALLWYO nogady PoE, ecnv nogknto4YeHHoOe yCTPOMCTBO 3aBMCHO.

Kpome Toro, koMmyTaTopbl OcHalleHbl 4ms Gigabit Ethernet Uplink
noptamm SFP (1000Base-X). B kavectBe SFP-mogynen pekomeHOyeTcs
ncnonb3oBaTb MPOMbILNEHHbIE MOAYNU C paclUMPEHHbIM TeMnepaTypHbIM
avnanasoHom (ckopocTb SFP-noptoB — 100 M6ut/c unn 1 FGUT/C — MOXHO
HacTpauBaTb Yepe3 WEB-uHTepdeiic).

KommyTtatopbl obopygoBaHel noptom Console (RJ-45) Aansa
ynpaBneHus yepes nHtepdernc RS-232. Obe mogenu HacTpauBatoTcs Yepes
WEB-uHTEepdenc n umMerT MHOXECTBO YHKUUN L2 n L2+ ypoBHSA, Takux
kak: VLAN, IGMP snooping, STP, EAPS, QoS v ap.

KommyTaTtopbl MOryT muTaTtbCs OT OMOKOB MUTAHWUSI HanpsXeHUeMm
DC12-57V, obnagatoT BO3MOXHOCTbIO NOAKITHYEHMSI UICTOMHUKA Pe3epBHOro
NUTaHUA U PYHKLMEN ONOBELLEHUSA MPU ero OTKIMHOYEHUN.
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KommyTaTtopbl umeloT TemnepaTypHbiM pexum -40...+80 °C, uyto
Nno3BonsieT 9KCNIyaTMpoBaTb WX B MNPOMBILUMIEHHbIX HeoTannmBaeMblX
nomeLleHnsa unn ynn4dHelx ctaHumnax OSNOVO.

2. Komnnekrauua*

SW-80804/ILS(port 90W 300W)

1. KommyTtatop SW-80804/ILS(port 90W 300W) — 1wr.
2. KnemmHas konogka 6-pin — 1wT.

3. [Jatumnk Temneparypbl 1 BNaXHOCTU - 1LT.

4. KpaTkoe pykoBOACTBO MO aKcnnyatauumn —1wr.

5. PykoBoacTteo no akcnnyatauum Ha CD — 1w

6. YnakoBka — 1WT.

SW-80804/ILS(port 90W 720W)

1. KommyTatop SW-80804/ILS(port 90W 720W) — 1.
2. KnemmHag konogka 6-pin — 1.

3. [laTunk Temneparypbl U BNaXHOCTW - 1LWT.

4. KpaTKoe pykOBOACTBO MO 3Kchyataumm —1wr.

5. PykoBoacTBO no akcnnyartauumn Ha CD — 1wrT.

6. YnakoBka — 1WT.

3. OcobeHHOCTU 06OpPYAOBaHMUA

e Bo3MOXHOCTb yoaneHHOro MOHUTOPMHra Taknx nokasaTenen, Kak:
- TemnepaTypa Ha BHELUHEM AaTymKe
- BnaxxHocTb Ha BHeLLIHEM JaTyuke
- HanpsixxeHvne nuTaHns Ha OCHOBHOM U pe3epBHOM Griokax NuTaHus
e MakcumanbHas MowHoctb PoE- pgo 90 Bt, cooTteeTcTBME
ctaHgaptam PoE IEEE 802.3 af/at/bt
- SW-80804/ILS(port 90W 300W) Ha nepBOM NopTy
- SW-80804/ILS(port 90W 720W) Ha Bcex nopTax
e PaspaboTtaHbl ans akcnnyaTauuyM B MNPOMBILMEHHBIX YCIOBUSAX:
paboyas Temnepatypa -40...+80°C, IP40, nogxogaT ans yCTaHOBKU
B ynNu4yHble ctaHuun OSNOVO;
e [loppepxka dyHkumi L2 ypoeHa (VLAN, IGMP snooping, QoS wu
TA.), BblCcOKasi HagexHocTb cetn (RSTP, MSTP, EAPS);
e Hactpoika n ynpaBneHue uepe3 WEB-uHTepderic, Console u
Telnet/CLI;
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4. BHewHuW BUA N ONUcaHue 351IeMeHTOB

4.1 BHelwHnn BUA

Hi=]
i
H 4
e
H=)

SW-80804/ILS(port90W 300W)  SW-80804/ILS(port90W 720W)

[atuuk Temnepatypbl/BNaxHOCTH

Puc.1 KommyTtaTtopbl SW-80804/ILS(port 90W 300W) n SW-80804/ILS(port
90W 720W), patumnk TeMmnepaTypbl/BNaXXHOCTK C kabenem Ans NOAKMHYEHUsI
K KOMMYyTaTopy (BHELLHWUA BUA)
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4.2 OnucaHue anemMeHTOB KOMMyTaTopa

B 1
2
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90 ol 7
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Managed Switch
8GE + 4SFP 17

Puc. 2 KommyTatopbl SW-80804/ILS(port 90W 300W) u
SW-80804/ILS(port 90W 720W), pa3bembl, KHOMKM N MHOUKATOPSbI
nepegHer naHenu, JaT4yvMk TemnepaTypbl/BaXXHOCTU

DC:12-57(SW) DC:37-57(PoE)

@@ 1™

AL+

-

|p- Jp+]P- P+ NN §

10 11 12 13 14 15 16

Puc. 3 KommyTtaTtopbl SW-80804/ILS(port 90W 300W) n
SW-80804/ILS(port 90W 720W), pasbeMbl U KHOMKU BEPXHEW NaHenu
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Tab.1 HasHayeHne pa3bemMoB, KHOMOK U MHAMKATOPOB KOMMYTaToOpOB
SW-80804/ILS(port 90W 300W) n SW-80804/ILS(port 90W 720W)

Ne
n/n

O6o3Ha4eHne

HasHauyeHune

HW

LED-uHgukaTop TONonornm «konsLo». Foput
3eneHbIM — NOAKMYEHME MO TOMOMNOMMN «KONbLIOY.

PWR

LED-nHgukatop  COCTOSHMA  cuctembl. [oput
3eneHbimM 0o 30 cek — cuctemMa 3arpyxaeTtcs.
Noput 6onee 30 cek — cuctema HeucnpasHa.

HW RET

KHonka ObicTporo BbibOpa Tornonoruu
NOAKMNIOYEHUS «KOMbLOY.

V1

LED-nHgukaTtop nogknoyeHus 1ro, 6roka nutaHus.
[opuT 3eneHbIM - nogaeTca nutadme. Muraet
YacTo — MUTaHNe He COOTBETCTBYET HOMUHANY.
MwuraeT peako — NnMTaHne B pe3epBe.

V2

LED-uHaukaTop nogkrtodeHnst 2ro, 6noka nutaHus.
lopuT 3eneHbiM - nopaetcs nutaHue. Mwuraet
YyacTo — MnuUTaHMe He COOTBETCTBYET HOMUHany.
MuraeT pegko — NnMTaHue B pe3epBse.

SFP-noptel 11 w 12 pgna  nogknioveHus
KOMMyTatopa K ONTUYECKMM NuHUAM cBA3n (SFP-
MOZYINW 8 KOMI1/IeKm nocmaesku He 8xo0sm).

LED-ungukatopsl SFP-nopTtoB 11 n 12. lNopaT npwu
NoAKN4YeHUn SFP-moaynen (8  Kommrnekm
riocmasku He 8xo0sm).

SFP-nopTbl 9 n 10 gna NnogknioveHns KommyTaTopa
K ONTUYECKUM nuHUAM cBa3m (SFP-mogynn e
KoMririekm rnocmasku He exo0sim).

LED-nHaukatopbl SFP-noptoB 9 1 10. Nopat npwu
nogknioveHun  SFP-mogynen (8  Komrsiekm
rnocmaeku He 8xo0sim).

Console

Pasbem RJ-45 ana nogkniwoyeHus KommyTtaTtopa K
COM nopty [K pgna ynpaBneHns uMm 4epes
WHTepdenc RS-232

1234
5678

Pasbembl RJ-45 ¢ LED-uHgukaTopamn Aans
noakntoveHus ceteBblx POE  ycTponctB Ha
ckopocTtun 10/100/1000 M6wuT/c.

"opuT 3eneHbIt LED — nogknio4eHo YCTPOUCTBO.
Moput opaHxeBbin LED — nogaetca PoE
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Ne
n/n O6o3HauyeHue HasHaueHue
10 Al+ Al- Knemanaﬂ Konogka 2-pin BbIxoga pene Tuna
«Cyxon koHTakT» (Alm).
11 RET KHonka nepesarpysku KommyTaTopa.
12 ™S Pasbem TRS 3.5MM gns nogknioyveHust gatvumka
TemnepaTypbl/BNaXXHOCTH.
13 P1 YacTb KNEMMHOWN KONoAKM 6-pin 4Nns NOAKNIOYEHMS
P- P+ ocHoBHoro Bl DC 12-57V (P1).
14 P2 YacTb KNnemMMHOWM Konoaku 6-pin gnst Nogkno4eHms
P- P+ pe3epBHoro b1 DC 12-57V (P2).
15 IN Yactb knemmHou Kkonogku 6-pin  (Bxod) Ans
NOAKMIOYEHUSA KOHTPONIMPYEMOrO HaMNPSHKEHMS.
16 BuHTOBas knemmMa Ans NoaKMIYeHUs KoMMyTaTopa
K KOHTYpY 3a3eMJ1eHus.
Jatuuk TemnepaTypbl/BNaxHoOCTn ¢ pa3beMoM TRS
17 3.5MMm onsa nogkntoyeHns kabenem K pasbemy (12)
KoMMyTaTopa (Kabenb BXoOUT B KOMMIIEKT).

5. NMoakno4vyeHune

5.1 Cxema noaknoYeHus

SW-80804/ILS(port 90W 300W) SW-80804/ILS(port 90W 300W) SW-80804/ILS(port 90W 300W)
(SW-80804/ILS(port 90W 720W)) (SW-80804/ILS(port 90W 720W)) (SW-80804/ILS(port 90W 720W))
Ontuyeckuit kabens OnTuyecknin kabens OnTuyecknit kabenb
% — —2—>

v K ycTpoicTBam
N C ONTUYECKUM
nopTom

o e o
* win win
SoTooooooooe cocococooooooooo:
Cat 5e Cat Se Cat 5e

oL RS-232 >

2xDC37-57V

o 2xDC37-57V

2xDC37-57V

=

aTumK
Temneparypbl
BNAXHOCTU

Cat 5e
8G1ed

PTZkamepa § | PTZ xamepa

PTZ kamepa
o 90W [ o 90W Ao 90W
w w
Ao 8n PoE-kamep Ao 8n PoE-kamep 10 84 PoE-kamep

Puc.4 Tunosasa cxema NoakNiOYEHUS KOMMYTaTOPOB
SW-80804/ILS(port 90W 300W) n SW-80804/ILS(port 90W 720W)
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]
oo L B
\—/ KopHeBoit kommyTaTop
B CEpBEpHOM

YaaneHHbI MOHUTOPUHT

fiber Cat 5e
WiFi poytep
’%
SW-80804/ILS
(port 90W 300W)
SW-80804/ILS
(port 90W 300W)
SW-80804/ILS
(port 90W 300W)
5 & 74
2 eeoe li'; fiber § oo :?":
S S S S
PTZ kamepa PTZ kamepa
Ao 90w no 90w
‘ - > ‘ e >
" 4 ) L

Ao 8u PoE-kamep no 8u PoE-kamep

Puc.5 Konbuesas cxema nogknioyeHns KOMMyTaTopoB
Ha npumepe SW-80804/ILS(port 90W 300W)
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5.2 MNopknioyeHne aaTynka TeMmnepartypbl U BliaXXHOCTHU

BHewHWn paTynk npegHasHadeH Ansa nepejadn uMHdopMauuu o
Temnepatype (°C) n BnaxHocTu (%) OKpyxatowemn cpedbl, UCMOMb3yeTcs
umdpoBon MHTepderc Ha ocHoBe npoTokona 1-Wire. latumk nogkniovaeTcs
KOMMMNEKTHbIM Kabenem kK pazbemy TRS 3.5mm Ha kommyTaTtope (Puc.6).

AaTynK
Temneparypbl
BIaXKHOCTM

Z|
2z

+
o
ol

>
a
a

1-Wire

Punc.6 Cxema noaknioyeHns BHELLHEro AaT4mka TeMnepaTypbl U BNaXXHOCTU

[ns KOHTpONs 3Ha4YeHUn TemnepaTypbl/BNaXXHOCTU U HaNpPsPKEHUs
NUTaHWst WUCMONb3yeTcs COOTBETCTBYyOLWAsA cTpaHvua WEB wuHTepdelica
(Pvic.7). NoppobHasa nHgpopmaums 0 MOHUTOPYHIE NapameTpoB HAXOOUTCS B
n. 11.2 HacTosILWen AOKYMEHTaUNN.

‘A Managed Switch Industrial Switch Monitoring Drm
=4y Industrial Switch Monitoring

2 Industrial Switch Monitoring I Ring Contiol
#{_] System Configuration ‘ On ®Off
#{_J Port Configuration
(] MAC Binding System Temperature (°C)
#{_1 MAC Filter 28.81

& {_] VLAN Configuration

#{_] SNMP Configuration

#{_J ACL Configuration

#{_) QOS Configuration

#{_] IP Basic Configuration

#{_} AAA Configuration

() MSTP Configuration

#{_1 IGMP SNOOPING Configuration
#{_) GMRP Configuration

#{_] EAPS Configuration

27.08
Ambient Humidity (%)
22.86

e
Ambient Temperature (*C)

PoE
Master V1 Voitages (V)
47.91

Normal
System 3.3V
323

Puc.7 KoHTporb HanpsbkeHnst NuTaHust, napaMeTpoB
TemnepaTypbl/BNaXHOCTN OKpyXatoLLern cpelbl Yepes vyepes Web-
nHTepdenc kommyTatopa
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5.3 MoagknioyeHne 6noka NnuTaHus

- BJIOK MUTAHUSA 2
g = L
L = V+ B
15 v = AC 195-265V
B o N
it

BNOK MATAHUA 1

L
= V+ =0
= V- —fl - AC 195-265V

Puc.8 Cxema nogknioveHunsi 651I0KOB NMTaHMs K kommyTaTopam SW-
80804/ILS(port 90W 300W) n SW-80804/ILS(port 90W 720W)

BHumaHue'!

- Mepepn ycTaHoOBKOW 1 MNOAKIIOYEHUEM KOMMYTaTOpa OTKIUUTE NMUTaHKE.

- MNopgknioyarnite kabenn OT OMOKOB NUTAHUS K KIEMMHOW KONOAKE

KOMMyTaTtopa CTporo cobntwogas nonspHoOCTb.

- Ucnonbayiite 6M0OKM NUTaHUs COOTBETCTBYIOLLEN MOLLHOCTU (3aBMCUT OT

MOZENV KOMMyTaTopa, 8 KOMIIEKM 1oCmaeKku He 8xo05im):
AC195-265V/DC12-57V(6.5A) ons SW-80804/ILS(port 90W 300W)
AC195-265V/DC12-57V(15A) gns SW-80804/ILS(port 90W 720W)

- [Mpun HacTporike koMMyTaTOpa WUHMOPMALUIO O MakCMMarbHOW MOLLHOCTMU

ucnons3dyemoro bl cnegyetr BHectn B none Total Power pasgena

«Hactporika napameTtpoB PoOE» Web-uHTepcernica kommyTtaTopa pAns

aBTOMaTUYeCKOro pacyeTa TekyLuen Harpy3kun PoE. MNpoueaypa onucana B n.

11.21.1 HacTosilero PykoBoacTBa No akcnnyaTauum KoMmmyTtaTopa.

- [Ansa obecnevyeHns PYHKLMOHUPOBAHUA BCTPOEHHOW pO303aLuUThl

HeOoOXOAMMO HaZeXHo 3a3eMnuTb Kopnyc kommytaTtopa (13) puc.3.

- MakcumanbHas MolHocTb POE Ha oauH nopT kommyTtaTopa SW-
80804/ILS(port 90W 300W) - 30 Br. lNepBbIi NOPT MMEET BO3MOXHOCTb
nogaBsaTtb POE mowHocTteio Ao 90 BT meTtogom A n B.

- B cnyyae obHapyxeHUs HeMcnpaBHOCTEW He pa3buparite yCTPONCTBO
N HEe PEMOHTUPYMTE €ro CaMOCTOSATENbHO.
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5.4 MNopaknioyeHUe cucTeMbl onoBelleHUs

KommyTtatopbl SW-80804/ILS(port 90W 300W) 1 SW-80804/ILS(port
90W 720W) wumeloT penenHblin Bbixod Tuna cyxon koHTakt (NO) ans
BKMIOYEHNS CUCTEMbI TPEBOXHOIO  OMoOBelleHus. PenerHbin  BbIXOA
nogaepXxuBaeTt ynpaBneHue WCMNOMHUTENbHBIMU YCTPOUCTBaMU (CUPEHa,
cBetoguogHoe Tabno v T.4.) MOLWHOCTbIO He Bonee 24 Bt. HanpshkeHue
WUCTOYHMKA MUTaHUSA, MOLKIMOYEHHOr0 K penerMHoOMY BbIXO4Y, HE [OOJDKHO
npesbiwate 24 B nocTosiHHOro Toka. TOK, Mpoxogsdwun yepes pene, He
pormkeH npesbiwatb 1 A (Puc.9).

g 2zl

5 Z

5 T [lononHUTENbHBbINA e~

3 = MCTOMHMK CUCTEMA

: d nuTaHNs OMOBELLEHMA

Puc.9 CxeMa noaknoyeHns CUCTEMbI OMOBELLEHWS K KOMMYTaTopamM
SW-80804/ILS(port 90W 300W) n SW-80804/ILS(port 90W 720W)

6. lMNMpoBepka paboTOCNOCOOHOCTU CUCTEMDI

Mocne nogkntoueHus kabenew K pasbéMam W nogayv nUTaHusa Ha
kommyTatop SW-80804/ILS(port 90W 300W) (SW-80804/ILS(port 90W
720W)) MoXHO y6eamTbes B ero pabotocnocobHOCTU.

Mopknounte kommyTatop Mexay nasyms MK ¢ u3BecTHbiMn IP-
agpecamu, pacnonaralowmMmnca B ogHoW noaceTun, Hanpumep, 192.168.0.2 u
192.168.0.3.

Ha nepeom komnbtoTepe (192.168.0.2) 3anyctute KOMaHAHY CTPOKY
(BbINONHMTE KOMaHAy cmd) 1 B MOSIBUBLUEMCS OKHE BBEAUTE KOMaHAy:

ping 192.168.0.3
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Ecnu Bce noakntoyeHo npaBunbHO, Ha 3KpaHe MoHMTOpa 0TobpasnTcs OTBET OT
BToporo komnbioTepa (Puc.10). 3710 cBupeTenscTByeT 06 uMcnpaBHOCTU
KOMMyTaTopa.

WINNT' System32' command.com

IC:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 by of data:

Reply from 192.168.1.1: 32 time<1Bms TTL=255
Reply from 192.168.1.1: b 32 time<i@ms ITL=255
Reply from 192.168 : 32 time<1@ms TTL=255
Reply from 192.16 : by 32 time<1Bms TTL=255

acket:
Approxinate )ound tr 11) tmp
inimum = @Bms, Maximum = an, Av

C:\>

Puc.10 [aHHble, oToOpaxatolmecs Ha akpaHe MOHUTOpa, nocre
ncnonb3oBaHna KoMaHapl Ping.

Ecnu oteBeT ping He nonydeH («Bpems 3anpoca wucCTekno»), TO
crnegyeT NPpOBEPUTL COeAMHUTENBHLIN kKabenb n IP-agpeca KOMNbIOTEPOB.
Ecnn He BCce nakeTbl OblNM NPUHSTBI, 3TO MOXET CBUAETENLCTBOBATD:
- 0 HM3KOM Ka4yecTBe kabens;
- 0 HeUCNpaBHOCTM KOMMYTaTOPA;
- 0 nomexax B IIMHUWN.

MpumeyaHue:

MpUYMHBI NOTEPU B ONTUYECKON NMHMU MOTYT ObITb BbI3BaHbI:
- HencnpasHoOCTbO SFP-moaynen

- n3rmbamm kabens

- 6OMbLUIMM KONMYECTBOM Y3I10B CBaPKM

- HEeMCnpPaBHOCTbLIO UMW HEOAHOPOAHOCTLID OMTOBOSIOKHA.

7. NoaroToBKa nepen ynpaBfieHMEM KOMMYTaTOpPOM Yepes
WEB-uHTepdenc**
Web-nHTepcenc noseonsieT rmmbKko HacTpavBaTb W OTCIEXMBATb

COCTOsIHME KOMMYyTaTopa, ucronb3ysi 6paysep (Google Chrome, Opera, IE 1 10)
13 ntobo TOUKM B CETU.
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Mpexge, 4eM NpPUCTYNUTb K HACcTpolke KommyTatopa 4epe3 Web-
uHTepdeinc, Heobxoammo ybeautbes, uto Baw MK 1 kommyTaTop HaxoasTca B
ogHon ceTn. YToObl mpaBunbHO ckoHdwurypupoBatb Baw [MK wncnonb3yvte
CneayoLLyIo NOLAaroBYy UHCTPYKLMIO:

1. Y6egwutech, YTo ceTeBas kapTa B Bawem [1K yctaHoBneHa, pabotaeT u
nogaepxveaet TCP/IP npoTtokor.

2. [MopkntounTte mexay cobon kommytatop u Baw [1K, ncnonb3ys naty-
kopg RJ-45

3. Tlo ymonuaHuo IP-agpec kommyTatopa: 192.168.0.1. KommyTtatop u
Baw [K gomkHbl HaxoauTbca B ogHol nogceTtu. ameHute IP agpec
Bawero MK Ha 192.168.0.X, rae X-uucrno ot 2 o 254. MNoxanyncra,
ybeoutecb, uto IP-agpec, koTopbii Bbl HasHavaete Bawewmy [K, He
coBnagan c IP-agpecom kommyTartopa.

¢ Ethernet Properties

s It Proocol Verson ¢ (TCP/Pv) Propertes [

~ General
Connect using

& Quaicom Atheros ARB171/8175 PCHE Gl | You can get IP settings assigned automatcallyif your netwark supports:

- this capabilty. Otherwise, you need o ask your network edmiistrator

for the appropriate [P seténgs.

s comnecton uses the folowng fems Obtai an [P ackdess sutomaticaly

@ QoS Packet Scheduer ®) Use the folowing [P sddress:

4 Microsoft Network Adapter Muliplexor Pi
p : 8.2 .3

@ 4. Microsoft LLDP Protocol Daver 1P adiress 2.2 .0

9 - Lk Layer Topology Discovery Mapper | Sunet mask: 255 .25 255 . 0

@ - Link-Layer Topology Discovery Respond

¥l & Intemet Protocol Version § (TCP/1PVE) Defaut gateway:

@ - itemet Protocol Version 4 (TCP/Pv)

<

®) Use the folowing DNS server addresses:
Instal
Preferred DNS server

Descrotion

Trarsmission Control Protocol/intemet Protacol Aternate ONS server:

wide area network protocal thet provides com

across diverse interconnected networks.

] validate settings upon exit prv—
o oK Cancel

4. 3anyctute Web-6paysep (IE, Firefox, Chrome) Ha Bawwem NK

5. Beegute B agpecHyto cTpoky 192.168.0.1 (IP-agpec kommyTaTopa) u
HaxxmuTe Enter Ha knaemaTtype.

E Opera I 222 Speed Dial -

c 0 12.188.2.1

6. T[loaBuTca chopma ayTeHTUdmKauun. Mo ymonyaHuio
JlormH: admin. Maponk: admin

18
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Please sign in

You need to sign in with "182,168.2,1:80"
Site message: Pok

Usernare: admin

Password: e

B panbHenwem napofib M JIOTMH MOXHO MOMeHATb 4Yepe3 WEB
WHTEpdEeNC KoMMyTaTopa.

8.MoaroTtoBKa nepen ynpaBrneHUeM KOMMYTaTOPOM 4yepes
nopt CONSOLE

YnpaeneHne kommytatopom 4epe3d COM-nopt (RS-232) moxer
notpeboBaTbCs, ecnv MO Kakum-nnmbo npuumHam ynpasrneHue yepes WEB-
HEe[oCTYMHO.

Ckavyante un ycrtaHosute Ha [1K, ¢ kotoporo 6ygeT npoBoauTLCA
KOH(UrypMpoBaHne KommyTaTopa nporpammy-amynatop HyperTerminal wnm
PuTTY. Tllocne ycrtaHoBkn Heobxogmmoro [1O wucnonb3ynTe CneayoLlyto
MOLLIAroBYHO MHCTPYKLMIO:

1. CoepuHute nopt Console kommyTtaTtopa ¢ COM-nopToM KOMMbOTEPa C
NMOMOLLIbIO kabers.
3anyctute HyperTerminal Ha K.

3. Bapaiite nma anst HOBOrO KOHCOSNBHOMO NOAKMOYEHMS.

% New Connection

Enter a name and choose an icon for the connection:

4. Bblbepyute COM-NOpT, K KOTOPOMY MOAKIIOYEH KOMMYTATOP.

19
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r

Enter details for the phane number that you wart to dial

Courtry/rsgion: | Untted States (1) =

Agacode:  [123
Phone number:
Connedt using: |[EaJIE} -

Coes

5. Hactponte COM-nopT criegytoLmum obpasom:

- CkopocTb nepegayn aaHHbix (Baud Rate) — 115200;
- Butbl AaHHbIX (Data bits) — 8;

- YeTHocTb (Parity) — HeT;

- Cton 6uTel (Stop bits) — 1;

- YnpaeneHue notokom (flow control) — HeT.

Port Settings |

Bits per second
s
Parity: |None -
soie [ =]
|

Restore Defauts
Cancel Bogly

6. Cwucrtema npegnoxut Bontu Bam B uHTepdeiic CLI (ynpaBnexue

yepes KOMaHZHYo CTPOKY). Mo yMOMYaHUto nMsi

none3oBartens/naponb — admin/admin.
[ etseemeomeses - oEE|

Ele Edit Yiew ol Inansfer Help

D& &3 (05| 8

Username: admin

Password:

Login in progress..

Helcome to Vitesse Command Line Interface (v1.8).
" to get help.

Type "help’ or 7" 1o @

>

Connected 000012 futa detect 1152002
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9. MoaroToBKa nepepn ynpaBreHMEM KOMMYTaToOpoOM Yyepes
Telnet/SSH

Mpotokonbl Telnet wn SSH npepocTaBnsAlT  MNOMb30BATENO
TEKCTOBbIA MHTepdenc KOMaHAHOW CTPOKN ANA ynpaBneHns KOMMYTaTopoM
(CLI). Ho Tonmbko SSH obecneunBaeT co3gaHne Ge3onacHoOro kaHamna c
NOMHbIM WNGPOBaAHNEM NepefaBaemMblX AaHHbIX. YTOObI Nony4nTe AOCTYN K
CLI kommyTtatopa uyepe3 Telnet/SSH, Baw MK u kommyTaTop AOMKHbI
HaxoauTbcsa B ogHon ceTu. MNMoapobHee, Kak 9TO caenaTtb paccMaTpyMBarnoch
B pasgene WHCTpykuumn «llogrotoBka nepen ynpaBneHMEM KOMMYTaTOPOM
yepe3 WEB-uHTepdency.

Telnet nHTepdenc BcTpoeH B KomaHaHyo cTtpoky CMD cemelicTBa
onepaumoHHblix cuctem Microsoft Windows. SSH wuHTepdgenc apocrtyneH
TOMBbKO C MNOMOLLBI MporpaMmmbl amynsatopa SSH TepmuHana. Hwuxe
nokasaHo, kak nonyydntb goctyn K CLI kommyTtaTtopa 4Yepes SSH ¢ nomoLlbio
nporpammbl PUTTY.

1. 3amgute B MeHio PuUuTTY Configuration. Beegute I[P apgpec
kommyTatopa B none Mma xocra (Host Name) (unu IP agpec). Mo
ymornyaHuio IP agpec kommyTtatopa 192.168.0.1

2. Bbibepute Tvn nogkntoveHus (Connection type) — SSH.

Category:

(=} Session Basic options for your PuTTY session

i - I..Ugg\ng Specify the destination you want to connect to
[ Temninal

- Keyboard 1
- Bal 192.168.2.1

Featurss Connection type:

= Window (ORaw (0 Tehst () Rlogin
[, Appearance
- Behaviour

- Translation Saved Sessions

Load, save or delete a stored session

Selection

i i Colours Default Settings
- Connection

Close window on exit: -
() Aways () Never (@ Only on clean exit

Cpen
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3. Ecnu Bbl nogknoyaeTecb K KOMMyTaTopy yepe3 SSH Bnepsble, Bbl
yBuaute okHo PUTTY Security Alert. Haxmute Yes ([a) ans
NPOAOIMKEHNS.

PuTTY Security Alert “

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsal key fingerprint is:

ssh-rsa 1040 dd:15:6b:be:26:1d:b0:0c:ef:af: 59:f2:83:eT:aT:47
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

4. PUTTY obecneunT Bam AOCTYMN K YNpaBieHN0 KOMMYTaTopoM nocne
Toro kak Telnet/SSH nogkntoyeHne OypeT ycraHoBrneHo. [o
yMONn4aHu1o MMsi nonb3oBaTens/napons: admin/admin.

8 192.168.2.1 - PUTTY = B
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10. YnpaBneHue yepe3 WEB-uHTepdenc, oCHOBHble
3NeMeHTbI

10.1 CTpykTypa gepeBa HaBUrayum no rpynnam

MeHto web-nHTepdenc coctomT us 19 pasgenos:

‘N Managed Switch
{7 Industrial Switch Monitoring
(] System Configuration
{1 Port Configuration
#(] MAC Binding

# (] MAC Filter

@t:] VLAN Configuration
@1_] SNMP Configuration
(] ACL Configuration
5*_] QOS Configuration
{1 IP Basic Configuration
&{_] AAA Configuration
(2] MSTP Configuration
%] IGMP SNOOPING Configuration
# (] GMRP Configuration
@1_] EAPS Configuration
(] RMON Configuration
EBL] Cluster Management
(] ERPS Configuration
(] Log Management
#{] PoE Power Control
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10.2 OnucaHue kHonok WEB uHTepdeiica

BOoNbLWMHCTBO KHOMOK ANS U3MEHEHWNs1 HACTPOeK KoMMyTaTopa 4epes
WEB-nHTepdeinc yalle BCero BbIMOMHAKT OAHY M Ty Xe ponb. B Tabnuue
npuBeaeHbl ONMcaHnsa OYHKLNUA, KOTOPbIE KHOMKU BbIMOSTHSAOT.

KHonka HasHa4yeHune

OOHOoBNSAET 3Ha4YeHMe BCexX TEKCTOBbIX

Refresh (O6HOBUTL .
( ) nonew 1 napamMeTpoB Ha CTpaHuLe.

Yucnosoe 3HayeHne Gyaet obGHOBNEHO B
namsiTu. BeeneHHble 3Ha4YeHus
napameTpa BCTynalT B CUIY TOMbKO
nocne Haxatma 3ToW KHonku. Ecnn
JaHHble BBE/EHbI He KOPPEKTHO,
nosiBUTCS coobLieHne ob onodke.

Apply (MpuHaTe/noaTBEPaUTD)

Delete (Yganutb) YaansieT Tekyllee 3Ha4YeHne
OTkpbiBaeT CTpaHuLy CnpaBkMu.
Help (Momowb/cnpaska) OTpenbHas CcTpaHuua chpaeBky — Ans

KaXgoro 3anpoca.

10.3 CooOLieHns o6 owmnbkKe

Mpn BO3HMKHOBEHMM oOwWwMOKM npu obpaboTke 3anpoca oOT
nonb3oBaTens K KOMMYyTaTopy (BBeAEHbl HE KOPPEKTHblE 3HayeHwus)

NoOSIBMISIETCS OKHO C ONMUCaHUEM OLLUMNOKM.
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10.4 NMonsa ana BBoaa uHdopmMmaumm unm 3Ha4yeHun

HekoTopble cTpaHuubl WEB-uHTepdgenca kommyTaTopa cogepxar
nons Ansa BeoAda TOW UMW MHOW MHOpMauum unum 3HadeHuin. C nomoLlbto
3TUX MOMEN MOXHO MOMNyYUTb AOCTYM K pas3nuyHbiM CTpokam B Tabnuue
(puc.).

Ecnn noHapobutcs nobaButb HOBYHO CTPOKY Heobxoaumo BbibpaTb
u3 Bblinagatowero cnucka NEW (HoBas) u HaxaTb Ans noarBepXaeHus
kHOMKy Apply (MpuHATS).

Ecnu HyXHO M3MEHUTb yXe CyLLeCTBYIOLLYH CTPOKy, Heobxoammo
BbiOpaTb M3 BbiMagatoLIero Ccrnvcka COOTBETCTBYIOLLMIN HOMEP CTPOKW,
BBECTM HYXHble 3HAYEHWA U HaxaTb ONs MOATBepXAeHus KHonky Apply
(MpuHATB).

Ons ypaneHus cTpoku u3 Tabnuubl, BbibepuTe 3 BbinagaloLwero
CMUCKa HY>KHbIA HOMEpP CTPOKM 1 HaxXmuTe KHomky Delete (yganuth).
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- Switch

#{_] System Configuration

#(] Port Configuration Item [Community Name |fleadlwme State

#{_) MAC Binding New v ” v

*(J MAC Filter 1 public Il ReadOnly active

#{_1 VLAN Configuration
= SNMP Configuration

B Community Name

E) TRAP Target
#{] ACL Configuration
#(] QOS Configuration
#{_1 IP Basic Configuration
#{_] AAA Configuration
#{_] MSTP Configuration
| 1 IGMP SNOOPING Confi
*{_] GMRP Configuration
#{_1 EAPS Configuration
#_1 RMON Configuration
#{_] Cluster Management Vv

Refresh Apply Delete Help

[ >

10.5 Nonsa co 3Ha4YeHUsAMU TeKyLlero cratyca

HekoTopble cTpaHuubl (unu nons Ha cTpaHuuax) WEB-uHTepdenca
npegHasHadeHbl TONbKO Anis 0TobpaxeHns gaHHbIX 0 paboTe KOMMyTaTopa.
OTobpaxaemble 3HAYEHNS Ha 3TUX CTpaHuMUax npeaHasHayeHbl TOMbKO ANis
YTEHUS M He MOryT OblTb M3MeHeHbl (Hanpumep Mons KOMOoHKM State Ha

pUCYHKe Huxe).
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3 Switch

#{_] System Configuration

#{_] Port Configuration Item (Community Name | ReadWrite / state

#{_) MAC Binding New ] v

®{ MAC Filter 1 public I ReadOnly \active /

#(_] VLAN Configuration N

L Refresh Apply Delete Help
={3 SNMP Configuration

B Community Name

E) TRAP Target
#{1 ACL Configuration
#(] QOS Configuration
# (] IP Basic Configuration
#{_] AAA Configuration
#{_] MSTP Configuration
#(1 IGMP SNOOPING Confi
*{_] GMRP Configuration
#{_1 EAPS Configuration
#(_] RMON Configuration
#{_] Cluster Management Vv

[ >

11. OnucaHue paspgenoB MeHo WEB-uHTepdenca
KOMMYyTaTopa
11.1 NnaBHana cTpaHuua WEB unHtepdenca

Mocne Toro, kak 6blnn BBEAEHbI KOPPEKTHbIE AaHHbIe AN Bxoaa (no
YMOn4aHmio msi nonb3oaTens: admin, naponk: admin),

Authentication Required @
0 http://192.168.0.1 is requesting your username and password. The site says:
“Networks”

User Name: m

Password: eeese

| ok || cancel |

KoMmyTaTop oTobpasunT rnasHyto ctpaHuuy WEB-nHTepdeica ynpasneHus
KOMMyTaTopom (puc.):
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' Switch ot
# ] System Configuration
$0) Port C System Description Managed Switch 495
—1 Port Configuration System Object 1D 6141275141
# ] MAC Binding System Version Managed Switch 4
# () MAC Filter Num Network Interfaces 10
Serial Number 02820190001
#J VLAN Configuration MAC Address. 08.11:45F2
%) SNMP Configuration 1P Address 192.168.0.1
#_] ACL Configuration System Start Time 0-Days 0-Hours 2-Minutes 53-Seconds
#(_] QOS Configuration System Date Time 2020/01/01 00:02:48 (Format: YearMonth/Day Hour:Minute: Second)
System Name Switch
# () IP Basic Configuration
# 1 AAA Configuration ey
#{_1 MSTP Configuration
#{_J IGMP SNOOPING Confi S Gt
#_) GMRP Configuration
#{_) EAPS Configuration
%] RMON C Refresh Apply Help
# (] Cluster Management
# ] Log Management

11.2 MoHuTopuHr gatumkoB (Industrial Switch Monitoring)

i Managed Switch st
= 4 Indusirial Swich Monitoring
) Industrial Switch Monvtoring

Ring Control

(1) System Configuration On @08

% () Port Configuration

#(_] MAC Binding System Temperature ('C)
() MAC Fiter 288

(1) VLAN Configuration Ambient Temperature {‘C)
(L) SNMP Configuration 27.08

#(_) ACL Configuration Ambient Humidty (%)

#{ QOS Configuration

Ring Status
Stop

System Temperature Lower

Amblent Temperature Upper
65_ 40 - 10
Ambient Humidity Upper

20 (60-100°C)

%) IP Basic Configuration Power In (Master
% % y
{J AAA Configuration Siave V2 Voitages (V)
% 1 MSTP Confiuraton 000
# ) IGMP SNOOPING Configuration Power Failure or No Input
# (L) GMRP Configuration System 1.5V
# (L3 EAPS Configuration £
(1 RMON Confguration Alsem input Configuration Upload Faut Message
#1) Custer Managemer
22 Cluster M " Alaim Detection Method Ciosa Port Reboot Port
() ERPS Configuration T
# ) Log Management ge1d
Cose v Normal %115 Normal
98177
919
Alarm Output Configuration Upioad Fault Message
Alam Output Moce Port Failure | Executive Action System Conaition Falwre | Executive Action

System Temperature

Ambient Temperature

Ambient Humidty

ystem Power Overicad
Close v Normal Vi Vokanes Normal
ystem 12v
Alarm inpet
reffesh Aoy Restore Defauit
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Ha paHHon ctpaHuue WEB wuHTepdenca kommyTtaTtopa HaxoasTcs
OaHHble C AaTYMKOB TeMNepaTypbl, BNAXXHOCTU U T4.

Kpome Toro, 3gecb Takke npedcTaBrieHa BO3MOXHOCTb HAaCTPOWKU
CLieHapveB pearnpoBaHus MOPTOB KOMMyTaTopa Ha pasnu4yHble CoObITHS.

- Ring Control — npu akTMBaummn (on) NO3BOMSET OTCNexXnBaTb OGHApPyXeHue
KOMnbLIEBOW TOMNOSOrMU B CETWU.

- System Temperature — none oTobGpaxkaeT Tekyllyl TemrnepaTypy Ha
LEeHTpallbHOM 4mnne KoMMmyTaTtopa.

- System Temperature Upper — 3HayeHue TemnepaTtypbl U3 Ananas3oHa Ha
LUEeHTpanbHOM 4une KoMMmyTaTopa, Mpu MNPEBbLILEHWM KOTOPOro MOAaeTcs
curHan (ecnu HactpoeH) Ha Bbixog ALARM kommyTtaTopa.

- System Temperature Lower — oTpyuarternbHoe 3HayeHne TemnepaTypbl 13
AmManasoHa Ha LieHTpanbHOM Yune KoMMyTaTtopa, Npy MOHWKEHUN KOTOPOro
nogaeTcs curHan (ecnv HacTpoeH) Ha Bbixod ALARM kommyTaTtopa.

- Ambient Temperature — none oTobpaxaeT Tekyllylo TemnepaTypy Ha
BHELLUHEM MOAKMH4YaeMoM K KOMMYTaTopy AaTyuKe.

- Ambient Temperature Upper — 3Ha4yeHne TemnepaTtypbl U3 AnanasoHa Ha
BHEWHeM noAgkni4yaemMoM K KOMMYTaAToOpy AaTtyuke, npu npeBblilUeHnn
KoToporo nogaeTtca curHan (ecnn HactpoeH) Ha Bbixog ALARM
KOMMmyTaTopa.

- Ambient Temperature Lower — oTpuuaTtensHoe 3HayeHue TemnepaTtypbl U3
OnanasoHa Ha BHELWHeM MNOAKMNIYaeMOM K KOMMyTatopy pAaTtyuke, npu
MOHWKEHWUN KOTOPOro nogaeTcs curHan (ecnv HacTpoeH) Ha Bbixod ALARM
KoMmyTaTopa.

- Ambient Humidity — none otobpaxaeT TeKyLlyl BRaXHOCTb Ha BHELLUHEM
NoaKMoYaeMoM K KOMMYTaTopy AaTumKe.

- Ambient Humidity Upper — 3HayeHve BRaXHOCTW M3 JduanasoHa Ha
BHELIHEM MOAK/MIOYAEMOM K KOMMYTATOpy fAaTyuKke, MNpu MpEeBbILLEHUN
KOoTOporo nogaetcsa curHan (ecnu HacTpoeH) Ha Bbixogq ALARM
KOMMYyTaTopa.

- System Power Upper — 3HayeHue MowHoOCTM POE u3 guanasoHa, npu
NpeBbILLEHMN KOTOPOro noJaeTcsa curHan (ecnu HacTpoeH) Ha BbIXoA
ALARM kommyTatopa.
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- Power Type — none otoGpaxaeT TUN NUTaHus.

- Power In (Master V1, Slave V2) — none otoGpaxaeT NOOKIOYEHHbIE K
KommyTaTopy 61oku nutaHms. OcHoBHOM — V1 1 pe3epBHbIN — V2.

- System Current (A) — none otobpaxaeT Tok B AMnepax, notpednsaembii
KOMMYTaTOPOM.

- Master V1 Voltages (V) — none otobpaxaeT 3HaA4YeHME HanpshkeHus1 B
BonbTax Ha ocHOBHOM 6r10Ke nNuUTaHMs.

- Slave V2 Voltages (V) — none otobpaxaeT 3HauYeHWE HamnpsikeHus B
BonbTax Ha pe3epBHOM Oroke NUTaHUS.

- System Power (W) — none oTobpaxaeT TeKyllylo noTpebnsieMyto
KOMMYTaToOpOM MOLLHOCTL B BaTTax.

- System 3.3V — none otobpaxaeT 3Ha4YeHne cMCTeMHOro Hanpshkerus 3.3V
Ha nnaTte KoMmmyTartopa.

- System 1.5V — none otobpaxaeT 3HayeHne CMCTEMHOro Hanpshkerus 1.5V
Ha nnaTte KoMmMmyTaTopa.

- System 1.2V — none otobpaxaeT 3HayeHne CMCTEMHOro Hanpshkernns 1.2V
Ha nnaTe KoMmyTaTopa.

Paspgen Alarm Input Configuration nossonser HacTpaMBaTb
clueHapuii paboTbl MOPTOB KOMMyTaTopa Mpy MOMyYEeHUN cuUrHamna TpeBoru
Ha Bxoge Alarm.

Alarm detection method — BbIGop nopora cpabaTbiBaHUS
- OFF - Bxoa Alarm oTknto4eH
- Low level alarm — cpabaTbiBaHMe NPy HU3KOM YPOBHE HamnpsbKeHUst Ha
Bxoge Alarm (low level < 5V)
- High level alarm - cpabaTbiBaHWe Npy BbICOKOM YPOBHE HaMpsiXeHus Ha
Bxoge Alarm (57V >high level >5V)

Alarm Input Configuration Upload Fault Message

Alarm Detection Method Close Port Reboot Port
gel/1 L gel/2
¥ gel/l LlgetR2 gel/3 Ligel/d
gel/3 "/ gel/d Alarm gel/5 L gel/6
gel/5 L gel/6 gel/7 | gel/8
Low Level gel/7 L gel/8 gel/™® L get/10
High Level get/11 L) ge1/12

Close v Alarm
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Close port / Reboot port — BbiGop cueHapus paboTbl MOPTOB Npu
Nnofy4YeHnn curHana TPeBOry, BblOpaHHbIE MOPTbI MOMYT OblTb OTKIMHOYEHSI.
Mpu oOTKMOYEHUM curHana TpeBorn BblOpaHHble MOPTbl MOryT ObiTh
ABTOMAaTUYECKMN BKIOYEHbI UMW Nepe3arpyxeHbl.

Alarm Output Configuration - nosBonsieT 3akpblBaTb AN
Tpadmka/nepesarpyxaTtb 1 OTKMHOYaTb NOPTLI, NOAaBaTb CUrHan TPeBOrn Ha
TPEBOXHbIV BbIXO4 KOMMyTaTopa B Criyyae npeBbilleHus Hanpsbkenun Brl,
TeMnepaTypbl HA OCHOBHOM YMNe, Ha BHELUHEM AaTyuke U T.4.

Alarm Output Configuration Upload Fault Message

Alarm Output Mode Port Failure Executive Action System Condition Failure Executive Action
@ get/1 ¥ gel/1P
ge1/2 L geli2P ¥ System Temperature
gel/3 L) ge13P ¥ Ambient Temperature
ge1/4 [ ge1/4P ¥/ Ambient Humidity
gel/5 L ge1/5P ¥ System Power Overload Slave V2 Voltages
Close v gel/6 L gel/6P ge1/1 ge1/1P Failure ¥ Master V1 Voltages Alarm Input
gel/7 [ ge1/7P Alam ¥ Slave V2 Voltages Alarm
Alarm (Often Close) 9e1/8 L ge1/8P < System 3.3v
Alarm (Often Open) gel/9 ¥ System 1.5v
Alarm Impulse ge1/10 ¥ System 1.2v
gel/n ¥ Alarm Input
gel/12

refresh Apply Restore Default

Alarm Output Mode — Pexum paboTsl Bbixoga Alarm (BkntoueHwue /
OTKIMYeHne, apyrme pexvmmMbl paboTol).
- Close - Bbixog Alarm oTKJt04eH
- Normally closed — npu cpabaTbiBaHUN «CYXOW KOHTAKT» 3aMblKaeTcsl
- Normally open — npu cpabaTbiBaHUN «CyXOWN KOHTaKT» pa3mblkaeTcs
- Cycle alarm - npu cpabaTbiBaHUN «CYXOW KOHTaKT» Mepuoguyecku
3amblkaeTcs

Port status monitoring — NO3BONSET KOHTPONMPOBaTb COCTOSHME
noptoB (B T.4. POE) kommyTatopa. Npn BO3HWKHOBEHWM cOoeB B paboTe
nopToB nodaeTcs curHanm TpeBorn, Npu Hopmanusaumu paboTbl NOPTOB
TPEBOXHbIV CUrHaM OTKMYaeTcs.

System Condition Failure - nos3BondeTr KOHTPONMpoOBaTb Takue
OWNBKM COCTOSIHUSI CUCTEMbI Kak Temrepatypa KOMMYyTaTopa, BHELUHSS
TemnepaTypa u BNaXHOCTb, NapameTpbl MUTaHUS.

Ona Toro 4To6bl OGHOBWTL 3HAYEHUsI TEKYLIMX MapameTpoB B
ucnonb3dynte kHonky Refresh. [Ons nogTrBepXaeHUS NpoOYMx HacTpoek —
kHonky Apply. [lnsi Bo3BpaTa BCeX HAaCTPOEK Ha 3TOW CTpaHMLE K MCXOOHbIM
— kHonky Restore Default.
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11.3 KoHdurypaumsa cuctemsbl (System Configuration)

11.3.1 Basic Information (O6wasa nHdopmaums)

2 4 € 8
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~
- Switch
= System Configuration
B Basic Information System Description Switch 3.3 9
B Sserial Information System Object ID 1.36.1.4.1.36293.1000
) User Management System Version Switch 3.3.9
B Safe Management Num Network Interfaces 27
B) SNTP Configuration System start time 0-Days 0-Hours 3-Minutes 39-Seconds
= System Name 5
B Current Configuration
B Configuration File
& File Upload System Location
B system Reset
(1 Port Configuration Sy Consict
#_J MAC Binding
=] MAC Filter

+ (] VLAN Configuration
#(J SNMP Configuration

#{_) ACL Configuration

#{_] QOS Configuration

%] IP Basic Configuration v/

Refreshl | Apply Help

N P ettt

l.(.. - >

- System Description (OnucaHne cuctembl) cogepxuTt obwyto
MHpopMaLMIO O CUCTEME;

- System Object ID (MgeHTudukaTop cuctembl) oTobpaxaeT ceTeBou
naeHTudmKaTop CUCTeMBI;

- System Version (Bepcusi npolimBku) oToOpaxkaeT TeKyLLyl BepCUto
YCTAHOBMEHHON Ha KOMMYTaTOp MPOLUUBKY;

- Num network interfaces (KonuyectBO nopToB B KOMMYyTaTope)
oTobpaxkaeT KONMYECTBO BCEX MOPTOB A1 COEANHEHNS C CETbIO;

- System start time (Bpemsa 3anycka cucTeMbl) OTOOpaxaeT CKOMbKO
BPEMEHW NPOLLSIO C MOMEHTA BKIHOYEHMS;

- System name (Mmsi kommyTaTtopa) oTobpaxaeT MM KOMMyTaTopa.
Monb3oBaTenb MOXET NepeuMmeHoBaTb KOMMYTaTOP;

- System location (MectononoxeHune koMmyTaTopa) oTobpaxaeT
dmanyeckoe MECTOMNONOXeHNe KoMMmyTaTopa. 3apaeTcs
nonb3oBaTenem;

- System Contact (KoHTakTHble AaHHble) oToGpaxkaeT UM Bnagenbua u
€ro KOHTaKTHble JaHHble. 3aaaeTcs nonb3oBaTenem.
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11.3.2 Serial Information (UHcdopmaLma 06 uHtepceince ynpaBneHus
KOMMYTaToOpoOM)

i

- Switch |

=<3 System Configuration
8 Basic Information
[8) Serial Information
8 User Management
[®) safe Management
&) SNTP Configuration
B Current Configuration Refresh Help
[B) Configuration File
B File Upload
B System Reset

#{_1 Port Configuration

%] MAC Binding

#_] MAC Filter

#_] VLAN Configuration

#_1 SNMP Configuration

#(] ACL Configuration

#_J QOS Configuration

#_] IP Basic Configuration v

DY AAA AecBcontinn

[Baud Rate |00 ]
Character Size |3 |

|Parity Code INone
Stop Bits 1
Flow Control |None

>

OaHHas cTpaHnua WEB-uHTepdenca otobpaxaetr napameTpbl
ynpaBreHns KOMMyTaTopoM yepes untepdenc RS232/485, ncnonb3ysa nopt
CONSOLE. Tlpu ynpaBneHun kommyTatopom u4epe3d HyperTerminal
ybeautech, YTO HACTPOVKM COOTBETCTBYIOT NMPUBEAEHHbBIM Ha 3TOW CTpaHuue

3Ha4YeHNAM.

- Baud rate (ckopocTb nepefaun AaHHbIX)
- Character Size (pasmep cMMBONOB)

- Parity code (6ut 4yeTHOCTH)

- Stop bits (cTonoBble 6UTHI)

- Flow control (ynpaBneHne noTokom).
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11.3.3 User Management (UHdopmaumsa o nonb3oBaTensx)

2 4 6 @
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~
- Switch
={ 3 System Configuration
B Basic Information Item _|[User name [Old password [New password [Re-enter password |[Privilege
5 Serial Information l New v | )

5) User Management [
) Safe Management
E) SNTP Configuration
&) Current Configuration
B Configuration File
8 File Upload
5 System Reset
#{_1 Port Configuration
(] MAC Binding
# (] MAC Filter
#{_] VLAN Configuration
#{_] SNMP Configuration
#{_) ACL Configuration
#{ ] QOS Configuration
#{] IP Basic Configuration v

1 admin || " i [ Privilege

Refresh Apply Delete Help

VIARA PRl

[Ee >

Ha aTov cTpaHuue MOXHO W3MeHUTb/3adaTb HOBbI naponb (new
password) Ona Tekywero nonb3oBaTend, W3MEHUTb MNpaBa JocTyna K
ynpaBneHuto kommyTtaTopoM (privilege) n gp.

Maponu Hy>xHO BBOAWTL C y4eTom pernctpa. OHu MoryT cogepxaTtb 0
16 cumBornos. [Ana BBOAa napond HeobXoAMMO ABaAbl BBECTU HOBbIV

naponb B none New Password n B Re-enter Password. [nsa Toro, 4to0bl

N3MEHEHUs1 BCTYNUNN B cuny, Heobxoanmo HaxaTb kHonky Apply (MpuHaTs).
Mocne aToro nonb3oBaTento NoTpedyeTcsa 3aHoBo BoviTM B WEB nHTepdeiic,
NCnonb3ys HOBbIN Naponeb.

C nomolblo HacTpoeKk Ha STOW CTpaHuue Mornb3oBaTernb MOXeT
3agaTb MHOrononb30BaTeNbCKUA PEXMUM YrpaBneHUs KoMmmyTaTopom (multi-
user).

Ons ynpaBneHus 4epe3 Telnet 1 WEB gns nonb3oBatens OOImKeH

ObITb BbIGpaH MHOrONONb30BaTENBCKUA PEXUM.
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11.3.4 Safe Management (ynpaBneHue 6e30MacHOCTbIO)

2 . . 1]
anoaoo = link up
(=] a0 06080
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- Switch
=‘J System Configuration
% Basic Information (Acl Group Must Exist, and range in 1-99)
2 Serial Information Service Type Management State || Aci Group
E) User Management v Enable Vv
B Safe Management hitp Enable 0
B SNTP Configuration snmp_ 7 _Enable 0
E) Current Configuration telnet Enable 0
B Configuration File
5 File Upload Refresh Apply Help
%) System Reset
#{_1 Port Configuration
#() MAC Binding
# () MAC Filter

#{_] VLAN Configuration
#{_1 SNMP Configuration
#{1 ACL Configuration
#{_1 QOS Configuration
‘ #( IP Basic Configuration v

WA R P eorsiiies

L < >

Ha paHHOM cTpaHuue HaxodsaTCsd HaCcTpoWKM, Mo3BonsoLme
agMUHUCTpaTopy rMBKO ynpaBnsaTb AOCTYMNOM K yNpaBreHnio KOMMYTaTOpPOM
(WEB, TELNET nnn SNMP) Ha ocHoBe ACL (nucT ynpaBneHus JocTynom)

EcTb  BO3MOXHOCTb MOSIHOCTBKD  OTKMOYUTL  yrnpasneHue
KOMMYTaTopoM ANs KOHKpeTHoro metoaa ynpasneHus (WEB, TELNET unu
SNMP). Tllo ymonuyaHuio ynpaBfneHWe C MOMOLLbI0 Kaxaoro MeTtoda
paspelleHo n ACL omnbTpaumsi He NpUMeHsieTCs.

AOMUHUCTpPaATOP  MOXET  YaCTUYHO  3anpeTuTb  yrnpasreHue
KOMMYTaTopoM C MOMOLLbI OAHOrO UMW HECKOMbKUX METOAOB, UCMOMb3Ys
ACL cunbtpauutio.

Mpn npumeHeHmn ACL dunbTpaunm gns  Kaxgoro metoda
yrnpaBneHus HeobxoAMMo ykasaTb 3TOT MeToq B CMMCKe service type, a
3atem Bblibpatb ACL ot 1 go 99. nasBHoe ycnoBue — BbibpaHHbI ACL
[OIDKEH ObITb CO3[aH 3apaHee.

O6patuTe BHMMaHue, ecrnv agMUHUCTPATOP 3aKPOET BO3MOXHOCTb
ynpaenaTe kommyTatopom no WEB, 3Ta cTpaHuua C HacTponkamu
nepectaHeT ObiTb [JOCTynHa. Torga MOXHO BOCMOMb30BaTbCA  OPYrUM
MeToZ0M ynpaBrieHud, Hanpumep vYepes Telnet unu SNMP.
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11.3.5 SNTP Configuration (CuHXpOHM3auuna BpeMeHu!)

2 4 &
aoaa 2"'."‘""
20030 M Q linkdown

- Switch

=3 System Configuration
&) Basic Information

Serial Information

User Management

Server IP Address 1

Server IP Address 2

3

)]

%) Safe Management Server IP Address 3

B) SNTP Configuration Time interval (second)

E) Current Configuration Time Zone

E) Configuration File P o Dsable v
B File Upload - :

B Last Update Time

System Reset
#{_] Port Configuration
#{_J MAC Binding Refresh Apph
%) MAC Filter

#{_] VLAN Configuration

#1_1 SNMP Configuration

#{_1 ACL Configuration

#{_1 QOS Configuration

#(1) IP Basic Configuration

System Date Time 2020/01/01 0004 42

SRR A e i

¢ >

Ha aton ctpaHuue WEB wuHTepdenca HaxogaTca HacTpomku Ans
CMHXPOHM3aUMM BpeMEeHW KoMMyTaTopa C OAHMM W3 CepBepoB C
ucnonb3oBaHmeM npotokona SNTP (MpoTOKON CUHXPOHM3ALMN BPEMEHW MO

KOMMbIOTEPHOW CETH).

- Server IP Address 1, Server IP Address 1, Server IP Address 1 — nonsa ansa
ykasaHus |IP agpecoB cepBepoB, C KOTOpbiIMM OygeT NpPOBOAWTLCS
CUHXPOHU3aLUUS.

- Time Interval — uHTepBan CUMHXpPOHM3aUUW B CeKyHAax (3HaveHue no
ymonyanuio 1800 cek).

- Time Zone — BbIGOp YacoBOro nosica.

Refresh — 06HOBUTbL 3Ha4YeHUSA A9 OOHOBNAEMbIX MONEN.
Apply — NpyHATE HACTPONKMW.
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11.3.6 Jumbo Frame Configuration (Bbi6bop pasmepa Jumbo nakeToB)

248
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i Managed Switch

=3 Incustrial Saitch Menierng
1B industral Swach Monitonng

= 23 System Configuraton

) Besic Information

Jumbo Frame Bytes 1522 (1522-16383)

Sefe Maagement
) SNTP Configueation

8 Jumbo Frame Configuration
B

B Save Currant Contguraton
nfiguration Fio
o Upcad
&) System Reboct
%) Port Configuration

Ha paHHon cTtpaHuue WEB wHTepdpenica Haxoautca none gns
yKkasaHusi pasmepa obpabaTbiBaeMbix nakeToB. [Mpu paboTe ¢ MynbTUKAcT
Tpacpmkom (Hanpumep, HDMI no Ethernet) pekomeHgyeTcs BbICTaBMATb
3HayeHne He meHee 10240 bawr.

- Jumbo Frame Bytes — none B KOTOPOM 3ajaeTcd pasmep
obpabaTbiBaeMbix nakeToB. [JOCTyNHblE 3Ha4YeHWs1 B guManasoHe oT 1522 no

16383 banTt. 3HadyeHue No ymonyaHuio — 1522.

Refresh — 0O6HOBUTbL 3Ha4YeHUS O OOHOBNAEMbIX MONEN.
Apply — NpUHATL HACTPONKMN.

11.3.7 Current Configuration File (MpocmoTp Tekyluien KoHdurypaumm)

2 4 ¢ 8
cooo .
aooa 068068
13 s 7 s 10 @ link down
~
- Switch
=13 System Configuration Save Help
& Basic Information ! - X ~
B Serial Information :xsc—'na'ne admin enc-password €€8 HE=H {LE/ S privilege
8 User Management vian database
- 1
B Sake Management spanning-tree mst configuration
B SNTP Configuration |
8 Current Configuration interface vian1
B ip address 192.168.0.1/24
B Configuration File ipv6 address fe80:2a7-c 1fffed3:¢501/64
8 File Upload !
B System Reset :meviaca Ll
#{_] Port Configuration interface ge1/2
1
o x:g E':“dmg interface ge1/3
s} iter ]
#(1] VLAN Configuration nkariacege1/4
| #(2 SNMP Configuration interface ge1/5
@BV AAA Panbarioatine ' v
=€ > interface ge1/8
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Ha oaTton cTpaHuue oTobpaxaeTcsa Tekywas KOHurypaums
kommyTaTopa. KHomka Save (coxpaHuTb) MO3BOSUT COXPaHUTb TEKYLLYIO
KOHdUrypaumio KommytaTopa B NnaMsaTb KOMMYyTaTopa.

Mockonbky 3anucb charnna Tpebyet ypanenusi/3anucu Ha FLASH
namaTb KOMMYTaTopa, onepaums MOXET 3aHATb HEKOTOPOE BPEMS.

11.3.8 Configuration file (CtapToBas KOHdUrypaums, coxpaHeHue
c¢harina c HacTpomkamm)

2 4
[ W]
[a W]
R

s

- Switch
=* 3 System Configuration (Delete the Configuration File or Download the Configuration File to your local computer)
&) Basic Information
B Senal Information
%) User Management
E) Safe Management
B) SNTP Configuration
&) Current Configuration
B Configuration File
B File Upload
£) System Reset
#_1 Port Configuration
1 MAC Binding
#_) MAC Filter
# 1 VLAN Configuration
] SNMP Cenfiguration
#_1 ACL Configuration
#_1 QOS Configuration
#_] IP Basic Configuration v

Download Delete Help

DR —
CrapToBas koHcurypauus npegcrasnset coboi dann, 3anMcaHHbIN
Bo FLASH namatu kommyTaTopa. Korga koMmyTaTop 3anyckaetcd U He
HaxoOMT 3anucaHHbli paHee dann koHdurypauunm Bo FLASH namatw,
YCTPOMCTBO Mcnonb3yeT dann ¢ HacTponkamun no ymonyaxuio (default).

KHonka Delete (yaanutb) no3BonsieT Bbi3BaTb UanoroBoe OKHO, rae
OygeT npeanoxeHo yganutb Tekywmi dann koHdurypauum mns FLASH
namatn. Ecnu Bbl nepegymanu 9TO AenaTtb, HaxmuTe kHonky Cancel
(oT™meHa).

KHonka Download (ckauuBaHue) ucnonb3yeTcs [AOMfs cKaumMBaHWs
KoHurypaumoHHoro canna Ha K u3 namatn kommytatopa. B guanorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTeM NyTb K katanory ¢ dannamm
KoHdurypaumu. Mo ymonuaHuio nms danna switch.cfg
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11.3.9 File upload (3arpy3ka channa c Hactponkamm)

2

(=]

(=]
1

DD~

c 8
oo
(ol
5 7

i

s 10

i Switch
=" System Configuration (Upload the Configuration File or Firmware File from your local computer to the switch)
5) Basic Information
B Serial Information
B User Management
B Safe Management
& SNTP Configuration
8 Current Configuration ST
® Configuration File
B File Upload
E) System Reset
#_J Port Configuration
4] MAC Binding
#1_1 MAC Filter
#_1 VLAN Configuration
#{_] SNMP Configuration
#_] ACL Configuration
#(_) QOS Configuration
# ] IP Basic Configuration Vv

S AAR A s

>

Upload Help

Ha aTtom cTpaHuue npenctaBnsieTcsa [OOCTYN K 3arpy3ke paHee
CO30aHHbIX harnioB KOHUrypaumm B NnamsaTb KOMMyTaTopa.

Haxmute kHonky Path (nyTb), 4TOObI BbIOpPaTh HYXHBIW hann cC
koHGurypaumen Ha K. 3atem HaxmuTe kHonky Upload (3arpy3uts). ®ann
[OMKeH umeTb paclumpeHue: .cfg

Ecnn y Bac ectb obpa3 gucka C HacTponkamu, TO Bbl MOXeTe
3arpy3uTb ero. Obpas gormkeH umeTb paclumpeHue canna: .img

BHumaHue!

Bo Bpemsa 3arpyskm davina KoHdurypauuum B namMsaTb KOMMYyTaTopa He
nepexoaute Ha apyrue ctpaHuubl WEB-nHTepdeiica, He nepesarpyxante u
He OTKMIOYalnTe KOMMYyTaToOp, MWHa4ye HacTponku OyayT 3anucaHbl C

owmnbkamun, 4TO MOXET NoBrieYb 3a cobor coon B paboTte koMmyTaTopa.
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11.3.10 System Reset (Mepe3arpy3ka koMmMyTaTopa)

i

- Switch ' 2
=" System Configuration Reset Help
2) Basic Information
5) Serial Information
) User Management
&) safe Management
Z) SNTP Configuration
&) Current Configuration
8 Configuration File
8 File Upload
%) System Reset
#_] Port Configuration
#{_] MAC Binding
#{_) MAC Filter
#_1 VLAN Configuration
#{_] SNMP Configuration
4] ACL Configuration
#1_] QOS Configuration
# (] IP Basic Configuration v

MR AAR =R

[ >

Ha paHHon cTtpaHvue WEB wHTepdhenca npegoctaBnsieTcd
BO3MOXHOCTb Mnepes3arpy3vtb KoMMyTaTop. [Ans 3TOro HaXMuTe KHOIMKY
Reset (nepesarpyska). B nosiBuBLIEMCSA OnManoroBoM OKHE noaTBepauTe
cBoe pgencteue kHonkor OK mnmM oTMeHuTe ero ¢ nomolLbio kHomku Cancel
(oT™meHa).

11.4 Port configuration (KoHdurypmpoBaHue nopToB)

11.4.1 Common Configuration (BbazoBasa KoHdUrypaLmsa nopToB)

Ha aTton ctpaHuue npeacraeneHa nHdopmMauma no Kaxgomy nopry
kKommMmyTaTtopa. [Nonb3oBaTenb MOXET MEHsITb CKOPOCTb Mepefayn AaHHbIX,
BKIIOYaTb MNU OTKNOYaTb TOT UMM MHOW MOPT, npocmaTpumsaTb GasoByto
MHdopMaLnto.

Ona HacTpoWKM KOHKpeTHOro nopta Heobxoaumo BbiOpaTb ero
HasBaHve 13 BblnagatoLero crnmcka. Mo ymonyaHuio Bce NOPTbl BKITHOYEHbI
(UP), 4TtobGbl BbIKNIOYMTE MNOPT Heobxogumo BbibpaTb nyHkT DOWN
(BbIKIHOYMTE). YTOOBLI M3MEHEHMS BCTYMWMAM B CUMY, HaXMuUTE KHOMKY Apply
(mpuHaTe). Takum xe obpa3om BbIOMpaeTcss 3HayYeHus CKOpOCTM AONnd
BblOpaHHOro nopta. Hanpumep, half-10 o3HadaeT, 4To AOns BbIOpaHHOrO
nopTta ycTaHoBrneHa ckopocTb 10 M6uT/c, pexxum nepegaym - nonyaynnekc.
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lMocne BHECEHMS UBMEHEHUIA HaXXMUTE KHOMKY Apply (MprHATB).

Haxatue kHonky Refresh (06HOBWTL) ANt OGHOBNEHNSI 3HAYEHUs] HAaCTPOEK

NnopToB.
2 4 6 8 >
anoa s
[alallalyal 00 88 g
13 5 7 s 10 0O link down
- " A
3 Switch Port Configuration/Show
®{] System C
E2Y Port Configuration lpon; [  |[[ifindex: 0“Pon Type: Unknown”MAC Address: 0000.0000.0000“Descripﬁ0n:1
Common Configuratio
Port Statistics [state: |[set Rate: |[ [Ruto-Negotiate v]
Flow Contol Refresh Apply Help ]
Broadcast Storm
Port Ratelimit Port Name Admin State Oper State Bandwidth VLAN Mode Default VLAN
Protected Port gel/t Up Down Unknown Access 1
Learn Limit geli2 Up Down Unknown Access 1
Port Trunking gel/3 Up Down Unknown Access 1
B Mirror gel/4 Up Down Unknown Access 1
DDM Information gel/s Up Down Unknown Access 1
#(3 MAC Binding gells Up Up Full-1000 Mbps Access 1
#(-] MAC Filter gell7 Up Down Unknown Access 1
#(] VLAN C gel/8 Up Down Unknown Access 1
57 SNMP C gel/9 Up Down Unknown Access 1
1 ACLC : ge1/10 Up Down Unknown Access 1
o gel/1 Up Down Unknown Access 1
#{1 QOS C v
_ ge1/12 Up Down Unknown Access 1 v
> gel/13 Up Down Unknown Access 1
11.4.2 Port statistics (CtaTuctuka pa6oTtbl NOpTOB)
2 4 5
cooa el
oooo 06 8o
13 8 7 ) 0O link down
= A "
3 Switch Port Statistics Information
&) System Config
=4y Port Ci iPon: W ‘
21 common Configuratio
Port Statistics Port Statistics Information
Flow Control Received Total Bytes Received Unicast Packets 0
BroadcastStorm (ifinOctets) Num (ifinUcastPkts)
Port Ratelimit Received Non-Unicast Received Discard Packets 0
Packets Num (ifnNUcastPkts) Num (ifinDiscards)
Protected Port
Learn Limit Received Error Packets Num Pacze'?':"ue: Uakonwa Brothcol
Port Trunking ((iaEnors) ((ifinUnknownProtos)
Mirror Send Total Bytes Send Unicast Packets Num 0
DDM Information (ifQutOctets) (ifoutUcastPkts)
{1 MAC Binding Send Non-Unicast Packets Send Discard Packets Num 0
E) Num (ifOutNUcastPkts) (ifOutDiscards)
1 MAC Filter
1 VIAN G Send Error Packets Num
#{ | SNMP Configuration V'
£ ° Refresh | Help v
< >

KopoTkuii nyTb K MHcbopmaLmm
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Ha aton cTpaHuue npeactaBnena nHgopmaumsa no pabore nopros.
[nsa BoiGopa KOHKPETHOro nopta BOCMOMb3yNTECh BbiNagatolleMm MmeHo Port

(nopT). B Tabnuue Hmke oTobpasnTcsa BCs AOCTyNHast MHpopMaLns:

- Received Total Bytes (konnyectBo NpuHATLIX 6anT);

- Received Non-Unicast Packets Num (KONMYECTBO MPUHATBLIX «HE
Unicast» nakeTtoB);

- Received Error Packets Num (KONM4ecTBO NPUHSTLIX MaKETOB C
owmnbkon);

- Send Total Bytes (konnyecTBo OTnNpaBneHHbIX 6anT);

- Send Non-Unicast Packets Num (KOmvM4ecTBO OTMpaBREHHbIX «HE
Unicast» nakeToB);

- Send Error Packets Num (konu4ectBO OTMpaBMEHHbIX C OLWNOKON
nakeToB);

- Received Unicast Packets Num (konudectBO nonyyeHHbix Unicast
nakeToB);

- Received Discard Packets Num (KOnmM4ecTBO «APOMHYTbIX» NaKkeToB
npu nony4yeHun);

- Received Unknown Protocol Packets Num (konMyecTBo MOMy4YeHHbIX
NakeToB C HEM3BECTHLIM MPOTOKOMNOM Nepeaayn);

- Send Unicast Packets Num (konmyecTBO oTnpaBneHHblx Unicast
nakeToB);

- Send Discard Packets Num (konnyecTtBo oTOpackiBaeMbIX MAKETOB MpU
OoTnpaBke).
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11.4.3 Flow Control (ynpaBneHune noTOKOM Aff NOPTOB)

[aHHaa cTpaHuua nossonsieT HacTpamBatbh yHkumo Flow Control
(ynpaBneHue noToKoM) Ans KOHKPETHOro nopTa.

Utobbl BKMWOUMTE  wnnM  oTkmounte  Flow  Control  BeiGepute
KOHKPETHbI NOPT U3 BbiNagaroLwero MeHto, a 3atem coctosiHne ON (Bkn) mnm
OFF (BbIkI).

[daHHas HacTporka MOXEeT BbINOMHATLCA AN OThpaBku W Ans
nony4YyeHnsi NakeToB.

Bce nsmeHeHus noaresepxgatotcsa kHonkon Apply (MpuHATS).

2 4 6 8
[l slalal a linkup
cooa 68 e
13 8 7 s 10 0 link down
A N
- Switch
#{_) System C:
=43 Port C ["“" "1|
B Common Configuratio
[® Port Statistics [ Flow Control ” 0ff V|
B Flow Control
B Broadcast Storm Refresh Apply Help
_ij Port Ratelimit Port Name Flow Control State
B Protected Port gelll Off
B Learn Limit gel2 off
B Port Trunking gell3 Off
B Mirror gel/d off
[® DDM Information gel/s Off
# (1 MAC Binding gell6 Off
[#Q MAC Filter gel/7 Off
#{] VLAN Configuration gel/8 Off
e (] SNMP Configuration ¥ gelld Off N7
< > ge1/10 off

11.4.4 Broadcast storm control (ynpaBneHue 3awmTon ot Broadcast
storm)

Ha paHHOM CTpaHuue HaxoOgATca HacTPoWKW, Mo3BonsaoLlmne
BKMIOYUTb UMW BBIKMIOYNTL 3alUMTY OT BIMSIHUA  LLUMPOKOBELLATENbHbBIX

(Multicast) naketoB n DLF nakeToB Ha nepegaBaeMbIin/nony4aemMbin Tpaduk.
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T
caooon oo
aoaoa 8686
13 s 7 10 Q  link down
~ A
4 Switch Broadcast St
#{_J System C
=3 Port Configurati Port: v
£ Common Configuratio
B Port Statistics | Broadcast Suppression | |0ff v Broadcast Ratelimit 0 (1-1024000 kbps)
K — -
Sl Fow Control Multicast Suppression || |0fF v Multicast Ratelimit 0 (1-1024000 kbps)
B Broadcast Storm ————
S Port Ratelimit DLF Suppression 0ff v DLF Ratelimit 0 (1-1024000 kbps)
2 Protected Port Refresh Apply Help
g
S Port Broadcast || Broadcast Ratelimit || Multicast || Multicast Ratelimit DLF DLF Ratelimit
8 Port Trunking Name Suppression (kbps) Suppression (kbps) Suppression (kbps)
5 Mirror gel/1 Off 64 Off 64 Off 64
B DDM Information gell2 Off 64 Off 64 off 64
#{] MAC Binding |_ge13 Off 64 Off 64 Off 64 |
#(] MAC Filter gel/d Off &4 Off 64 Off 64
() VLAN C gells off 64 Off 64 off 54 ]
() SNMP Confi v gell6 Off &4 off 64 ___on 64 |
< > gell7 Off 64 Off 64 Off 64 | &

B Bbinagatowem cnucke PORT (nopT) BbIOEpUTE HYXHbBIA MOPT,
Bkrtoumte (ON) wunu BoikmounTe (OFF) 3awmTy AnNs KOHKpETHOro BuAaa
naketoB Broadcast, Multicast nnn DLF. Takke MOXHO 3agaTb CKOpPOCTb
(Kbut/c) ana KOHKpeTHOro Buaa nakeToB. 3HayveHusi ckopocTn DLF un
Multicast JoSkHbl ObITb OANHAKOBLIMU.

Refresh — 06HOBWTbL 3HayYeHWs1 nonen.

Apply — noaTBepanTb U NPUHSATL BCE U3MEHEHNS.

11.4.5 Port rate limit (OrpaHM4YeHne NPONYCKHOM CNOCOGHOCTH Ha
nopTax)

Ha paHHOM cCTpaHuMue MOXHO T[MBKO oOrpaHMymMBaTb CKOPOCTb
npvema/nepegayn naketoB Ha BblOpaHHOM nopTe. Ond atoro BbibepuTe
nopt B Bbinagatowem cnucke PORT, ykaxute 3HaveHue (Kbwut/c) gns
CKOpoCTK nepefauynm AdaHHbiX (Send Packets Rate Control) n gns ckopoctu
npvema paHHbiX (Receive Packets Rate Control). Ons nogrBepxaeHus
BbIOpaHHbIX HACTPOeK HaxmuTe KHOMKY Apply (npuHaTb). Onsa OTMeHbI

OrpaHNYeHnst NPOMYCKHOW CNOCOBHOCTK HaxmuTe kHonky Cancel (oTmeHa).
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2 4 6 8 {
cooon bl
o000 6868
T3 8 7 0O  link down
-~
i Switch Port Rate Limit
#{_) System C
= Port C Port: v
%) Common Configuratio
%) Port Statistics Send Packets Rate Control |0f¢ Kbps (1-1024000) Cancel | (Cancel Send Packets Rate Control)
2) Flow Control Receive Packets Rate Control |0ff | kbps (1-1024000) Cancel (Cancel Receive Packets Rate Control)
2) Broadcast Storm
5 Port Ratelimit Refresh Apply Help
) Protected Port e Send Packels Rate || Receive Packets Rate
8 Learn Limit Control (kbps) Control (kbps)
B Port Trunking
B Mirror
£) DDM Information
#{_) MAC Binding
#_1 MAC Filter
#{_] VLAN Configuration
#{1 SNMP Configuration
< >
11.4.6 Protected Port (3awuTta nopToB)
2 4 6 8
cooon & o
hete M O nkdown
~ A
- Switch
#(J System Configuration
SE3 Port Configuraion [ Port Name Is Protected Port
8 Common Configuratio =] gel/t No
B Port Statistics L gel2 No
B Fiow Control [ gel/3 No
® Broadcast Storm O gelld No
B Port Ratelimit [ gell5 No
B Protected Port 0 pTS No
B Lear Limit T 7 No
B Port Trunking L,
B Maror [ gel/8 No
B DDM Information O geld No
#( MAC Binding [ ge1/10 No
# () MAC Filter [ gel/11 No
#{_] VLAN Configuration [ gel/12 No
. v
(1 SNMP Configuration [ get/13 No N
< > nat/i4 Na

Ha paHHOM cTpaHuue MOXHO BbibpaTb MOPT, KOTOpbIM 6ygeT
M30MMpoBaH OT Apyrux. M3onnpoBaHHbIA NOPT HEe MOXeT oOMeHMBaTbCs
OaHHbIMW C OPYrUMU U30NUPOBaHHBLIMU MopTaMu. WM30nNupoBaHHbIA NOpT
MOXeT  OoOMeHMBaTbCA  AaHHbIMKM  TOMBbKO C  HEeU30NIMPOBAaHHbLIM
noptom/nopTamu.

Protected Port — nsonuposaTtb nopt
Unprotected Port — cHATb n3onsauuo noprta
Refresh — 0OHOBUTbL 3Ha4YeHUS A9 OOHOBMNAEMbIX Nonemn
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11.4.7 Learn Limit (OrpaHnyeHue makcumasnbHoro konmyecrtea MAC
Ansa paboTbl)

Ha paHHOM cTpaHuue npeacTaBneHa BO3MOXHOCTb YNpaBneHust
MakcumarnbHbIM konndectBom MAC agpecoB, C  KOTOpbiMM  crnocobeH
pabotatb nopT. Mo ymMon4yaHuto 310 3HavyeHue paBHo 8191. [1na nameHeHus
3TOro 3HayeHus Bblbepute NOPT B BbiNagatoem MeHo Port (nopT), a 3atem
B ctpoke MAC Address Num Able to Learn (makc. konudectBo MAC
agpecoB) ykaxute Tpebyemoe 3HadeHue. [ns NpUMEHeHUs HacTpoek
ucnonb3ynte kHorky Apply (npuHaTe), Ans oTmeHbl — Cancel Limit

(OTMEHUTb NUMKT).

EDATSES
ooaon 2 link up
[~ 1« I~ I ~ B[ oo}
18 & s 10 0 link down
o ~
3 Switch t
1 System Ci
=3 Port C Port: v|
& Common Configuration
B Port Statistics MAC Address Num Abie To Learn: 0 (0-8191)
E) Flow Control ’
& Broadcast Storm Refresh Apply Cancel Limit Help
8 Port Ratelimit Port Name MAC Address Num Able To Learn
%) Protected Port gel/l 8191
B Leam Limit gel2 8191
B Port Trunking gel3 8191
) Mirror gel/d 8191
%) DDM Information gell5 8191
+_] MAC Binding gel/6 8191
%] MAC Filter gelr7 8191
# (] VLAN Configuration gel/s 8
#(_] SNMP Configuration e gel/s
ge1/10 v
' < > -

11.4.8 Port Trunk Configuration (KoHdurypuposaHue trunk’oB)

Ha paHHoWn cTpaHuue npeactaBneHbl HACTPOWMKM AN KOHUrypaumm
trunk nopTos.

Bbl MoXeTe 00beauHATbL UX B rpynnbl (arperMpoBaHue), HasHavatb
ID gnsa nopta, MeHATb cnocob BeiGopa Trunk u T.4.

45

\ )) SEC.RU KopoTkuit nyTk K nHchopmaLmnm CkauaHo c sec.ru




2 . 1] .
oo o 0 fnkup
coon oo th i dets
$ BT [T QO link down
o ~
i Switch
#_1 System Configuration
=/_§ Port Configuration [ Trunk Group ID Trunk Method || Able Config Port [ ] Member Port ]

Common Configuratio
Port Statistics

Flow Control
Broadcast Storm

Port Ratelimit
Protected Port

Learn Limit § (Uncreate gel/9 Create Trunk Groug

Port Trunking
Marror

PEEDDE DD DR

DODM Information
#_1 MAC Binding gel
#_1 MAC Filter gel 16 Delete
#_J VLAN Configuration

#_1 SNMP Configuration A
< >

Set Trunk Methc

YTtobbl co3gaTh trunk gns nopta WMAM M3MEHWUTb CYLLECTBYIOLLUNA
Heobxoammo BeiGpaTb ID oT 1 go 3. YTobbl co3aath trunk rpynny BbidepuTe
COOTBETCTBYIOLNA MAEHTUDUKATOP U HaxmuTe kHonky Trunk ID Settings
(HacTtporika ID gna trunk). Ons HacTpoWKM MeToda TpaHKMHra MnopToB
BblOepuTe 13 BbiNAgaAlOLEro CnmMcka HeoOXOOAUMBIN U HaXMMUTE Ha KHOMKY
Polymerization Settings.

Ons yganeHus cywecTBytowen rpynnel trunk mcnonb3ynTte KHOMKY
Delete trunk group (ymanutb trunk rpynny). B npouecce HacTpouku, no
KpanHen mepe oguH trunk gomkeH 6biTb ycTaHOBIEH, 4TOObLI Polymerization
Settings BcTynunn B cuny. BbibpaHHble MeToabl co3gaHust Trunk’'oB
NPUMEHSIOTCA KO BCEM rpynnam.

KommyTaTop no3sonsieT ncnonb3oBaTtb TpU MeTofa co3gaHus trunk’os:
- MeToga, ocHoBaHHbI Ha ucxogHom MAC agpece;

- MeTtoga, ocHoBaHHbIM Ha MAC agpece HazHayeHus;

- MeToa, ocHOBaHHbLIN kak Ha mucxogHom MAC, Tak u Ha MAC agpece
Ha3Ha4eHus.

KommyTatop nogaepxusaet Mmakcumym 3 rpynnbl trunk’oB. Trunk1 n
Trunk2 He moryT cosgaBatb trunk n3 rurabutHeix noptoB. Trunk3 moxet

006beaVHATL MakcumyM 2 rurabutHelx nopta. Metog arpernpoBaHus obLwmmn
ans Bcex trunk’os.
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11.4.9 Port mirror configuration (3epkanupoBaHue NOPTOB)

“1F1F107 0 lnkup
[a s} (& ]
1 3 7

06 0
s 10 (=]

DD

N Switch Port Mirror Configuration
#{] System Configuration
B3 Port Configuration Mirror Port Able Config Mirrored Ports || Mirror Direction Mirror Config Info
B Ccommon Configuratio lee1/1
B Port Statistics
=1 Flow Control
) Broadcast Storm
B Port Ratelimit
) Protected Port
B Learn Limit
8 Port Trunking
B Mirror
2] DDM Information (Mirror port name like: ge1/1)
#{ ] MAC Binding
#{] MAC Filter
(] VLAN Configuration
# (] SNMP Configuration ¥
< >

<

Ha paHHOM cCTpaHuue [OCTYMHbl HACTPOWKW  3epKanmpoBaHus
(mirroring) noptoB. Beibupaetca oamH nopt (Mirror Port), koTopbin 6ygeT
aybnupoBatb Tpaduk ApYrMx MOPTOB, YKa3aHHbIX B HacTpomMKax

3epKanupoBaHus.

- Bbibepute nopt (nopT-3epkano), KoTopbin 6ygeT AybnupoBate Tpaduk
APYrvux NopToB.;

- Bbibepute noptbl, Tpaduk koTopbiX ByaeT OybnmpoBaTbCs Ha MOPT-
3epkarno;

- Bbibepute, Kakme UMEHHO nakeTbl OyayT OybGnmpoBaTbCs Ha MOPT-
3epkano B Bbinagawowem MeHo Mirror Direction (RECEIVE -
nonyvyaemble naketol, TRANSMIT — oTnpasnsemble naketbl, BOTH —
nonyyaemole n otnpasnaemsole naketel, NOT_RECEIVE — oTmeHser
AybnupoBaHne nonyyaemblx nakeToB Ha nopT-3epkano, NOT_TRANSMIT
— OTMeHsieT AybnupoBaHMe OTnpaBnseMblX NakeToB Ha MoOpT-3epkano,
NEITHER — oTmeHsieT gybnupoBaHue Kakux nvbO NakeToB Ha MnopT-
3epkarno);

- Pesynbtatel 6yayT oTobpaxeHsbl B none Mirror Config Info.
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11.4.10 DDM information (MHdopmMauma o NoaKNOYEHHbIX SFP
MoAaynsx)

Ha oaTom cTpaHuue npeacrtaBneHa uWHdopMauusa O  Takux
napameTtpax pabotel SFP mogynen kak HanpsikeHue nuTaHus, Temneparypa
MOAOYns, TOK CMELLEHUss M MOLLHOCTb asepa, YPOBEHb MPUHMMaeMOro
curHana. [laHHble napaMeTpbl MO3BOMAT ONpeaenvTb COCTOSHUE NIMHUN B

uenom. (Mcnonbdyembie SFP modynu OQomkHbl noddepxusams 3my

yHKYUI.)
2 4 6 8
oo = link up
9 ? 9 ? .:. .«’ QO  link down
"N Managed Switch DDM Informat
# 1 Industrial Switch Monitoring
B _] System Configuration Interface gel/9:

123 Port Configuration
B) Common Configuration
) Port Statistics In
3 Flow Contral The interface ge1/12 hasn't optical module.
) Broadcast Storm
8 Port Ratelimit
) Protected Port
) Leam Limit
%) Port Trunking
) Mirror
E) DDM Information
#] MAC Binding
#1123 MAC Filter
#3 VLAN Configuration
#3 SNMP Configuration
3 ACL Configuration
21 QOS Configuraton
11 IP Basic Configuration
#_ AAA Configuration
] MSTP Configuration
#1 IGMF SNOCPING Configuration
#Z ] GMRP Configuration
#_] EAPS Configuration
23 RMON Configuraton
¥ Cluster Management
# 1 ERPS Configuration

erface ge1/9 hacn't cprical module

e gel/te:
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11.5 MAC binding (npuBsaska MAC agpeca)

11.5.1 MAC binding configuration (HacTtpomnka npuBssku MAC agpecoB)

[aHHaa cTpaHuua npegocTaBnsieT BO3MOXHOCTb npuBA3km MAC
agpeca k nopty (MAC Adress) nnn k VLAN (VLAN ID).

Bce un3MeHeHMs Ha cTpaHuue noaTBepxaalTcs KHomkon Apply
(MpvHATE). Ecnn npuBaAsky HeobOXOAMMO yAanuTb, WCMNOMb3YMTE KHOMKY
Delete (Yoanutk). KHonka Select all (BeiGpaTb BCe) N03BONUT yaanuTb cpasy

BC€E MNpuBA3KN, HACTPOEHHbIE paHee.

DD~
“DD~
DD~
DD~

5

0e 68
s 10

|
- Switch
#{J System Configuration
#{_1 Port Configuration
| 543 MAC Binding
£) MAC Binding Configui
&) MAC Auto Binding
#{_ MAC Filter (MAC Address Format: HHHH.HHHH.HHHH)
%1 VLAN Configuration
#(_} SNMP Configuration I MAC Address I VLAN D ]
(] ACL Configuration
(] QOS Configuration Refresh’ Select-all Apply Delete Help
#(1 IP Basic Configuration
#_1 AAA Configuration
#{_] MSTP Configuration
#{_] IGMP SNOOPING Confi
#{_J GMRP Configuration
#() EAPS Configuration
< >

Port: v

MAC Address VLAN ID [0

11.5.2 MAC Auto Bind (ABTomaTn4yeckas npuBsizka MAC agpecoB)

Ha paHHOM cTpaHuue HaxodsaTcs cBefeHus ob aBToMaTtuveckown
npusaske MAC agpecoB k noptam. [lokaszaHa gnHamuyeckas npmesska MAC
appecos k noptam (MAC koTopble 6binm 3aHeceHbl B Tabnuuy MAC agpecoB
KommyTaTtopa), a Takke K VLAN oTHocsWwMUMCS K 9TMM nopTaMm. Bel MmoxeTe
BblOpaTb OAHY W3 [OMHAMWYECKUX NPUBS30K M KOHBEPTUPOBaTb €€ B
NOCTOSAHHYIO NpuBA3KY (static binding).
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2 4 & 8
cona i
o000 0860
13 s 7 s 10 0O  link down
~
- Switch
#_] System Configuration
#{_] Port Configuration Port: v
=<3 MAC Binding —
£) MAC Binding Configu (The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
B MAC Auto Binding then press apply to bind those mac addresses to that port.)
] MAC Filter 0 MAC Address | VLAN ID
#_ VLAN Configuration
#{_] SNMP Configuration Refresh Select-all Apply Help

#_] ACL Configuration

#_1 QOS Configuration
#_] IP Basic Configuration
#_] AAA Configuration

# ] MSTP Configuration
#{_] IGMP SNOOPING Confi
#_) GMRP Configuration
#_] EAPS Configuration

< >

v

[Mocne OKOHYaHWA pedakTUPOBaHUS 3HaYEHUW, HaKMUTE KHOMKY
Apply (NpuHaTh). Ecnn 3anuck HeobxoanMo yaanuTb MCMONb3yMTe KHOMKY
Delete (Yganute). KHonka Select all (BeiGpaTh BCe) NO3BONUT yaanuTb cpasy

BCeE 3anuncu.

11.6 MAC Filter (®dunbTp MAC apgpecoB)

11.6.1 MAC Filter Configuration (HacTtporka domnbTpa MAC agpecoB)

HacTtporikmn Ha 9TOM  CTpaHuue MO3BOMAKT  MPOU3BOAUTL
dunbTpaumio MAC apgpecoB pans noptoB. 3anmcn ¢ MAC agpecamm
ucnonb3ytotca ans Bxoga B GuneTp MAC agpecos, a VLAN ID
ucnonb3yetca ansa punetpauun MAC agpeca cootseTcTBytoLen VLAN.

[ns Toro 4Tobbl N3MEHEHNS BCTYMUIN B CUINY HAXMUTE KHOMKY Apply
(MpuHATB), ecnu 3anucb HeobxoaMMO yganutb, HaxkmuTe KHonky Delete
(Ypanutb), kHonka Select all (BbibpaTb BCE) NO3BONUT yganutb cpasy Bce

3anucu.
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2 4 & 8
[alalalyal = fink up
aeoe wuw -

~

3 Switch tic

#{_] System Configuration

#{] Port Configuration Port: o)

#{_] MAC Binding -

oo ey MAC Address VLAN 1D [0 \

&) MAC Filter Configurat
B MAC Auto Filter
# {1 VLAN Configuration

(MAC Address Format: HHHH.HHHH.HHHH)

%] SNMP Configuration I MAC Address Il VLAN ID ]
#{_] ACL Configuration
®(1 QOS Configuration Refresh’ Select-all Apply Delete Help

#{] IP Basic Configuration

#{_] AAA Configuration

#{_] MSTP Configuration

{7 IGMP SNOOPING Confi

#_1 GMRP Configuration

®(] EAPS Configuration
< >

11.6.2 MAC Auto Filter (ABTomaTtuyeckum dounbtp MAC agpecoB)

2 4 6 38
oooo 0 linkup
aooa 0o @ dsable
AR T R s 10 0O link down
~

- Switch

#(_) System Configuration

#() Port Configuration Port: v‘

# {1 MAC Binding
={ 3 MAC Filter
&) MAC Filter Configurat
B MAC Auto Filter
#(_J VLAN Configuration
#{_] SNMP Configuration
#{_] ACL Configuration
#{_1 QOS Configuration
#{J IP Basic Configuration
# 1 AAA Configuration
#{_] MSTP Configuration
#{_) IGMP SNOOPING Confi
#_1 GMRP Configuration
+ (1 EAPS Configuration b
< >

(The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
then press apply to filter those mac addresses from that port.)

I MAC Address I VLAN ID |

Refresh Select-all Apply Help

Ha aTtom cTpaHuue npenctaBneHbl AaHHble 00 aBTOMaTMYECKOM
KoHsepcun MAC agpecos.

MokasaHa auMHamuyeckasa npueaska MAC agpecos k noptam (MAC
KoTopble Oblnn 3aHeceHbl B Tabnvuy MAC agpecoB koMMyTaTopa), a Takke
K VLAN oTHocsawumca K aTum nopTam. Bbl mMoxeTe BbiOpaTb OfHY U3
NPUBSA30K N KOHBEPTUPOBATL €€ B NOCTOSHHYIO NpUBA3KY (Static binding) ans
dunbTpa MAC agpecos.
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Bce HacTpovikm Ha [aHHOW CTpaHuue NoATBEepXOatTCsl KHOMKOW
Apply (NpuHATE), ecnn 3anucb HeOBXo4MMO yaanuTb WUCMONb3yNTEe KHOMKY

Delete (Yoanuts), kHonka Select all (BeibpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucu.

11.7 VLAN Configuration (Hactpomnka VLAN)

11.7.1 VLAN information (vncpopmauumsa o VLAN)

2 4 5 3
cnon B i
onoo0 0660
TR T e 7 s 10 0O link down
~
‘3 Switch VLAN Information
#{] System Configuration N N B
A (Note: The drop-down box displays all current VLANSs. The list Displays up to 30 VLANSs. If you select a VLAN in the drop-down box, the
(3 Port Configuration list will show all VLANS greater than the selected VLAN butnot more than 30 VLANS.)
#(1 MAC Bindng (t=tagged member, u=untagged member)
{7 MAC Filter hiceiid
BEY VLAN G VID VLAN Namo Stato Port Member
Tt 2 [ulge1/1 [ulge1/2 [ulgel/3 [u]ge1/4 [ulgel/5 [ulge /6 [u]ge/7 [u]gel/E [u]
B VLAN Information 1 i active  ||g8172 [ulge /10 [ulge1/11 [ulge1/12 [ulget/13 [ulge1/14 [ulge1/15 [ulge1/16
B VLAN Configuration y [ulge1/17 [ulge/18 ulge1/19 [u]ge1/20 [ulge121 [u]ge1/22 [ulge1/23 [u]
[ VLAN Port Configurat |oe1/24 [uge1725 [ulge1/26
#{1 SNMP Configuration Refresh Help
(] ACL Configuraticn
#{_] QOS Configuration
#{] IP Basic Configuration
#{ ] AAA Configuration
®{) MSTP Configuration
#{1 IGMP SNOOPING Confi
(] GMRP Configuration ¥
< >

Ha aTon cTpaHuue npeactaBneHa MHGPOPMaUMA O CYLLECTBYHOLUMX

VLAN. [aHHble npepocTaBrfieHbl TOMbKO ANS YTEHWss U He MOryT ObiTb
u3MeHeHbl. VMIHdopmaumsa o Tekywen koHdpurypaumm VLAN BbibupaeTtcs B
BblNagaloLleM MeHI0 B TEBOM BEPXHEM yriy W BKMoyaeT B cebs:

- VID (VLAN ID);

- VLAN Name (Mms VLAN);

- State (COCTOsiHME aKTMBHOE NN HEAKTUBHOE);

- Port member (noptel — yyactHukn VLAN, MoryT Bknoyatbk B cebs Kak

TermpoBaHHble NopThl (t) U He TernpoBaHHbIe (U)).
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11.7.2 Static VLAN Configuration (Hactponka VLAN)

2 4 6 3 L
2 link up
A e
13 8 7 s 10 ik
= 2 -
3 Switch Static VLAN Configuration
ol i
‘,J System Configuration |V"3 UVLAN Name |
@1 Port Configurati [ e ] |
(] MAC Binding = —
#{] MAC Fitter el

B3 VLAN Configuration

2 VLAN Information

[E VLAN Configuration

& VLAN Port Configurat
#{ SNMP Configuration
(] ACL Configuraticn
#{_ 1 QOS Configuration
{1 IP Basic Configuration
#{ ] AAA Configuration
®{] MSTP Configuraiion
#{7 IGMP SNOOPING Confi
{1 GMRP Configuration ¥

< >

Ha aton ctpaHuue moxHo co3gate VLAN. [Ina atoro 3agante VLAN
ID B cTpoke VID (o1 2 go 4094, sHadeHue 1 - 3ape3epBUpOBAHO CUCTEMOW).

Mmsa B ctpoke VLAN Name 3agaetcs aBToOMaTU4ECKN N 3aBUCUT OT
VLAN ID. OAns noareepxaeHusa cosgaHma VLAN Haxmute kHomky Apply
(MpuHATB).

B TekctoBoM none nosiButca cosgaHHas VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3s W3MEHUTb WNUM  yaanutb, [daHHOEe UMS
3ape3epBMpoOBaHO CUCTEMON.

Ona ypaneHus cosgaHHou paHee VLAN notpebyeTcs BbiGpaTh
HY>XHYIO 3anuMcb M3 cnucka U ganee HaxaTb kHornky REMOVE (yoanuthb).

3anuck 13 cnucka Tarke bygeTt yaaneHa.
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11.7.3 VLAN Port Configuration (KoHcurypaumsa noptoB VLAN)

- Switch
#{_) System Configuration
#_1 Port Configuration (p=default VLAN member, t=tagged member, u=
#{] MAC Binding Port [Mode J[CurrentviAN |[Port Mer
#_) MAC Filter Lo
=l* VLAN Configuration
Z) VLAN Information
E) VLAN Configuration
2 VLAN Port Configurat
*/_] SNMP Configuration Default VLAN => |
#_1 ACL Configuration
#{_) QOS Configuration et
| ®3 IP Basic Configuration v [[Access v
|80 AAA Configuration
#_) MSTP Configuration unMember <=
#_] IGMP SNOOPING Confi
| #3 GMRP Configuration hd
< >

tagged member)
Port Members

untagged = |
{
I

Ha oatom  cTpaHuue npeacTaBneHb BO3MOXHOCTU no
KOHpurypmposaHuto noptoB ansa VLAN, a Takke npoCMOTPY pe3ynbTaToB.
OTa cTpaHuua C HacTponKaMm cocTouT 13 8 pa3genos:

- Port (Bbibop noprta);

- Mode (Pexwum, B koTopom nopt 6yget pabotaTte B VLAN. Pexum Access
nogpasymeBsaeT, 4TOo noptT OyaeT nomeyeH, kak untagged (He
TEerMpoBaHHbIN) K1 aBNATbCA  4dneHoM  VLAN1, Pexwum  Hybrid
nogpasymeBaeT, 4To nopT OydeT sBnsaTbeca uneHom VLAN1 u Gyger
nomeyveH, kak untagged (He TernposaHHbIf). Pexum TRUNK
nogpasymeBaeT, 4To nopT OydeT saBnsaTbea uneHom VLAN1 u Gyger
nomeyeH, kak tagged (TerMpoBaHHbINn));

- Current VLAN (nmsi VLAN. lNossonseT BbibpaTb OOHY WM HECKOMNbKO
VLAN, K KOTOpbIM GYAEeT OTHOCUTBCS BbIOpaHHbIV NOpPT);

- Port Members (nopTbl — y4actHukm VLAN);

- Knonku Default VLAN (no6aButb 3anvck B VLAN no ymondanutio), tagged
=> (go6aBuUTb NOPT Kak TErMpoBaHHkIN), untagged => (4o6aBUTbL NOPT Kak
He TerMpoBaHHbI), unMember <= (yganute nopT wu3 nona Port
Members).
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11.8 SNMP Configuration (Hactponka SNMP npoTtokona
ynpaBneHus)

11.8.1 SNMP Community Configuration (O6wme HacTpomnku gnsa SNMP)

2 4 6 8
coaa a G
ceoa wuw & o
~
3 Switch
#{_] System Configuration
={] Port Configuration item Community Name |[ReadWrite | state
#_] MAC Binding New v ] v
#{] MAC Filter 1 public I ReadOnly active
.
Ll BN e Refresh Apply Delete Help
=3 SNMP Configuration
B Community Name
E) TRAP Target
#{_] ACL Configuration

Ha oaToMm cTpaHuMue npeacTaBneHbl oOWMe HacTponku  Ans
ynpasneHus kommytatopoMm 4Yepe3 SNMP. 1o ymonyaHuio B KOMMyTaTope
cosgaHa ogHa 3anuce Public ¢ npaBamu Tonbko Ha yTeHue (ReadOnly).

Bcero moxeT OblITb co3gaHo 8 3anucein. Ecnu npegnonaraetcs

ynpaenaTb kKommyTtatopom 4epe3s SNMP cnegyer cospaTe 3anucb C
npaBamu Ha YteHune/3anucb (Read/Write).

11.8.2 TRAP Target Configuration (Hactponka TRAP yBegomneHui)

2 4 &
cooan & kp
cooa o hjjasebie
13 8 7 s 10 a  link down
A

- Switch

#(_] System Configuration

*_J Port Configuration [ tem _|[Name |[Transmit IP Address |[SNMP Version | state

#{_] MAC Binding [ "_m | v "

#{_] MAC Filter

Refresh Apply Delete
#{_) VLAN Configuration
=* 3 SNMP Configuration
Z) Community Name
B TRAP Target
%1 ACL Configuration

Help

HacTpovikn Ha [aHHOW cTpaHuue no3BOMAIT CKOHMUIypupoBaTh
nonydyernne TRAP coobuweHuii. ins aToro Heobxoammo:
- Beibpatb B none Name ums gns nonyveHuns TRAP coobLueHui;
- Boibpatb IP apgpec (Transmit IP Address),
ncnonb3oBatb TRAP npoTokon;
- Beibpatb Bepcuto SNMP (SNMP Version);

Korga Bce HacTpowku ©OyayT npov3BedeHbl YCNELHO B CTpOke
coctosiHua (State) nosiButca Active. Tenepb KOMMyTatop CMOXET
nepecbinate TRAP coolLeHus Ha yka3aHHbIv IP agpec.

KoTopbln OygeT -
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11.9 ACL Configuration (HacTtponka Access Control List)

11.9.1 ACL Standard IP Configuration (Hactponka ACL gns IP)

2 4 s 8
Q link
aoon Py
[« = B~ B~ T o] -Jo] i
ViR ) @ link down
~
- Switch
#{_] System Configuration
+1_1 Port Configuration ACL Standard 1P Group Num:| 1~
#J MAC Binding
A=) AE Eac Source IP Address Source Wildcard |
#_J VLAN Configuration
(e.g.: If input Source IP Address 192.168.1.2, ACL
FHL] SNMP Configuration want to control 192.168.1.0, then Wildcard should be
=3 ACL Configuration 0.0.0.255)
B standard IP
8 Extended IP ® Deny O permit
B mace [[][_Group Num | Deny/Permit |[_Source IP Address || _Source Wildcard
B MAC aRP
B ACL Information Refresh Select-all Add Delete Help
[B) ACL Reference
#_1 QOS Configuration
#{_] IP Basic Configuration
#{_] AAA Configuration v
< >

3pecb npenctaBneHbl  HacTtporkm ACL  agna  IP npoTtokona.
Monb3oBaTtenb MOXeT 3agaTbk camoctoATensHo ACL 6a3y ¢ npaBunamu ans
IP appecoB. CTtaHOapTHble npaBuna KOHTPOMNWPYIOT nNepeHanpasneHune
ucxoAHbix IP nakeTtos.

Monb3oBaTenb MOXET HacTpauBaTb npasuna, UcxogHeln |IP agpec
JormkeH OblTb yKasaH C MacKow, NMpaBuio MOXeT coBnagatb ¢ Habopom IP
agpecos. Kaxpoe npaBuno [OMKHO coaepxaTb napameTp unbTpaunu:
3anpeTuTb (deny) unu paspewnts (allow).

Monb3oBaTenb MOXeT co3gaBaTb MpaBuUNo B rpynne, UMa Ang
npaeuna asTomMaTudecku 3apjaetcd. [lpu yaaneHunm ofHoro npasuna,
ocTanbHble npaBuna He M3aMeHsloTcd. [na yaaneHus Bcex npasun cpasy
ucnonb3dynte kHonky Select all (BoibpaTb Bce), a 3atem kHonky Delete

(yoanuts).
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11.9.2 ACL Extended IP (PacwunpeHHas HacTponka ACL npaBun gns IP)

2 4 8 8 0 link
caooa & dsabi
[l ala] 06 66 down
T T s 10 L
~ A
- Switch L Extende ur
#{1 System Configuration
#1 Port Configuration [AcL Extended IP Group Num:[100 v
*_] MAC Binding
®1 MAC Filter
#{_1 VLAN Configuration |Source P |H "Source Wildcard ” \|
4 —] SNMP G : ination IP |” "Destination Wildcard ” “
=<3 ACLC:
) Standard IP
B Extended IP Protocol Type & A
B macIP tcp s
&) mAC ARP
[ ACL Information Source Port A ||Destination Port
) ACL Reference <
E{] QOs C
#{_1 IP Basic Configuration TCP Control Flag
#_] AAA Configuration ot fin syn rst Opsh ack urg G
< >

3pecb NpeacTaBneHa BO3MOXHOCTb Ans cos3faHus ACL npaeun c
paclUMpeHHbIMU HacTpoikamu IP agpecoB. KOHTpOmb Mepecbisikv nakeToB
yepes ucxoaHblii IP agpec, agpec HasHayeHus, TN NPOTOKoNa, CrNyKeGHbIN

noprT.

11.9.3 ACL Configuration (Hactponka ACL npaBun ¢ nomouwbio MAC)

30ecb npeactaeneHbl HacTporiku ACL npasun gng rpynnsel P
agpecos, cBA3zaHHbIMM ¢ MAC agpecamu. [paBuna MoryT ObITb CO34aHbl Ha
ocHoBe ncxogHoro IP agpeca, ucxogHoro MAC agpeca, a Takke IP agpeca
Ha3HayeHus.

Bce HacTpouku Ha AaHHOW CTpaHuue NoATBepXOalTCA KHOMKOMW
Apply (NpuHATL), ecnu 3anMcb HEOOXOAMMO YyAanuTb UCMONb3YNTE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy

BCe 3anuncu.
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2 4 5 8 3
B link up
b paorfion & dsable
9 T link down
~ ~
3 Switch ACL MAC IP Configure
(] System Configuration
{1 Port Configuration [ACL MAC 1P Group Num:
{1 MAC Binding
#(] MAC Filter
# {1 VLAN Configuration Source MAC Source MAC Wildcard
i ‘E‘ R PET g Source IP Source IP Wildcard
{3 ACL C
Destination IP Destination IP Wildcard

B Extended IP IVLAN 1D 0 (0-4094, 0 means all VLAN)

B macip (e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should

B MAC ARP be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:

HHHH.HHHH.HHHH)
ACL Information
ACL Reference @® Dpeny O Permit
#{) QOS Configuration <
ource == =T
#{] IP Basic Configuration Giou «+ || Source Protocol | Source || Source IP (|Destination|| Destination
p Num Deny/Permit MAC i . VLAN ID
B0 - v MAC Wildcard Type P Wildcard P 1P Wildcard
. > J Refresh Select-all Add Delete Help —

11.9.4 ACL MAC ARP Configure (Hactporka ACL npaBun ansa ARP ¢
nomouwbio MAC agpecoB)

DD~
DD~
DD~
oRD
15

- Switch
#{_) System Configuration
%1 Port Configuration [ACC MAC ARP Group Num: [ 1100 v/]
#{_] MAC Binding
#_] MAC Filter
#{] VLAN Configuration [sender Mac I |[sender mac wildcard I |
#{_] SNMP Configuration
=3 ACL Configuration
B Standard IP (e.g.: If inpu_( IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should
= be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
5 Extended IP HHHH.HHHH.HHHH)
B macip
B MAC ARP ® Deny Permit
B ACL Information | ”
B AcL
F A0S Conigaton Refresh Select-all Add Delete Help
#(_] IP Basic Configuration
#{_] AAA Configuration e
< >

|sender 1P I |[sender 1P witdcard [ |

Group Num " Deny/Permit " Sender MAC ” St " Sender 1P ” ndeck
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Ha aton ctpaHuue npeacTtasneHsl HacTponkn ACL npasun ana ARP
naketoB ¢ nomowbio MAC agpecos. [MpaBuna moryT ObiTb CO34aHbl Ha
ocHose |P agpeca otnpasutensa, MAC agpeca otripaBuTend.

Bce HacTpoikum Ha QOaHHOW CTpaHuue NoATBEpXOaloTCH KHOMKOMN
Apply (NpyHATB), ecnn 3anMcb HEOOXOAMMO yOanuTb UCMONb3YATE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy

BCe 3anucu.

11.9.5 ACL information (Habop genctByrowmx ACL npaBun)

2 4 6 8
coao e
eeoe wae & o
-
3 Switch
| #( System Configuration
#{_1 Port Configuration Refresh Help
| (1 MAC Binding
#{_ MAC Filter
# (] VLAN Configuration
#{_1 SNMP Configuration
=y ACL Configuration
8 Standard IP
%) Extended IP
B MACIP
5 MACARP
£) ACL Information
5 ACL Reference
#(] QOS Configuration
#{_1 IP Basic Configuration
#{_] AAA Configuration ™
< >

Ha paHHOM cTpaHuue oTobpaxeHbl AeUCTByOLME B TEKyLUU
momeHT ACL npasuna.
WHdopmauus npeactaBneHa TOMbKO AN YTEHUS U MOXeT OblTb

ob6HoBrneHa kHonkon Refresh (06HOBUTB).
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11.9.6 ACL reference configuration (Hactpownka ACL npaBun)

Ha atoi cTpaHuue npegctaBneHbl Hactpowkun ACL npasun ans
dunbTpaumMmM nakeToB, nonyvyaemMblx noptamu. Beibepute nopT, BbIbGepuTe
ALC rpynny u3 cnmucka n Haxmute Add=>. [Ina yganeHus Bbibepute ALC

rpynny n3 cnucka gobasneHHbIX 1 HaxxmnTe Delete<=.

2 . . ' a fink
aaoo P P,
cece wu Hied!
A
| '3 Switch
| #( System Configuration
() PortC Lo ] LY — [ Relerenced ACL Growps |
| ®(3 MAC Binding
#{_1 MAC Filter
#{_J VLAN Configuration
() SNMP Configuration
=<3 ACL Configuration
8 Standard IP Add =
E) Extended IP b Delete

& MAcIP

E) MAC ARP

2) ACL Information

5 ACL Reference
#{_1 QOS Configuration
#1 IP Basic Configuration
%) AAA Configuration ™
< >

Refresh Help

11.10 QoS Configuration (Hactponka npegoctaBneHus Tpacduka
C pa3HbIM NPUOPUTETOM)

11.10.1 QoS Apply (HacTpoika npuoputeToB Tpacuka oNnsA NopToB)

Ha aTon cTpaHuue HaxogsTcs OCHOBHble HacTpovikun QoOS. Bebl
MoxeTe BblOpaTb nopT B Bbinagatowem meHio PORT, 3atem QoS pexum
(QOS Type) ana Hero (Bkn/BbIK) U NpuopuTeT Tpaduka (User Priority). Mo
ymon4yaHuio QoS oTKNI0YEH Ha BCex NopTax a NpuopuTeT Tpadumka HyneBon.

lMocne BHECEHWs U3MEHEHWU B HACTPOWKWU, HaXMuTe KHOMKy Apply

(MpuHATE). YTOOBLI OGHOBUTE 3HaYEHWs Nonen HaxmuTe kHonky Refresh.
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- Switch QOS Apply

%] System Config

#(1 Port C port: +laos Type: [0 aos | |user prionity: [0 v

#{] MAC Binding

] MAC Filter Refresh Apply

FIVIANC Port Name QOS Type User Priority

#_1 SNMP Configuration gell NO Q0S 0

#(J ACL Configuration gell2 NO QOS 0

=3 QOS Configuration geli3 NO QOS 0

B Qos Apply gel/d NO QOS 0
B QoS Schedule gells NO Q0S 0

#(_1 IP Basic Configuration gell NO Q0S 0

#{_] AAA Configuration gelll NO QOS 0

#(_) MSTP Configuration gel/d NO Q0S 0

#3 IGMP SNOOPING Confi gel/s NO QOS 0

#{_] GMRP Config ge1/10 NO QOS 0

#{_) EAPS Ci V) gel/11 NO QOS 0

< > ge1/12 NO Q0S 0 i

11.10.2 QoS Schedule Configuration (HacTpowka pacnucaHus
npumMeHeHusa QoS)

Ha oTow cTpaHuue npeacTaBneHbl HACTPOWKM MO3BONSALLME
npumeHaTb QOS npuopuTesaumnio No pacnmMcaHuio.

lMocne BHeCEHWs U3MEHEHW B HaCTPOWKW, HaKMuTe KHOMNKy Apply
(MpuHATL). YTOOBLI OGHOBUTL 3HAYEHMS NONen HaxmMmuTe KHomnky Refresh.

DD~

DRD
f

‘3 Switch QOS Schedule
#(_1 System Configuration

i

#(_] MAC Binding

#() MAC Filter —
QOS Schedule Mode: [7EE v/|
#( VLAN C
#(_] SNMPC Weight of queue 0 (1~127): |0 [Weight of queue 1 (1~127): |0
#1{] ACL Configuration Weight of queue 2 (1~127): 0 [Weight of queue 3 (1~127): |0
={3 QOS Configuration Weight of queue 4 (1~127): |0 |[Weight of queue 5 (1~127): [0
) Qos Apply > ‘
B aos 'Weight of queue 6 (1~127): 0 ||Weight of queue 7 (1~127): ‘V

#{_1 IP Basic Configuration

fi
®0] AAA SR Refresh Apply

#{_] MSTP Configuration Port |[Q0S Schedule|[ Weight of || Weight of | Weight of || Weight of || Weight of || Weight of || Weight of | Weight of
#(1 IGMP SNOOPING Confi Name Mode queue 0 queue 1 queue 2 queue 3 queue 4 queue 5 queue 6 queue 7
#(1 GMRP C gel/l WRR 1 2 4 8 16 32 64 127
#() EAPS C v geli2 WRR 1 2 4 8 16 32 64 127
ge1s3 WRR 1 2 4 8 16 32 64 127 v
< > = o : 3 : s = = z 5
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11.11 IP Basic Configuration (ba3oBas HacTpo#ka IP)

11.11.1 IP Address Configuration (Hactpowka IP agpeca kommyTaTopa)

2 4 6 ] %
oo 2 link up
disable
sece we 8 i
N

- Switch

#{_] System Configuration

(] Port Configuration inettem || vLANID 1P Address / Subnet Prefix MAC Address

#{_J MAC Binding few v [ [o

©{] MAC Filter 7 I 1

#_1 VLAN Configuration

#(_) SNMP Configuration Refresh Create VLAN Interface Delete VLAN Interface

#_] ACL Configuration

#_1 QOS Configuration

=3 IP Basic Configuration
%) IP Address Configurat
5) ARP Configuration an
E) Host Static Router Co

#{_1 AAA Configuration

#{_ MSTP Configuration

#{_1 IGMP SNOOPING Confi

#{_] GMRP Configuration

< >

192.168.0.1724 00a7.c1d3.c501

Create/Modify IP Address Delete IP Address Help

Ha atou cTpaHunue HaxoasTca HacTponku IP agpeca kommyTaTopa u
cBagzaHHoro ¢ HUM VLAN uHTepcperica. Mo ymonyaHuto KommyTaTtop nmeet
agpec 192.168.0.1 n ngeHtndukatop VLAN ID — 1, JaHHbin VLAN He moxeT
ObITb yoaneH.

Bbl moxeTe cosgatb VLAN (Create VLAN Interface), sapatb IP
agpec (Create IP Address), yoanute VLAN (Delete VLAN Interface),
yoanutb |IP appec (Delete IP Address), oGHOBWMTb 3Ha4yeHuUs MoOnen
(Refresh).

Cyuwectsytowme VLAN nHTepdencsbl MoryT O6biTb HACTPOEHBI TOJNBKO

eCcnu 3afaHbl ocTanbHble NapameTpbl Takne kKak IP agpec, macka, n MAC
agpec.

11.11.2 ARP configuration and Display (HacTtpoika npotokona ARP un
oTo6GpaxeHue Tabnuubl ARP)

CtpaHuua HacTpoek  ARP npegocraenget BO3MOXHOCTb
oTobpaxaTtb BCto Tabnuuy ARP kommyTaTopa, MmeHsTb Static ARP, yoanate
ARP, meHaTb Dynamic ARP Ha Static ARP.
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Mpu HacTpoike static ARP Heobxoammo ykasaTb IP agpec u MAC
agpec. MAC apgpec pomkeH ObiTb Tuna unicast. [locne 3Toro Haxmure
kHoMnKy Add (no6asuTb).

f

- Switch
#_1 System Configuration

#{_1 Port Configuration Static ARP Item configuration:|

1 MAC Binding [P Address | [MAC address
#{_] MAC Filter
# VLAN Configuration Add
#{_1 SNMP Configuration
{1 ACLCi
®{] QOS C
=3 IP Basic C ‘ARP Item
8) 1P Address Configural
[B) ARP Configuration an Delets
B Host Static Router Co
#{_1 AAA Configuration ‘Changg Dynamic ARP List Item into Static ARP List Item : |
# () MSTP Configuration ’;Rp List Item ” V1P Network Seqmen(”
# ] IGMP SNOOPING Confi
®_] GMRP Configuration Y Apply ad
< > < >

|Delete ARP Ttem:|
| v| |[IP Address (IP Network Segment) |

- Mpu yganeHun ARP Bbl MOXeTe BbiOpaTh, YTO MMEHHO yAanuTb:

- Yactb 3anucu B ARP Tabnuue kommyTatopa (4ns 3Toro Heobxoammo
ykasaTb |IP agpec nnum IP cermeHTa cetn);

- Static ARP 13 Tabnuupl;

- Dynamic ARP un3 Tabnuubi.

Ons nogTeepxaeHus yganeHus ncnonb3ynte kHonky Delete (Ypanuts).

Mpu nepeHoce Dynamic ARP B Static ARP Bbl MOxeTe BbIGpaThb
kakon nnbo cermeHT cetn unm Bce Dynamic ARP 3anucu B Tabnuue. Ons
nepBoro criy4as criegyet ykasatb |P agpec cermeHTta ceTu.

lMocne BHeceHMs M3MEHEHU B HaCTPOMKU HaXmu KHOMKy Apply

(MpuHATB).
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11.11.3 Host Static Route Configuration (HacTponka Tabnuubl Static
MapLpyTmusaumum)

Bbol moxeTe pobaBnsate v yganaTe 3anucu B Tabnuuy Static
MapLipytusaumm C NOMOLLbID HacTpoek Ha 3Ton cTpaHuue WEB-
nHTepdenca. Mo ymonyaHnio KOMMyTaTop HEe MMEET Kakmx Nubo 3anucen B
Tabnuue wmapwpyTmM3auun. Ytobbl  HaAcTpoWTb  MapLIpyTU3auuio Mo
ymorn4yaHuo Heobxoammo gobasutb 0.0.0.0 / 0 3anmck B Tabnuuy.
lMocne BHECEHWS W3MEHEHUW B HACTPOWKW, HaxMuTe KHomky Apply

(MpuHATL). YTOOLI 0GHOBUTL 3HAYEHUS MONen HaXxXMUTe KHomnky Refresh.

2 4 & 8
ooon 2 link up
aGes uw Q inkdown
~
- Switch
#{_1 System Configuration
#11 Port Configuration [Target Address/Subnet perfix] [Next Hop ]
#_1 MAC Binding ‘
#1J MAC Filter =————
#1 VLAN C :
Target Address/Subnet
$C1 SNMPC | tem ]| e ‘] Next Hop H Distance ” State
] CL Configursion Refresh | Apply Delete Help

#{_1 QOS Configuration

= IP Basic Configuration
B) 1P Address Configurat
B ARP Configuration an
&) Host Static Router Co

#_1 AAA Configuration

#_1 MSTP Configuration

#_J IGMP SNOOPING Confi

#(_) GMRP Configuration ¥

< >
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11.12 AAA Configuration (HacTpoMka cuctemMmbl ayTeHTUUKaumm
aBTOpU3aLMU U y4YeTa CoOObITUNI)

11.12.1 Tacacs+ configuration (HacTponka npotokona Tacacs+)

R L
aooo = i
cooa oo e
13 s 7 s 10 A link down
~

- Switch

#{_] System Configuration

#{_] Port Configuration Jocach® | disable v

#{_] MAC Binding Tacacs® Server IP |00.00

#{_] MAC Filter Authentication Type  [pop

#(J VLAN Configuration SN [
#_1 SNMP Configuration Refrast A
#{_1 ACL Configuration
() QOS Configuration
#{_1 IP Basic Configuration
=/ AAA Configuration
) Tacacs+ Configuratior
%) Radius Configuration
&) 802 1x Configuration
& 802 1x Port Configura
B 802 1x User Auth-Info
#() MSTP Configuration
| < >

CTtpaHuua HacTpoek [Ans UCnonb3oBaHuMsA npoTokona Tacacs+
(Terminal Access Controller Access Control System plus — ceaHcoBbIl
npotokorn, paspabotaHHoro Cisco). YnydweHa 6Ge3onacHOCTb MpoToKona
(wndbpoBaHme), a Takke BBeAEeHO pasfeneHne yHKUMN ayTeHTUdUKauum,
aBTopu3auMm U1 y4éta, KOTOpble Tenepb MOXHO WCMOMb30BaTb MO
OTAENbHOCTM.

- Tacacs+ (disable/enable) — rnobanbHoe BKN/BbIKN NpoTOKoNa Tacacs+;
- Tacacs+ Server IP — IP agpec cepsepa Tacacs+;
- Authentication Type — Tuna ayTeHTudmkaumm Ha cepBepe;

- Shared Secret — ko4 Ans wWndposaHna/gewnpoBaHns NakeToBs.

lMocne BHECEHUSI 3BMEHEHUI B HACTPOMKW, HAXXMUTE KHOMKY Apply
(NpuHATL). YTOOBLI OBGHOBUTL 3HAYEHMS Nonen HaxmMuTe kHonky Refresh.
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11.12.2 Radius Configuration (HacTpomnka Radius cucrtembl AAA)

S s
aooon )
cooon oo 03 Gl
T3 s 7 s 10 0O link down
|
Al
| '3 Switch
| #(0 System Configuration
‘ #{_1 Port Configuration P
#{_] MAC Binding N
(1 MAC Filter ~Option Server L _
#(J VLAN Configuration L0 Port
#{_1 SNMP Configuration Accounting v
1 ACL Configuration Accounting UDP Port]|1813
() QOS Configuration P i
#( IP Basic Configuration —= =
=3 AAA Configuration vendox L
B Tacacs+ Configuration | NAS Port 003
%) Radius Configuration NAS Port Type 5
&) 802 1x Configuration NAS Service Type
) 802 1x Port Configura —
Roaming Disable v

B 802 1x User Auth-Info
#{_1 MSTP Configuration

v
< > ‘

Refresh Apply Help

Ha aton ctpannue WEB wuHTepdenca npencraBneHbl HaCTPOWMKM
RADIUS (cuctema wuvcnonb3ywuwias npoTokon  ANA  peanusauum
ayTeHTMdmKauumn, asTopmsaumm n cbopa cesegeHun).

Ana koppekTHon paboTel cuctembl RADIUS Heo6xoammo:

- BbbiTb yBepeHHbIM, 4TO IP agpec Radius cepsepa (Primary Server)
3afaH npexae, YeMm BbINOMHATb ayTeHTUMKALMIO 1 aBTOPM3aLnio;

- 3agaTtb gononHutenbHbin IP agpec Radius cepsepa (Optional Server);

- Ykasatb UDP nopt ayteHTudukauum (UDP Port). Mo ymonyaHuio 3aTto
3Ha4eHue paBHO 1812 06bIYHO M3MEHSTL 3TO None HET He06XO4MMOCTY;

- YkasaTb cnegyeTt nu BbIMOMNHATb ayTEeHTUdMKALMIO U y4eT B LENIoM B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkn.);

- YkasaTb nopT BbINonHeHus ydeTa (Accounting UDP Port). 3HayeHne no
ymon4yanumio 1813, 06bI4HO U3MEHATL 3TO NOJSie HET HEOBXOANMOCTH);

- Kntou (Shared key) ucnonb3yetca ans yctaHoBku oOLiero napons
WwndpoBaHMa Mexay kommyTaTopoM K Radius cepBepom. Y6eauTecs,
YTO HacTpouvikum ayTeHTudmkaumm n ydyeta (Accounting) mmelT Te Xxe
3HayeHus, YTo 1 Ha cepeepe Radius;

- NHdopmauma o noctaswmke (vendor). OBblMHO, 3TO MOMe He CTouT
N3MEHSTb;

- NAS Port, NAS port type, NAS type of service. 3T 3HayeHUsa He
MEHSII0TCS;

- Roaming oTtBe4vaeT 3a Bkno4eHue/oTKNoYeHUe ¢yHKUMM Roaming
npotokona Radius.
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lMocne BHeECEHWSI WM3MEHEHUM B HACTPOWMKM, HaXmute KHOMnky Apply
(MpuHATBL). YTOOBI 0GHOBUTL 3HAYEHUS MONEn HaXxXMUTE KHomKy Refresh.

11.12.3 802.1x Configuration (HacTponka napameTpoB CUCTEMbI
aBTopMu3auuu 1 ayteHTUdMKaumm no ctaHgapty 802.1x)

2 4 6
oooo

ooaon 6880
v 3 s 7 s 10

3 Switch
* 1 System Configuration
¥ Port Configuration

802.1x Disable v

() MAC Binding
%1 MAC Filter
#_1 VLAN Configuration
) SNMP Configuration
%) ACL Configuration
®() QOS Configuration
3 IP Basic Configuration
= ‘3 AAA Configuration
® Tacacs+ Configuration
&) Radius Configuration
1 5 802 1x Configuration

Reauthentication

Reauthentication Period || 3¢

Quiet Period

Tx-Period

Server timeout

supplicant timeout

|13

Max Request
|_Roouth Max

|

Client Version

5) 802 1x Port Configurati

5) 802 1x User Auth-Inforr Check Client {Ensble

®) MSTP Configuration Refresh | Apply Help
< >

Ha aton ctpannue WEB wuHTepdenca npencraBneHbl HacTPOWMKM
cUCTeMbl ayTeHTUdUKaLumm n aBTopusaumm Ha ocHoBe cTaHgapTa 802.1x:
- 802.1x - (Disable/Enable)

ayTeHTudukaLmm n asTopmsauum no ctaHgapty 802.1x;

BKNtoYaeT/BbIKMo4aeT npuMeHeHne
- Reauthentication — BkntovaeTt/BbikntoyaeT (Disable/Enable) nosTopHyto
ayTeHTudukaumio. o ymMonyaHuwo OTKMYeHo. BkroyeHne agaHHOMU
YHKUMN caoenaeT ayTeHTUduMKaumio nonb3oBaTenen 6onee HagexHoMN,
HO HE3HAYUTENBHO YBEMNUYUT CETEBON TpaduK;

- Reauthentication period — 3agaeTcst Bpems B CekyHAax A5 NOBTOPHON

ayTeHTudukaumm. AKTMBHO TONMbKO MPU  BKMKOYEHHOW  (PyHKLUMMK
Reauthentication;
- Quiet Period — BpeMs B cekyHaax, He TpebyeT 3MeHeHUs;

67

7 N 2
\ 7 SEC.RU KopoTkuii nyTb K MHcbopmaLmm CKauaHo c sec.ru




- Tx-Period — He TpebyeT U3MeHeHus;

- Server timeout — He TpebyeT M3MEHEHUS;

- Supplicant timeout — He TpebyeT n3meHeHus;

- Max request users — He TpebyeT N3MeHeHUs;

- Reauth Max — oTobpaaeT MakcMMarbHOE KONMMYECTBO MOBTOPHbIX
ayTeHTudmKaLumi;

- Client Version — oTobpakaeT TeKyLLyo BEPCUIO KNNeHTa ANst yaaneHHon
aBsTopu3aumm n ayteHTudmkaumm Yyepes 802.1x;

- Check Client — BKkn/BbIkN NPOBEPKM MNPOXOXKAEHUSA cepTudukata oT
KnueHTa.

lMocne BHECEHUS W3MEHEHM B HACTPOWMKW, HaXMuTe KHOMKy Apply
(MpuHATB).

11.12.4 802.1x Port Configuration (Hactpoika nopToB AnA CUCTEMbI
aBTOpM3auun u ayteHTUdMKauum no craHaapty 802.1x)

oy B linkup
600 i
ceoe ww 8 i
~ ~
N Switch 802.1x Port Configuration
B System Configurati
B(C] Port ” Port Num Port Mode Support Host Num
#(1 MAC Binding [ v] [ v] [o
B0 MAC Filter gein N/A 256
50 VLAN G i ge1i2 NIA 256
(3 SNMP G A N/A 256
BE{] ACLC gelld N/A 256
&1 Q0SC gel/s N/A 256
53 1P Basic Configurati gell6 N/A 256
b= gelll N/A i 256
B TacacstC . gel/8 NIA 256
B gells N/A 256
B am2ixC gel/10 NIA 256
B 802 1xPort C 9‘1’1; :;: ;z:
= gell :
E’l\'_’]%s?s:‘x U“'AV':I' o Qo113 NA 256
- gel/14 NIA 256 v
< > TS TLES A/A QLR

C nomoubto aton ctpaHuubl WEB nHTepdeinca nonb3oBartenb
MOXET W3MEHUTb pexum paboTbl nopTa And paboTbl CUCTEMBI
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aBTOpU3auMM 1 ayTeHTMdukauum no ctaHgapty 802.1X. MNopT moxeT
paboTaTtb B 4X pexumax:

- N/A State (N0 ymonyaHui);

- Auto state (aBTomaTU4eckmn);

- Force-authorized (npuvHyauTenbHas asTopusauus);

- Force-unauthorized (npuHygMTEnbHLIN OTKa3 OT aBTOpM3aLmn).

Ecnn Ha nopte TpebyetrcA BbINONHATL ayTeHTUdUKAUMIO MO

ctaHgapty 802.1X Heobxogumo BbICTaBUTb pexmm Auto state. Ecnm He
TpebyeTca penatb ayTeHTUdMKauMl [ns Joctyna K ceTu, cneayet
BboicTaButb pexmm N/A. OcTanbHble 2 pexuma penko WCNonb3yTcs B
CTaHAapTHbIX cuTyauusx. MakcumanbHoe 3HaueHue ans nons Support Host
Num — 100.

11.12.5 802.1x User Authentication Information (UHdopmaums o Bcex
npoueccax ayteHTudukaumm no craHpapty 802.1x)

2 4 6 L ]
0 linkup
: : : : o0 00 M) cracie
LI e @ link down
~

3 Switch 802.1x User Auth-Inform

#(1 System Configuration :

203 PortC . pot[ [Port Mode: | accepted Host Num: 0 |

#{] MAC Binding
#{_1 MAC Filter | Applicant state Maching || Back-End state Maching _|[_ Retry Request state |
= Request state it
#{1 VLAN Configuraton | state | Retry RequestNum || state Request Num state
*{1 SNMP Configuration Refresh Help
*( ACL Configuration
%[ QOS Configuration
% IP Basic Configuration
=73 AAA Configuration
=] Tacacs+ Configuration
3 Radius Configuration
3 802 1x Configuration
2 502 1x Port Configuratii
) 802 1x User Auth-Inforr
#{] MSTP Configuration b
< >

MAC Address

{ User name

Ha aTton cTpaHuue npeactaBneHbl cBefeHust 060 Bcex npoleccax
ayTeHTMdVMKaUUM Ha nopTax, HacTPOeHHbIx pAns Hee. WHdopmauus
npegocTaBrieHa TONMbKO AN 4TeHusi. Ytobbl 06HOBUTHE MHGOPMaLMIO

HaxmuTe kHonky Refresh.
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11.13 MSTP Configuration (HacTtponka paboTbl npotokona STP)

11.13.1 MSTP Configuration (OcHOoBHble HacTponku MSTP)

2 4 & 3 B linkup
[ alalyal @ disable
9??9 86 0o 0 link down

3 Switch . MSTP Configuration
®(] System Configuration
®{_1 Port Configuration
(] MAC Binding

msTp

Priority

®{) MAC Filter

¥ VLAN Configuration Portfast Bpdu-Fiiter
#{_] SNMP Configuration Portrast Bpdu-Guard
(] ACL Configuration Forward-Time

{1 QOS Configuration
#{_] IP Basic Configuration
() AAA Configuration

Hello-Time

Errdisable-Timeout

(5153 MSTP Configuration Errdisable-Timeout Interval|300
B MSTP Configuration _Max-Age 20
[E] Port Configuration Max Hops 20

B Port information Cisco Disable v

#1{_] IGMP SNOOPING Confi
#{] GMRP Configuration
(2] EAPS Configuration

< >

Refresh Apply

Ha paHHom cTpaHnue WEB wuHTepdenca npeactaBneHbl
rnobanbHble HacTpolkn npoTokona MSTP (Multiple Spanning Tree
Protocol):

- MSTP (Disable/Enable) — Bkn/Bbikn nogaepxky npotokona MSTP;

- Priority — HacTpowka npuoputesauun. Yctponctsa ¢ 6onee HU3KUM
NpYoOPUTETOM NOAXOAAT BonbLue Ans pony KopHeBoro mocta(root bridge);
- Portfast BPDU Filter (Disable/Enable) — Bkn/Bbikn uneTpaumio BPDU
nakeToB Ha nopTe;

- Portfast BPDU Guard (Disable/Enable) — Bkn/BbIkn hyHKLMIO 3aLUUTbI
BPDU nakeTos,;

- Forward Time — HacTpoWka 3a4ep>KKn NepechIyiki NakeTos;

- Hello Time — HacTpolika nHtepsana otnpaskn MSTP HELLO nakeTos;

- Errdisable Timeout (Enable/Disable) — Bkn/Bblkn ¢yHkumm Errdisable.
Ecnn nopt c BkmoyeHHbiIM BPDU Guard nonyyaet naketel BPDU
3anyckaetca Errdisable Tanmep. Mo ncTeyeHum 3agaHHOrO BpPEMEHU
(Errdisable timeout) nopt 6ygeT nepesanyLueH;

- Errdisable timeout — Bpemsi nocne kotoporo 6ygeT nepesanyieH nopt
nony4msLunin naket BPDU;
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- Max Age — BpeMs B CeKyHOax B Te4YeHue KOTOPOro KommyTaTop
oXuaaeT uHopmaumo o KoHdurypaumm ST(spanning tree) npexane 4yem
3anycTuTb NpoLecc KoHUrypauum 3aHOBO;

- Max Hops — konu4yectBo nepexonos (xonoe) Ao otbpacbiBaHna BPDU
NnakeToB B JOMEHE;

- CISCO Interoperability (Enable/Disable) — Bkn/Bblkin COBMECTUMOCTb C
HacTponkamu STP CISCO.

lMocne BHECEHWS W3MEHEHU B HACTPOWKW, HaxMuTe KHomky Apply
(MpuHATD).

11.13.2 Port configuration (HacTponka MSTP Ha nopTax)

2 4 6 8 g
[ ala] a dn:;
2eee o 8 mriom

~

- Switch

#(_1 System Configuration

# () Port Configuration port ~

#(J MAC Binding

Portfast

#(_1 MAC Filter

(1) VLAN Configuration Portfast bpdu-filter

# () SNMP Configuration Portfast bpdu-guard

#(J ACL Configuration Root Guard

#{J QOS Configuration Link-Type Shared ]

# (1 IP Basic Configuration iy

4() AAA Configuration —

=1{3 MSTP Configuration Path-Cost

B MSTP Configuration Force-Version STP v
& Port Configuration Refresh Apply
2 Port Information

#{_1 IGMP SNOOPING Confi

#{_1 GMRP Configuration

#() EAPS Configuration

< >

Ha paHHoun cTtpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPONKU
MSTP (Multiple Spanning Tree Protocol) ans noptos.

- Port — BbIGOp nopTa Ans HaCTPONKMK;
- Portfast (Enable/Disable) — Bkn/Bbikni coctosiHus Portfast ana
BblOpaHHOro paHee nopta. B coctosHun Portfast nopt nepexoauT n3
COCTOsIHMSA BNOKNPOBKK B cocTosiHMe nepecbinku(forward) nakeToB MUHYS
cocTtosiHne obyyeHusi(learning) n npocnywmnanus (listening);
- Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn dpunbTpauuio BPDU
nakeToB Ha BbIOGpaHHOM MopTe;
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- Portfast BPDU GUARD (Enable/Disable) — Bkn/BbIkn oyHKLNIO 3aLUThI
BPDU nakeToB Ha BbiGpaHHOM NopTe;
- Root Guard (Enable/Disable) — Bkn/Bblki pyHKUMMN 3aLLMUTHI KOPHEBOTO
mocTa (root bridge) ot npuema BPDU nakeToB OT YCTPOWCTB C Gornee
BbICOKMM MPUOPUTETOM, YEM MOCT;
- Link Type — HacTpowka Tuna nogkntoveHus. Point to Point (Touka-To4ka)
nossonsieT ObICTPO MEHATb COCTOsiHME nopTa. Shared nogknioyeHve He
nossonseT O6bICTPO MeHsTb cocTosHMe nopTa. Heobxoaumo npownTtu
802.1D npouenypsl, 4TOObI ONpeaennTb cTaTyc NopTa;
- Priority — HacTponka CIST npuopuTeTa, 3Ha4YeHNEe MOXET ObiTb TONbKO
KpaTHbIM 16 B AnanasoHe oT 0-240. Mo ymonyaHuio 3HayeHne paBHo 128;
- Path Cost — ot 0 — 200 000 000. Bonee Hu3kue 3HayeHUsA OObIYHO
COOTBETCTBYIOT root’am;
- Force Version — Tvn oTnpaBnsembIX NakeToB.
lMocne BHECEHNS W3MEHEHU B HACTPOWKW, HaxmuTe KHomky Apply
(MpuHATB).

11.13.3 Port information (O6was nHcdopmaumsa o koHdurypauum MSTP)

2 4 s 8
caao & i
[ = = B = B oo folo) B link down
1 3 8 7 9 10
o) MSTP All Port Information ~
‘3 Switch
f—“ System C [Port_|[ Postfast |[ Bpdu Filter || Bpdu.Guard || Root Guard || Link-Type || Priority || Path-Cost ||_Force-Version
§ =) Botcony ge1/1 || Disable || Defaul Default Disable || Point.To-paint | 128 20000 NSTP
201 MAC Binding 9e1l2 || Disable || Default Dataull Disable || Point-To-point | 128 20000 MSTP
E0 MAC Filter g3el/3 | Disable || Default Dafault Disable Point-To-point |_ 128 20000 MSTP
B3 VLAN Configuration gel/d || Disable Default Dafault Disable Point-To-point || 128 20000 MSTP.
1] SNMP Configuration ge1/5 || Disaole Default Default Disable Point-To-point 128 20000 MSTP
1] ACL Configuration ge1/6 || Disable Default Default Disable Point-To-point || 128 20000 MSTP.
#I1 QOS Configuration ge1/7 | Disadle Default Default Disable Point-To-point || 128 20000 MSTP
B IP Basic Configuration ge1/8 | Disadle Default Default Disable Point-To-point 128 20000 MSTP
{7 AAA Configuration ge1/S || Disable Default Default Disable Point-To-point 128 20000 MSTP
EIC3 MSTP Configuration 0e1/10 || Disable || Default Default Disable Point-To-point 128 20000 MSTP
B msTP Configuration gel/11 ][ Disable || Default Default Disable Point-To-point 128 20000 MSTP
B Port Configuration gel2 || Disable Default Default Disable Point-To-point 128 20000 MSTP
) Port Information gel/13 || Disable Default Default Disable Point-To-point 128 20000 MSTP
=] IGMP SNOOPING Confi gel/14 | Disable Default Default Disable Point-To-point | 128 20000 MSTP
#{_] GMRP Configuration gel/15 || Disable Default Default Disable Point-To-point 128 20000 MSTP
#{] EAPS Ci i e gel/16 || Disable Default Default Disable Point-To-point 128 20000 MSTP )
< > ge1/17 || Disable Default Default Disable Point-To-point 125 20000 MSTP

Ha paHHon cTtpaHuue WEB uHTepdbernica npencrasreHa cBogHasi
WHopmauns o KoHpurypaumm MSTP.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.
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11.14 IGMP Snooping configuration (HacTtporka oTcnexvBaHus
IGMP Tpacwmka)

11.14.1 IGMP Snooping configuration (Hactponkn doyHkumnu IGMP
snooping)

oeD
ifgz
ik

4 Managed Switch

wich Montorng

Global IGMP SNOOPING Disable v
VLAN 1D

VLAN IGMP SNOOPING
Fast Leave

Fast Leave Timeout

Query Membership Timeout
% QOS Configuration
%1 IP Basic Configuration
4 ) AAA Configuration
%) MSTP Configuration

Group Membership Timeout

411 GMRP Configuration
#_) EAPS Configuration
# ) RMON Configuration
% (_J Cluster Management
) ERPS Confguration
# 1 Log Management
< >|

Ha paHHon ctpaHnue WEB unHTepdenca Bbl MOXeETe BKAYUTbL UMK
Bblknountb  (Enable/Disable)  dyHkumio IGMP  snooping  (mpouecc
oTcrnexuvsaHung CeTeBoro Tpaduka IGMP, npenoTBpaLlaroLL i
wmpokoBewaTensHyto (broadcast) peTpaHcnauuio multicast  Tpaduka

KOMMbIOTEPAM-NOTPEOUTENAM, KOTOPLIM HE HY>XHO ero obpabaTbiBaTh).

BknoyeHne pgaHHOrO npoTokona sABnsieTcs obA3aTenbHbIM  Mpu
nepepave Tpadumka OT GOMbLIOrO KonuyecTsa nepenaTymMkoB OonMbLUOMY
konunuyectsy npuemHukoB (HDMI no Ethernet). PekomeHnayetcsa Takke
BktounTb IGMP gnst VLAN.

lMocne BHeCEHWs U3MEHEHWU B HACTPOWKWU, HaXMuUTe KHOMKy Apply

(mpuHATE). YTOGBLI 0GHOBMTBL MHOPMaUMIO HaxMmuTe KHonky Refresh.
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11.14.2 Multicast Group Information (O6was nHcpopmauus o IGMP)

2 4. :
@ linkup
Slaas me ~ g
o b (g &1 link down
N

3 Switch

#{_] System Configuration

#{ Port Configuration

(] MAC Binding [ VLANID ][ Multicast Address || Member Ports

B{] MAC Filter Refresh|

B{_] VLAN Configuration
#{] SNMP Configuration
#{ ] ACL Configuration
#{_] QOS Configuration
#(] IP Basic Configuration
#{] AAA Configuration
#{_] MSTP Configuration
=43 IGMP SNOOPING Confi
B IGMP SNOOPING Co
B Mutticast Group Inforn
# {1 GMRP Configuration
#{] EAPS Configuration
#{] RMON Configuration

< >

Ha paHHow ctpannue WEB wHTepdenca npeactaeneHa obuias
nHdopMauusa o Multicast gns sBcex VLAN’oB.
WHdopmaLma npegocTaBrneHa ToNMbKo AN YTEeHus.

11.15 GMRP Configuration (HacTtpouka paboTbl npoTokona
GMRP)

11.15.1 GMRP Global Configuration (Frno6anbHble HacTporku GMRP)

Ha paHHoM cTpaHMue WEB wuHTepdenca npegcraBreHbl
rnobanbHble HacTponku paboTbl npoTtokonia GMRP (GARP Multicast
Registration Protocol), npegHasHa4YeHHoOro ans yrnpoLleHus
pacnpocTpaHeHuss Nno ceTu uHOPMaLUM O HanmuMyuun ornpeaeneHHon
Multicast rpynnebil.

BkntoueHue/oTknoveHne nopaepxkm GMRP - ocyulecTtBnsieTcs ¢
nomouwiblo Bblbopa Disable/Enable wn nocnegywouwero noaTBepXaeHUs

kHoMnkon Apply (NpyHATB).
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0 fnkup
! disable
l’ﬂ .“’ [ Enk down

-DD~
DD~
DB
DD~

3 Switch GMRP Global Configuration
#{] System Configuration '
E{] Port Configuration [pisabie V|
#{ ] MAC Binding
&{1 MAC Filter Refresh| Apply
E{] VLAN Configuration
©(21 SNMP Configuration
#{) ACL Configuration

#{] QOS Configuration

{1 IP Basic Configuration
©(2) AAA Configuration

E{_] MSTP Configuration
{3 IGMP SNOOPING Confi
=43 GMRP Configuration
GMRP Global Configu
GMRP Ports Configur

2 GMRP State Machine

#{_] EAPS Configuration

< >

11.15.2 GMRP ports configuration (Hactpoka GMRP Ha nopTax)

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTPOWKK
GMRP gnsa otgenbHbix nopToB. [MopT BbibupaeTcs B Bbinagalowem MEeH
Port, Bkn/otkn nogaepxkn GMRP peanusyetca ¢ nomowbio GMRP Status

Disable/Enable.
Mocne BHECEHUs UBMEHEHWUI B HACTPOWKKU, HaxmuTe KHOnky Apply
(MpUHATB).
Al ina o ink
aaaon e
egQe wu & o
) la)
O Switch GMRP Ports Configuration
#{] System C
(] PortC |Pon:| V||[GMRP status: [Diszbl= V||
#(] MAC Binding
(] MAC Filter Rels)  [EOpY
Ei—' VLAN C Port Name | GMRP Status Join Ti i Leave Ti ] LeaveAll Timer(centiseconds)
#{] SNMP Configuration gelll | Disable
B ACL Corfiguration ge1l2 Disable
#{] QOS Configuration 9el3 Disable
®{] |P Basic Configuration gelld Disable
= AAA Configuration gel/s Disable
{7} MSTP Configuration ge1/6 Disable
(] IGMP SNOOPING Confi gel/7 Disable
B3 GMRP Configuraton gel/s Disable
) GMRP Glcbal Configt gell9 Disable
GMRP Ports Configur ge1/10 Disable
B GMRP State Machine gel/1 Disable
®{] EAPS C M gel/12 Disable )
< > e1/13 Disable
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11.15.3 GMRP State machine (O6wasa nHdopmauma o GMRP)

2 4 5 8 3
link
anaan o,
[ = I = B = B {00} i
T N T 9 10 1 link down
la)
‘2 Switch ! GMRP State Machine
#{_] System Configuration
B Port C
#{] MAC Binding [PortName | VLANID || icast MAC Address | Applicant State || Registrar State

5] MAC Filter
B{] VLAN Configuration
{1 SNMP Configuration
B{] ACL Configuration
{1 QOS Configuration
#(] IP Basic Configuration
#{] AAA Configuration
#{] MSTP Configuration
#{ ] IGMP SNOOPING Confi
=3 GMRP Configuration
B GMRP Global Configt
B GMRP Ports Configur
5 GMRP State Machine
B{_] EAPS Configuration
< >

Ha paHHOM cTpaHuue WEB wuHTepdernica Haxogutcss cBogHas
uHpopmauums o pabote npotokona GMRP. Homep nopta, VLAN ID, MAC
agpec multicast rpynnbl 1 7.4.

WHdopmaums npegoctaBneHa TOMbKO ANs YTEHUS.

Refresh!

11.16 EAPS Configuration (Hactponka pabotbl npoTtokona EAPS)

11.16.1 EAPS Configuration (OcHOBHbIe HacTPOWKKU paboThbl NPoToKona
EAPS)

Ha paHHoi ctpaHuue WEB nHTepdeinica npeactaBneHbl HaCTPOMKM
npotokona  EAPS  (Ethernet  Automatic  Protection  Switching),
npegHasHayYeHHOro Ans 3aluThbl OT 3auUMKNMBaHUA Tpaduka B CETHU.

- EAPS Ring ID - BbI6op ID ansa EAPS ring;

- Mode — HacTpolika pexuma paboTel pabodyero yana gns EAPS gomeHa;
- Primary Port — BbiGop kntoyeBoro nopta ans EAPS;

- Secondary Port — BbiGop BTOpMYHOro nopta ans EAPS;

- Control VLAN - BbiGop VLAN ID ans EAPS;

- Protected VLANS — BbIGOp 0QHOMO M HECKONbKNX 3awmiiaembix VLAN
B JomeHe EAPS;

- Hello Time Interval — HacTporika EAPS gomMeHa Ans nepuoauyeckomn
otnpasku naketoB HEALTH. 3agaBaemoe 3Ha4yeHue B CekyHAax AOMKHO
ObITb MeHbLLE YeM BpeMsi Jo ownbku (fail time);
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- Fail Time — Bpems 0o ucTedeHust cpoka gencteusa B EAPS pomeHe
[ormkHo 6bITb 6onbLue, Yem Hello Time;
- Extreme Interoperability (enable/disable) — Bkn/Bbikn coBMecTUMOCTb €
extreme ycTporcTBamu.
- Enable status - BkntoyeHue/oTkntoveHne EAPS Ring.

lMocne BHECEHNS W3MEHEHUW B HACTPOWKW, HaXMuTe KHomky Apply

(MpuHATD).
2 4 s
coaan b elin
disable
MG & fnkdonn
~ ~
‘N Switch . EAPS Configuration
(1 System Configuration
EJ Port Conﬁ.gurauon EAPS Ring ID 1 V‘
u Mo ticing Creale Status. Not Created
1 MAC Filter =
(23 VLAN Configuration WVode [Fore v
1 SNMP Configuration primary port v
#{_) ACL Configuration secondary poit V]
e
y QOS Configuration i s
(1 IP Basic Configuration
{1 AAA Configuration Prplecid VL ANS M'
(21 MSTP Configuration Hello Time Interval 0 s |
(1 IGMP SNOOPING Confi Fail Time o B |
(3 CMRP Configuraion =
=iy EAPS Configuration
B EAPS Configuration Extreme Interoperability
B EAPS Informaton Enable Status
e 5 v
713 RMON Configuration Refresh | Creale Apply Remove v
< >

11.16.2 EAPS information (CBogHas nHcpopmauus o paboTte npoTokona
EAPS)

2 4 6 38 =
link
e a
(= = B o B = [ o[ofco] i
A gy s 10 B linkdown
~

‘3 Switch . EAPS Information

&) System Configuration

#{] Port Configuration Refresh

®(] MAC Binding
#{] MAC Filter
#{] VLAN Configuration
#{_] SNMP Configuration
#{] ACL Configuration
#{] QOS Configuration
#{] IP Basic Configuration
#{_] AAA Configuration
(] MSTP Configuration
#{] IGMP SNOOPING Confi
#{] GMRP Confguration
=<3 EAPS Configuration
) EAPS Configuration
[E] EAPS Information
{1 RMON Configuration
< >
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Ha paHHOM cTpaHuue WEB wuvHTepdeinica npeactaBneHbl obuine
cBefieHus o pabote npotokona EAPS.
WHdopMaLumsa npeacTaBneHa TONMbKO AN YTEHUS.

11.17 RMON Configuration (HacTtponka paboTbl npoTokona

RMON)

11.17.1 RMON statistics (HacTtponka rpynn ctatuctukm gnss RMON)

Ha paHHoi ctpaHuue WEB uHTepdelica npefcraBneHbl HaCTPOVKK

rpynn CTaTUCTUKAN

MOHWTOPWHT CETH).

(Statistics) gna pabGoTbl

RMON

(AncTaHUMOHHbIN

Bbibepute nopT m3 Bbinagatowiero cnucka Port, 4toGbl HacTpoutb

rpynnei

JaHHbIX

CTaTUCTUKN.

MHpekc O o3Havaer,

4yTo

nopT

He

ckoHdurypuposaH ansgs RMON. NHgekc moxeT ObiTb B Npeaenax ot 1-100.

B3anonHeHue nonsa Owner (Brnagenew) He sBNsieTca obsi3aTenbHbIM.

Haxmute Apply ona nogteepxaeHus. B Ttabnuue Statistics Data

6yp,eT Nnokas3aHa CTaTUCTUKa pa60TbI nopta.

2 4 6 3
aocoo L e
cee wu 8 oo

#(_) MAC Binding A~
#_1 MAC Filter
*_] VLAN C
#(1 SNMP C [port: V]
%] ACL Configuration
#1 Qos ¢ [ RMON Statistics ]
%] IP Basic Configuration [ Inuelﬂ : \“ 0wner” J
#_1 AAA Configuration
#] MSTP Configuration Refresh Apply Delete Help
L1 IGMP SNOOPING Confi i ]
(1" GMRP Configuration etherStatsDropEvents 0][etherStatsOctets @
1 EAPS Configuration etherStatsPkts J0][etherStatsBroadcastPits @
S RMON Configuration etherStatsMulticastPkts Jlo][etherStatsCRCAIgnE rors o]

B statistics Configuratio etherStatsUndersizePkts J0][etherStatsOversizePkts o]

B History Configuration letherStatsFragments |jo][etherStatsJabbers o

B Alarm Configuration letherStatsCollisions J[o][etherStatsPs: o

B Event Configuration etherStatsPkts65t0127Octets 0|letherStatsPkts ctets 10
%) Cluster Management etherStatsPkis256105110ctets [0][etherStatsPkts5 Octets 0]
#_1 Log Management jetherStatsPkts 1024101 Octets |0 J i )
< >

78

“ % SEC.RU

KopoTkuii nyTb K MHcbopmaLmm

CkauaHo ¢ sec.ru



11.17.2 History Configuration (HacTtpowka rpynn npeabicTopuu ans
RMON)

Ha paHHoi ctpaHuue WEB uHTepdelica npefcraBneHbl HaCTPOVKK
rpynn npegpictopum  (History) ana pabotei RMON  (aucTaHUMOHHLIN
MOHWUTOPWHT CETH).

BbiGepuTte nopT 13 Bhinagatowero cnucka ansa Port ansa HacTpownku.
Ecnu nopt He ckoHdurypuposaH ansa RMON, B none INDEX oto6pasutca 0.
3Ha4veHne Index moxeT GbITb B npegenax ot 1 go 100. None Bnagenbua
(Owner) He 06s3aTeNBbHO K 3aMNOSTHEHUIO.

B none Interval yctaHaBnuBaetcs Bpemsa ot 1-3600 B TeuyeHue
KoToporo cobupatoTcs AaHHble. Bucket — aTo BblgeneHHoe xpaHunuile ans
cbopa 3anucen. 3HadueHne MoxeT ObITb OT 1 — 100.

Haxmute Apply ans nogteepxaeHus. B tabnuue History Data 6yaet

nokasaHa nctopusi paboTbl nopTa.

o inkup
& disable
o8 80 O link down

DD~
“DD~
DD~
DD~

#() MAC Binding I
#(1 MAC Filter RMON History
H{] VLAN C
#{) SNMP Config [port: [ V]
(] ACL Configuration
#®(] QoS C RMON History

(] IP Basic Configuration Index 0 || nterval
#(] AAA Configuration Request
#(] MSTPC Buckets
{1 IGMP SNOOPING Confi
#( ] GMRP Configuration
#{_] EAPS Configuration History Data
=3 RMON Confuraion e ] T [— H [——
B Sisies Conteato 8| | "sr| i I u I I i
B) History Configuration = =
B Alarm Configuration irst Prev Next Last
=) Event Configuration
#_] Cluster Management
#{_) Log Management
< > < >

|| Owner

Refresh) Apply Delete Help

DropEvents|

Total: Opages, Current Page is No. 1
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11.17.3 Alarm Configuration (HacTponka rpynn aBapuiHbIX CUTHaNoB)

2 . 0 8
CR-R-R-] 2 :":am
coon o 8 dom
#{J MAC Binding A
®{_] MAC Filter RMON Alarm

#{ VLAN Configuration

#{] SNMP Configuration = - — .
2 Alarm|| Rising Falling -4 -
#(1 ACL Configuration adexmacvel Vanetie Sample Type yajye) !m;‘: Evast
#{] QOS Configuration = Iz 15 —— s
[New 0 0 abs 0 |[lo lo 0 0
={] IP Basic C i ‘ \; 2| [ [
#{) AAA Configuration Refresh Apply Delete Help
# {1 MSTP Confi
2 Sample Rising Falling Rising Falling
#{] IGMP SNOOPING Confi ,sw"e"w”'"""”'"‘em"n Yuiohye ] Type ” A Veive “ Threshold ” ”Evenl U Index” Smer \

#{_ GMRP Configuration
#{_) EAPS Configuration
=73 RMON Configuration
2 Statistics Configuratio
&) History Configuration
E) Alarm Configuration
2 Event Configuration
#{_] Cluster Management
#{) Log Management
< > < >

Ha paHHoi ctpaHuue WEB nHTepdenica npeacraBneHbl HaCTPOMKK
rpynn aBapuiiHbix curHanoB (Alarm) anst pabotsl RMON (guctaHuuoHHbIN
MOHWUTOPWHT CETH).

Bbibepute cyuwiecTByOLyO Tpynny u3 BbiNagatoLwero crnvcka ans
nNpocMoTpa COObITUIN UMM BHECEHMS UBMEHEHUI B HAcTponku. [ina co3gaHus
HoBOW rpynnbl BbibepuTe New. Index [ormKeH HaxoauTbCcs B Mpegenax
1...60, Interval gomkeH HaxoguTbcsa B npeaenax 1...3600 (cekyHabl).

11.17.4 Event Configuration (Hactpomnka rpynn co6bituin ans RMON)

9P (T3
(sl sl = disau‘l:
9 ? ? B ..n ..’ €1 link down
& MAC Binding o
{3 MAC Filter . RMON Event
#{] VLAN Configuration
E igLM(F: CEL TELT Index Description Type c CastTime T
(1 QOS Configuration Bone Il ] 13305316:81 r
(] IP Basic Configuration
Refresh) Apply Delete Help

{3 AAA Configuration
#{] MSTP Configuration [ |Cindex || Descripti J[__Tyee ][ C ity | Last Time Sent Il Owner
11 IGMP SNOOPING Confi
#{] GMRP Configuration
{1 EAPS Configuration
£ RMON Configuration

B statistics Configuratio
B History Configuration
B Alarm Configuration

B Event Configuration
(] Cluster Management
¥ {1 Log Management

< > < >
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Ha paHHoM cTpaHuue WEB nHTepdenca npeacTaBneHbl HAaCTPONKM
rpynn cobbitun (Event) ana patotel RMON (aAncTaHUMOHHBIA MOHUTOPWUHT
ceTn).

M3 Beinagawowero cnucka BbibepuTe rpynny coObITUA, 4YTOObI
npocMoTpeTb Unn Hactpoutb ee. Haxmute (NEW), ecnm xoTute cosgaTb
HOBYIO rpynny.

[nana3oH BO3MOXHbIX 3HadeHurn B none Index 1-60. B none
Description (onuMcaHue) 3agaeTcs TEKCTOBOE OnucaHme rpynmnbl COObITUNA.
Tun cobbiTun MoxeT BbITb hone (He pearmpoBsaTb), log (coxpaHuUTb 3anuce),
snmp-trap, log and trap. [lMone Bnagenbua (owner) 3anonHATb He
ob6s3aTensHo.

Mone Last time sent (nocnegHee Bpemsi OTNpPaBKW) JOCTYMHO TOMBKO
ONS 4YTeHMs W nokasbiBaeT, Korga B nocnegHui pas cobbiTue Obino
OTnpaBrneHo.

11.18 Cluster configuration (Hactpounka knacrtepa)

11.18.1 NDP configuration (HacTtponka npotokona NDP)

Ha panHon ctpaHvue WEB wnHTepdenca npegcraBneHbl HacTPOWKK
NDP (Neighbor Discovery Protocol). [aHHbIn NpOTOKOMN WCMNOMb3yeTcs
coBMecCTHO C IPv6 1 oTBeTCTBEHeH 3a OBHapyXeHue KOH(IIMKTa agpecos,
OpYrvX y3noB B knactepe, nouck goctynHeix DNS cepsepos u T.4.

- Port — BbIGOp nopTa;

- Port Enable (enable/disable) — Bkn/Bbikn nogaepxkn npotokona NDP Ha
BbIGpaHHOM NopTe;

- Global Enable (enable/disable) — Bkn/Bbikn rrno6anbHOM noaaepXku
npoTokona NDP;

- Hello Time — nHtepsan otnpaekn NDP naketoB, 1-4096 cek, 3HayeHne
no ymonyaxwmio 60cek;

- Aging time — nHTepBan «cTtapeHusi» oTnpasneHHblx NDP naketoB He
NPUHATBLIX  yaaneHHbIM ycTpouctBoMm, 1-4096 cek, 3HaveHue o
ymonyanuio 180 cek.

Haxmute Apply ons noaresepxaeHus.
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2 4 6 8 O ik
adda 8 my
coaa ose B finkdown

={] Port Configuration A
#{] MAC Binding
(] MAC Filter
&{] VLAN Configuration Port:
#{_] SNMP Configuration Port Enable
() ACL Configuration
#{ 1 QOUS Contiguration
B IP Basic Configuration Hello time
#(] AAA Configuration Aging-time 180 | (1-4095 sec)
#(1 MSTP Configuration
(1 IGMP SNOOPING Cont Belies  [opo Help
#{(] GMRP Configuration
#{ ] EAPS Configuration
B{] RMON Configuration
3 Cluster Management
[E) NDP Configuration
[ NTDP Configuration
B Cluster Configuration
(] Log Management
< >

Global Enable

| (1-4096 sec)

11.18.2 NTDP Configuration (Hactponka npotokona NTDP)

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTPOMKK
npotokona NTDP (Network Topology Discovery Protocol). aHHbI npoTokon

ncnonb3yeTcd Aand NoCTPOEeHUA TONOJIOrMn B Kiactepe.

- Port — BbIGOp NopTa;

- Port Enable (enable/disable) — Bkn/Bbikn nogaepxku npotokonia NTDP
Ha BblIOpaHHOM nopTe;

- Global Enable (enable/disable) — Bkn/Bbikn rrnobanbHOM noaaepXku
npotokona NTDP;

- Hops — poctynHbiv guanasoH Tornonoruun 1-6. Mo ymonyaHuio 3HayeHne
paBHo 3. KonuyecTBO nepexofoB (XOroB) OT caMoro YyaaneHHoro
YCTPOWCTBa A0 YCTPOMUCTBA, KOTOPOE KOHTPOMNUPYET BCIO TOMOMNOMAI0;

- Interval Time — Bpemsa cbopa Tononorm B MuHyTax. 3HadyeHue Mo
ymon4yaxuio 1;

- Hop delay — ponyctumblin MHTepBan 3afepXku mexay nepexogamu.
HocTynHble 3HaveHus 1-1000Mc. 3HaveHme no ymonyanuto 200mc;

- Port delay — gonycTumblii MHTepBan 3afepXku nepen nepechInkon
NnakeToB Ha nepsbin nNopT. [JocTynHble 3HayveHus 1-100mc. 3HayeHne no
ymonyanuto 20Mmc.

Haxmute Apply ans noateepxaeHus.
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2 4 6 8 5
link
aoaa e
[aalNalyal [o]cloo] i
t 3 8 7 s 10 B link down
#{ ] Port Configuration A
#{ ] MAC Binding IDP Configur £
®{] MAC Filter
#{] VLAN Configuration Port: [ v

= {1 SNMP Configuration Port Enable
*{_] ACL Configuration

e 5 Global Enable

{1 QOS Configuration -

# {7 IP Basic Configuration Hops 3 (1-6)

(1 AAA Configuration Interval-time || [1 (0-65535 min)
i‘._l MSTP Configuration fiom-ddiay =0 o e
B IGMP SNOOPING Confi -

# {7 GMRP Configuration Port-delay 20 (1-100 milsec)

#{_] EAPS Configuration
E{] RMON Configuration
=3 Cluster Management
) NDP Configuration
E) NTDP Configuration
B Cluster Configuration
#{_] Log Management e
< >

Refresh| Apply Help

11.18.3 Cluster Configuration (HacTponka knactepa)

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTPOMKK
KOHdurypauumn knactepa. Bbl mMoxeTe npocmMoTpeTb U OTpeaakTMpoBaTb
Tabnuuy ¢ y4acTHMKaMum knactepa.

- Cluster enable (enable/disable) — Bkn/BbIKN Knactepa;

- Management VLAN — gnana3oH goctynHbix VLAN’oB oT 1-4094. 3HaveHne

no ymonyaxuio 1;

- IP pool — guanasoH (nyn) IP agpecoB yyacTHUKOB knacTtepa. JocTynHbIn
aunanasoH ot 0.0.0.0 go 255.255.255.255. Jonyctumas gnvHa mackm 0 go
32;

- Handshake time — nHtepBan otnpaBku handshake naketoB. [JonycTuMbIN

OunanasoH 3HaveHun 1-255. 3HayeHne no ymonyanuio 10;
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- Handshake hold time — Bpems «ygepxusaHusy. [JonycTuMbI AManasoH

3Ha4veHun 1-255. 3HauyeHne no ymonyanutio 60.

Utobbl HacTpouTb Knactep BaM Heobxoaumo BbibpaTb uMs
Knactepa u BblbpaTb coeavHeHue C knactepom. CyllecTBYOT pydvHble U
aBTOMaTU4EeCKNE METOAbl COeQMHEHMNS C KNAacTEPOM.

Nocne noaTBepxgeHus  co3gaHMst  Knactepa Bbl  MOXETE
aBTOMaTUYECKN NEPEKITIOYMTBLCS Ha PyYHOM MeToq. Bbl He MoXeTe B py4HyHo
NepeknounTca Ha aBTOMaTMyeckun Metod. PydyHom meToa nosBonsieT
MEHSATb MMSI KracTepa.

Haxmute Apply ans noaresepxaeHus.

I

#{ Port Configuration A
#{J MAC Binding t nfigt
#() MAC Filter '
#() VLAN Configuration
#(_) SNMP Configuration
®( ACL Configuration Management-vian [1
#{) QOS Configuration 1P-pool [0.0.0.0/0 (AB.C.D/M)
{7 IP Basic Configuration [0
#{7) AAA Configuration
#{] MSTP Configuration
#{) IGMP SNOOPING Confi
#{_1 GMRP Configuration
#() EAPS Configuration
#{_) RMON Configuration
= Cluster Management Cluster Name ‘ ‘ ” Type ” )
[® NDP Configuration
&) NTDP Configuration Apply Delete
{8 Cluster Configuration
#{] Log Management
< >

Cluster Enable [disable v

1-4094)

Handshake time 1-255 sec)

Handshake hold-time || [60 1-255 sec)

Apply
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11.19 ERPS Configuration (Hactponka ERPS)

11.19.1 ERPS Configuration (HacTtpouka npotokona ERPS)

Ha paHHon ctpaHuue WEB wuHTepdenca HaxogaTcss HacTpPOWKK
npotokona ERPS — BbicokoadhdekTnBHOM anbTepHaTtMBe npotokona STP
(Bpema BoccTaHoBneHust nmHka 50mc). [aHHbIA  ceTeBOM MpPOTOKON
ucnonb3yetcd  AnNA  UCKMYeHua  obpasoBaHus  KOMNU3WA,  npu
NCNONb30BaHUN KONbLEBOW TOMNONOMMN NOAKIOYEHNS.

2 4 &

caaa & lokup
cooo o086 L
R T 7 s 10 Q  link down

_i Managed Switch
+ 3 Industral Such Monton

ERPS Doenain v

ERPS Domain Status

ERPS Dormain Nose Role o nterconnacton v

£RPS Ring v
ERPS ing Statis

g Mode v
e Mo v
Raps VAN

Trate VLA

R port -

AL Pon v

Reverive Benavicer v

o oft Teme
Guard Time

WIR Tone

WIE Tune

Rap vemd Time

EKPS Hing Enatse .~

Forced Swhch KB and K1 Port v v

Manuat Swach Port v

- Raps VLAN — VLAN ID, B koTopon byaeT nepegaBaTbCs CryXeOHbIN
Tpaduk ERPS;
- Traffic VLAN — VLAN ID, koTopble Heob6xo4MMo 3aluumiaTe OT NeTenb 1
KONNn3um.
lMocne BHeceHUs U3MEHEHUI B HACTPOWKU, HaXmuTe KHomky Apply
(MpuHATL). YTOOBLI 0GHOBMTL MHOPMaLMIO HaXXMuTe KHonKy Refresh.

11.19.2 ERPS Information (MHcpopmauusa o pabote ERPS)

Ha paHHon cTtpaHnue WEB wHTepdenica HaxogaTcs CBOAHble
OaHHble 0 pe3yrnbTate paboTbl npoTokona ERPS.

Bca uHopmaums gocTynHa TOMbKO AN YTEHUs, YToObl OOHOBUTL
nHdopmaumo Haxmute kHonky Refresh.
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‘3 Managed Switch
# 1 Industrial Switch Menitoring
# (] Clustor Managomort Refresh Haip
3 ERPS Configuration
® ERPS Configuraton
8 ERPS Information
4 (1 Log Manzgement

11.20 Log management (YnpaBneHue 3an1cbio JI0ros)

Ha paHHoln cTtpaHuue WEB nHTepdenca npeacraBneHbl HACTPONKU
dunbTpa BbIBOAa 3anucaHHbIX NoroB. B nmome Log Priority moryT ObiTh
cnegylowmne 3HavYeHus:

- Critical — BbIBOAWUT UHbOPMALMIO, OTHOCSLLYIOCS TOSNBKO K KPUTUHECKOMY
YPOBHIO BaXXKHOCTW;

- Debugging — BbIBOOUT MHpOpMaLMio ANSA OTNaaKu;

- Informational — BbIBOAUT wWHpOPMaUMIO ANA OTnagkM u obuwyio
WHcpopmaumio B norax;

- ALL — BbIBOOUT BCIO MHpOpMaLMIO.

YT06bl NPUMEHUTE (PUNLTP NOroB HaXXMUTE KHOMKy Refresh (0OHOBUTB).

up
disable

down

DD~
DD~
DD~
DD~
oeD
z

06 06
s 0

4 Managed Switch

#( Industriel Switch Monitoring
# (1) System Configuration

# (] Port Configuration

+{) MAC Binding

=21 MAC Filter

{1 LAN Configuration

+{2) SNMP Configuration

= () ACL Configwation

*( QOS Configuration

+(_1 1P Basic Configuration

¥ () AAA Configuration

#{2) MSTP Configuration

# 1 1GMP SNOOPING Configuration
% () GMRP Configuration

#{1 EAPS Configuraton

# (1) RMON Configuration

#( Cluster Managemert

+() ERPS Configuration

=3 Log Managament

Loa promy | v || Refiesh

2 Log Information
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11.21 POE Power Control (YnpaBneHue napametpammu POE)

11.21.1 POE Port Configuration (HacTponka napameTtpoB PoE)

74
caooa pisind)
cece wsw o
- Managed Switch
{1 Industrial Switch Monitoring
() System Configuration
# () Port Configuration o AL
%) MAC Binding POE Mode Automatic v
) MAC Filter PoE Admin Status Enable v
# ] VLAN Configuration Active Voltage (V) 4866
() SNMP Configuration e s
TSLACE Cogientn Passive Voltage (V) %513
% QOS Configuration Aot ) =
(1 1P Basic Configuration
#{_J AAA Configuration [Vos Power (W) 120
() MSTP Configuraion Power Consumption (W)
# {1 IGMP SNOOPING Configuration [Power Usage (%)
%) GMRP Configuration B _
(1 EAPS Configuration Refresh Apply Restore Defaut Port Restarting
) RMON Configuration Seloct All Port Type Mode Admin Status | Operation | Active PSEType | PassivePSEType | Current(mA) | Voltage(V) | Power(W)
#00 Cluster Management geti Auto Automatic Enable OFF AT AT NA NA NA
| =LERs Conliton gei2 Auo | Automatc Enable OFF AT AT NA NA NA
53 Log Management
) Log Information gel/3 Super Enable OFF BT NA NIA NA
=3 PoE Power Control ge' Sup Enable OFF BT NA NA NA
) PoE Port Configuration — _
2) PoE Policy Configuration ge Nao Enable OFF A NA NA NA
) PD Query Configuration gel, Normal Enable OFF AT NA NA NA
gel/7 Norma Enable OFF AT NA NIA NA
gel/8 Normal Enable OFF AT NA NA NA
Ha paHHom cTpaHuue WEB wuHTepdbenica npeacrtasneHa

KOH(Urypaums HacTpoeK Nogaym NUTaHNs K NOSKITIOMEHHOMY K KOMMYTaTopy
obopynoBaHuio no TexHonorum POE. [Ins HACTPONKM JOCTYMHbI cneayoLme
napameTpbl:

- Total Power - cymmapHaa MowHocTb PoOE. lMone ana BHeceHus
WHOpMaLUUM O  MakcumarbHOM bIl,

MOLLHOCTU ncnonb3yemoro

uHdopmaums Heobxoauma Ans  aBTOMaTUYeCKOro pacdeTa Tekyllew
Harpy3ku PoE kommyTaTtopom;
- POE single port power - mowHocTb POE Ha ogHOM nopTy;
- PoE on / off — BkntoyeHue / oTknioveHne nogauun PoE.
Tawke Ha OaHHOW CTpaHuue oTpaxeHa WHgopmauus O Tekywewm
coctosiHun PoE obopynoBaHus. MimeeTcs BO3MOXHOCTbL 06HOBUTL (Refresh),
noaTBepavTb u3MeHeHus (Apply), BepHYTbCA K 3aBOACKMM HacTpourKam

(Restore Default), nepesanyctutb nopthl (Port Restarting).
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11.21.2 POE Policy Configuration (HacTpomka pacnucaHusi POE)

2 4 &
cooon e d
seea ws v
i Managed Switch
# (1 Industrial Switch Monitoring
%1 System Configuration <
#1 Port Configuration Eoctal [ 2
# {1 MAC Binding Policy Status | disable v
() MAC Filter
%) VLAN Configuration Refresh| [ Apply
i1 SHME Ganfunion Clock( CIAN) Wonday Tuesday Wednesday Thursday Friday Saturday sunday
%00 ACL Configuration ol
#( QOS Configuration
(2 IP Basic Configuration o a
®(] AAA Configuration 02
#1{] MSTP Configuration 030
(] IGMP SNOOPING Configuration 040
#{_J GMRP Configuration 05 (/]
#{1 EAPS Configuration %0
/{3 RMON Configuration Pl
# {1 Cluster Management
4] ERPS Configuration (0]
523 Log Management 09
) Log Information 10
=4 PoE Power Control 1
B PoE Port Configuration 2
B PoE Policy Configuration 130
[E) PD Query Configuration

Ha paHHom cTpaHuue WEB wuHTepdbenica npeacrtasneHa
KOHUrypauuss HacTtpoek nogaum nutaHms PoE k nogknoveHHomy
obopyaoBaHuMio Mo pacnucaHuio. [Ons HacTpowku pacnucaHus OOCTYMHbI
crnepgywowmne napameTpsil:

- hour — vackl;

- week — gHM Hegenu;

[ns HacTpomku pacnucaHus cnegyeT BblbpaTb HOMep noprta w3
BbinagawLlero meHw POE port, aktuBmpoBaTb QyHkuuio Policy Status
BkMouveHus/oTknodeHus (enable/disable); Boibpate Bpems B konoHke Clock
1 oeHb Hegenu Monday...Sunday B COOTBETCTBYHOLLIEN KOMOHKE.

Haxmute Apply ana  nogtBepxgeHus, 4Tobbl  OBHOBUTH

WHpopmaumo Haxmnte kHornky Refresh.
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11.21.3 PD Query Configuration (KoHTponb POE o6opypnoBaHus)

2 4 &
anaa a lnkup
oooa o - s
Y s 10 0O link down
_i Managed Switch
# (1 Industrial Switch Monitoring
# (] System Configuration
# (1 Port Configuration [PoE Port v
(2] MAC Binding PD IP Address i ]
#{0 MAC Filter PD Query Interval 0 | (2~30 Sec)
3 = LONContpuaton PD Timeout Number 0 | (2~10)
#{2) SNMP Configuration =
(1] ACL Configuration (DAL 0 | (30~600 Sec)
#(_] QOS Configuration T
#(_] IP Basic Configuration
(] AAA Configuration PoE Port | PDIPAddress | PD Query Interval (Sec) PD Timeout Number PD Boot Time (Sec) |  PD Reboot Times
# () MSTP Configuration gel/t NA [ B 3 120 0
# (1 IGMP SNOOPING Configuration gel2 N/A 3 120 0
# (1 GMRP Configuration gel3 NA 3 120 0
# (11 EAPS Configuration gelld [ NA : 3 120 0
# (] RMON Configuration gels NA 5 3 120 0
# (] Cluster Management gel’ NA 5 3 120 0
# (1] ERPS Configuration ge1n NIA 3 120 0
geli NA 3 120 0

=3 Log Management
5 Log Information

=3 PoE Power Control
5 PoE Port Configuration
) PoE Policy Configuration
) PD Query Configuration

Ha paHHom cTpaHuue WEB wuHTepdbenica npeacrtasneHa
KOHpUrypauusi HacTpoeK KOHTPOMsl aHTu3aBWCaHMsA MOAKIHYEHHOMY K
kKommyTatopy POE oGopygoBaHus. [nsi HacTpoWku OOCTYMNHbI crnegyolime
napameTpbl:

- POE port — Bbibop HOMepa nopTa (U3 BbinagaroLero cnucka);

- PD IP address — IP agpec PoE nogkntoyeHHoro o6opyaoBaHus;

- PD Query Interval — wHTepBan oTnpaBku 3anpocoB K PoE
obopynoBaHuio B npegenax 2...30 cek (MpegycTaHOBNEHHOE BpeMmsi 5
CeK);

- PD Timeout Number — konuyecTtBo 3anpocos k POE obopyaoBaHuio,
KOTOpoe MOXeT ocTaBaTbcsi 6e3 otBera B npegenax 2...10
(NnpepycTaHoBneHHoe 3HayeHune 3);

- PD Boot Time — makcumanbHOe Bpemsi Ans nepesarpy3ku PoE
obopynoBaHua B npegenax 30...600 cek (NpeaycTaHOBNEHHOE BPEMS
120 cek).
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12. TexHNn4YeCcKne xapakTepucTuku*

Mogenb SW-80804/ILS SW-80804/ILS
(port 90W 300W) (port 90W 720W)
Obuwee Kon-Bo NOPTOB 12 12
Kon-Bo noptoB FE+PoE - -
Kon-Bo noptoB FE - -
Kon-Bo noptoB GE+PoE 8 8
Kon-Bo noptoB GE
(He Combo nopTbl) i
Kon-so noptos Combo
GE (RJ45+SFP) i
Kon-Bo noptoB SFP 4
(He Combo nopTbl)
BcTpoeHHble onTuyeckue
nopTbl i
3Be3ga
Tononornv Noakno4eHnst Kackag
KOomnbLO
Bydep naketoB 41 M
Tabnuubl MAC-agpecos 8K
MponyckHas
CMOCOBHOCTb
KOMMYTaLMOHHOM 56 out/c
MaTpuubl
(Switching fabric)
CkopocTtb obcnyxusaHusa | 1000 Méut/c — 1488,000 nakeTtos/c
naketoB (Forwarding 100 M6wuT/c - 148,800 nakeToB/c
rate) 10 M6ut/c- 14,880 naketos/c
Mopaepxka jumbo frame 16 K
IEEE 802.3 10Base-T Ethernet
IEEE 802.3u 100Base-TX
IEEE 802.3ab 1000Base-T
IEEE 802.3z 1000Base-X
CTaHaaPTH! M NPOTOKONbI IEEE 802.3x Flow Control & Back Pressure
IEEE 802.3af/at/bt Power over Ethernet
IEEE 802.1S IEEE 802.1d IEEE 802.1w IEEE 802.1X
RSTP/MSTP( Rapid Spanning Tree Protocol)
EPPS ring network protocol
EAPS ring network protocol
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Mogenb

SW-80804/ILS
(port 90W 300W)

SW-80804/ILS
(port 90W 720W)

DYHKUUKN YPOBHSA 2

802.1Q VLAN

IGMP/MLD Snooping

DHCP Snooping

Internet Protocol Version 6 (IPv6)

Port Status, Statistics, Monitoring, Security, and Rate
Limiting, Loop Detection, Port Mirroring

KayectBo obcnyxunsaHus
(QoS)

CoS

ToS

Diffserv mapping

802.1p port queue priority algorithm;
WRR, weighted priority rotation algorithm;
SP, WFQ priority scheduling modes

BesonacHocTb

User Name / Password Protection

MAC Based Authentication

User port+IP address+MAC address Support
ACL (Access control list)

YnpaeneHue

WERB interface;

CLI, Telnet, TFTIP, Console;

SNMP V1/V2/V3 management

RMONV1/V2 management; RMON management

WHaukaTopbl

P1, P2: ocHOBHOE 1 pe3epBHOE NUTaHUE;
PWR: nHgunkatop owmnbKn cuctemsl;
Link: Ethernet;

SFP: SFP-nopthl

PoE: nogava PoE ;

HW: Tononorus «konbLo»

Pene aBapuiHom
curHanusauuu

DC24V,1A(HO, H3)

Crangaptbl PoE

IEEE 802.3af/at, IEEE 802.3bt

“ % SEC.RU

A1/2(+) 3/6(-) i
MeToa nogaun PoE A1/2(+)3/6(-) BAJ//?,((:)) ;’//g((_))
B 4/5(+)7/8(=) 1- nopt
MotHocTtb PoE Ha oguH 30 Bt
nopT (Makc.) 0o 90 Bt 1-1 nopt f0 90 Br
CyMmapHasi MOLLHOCTb 300 BT 790 Bt
PoE Bcex noptoB (Makc.)
OHepronoTpebneHne
(6e3 Harpy3ku PoE) 158t 15Br
91

KopoTkuii nyTb K MHcbopmaLmm

CkayaHo c sec.ru




Mogenb SW-80804/ILS SW-80804/ILS
(port 90W 300W) (port 90W 720W)
DC 12-57V(2A) (6e3 DC 12-57V(2A) (6e3
MutaHne™™ ucnonb3oBaHusa PoE) ncnonb3oBaHusa PoE)
(¢ pesepaupoBanmem) DC 37-57V(6.5A) DC 37-57V(15A)
Temnepatypa (peaunctueHbiin): -40...+80°C (£ 0.5°C)
[atuuk Temnepartypsbl 1 BnaxHocTb (emkocTHOR): 0...99% (£3%)
BMNaXHOCTU Pasbem — TRS 3.5mm
NHTepdenc (undposonn): 1-Wire, nutanme (3.1-5.5V)
BcTpoeHHas 6
kB
rpososawura
BcTpoeHHas
anekTpocTaTnyeckas 8 kB
3awumTa
OxnaxpgeHue KoHBekunoHHoe (6e3 BeHTUNsiTopa)
Knacc 3awmtol IP40
Pasmepbl (LLUxBxI") (mm) 50x187x130
Bec (6e3 ynakosku) (kr) 1.3 | 1.4
Cnocob MoHTaxa Ha DIN-penky (BepTvKanbHO)
Paboyas Temnepartypa -40...+80°C
OtHocuTeneHas 80 90% 6e3 koHaeHcaTa
BMNaXXHOCTb
Mepenava nHdopmauum o Temnepartype u
JononHutensHo BMa)XHOCTU OKpY)KatoLLel cpefbl C BHELLHErO
Jaryvka.

* I'Ipomsao,qmenb nMveeT NnpaBo UBMEHATb TEXHUYECKME XapaKTEePUCTUKU n3oenna un
KomnnekTaumto 6e3 npeasapuTenbHOro yseomneHus.
**BRoKN NUTaHWS B KOMMMEKT NOCTaBKM HE BXOAST.

13. NapaHTUA

MapaHTMs Ha Bce obopygoBaHue OSNOVO — 60 mecsuesB ¢ gatbl
npogaxwu, 3a UCKNYEHMeM akkyMynaTOpHbIX 6aTapen, rapaHTURHBLIN CPOK -
12 mecsiues.

B TeuyeHune rapaHTUMHOINO CpoKa BbIMOMHSAETCS OecnnaTHbI PEMOHT,
BKIOYada 3an4yactu, Unm saameHa usgenuin npyu HEBO3MOXHOCTU UX PEMOHTA.

Moapo6GHas MHdopmMauus 06 YCNOBUSAX rapaHTUNHOrO
0bCnyXMBaHMs HAXOAUTCS HA caiTe WWW.0SNOVO.ru

Coctasun: Jlebenes M.B.
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