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1. Ha3HauyeHwue

MpombiwneHHbin ynpaensembin (L2+) PoE kommyTtaTtop Gigabit
Ethernet SW-81602/ILS(port 90W, 600W) c dyHKUMEN MOHUTOPUHra
TemnepaTypbl/BNaXHOCTU/HANPSXXEHUS npegHasHadeH  Ong  cucTem
NMPOMBILLMIEHHOTO MPUMEHEHUS W ANS YCTAHOBKM B YIUYHbIE CTaHUMU
OSNOVO.

OTnuumMTensHOM 4YepTon KOMMyTaTopa SIBNAETCA BO3MOXHOCTb
yOAnNeHHOro  MOHUTOPWHra  HanpsbkeHWst nuTaHus, TemnepaTtypbl W
BNaXXHOCTW OKpY>KaloLLlen cpeapl, Kak yepes cobctBeHHbIn WEB uHTepdgenc,
Tak M C MOMOLbIO Chleunannu3MpoBaHHOro MporpaMMHoOro obecnevyeHus
OSNOVO Monitoring System.

KommyTtatop SW-81602/ILS(port 90W, 600W) ocHaweH 1610
OCHOBHbIMK nopTamun Gigabit Ethernet (10/100/1000Base-T) ¢ nogaepkom
POE (TexHonmorus nepefayn nNUTaHWs Ha CETEBOE YCTPOWCTBO BMECTE C
OaHHBIMW MO OOHOMY M TOMY e kabento).

Kaxgbpin n3 16Tv noptoB cOOTBETCTBYeT cTaHgaptam PoE IEEE
802.3 af/at n aBTOMaTU4eCcKkn onpegenseT nogkrnoyaemole POE-ycTpoiicTBa,
Kpome Toro 1 M 2 nopTbl AOMNOMHMTENbHO NogdepxmBaloT craHgapt PoE
IEEE 802.3bt (Makc. mowHocTe Ao 90BT Ha nopT). 3TK nopThl KOMMYyTaTopa
NoO3BOMSAIOT 3anuTbiBaTb 0COB0 MOLUHbIE CETEBble YCTPOWCTBA, TaKuMe Kak
NoBOpPOTHbIe PTZ kamepbl ¢ NoAcBETKOM, MoLLHble Wi-Fi To4kn goctyna.

OO6wasa BbiIxogHaa MowHocTb POE coctaBnser 600BT. ®PyHkuua
POE wmoxeT ObiTb OTKMIOYEHA WNW BKHOYEHA [Afis KaXgoro nopta B
otgenbHocT Yepe3s WEB uHTepdeinc. KommyTtaTopbl UMetoT dyHKuuio PD
Querry, KoTopasi aBTOMaTU4eCK1n OCTaHaBMNMBAET M BO30OOHOBNSIET nogady
POE, ecnu noaknto4eHHoOe YCTPONCTBO 3aBUCIIO MO KaKUM-NNMO0 NpuymnHaM.

Kpome TOro, komMmyTaTop SW-81602/ILS(port  90W, 600W)
ocHaleHbl 2ms Gigabit Ethernet Uplink moptamn SFP (1000Base-X). B
kayectBe SFP-mogynen pekomeHOyeTCs WUCMofb30BaTb MPOMbILLIIEHHbIE
MOOYMM C paclMPEHHbIM TemnepaTypHbIM AManasoHOM K nogxogsLlen
CKOPOCTbIO Nepeaayn AaHHbIX.

B kommyTatope npegycmotpeH nopT Console (RJ-45) pans
yrnpaBneHns yCTpOMCTBOM Yepes nHtepdenc RS-232.

KoHdpurypmnposaHue kommyTtaTopa SW-81602/ILS(port 90W, 600W)
npoussogntca dYepe3d WEB-nHTepdenc. YcTponctBo nogaepxmBaeT
MHOXeCTBO pyHKUMA L2 n L2+ ypoBHs, Takux kak: VLAN, IGMP snooping,
STP, EAPS, QoS v gp.

“ % SEC.RU

KopoTkuii nyTb K MHcbopmaLmm CKauaHo c sec.ru




KommyTatop cnocobeH nutaTbCsl OT 6MI0KOB NUTAHUS HanpsikeHueM
DC12-57V (ansa dyHkummn PoE Tpebyetcs HanpsbkeHue Bl ot DC 48-57V),
obragaeTt BO3MOXHOCTbIO MOAKIIOYEHNSI UCTOYHMKA PE3EePBHOMO NMUTaHUS.

KommyTtatop  SW-81602/ILS(port 90W, 600W)  nofHOCTbIO
coxpaHsieT paboTtocnocobHocTb npu Temnepatype -40...+80 °C, uTO
Nno3BoMsieT JKChfyaTMpoBaTb €ro B MNPOMBILMEHHbBIX HeoTannBaembix
NnoMeLLeHNsX, a Takke NCMOoNb30BaTb B YIIMYHbIX cTaHumsax OSNOVO.

2. Komnnekrauusa*

1. KommyTatop SW-81602/ILS(port 90W, 600W) — 1.
2. KnemmHas konogka 6-pin — 1.

3. Jatumk Temneparypbl 1 BNaXHOCTU - 1wiT.

4. KpaTtkoe pyKoBOACTBO MO 3Kcnnyataumm —1wr.

5. ¥YnakoBka — 1.

3. OcobeHHOCTU 0OOpyAOBaHUSA

B03MOXHOCTb yaaneHHOro MOHUTOPUHIa Takux nokasarterneu, Kak:
— Temnepatypa Ha BHeLLUHEeM AaTuyuke;
— BnaxHoCTb Ha BHeLlHeM faT4yuke;
— HanpsikeHve nuTaHMs Ha OCHOBHOM W pe3epBHOM Grokax
nnTaHus.

e [logxogut pagna pabotel € MowHbiIMM POE  ycTponctBamu
(makcumanbHast mowHocte PoE Ha 1 n 2 noptax — go 90 Br,
cooTtBeTcTBMe ctaHgapTam PoE IEEE 802.3 af/at/bt);

e PaspabotaH ans  opraHM3auuM CETU B HEOTanIuBaeMmbIX
NMOMELLEHMAX W Ha  MPOMbIWSEHHLIX obbektax (paboyas
TemnepaTtypa -40...+80°C, knacc 3awuTsl IP40);

e YnpaeneHne Bcemu HacTponkamu yepe3d WEB uHTepdenc, RS232
(nopT Console) n nocpeactsom CLI no npoTtokony Telnet.

o [lopgoepxka cyHkumn L2 yposBHsa (VLAN, IGMP snooping, QoS,
LACPuTa.)

o [lopgoepxka konbueBow Tononorun nogknodeHns (ERPS, EAPS,
STP, RSTP).

e  ABTOMaTMYECKMI/PYYHOWN BLIOOP pexXuMa yBENUYEHUSA LATNbHOCTU

nepegauu curHanos o 250m. (Ckopocms nepedayu oepaHuyeHa 10

M6um/c).
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4. BHewHuW BMAO U ONUCAHME INIEMEHTOB

4.1 BHeluHU BUA

Puc.1 KommyTtaTtop SW-81602/ILS(port 90W, 600W), aaTumk
TemnepaTypbl/BNaXXHOCTK € kKabenem Ans NOAKHYEHMS K KOMMYTaTopy
(BHELWHWI BNA)

“ % SEC.RU
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4.2 OnucaHue 3nemMeHTOB KOMMyTaTopa

d4sZ+ 3994 3 = wn
8105U0D

Puc. 2 KommyTtaTop SW-81602/ILS(port 90W, 600W), pasbembl, KHOMKA
W MHOMKATOPbl Ha NepeaHen NaHenu, 4aTynk TeMnepaTypbl/BNaXXHOCTH

(( )) SEC.RU KopoTkuii nyTb K MHopmaLmm

CkayvaHo c sec.ru




Tab.1 HasHa4yeHne pa3bemoB, KHOMOK M MHONKATOPOB Ha NepegHen naHenm
kommyTatopa SW-81602/ILS(port 90W, 600W)

Ne

n/n O6o3HauyeHue HasHaueHune
LED-nHaukaTop NoaKNiYeHUst OCHOBHOro Gnoka
nuTaHus.
FopuT 3eneHbIM — NogaeTcs NMTaHue.
MwuraeTt 4acTo — NUTaHWe HUXe UNn Bbllle
3adBNeHHOro.
MwuraeT pegko — nMTaHMe B pesepse.
He roput — nuTaHne He nogaeTcs, NpoBepbTe
ocHoBHown BI1.

1 V1iVv2
LED-nHaukaTop NOAKMNYEHNs pe3epBHOro 6roka
nuTaHms.
["opuT 3eneHbIM - nogaeTcs NUTaHme.
Muraetr 4yacto — nUTaHWE HUWXKEe WNU Bbllle
3asBNeHHOro.
MuraeT pegko — nuTaHue B pe3epse.
He roput — nuTaHne He nogaeTcs, NpoBepbTe
pesepBHbIn BI1.
SFP-noptbl 17 1 18.
MpeoHasHaveHbl Ansi NOAKMYEHNa KOMMyTaTopa K
ONTMYECKMM  nuHMsaM  cBaAsu  (SFP-mogynn B
KOMMEKT NOCTaBKM HE BXOOAT).

2 17 18 LED-nHgukaTopbl pabotsbl SFP nopTtoB 17 1 18
[OpuUT 3eneHbIM — KOMMYyTaTop MOAOKMNIOYEH Yepes
SFP mogynb
He roput — SFP wm™moaynb He noaxoaut/He
McrnpaBeH.
MwuraeT — ngeT nepegadva gaHHbIx Yepesd SFP noprt.
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O6o03HauyeHue HasHaueHune

n/n
Pasbembl RJ-45.
MpegHasHayeHbl AOns  NOAKMOYEHUS  CeTeBbIX
ycTponcTts, B Tom uwucre ¢ PoE, Ha ckopocTtu
10/100/1000 M6uT/c.
MowHocTb POE — 90BT (1, 2 nopTbl, meTog A+B),
30BT (3 — 16 nopThbl, MmeTog A)

3 1-16 LED vHOuKaTopbl ceTEBON akKTUBHOCTU 1 POE

lopuT/MuUraeT 3eneHbll — MOAOKMIOYEHO CeTeBoe
YCTPOWCTBO, MaeT nepegava AaHHbIX.

He ropuT 3eneHbln — npoBepbTe Kabenb
NOAKITIOYEHNS, OKOHEYHOE CETEBOE YCTPOWCTBO.
"oput opaHxeBbii — nogaeTca PoE

He ropuT opaHXeBbIn — NOAN0YEHO YCTPONCTBO
6e3 PoE.

Pasbem RJ-45.

MpegHasHavyeH OANA NOAKMIOYEHUS KOMMyTaTopa K
4 Console COM nopty lK. Ucnonbsyetca ana ynpasneHus
KOMMyTaTtopoMm no uHTepdency RS-232. Kabenb
RJ45-DB9 B KOMMNMEKT NOCTaBKN HE BXOAUT.

KHonka ansi 6bICTpON akTuBaLUmn NoaaepXkku
npotokosioB . ERPS  un EAPS, no3BonsawoLlwmx

5 RET
paboTtaTb KOMMyTaTopy B TOMOMIOMUW «KOMbLIOY»
NpsiMO U3 KOPOOKM.
JdaTtynk Temnepatypbl/BAaXHOCTM C padbemoM TRS
5 3.5Mm ansa nogknoyeHus kabenem k pasbemy (3)

Ha BepxHel naHenu kommyTaTopa (kabenb BXoauT
B KOMMIIEKT MOCTaBKM).

11
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- '—P‘I -| |—2—| I—[N-l

EEEEEES
[p- Jp+]p- P+ liNJiN{

1 2 3 4 5 6 7

Puc. 3 KommytaTop SW-81602/ILS(port 90W, 600W), pa3bembl U KHOMKK Ha
BEpXHEN naHenm

Tab. 2 HazHayeHne pa3bemMoB, KHOMOK U UHOMKATOPOB HA BEPXHEW NaHenm

KommyTatopa SW-81602/ILS(port 90W, 600W)

Ne
O603HayeHue HasHauyeHue
n/n
KnemmHas konogka 2-pin Bbixoga Alarm (pene
1 Al+ Al- N
TMNa «CyXOW KOHTaKT», cM. n.11.2 cT1p.29).
2 RET KHonka nepesarpysku KommyTaTopa
Pasbem TRS 3.5MM anst nogknioveHns gaTyvka
3 TMS
TemnepaTtypbl/BnaxHoctn (Ne6 Ha puc. 2)
4 P1 YacTb KNeMMHON KONOAKWU 6-pin Anst NogKNo4YeHus
P- P+ ocHoBHoro bl DC 48-57V** (P1).
5 P2 YacTb KNEMMHOW KONOAKMU 6-pin ANSa NoAKNoYeHns
P- P+ pesepsHoro bl DC 48-57V** (P2).
6 IN YacTtb knemmMHoW Konoaku 6-pin (Bxoa) Ans
IN-  IN+ NOAKITHOYEHUSA KOHTPOSIMPYEMOrO HarnpsKeHUs.
. BuHTOBas Knemma Ans noaKIoyYeHns KomMmyTaTopa
K KOHTYpPY 3a3eMJr1eHus.

**Mpn nutanum ot DC12-36V dyHKkuusi POE Ha nopTax 6yaeT oTknoYeHa.
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5. MoaknoyeHune

5.1 Cxema nogknoyeHus

“wmw Cat 5e Cat 5e @
“=§4,22515237,a=.S 0 =
KopHeBoW kommyTaTop

YaaneHHbIn MOHUTOPUHT B CEpBEPHON
(Osnovo Monitoring System) SW-81602/ILS

(port 90W, 600W)

Cat 5e

WiFi poytep

Tononorus
KOnbLO SW-81602/ILS

(port 90W, 600W)

SW-81602/ILS
(port 90W, 600W)

i
i
1

3 : l?) eee

(o] : eee 52

X! iy

—L K
i —_—
= | B
W Note 5 o 16
PTZkamepa YOPOUCT® o vavepa PTZ kamepa YPO™®  poE amepa
¢ PoE fo 90Bt ¢ PoE go 90Bt

Puc.4 Cxema nogkntoveHus kommyTtatopa SW-81602/ILS(port 90W, 600W) ¢
ncronb3oBaHMeM KorbLEBON TONOMOMM
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SW-81602/ILS SW-81602/ILS SW-81602/ILS
(port 90W, 600W) (port 90W, 600W) (port 90W, 600W)

ONTOBONOKOHHBIA ONTOBONOKOHHbI
kaGene kabens

—o0—>

ONTOBONOKOHHbIA ONTOBONOKOHHBIN
kabenb xabens
——> —2—>
K yCTpo#CTBam ¢
ONTUYECKUMI NOPTaMM

N

“—— ! i
DC 48-57V DC 48-57V \ DC 48-57V

1-Wire

ey

PR

i i i
i b i
i b it
) Rarank it i i
Bl eee HE temnepanype 30 oq0 N & Bl eee HE
T i o wenaxiocTH g hi o ® i o
o i H i i
O bote §° Off Mots §® Of bote #°
{t yerpoiicts 1y A1 yerpoiicts iy it yerporcts 1
# i g it b B
i i 8 i i i
i " i B i W
v—) > ooe ‘—‘ Pl Nooe —) = ooe
= 255 |, = P ] Pl
\ 4 - -
PTZ xamepa PoE kamepa PTZ kamepa PoE kamepa  PTZ kamepa PoE kamepa
¢ PoE po 90Bt ¢ PoE po 90BT ¢ PoE po 90Bt

Puc.5 Tunosasi cxema nogkntoveHus kommyTtatopa SW-81602/ILS(port 90W,
600W)

5.2 NMogknoyeHne gaTyumka TeMnepaTtypbl U BlIaXXHOCTHU

BHewHW gaTuvk npegHasHadeH Ang nepegadn nHopmauun o
TemnepaType (°C) n BnaxHocTn (%) oOKpyalllen cpeabl, MCMnonb3yeTcs
umdpoBon nHTepdenc Ha ocHose npoTtokona 1-Wire. [laTumk nogkniodaeTcs
KOMMIEKTHbIM kabenem k pazbemy TRS 3.5mm Ha kommyTaTope (Puc.6).

AaTymk
TemnepaTypbl
BIaXKHOCTW

—
Z
[ -
—
b
=
—
a
e

P- [P+ ]P- P+ NN

1-Wire

Puc.6 Cxema noakntoveHnst BHELWHEro AaTymka TeMnepaTypbl U BNaXXHOCTU
K kommyTaTtopy SW-81602/ILS(port 90W, 600W)
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[na koHTponsa 3Ha4YeHWUr TemnepaTypbl/BNAXXHOCTU U HaNpPsKeHUs
NMTaHWa WUCMNOMNb3yeTCs COOTBETCTBYylOLan cTtpaHuua WEB wuHTepdenca
(Pwnc.7). NogpobHasa nHgopmaLmsi 0 MOHUTOPUHIE NapamMeTpoB HAaXOAUTCS B

NOMHOW JOKYMEHTauuu.

2 Managed Switch
=3 Industrial Switch Monitoring
[8) Industrial Switch Monitoring
#{_) System Configuration
#{_] Port Configuration
#{_) MAC Binding
#{_] MAC Filter
&{_] VLAN Configuration
#{_] SNMP Configuration
#{_] ACL Configuration
#{_) QOS Configuration
#{_) IP Basic Configuration
=+ {_] AAA Configuration
#{_) MSTP Configuration
#{_] IGMP SNOOPING Configuration
] GMRP Configuration
#{_] EAPS Configuration

Industrial Switch Monitoring Platform

System Temperature (*C)
2381

27.08
Ambient Humidity (%)

22.86

e T
Ambient Temperature (*C)

PoE
Master V1 Voltages (V)
47.91

Normal
System 3.3V
328

Ring Control
On @®off

Puc.7 KoHTponb TemnepaTtypbl/BNaXXHOCTW, HaNps>KeHUs NUTaHns Yepes

WEB-uHTepdenc kommyTaTopa

5.3 NoaknioyeHne cuctemMbl onoBeLeHns

KommyTtatop SW-81602/ILS(port 90W, 600W) ocHalleH penenHbiM
BbIXOO4OM Tuna cyxon KoHTakT (NO) ons BKIOYEHWUS] CUCTEMbI TPEBOXHOMO

onoseLlleHus.

PenenHbin BbIX0O[,

nogaepxveaet

ynpaBneHue

UCMNOMHMTENBbHBIMW YCTPOMUCTBaMK (CuMpeHa, cBeTogmoaHoe Tabno u T1.4.)

MOLLHOCTbIO He ©Oonee 24 Br.

HanpsixeHne

NCTOYHUKa

nuTaHus,

MOAKITIOYEHHOr0 K penenHoMy BbIXOo4y, He [OOSMKHO npeBbiwate 24 B
NMOCTOSIHHOIO TOKa. TOK, NPOXOASALMI Yepes perne, He OOIMKeH npesbiwath 1

A (Puc.8).

rr-ar

H
g
z
:

Puc.8 Cxema NoaKioYeHNst CUCTEMbI ONMOBELLIEHUSI K KOMMYTaTopy
SW-81602/ILS(port 90W, 600W)

SEC.RU

[ ononHUTENbHbIA
VCTONHUK

KopoTkuii nyTb K MHcbopmaLmm

nuTanusa

CUCTEMA
ONOBELWEHWA
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5.4 MopgknoyeHne 6510Ka NUTaHUA u obLwme pekoMmeHzauum

; BJIOK MUTAHWSA 2
~ L
- m Vs O )
: — v g AC 195-265V
N
g

BJIOK MUTAHWSA 1

L
& v+ =1
o = AC 195-265V

Purc.9 Cxema nogkntoyeHusi 6110KOB NMTaHUs! K KOMMYTaTopy
SW-81602/ILS(port 90W, 600W)

BHumaHue'!

— [lepen yctaHOBKOM W NOOKMIOYEHMEM KOMMYTATOpa OTKMAYUTE
nuTaHue.

— [MopkniovanTte kabenu OT OMNOKOB MUTAHMUA K KIEMMHOW Kornoake
KOMMYyTaTopa CTporo cobnogas nonapHoCTb.

— Wcnonb3ynte 6MOKM NUTaHMA COOTBETCTBYHIOLWLENA MOLUHOCTM — He
meHee 600BT (pekomeHayeTcsa 20% 3anac No MOLLHOCTK).

— [lpn HacTpovike koMMmyTaTOpa WH@OPMALMIO O MaKCUMarbHOW
MOLLIHOCTU ncnonb3yemoro bl cnegyet BHecTn B none Total Power
paspgena «HacTtponka napametpoB PoE» B WEB-uHTEpdence
KOMMYyTaTopa [Afs aBTOMaTU4eCKOro pacyeTa TeKyllenh Harpysku
PoE. lNpoueanypa onucaHa B n. 11.21.1 gaHHoro PykoBoacTtsa no
akcnnyaTaumm kKoMMmyTaTopa.

— MakcnmanbHasa mowHocTe POE Ha ogmH nopT - 30 BT. 1 1 2 nopThl
cnocobHbl 3anuTbiBaTk POE ycTponctBa MowHocThio o 90 Bt
metogom A +B (1,2, 4,5+ 3,6,7,8 -).
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— [Ona obecneveHns YHKLUOHUPOBAHWA BCTPOEHHOW rpo303aLiuThbl
Heo6Xo4MMO HaAEXHO 3a3eMNUTb KOopryc KoMmyTaTopa (knemma 7)
puc.3.

— B cnyyae o6HapyxeHus HewucnpaBHocTem He pasbupawnte
YCTPOWUCTBO M HE PEMOHTUPYNTE €r0 CaMOCTOSTENbHO.

6. MNMpoBepka paboTOCNOCOGHOCTU CUCTEMDbI

Mocne nogknioveHws kabenew K pasbémMam W Nogayv MnUTaHus Ha
kommyTatop SW-81602/ILS(port 90W, 600W) MoxHO ybeautbca B €ro
paboToCcnocobHOCTW.

Moakntounte kommyTatop mexay pasyms [1K c um3BecTHbimu IP-
agpecaMu, pacnonaralowmMmMucs B OgHOW nopceTtun, Hanpumep, 192.168.0.2 un
192.168.0.3.

Ha nepsom komnbtoTepe (192.168.0.2) 3anyctute KOMaHAHYK CTPOKY
(BbImONHMTE KOMaHAy cmd) 1 B NOSIBMBLUEMCS OKHE BBEAUTE KOMaHay:

ping 192.168.0.3

Ecnu Bce nogkntoyeHo NpaBubHO, HA 3KpaHe MOHMTOPa 0TOBpPa3nNTCst OTBET OT
BToporo komnbtotepa (Puc.10). 3T1o cBuaeTenscTByeT 06 UCMPaBHOCTM
KOMMyTaTopa.

WINNT\ System32,command.com

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: 2 time<18Bms TTL=255

192.168.1.1: 2 time<1Bms TTL=255
192.168.1.1: time<18ms TTL=255

2
Reply from 192.168.1.1: e 2 time<{1Bms TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Recei = 4, Lost = 8 <(Bz loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Oms, Average

C:\>

Puc.10 [aHHble, oToOpaxatoLlmecs Ha akpaHe MOHUTopa, nocre
ncnonb3oBaHna KoMaHapl Ping.
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Ecnn oteBeT ping He nonydeH («Bpemsa 3anpoca MCTEKO»), TO
cnefyeT NpoBepuTb CoeanHUTENbHbIV kKabernb n IP-agpeca KOMNbIOTEPOB.

Ecnu He Bce nakeTbl Obinn NPUHATBLI, 3TO MOXET CBUAOETENIbCTBOBATb.
- O HU3KOM KadecTBe kabens;
- O HEUCNPaBHOCTUN KOMMYTaTopa,
- O nNomexax B JIMHUN.

MpumeyaHue:

MprynHbBI NOTEPY B ONTUYECKON NIMHUN MOTYT ObITh Bbl3BaHbI:
- HencnpasHocTb0 SFP-moaynen

- n3rmbamm kabens

- 6oNbLUMM KONMYECTBOM Y3MOB CBapKu

- HENCMNPaBHOCTbIO UM HEOAHOPOAHOCTbLIO OMTOBOJIOKHA.

7. MopgroToBKa nepepn ynpaBneHMeM KOMMYTaToOpoM Yyepes
WEB-uHTepdenc

WEB-uHTepdelic nossonseTr mbko HacTpamBaTb W OTCMEXMBaTb
COCTOsIHME KOMMyTaTopa, ucrnonb3ys 6paysep (Google Chrome, Opera, |E u Ta)
13 nobow TOYKN B CETU.

Mpexge, 4YeM NpUCTYNMTb K HACTpoWke KommyTatopa 4epe3 Web-
uHTepdeic, Heobxoanmo ybeanTtbest, uto Baw MK 1 kommyTaTop HaxoaaTcs B
ogHom ceTn. YTtobbl npaBunbHO CckOHdUrypuposaTb Baw [MK ucnonbsynte
crefytoLLyIo MOLLAroByH0 MHCTPYKLUMIO:

1. Y6egwutecb, 4To ceTeBasi kapTa B BawemM [1K yctaHoBneHa, pabotaeT u
nogaepxvsaet TCP/IP npoTokorn.

2. Togkniounte mexagy cobor kommyTatop v Baw [1K, ucnonb3ya nard-
kopg RJ-45

3. [Mo ymonuanuio IP-agpec kommyTaTopa: 192.168.0.1 KommyTaTop u
Baw MK gomkHbl HaxoguTbca B ogHou nogcetn. Mamenute IP agpec
Bawero MK Ha 192.168.0.X, rge X-uucrno o1 2 go 254. lNoxanyncra,
ybeputecn, uto IP-agpec, KoTopbin Bbl Ha3HavaeTe Bawemy K, He
coBnagan c IP-agpecom kommMmyTartopa.

18
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@ Ethernet Properties

=  temet Protocol Version 4 (o) Properies I

General
Connect using

¥ Qualcomm Atheros ARE171/8175 PCHE Gif You can get IP settings assigned automatically if your network supports
- this capability. Otherwise, you need to ask your network admnistrator
for the appropriate IP settings.

This connection uses the folowing tems:

¥ [ GoS Packet Scheduler
4- Microsoft Network Adapler Mukipiexcr P

Obtain an IP address automaticaly
®) Use the following [P address:

@ 4 Microsoh LLDP Protocol Daver 1P address: R
@ 4 Lk Layer Topology Discovery Mapper | Subnet mask: 255 .255 255 . 0
¥ - Lk Layer Topology Dicovery Fespond
@ -+ Intemet Protocol Version & (TCP/IPvE) Defaust gotewar:
¥ 4 intemet Protocol Version 4 (TCP/IPvé)
z e ;
@) Use the folowing DNS server addresses:
nstal .
Preferred DN server:
Desereton

Transmission Cantrol Protacol/irtemet Frotocol Alternate DNS server:
wide area network protocol that provides commy
across diverse rerconnected networks.

] valdate settngs upon exit pre—

oK

4. 3anyctute Web-6paysep (IE, Firefox, Chrome) Ha Bawwem NK

5. Beegute B agpecHyto cTpoky 192.168.0.1 (IP-agpec kommyTaTopa) u
HaxkmuTe Enter Ha knasmuartype.

E Opera I 222 Speed Dial -

c M 182.7188.2.1

6. [losaBuTca dopma ayTeHTUdmKauun. Mo ymonyaHuio
JlormH: admin. Maponek: admin

Please sign in
You need to sign in with "192,168.2.1:80"

Site message: PoE
Username: admin

Password: e

B panbHenwem naponb M JIOTMH MOXHO MNOMeHsTb 4epe3 WEB
WHTepdenc KommyTaTopa.
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8.MoaroTtoBKa nepen ynpasneHUeM KOMMYTaTOpPOM Yyepe3
nopt CONSOLE

YnpaeneHne kommytatopoM 4epe3d COM-nopt (RS-232) MoxeT
notpeboBaTbCs, €cnM Mo Kakum-nmbo npuumHam ynpaerneHne yepe3s WEB-
HeOoCTYMHO.

Ckavyante u ycrtaHoBute Ha [1K, ¢ kotoporo OymeTr npoBoauTbLCA
KOH(MrypmvpoBaHne KoMMmyTaTtopa nporpammy-amynsitop HyperTerminal wnm
PuTTY. [llocne ycraHoBkn Heobxogmmoro [1O wucnonb3ynTe cregyoLyto
MOLLIAroBYH MHCTPYKLMIO:

1. CoepuHute nopt Console kommyTtaTtopa ¢ COM-nopToM KOMMbloTepa ¢
NMOMOLLIbIO kaberns.
Banyctute HyperTerminal Ha K.

3. 3apaiite MMs Ans HOBOrO KOHCOJTbHOMO MOAKIOYEHUS.

% New Cennection

Enter 3 name and choose an icon for the connection:

4. Bblbepyute COM-NOPT, K KOTOPOMY MOAKITHOYEH KOMMYTATOP.

% Test

Enter details for the phone number that you want to dial:

Courtry/region: |United States (1) =]

Area code: 123

Phone number: |

Connect using: |se]{jk} hd

coes
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5. Hactpornte COM-nopT crneayoLwmm obpasom:

- CkopocTb nepegayn AaHHbIx (Baud Rate) — 115200;
- butbl AaHHbIX (Data bits) — 8;

- YeTHocTb (Parity) — HeT;

- Cton 6uTel (Stop bits) — 1;

- YnpaeneHue notokom (flow control) — HeT.

Port Settings |

Bits per second:
Data bits: |2 -
e —

Stop bits: |1 -

How contral: lh

Bestore Defaults |
ok | Cancd | ey |

6. Cwucrtema npegnoxut Bontn Bam B uHTepdenc CLI (ynpasnexue
yepes KOMaHAHy CTPOKY). Mo YMOMNYaHmio nms
none3oBartens/naponb — admin/admin.

Ffile Edit View Call Transfer Help
D& & 3 D5 | &

Username: admin

Password:

Login in progress...

Welcome to Vitesse Command Line Interface (v1.8).
Type “help’ or ’'?’ to get help.

>

Connected 00:00:12 [Auto detect [1152008-N-1 [SCROLL  [CAPS [NUM [Capture [Print echo 4
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9. NMoaroToBKa nepen ynpaBneHneM KOMMyTaToOpoM 4vepes
Telnet/SSH

Mpotokonbl Telnet wn SSH npepocTaBnsAlT  MNOMb30BATENO
TEKCTOBbIA MHTepenc KoOMaHAHOM CTPOKN AN ynpaBneHus KOMMyTaTopoM
(CLI). Ho Tonmbko SSH obecneunmBaeT cosgaHme Ge3onacHoro kaHamna c
NOMHbIM WNGPOBaAHNEM NepefaBaemMblX AaHHbIX. YTOObI NonyunTe AOCTYN K
CLI kommyTatopa uyepe3 Telnet/SSH, Baw MK u kommyTaTop AOMXKHbI
HaxoauTbcsa B ogHon ceTu. MNMoapobHee, Kak 9TO caenaTtb paccMaTpyMBarnoch
B pasgene WHCTpykuumn «llogrotoBka nepen ynpaBneHMEM KOMMYTaTOPOM
yepe3 WEB-uHTepdency.

Telnet nHTepdenc BcTpoeH B KomaHaHyto cTpoky CMD cemencrtea
onepaumoHHbix cuctem Microsoft Windows. SSH wuHTepdgenc aoctyneH
TOMBbKO C MNOMOLLBI MnporpaMmmbl amynsatopa SSH TepmuHana. Hwuxe
nokasaHo, kak nony4ntb goctyn Kk CLI kommyTtaTtopa 4Yepes SSH ¢ nomoLlbio
nporpammbl PUTTY.

1. 3amgute B MeHto PuUuTTY Configuration. Beegute I[P agpec
kommyTaTtopa B none Mma xocra (Host Name) (unu IP agpec). Mo
ymornyanuio IP agpec kommyTtaTopa 192.168.0.1

2. Bbibepute Tvn nogkntoveHus (Connection type) — SSH.

Category:

=- Sgssicn Basic options for your PUTTY session

- Logaing Specify the destination you want to connect to
[=)- Teminal

- Keyboard 1
Bel [iszicz01 |

- Features Connection type: )
= Window (JRaw () Telnet ()
- Appearance

- Behaviour
- Translation Saved Sessions

Load, save or delete a stored session

- Selection
-~ Colours Defautt Settings
- Connection
- Proxy
- Telnet
- Rlogin
- 55H

- Serial

Close window on ext: B
() Mways () Never (®) Only on clean exit

Open
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3. Ecnu Bbl nogknioyaeTecb K KOMMyTaTopy yepe3 SSH Bnepsble, Bbl

SEC.RU

yBuaute okHo PuTTY Security Alert. Haxmute Yes (da)
NPOOOIKEHNS.

PuTTY Security Alert “

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsal key fingerprint is:

ssh-rsa 1040 dd:15:6b:be:26:1d:b0:0c:ef:af: 59:f2:83:eT:aT:47
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

ans

PUTTY obecneunt Bam AOCTYN K yNPaBneHWo KOMMYTaToOpoM nocre

Toro kak Telnet/SSH nogkniovyeHne ©OygeT yCTaHOBMEHO.
yMOM4aHu1Io ums nonb3oBatens/napone: admin/admin.

P PUTTY - olEN|

KopoTkuii nyTb K MHcbopmaLmm

Mo
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10. YnpaBneHue 4yepe3 WEB-uHtepdenc, ocHoBHble
3NeMeHTbI

10.1 CTtpyKTypa gepeBa HaBMrauum no rpynnam

MeHto web-nHTepdenc coctomT us 19 pasgenos:

‘N Managed Switch
{7 Industrial Switch Monitoring
(] System Configuration
{1 Port Configuration
#(] MAC Binding

# (] MAC Filter

@t:] VLAN Configuration
@1_] SNMP Configuration
(] ACL Configuration
5*_] QOS Configuration
{1 IP Basic Configuration
&{_] AAA Configuration
(2] MSTP Configuration
%] IGMP SNOOPING Configuration
# (] GMRP Configuration
@1_] EAPS Configuration
(] RMON Configuration
EBL] Cluster Management
(] ERPS Configuration
(] Log Management
#{] PoE Power Control
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10.2 OnucaHue kHonok WEB uHTepdeica

BonbLWMHCTBO KHOMOK ANS U3MEHEHNs1 HACTPOeK KOMMyTaTopa 4epes
WEB-uHTepdenc yalle BCero BbIMOMHAKT O4HY U Ty Xe ponb. B Tabnuue
npuBeaeHbl ONMcaHns OyHKLNUA, KOTOPbIE KHOMKU BbIMOSTHSAOT.

KHonka HasHauyeHune

OOHoBNSET 3HadeHMe BCEX TEKCTOBbIX

Refresh (ObHOBUTBL -
( ) noren u napameTpoB Ha CTpaHuLe.

Yucnosoe 3HayeHne Gyaet oOGHOBMNEHO B
namaTu. BBeneHHble 3Ha4eHus
napameTpa BCTYMnalOT B CUJy TOMbKO
rnocne HaxaTtuss 9ToM KHomku. Ecnum
JaHHble BBeJEHbI He KOPPEKTHO,
nosiBuTcs cooblieHne oo onobke.

Apply (MpuHsaTs/nogTBEPOUTD)

Delete (Yganutb) Ypansert Tekylwee 3HavyeHne
OTkpbiBaeT cTpaHuLy CrpaBKW.
Help (Momouwwb/cnpaBka) OToenbHass  cTpaHuua crpaBkuM — Anis

KaXaoro 3anpoca.

“ % SEC.RU

10.3 CooOLeHns 06 onbkKe

Mpyv BO3HMKHOBEHMM OWMOKM nNpu o0OpaboTke 3ampoca OT
nonb3oBaTenss K KOMMyTaTopy (BBedeHbl He KOPPEKTHble 3HauyeHUsi)
NOSIBNAETCS OKHO C ON1CaHWeM OLINGKM.
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10.4 NMonsa pna BBoAa MHdopMaLMu U1 3Ha4YeHUN

HekoTopble cTpaHuubl WEB-uHTepdgenca kommyTaTopa cogepxar
nons Ansa BeoAda TOW UMW MHOW MHOpMauum unum 3HadeHuin. C nomoLlbto
3TUX MOMEN MOXHO MONyYUTb AOCTYN K pasfnuyHbiM CTpokam B Tabnuue
(puc.).

Ecnn noHapobutcs nobaButb HOBYHO CTPOKY Heobxoaumo BbibpaTb
u3 Bbinagatwowero cnucka NEW (HoBas)) u HaxaTb AN NOATBEPXKAEHMS
KHOMKy Apply (NpUHATDL).

Ecnu HyXHO M3MeHUTb yXe CyLLeCTBYIOLLYH CTPOKY, Heobxoaumo
BblOpaTb M3 BbiMagatoLIero Ccrnvcka COOTBETCTBYIOLLMIN HOMEP CTPOKW,
BBECTU HYXHble 3HA4YeHUs U HaxkaTb ONS MOATBEPXKAEHUS KHOMKy Apply
(MpuHATB).

Onsa ypaneHus cTtpoku u3 Tabnuubl, BbibepuTe M3 BbinagaroLero
CMUCKa HYXXHbI HOMEpP CTPOKM 1 HaxmuTe KHomky Delete (yganuthb).

2 4 & 8

aoan o} ki
oooa oo M3 enine
1.3 8 7 s 10 @ link down
~

- Switch

#{_] System Configuration

#(] Port Configuration Item [Community Name |fleadlwme State

#{_) MAC Binding New v ” v

*(J MAC Filter 1 public Il ReadOnly active

#{_1 VLAN Configuration
= SNMP Configuration

B Community Name

E) TRAP Target
#{] ACL Configuration
#(] QOS Configuration
#{_1 IP Basic Configuration
#{_] AAA Configuration
#{_] MSTP Configuration
| 1 IGMP SNOOPING Confi
*{_] GMRP Configuration
#{_1 EAPS Configuration
#_1 RMON Configuration
#{_] Cluster Management Vv

Refresh Apply Delete Help

[ >

10.5 Nons co 3HaYeHUsAMU TeKylLlero cratyca

HekoTopble cTpaHuubl (Mnu nons Ha ctpaHuuax) WEB-uHTepdelica
npegHasHadeHbl TONbKO ANs 0TobpaxkeHnst AaHHbIX 0 paboTe KOMMyTaTopa.
OTobpaxaemble 3HAYEHNS Ha 3TUX CTpaHuMUax npegHasHayeHbl TOMbKO A1is
YTEHUS U He MOryT OblTb M3MEHeHbl (Hanpumep, Mofs KONOHKM State Ha
PUCYHKE HUXE).
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cooa oo ot
T T s 10 Q  Jlink down
N
- Switch
#{_] System Configuration
#(_] Port Configuration Item [Community Name |[ReadWrite / state
#{_) MAC Binding New v | v
®J MAC Filter 1 public I ReadOnly \ active /
#(_] VLAN Configuration N

Refresh Apply Delete Help
=3 SNMP Configuration

B Community Name

) TRAP Target
#(1 ACL Configuration
{1 QOS Configuration
#{] IP Basic Configuration
#{_] AAA Configuration
#{_] MSTP Configuration
#{_1 IGMP SNOOPING Confi
#{_] GMRP Configuration
#{_1 EAPS Configuration
#{_] RMON Configuration
#{_] Cluster Management Vv

[ >

11. OnucaHue pasgenoB meHo WEB-uHTepcenca
KOMMyTaTopa
11.1 NnaBHasa cTpaHuua WEB uHTepdenca

Mocne Toro, kak 6blnn BBeAEHbI KOPPEKTHbIE AaHHbIe AN Bxoaa (no
YMOn4aHuio Umsi nonb3oBaTens: admin, naponk: admin),

Authentication Required @
0 http://192.168.0.1 is requesting your username and password. The site says:
“Networks"

User Name: m

Password: eeese

| ok || cancel |

KOMMyTaTop oTobpasunT rmasHyto cTpaHnuy WEB-uHTepderica ynpasneHus
KOMMYyTaTopom (puc.):
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2 4 s 8 e
[ ==l = link up
ceeoe s
- Switch y ot
# ] System Configuration 5 — —
I ystem it Managed Switch 495
#{_ Port Configuration S ONED s ekt
# MAC Binding System Version Managed Switch 4.9.5
%) MAC Filter Num Network Interfaces 10
Serial Number 0282019000
# ] VLAN Configuration SR ABE O TASES
#_J SNMP Configuration 1P Address 192.1680.1
#_] ACL Configuration System Start Time 0-Days 0-Hours 2-Minutes 53-Seconds
%] QOS Configuration System Date Time 2020/01/01 00:02:48 (Format: YearMonth/Day Hour:Minute: Second)
System Name Switch
# (] IP Basic Configuration
#_1 AAA Configuration i Tocaton
#_1 MSTP Configuration
# ] IGMP SNOOPING Confi =
#_) GMRP Configuration
#{_) EAPS Configuration
Refresh Help
# ) RMON Configuration
# (] Cluster Management
# ) Log Management

11.2 MoHuTopuHr gatumkoB (Industrial Switch Monitoring)

i Managed Switch

= 4 Indusirial Switch Monitoring
) Industrial Switch Monvtoring

# () System Configuration

# () Port Configuration

Ring Control

on ®of

Ring Status
Stop

#{J MAC Binding System Temperature ('C) _System Temperature Upper System Temperature Lower
# L MAC Fiter 65 (60 - 10 60-1
(1) VLAN Configuration Amblent Temperature Upper Ambient Temperature Lower
# (L) SNMP Configuration &5 (80 - 10 20 (60-100°C)
#{_) ACL Configuration Ambient Humiasity Upper System Power Upper

#{) QOS Configuration 80 [ ©-8

#(_J IP Basic Configuration
#{_J AAA Configuration

Power In (Master

Save\V2)

System Current (A}

Siave V2 Voltages (V) System Power (W)
%1 MSTP Configuraton h
# ) IGMP SNOOPING Configuration Normal Power Failure or No Input
%) GMRP Configuraion Sysem 33V System 15V
# (3 EAPS Configuration «
1 RMON Confguration Alaem input Configuration Upload Fault Message
923 Clinel Manosnie Alaim Detection Method Ciosa Port Reboot Port
(1 ERPS Configuration ST
# ) Log Management 991z 0e13
(o it Nomal oty Normai
o177
ge o
Alsrm Output Configuration Upload Fauit Message
Alarm Output Mode Port Failure | Executive Action System Conaition Fallwre | Executive Action
C System Temperatire
C \mbient Temperature
Ambent Hemidty
C ystem Power Overicad
Close v - Normal Normal

ystem 1.2v
Alarm Input

refresh Restore Default
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Ha paHHon ctpaHuue WEB wuHTepdenca kommyTaTtopa HaxoasiTcs
OaHHble C AaTYMKOB TemnepaTtypbl, BIaXXHOCTU U T4.

Kpome Toro, 3gecb Takke npeacrtaBrieHa BO3MOXHOCTb HACTPOMKU
CLieHap1eB pearnpoBaHuns MOPTOB KOMMyTaTopa Ha pasfnyHble COObITUS.

Ring Control — npn aktMBauum (on) No3BonsieT OTCreXnBaTb OOHapyXeHne
KONbLEBOW TOMOSOMMU B CETU.

System Temperature — none oTobGpaxkaeT Tekyllylo TemnepaTypy Ha
LieHTpanbHOM YuMne KoMMyTaTopa.

System Temperature Upper — 3HayeHne TemnepaTtypbl U3 AuanasoHa Ha
LUEeHTpanbHOM 4une KoMMmyTaTtopa, Mpy MPEBbLILEHWM KOTOPOro MoAaeTcs
curHan (ecnu HacTpoeH) Ha Bbixog ALARM kommyTtaTopa.

System Temperature Lower — oTpuuatensHoe 3HadeHne Temnepartypbl u3
AvanasoHa Ha LEeHTParbHOM uyune KOMMyTaTopa, Npu MOHWXEHWM KOTOpPOro
nogaeTcsa curHan (ecnu HacTpoeH) Ha Bbixod ALARM kommyTaTtopa.

Ambient Temperature — none otobpaxaeT TeKyLlyt TemnepaTtypy Ha
BHELWHEeM nogkrnu4vyaeMoM K KOMMYyTaTopy AaTyuke.

Ambient Temperature Upper — 3Ha4yeHne TemnepaTtypbl U3 gvanasoHa Ha
BHELLHEM MOAKMoYaeMoOM K KOMMYyTaTopy pAaTyuke, Mpu MNpPeEBbILLIEHUN
KoToporo nogaeTtca curHan (ecnn HactpoeH) Ha Bbixog ALARM
KoMmyTaTopa.

Ambient Temperature Lower — oTpuuaTenbHoe 3HayeHne TemnepaTypbl 13
OnanasoHa Ha BHELWHEeM MNOAKMNIYaeMOM K KOMMyTaTopy pAaTtyuke, npu
MOHWKEHWUN KOTOPOro nogaeTcs curHan (ecnv HacTpoeH) Ha Bbixod ALARM
KOoMMyTaTopa.

Ambient Humidity — none otobpaxaeT TeKyLLyl BMaXXHOCTb Ha BHELLUHEM
MOAKMOYaeMOM K KOMMYTaTopy AaTumke.

Ambient Humidity Upper — 3HayeHue BRaXHOCTM W3 [JuanasoHa Ha
BHELWHEM MOAK/MIOYAEMOM K KOMMYyTaTopy gAaTyvke, MNpy MNpPEeBbILLEHUN
KOoTOoporo nogaetcsa curHan (ecnn HacTpoeH) Ha Bbixog ALARM
KOMMyTaTopa.

System Power Upper — 3HadyeHue MowHocTM POE u3 guanasoHa, npu
NpeBbILLEHMN KOTOPOro noJaeTcsa curHan (ecnu HacTpoeH) Ha BbIXoA
ALARM kommyTaTopa.
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Power Type — none otobpaxaeT TUM NuTaHus.

Power In (Master V1, Slave V2) — none otobpaxaeT NOAKMIOYEHHbIE K
KommyTaTtopy 6noku nutaHms. OcHoBHoW — V1 1 pesepBHbIn — V2.

System Current (A) — none otobpaxaeT Tok B AMnepax, notpebnsemMbin
KOMMYTaTOpOM.

Master V1 Voltages (V) — none otobpaxaeT 3HayeHue HanpskeHus B
BonbTtax Ha 0OCHOBHOM GroKe NUTaHUS.

Slave V2 Voltages (V) — none oTobpaxaeT 3HayeHWe HanpskeHus B
BonbTax Ha pe3epBHOM G1oke NUTaHMS.

System Power (W) — none oTtobpaxaeT Tekywyw noTpedbnsaemyio
KOMMYTaTOPOM MOLLIHOCTb B BaTTax.

System 3.3V — none otobpaxkaeT 3HayeHne CUCTEMHOro HanpshkeHust 3.3V
Ha nnaTe KoMmyTaTopa.

System 1.5V — none otobpa)kaeT 3Ha4YeHne CUCTEMHOro HanpsbkeHus 1.5V
Ha nnarte KomMmyTaTopa.

System 1.2V — none otobpa)kaeT 3Ha4YeHNe CUCTEMHOro HanpsbkeHusa 1.2V
Ha nnarte KomMmyTaTopa.

Pasgen Alarm Input Configuration no3BonseTr HacTpauBaTb
clueHapuii paboTbl MOPTOB KOMMYyTaTopa Mpu MOMyYeHUW cuUrHana TpeBoru
Ha Bxoge Alarm.

Alarm detection method — BbiGop nopora cpabaTtbiBaHuA

v OFF - Bxog Alarm oTknto4eH

v' Low level alarm — cpabaTbiBaHWE NpW HU3KOM YPOBHE HamnpsiKeHUs
Ha Bxoge Alarm (low level < 5V)

v'High level alarm - cpabaTbiBaHWe NpW BbICOKOM YPOBHE HaMPSHKEHUS
Ha Bxoae Alarm (57V >high level >5V)

Alarm Input Configuration Upload Fault Message

Alarm Detection Method Close Port Reboot Port
gel/l L gel/2
¥ gel/l Ll getR2 gel/3 L gel/d
gel/3 = get/4 Alarm get/5 [ getl6
gel/5 L gel/6 ge1/7 |l ge1/8
Low Level gel/7 L gel/8 ge1/9 [ ge1/10
High Level get/11 gel1/12

Close v Alarm
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Close port / Reboot port — Bblbop cLeHapusa paboTel MOPTOB Npu
nonyyeHnn curHana TpesBoru, BblibpaHHble NOPTbl MOryT ObiTb OTKIHOYEHbI.
Mpu OTKNOYEHMM curHana TPeBOrM BblIOpaHHbIe MOpPThl MOryT ObiTb
aBTOMATUYECKM BKITHOYEHbI UMW Nepe3arpyXeHsbi.

Alarm Output Configuration -no3sonsieT 3akpbiBaTb Ang Tpaduka,
nepesarpyxaTb WNM OTKNIOYATb MOPThl, 3aMblKaTb/pa3mblkaTb KOHTAKThI
penenHoro Bbixoga Alarm B cnyyae noBbILLEHUSA TemMnepaTypbl HA OCHOBHOM
yune, Ha BHeELWHeM AaTyuke, OTKIOHeHUss OT Hopmbl  (DC37-57V)
HanpsikeHus Bl nnn otkntoveHns ogHoro ua bIl.

Alarm Output Configuration Upload Fault Message

Alarm Output Mode Port Failure Executive Action System Condition Failure Executive Action
@gelil ¥ get/1P
ge12 [ geli2P ¥ System Temperature
get/3 [ get3P ¥ Ambient Temperature
get/d [ ge1/ap ) Ambient Humidity
get/5 [ get/5P I System Power Overoad Slave V2 Voltages
Cioss = ge1/6 [ ge1/6P gel/1 ge1/1P Failre | ¥ Master V1 Voltages Alarm Input
get/7 [ get/TP Alarm ¥ Slave V2 Voltages Alarm
Alarm (Often Close) 9818 L ge1/8P  System 3.3v
Alarm (Often Open) geli9 ¥ System 1.5v
Alarm Impuise get/10 9 System 1.2v
gel/11 ¥ Alarm Input
geli12

refresh Apply Restore Default

Alarm Output Mode — Pexum paboTtbl Bbixoga Alarm (BknoyeHve /
OTKIMYeHne, apyrme pexvmMbl paboTol).
- Close - BbIxoa Alarm oTkmnto4eH
- Normally closed — npu cpabaTbiBaHWM «CyXON KOHTAKT» 3aMblKaeTCs
- Normally open — npu cpabaTbiBaHMN «CyXON KOHTaKT» pasmblkaeTcs
- Cycle alarm - npu cpabaTbiBaHUM «CYXOW KOHTaKT» Nepuoguvecku
3amblkaeTcs

Port status monitoring — NO3BONSET KOHTPONMPOBaTb COCTOSHME
noptoB (B T.4. POE) kommyTatopa. Npn BO3HWKHOBEHWM cOOeB B paboTe
MopTOB NOJaeTcs curHan TpeBoru, Mpu HopManusauum paboTbl MOpPTOB
TPEBOXHbIV CUrHaN OTKIoYaeTcs.

System Condition Failure - nossBonsieT KOHTpONMpoBaTb Takue
OLWMBKN COCTOSHUSI CUCTEMbl Kak TemrepaTypa KOMMYTaTopa, BHELUHSS
Temneparypa v BNaXHOCTb, NapaMeTpbl MUTaHMSI.

[nsa Toro 4tobbl OGHOBUTH 3HAYEHUs] TEKYLLMX NMapaMeTPOB B MCMONb3ynTe
kHonky Refresh.

[na noaTBepXXAEeHMSA NPOYNX HAaCTPOeEK — KHoMKy Apply.

[na Bo3BpaTa BCEX HACTPOEK Ha 3TOW CTPaHMLE K UCXOOHbIM — KHOIMKY
Restore Default.

B MpunoxeHun A (ctp.106) npuBeaeH npumep ucnonb3oBaHua Bxoga Alarm
Input KOMMyTaTOPOB Cepun ILS ¢ BHELLHUM OAaTYNMKOM BCKPLITUSA.
31

SEC.RU KopoTkuii nyTb K MHcbopmaLmm Cka4aHo c sec.ru




11.3 System Configuration (KoHcmrypauma cuctembl)

11.3.1 Basic Information (O6wasa nHdopmaums)

2 4 € 8
[l alalal] 0O linkup
@ disable
[ s I = I & R o[ofolc] =
13 5 7 s 10 0O link down
~
- Switch
= System Configuration
B Basic Information System Description Switch 3.3 9
B Sserial Information System Object ID 1.36.1.4.1.36293.1000
&) User Management System Version Switch 3.3.9
B Safe Management Num Network Interfaces 27
B) SNTP Configuration System start time 0-Days 0-Hours 3-Minutes 39-Seconds
= System Name 5
B Current Configuration
B Configuration File
& File Upload System Location
B system Reset
(1 Port Configuration Sy Consict
#_J MAC Binding
=] MAC Filter

+ (] VLAN Configuration
#(J SNMP Configuration

#{_) ACL Configuration

() QOS Configuration

%] IP Basic Configuration v/

Refreshl | Apply Help

N P ettt

l.(.. >

v' System Description (OnucaHue cuCTEMbI) COAEPXKMT 0OLLYHO
MHGOPMALIMIO O CUCTEME;

v' System Object ID (MaeHTUmMKaTOp CUCTEMbI) OTOOpaXkaeT ceTeBoM
naeHTUgmKaTop CUCTEMBI;

v' System Version (Bepcusi NpoLLMBKK) OTOBpaxxaeT TEKYLLYIO BEPCUIO
YCT@HOBMEHHON Ha KOMMYTaToOp MPOLLMUBKY;

v" Num network interfaces (KonnyectBo nopToB B KOMMYyTaTope)
oTobpaxkaeT KONMYECTBO BCEX MOPTOB AN COEANHEHUS C CETbIO;

v' System start time (Bpemsi 3anycka cuctembl) 0TobpaxaeT CKOMNbKO
BPEMEHW NPOLUIIO C MOMEHTA BKITHOYEHUS;

v' System name (Mmsi KOMMyTaTopa) oToGpakaeT UMs KommyTaTopa.
Monb3oBaTenb MOXET NepeuMmeHoBaTb KOMMYTaTOP;

v' System location (MecTtononoxeHvue kommyTaTopa) oTobpaxaeT
dmamnyeckoe MEeCTOMNONoXeHne KOMMyTaTopa. 3apaeTcs
nonb3oBaTenem;

v' System Contact (KoHTakTHble faHHble) oTobpaxaeT wuMms

BNnagenbla 1 ero KOHTakTHble AaHHble. 3agaeTcs Nonb3oBaTenem.
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11.3.2 Serial information (MUH¢popmaumsa o RS 232/485 nopTte ansa
ynpaBrneHusi KOMMyTaTopoM)

I

3 Switch

=<3 System Configuration
8 Basic Information
[ Serial Information
8 user Management
(B Safe Management
&) SNTP Configuration
B Current Configuration Refresh Help
|8 Configuration File
B File Upload
B System Reset

#_] Port Configuration

(] MAC Binding

#_] MAC Filter

#] VLAN Configuration

#_] SNMP Configuration

%] ACL Configuration

#{_] QOS Configuration

#_1 IP Basic Configuration v

DY AAA AncBecontinn

>

Baud Rate |lo600
Character Size 118
[Parity Code |[None
Stop Bits 1
Flow Control |INone

HaHHas cTtpaHuua WEB uvHTepderica cogepxuT psid napameTpos,
KOTOpble HeoOXooMMbl ANS YNpaBfeHUst KOMMyTaToOpoM 4Yepes3 MHTepdenc
RS232/485 wcnonb3ysa nopt CONSOLE. lNMpn ynpaBneHnv KOMMYTaTOpOM
yepe3d HyperTerminal y6eguntecb, 4TO HACTPOMKM COOTBETCTBYIOT

npmeeaeHHbIM Ha aTon CTpaHuue 3Ha4eHnaMm.

v' Baud rate — ckopoCTb nepegayv gaHHbIX
Character Size — konmM4ecTBo OUT JaHHbIX
Parity code — yeTHOCTb

v
v
v' Stop bits — cTonoBble 6UTHI
v

Flow control — ynpaBneHvue noTokoMm
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11.3.3 User Management (UHdopmaumsa o nonb3oBaTensx)

2 4 6 @
aoan @ fnkw
coon o o e
T3 s 7 s 10 0 link down
~
- Switch
={ 3 System Configuration
B Basic Information Item _|[User name [Old password [New password [Re-enter password |[Privilege
5 Serial Information l New v | )

5) User Management [
) Safe Management
E) SNTP Configuration
&) Current Configuration
B Configuration File
8 File Upload
5 System Reset
#{_1 Port Configuration
(] MAC Binding
# (] MAC Filter
#{_] VLAN Configuration
#{_] SNMP Configuration
#{_) ACL Configuration
#{ ] QOS Configuration
#{] IP Basic Configuration v

VIARA PRl

[iEe >

1 admin || " i [ Privilege

Refresh Apply Delete Help

Ha aTov cTpaHuue MOXHO W3MeHUTb/3adaTb HOBbI naponb (new
password) Ons Tekywlero nonb3oBaTend, W3MEHUTb MNpaBa JocTyna K
ynpaBneHuto kommyTaTopoM (privilege) n gp.

Maponu HyXHO BBOAWUTL C y4yeToM pernctpa. OHM MOryT cogepXxaTtb 40
16 cumBornoB. [Ans BBOAa napons HeobXOAMMO ABaXAbl BBECTU HOBbIV
naponb B none New Password n B Re-enter Password. [nsa Toro, 4to0bl
N3MEHEHWs1 BCTYNUNN B cuny, Heobxoanmo HaxaTb kHonky Apply (MpuHaTs).
Mocne aToro none3oBartento noTpebyeTca 3aHoBO BonTU B WEB nHTepdenc,
NCNonb3ys HOBbIV Naposib.

C nomowpblo HacTpoeK Ha 3TOM CTpaHuue Mofb3oBaTeNb MOXET
3agaTb MHOrononb30BaTeNbCKUA PEXUM YMpaBneHUs KoMMmyTaTopom (multi-
user).

Ona ynpasneHuns 4depes Telnet 1 WEB ans nonb3oBaTtens AOMKeH
ObITb BbIOPAH MHOrOMNONL30BaTENBCKUA PEXUM.
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11.3.4 Safe Management (ynpaBneHue 6e30MacHOCTbLIO)

s

]
(=]
9 0o 8o

DD~

- Switch
=‘J System Configuration

%) Basic Information (Acl Group Must Exist, and range in 1-99)
Serial Information Service Type Management State || Aci Group

User Management v Enable Vv

Safe Management http Enable 0
SNTP Configuration snmp_ l WEr'v’ab\re 0 I
Current Configuration telnet Enable 0
Configuration File
File Upload
System Reset
#{_1 Port Configuration
#{_J MAC Binding
# () MAC Filter
#{_] VLAN Configuration
#{_1 SNMP Configuration
#{1 ACL Configuration
#{_1 QOS Configuration
‘ #( IP Basic Configuration v

Refresh Apply Help

o (5 oy (o (o5 5 (o5 (8

WA R P eorsiiies

L < >

Ha paHHOM cTpaHuue HaxodsaTCsd HaCcTpoWKM, Mo3BonsoLme
agMuHUCTpaTopy rMmMbKo ynpaBnsaTb JOCTYNOM K YNPaBAeHU0 KOMMYTaToOpoM
(WEB, TELNET wnnn SNMP) Ha ocHoBe ACL (nuct ynpaBneHus goctynom)

EcTb  BO3MOXHOCTb MOMHOCTBIO  OTKMOYUTL  yrpaBneHune
KOMMYTaToOpOM A5is1 KOHKpeTHoro metoga ynpasneHus (WEB, TELNET unu
SNMP). Tlo ymonyaHuio ynpaBneHve C MOMOLUBbIO Kakgoro Metoga
paspelleHo n ACL omnbTpaumsi He NpUMeHsieTCs.

AOMUHUCTpPaATOP  MOXET  YaCTUYHO  3anpeTuTb  ynpasreHue
KOMMYTaTopoM C MOMOLLbI OAHOrO UMW HECKOMbKUX MEeTOAOB, UCMOMb3yS
ACL cunbtpauutio.

Mpn npumeHeHmn ACL dunbTpaunm gns  Kaxgoro metoda
ynpaBneHus HeobxoAMMoO ykasaTb 3TOT MeTod B Chucke Sservice type, a
3atem Bblbpateb ACL ot 1 go 99. naeBHoe ycnoBue — BbibpaHHbI ACL
[OIDKEH ObITb CO3[aH 3apaHee.

O6patnTe BHUMaHWE, ecnn agMVHUCTPATOP 3aKpOeT BO3MOXHOCTb
ynpasnate KommyTatopom no WEB, aTa cTpaHuMua C HacTpomkamu
nepectaHeT ObITb [JOCTynHa. Torga MOXHO BOCMOMb30BaTbCA  OPYrUM
MEeTOZ0M yrnpaBrieHus, Hanpumep Yepes Telnet unu SNMP.
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11.3.5 SNTP Configuration (HacTpowka npoToKkona CMHXpPOHU3aLumu
BpeMeHMN)

3 Managed Switch
&4 Industrial Switch Monitoring
) Industnal Switch Monitonng
<3 Systom Configuration
8 Basc Information
) Serial Information Server IP Address 3

Server IP Address 1
Server P Address 2

) User Management Time Interval (second)
5 Safe Management

P Time Zone

%) SNTP Configuration 2

8 Jumbo F'::i Configuration Enable Sas Dsable v
B Save Current Configuration Last Update Time

8 Configuration File System Date Time

3 File Upload —_— —

) System Reboot
%1 Port Configuration
3 MAC Binding
1 MAC Filter
%1 VLAN Configuration
# 3 SNMP Configuration
%1 ACL Configuration
#(2 QOS Configuration
® 1 1P Basic Configuration
%1 AMA Configuration
# 1 MSTP Configuration
%1 IGMP SNOOPING Configuration
%1 GMRP Coniguration
1 EAPS Configuration
%) RMON Configuration
1 Ciuster Management
%) ERPS Configuration
# 1 Log Management

Ha panHon ctpanuue WEB nHTepdeinca npegcraBneHbl HaCTPOWKK
ONS  CYHXPOHM3auuM BpPEeMEeHM KOMMyTatopa C OOHMM M3 CepBepoB C

ucnonb3osaHneM npotokona SNTP.

v"  Server IP Address 1, Server IP Address 1, Server IP Address 1 —
nona nns ykasaHust |IP agpecoB cepBepoB, C KoTopbiMu Gyget

npoBoAguUTCA CUHXPOHU3auun4.

v' Time Interval — nHTepBan CUMHXpPOHM3aUMU B cek. 1o ymonuyaHuio

3HadeHune — 1800 cek.
v" Time Zone — BbIGOp YacoBoro nosica.

Refresh — 0OHOBUTbL 3Ha4YeHUS A9 OOHOBNAEMbIX Nonen

Apply — NpYHATE HACTPONKM.
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11.3.6 Jumbo Frame Configuration (Bbibop pazmepa Jumbo nakeToB)

I Managed Switch
=<3 Industrial Switch Monitoring
[8) Industrial Switch Monitoring
=3 System Configuration
[ Basic Information
8 Serial Information Refresh Apply Help
[8) User Management
) Safe Management
[E) SNTP Configuration
[8) Jumbo Frame Configuration
) Save Current Configuration
) Configuration File
8 File Upload
[8) System Reboot
() Port Configuration
() MAC Binding
() MAC Filter
{21 VLAN Configuration
(23 SNMP Configuration
# () ACL Configuration
#{) QOS Configuration
#{_] IP Basic Configuration
© (1] AAA Configuration
#{) MSTP Configuration
# {1 IGMP SNOOPING Configuration
# (2] GMRP Configuration
#{_1 EAPS Configuration
{7 RMON Configuration
# (] Cluster Management
#{J ERPS Configuration
#{1 Log Management

Jumbo Frame Bytes 11522 (1522-16383)

Ha paHHon cTtpaHmue WEB wHTepdeinca Haxogutcs none nns
yKasaHus pasmepa obpabaTbiBaeMbIx NaKeTOB.

Mpu pabote ¢ multicast Tpacmkom (Hanpumep, HDMI no Ethernet)
pekoMeHayeTCs BbICTaBNATbL 3HavYeHne He meHee 10240 bawnr.

v' Jumbo Frame Bytes — none B KOTOpPOM 3ajaeTcs pasMep
obpabaTbiBaembix nakeToB. [loCTynHble 3HayeHue B guanasoHe OT
1522 no 16383 bawnt. 3HauyeHne no ymonyaHuio — 1522,

Refresh — 0OHOBUTbL 3Ha4YeHUS A9 OOHOBNAEMbIX Nofnen

Apply — NpUHATL HACTPONKMN.
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11.3.7 Current Configuration File (MpocMoTp TekyLwien KOHdUrypaumm)

2 4 L} 1]
cooon &
AL KA O finkdown
A ~
- Switch
={3 System Configuration Save Help
& Basic Information !
B Serial Information username admin enc-password €€8 BE=H {LEM 1S privilege
|
8 User Management vian database
- |
< sl spanning-ree mst confguraton
B onfiguration |
8 Current Configuration interface vian1
B b ip address 192.168.0.1/24
Configuration Fie ipv6 address fe80: 2a7-c1ff fed3:c501/64
8 File Upload !
interface ge1/1
£ System Reset )
# () Port Configuration interface ge1/2
|
LI MAC Bindng interface ge1/3
#{_1 MAC Filter ]
#(_) VLAN Configuration :mevface gel/d
| #(2 SNMP Configuration interface ge1/5
. ¥ AAA P irmbine ! v
=€ > interface ge1/8

Ha aton cTpaHuue MOXHO NpOCMOTPETb TEKYLLYI KOHUrypaumo
KOMMyTatopa B BuAe TEKCTOBOM MHdopMauuun. KHomka Save (coxpaHuTb)
NO3BOSIUT COXPaHUTb TEKYLLY KOHuUrypaumio KoMmmyTatopa B NaMATb
KOMMyTaTopa.

Mockonbky 3anucb carna TpebyeT yaanenusi/aanucu Ha FLASH

namMmATb KOMMYTaTopa, onepauna MoXeT 3aHATb onpeaeneHHOoe BpeMA.
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11.3.8 Configuration file (CtapToBas KOHUrypaums, coxpaHeHue
c¢hanina c HacTporkamm)

15

i Switch
=" System Configuration (Delete the Configuration File or Download the Configuration File to your local computer)
&) Basic Information
5 Senal Information
) User Management
B) Safe Management
B) SNTP Configuration
B Current Configuration
B Configuration File
B File Upload
£) System Reset
#_1 Port Configuration
#_1 MAC Binding
#{_) MAC Filter
#{_ VLAN Configuration
#_1 SNMP Configuration
#_] ACL Configuration
# 1 QOS Configuration
41 IP Basic Configuration v

Download Delete Help

VAAA AanBaimtian

[

CrapTtoBag koHdurypaums npeacrasnset cobon gans, 3annucaHHbIn
BO FLASH namsatn kommyTtaTtopa. Korga kommyTaTtop 3amnyckaeTcs U He
HaxoauT 3anucaHHbIi paHee awn kKoHdwurypauun Bo FLASH namsatw,
YCTPOWCTBO MCNOMb3yeT dhanin ¢ HacTporkamu rno ymonydanuio (default).

KHonka Delete (yganutb) no3BonsieT Bbi3BaTb UanoroBoe OKHO, rae
OyneT npeanoxeHo ypanutb Tekywui dann koHdurypauum mns FLASH
namatn. Ecnu Bbl nepegymanu S9To AenaTtb, HaxmuTe kHonky Cancel
(oTmeHa).

KHonka Download (ckauvMBaHMe) ucnonb3dyetcs AOns CKkavymMBaHus
KOH(purypaumoHHoro garna Ha K n3 namsatu kommyTtaTtopa. B guanorosom
okHe Bblbepute SAVE (coxpaHuTb), a 3aTtem nyTb K katanory ¢ dannamu

KoHGurypaumu. Mo ymonyaHuio nvsa danna switch.cfg
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11.3.9 File upload (3arpy3ka ¢hanna ¢ HacTponkamm)

2

(=]

(=]
1

DD~

c 8
oo
(ol
5 7

i

s 10

i Switch
=" System Configuration (Upload the Configuration File or Firmware File from your local computer to the switch)
5) Basic Information
B Serial Information
B User Management
B Safe Management
& SNTP Configuration
8 Current Configuration ST
® Configuration File
B File Upload
E) System Reset
#_J Port Configuration
4] MAC Binding
#1_1 MAC Filter
#_1 VLAN Configuration
#{_] SNMP Configuration
#_] ACL Configuration
#(_) QOS Configuration
# ] IP Basic Configuration Vv

S AAR A s

>

Upload Help

Ha aToi cTpaHvue npeacTtaBneHa BO3MOXHOCTb Af15 3arpy3ku paHee
Co34aHHbIX annoB KOHUrypaumm B namaTb KOMMyTaTopa.

HaxmuTte kHonky Path (nyTb), 4To6bl BbLIGPaTh HyXHbIN hann ¢
kKoHdurypauuen Ha [1K. [danee, nocne Bbibopa Heobxoammoro canna
HaxkmuTe kHonky Upload (3arpy3uTtb). ®ann gormkeH umeTtb pacwumpenue .cfg

Ecnu y Bac ecTb gann npowwmskm kommytatopa (Firmware File), To
npu HeoOXOAMMOCTM €ero Takke MOXHO 3arpy3unTb. Pan JOMmKeH UMeTb

paclumpeHue .img

A Bo Bpems 3arpysku danna koHdwurypauum B NaMsTb
KoMMyTartopa He nepexoaurte Ha Apyrve ctpaHuubsl WEB nHTepdenca, He
nepesarpyxante U He OTKMYanTe KOMMyTaTop, MHa4e HacTPoWnku OyayT
3anucaHbl ¢ owmbkamu, 4YTO MOXET noBneyb 3a cobon cbom B pabote

KOMMYyTaTopa.
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11.3.10 System Reset (Mepe3arpy3ka kommyTatTopa)

cep
= 3
i

- Switch ys ‘
=" System Configuration Reset Help
£ Basic Information
8 Serial Information
) User Management
&) safe Management
Z) SNTP Configuration
&) Current Configuration
8 Configuration File
8 File Upload
%) System Reset
#_] Port Configuration
#{_] MAC Binding
#{_) MAC Filter
#(_] VLAN Configuration
#_1 SNMP Configuration
4] ACL Configuration
#(_) QOS Configuration
#_1 IP Basic Configuration v

MR AAR =R

[ >

Ha paHHom cTpaHvue WEB wuvHTepdbenica npepoctaBnsercs
BO3MOXHOCTb Mepe3arpy3ntb kommyTaTtop. [Ond 3Toro HaxmuTe KHOMKY
Reset (nepesarpyska). B nosiBuBLIEMCSA OnManoroBoM OKHE noaTBepauTe
cBoe genicteue kHonkon OK unvM OTMEHUTE ero ¢ nomoLlbio kHomku Cancel

(oT™meHa).
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11.4 Port configuration (KoHdurypupoBaHue nopToB)

11.4.1 Common Configuration (bazoBas koHdUrypaums nopTos)

Ha aton cTpaHuubl npeacTtaBneHa MHGOpMauus Mo Kaxgomy u3s
noptoB koMMyTaTopa. [lonb3oBaTenb MOXET MEHATb CKOPOCTb, BKMYaTb
UNKn OTKMYaTb TOT UMM MHOW NOPT, NpocMaTtpuBaTe 6a3oByo MHGOPMaLMIO.

[lns HacTpoOMKM KOHKPETHOro noprta Heobxogumo BbibpaTb ero
HasBaHve M3 BbinagatoLero cnucka. Mo ymonyaHuio Bce NOPTbl BKITHOYEHbI
(UP), 4Ttobbl BbIKNIOYUTE MNOPT Heobxogumo BbibpaTb nyHkT DOWN
(BBIKIMIOYMTB) U NPUMEHNUTL U3MEHEHUST KHOMKoM Apply (NpuHATL). Takum xe
0o6pa3oM BbIOMPAETCA U 3HAYEHUsSI CKOPOCTUM AN BbIbpaHHOro nopra.

Ecnun ansa kakoro-nubo nopta BbibpaTth Full-10 (Ckopocms nepedayu
10 M6um/c, Qdyrinekc), TO NOPT MNEPEKMNIOYUTCS B PEXUM YBENMUNYEHUSA
AanbHOCTW nepefayun curHanos Ao 250M. Takke nopTbl MaTpuLbl CIOCOGHbI
aBTOMAaTUYECKN MNEPEXOAUTb B 3TOT PEXUM MPU MOAKMHOYEHUN K FIUHUK

anvHon 100-250m, obmeH AaHHbIMM nopaepxuBaeTcs Tonbko ¢ Uplink

noptamu.
2 4 6 8
anoa b
[~ = 1« I « B [ofolo] :
T3 5 7 s 10 0O link down
~ ~
 Switch Port Configuration /St
#{y System C i y
E<N Port C: ) ‘pon; ( v"|lﬁnnex: OHF'on Type: UnknownHMAC Address: DOO0.0000.00MHDescripuon:]
B Commen Configuratio
) Port Statistics lsla(e: “ [Down V] Hset Rate: H Auto-Negotiate V|
S FE g Refresn] [ Apply Help
) Broadcast Storm
B Port Ratelimit Port Name Admin State Oper State Bandwidth VLAN Mode Default VLAN
B Protected Port gel/1 Up Down Unknown Access 1
Learn Limit gell2 Up Down Unknown Access 1
B Port Trunking gell3 Up Down Unknown Access 1
Mirror gelld Up Down Unknown Access, 1
B DDM Information gells Up Down Unknown Access 1
#(3 MAC Binding gell6 Up Up Full-1000 Mbps Access 1
#{1 MAG Filter gell7 Up Down Unknown Access 1
(7 VLANC gel/8 Up Down Unknown Access 1
#(] SNMP C gel/9 Up Down Unknown Access 1
®C3 ACLC gel/10 Up Down Unknown Access 1
#(1 QoS C S gel/it Up Down Unknown Access 1
:‘ P ) ge1/12 Up Down Unknown Access 1 v
> gel/13 Up Down Unknown Access 1

Apply (NpUHATB) — COXpaHUTb U3BMEHEHUS B HACTPOMKaXx.

Refresh (06HOBWTL) - OGHOBUT 3HAYEHUSI HACTPOEK AN NOPTOB.
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11.4.2 Port statistics (CtaTuctuka pabotbl NopTOB)

2 4 &
aooa o
cocoao aa LY o
v 3 8 7 s 0 O link down
~
‘3 Switch tatistics Information
B System C
=43 PortC [port: V|
& common Configuratio
B Port Statistics Port Statistics Information
) Flow Control Received Total Bytes Received Unicast Packets
) Broadcast Storm (ifinOctets) Num (ifinUcastPkts)
B Port Ratelimit Received Non-Unicast Received Discard Packets
B Protected Port Packets Num (ifinNUcastPkts) Num (ifinDiscards)
) Protected Por
B Learn Limit Received Error Packets Num Pacl':eelgerllv:: Uakonwan Erotcol
B Port Trunking (aErrore) (ifinunknownProtos)
B Mirror Send Total Bytes send Unicast Packets Num
) DDM Information (ifQutOctets) ((ifoutUcastPkts)
=] MAC Binding Send Non-Unicast Packets __Send Discard Packets Num
#C1 MAC Filter Num (ifOutNUcastPkts) (ifOutDiscards)
- Send E Packets N
#C1 VIAN G | Send Error Packets Num 0
#(] SNMP Configuration
= = Refresh Help v
< >

Ha aton ctpaHuue npeacraBneHa cBogHasi nHcopmaums no paborte
noptoB. [ns BblGOpa KOHKPETHOrO MopTa BOCMOMb3YWTECH BbiMaAaloLLEM
(nopT).

MeHio Port B Tabnuue HmxKe oTOGpasUTCa BCA [OOCTynNHas

MHdopMaLns:

- Received Total Bytes (konnyecTBo NpUHATBLIX 6awnT);

- Received Non-Unicast Packets Num (KOnMM4eCTBO MPUHATBLIX «HE
Unicast» nakeToB);

- Received Error Packets Num (KOnM4eCcTBO NPUHATBIX MaKeTOB C
owmnbkon);

- Send Total Bytes (konnm4ecTBO OTNpPaBreHHbIX 6anT);

- Send Non-Unicast Packets Num (KkonnyecTtBo OTNpaBfeHHbIX «He
Unicast» nakeTos);

- Send Error Packets Num (KonnyecTtBo OTMpaBMEHHbIX C OLUMOKON
nakeToB);

- Received Unicast Packets Num (konuyecTBO nomny4veHHbix Unicast

nakeToB);

43

(( )) SEC.RU KopoTkuit nyTk K nHchopmaLmnm CkauaHo c sec.ru




- Received Discard Packets Num (konn4ectBo «ApOnHyTbIX» MNakeToB
npu Nony4yeHum);

- Received Unknown Protocol Packets Num (konnyectso nony4eHHbIX
NakeToB C HEM3BECTHBLIM MPOTOKOSIOM Nepeaayn);

- Send Unicast Packets Num (konuyectBo oTnpaeneHHbix Unicast
nakeToB);

- Send Discard Packets Num (konmnyectBo oTbpacbiBaeMbiX NakeToB

npw oTnpaBeke).

11.4.3 Flow Control (ynpaBneHne noTOKOM Afisl MOPTOB)

HaHHas cTpaHuua nosBonseT HacTpavBaTtb dyHkumio Flow Control
(ynpaBneHue noTOKOM) ANs KOHKPETHOro nopTa.

Ytobbl BKNOUMTE wnAM  oTknmounTb  Flow Control  Bbibepute
KOHKPETHbIN NOPT U3 BbiNagatLwero MeHio, a 3atem coctosiHne ON (Bkn) munu
OFF (BblIkn.)

[aHHaa HacTponKka MOXeT BbINOMHATLCA Afs OTnpaBkM W Ans
nosnyyYeHns nNakeTos.

Bce nameHeHusa noateepxaatoTcs kHonkow Apply (NpyHATB).

2 4 6 8
coan o bk ey
cooaao 6ol e
1.3 8 7 s 10 QO link down
A N
- Switch
#{_) System C:
=<3 Port C ["“" V1|
B Common Configuratio
B Port Statistics [ Flowcontrot | ore >
® Flow Control
[® Broadcast Storm Refresh Apply Help
!] Port Ratelimit Port Name Flow Control State
® Protected Port gelll Off
B Learn Limit 912 off
B Port Trunking geld off
B Mirror gel/d Off
[® DDM Information gel/5 off
# (1 MAC Binding gell6 Off
[ #00 MAC Filter gell7 Off
*#1] VLAN Configuration gel/8 Off
#() SNMP Configuration ¥ gel/3 Off N
< > ge1/10 off
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11.4.4 Broadcast storm control (ynpaBneHue 3awmTton ot Broadcast

storm)
2 4 s
caooon R D
cooao oo & denine
13 8 7 s 10 QO link down
~ A
- Switch Broadcast Storm Contre
#{_] System C
=43 Port C: i Port: v
£ Common Configuratio
B Port Statistics [ Broadcast suppression Broadcast Ratelimit 0 (1-1024000 kbps)
)
Si{EoN Comel Multicast Suppression Multicast Ratelimit 0 (1-1024000 kbps)
B Broadcast Storm =
® Port Ratelimit DLF Suppression 0ff v DLF Ratelimit 0 (1-1024000 kbps)
Z) Protected Port Refresh Apply Help
B
i Port Broadcast || Broadcast Ratelimit Multicast Multicast Ratelimit OLF DLF Ratelimit
5 Port Trunking Name Suppression (kbps) Suppression (kbps) Suppression (kbps)
5 Mirror gel/1 Off 64 Off 64 Ooff 64
E) DDM Information gell2 Off 64 Off [ 64 Off 64
#{_] MAC Binding | _ge13 Off 64 Off 64 Off 64
#{_J MAC Filter gel/d Off 64 Off 64 Off 64
#(] VLAN C gells Off 64 Off 64 Off 64
(] SNMPC v gell6 Off 64 Off 64 Ooff 64 ]
< > gell7 Off 64 Off 64 Off 64 ot

Ha paHHOM cTpaHuue HaxodsaTCsd HaCcTpoWKM, Mo3BonsoLme
BKMIOYUTL UIM  BbIKNIOYUTL  3alUMTY OT BMUSHUSA LUMPOKOBeLLaTernbHbIX
(Multicast) naketoB n DLF nakeToB Ha nepegaBaeMbIi/noydaemMbin Tpaduk.

B Bbinagatowem cnucke PORT (mopT) BbiGepuTe HeoOXoAMMBIN
nopT, Bknounte unu Beiknoumte (ON mnnm OFF) 3awmty Ans KOHKPETHOro
Buaa naketoB Broadcast, Multicast unu DLF. Takke MOXHO 3aaTb CKOPOCTb
B K6ut/c ans koHkpeTHOro BMaa nakeTtos. DLF 1 Multicast ckopocTn JOmKHbI

ObITb 0OMHAKOBLIMW.
Refresh — 0OHOBUTbL 3Ha4YeHUS A9 OOHOBNAEMbIX Nofnen

Apply — NpUHATL HACTPONKMN.

45

\ )) SEC.RU KopoTkuit nyTk K nHchopmaLmnm CkauaHo c sec.ru




11.4.5 Port rate limit (OrpaHM4YeHue NPONYCKHOM CNOCOGHOCTU Ha
nopTax)

oeD
£

i Switch

#_1 System C
=3 Port Ci Port: b
Common Configuratio
Port Statistics Send Packets Rate Control 0ff kbps (1-1024000) Cancel | (Cancel Send Packets Rate Control)

Flow Control Receive Packets Rate Control |0ff kbps (1-1024000) Cancel (Cancel Receive Packets Rate Control)

Broadcast Storm

Port Ratelimit Refresh Apply Help

Protected Port

Learn Limit Dt Naame ]

Port Trunking

Mirror

DDM Information

#_] MAC Binding

#{_] MAC Filter

%] VLAN Configuration

#{] SNMP Configuration
< >

Send Packets Rate Receive Packets Rate
Control (kbps) Control (kbps)

L (o (5 (W (@ (85 (0 [ (w5 (0

Ha paHHOM cTpaHuMue MOXHO T[MBKO orpaHuymBaTb CKOPOCTb
npvema/nepegayn nakeToB Ha BblbpaHHOM nopTe. [Ona aToro BbibepuTe
nopT B Bbinagawwem cnucke PORT, a 3atem ykaxute 3HaveHue B Kout/c
ana ckopoctu nepepaum paHHblx (Send Packets Rate Control) n gns
ckopocTu npuema gaHHblx (Receive Packets Rate Control).

[na npyuMeHeHusa HacTpPoeK HaXXMUTe KHomMKy Apply (MPUHATB).

Ons OTMeHbl OrpaHWYeHWst MPOMYCKHOW CMNOCOBHOCTU HaXMWUTE KHOMKY

Cancel (oTmeHa).

Refresh — 06HOBUTb 3HaYeHUNA A1 OOHOBNSAEMbIX MOsemn
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11.4.6 Protected Port (3awuTta noptoB)

2 4 6 8 -
cooon & w
aooa o68as
v 3 8 7 s 10 0  link down
|
- Switch |
# (] System Configuration
B3 Port Configuraion [ [ Port Name Il Is Protected Port
B Common Configuratio [‘ et ] No
B Port Statistics | geli2 No
B Fiow Control ge1/3 No
B Broadcast Storm gel/d No
B Port Ratelimit [ gell5 No
8 Protected Port 0 gel/6 No
B Lear Limit r vy r No
B Port Trunking g
B Meror gel/8 No
| B DDM Information . ge’s No
| 3 (1 MAC Binding [ get/10 No
#(J MAC Filter [ get/11 No
‘ #{] VLAN Configuration | ge1/12 No
vl
#(_1 SNMP Configuration ‘ [ ge1/13 No U
< > [ natl14 I Ne

Ha paHHOM cTpaHunue MOXHO BblOGpaTb NOpT, KoTopbii Oyder
N30MN1poBaH OT ApPYrux.

M30nmnpoBaHHbIA  NOPT HEe MOXeT oObMeHMBaTbCA AdaHHbIMU C
OpYrvMY M30NNPOBAHHBIMK MOPTaMMU.

M3onupoBaHHbIi MOPT MOXeT obMeHMBaTbCA AaHHbIMWU TONbKO C
HEeM30NMPOBaHHbLIM MOPTOM/MOPTaMM.

Protected Port — nsonuposatb nopt

Unprotected Port — cHATb n3onaumio nopta

Refresh — 06HOBUTb 3HaYeHUNA A1 OOHOBNSAEMbIX MONemn
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11.4.7 Learn Limit (OrpaHnyeHue makcumasnbHoro konmyecrtesa MAC
ans pabotbl)

EDATS:S
aooa 2 b
(o1« I = I ~ B[00}
R T T s 10 0O link down
A ~
[y Switch ;
1 System Ci
=3 Port C Port: V|
& Common Configuration
B Port Statistics MAC Address Num Able To Learn: 0 (0-8191)
S Refresh Apply Cancel Limit Help
5) Broadcast Storm
B Port Ratelimit Port Name MAC Address Num Able To Learn
% Protected Port gel/l 8191
B Leam Limit gelR2 8191
B Port Trunking gel/3 8191
) Mirror gel/d 8191
%) DDM Information gell5 8191
1 MAC Binding gel/6 8191
%) MAC Filter gelf7 8191
41 VLAN Configuration geli8 8191
#() SNMP Configuraton ¥/ geld 8191
ge1/10 8191 v
JLLL< > —— ~——

Ha panHom cTpaHuue WEB wuvHTepdbenica npeacrtasneHa
BO3MOXHOCTb yMnpaBneHus MakcuMmarnbHbiM konmdectBom MAC agpecos, ¢
KOoTOpbiMK cnocobeH paboTtaTtb nopT. 1o ymMOnYaHWo 3TO 3HaYeHMe paBHO
8191.

Ons n3ameHeHus 3Toro 3HadeHus BbibepuTe NOPT B BbiMagatoLlem
MeHo Port (noprt), a 3atem B cTpoke MAC Address Num Able to Learn (makc.
konnyectso MAC agpecoB) yKaxute CBOe 3Ha4eHue.

[na npyuMeHeHusa HacTpoeK UCMonb3ynTe KHONKY Apply (MPUHATL),

Onsa otmeHbl — Cancel Limit (OTMEHUTb NMUMUT).
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11.4.8 Port Trunk Configuration (KoHdurypupoBaHue trunk’oB)

e

3 Switch

#_J System Configurabon

=/ Port Configuration Trunk Group 10 Trunk Method Able Config Port Member Port
& Comman Configuratio =
B Port Statstics n e ~
B Flow Control "
5 Broadcast Storm
B Port Ratelimit
) Protectad Port -
B Leam Limit sel/9 Create Trunk Group
8 Pont Trunking
B Maror
B DM Information

Set Trunk Method)| -«

#_J VLAN Configuration
#_J SNMP Configuration ¥
< >

Ha pgaHHoOW cTpaHuue npeactaBneHbl HACTPOMKK ANA KOHurypauum
Trunk nopToB. Bbl mMoxeTe obObeauHsaTb uUX B rpynnbl (arpernpoBaHue),
HasHa4yaTb ID ans nopta, MeHaTb cnocob Bbibopa Trunk u T4.

YTtobbl co3gaTh trunk Ans mopta vnM U3MEHUTb CYLLECTBYHOLLMNA
Heobxoammo BbiGpaTb ID oT 1 go 3. Ytobbl co3gath trunk rpynny Bbibepute
COOTBETCTBYIOLWMIA NaeHTUdUKaATOp U Haxmute KHomky Trunk ID Settings
(HacTtpovika ID gns trunk). [Ona HacTpovkm MeToda TpaHKMHra nopToB
BblOepuTe U3 BbiNAgaAlLWEro CnMcka HEODXOAUMBIN U HaXXMUTE Ha KHOMKY
Polymerization Settings.

Ons yganeHusa cywecTsylowen rpynnbl trunk MCnonb3ymTe KHOMKY
Delete trunk group (yganutb trunk rpynny).

B npouecce HacTporku, No KparHen mepe oauH trunk gormkeH ObiTb
ycTaHoBMeH, 4Tobbl Polymerization Settings Bctynunu B cuny. BeibpaHHbie
MeToabl co3gaHmsa Trunk’oB NPMMEHSOTCA KO BCEM rpynnam.

KommyTatop no3BonsieT ucnonb3oBaTb TpM MeToAda Cco3daHust
trunk’os:

- MerTog, ocHoBaHHbIN Ha ncxogHom MAC agpece;

- MeTtopn, ocHoBaHHbLIN HA MAC agpece HasHadeHus;

- MeTopg, ocHOBaHHbIN Kak Ha ucxogHom MAC, Tak n Ha MAC agpece
Ha3Ha4YeHus.

KommyTtatop noggepxuvBaeT makcumym 3 rpynnbl trunk’os. Trunkl u
Trunk2 He moryT cosgaBatb trunk u3 rurabutHbix noptoB. Trunk3 moxeT
00beOVHATL MakcumMyM 2 rurabuTtHeix nopta. MeToa arpermpoBaHusi obLmn
ans scex trunk’o..
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11.4.9 Port mirror configuration (3epkanupoBaHue NOPTOB)

“1F1F107 0 lnkup
[a s} (& ]
1 3 7

00 ag
s 10

DD

N Switch Port Mirror Configuration
#{] System Configuration
B3 Port Configuration Mirror Port Able Config Mirrored Ports || Mirror Direction Mirror Config Info
B Ccommon Configuratio lee1/1
B Port Statistics
=1 Flow Control
) Broadcast Storm
B Port Ratelimit
) Protected Port
B Learn Limit
8 Port Trunking
B Mirror
2] DDM Information (Mirror port name like: ge1/1)
#{ ] MAC Binding
#{] MAC Filter
(] VLAN Configuration
# (] SNMP Configuration ¥
< >

Ha paHHOM cTpaHuue npeacTaBrneHbl  BO3MOXHOCTM AN
3epkanupoBaHus (mirroring) nopTtoB. Beibupaetcsa oanH nopt (Mirror Port)
KoTopblt BygeT pAybnuposaTb TpadumKk ApyrMx MOPTOB, YKa3aHHbIX B
HaCTpONKax 3epkanupoBaHusl.

Bbibepute nopT (MopT-3epkano), KoTopbin OygeT aybnuposatb
Tpadvk OpyrMx nopTos;

- Bblbepute nopTel, Tpaduk kOTOpbIX OyaeT oyb6nmpoBaTbCa Ha MOPT-
3epkarno;

- BbiGepute, kakne MMeHHO nakeTbl OyaoyT oybnupoBaTbCA Ha NopT-
3epkano B Bblinagawouwem MeHwo Mirror Direction (RECEIVE -
nonyyaemsle naketol, TRANSMIT — otnpaBnsaemsie naketel, BOTH
— nonydaemble n otnpasnsgemble naketbl, NOT_RECEIVE -
OTMeHsieT OyOnvMpoBaHMe MorfyYyaembiX NMakeToB Ha MOPT-3epkarso,
NOT_TRANSMIT — oTMeHseT aybnupoBaHuMe OTNpaBnseEMbIX
naketoB Ha nopt-3epkano, NEITHER — oTmeHsieT gy6nupoBaHue
Kakmx nnbo nakeToB Ha NOPT-3epKarno);

- PesynbtaTbl 6yayT oToGpaxeHsbl B none Mirror Config Info

50

A 2
\ 7 SEC.RU KopoTkuii nyTb K MHcbopmaLmm CKauaHo c sec.ru




11.4.10 DDM information (MHcdopmauma o NnoaKNOYEHHbIX SFP
MoAaynsax)

3 Managed Switch DDM Information
#{7 Industrial Switch Monitoring
#{_] System Configuration Interface gel/9:
E1< Port Configuration
E) Common Configuration
[B) Port Statistics Interface gel/10:

The interface gel/9 hasn't optical module.

B) Flow Control The interface ge1/10 hasn't optical module.

) Broadcast Storm

2 Port Ratelimit

B Protected Port

B Leam Limit

[E) Port Trunking

B Mirror

[2) DDM Information
(] MAC Binding
(] MAC Filter
(] VLAN Configuration
(] SNMP Configuration
(] ACL Configuration
() QOS Configuration
(] IP Basic Configuration
(] AAA Configuration
5] MSTP Configuration
(1 IGMP SNOOPING Configuration
(] GMRP Configuration
] EAPS Configuration
(] RMON Configuration
(] Cluster Management
#{_] ERPS Configuration
#{] Log Management

Ha otom cTpaHnue npeactaBneHa wHoOpMaumMss O  TaKux
napameTpax paboTel SFP Mogynen kak HanpsbkeHue NuTaHus, Temneparypa
MOOYyns, TOK CMELLEHUss M MOLLHOCTb Nasepa, YPOBEHb MPUHMMaEMOro
curHana. [laHHble napaMeTpbl MO3BOMSAT ONpeaenvTb COCTOSIHUE NINHUN B
uenom. (Ucnonb3zyemblie SFP moOynu OQomkHbI noddepxusamb amy

pyHKYUI.)

11. 4.11 Cable Diagnosis (lpoBepka kabens)

®yHkuma Cable Diagnosis ([Nposepka kabensi) 4OCTyNHa TOMbKO Ans
MedHbIX Kabenew, coBMecTMMbIX co cTaHgapTom 10/100/1000BaseT.
MHcTpymMeHT nosBonsieT onpenenvTb ANWHY kabensa (TodHocTb okono 5%),
ero cocTtosiHue. MakcumanbHas AnvHa npoeepsieMoro kabens He ©Oonee
100m (npw nonbITke NpoBepUTbL Oonee ANWHHLIM Kabenb OyaeT BbIBOAMTLCS
coobuweHne o6 owwnbke B pe3ynbTax TecTupoBaHud). TecTupoBaHue

NPOBOANTCS AJ1A KaXKaow napbl B kabene B 0TAENbHOCTY.
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Open — O3Ha4daeT, 47O OTBeTHad 4YacCTb npoBepAaemMoro kabens He
noAKn4veHa Ky,El,a-J'II/I60, npu 3TOM 00XXMMKa 1 LEeNOCTHOCTb XWn B nopaake.

Linedriver — o03Ha4aeT, 4TO OTBETHad 4acTb npoBepsAemoro kabens
noJkrntoyeHa K CeTeBOMYy YCTPOWCTBY, a OBXuMKa M LLENOCTHOCTb XWM B
nopsiake.

Short — o3Ha4vaeT, YTO NpoBoAa B BbIOpaHHON Nape 3aKopOYEHbI.

BDOD

=

{1 Industrial Switch Monitoring

# ) System Configuration

%13 Pont Configuration Port: | go1/5 2 Diagnosis
B Common Configuration

%) Port Statistics.
) Flow Contrel

) Broadcast Storm
B) Port Ratelimit
2) Protected Port

Ecnu no kakon-nubo npuumHe dyHkuma Cable Diagnosis oTcyTcTByeT B
WEB unHTepderica kommyTaTtopa — 0GHOBMTE NPOLUMBKY A0 NOCNEeAHEN
OOCTYMHOWN.

11.5 MAC binding (npuBs3ska MAC agpeca)

11.5.1 MAC binding configuration (Hactponka npussku MAC agpecoB)

2 ]
=] oo
a oo
1 s 7

1F

4
(]
o og 08

3 s 10

4 Switch
‘ #{_] System Configuration
‘ #1 Port Configuration
=<3 MAC Binding
%) MAC Binding Configu
8 MAC Auto Binding
#() MAC Filter (MAC Address Format: HHHH.HHHH.HHHH)
#{_1 VLAN Configuration
#{_] SNMP Configuration [
#_1 ACL Configuration
#{ QOS Configuration
#{_1 IP Basic Configuration
#(_) AAA Configuration
#_] MSTP Configuration
#£{_] IGMP SNOOPING Confi
#{_1 GMRP Configuration
#{_) EAPS Configuration
< >

Port: v

MAC Address VLAN ID [0

Il MAC Address Il VLAN ID ]

Refresh’ Select-all Apply Delete Help

v
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[aHHaa cTpaHuua npegocTaBnsieT BO3MOXHOCTb npuBaskun MAC
appeca k nopty (MAC Adress) nnu k VLAN (VLAN ID).

Bce wuamMeHeHMs Ha cTpaHuue noATBepXAalTca KHomkon Apply
(MpuHATE), ecnn NpuUBA3KY HEOOXOAMMO YyAanuUTb WCMOMb3yWTe KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy

BC€E MNpuBA3KN, HACTPOEHHbIE paHee.

11.5.2 MAC Auto Bind (ABToMmaTtuyeckasa npusaska MAC agpecoB)

2 4 & 8
coon 3o
[« I B = R ofo o]
13 s 7 s 10 0O link down

~

- Switch

#_] System Configuration

#_J Port Configuration Port: v

=<y MAC Binding —

5) MAC Binding Configu
8 MAC Auto Binding

(The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
then press apply to bind those mac addresses to that port.)

£() MAC Filter I
#_] VLAN Configuration
#{_] SNMP Configuration
%) ACL Configuration

#_]1 QOS Configuration
#_] IP Basic Configuration
#_] AAA Configuration

#_] MSTP Configuration
#{_] IGMP SNOOPING Confi
#_1 GMRP Configuration
#_] EAPS Configuration

< >

MAC Address I VLAN ID

Refresh Select-all Apply Help

v

Ha paHHOM CTpaHuue HaxogAaTcs AaHHble o6 aBTOMaTM4ecKon
npusaske MAC agpecos k nopTtam. lNokasaHa agnHamuveckas npussska MAC
agpecos k noptam (MAC koTopble 6binm 3aHeceHbl B Tabnuuy MAC agpecos
KommyTartopa), a Takke k VLAN oTHocsaWwMMCS K 3TMM noptam. Bel moxeTte
BblOpaTb OAHY W3 AMHAMWYECKUX NPUBSA30K M KOHBEPTUpOBaTb ee B
NOCTOSAAHHYIO NpuBA3KY (static binding).

Bce HacTpolkum Ha QdaHHOW CTpaHuue MnoaTBEP)KOAAKTCA KHOMKOW
Apply (npuHATL), ecnn 3anncb HEOOXOAMMO YAanWUTb UCMONb3YATE KHOMKY
Delete (YganuTtb), kHonka Select all (BbiOpaTb BCce) NO3BONUT yaanuTb cpasy

BCe 3anucu.
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11.6 MAC Filter (PunbTp MAC agpecoB)

11.6.1 MAC Filter Configuration (HacTtpowka ¢ounbTpa MAC agpecoB)

2 4 & &8
SN} Q ik up
aooan
1 3 8 7?7

3 Switch
#{] System Configuration
#{_] Port Configuration
#{_] MAC Binding
=<3 MAC Fiiter
&) MAC Filter Configurat
B MAC Auto Filter (MAC Address Format: HHHH.HHHH.HHHH)
#{1 VLAN Configuration
# {1 SNMP Configuration 0 MAC Address [ VLAN ID ]
#_1 ACL Configuration
#(] QOS Configuration Refresh Select-all Apply Delete Help

Port: od

MAC Address VLAN ID 0

# (1 IP Basic Configuration

#{] AAA Configuration

#{_] MSTP Configuration

# {1 IGMP SNOOPING Confi

# 1 GMRP Configuration

#(] EAPS Configuration
< >

HacTtpovkn Ha aTOM CcTpaHuiue nossonsiT dunbTpauno MAC
agpecoB ansa noptoB. 3anmcu ¢ MAC apgpecamm Ha 3TOM CTpaHuue
ucnonb3ytoTcs gns Bxoga B ¢unetp MAC apgpecoB, a VLAN ID
ucnonesyetca ansa punetpauun MAC agpeca cootseTcTBytowen VLAN.

Bce HacTpouku Ha OdaHHOW CTpaHuue NoATBepXOalTCA KHOMKOMW
Apply (npuvHATB), ecny 3anncb HEOOXOAMMO YAanuUTb MUCMONb3YWTE KHOMKY
Delete (Yoanutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy

BCe 3anucu.
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11.6.2 MAC Auto Filter (ABTomaTn4veckumn unbTp MAC agpecoB)

2 4 6 38
oooo 0 linkup
aoaa 0606 @ dsable
R TR s 10 0O  link down
-~
- Switch
#(_) System Configuration
#{_] Port Configuration Port: v
#(_) MAC Binding
=43 MAC Filter (The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
B MAC Filter Configurat then press apply to filter those mac addresses from that port.)
5 MAC Auto Filter I MAC Address I VLAN ID ]
#{_] VLAN Configuration
#{_1 SNMP Configuration Refresh Select-all Apply Help

#{] ACL Configuration
#{_ QOS Configuration

#{J IP Basic Configuration

#{_] AAA Configuration

# (1 MSTP Configuration

#{_] IGMP SNOOPING Confi
#{_1 GMRP Configuration

#() EAPS Configuration v
< >

3aecb npeacrasneHbl AaHHble 06 aBTomaTtmdeckon koHsepcum MAC
afpecos.

MokasaHa guHamuyeckas npmesaska MAC agpecoB k noptam (MAC
KoTopble Obinn 3aHeceHbl B Tabnuuy MAC agpecoB kommyTaTopa), a Takke
K VLAN oTHOCALWMMCA K 9TUM rnopTam.

Bbl mMoxeTe BblibpaTb OOHY M MPUBA30OK M KOHBEPTMPOBaTb €€ B
NOCTOSIHHYIO NpMBA3KY (Static binding) ansa dunstpa MAC agpecos.

Bce HacTpouku Ha OdaHHOW CTpaHuue NoATBepXOalTCA KHOMKOMW
Apply (npuvHATE), ecnn 3anncb HEOBXOAMMO yAanuUTb UCMONb3YWTE KHOMKY
Delete (YganuTtb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yAanuTb cpasy

BCe 3anuncu.
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11.7 VLAN Configuration (HacTtponka VLAN)

11.7.1 VLAN information (MHcpopmauus o VLAN)

2 4 s 3
cooan B i
o000 0688
TR T R 7 s 10 0O  link down
-~ ~
‘3 Switch VLAN Inf ion
#{] System Confi i
i \,_I U e (Note: The drop-down box displays all current VLANSs. The list Displays up to 30 VLANSs. If you select a VLAN in the drop-down box, the
M1 Port Configuration list will show all VLANSs greater than the selected VLAN but not more than 30 VLANSs.)
#(] MAC Binding (t=tagged member, u=untagged member)
#{] MAC Filter Zante
g VID VLAN Name Stato Port Momber
E3 VLANC
2 3 [ulge1/1 [ulgel/2 [ulge /3 [ulge1/4 [u]ge1/5 [ulge 1/6 [u]ge1/7 [u]ge/S [u]
B VLAN Information 1 — active  [[98179 [ulge1/10 [ulge1/11 [ulge1/12 [ulge1/13 [uge1/14 [ulge1/15 [ulge 1116
[ VLAN Configuration [ulge1/17 [ulge1/18 [ulge1/19 [u]ge1/20 [ulge1/21 [u]ge1/22 [ujge1/23 [u]
= 124 17, 1/,
) VLAN Port Configurat |ge1/24 [u]ge25 [ulgel/26

®{] SNMP Configuration

(] ACL Configuration

#{_] QOS Configuration

{1 IP Basic Configuration

#{] AAA Configuration

(] MSTP Configuraiion

# {7 IGMP SNOOPING Confi

{1 GMRP Configuration ¥
< >

Refresh Help

Ha atom ctpaHuue npegcraBneHa nMHMOpMauMsa O CYLLECTBYHOLLMX
VLAN. [aHHble npepocTaBrneHbl TOMbKO ANS YTEHWS U He MOoryT ObiTb
N3MEHEHBI.

UHdopMauma o Tekyuwen koHdpurypaumm VLAN BbiOupaeTca B

BbinagawLwiemMm MeHK B JIleBOM BEPXHEM YITly U BKITKOHaeT B cebs:

v VID (VLAN ID);
VLAN Name (Umsi VLAN);

State (COCTOsIHME aKTMBHOE UM HEAKTUBHOE);

AN NI

Port member (noptel — yyactHukn VLAN, MoryT Bknio4yaTb B cebs

KaK TermpoBaHHble nopThl (t) N HeTermpoBaHHble (U)).
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11.7.2 Static VLAN Configuration (Hactpomnka VLAN)

2 4 & 3

2 link up
3 e
13 8 7 s 10 ik
- 2 -
3 Switch Static VLAN Configuration
ol i
‘,J System Configuration |V"3 UVLAN Name |
© (3 Port Configurati [ a7 |
(] MAC Binding = —
#{] MAC Fitter el

B3 VLAN Configuration

2 VLAN Information

[ VLAN Configuration

& VLAN Port Configurat
#{] SNMP Configuration
(] ACL Configuraticn
#{_ 1 QOS Configuration
{1 IP Basic Configuration
#{ ] AAA Configuration
®{] MSTP Configuraiion
#{7 IGMP SNOOPING Confi
{1 GMRP Configuration ¥

< >

Ha aton ctpaHuue Bbl moxeTe cosgatb VLAN. [nga aTtoro 3agante
VLAN ID B cTtpoke VID (ot 2 po 4094, 3HauyeHvne 1 3ape3epBupoOBaHO
CUCTEMON).

Ums B ctpoke VLAN Name 3agaetcd aBTOMatM4ecku n 3aBUCUT OT
VLAN ID. OAns nogreepxgeHusa cosgaHma VLAN Haxmute kHomky Apply
(MpuHATB).

B tekctoBom none nossutca cosgaHHas VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3s W3MEHUTb WNUM  yaanutb, [daHHOEe UMS
3ape3epBMPOBAHO CUCTEMON.

Ons ypganenuss cosgaHHon paHee VLAN noTtpebyetcss BbiOpatb
HYXXHYI0 3anuMcb M3 cnucka K Janee HaxaTb kHonky REMOVE (yoanuthb).

3anucb 13 cnvcka Takke GydeT yaaneHa.
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11.7.3 VLAN Port Configuration (KoHndurypaumsa noptos VLAN)

5

i Switch
#_] System Configuration
#_) Port Configuration - p=default VLAN member, t=tagged member, u=untagged member
#(_) MAC Binding [Port | Mode | [Current viAN ][ [Port Members g
#_) MAC Filter s
=3 VLAN Configuration
&) VLAN Information
£ VLAN Configuration
8 VLAN Port Configurat
# () SNMP Configuration N=
(] ACL Configuration I
| #1 QOS Configuration |
() IP Basic Configuration v - v I
#(_) AAA Configuration ‘
() MSTP Configuration unMember <=
#) IGMP SNOOPING Confi I
#_] GMRP Configuration
< >

Default VLA

tagged =>

untagged =

Ha aTon cTpaHuue npeacrasneHbl BO3MOXXHOCTH no
KOHdurypumposaHuio noptos Anst VLAN, a Takke NpocMOTpy pe3yrnbTaTos.

OTa cTpaHuLa C HacTponKaMm CoCcTouT 13 8 yacTew:

- Port (Bbibop nopta);

- Mode (Pexum, B koTopoM nopTt Oyaet pabotatb B VLAN. Pexum
Access nogpasymeBaeT, 4YTo nopT OydeT nmomedeH, kak untagged
(HeTervpoBaHHbIN) K ABRATbCA 4neHom VLAN1L, Pexum Hybrid
nogpasymeBaeT, 4To nopT byaet aBnaTeca yneHom VLANL n 6yget
nomeyeH, kak untagged (HeTerpoBaHHbI). Pexum TRUNK
noapasymeBaeT, 4To nopT byaet saBnaTeca yneHom VLANL n 6ypet
nomeyeH, Kak tagged (TermpoBaHHbIN));

- Current VLAN (umsi VLAN. TllosBonsieT BbiOpaTb OAHY WM
Heckonbko VLAN, K KoTopbIM ByaeT OTHOCUTCS BbIOpaHHbIN NOpPT);

- Port Members (nopTbl — y4acTtHukm VLAN);

- Knonku Default VLAN (gno6aButb 3anucb B VLAN No ymonyaHuio),
tagged => (mobaBuTb MNOPT Kak TerMpoBaHHbIN), untagged =>
(BobaBuTb MOPT Kak HeTermposaHHbIN), unMember <= (yganuTts nopT

n3 nons Port Members)
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11.8 SNMP Configuration (Hactponka SNMP npoTtokona

ynpasrneHus)
11.8.1 SNMP Community Configuration (O6wme HacTpounku gnsa SNMP)
csaoa A
@ disable
cece wmum & i
- Switch =
#{_] System Configuration
=] Port Configuration Item ICommunity Name |[Read/Write | State
#{_] MAC Binding New v ] v
L AMAC Eee 1 public I ReadOnly active
: :: mi:ﬁﬁg;::::‘n Refresh Apply Delete Help
B Community Name
B TRAP Target
#{_] ACL Configuration

Ha oaToMm cTpaHunue npeacTaBneHbl oOWMe HacTpomkM Ans
ynpasneHus kommyTtatopomMm 4yepe3 SNMP. 1o ymonyaHuio B KOMMyTaTope
co3gaHa ogHa 3anuck Public ¢ npaBamm Toneko Ha yTeHne (ReadOnly).

Bcero moxeT OblITb co3gaHo 8 3anucein. Ecnu npegnonaraetcs

ynpaenaTb KommyTatopoMm 4epe3d SNMP crnegyeT cosgath 3anncb C
npasamu Ha YteHue/3anuck (Read/Write).

11.8.2 TRAP Target Configuration (Hactponka TRAP yBepomneHui)

2 4 ¢
oooo Q linkup
cooa M jfoesty
13 8 7 s 10 0O link down

~

- Switch

#_] System Configuration

%] Port Configuration [ ttem |[Name |Transmit IP Address |[SNMP Version | state

# (] MAC Binding [ "_m | "7\,7 |

# {1 MAC Filter

Refresh Apply Delete Help
4] VLAN Configuration
=* 4 SNMP Configuration
Z) Community Name
B TRAP Target
#{J ACL Configuration

HacTpovikn Ha [aHHOW CcTpaHuue nOo3BOMAIT CKOHMUIypupoBaTb
nonyyeHne TRAP cooblieHnid. [na 3Toro Heo6Xo0AMMO:

v" BbibpaTb B norie Name ums ans nonyyveHust TRAP coobLueHuii;

v’ Bbibpatb IP agpec (Transmit IP Address),
ucnone3oBatb TRAP npoTtokor,

KoTopbIN  OypeT
v' Bbibpatb Bepcuto SNMP (SNMP Version);

59

\ )) SEC.RU KopoTkuii nyTb K MHcbopmaLmm

CkayaHo c sec.ru




Korgpa Bce HacTpowiku OyayT npousBefeHbl YCnewHo B CTPOKe
cocTosHusA  (State) nossutca Active. Tenepb KOMMyTaTop CMOXeET
nepecbinate TRAP coo0LLeHus Ha yka3aHHbIv IP agpec.

11.9 ACL Configuration (HacTtponka Access Control List)

11.9.1 ACL Standard IP Configuration (Hactponka ACL gns IP)

¥
s

2

(=]

=]
0

.

(=]

[+]
7

DED

08 o8
D)

:
g

i Switch
#_] System Configuration

#_1 Port Configuration [ACL Standard 1P Group Num:| | v
#_) MAC Binding =
#) MAC Filter

) VLAN Configuration

& (e.g.: If input Source IP Address 192.168.1.2, ACL
CJ SNMP Configuration want to control 192.168.1.0, then Wildcard should be

=3 ACL Configuration 0.0.0.255)

8 Standard IP
B Exended IP
8 macwp [][ Group Num | Deny/Permit || Source IP Address || Source Wildcard |
B MAC ARP
B ACL Information Refresh Select-all Add Delete Help
B) ACL Reference

#_J QOS Configuration

#1 IP Basic Configuration

%) AAA Configuration v

< >

Source IP Address Source Wildcard

® peny O permit

3pecb npeacTtaBneHbl  HacTponkn ACL  gna IP - npoTokona.
Monb3oBaTtenb MOXeT 3agaTb camoctosATensHo ACL 6a3y ¢ npaBunamu ans
IP appecoB. CTtaHOapTHble npaBufna KOHTPOMNWUPYIOT nepeHanpaBneHune
ncxogHbix IP nakeTos.

Monb3oBaTene MOXET HacTpauBaTb NpaBwna, UCXogHbin IP agpec
[OImKeH ObITb yKasaH C MacKow, NMpaBuIio MOXeT coBnagatbk ¢ Habopom IP
agpecoB. Kaxpgoe npaBuno [OMKHO copepxaTb napameTp unbTpauumn:
3anpeTuTb (deny) unu paspentsb (allow).

Monb3oBaTtene MOXeT co3gaBaTb MpaBuno B rpynne, MM Ans
npaeuna aeToMaTuyecku 3apaetcd. [lpy yaaneHus ofHoro npasuna
ocTanbHble npasuna He U3MEHSITCS.

Ons yoaneHus Bcex npaBwun cpasy ucnonb3ymTe kHomky Select all

(BbIOpaTh BCe), a 3aTem KHomMky Delete (yoanuTb).
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11.9.2 ACL Extended IP (PacwmnpeHHas HacTponka ACL npaBun gns IP)

2 4 s 8 B link
caooa & dsabi
[l ala] 06 66
T T s 10 g nkos
A ~
- Switch L Extende ur
#{1 System Configuration
#1 Port Configuration [AcL Extended IP Group Num:[100 v
*_] MAC Binding
®1 MAC Filter
#_1 VLAN Configuration |Source P |H "Source Wildcard ” \|
4 —] SNMP G : P |” "Destination Wildcard ” “
=<3 ACLC:
) Standard IP
B Extended IP Protocol Type & A
B macIP tcp s
&) mAC ARP
@ ACL Information Source Port . A ||Destination Port
) ACL Reference & v
E{] QOs C
#{_1 IP Basic Configuration TCP Control Flag
#_] AAA Configuration ot fin syn rst Opsh ack urg G
< >

3aecb npeactaBneHa BO3MOXHOCTb Ans cosgaHus ACL npasun ¢
paclwmpeHHbIMK HacTpovkamu IP agpecoB. KOHTpOnb Mepechinku nakeToB
Yyepes ucxoaHbivi IP agpec, agpec HasHayvyeHus, TMN NPOTOKONMa, CRy>XebHbIN

nopT.

11.9.3 ACL Configuration (Hactponka ACL npaBun ¢ nomouwbio MAC)

30ecb npeactaeneHbl HacTtporikn ACL npasun gng rpynnsel P
agpecos, cBA3aHHbIMM ¢ MAC agpecamu. [NpaBuna MoryT 6bITb CO34aHbl Ha
OocHoBe ncxogHoro IP agpeca, ucxogHoro MAC agpeca, a Takke IP agpeca
Ha3Ha4eHus.

Bce HacTpouku Ha OdaHHOW CTpaHuue NnoATBepXOalTCA KHOMKOMW
Apply (NpuHATL), ecnu 3anMcb HEOBXOAMMO yAanuTb MCNOMNb3YWTe KHOMKY
Delete (YganuTtb), kHonka Select all (BbiOpaTb BCce) NO3BONUT yaanuTb cpasy

BCe 3anuncu.
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2 4 s 8 S
& link up
asae uw =
TR e T 9 10 £ link
i ~ A
3 Switch ACL MAC IP Configure
(] System Configuration
{1 MAC Binding
#(] MAC Filter
# (] VLAN Configuration Source MAC Source MAC Wildcard
£ ‘Q S Source IP Source IP Wildcard
{3 ACL C
Destination IP Destination IP Wildcard
Standard IP
Extended IP [VLAN ID 0 (0-4094, 0 means all VLAN)
MAC IP (e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should
MAC ARP be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
HHHH.HHHH.HHHH)
ACL Information
ACL Reference ® peny O permit
#{]) QOS Configuration <
~ ource == —
{1 IP Basic Configuration Group Num || Deny/Permit || S%UT¢ | “mac Protocol || Source || Source IP ||Destination| Destination| |\, 1y |p|
B0 o v MAC Wildcard Type P Wildcard P 1P Wildcard
= > Refresh Select-all Add Delete Help -

11.9.4 ACL MAC ARP Configure (Hactponka ACL npasun ansa ARP ¢
nomolbio MAC agpecoB)

2 4 6 8
link
aoad i
? ? 9 ? 0 link down
la)
4 Switch MAC ARP Configur
#{_] System Configuration
#1 Pont Configuration [ac mac ARP Group Num:[ 1100 V]
#{_) MAC Binding
#{_] MAC Filter
{1 VLAN Configuration [sender Mac I ||sender MaC wildcard I |
[ | SNME ConSoueation [sender 1p II ||sender 1p wildcard | |
=<3 ACL Configuration
(e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should
be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
HHHH.HHHH.HHHH)
B MAC ARP ® peny O permit
B ACL Information Sender MAC Sender IP
B AcL | ” Group Num " Deny/Permit " Sender MAC “ Wildcard " Sender IP ” Wildcard
® QOS Configuration
= s Refresh Select-all Add Delete Help
#{] IP Basic Configuration
#{] AAA Configuration e
< >
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Ha aTon ctpaHuue npeacrtasneHsl HacTporiku ACL npasun ans ARP
naketoB ¢ nomowbto MAC agpecos. [MpaBuna moryT ObiTb cO34aHbl Ha
ocHoBe IP agpeca otnpasutens, MAC agpeca otnpasuTens.

Bce HacTpoWku Ha AaHHOW CTpaHuue NoATBEpXOalTCA KHOMKOMW
Apply (NpuHATL), ecnn 3anncb HeOBXOAMMO YyAanuTb UCMONb3YNTE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy

BCeE 3anuncu.

11.9.5 ACL information (Habop genctByrownx ACL npaBun)

2 . L] ' a link
aoan =~ P
eacae wme 8 maom
-~
3 Switch
| #(1 System Configuration
#{_1 Port Configuration Refresh Help

| (3 MAC Binding
#{J MAC Filter
# (] VLAN Configuration
#_1 SNMP Configuration
=/ ACL Configuration
8 Standard IP
5 Extended IP
8 macp
&) MAC ARP
5) ACL Information
E) ACL Reference
#{J QOS Configuration
#{_1 IP Basic Configuration
#{_1 AAA Configuration o
< >

Ha paHHOM cTpaHuue oToOpaxeHbl AEWCTBYKOLME B TEKYLUWUWA
momeHT ACL npasuna.
MHdopmaumsa npenctaBneHa TONMbKO AN UTEHUS U MOXET ObiTb

obHoBrneHa kHonkon Refresh (06HOBUTD).
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11.9.6 ACL reference configuration (Hactpownka ACL npaBun)

DD~
“DD~
DD~

ceD
-
it

3 Switch
#{_] System Configuration
#(1 PortC k port e ABACLGrove ] -
#(_) MAC Binding
#{_J MAC Filter
‘ # (] VLAN Configuration
#1_1 SNMP Configuration
=43 ACL Configuration
8 Standard IP Lo
%) Extended IP b4 Delete <
B MACIP
&) MAC ARP
2) ACL Information
5 ACL Reference
%] QOS Configuration
#{ IP Basic Configuration
#_1 AAA Configuration
< >

v

Refresh Help

Ha atoi cTpaHuue npeactasneHbl Hactponkun ACL npasun ans
dunbTpauMm nakeToB, nony4aembix noptamu. Beibepute nopT, BbibepuTe
ALC rpynny u3 cnucka n Haxmute Add=>. [na ygoaneHus Bbibepute ALC

rpynny n3 cnmcka nobaBneHHbIX U HaxxmuTe Delete<=.
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11.10 QoS Configuration (HacTtponka npegoctaBneHunsa Tpacdpmka
C pa3HbIM NPUOPUTETOM)

11.10.1 QoS Apply (HacTpoika npuoputeToB Tpacuka AnsA nopToB)

2 4 6
aoaa ehy
sete uo & o
~ ~

3 Switch QOS Apply

# (] System Confi

#{_] Port Ci Port: v][oosrype: N0 Q0S vj"uurpnomy: 0 V]

#{_] MAC Binding

%) MAC Filter Refresh Apply

#J VLANC [ Port Name QOS Type [ User Priority

4] SNMP Configuration [ gell i NO QOS [ 0

#_] ACL Configuration gelR2 NO QOS 0

=“ 3 QOS Configuration gelld NO QOS 0

B Qos Apply gel/d NO QOS 0
B QoS Schedule gell5 NO QOS 0

#{_] IP Basic Configuration [ gel NO QOS 0

“1 ABAC gell7 NO QOS 0

#(_) MSTP Configuration [ gel/8 NO QOS 0

# 1 IGMP SNOOPING Confi [ gel/d ; NO QOS' 0

%) GMRP Configuration [ ge1/10 ' NO Q0S 0

#{_) EAPS Config Vi gel/1 NO QOS 0

< > [ gel/12 NO QOS 0 i

Ha aTon cTpaHuue HaxoasiTcsi OCHOBHbIE HacTponkn QoS. Bebl
MoXxeTe BblbpaTb nopT B Bbinagatuwem mMeHto PORT, 3ateM QoS pexum
(QOS Type) anga Hero (BkN/BbIKN) 1 NpuoputeT Tpaduka (User Priority).

Mo ymonyaHuio QOS OTKMIOYEH Ha Bcex noptax a mnpuoputet
Tpaduka HyneBsowu.

Bce HacTpouku Ha OdaHHOW CTpaHuue NnoATBepXOalTCA KHOMKOMW
Apply (NpyHATB).

Y1066l 06HOBUTL 3HAYEHUS Nonewn Haxmute kKHonky Refresh.
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11.10.2 QoS Schedule Configuration (HacTpomnka pacnucaHus

npumeHeHus QoS)

2 4 6 8 :
caooo ok p
cooo oo e
o T A s 10 QO  link down
~ ~
- Switch QOS Schedule
#{_1 System Configuration
s
#{] MAC Binding
#(1 MACFi
’:: < :_"w QOS Schedule Mode: |#RE V|
#(_] SNMPC \Weight of queue 0 (1~127): 0 |Weight of queue 1 (1~127): |0
#{_] ACL Configuration \Weight of queue 2 (1~127): [0 [Weight of queue 3 (1~127): |0
T J—?os Configuration Weight of queue 4 (1~127): [0 \Weight of queue 5 (1~127): [0
5 Qos Apply
@ Qos Weight of queue 6 (1~127): 0 \Weight of queue 7 (1-127): |0
#{1 IP Basic Configuration
{1 AAA Configuration feefeoh Apply
#{_] MSTP Configuration Port  (|QOS Schedule{| Weight of || Weight of || Weight of || Weight of || Weight of | Weight of || Weight of | Weight of
#(1 IGMP SNOOPING Confi Name Mode queue 0 queue 1 queue 2 queue 3 queue 4 queue 5 queue 6 queue 7
() GMRP Confi gel/l WRR 1 2 4 8 16 32 64 127
%) EAPS C v geli2 WRR 2 Kl 8 16 32 64 127
e gel’3 WRR 2 4 [] 16 32 64 127 v
< > s won A T 0 CT I BT T BT

Ha aton ctpannue WEB wuHTepdenca

npencraBiieHbl HaCTpOVI Kn

No3BOJIsAOLLME NPUMEHSTb QOS NpropuTesaunto Tpadgumka No pacnucaHuio.

Bce HacTporku Ha QdaHHOW CTpaHuue NoATBEPXOAlTCA KHOMKOMW

Apply (NpuHATB).

Y1066l 06HOBUTL 3HAYEeHUS Nonewn HaxmuTe KHonky Refresh.

KopoTkuii nyTb K MHcbopmaLmm
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11.11 IP Basic Configuration (basoBasa HacTpo#mka IP)

11.11.1 IP Address Configuration (Hactpowka IP agpeca kommyTatopa)

2 4 6 8
[Nl a] 0O linkup
coon 00088 & dsable
R v s RO S QA link down

A

- Switch

% System Configuration ?

#(_1 Port Configuration [ Lineftem |  VLANID IP Address / Subnet Prefix [ DHCP Client MAC Address

#(1 MAC Binding | 1w 1 192. 168.0.3/24 x| Disable v 0028.2411 bdf1

# (1 MAC Filter 1 1 192.168.0.1724 Disable 0028.2411 BDF1

#{_1 VLAN Configuration

fre Create \ i Delete VLAN Int
#(_) SNMP Configuration Refresh Create VLAN Interface Delete VLAN Interface
* 1 ACL Configuration Set IP Address/DHCP Client Delete IP Address Help

#{_1 QOS Configuration

= IP Basic Configuration
5 |P Address Configural
B ARP Configuration an
&) Host Static Router Co

# {1 AAA Configuration

#{_] MSTP Configuration

#(_] IGMP SNOOPING Confi

#(] GMRP Configuration

I < >

[ns nameHeHus IP agpeca:
- yctaHoBuTe Line Item «1», DHCP Client «Disable»;
- BBeOuTe HOBbIM agpec B none IP Address/Subnet Prefix (agpec pomxeH
ObITb YHUKANbHBIM N HE AOIMKEH MOBTOPSATLCS);
- HaxxmuTe Set IP Address/DHCP Client (yctaHoBuTb agpec), cmapsbil |P
adpec aemomMamu4ecku rnepecmaHem delicmeoeams;
- BbinonHume noemopHbili 8xo0 6 WEB uHmepdgelic, ucnonb3ys
HoeblIll |IP adpec.
Ons coxpaHeHuss HoBoro |P apgpeca B 3HEProHE3aBMCMMOW MaMATU
kommyTaTtopa B pasgene 11.3.7 Current Configuration (lMpocmoTp TekyLuen
KOHUrypauum) COXpaHUTE HACTPOWKW, B MPOTUBHOM Criydae npwu
nepesarpy3ke kommyTaTtopa bygeT ycTtaHoBMNeH npeabigyLwmii IP agpec.

Takxe Ha aTon cTpaHuLe Haxoaatcs HacTponkn VLAN nHtepdenca.
Bbl MoxeTe cosgate VLAN wuHTepdenc, yganuTb ero, WU3MeHUTb.
CyuwectBytowime VLAN uHTepdelcbl MOryT ObiTb HAaCTPOEHbI TOSIbKO €Cru
3ajaHbl ocTanbHble NapaMeTpbl Takme Kak IP agpec, macka, n MAC agpec.

KommyTatop no ymonyanuto nmeet VLAN1 nHtepdeic, Kotopbii He
MOXeT ObITb yaoaneH.
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11.11.2 ARP configuration and Display (HacTtpoika npotokona ARP un
oToGpaxeHue Tabnuubl ARP)

2 4« & @
ccaa g iz
eeoe wme & koo

A ~

- Switch

#_1 System Configuration

#_) Port Configuration Static ARP Item configuration:|

#{1 MAC Binding 1P Address [ MAC Address

#() MAC Filter

#() VLAN Configuration Add

#(] SNMP Configuration

#() ACL Configuration )

%1 QOS C: Delete ARP Item:

=23 IP Basic Configuration ‘AHP Item v IP Address (IP Network Segment)

%) P Address Configural
B ARP Configuration an
%) Host Static Router Co

#_) AAA Configuration [change Dynamic ARP List Ttem into Static ARP List Item : |

# () MSTP Configuration ARP List 1tem | v | 1P Network Segment]|

#(1 IGMP SNOOPING Confi ‘

%) GMRP Configuration Apply i

< > < >

Ctpanmua  HacTpoek ARP  npepoctaBnsieT  BO3MOXHOCTb
oTobpaxaTb Bcto Tabnuuy ARP kommyTaTopa, MeHsaTb Static ARP, yaansTb
ARP, meHaTb Dynamic ARP Ha Static ARP.

Mpun HacTpovike static ARP Heobxogumo ykasatb IP agpec n MAC
agpec. MAC apgpec gomkeH ObiTb Tmna unicast. lNMocne 3aTtoro Haxmute
kHOMKy Add (no6aBuTb).

Mpu yoaneHun ARP Bbl MOXeTe BblOpaTb, YTO UMEHHO yOanuTh:

v' Yactb 3anmcu B ARP Tabnuue kommyTtatopa (ans  aToro
Heobxogumo ykasaTb IP agpec nnu IP cermeHTa cetwn);

v'  Static ARP 13 Tabnuupl;

v" Dynamic ARP u3 Tabnuupl.

[ns nogTBepxaeHus yganeHus ncnonb3ynte kHonky Delete (Yganuts).

Mpu nepeHoce Dynamic ARP B Static ARP Bbl MOxeTe BbIOpaThb
Kakon-nnbo cermeHT cetn unu Bce Dynamic ARP 3anvcu B Tabnuue. Ons
nepBoOro criyqasi criegyeT ykasaTb I[P agpec cermeHTa ceTw.

Bce HacTpolkum Ha QdaHHOW CTpaHuue NoATBEpPXOAlTCA KHOMKOMW
Apply (NpuHATB).
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11.11.3 Host Static Route Configuration (HacTponka Tabnuubl Static

MapLupyTU3aumm)
SO T W
ooon 2 fink up
[~ = I = I = B ofclc]
13 s 7 s 10 0  link down
~
A Switch
# 1 System Configuration
#1J Port Configuration [Target Address/Subnet perfix] [Next Hop ]
#_J MAC Binding |
=1 MAC Filter
#1 VLAN C ; = | :
Target Address/Subnet
$C1 SNMPC | item ” o ‘] Next Hop H Distance “ State

#{ ACL Configuration

#{_1 QOS Configuration

= IP Basic Configuration
B) 1P Address Configurat
B ARP Configuration an
B) Host Static Router Co

#_1 AAA Configuration

#_1 MSTP Configuration

#_1 IGMP SNOOPING Confi

#() GMRP Configuration

< >

Refresh Apply Delete Help

Bbol moxeTe pobaBnsaTe v ydanaTb 3anucu B Tabnuuy Static
MapLipyTusauMmM C MNOMOLWbD HacTpoek Ha 93Ton cTpaHuue WEB-
uHTepdenca. No ymonyaHuo KOMMyTaTop He MMeeT Kakmx-nmbo 3anucen B
Tabnuue mapwpyTuMsauun. Ytobbl  HacTpoWTb  MapLlpyTM3auulo Mo

ymonyanuio Heobxognmo gobasuts 0.0.0.0 / 0 3anuce B Tabnmuy.

Bce HacTpolkm Ha QaHHOW CTpaHuue noaTBepXKparwTcsa KHonkon Apply
(MpUHATB).
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11.12 AAA Configuration (HacTporka cucTteMbl ayTeHTUhbUkaumm
aBTOpU3aLMK U yyeTa cCoObITUI)

11.12.1 Tacacs+ configuration (HacTpoinka npotokona Tacacs+)

oRD
HH

- Switch
#{_) System Configuration
#{_] Port Configuration
#_1 MAC Binding Tacacs+ Server IP |0000
#{_) MAC Filter Authentication Type  [pop v
#{J VLAN Configuration Shared Secret [
#{_1 SNMP Configuration Refrast Appy Help
#{_1 ACL Configuration
#{_] QOS Configuration
#{_] IP Basic Configuration
=43 AAA Configuration
&) Tacacs+ Configuratior
%) Radius Configuration
&) 802 1x Configuration
&) 802 1x Port Configura
&) 802 1x User Auth-Info
#{_] MSTP Configuration
| < >

Tacacss | disable ~

v

Ha aton ctpannue WEB wHTepdeica npenctaBreHbl HACTPOMKK
TACACS + (Terminal Access Controller Access Control System plus) —
CeaHCOoBbIN NpOoTOKON, pa3paboTtaHHoro Cisco.

YnyJyweHa 6e3onacHoCTb npoTokona (wudpoBaHue), a Takke
BBEOEHO pasgeneHne yHKUMA ayTeHTudmKauum, asBTopusaumn n ydéTta,

KOTOpble Tenepb MOXXHO UCNOJb30BaTb NO OTAEJ1IbHOCTH.

v Tacacs+ (disable/enable) — rno6anbHoe BKN/BbIKN MNpOTOKOMA
Tacacs+
v' Tacacs+ Server IP — IP agpec cepepa Tacacs+
v" Authentication Type — Tuna ayTeHTMdMKaLUn Ha cepBepe.
v' Shared Secret — kno4 4nsa WnppoBaHNs/geInpoBaHnst NakeToBs.
Refresh — o6HOBUTL CTpaHuuy.

Apply — coxpaHuUTb HaCTPOMKHU.
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11.12.2 Radius Configuration (HacTpomnka Radius cuctembl AAA)

S s
aooon = P
oo 6608 B nk dow
T3 8 7 s 10 n
~
3 Switch
#{_] System Configuration
(1 Port Configuration Primary Server 0.0.0.0 |
# (1 MAC Binding —
%] MAC Filter Option Server L 9: L
#(J VLAN Configuration __UDP Port | |
#{_1 SNMP Configuration Accounting v
. ACL Configuration Accounting UDP Port; :[1573
() QOS Configuration o T
#( IP Basic Configuration T
=3 AAA Configuration veadox |
B Tacacs+ Configuratior NAS Port 50003 |
%) Radius Configuration NAS Port Type 5 |
8 802 1x Configuration NAS Service Type |
5 802 1x Port Configura =
Roaming Disable v
&) 802 1x User Auth-Info
#() MSTP Configuration ¥ Refresh Apply Help
< >

Ha aton ctpannue WEB wuHTepdenca npencraBneHbl HAaCTPOWMKM
RADIUS (cuctema wuvcnonb3ylowass npoTokon  ANA  peanusauum
ayTeHTudmrKauumn, aBTopmsaumm n cbopa ceegeHun).

[na koppekTHom paboTkl cnctembl RADIUS Heobxoammo:

1) bBbiTb yBepeHHbIM, 4TO IP agpec Radius cepsepa (Primary Server)
3ajaH npexae, YeMm BbINOMHATb ayTEHTUDUKALMIO N aBTOPM3ALMIO;

2) 3apatb pononHuteneHbln IP agpec Radius cepepa (Optional
Server);

3) Ykasatb UDP nopt ayteHTudpukaumum (UDP Port). Mo ymonyaHuio
3TO0 3HayeHue paBHO 1812, OObIMHO U3MEHATH 3TO MNoNie HeT
HeobxoaumocTy;

4) YkasaTb criegyeT N BbIMOMHATb ayTeHTUdUKaL Mo 1 y4eT B Leflom B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkr.);

5) YkasaTtb nopT BbINonHeHUs yyeTa (Accounting UDP Port). 3HaueHne

no ymonyaxwuo 1813;
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6) Kniou (Shared key) ncnonbsyetca ansa ycraHoBku obLiero napons
wndgpoBaHnss  Mexay Kommytatopom U Radius cepsepom.
Y6eaoutecb, 4TO HacTpoOMKM ayTeHTudukaumm n yveta (Accounting)
UMEIOT Te XKe 3HayeHwust, YTo 1 Ha cepeepe Radius;

7) WHdopmaums o noctaswmke (vendor). O6bI4HO, 3TO Mosie HE CTOUT
U3MEHSATH;

8) NAS Port, NAS port type, NAS type of service. OTn 3HauyeHusa He
MEHSIOTCS;

9) Roaming oTBevyaeT 3a BKMNOYeHUE/OTKMYeHne yHkunm Roaming

npotokona Radius.

Bce HacTpoliku Ha AaHHOW CTpaHuue NoATBEPXKOAlTCA KHOMKOMW

Apply (NpuHATB).

11.12.3 802.1x Configuration (HacTpoika napameTpoB cucteMbl
aBTOpM3auun U ayTeHTUdMKaumm no craHaapty 802.1x)

2 4 &
oooo = fink up
IR K O inkdom
~
o Switch
* 1 System Configuration
¥ Port Configuration ot PRSP,
4
L) MACDadrg Reauthentication
%1 MAC Filter : s
) VLAN Configuration Reauthentication Period || 3¢ Sec)
£ _1 SNMP Configuration Quiet Period |60 Sec)
#{_) ACL Configuration [ TxPeriod 30 Sec |
#{_] QOS Configuration =
<)
3 IP Basic Configuration Sorv Smsout == o
= ‘3 AAA Configuration supplicant timeout 30 Sec)
® Tacacs+ Configuration Max Request
© T L —_—
&) Radius Configuration = =
5) 802 1x Configuration L
5 802 1x Port Configurath Cliont Vession
%) 802 1x User Auth-Inforr Check Client Enable Vv
() MSTP Configuration N Refresh Apply Help
< >
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Ha ston ctpaHuue WEB wuHTepcbenca npeacraBneHbl HaCTPOWMKM
CUCTEMbI ayTEeHTMdUKALMK U aBTOpU3aL MM Ha ocHoBe cTaHaapTa 802.1x:

1) 802.1x — BkmtovaeT/BbiknoyaeT (Disable/Enable) npumeHeHne
ayTeHTUmKaunm n asTopmusaumm no ctaHgapty 802.1x;

2) Reauthentication — Bknioyvaet/Boiknioyaetr (Disable/Enable)
MOBTOPHYIO ayTeHTudukaumo. Mo ymMonyaHuio OTKIIHYEHO.
BkntoveHne paHHOM yHKUMM coenaeT  ayTeHTudumkauumio
nonb3oBartenen 6onee HageXHOW, HO HE3HAYUTENBHO YBENUYNT
ceTeBoM Tpaduk;

3) Reauthentication period — 3agaeTtca Bpemsi B cekyHAax Ans
NOBTOPHOWN ayTeHTUdMKaLMN. AKTUBHO TOSIbKO NPW BKNHOYEHHOWN
dyHkuMn Reauthentication;

4) Quiet Period — Bpems B cekyHaax, He TpebyeT nsmeHeHus;

5) Tx-Period — He TpebyeT nameHeHus;

6) Server timeout — He TpebyeT nameHeHus;

7) Supplicant timeout — He TpebyeT U3MEHEHUs;

8) Max request users — He TpebyeT N3MEHeHMS;

9) Reauth Max - oToOpaxaeT MakcMMmasbHOe KONM4YecTBO
NMOBTOPHbIX ayTEHTUdMKALNIA;

10) Client Version — oTtobpaxaeT TeKyLlylo Bepcuio KnueHTa and
yAaneHHow aBTopusaumun n ayteHtudukayum yepes 802.1x;

11) Check Client — Bkn/BbIkIT NPOBEPKN NPOXOXKAEHUS cepTudukaTa

OT KIneHTa.

Bce HacTpowikM Ha [aHHOW CTpaHuue MOATBEpXOarTcs KHomkonm Apply
(MpuHATB).
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11.12.4 802.1x Port Configuration (HacTpoika nopToB AnsA cucTtembl
aBTopu3auuu u ayteHTudukaumm no ctaHaapty 802.1x)

T
B linkup
Seas s e
¢y g ® 1 B link down
= N ~
- Switch 802.1x Port Configuration
EH_] System Configurati
B{] Port C Port Num Port Mode Support Host Num
E(1 MAC Binding [ = [ v 0
#{] MAC Filter geln N/A 256
B VLANC goli2 N/A 256
E{] SNMP C gell3 N/A 256
B{] ACLC gelld N/A 256
#{1 QOSC gells N/A 256
8 (] IP Basic Configurati cellb N/A 256
FHEY AAA Co 5 gel/1 N/A 256
8 Tacacs+C i gel/8 N/A 256
B Radus C gells NIA 2%
B s02.1xC i gel/1o N/A 256
2 802.1x
2 802.1x Port Confi gttt NIA 356
o gel/12 N/A 256
B _ AuthInf
e 3|\|sBT0|3;X . e gelns WA 256
i on
Z gel/14 N/A 256 v
< > PIRTIE NIA_ i 26

C nomowbio aton cTpaHuubl WEB uHTepderica nonb3oBaTenb
MOXET U3MEHUTb peXxruM paboTbl NnopTa Anst paboTbl CMCTEMbI aBTOPU3aLIMM
n ayteHTudukaumm no crtaHgapty 802.1x. lMopT mMoxeT pabotatb B 4X

pexnmax:

v" N/A State (no ymonyaHuto);

v Auto state (aBTomatmyeckn);

v' Force-authorized (npyHyautenbHasi asTopusauus);
v

Force-unauthorized (NnpyHyanTenbHbIA OTKa3 OT aBTopmU3aumm).

Ecnu Ha nopTe TpebyeTcAa BbLINOMHATL ayTeHTUdmKaumi no
ctangapty 802.1x Heobxooumo BbICTaBUTbL pexmm Auto state. Ecnim He
Tpebyetcs penaTtb ayTeHTMdMKauml ONs JocTyna K cetu cnegyet
BbicTaBuTb pexum N/A. OcTanbHble 2 pexvMa peako WUCMonb3ylTcs B
CTaHAapTHbIX CUTyaLuMsX.

MakcumansHoe 3HaveHne ansa nona Support Host Num — 100.
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11.12.5 802.1x User Authentication Information (MUHdopmaLmsa o Bcex
npoueccax ayteHTudukauum no craHgapty 802.1x)

@ disable

oo g 2
s 0 link down

2 4 & 8 .
[l alya] @ linkup
oaooo

s e

3 Switch
#(] System C

802.1x User Auth-Information

B3 Pt Conbgurmizn

Ipm. ‘ & lDort Mode: ”Accepted Host Num: 0 ]

#{] MAC Binding

#{ MAC Filter

#{_J VLAN Configuraton

*{1 SNMP Configuration

*{] ACL Configuration

%{1) QOS Configuration

% IP Basic Configuration

=3 AAA Configuration
=] Tacacs+ Configuration
3 Radius Configuration
2 302 1x Configuration
) 802 1x Port Configuratis
2 802 1x User Auth-Inforr

#{_] MSTP Configuration

< >

v

| Applicant state Maching || Back-End state Maching _|[_ Retry Request state |
Request state = t
| state | Retry Request Num state Request Num state

Refresh Help

User name || MAC Address

Ha aToit cTpaHuue npencTaeneHbl cBegeHns 060 Bcex npoleccax

ayTeHTMdVKauMm Ha nopTax, HacTPOeHHbix Ana Hee. WHdopmaums

npegoctaB/ieHa TOJIbKO ANA  YTeHud. Ytobbl 06HOBUTL MH¢>opmaquo

HaxxmuTe kHonky Refresh.
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11.13 MSTP Configuration (HacTpomnka pabotbl npoTtokona STP)

11.13.1 MSTP Configuration (OcHoBHble HacTponku MSTP)

2 4 & 3 B linkup
aoaoao | disable
oo 06 ag 0 link down
198 & 2 s 10
~
‘3 Switch MSTP Configuration
®(] System Configuration
{1 Port Configuration WSTP
(] MAC Binding
B Priority
®{) MAC Filter
¥ VLAN Configuration Portfast Bpdu-Fiiter
#{_] SNMP Configuration Portfast Bpdu-Guard
#() ACL Canfiguration Forward-Time
#{ QoS Configuration T
#{_] IP Basic Configuration
% S Errdisable-Timeout
() AAA Configuration
{23 MSTP Configuration [Erdisable-Timeout Interv. 300
B MSTP Configuration _Max-Age 20
[2) Por Configuration Max.Hops 20
B Port information o~ Y
#{] IGMP SNOOPING Confi z
4 e A
() GMRP Configuration Refresh, | AppYy
(] EAPS Configuration
< >

Ha paHHom cTpaHnue WEB wuHTepdenca npeactaBneHbl
rnobanbHble HacTponkn npoTokona MSTP (Multiple Spanning Tree
Protocol):

1) MSTP (Disable/Enable) — Bkn/BbIkn nogaepxky npotokona MSTP;

2) Priority — HacTponka npuopuTesaumu. YCTponcTea ¢ 6onee HU3KUM
NpMopuTETOM NOAXOAAT Bonblue Ans ponn KOPHEBOro Mocta(root
bridge);

3) Portfast BPDU Filter (Disable/Enable) — Bkn/Bblkn unbTpauumio
BPDU nakeToB Ha nopte;

4) Portfast BPDU Guard (Disable/Enable) — Bkn/Bbikn @yHKUUIO
3awunTtbl BPDU nakeTos;

5) Forward Time — HacTpovika 3agepXKu nepechbinkn NakeTos;

6) Hello Time — HacTpowka uHTepBana otnpaBkum MSTP HELLO
MnakeToB;

7) Errdisable Timeout (Enable/Disable) — Bkn/Bbikn yHKUMK

Errdisable. Ecnn nopt c BkntoyeHHbiM BPDU Guard nonydaet
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naketol BPDU 3anyckaetcs Errdisable tanmep. Mo ucteveHun
3agaHHoro  BpeMeHu  (Errdisable  timeout) nopt  6yaer
nepesanyLleH;

8) Errdisable timeout — Bpems nocrne koToporo Oyaet nepesanyLueH
nopT noslyumsLnin naket BPDU,;

9) Max Age — Bpemsi B CeKyHOax B TeYEeHWe KOTOpPOro KoMmyTaTtop
oxugaeT wuHdopMauuMio o KoHdwurypauum ST(spanning tree)
npexae Yem 3anyCcTuTb NPOLECC KOHMUrypaumm 3aHOBO;

10) Max Hops — Konu4ecTBO MepexodoB (XOMoB) A0 OTOpachbiBaHMS
BPDU naketoB B AOMEHE;

11) CISCO Interoperability (Enable/Disable) - BKI/BbIKN

COBMECTMMOCTb C HacTponkamu STP CISCO.

Bce HacTporku Ha QdaHHOW CTpaHuue NoATBEPXOAlTCA KHOMKOMW
Apply (NpuHATB).

11.13.2 Port configuration (HacTponka MSTP Ha nopTax)

1

I Switch
() System Configuration
# (] Port Configuration
#(_J MAC Binding
#{J MAC Filter
(1) VLAN Configuration Portfast bpdu.filter
# {1 SNMP Configuration Portfast bpdu-guard
#(_) ACL Configuration Root Guard
#{_] QOS Configuration
#(1 IP Basic Configuration
#(_] AAA Configuration
=1{_3 MSTP Configuration Path-Cost
B) MSTP Configuration Force-Version STP v
B Port Configuration Refresh Apply
2 Port Information
#{_] IGMP SNOOPING Confi
#{_1 GMRP Configuration
# (] EAPS Configuration
< >

Port s

Portfast

<<€ <

Link-Type

Priority
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Ha paHHoM cTpaHuue WEB nHTepdenca npeacraBneHbl HaCTPONKK
MSTP (Multiple Spanning Tree Protocol) ans noptos.

1) Port — BbIGOP NoOpTa ANA HACTPOWKY;

2) Portfast (Enable/Disable) — Bkn/Bblkn cocTosiHust Portfast ans
BbIOpaHHOro paHee nopta. B coctosaHum Portfast nopT nepexogut mn3
COCTOSIHMSA OnOKMPOBKM B cocTosiHMe nepecbinku(forward) naketoB
MUHYs1 cocTosiHMe oby4yeHusi(learning) n npocnywmneaxms (listening);

3) Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn dunbTpaumio
BPDU nakeToB Ha BbibpaHHOM nopTe;

4) Portfast BPDU GUARD (Enable/Disable) — Bkn/Bbikn yHKUMIO
3awutbl BPDU nakeToB Ha BbIGpaHHOM NnopTe;

5) Root Guard (Enable/Disable) — Bkn/Bblkn yHKUMM 3aLWUThI
KopHeBoro MocTta (root bridge) ot npwema BPDU nakeToB oOT
YCTPONCTB C Bonee BbICOKMM NPUOPUTETOM, YEM MOCT;

6) Link Type — HacTpoika Tuna nogkntodeHnsa. Point to Point (Touka-
TOYKa) no3BonsieT ObICTPO MeEHATb cocTosiHMe nopTa. Shared
NOAKIIOYEHNEe He MO3BONAEeT OBbICTPO MEHSATb COCTOsHWE nopTa.
Heobxogumo npontn 802.1D npouegypbl, 4TOGbI onpegenutb
cTaTyc nopTa;

7) Priority — Hactpoiika CIST npuopuTeTa, 3Ha4deHne MoXeT ObiTb
TONbKO KpaTHbiM 16 B pAuanaszoHe oT 0-240. Mo ymonyaHuto
3HayeHue paBHo 128;

8) Path Cost — ot 0 - 200000000. Bornee Hu3kne 3HayeHUst OBbIYHO
COOTBETCTBYIOT root’am;

9) Force Version — Tun oTnpaBnsieMbIX NakeToB.

Bce HacTporikm Ha [aHHOWM CTpaHuue noaTBepXaarTcs KHonkom Apply
(MpuHATB).
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11.13.3 Port information (O6was nHcgpopmaumsa o koHcpurypaumm MSTP)

2 4 8 8
cooo P
ooaoo B link down
13 % 2
A MSTP All Port Information A
‘N Switch
Sl System(G [ Port || Postfast || Bpdu-Eilier || Bpdu-Guard || Root Guard || Link-Type | Priority || Path-Cost || Force-Version
20 Port Configurati el | Disable ][ Default Datault Disable || Point-To-point | 128 20000 MSTD
201 MAC Binding 9e172 || Disable || Default Dafault Disable Point-To-point | 128 20000 NSTP
B0 MAC Filter 36173 || Disanle || Dafault Dafaull Disable Bont-To-point | 128 20000
#00 VLAN Configuration gel/d | Disable || Default Default Disable || Point-To-point |__ 128 20000
0] SNMP Configuration ge1/5 || Disable || Default Dafault Disable | Point-To-point |__ 128 20000
(1 ACL Configuration gel/6 | Disadle Dafault Default Disable Point-To-point |__128 20000
& QOS Configuration ge1/7 | Disable Default Default Point-To-point 128 20000
3 IP Basic Configuration gel/8 || Disaole Dafault Default Point-To-point 128 20000
2] AAA Configuration 9e1/9 || Disaole Default Default Point-To-point 128 20000
EIC3 MSTP Configuration [0e10][ Disavle ][ Default Default Disable Point-To-point 128 20000
B MSTP Configuration gel/11 || Disable Default Default Disable Point-To-point 128 20000
B Port Configuration gel/12 || Disable Default Default Disable Point-To-point 128 20000 MSTP
) Port Information 0e1/13 ][ Disadle || Default Default Disable Point-To-point |__ 128 20000 MSTP
B IGMP SNOOFING Confi [ge1/14] Disavle || Default ][ Defaull ]| Disable || Point-To-point | 128 20000 MSTP
H{_] GMRP Ci ael/15 || Disable Default Default Disable Point-To-point 128 20000 MSTP
#{] EAPS Ci i bt gel1/6 || Disable Default Default Disable Point-To-point 128 20000 MSTP v
< > gel/17 ][ Disable Default Defaull Disable Point-To-point_|__ 128 20000 MSTP

Ha panHon ctpaHuue WEB uHTepdenica npencrasneHa cBogHasi
MHdopMaLmsa o KoHpurypaumm MSTP.

MH(*)OpMaLI,VIFI npepnocrtaBJieHa TOJIbKO AJ1A YTeHUA.
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11.14 IGMP Snooping configuration (HacTponka oTcnexuBaHua
IGMP Tpacwmka)

11.14.1 IGMP Snooping configuration (Hactponkn doyHkumnmu IGMP
snooping)

oeD
ifgz
ik

4 Managed Switch

wich Montorng

Global IGMP SNOOPING Disable v
VLAN 1D

VLAN IGMP SNOOPING
Fast Leave

Fast Leave Timeout

Query Membership Timeout

% QOS Configuration
%1 IP Basic Configuration

Group Membership Timeout

¥ AAA Configuration
%) MSTP Configuration

411 GMRP Configuration
#_) EAPS Configuration
# ) RMON Configuration
% (_J Cluster Management
) ERPS Confguration
# 1 Log Management
< >|

Ha paHHow ctpanuue WEB uHTepdenca Bbl moxeTe rrnobansHo
BKMIOUMTb wnu BbIkNounTb (Enable/Disable) dyHkumio IGMP  snooping
(npouecc oTcnexmBaHua ceteBoro Tpadwuka IGMP, npepoTBpaliatoLLmii
wnpokoBewaTensHyto (broadcast) peTpaHcnauuio multicast  Tpaduka
KOMMbOTEPaAM-NOTPEOUTENAM, KOTOPLIM HE HY)XXHO ero obpabaTbiBaTh).

BknoyeHne p[aHHOro npoTokona sBnsieTcs obsa3aTenbHbIM  Npu
nepegadve Tpadmka OT OOMbLIOro KonuMyecTBa nepedaTyvkoB 6Gonbliomy
konudectBy npuemHukoB (HDMI no Ethernet). PekomengyeTca Takke
Bkntountb IGMP ansa VLAN

Bce HacTpoWku Ha AaHHOW CTpaHuue NoATBEepXOalTCA KHOMKOMW
Apply (NpuHATB).

C nomolubto kHonkn Refresh Mo)xHO 06GHOBUTL 3HAYEHUS NONen.
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11.14.2 Multicast Group Information (O6was nHdopmauusa o IGMP)

2 4. :
@ linkup
2222 00 00 = Hargs
Rttt S &1 link down
N

3 Switch

#{_] System Configuration

#{3 Port Configuration

(] MAC Binding [ VLANID ][ Multicast Address || Member Ports

8] MAC Filter Refresh|

B{_] VLAN Configuration

#{] SNMP Configuration

#{ ] ACL Configuration

#{_] QOS Configuration

#(] IP Basic Configuration

#{] AAA Configuration

5] MSTP Configuration

=43 IGMP SNOOPING Confi
B IGMP SNOOPING Co
B Mutticast Group Inforn

#{] GMRP Configuration

#{] EAPS Configuration

#{] RMON Configuration

< >

Ha paHHow ctpaHnue WEB wHTepdbenca npeactaeneHa obuias
WHpopmaumss o Multicast rpynnax co3gaHHbeiXx B npouecce paboThbl
npotokona IGMP.

WHdopmaLma npegocTaBneHa TOMbKO AN YTEHUS U OOHOBNEHUs
(Refresh)

11.15 GMRP Configuration (HacTtpownka paboTbl npoTokona
GMRP)

11.15.1 GMRP Global Configuration (Tmo6anbHble HacTponkn GMRP)

Ha paHHom cTtpaHuue WEB  wuHTepdpenica npeacTasrieHbl
rnobanbHble HacTpovikun pabotel npotokona GMRP (GARP Multicast
Registration Protocaol), npegHasHayYeHHoro ans ynpoLeHus
pacnpocTpaHeHUss No CceTu UWHdopMauuy O Hanuyum onpeneneHHown
Multicast rpynnbi.

BkntoueHue/oTknoueHne noaaepxkn GMRP  ocyuwlectBnsieTcsa ¢
nomowbto Bblbopa Disable/Enable u nocnegytowero noarBepXaeHus

kHoMnkon Apply (NpyHATB).
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T Ve e
coaa i
(=] O 0668
AT ,“w Ko
A
3 Switch GMR al Configuration

#{] System Configuration
E{ ] Port Configuration Diszble V!
#{] MAC Binding
=1 MAC Filter Refresh Apply
E{] VLAN Configuration
©(21 SNMP Configuration
#{) ACL Configuration
#{] QOS Configuration
{1 IP Basic Configuration
©() AAA Configuration
E{_] MSTP Configuration
{3 IGMP SNOOPING Confi
=43 GMRP Configuration
B GMRP Global Configt
GMRP Ports Configur
2 GMRP State Machine
#{_] EAPS Configuration
< >

11.15.2 GMRP ports configuration (Hactpoika GMRP Ha nopTax)

AT :
aoaa a
? ? ? ? l'l .,E @ link down
N ~
1 Switch ) GMRP Ports Configuration
#(_] System Ci
(] PortC i |Pon:| V|||GMRP status: [Diszble v
(] MAC Binding
#{] MAC Filter Refresh Apply
B VLAN C Port Name || GMRP Status |[Join Ti Leave Ti i |[_LeaveAll Timer(centiseconds)
#{] SNMP Configuration gelll | Disable
®{ ] ACL Configuration gell2 Disable
B{] QOS Configuration gelld Disable
#{] IP Basic Configuration gelld Disable
{1 AAA Configuration gel/s Disable
#{J MSTP Configuration 901/6 Disable
(] IGMP SNOOPING Confi gel/7 Disable
B3 GMRP Configuraton gelld Disable
2 GMRP Glcbal Configt gel/9 Disable
B GMRP Ponts Configur ge1/10 Disable
B GMRP State Machine e/ Disable
(] EAPS C M gel/12 Disable 9
< > cel/13 Disable

Ha paHHoun ctpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPONKU
GMRP gns otgenbHbix nopToB. [MopT BbibupaeTcs B BbiMagalowemM MEH
Port, Bkn/otkn nogaepxkm GMRP peanusyetca ¢ nomowpbio GMRP Status
Disable/Enable.

Bce HacTpolkum Ha QdaHHOW CTpaHuue NoATBEPXOAlTCHA KHOMKOMN

Apply (NpuHATB).
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11.15.3 GMRP State machine (O6was nHgpopmaumsa o GMRP)

2 4 5 8 3
link
SN 2 e
[ = I = B = B {00} i
-3 &7 9 10 & link down
la)
‘3 Switch
#{] System Configuration
B Port C
#{] MAC Binding [PortName | VLANID || icast MAC Address | Applicant State || Registrar State
#{] MAC Filter

A fi
B {1 VLAN Configuration Refresh

{1 SNMP Configuration
B{] ACL Configuration
#{] QOS Configuration
(] IP Basic Configuration
#1{] AAA Configuration
#{_] MSTP Configuration
&1 IGMP SNOOPING Confi
=< GMRP Configuration
B GMRP Global Configu
B GMRP Ports Configur
2 GMRP State Machine
#{] EAPS Configuration
< >

Ha paHHOM cTpaHuue WEB wuHTepdernica Haxogutcs cBoHas
uHcpopmaums o pabote npotokona GMRP. Homep nopta, VLAN ID, MAC
agpec multicast rpynnbl n 74.

MH(*)OpMaLI,VIFI npenocrtaBJieHa TOJIbKO AJ1A YTeHUA.

Refresh — 06HOBUTbL cogepkaHne Tabnuubi.
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11.16 EAPS Configuration (Hactpoika pabotbl npoTtokona EAPS)

11.16.1 EAPS Configuration (OCHOBHble HAaCTPOMKK paboThbl NPOTOKONa

2 4 s 8
link
s ik & et
2300 '.' .‘: @ link down
~ ~
S Switch ‘ EAPS Configuration
31 System Configuration
B N
"1 Port Configuraion EAPS Ring I V]
i IMA Binding Create status Not Created
4123 MAC Filter -
31 VLAN Configuration Wode g __ ¥
83 SNMP Configuration primary port v
%) ACL Configuration oA DoR v
e
L1 QOS Configuration P A ]
# (1 IP Basic Configuration
#{_] AAA Configuration Protected VLANS Format: 2,46 or 3-10|
1] MSTP Configuration Hello Time Interval  |[0 Il s
(] IGMP SNOOPING Confi Feil Time 0 s
B P C: i
{3 GMRP Configuration pom—
Sy EAPS Configuration
B EAPS Configuration Extreme Interoperability|
B EAPS Information Enable Status {sabl
) v
#00 RMON Configuration Refresh| | Creale Apply Remove v
< >

Ha paHHoi ctpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPOMKK
npoTokona EAPS (Ethernet  Automatic Protection Switching),
npegHasHa4YeHHoro Ans 3aWwuTbl OT NeTenb B CETU.

1) EAPS Ring ID — Bbi6op ID gnst EAPS ring;

2) Mode — HacTpoika pexuma paboTbl pabodvero ysna ana EAPS
AOMEHa;

3) Primary Port — Beibop kntoyeBoro nopta ans EAPS;

4) Secondary Port — BbiGop BTOpMYHOro nopta ans EAPS;

5) Control VLAN — Bbi6op VLAN ID gnsa EAPS;

6) Protected VLANS — BbIOOp OAHOr0 MM HECKOMbKMX 3allmLaeMblX
VLAN B gomeHe EAPS;

7) Hello Time Interval — HacTpoika EAPS gomeHa gnga nepuoanyeckomn
otnpaBku naketoB HEALTH. 3agaBaemoe 3HadeHuMe B cekyHOax
AOIMKHO ObITb MeHbLUE YeM Bpemsi o owmnbdku (fail time);

8) Fail Time — Bpems 0o UcTeyeHUss cpoka AencTeus B EAPS gomeHe.
JormkHo bbITh 6onbLue, Yem Hello Time;

9) Extreme Interoperability (enable/disable) — Bkn/Bbikn COBMECTUMOCTb
C extreme ycTponCTBaMMm.

Bce HacTpoWku Ha QaHHOW CTpaHuue MOATBEpXOalTCA KHOMKOMW
Apply (NpuHATB).
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11.16.2 EAPS information (CBogHasa nHdopmauus o paborte npoTokona

PP A linkup
ceas M bee
T ey B ? 10 B linkdown
A
3 Switch EAPS Information
#{] System Configuration
#{] Port Configuration Refresh

#{] MAC Binding
{7 MAC Filter
#{] VLAN Configuration
#{_] SNMP Configuration
&) ACL Configuration
#{] QOS Configuration
#{] IP Basic Configuration
(] AAA Configuration
#{] MSTP Configuration
# (] IGMP SNOOPING Confi
#{] GMRP Configuration
B3 EAPS Configuration
8] EAPS Configuration
8 EAPS Information
(] RMON Configuration
< >

Ha paHHom cTtpanuue WEB wuHTepderica npeactasneHbl obuue
cBefgeHus o pabote npotokona EAPS.

WHdopmaLma npeactaBneHa TOMbko Afis YTEHMS U HE MOXET ObIiTb
M3MEHeHa C 3TON CTpaHuLbI.

Refresh — 06HOBUTL cofepkaHne CTpaHuLbI.
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11.17 RMON Configuration (HacTpoinka pa6oTbl npoTokona
RMON)

11.17.1 RMON statistics (HacTpo#ka rpynn ctatuctukm gnss RMON)

2 4 &
coaa L ke
eeoe wa & i
#_1 MAC Binding A )
#_1 MAC Filter
#{] VLAN C
#_1 SNMP C: |"°ﬂ VI
#_] ACL Configuration
#() QOS C [ RMON Statistics ]
®{_] IP Basic Configuration J Index“ 0 \H OwnerH |
#(_1 AAA Configuration
#] MSTP Configuration Refresh| Apply Delete Help
% IGMP SNOOPING Confi T ]
i GMRP Configuration letherStatsDropE vents jo][etherStatsOctets o]
#] EAPS Configuration letherStatsPkts |P]fetherStatsBroadcastPkis o]
=/ RMON Configuration etherStatsMulticastPkts |lo][etherStatsCRCAlgnErrors o]
B Statistics Configuratio etherStatsUndersizePkts J0][etherStatsOversizePkts ol
B History Configuration etherStatsFragments [0][etherStatsJabbers o
B Alarm Configuration letherStatsCollisions 0|[etherStatsPkts640ctets o
[® Event Configuration etherStatsPk 270ctets 0||etherStatsPkts 10
#_] Cluster Management etherStatsPkts25 Octets __|[0]etherStatsPits Octets [0
#1 Log Management 3 letherStatsPkts10241015180ctets _|[0| il v

< >

Ha paHHoi ctpaHuue WEB uHTepdelica npefcraBneHsl HAaCTPOMKM
roynn cratuctukm (Statistics) gna pabotsi RMON  (anctaHumoHHbIN
MOHWTOPWHT CETH).

Bbibepute nopt u3 Bbinagatowero cnucka Port, 4tobbl HacTponTb
rpynnbl  gaHHbIX cTaTuctukn. WMupgekc O o3Hayaer, 4YTO MOPT He
ckoHdurypmpoBaH anss RMON. MHaekc moxeT ObiTb B npegenax ot 1-100.
3anonHeHue nons Owner (Bnagerney) He siBNAeTcA 06s13aTeNbHbIM.

Haxmute Apply ans noatBepxaeHusi. B Tabnuue Statistics Data

6yp,eT nokasaHa CTaTUCTUKa paGOTbI nopta.
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11.17.2 History Configuration (Hactpo#ka rpynn npeabicTopuv aAnsa

RMON)

DD~
DD~
DD-
DD~

0o 80
s 10

0 linkup
@ disable
0O link down

#{J MAC Binding
®{) MAC Filter
®(] VLANC

#{] SNMP C:

[ —

() ACL Configuration
#(] Qosc

#{7] IP Basic Configuration
#{] AAA Configuration
#(1 MSTPC

RMON History

Index

|| Interval

Request

|| Owner

Buckets

{1 IGMP SNOOPING Confi
#(] GMRP Configuration
#{] EAPS Configuration
EI<3 RMON Configuration
5 statistics Configuratio

Refresh

Apply

Delete Help

History Data

[[, Time [

S — I

L [stert || Il

|

I I I I

[
J

Jabbers!

B) History Configuration

) Alarm Configuration First Prev Next Last

B Eo Gt Total: Opages, Current Page is No. 1

] Cluster Management
#J Log Management
< > < >

Ha panHon ctpaHuue WEB nHTepdenca npegctaBneHbl HaCTPOWKN
roynn npegbictopun (History) ana pab6otsi RMON  (GucTaHUMOHHBIN
MOHWTOPWHT CETH).

Bbibepute nopT u3 BbinagatoLwero cnucka ans Port ons HacTpownku,
Ecnu nopT He ckoHdurypuposaH ana RMON, B none INDEX otobpasutcs 0.
3HaveHne Index moxeT ObITb B Npegenax ot 1 go 100. MNone Bnagenbua
(Owner) He 06a3aTenbHO K 3anofTHEHUIO.

B none Interval yctaHaBnusaetcs Bpems ot 1-3600 B TeyeHue
KoToporo cobupatoTcsa gaHHble. Bucket — 31O BblgeneHHoOe xpaHunuie ans
cbopa 3anucen. 3HadyeHne moxeT BbiTb OT 1 — 100.

HaxmuTe Apply ans noareepxaeHusi. B tabnuue History Data 6yget

NnokKa3aHa ncrtopua pa6OTbI nopta.
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11.17.3 Alarm Configuration (HacTpoika rpynn aBapumiHbIX CUrHaNoRB)

0 link up
@ disable

2 4 &
aoaoo
sooe wa & M

#{J MAC Binding A
#{_1 MAC Filter RMON Alarm
#{7 VLAN Configuration
® ) SNMP Configuration
#{) ACL Configuration | index | index
#{ 1 QOS Configuration 5 1o e 1 o S 1o |
#{] IP Basic C i — = i | 0o T 1 [3 0 [
#{1) AAA Configuration Refresh Apply Delete Help
+ i
22 o nooomcons | eane] e re v | S5t e vt | || i e cvinte_oer |
#{_ GMRP Configuration
#{_) EAPS Configuration
=73 RMON Configuration
2 Statistics Configuratio
&) History Configuration
E) Alarm Configuration
2 Event Configuration
#{_] Cluster Management
#{) Log Management
< > < >

Alarm|| Rising Falling |Ev0n‘|’ Ev;nr

Index |(Intervall Variable Sample Type|(yo) 0

Ha paHHoi ctpaHuue WEB nHTepdeinica npeacraBneHbl HaCTPOMKM
rpynn aBapuiiHbix curHanoB (Alarm) ans pabotsl RMON (guctaHumoHHbIN
MOHWTOPWHT CETH).

BbibepuTe cyllecTBylOLLYyO Tpynny M3 BbiNagaloLlero cnucka ans
npocMoTpa CoBbITUI NN BHECEHUSA N3MEHEHUI B HACTPOWKM.

Ona cosgaHunss HoBow rpynnbl BbiGepute New. Index pormkeH
HaxoauTbcsa B npegenax 1...60, Interval gomkeH HaxoguTbCA B npegenax
1...3600 (cekyHAbl).

Refresh — o6HOBUTL Tabnuuy.
Apply — coxpaHnTb HaCTPONKMN.

Delete — yganutb 3anucb 13 Tabnumubi.
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11.17.4 Event Configuration (Hactpounka rpynn co6bituin ansa RMON)

@ linkup
@ disable

2 4 L]
(o= ] (=]
coon o & ko

BB

#{] MAC Binding A
#{] MAC Filter . RMON Event
#{] VLAN Configuration
(] SNMP C;
;u S - - o — 1970/01/01
#{] QOS Configuration [New v] o none Ml | 000 [
#{] IP Basic Configuration
() AAA Configuration
Q) MSTP Configuration [ | Cindex ][ Descri _Twe [ C I Tast Time Sent I Owiner
=3 IGMP SNOOPING Confi
() GMRP Configuration
# (] EAPS Configuration
=3 RMON Configuration
B Sstatistics Configuratio
[ History Configuration
[E) Alarm Coniiguration
B Event Configuration
#{] Cluster Management
B{7] Log Management
< > & >

Ha panHon ctpaHuue WEB wHTepdenca npegcraBneHbl HacTPOWKK
rpynn cobbitun (Event) gna padotsl RMON (ancTaHUUOHHBI MOHUTOPWHT
cetn).

ipti Last Time
Index Description Type C Sent Owner

Refresh| Apply Delete Help

M3 Bbinagatowero cnucka BbibepuTe rpynny cobbITUA, 4TOOBI
npocmoTpeTb Mnn HactpouTb ee. Haxmute (NEW), ecnu xotute cosgatb
HOBYO rpynny.

[vana3oH BO3MOXHbIX 3HadeHun B none Index 1-60. B none
Description (onucaHue) 3agaeTca TEKCTOBOE OnucaHwe rpynmnbl COObITUNA.
Tun cobbiTuin MoxeT BbITb none (He pearmposaTb), log (coxpaHWUTb 3anucs),
snmp-trap, log and trap. [lMone Bnagenbua (owner) 3anonHATb He
obs3aTencHo.

Mone Last time sent (nocnegHee BpeMsi OTNPaBKK) JOCTYMHO TOMbKO
Ons YTeHuMs W nokasblBaeT, Korga B rnocrnegHui pa3 cobbiTve 6bino
OTNpaBneHo.

Refresh — o6HOBUTL Tabnuuy.
Apply — coxpaHUTb HaCTPOWKMN.

Delete — yganutb 3anucb 13 Tabnumubi.
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11.18 Cluster configuration (HacTtponka knacrtepa)

11.18.1 NDP configuration (HacTtporka npotokona NDP)

s 8 3
& linkup

oo ! disable

oo oo @ linkdown

2

(=]

(=]
1

DD~

{1 Por Configuration o
#{] MAC Binding
#{] MAC Fitter
#{1 VLAN Configuration Port:
{1 SNMP Configuration Port Enable
#{_] ACL Configuration
# (| QOS Contiguration
#(] IP Basic Configuration
%] AAA Configuration Aging-time 20 J (1-4096 sec)
#(] MSTP Configuration
(1 IGMP SNOOPING Confi Beficsh|  [Fapply b
#{_] GMRP Configuration
#{] EAPS Configuration
B{] RMON Configuration
E3 Cluster Management
) NDP Configuration
B NTDP Configuration
B Cluster Configuration
#{] Log Management
< >

Ha paHHoi ctpaHuue WEB nHTepdeinica npeacraBneHbl HaCTPOMKM
NDP (Neighbor Discovery Protocol). [aHHbIn NpOTOKON WCMNOMb3yeTcs

coBMecCTHO c IPv6 1 oTBeTCcTBEHeH 3a OBHapyXeHue KOH(IIMKTa agpecos,

Global Enable
Hello-time 60 | (1-4096 sec)

OpYrux y3noB B Knactepe, novck AocTynHbix DNS cepBepoB v T.4.

[ocTynHbl cnegytoLme HacTPONKK:

1) Port— BbIGOp NopTa;

2) Port Enable (enable/disable) — Bkn/Bbikn nogaepXkn npoTokona
NDP Ha BbliGpaHHOM nopTe;

3) Global Enable (enable/disable) — Bkn/Bbikn rnmobanbHON NoaaepXKKM

npotokosna NDP;
4) Hello Time — wuHTepBan otnpaBkn NDP naketoB, 1-4096 cek,

3Ha4eHue no ymonyaHuo 60cek;

5) Aging time — nHTepBan «ctapeHusi» otTnpasneHHbIX NDP nakeToB He
NPUHATBLIX YAaneHHbIM ycTponcTBoM, 1-4096 cek, 3HayeHne no
ymondaxuio 180 cek.

Bce HacTpoWku Ha QaHHOW CTpaHuue MOATBEpXOalTCA KHOMKOMW
Apply (NpuHATB).
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11.18.2 NTDP Configuration (Hactpoiika npotokona NTDP)

2 4 6 8 3
link

caoaa ]
[« ool [ololclo] link down
1 3 8 7 s 10 0 link

#{] Pori Configuration N

#{ ] MAC Binding NTD n

®{] MAC Filter

#{] VLAN Configuration Port:

#{) SNMP Configuration Port Enable bl

#{_] ACL Configuration =

~ Global Enable disable v

#{] QOS Configuration

#{] IP Basic Configuration Hops 2 (1-6)

# {1 AAA Configuration Interval-time 1 (0-65535 min)

fE=IMSIEConhoutatan Hop-delay 200 (1-1000 milsec)

B IGMP SNOOPING Confi =

#{] GMRP Configuration Port-delay 20 (1-100 milsec)

#{] EAPS Configuration T o -

efres| pply elp

#{] RMON Configuration
=43 Cluster Management
[ NDP Configuration
B NTDP Configuration
B Cluster Configuration
#{] Log Management
< >

Ha paHHoi ctpaHuue WEB nHTepdenica npeacraBneHbl HaCTPOMKM
npotokona NTDP (Network Topology Discovery Protocol). [aHHbIn npoTokon

Nncnonb3yeTcd Aand NoOCTPOEHUA TONOJIOrMK B Kiactepe.

[ocTynHbl cneaytowme HacTPONKK:

1) Port— BblGOp NOpTa;

2) Port Enable (enable/disable) — Bkn/Bblikn noggepXku npoTokona
NTDP Ha Bbl6paHHOM nopTe;

3) Global Enable (enable/disable) — Bkn/Bbikn rnmobanbHON NoAOEPXKKM
npotokosnia NTDP;

4) Hops — pocTynHbli Awmana3oH Tononoruv 1-6. Mo ymonyaHuto
3HayeHue paBHo 3. KonudecTtBo nepexofoB (XOMOB) OT caMoOro
yAaneHHOro yCTpoWcTBa OO YCTPOWCTBA, KOTOPOE KOHTpoOnupyet
BCIO TOMOSOINI0;

5) Interval Time — Bpems cbopa TononorMn B MuHyTax. 3HayeHune no

ymMon4yaHuio 1;
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6) Hop delay — gonycTuMbI MHTEPBanN 3adepXKn Mexay nepexogamu.
HocTtynHble 3HaveHusa 1-1000mc. 3HadeHue no ymonyaxuio 200mc;

7) Port delay — gonyctumbin nHTepBan 3agepXku nepeq nepecbinikon
nakeToB Ha nepBbI NopT. [locTynHble 3HayeHus 1-100mc. 3HaveHmne

no ymonyanuwo 20mc.

Bce HacTpoWku Ha [aHHOW CTpaHuue MOATBEPXOAlTCA KHOMKOMW
Apply (NpuHATB).

11.18.3 Cluster Configuration (Hactpouka knacrtepa)

DRD
gy
i

2 4 & 3
oooo
oooo
T

#( Port Configuration A A
#(_] MAC Binding nfigurat
#(_1 MAC Filter
L] VLAN Configuration Cluster Enable [disable vV
#() SNMP Configuration - =
#{] ACL Configuration
#{] QOS Configuration 1P-pool
# {7} IP Basic Configuration Handshake time [10 1-255 sec)
#{] AAA Configuration
#®{] MSTP Configuration
#{_] IGMP SNOOPING Confi
#{] GMRP Configuration
#{_] EAPS Configuration
#{_] RMON Configuration
=y Cluster Management Cluster Name || | H Type H v|
B NDP Configuration -
) NTDP Configuration Apply Delete
B Cluster Configuration
#{] Log Management 22 Cluster Memb t v
< >

Management-vian 1 1-4094)
[0.0.0.0/0 (AB.C.D/M)|

Handshake hold-time || |60 1-255 sec)

Ha paHHoi cTpaHuue WEB nHTepdeiica npeactaBneHbl HACTPOMKM
ans knactepa.
Bbl MOXeTe npocMOTpeTb M  OTpedakTupoBaTb Tabnuuy c

y4dyacTHUKaMUM KnacTtepa.
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Bo3MOXHble HACTPOKKK BKNOYaKOT B ceOs:

v" Cluster enable (enable/disable) — Bkn/Bbikn knactepa;
v Management VLAN — guanasoH goctynHbix VLAN'oB ot 1-4094.

3Ha4eHune no ymon4yaHuio 1;

v' IP pool — pgmanasoH (nyn) IP agpecoB y4yacTHMKOB KnacTtepa.

HoctynHbin ananasoH ot 0.0.0.0 go 255.255.255.255. Jonyctumas

anuHa mackm 0 go 32;

v Handshake time - wHTepBan oTtnpaeBks handshake nakeToB.

Jdonyctumbii AnanasoH 3HadveHui 1-255. 3HayeHne nNo ymMornvaHuio

10;

v" Handshake hold time — Bpemsi «yaepxvBaHusi». [onyCcTUMbIN

ananasoH 3HaveHun 1-255. 3HadyeHne no ymonyanuio 60.

YTtobbl HacTpouTb knacTep BaM HeoOXoaMMo BbIOpaTb uUMS
Knactepa u BblbpaTb coeanHeHue c knactepom. CyLIecTBYHOT pyYHble U
aBTOMaTU4YecKne MeToadbl COEANHEHUS C KIacTEPOM.

lMocne noaTBepXOeHWs  cO3daHMs  KrnacTepa Bbl  MOXeTe
aBTOMAaTUYECKN MEPEKITYNTCHA Ha PyYHOW MeTod. Bbl HE MOXeTe B py4HyHo
nepeknioynTcs Ha asToMaTMyeckui MeTod. PydHOM MeTon nossonsieT
MEHATb MMs KracTepa.

Mocne nopTBeEpXOEHWs CO34aHWsl KracTepa YCTpowWcTBa —
YYacTHMKK KnacTepa M YyCTPONCTBa-kaHauaaTbl  MOryT ObiTb MPOCMOTPEHBI
B Tabnuue. Bbl MoxeTe yganaTb y4YacTHMKOB Knactepa wunv [obaBnsaTtb

yCTponcTBa-KaHanaaThl COrnacHo CrncKy ponewn.

Bce HacTponku Ha QaHHOW CTpaHuue MoATBEepXOalTCA KHOMKOMW
Apply (NpuHATB).
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11.19 ERPS Configuration (Hactponka ERPS)

11.19.1 ERPS Configuration (Hactpomnka npotokona ERPS)

1 Managed Switch

E£RPS Dormain Nose Role o nterconnecton v

£RPS Rimg v
ERPS Rung Status

Ring Mode v
e Mode v
Raps VUAN

Tratic VLAN

RPL Port v

AL Pot v
Revertive Betavicer v

Hoet of Tme
Guard Tme

WIR Time

WIB Tune

Bapa semd Time

EKPS Himg Enatie .~

Forced Swach RPY and L Pt v v

Manual Swtch Port v

Ha panHow ctpaHuue WEB wHTepdpenca Haxogatcss HacTpouiku
npotokona ERPS — BbicokoadpdhekTuBHON anbTepHatmBe npoTtokona STP
(Bpemsi BoccTaHoBneHus nuHka 50mc). [aHHbln  ceTeBoW NPOTOKOM
ucnonb3dyetcs  OANA  UCKMYeHus  obpasoBaHuMs  KONMNU3vMK,  npwu

MCNONb30BaHMM KOSbLEBOW TOMOMOMMN NOOKIHOYEHUS.

v' Raps VLAN — VLAN ID, B koTopol 6yaeT nepeaaBaTbCs Cry>KebHbIN
Tpacduk ERPS

v' Traffic VLAN — VLAN ID, koTopble Heob6xoaumo 3awuwiatb OT
neTesib U KONNM3nm

Refresh — 06HOBUTb 3HaYeHUS nonen.

Apply — coxpaHuUTb HaCTPOMKHU.
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11.19.2 ERPS Information (MH¢popmauusa o pabote ERPS)

‘N Managed Switch ERPS Information
11 Industrial Switch Monitoring
#{1] System Configuration
#{1 Port Configuration
{1 MAC Binding
{3 MAC Filter
{1 VLAN Configuration
{1 SNMP Configuration
{1 ACL Configuration
{11 QOS Configuration
] IP Basic Configuration
E{(] AAA Configuration
{1 MSTP Configuration
1 IGMP SNOOPING Configuration
&) GMRP Configuration
&1 EAPS Configuration
EC3 RMON Configuration
{3 Cluster Management
13 ERPS Configuration
ERPS Configuration
) ERPS Information
(] Log Management

Refresh Help

Ha paHHon cTtpannue WEB wHTepdeinca HaxogaTcs CBOAHbIE

OaHHble 0 pesynbTate paboTbl npoTtokona ERPS.
Bca uHopmaums gocTynHa TOMbKO AN YTEeHUs, 4ToObl OGHOBUTL

nHdopmaumo Haxmute kHonky Refresh.

11.20 Log management (YnpaBneHue 3anucbio Noros)

i

2 4
oo
(o« ]
13

06 06
s 0

4 Managed Switch
#(1 Industrial Switch Monitoring

% . System Coniguration Lo Priomy ” v | [Renesh
(1 Port Configuration

+(_) MAC Binding

=1 MAC Filter

{2 LAN Configuration

+{2 SNMP Configuration

* ) ACL Configuration

%] QOS Configuration

(1 IP Basic Configuration

# ] AAA Configuration

#{_1 MSTP Configuration

# 1 IGMP SNOOPING Configuration
% () GMRP Configuration

#(1 EAPS Configuraton

%) RMON Configuration

* 2 Cluster Management

+{_) ERPS Configuration

=43 Log Managament

B Log Information
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Ha paHHoM cTpaHuue WEB nHTepdenca npeacraBneHbl HaCTPONKK
dunbTpa BbIBOAA 3anucaHHbIX Nnoros. B nome Log Priority MoryT ©ObiTh

cneaywuwne 3HavyeHuna:

v Critical — BbIBOOUTb MHGOPMALIMIO, OTHOCSILLYIOCS TONBKO K
KPUTMYECKOMY YPOBHIO BaXKHOCTMU;

v" Debugging — BbIBOAUTb MHGOPMALMIO AN OTHaOKu;

v"Informational — BbIBOAUTb MHGOPMALIMIO AN OTNaaKu 1 obLLyto
MHdOPMaLNIo B Norax;

v' ALL — BbIBOAUTL BCIO MHDOpMaLMIO.

Y1066 NPUMEHUTE (MNbTP NOroB HaxkmnTe KHoMnkKy Refresh (06HOBUTD)

11.21 POE Power Control (YnpaBneHue napameTtpamu PoE)

11.21.1 POE Port Configuration (Hactponka napameTtpoB PoOE)

P B )
caoo e
eeoe s -l

3 Managed Switch

% Industrial Switch Monitoring

%) System Configuration

1 Port Configuration Selected Ports.

#{_J MAC Binding PoE Mode Automatic v

€ MAC Fiter PoE Admin Status

() VLAN Configuration ‘Active Voltage (V)

) SNMP Configuration
#(2 ACL Configuration
#{_J QOS Configuration
(22 IP Basic Configuration

Active PSE Type
Passive Voltage (V)
Passive PSE Type

# () AAA Configuration [Votal Power (W) 120
{2 MSTP Configuration Power Consumption (W) 000
# 3 IGMP SNOOPING Configuration Power Usage (%) 000

%) GMRP Configuration _
(1 EAPS Configuration Refresh Apply Restore Default Port Restarting

#_ RMON Configuration Seloct All Port Type Mode Admin Status | Operation | Active PSEType | Passive PSEType | Current(mA) | Voltage (V) | Power (W)
%) Cluster Management
#(2 ERPS Configuration

=3 Log Management

get/t Auto Automatic Enable OFF A AT NA NA NA

get2 Auto Automatic Enable OFF A AT NA NA NA

) Log Information Super Enable OFF BT NA NA NA

=43 PoE Power Control Super Enable OFF BT NA NA NA
) PoE Port Configuration = —

2 PoE Policy Configuration Normal - Enable OFF A - NA NA NA

2) PD Query Configuration Normal Enable OFF AT - NA NA NA

Normal Enable OFF AT NA NA NA

Normal Enable OFF AT - NA NA NA

Ha paHHom cTpaHuue WEB wuvHTepdbenica npeacrtasneHa

KOH(*)I/IpraLI,VIﬂ HaCTpOeK noga4yn nnutaHnAa K NnoAKIMKYeHHOMY K KOMMYTaTopy
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obopynosaHuio no TexHonornn PoE. [Ing HacTponkmn AOCTYMNHbI creayoLlime
napameTpbl:

v' Total Power - cymmapHasi mowHocTb POE. lNone ansi BHeceHus
MHOPMaLMKM O MaKCUManbHOW MOLLHOCTM wucnonb3yemoro bll,
uHopmauna Heobxoguma Anst aBTOMaTUYECKOro pacdeTa TeKyLlen
Harpyskn PoE kommyTaTopoMm;

v" PoE single port power - MowHocTb POE Ha ogHoM nopTy;

v" PoE on / off — BkntoyeHwne / otkniodeHne nogauun PoE;
Takke Ha JaHHOM CTpaHuue oTpaxeHa MHopMauMs O TeKyllem
coctosiHun PoE obopyanoBaHus. MimeeTca BO3MOXHOCTL 06HOBUTL (Refresh),
noaTBepanTb uaMeHeHus (Apply), BepHyTbCA K 3aBOACKMM HacTpourKam

(Restore Default), nepesanyctutb nopthl (Port Restarting).

11.21.2 POE Policy Configuration (HacTpowka pacnucaHusi POE)

2 4 & & =
oo 2 up
oo
[ B e T ) 4 o4 a ink down

2 Managed Switch

%1 Industrial Switch Monitoring

#{_1 System Configuration =

#{_) Port Configuration PoE Port | ~

#1{) MAC Binding Policy Status [disable v

) MAC Fiter

%] VLAN Configuration Refresh Apply

%) SNMP Configuration Clock( CIAN) Monday Tuesday Wednesday Thursday Friday Saturday Sunday

® (2 ACL Configuration

(] QOS Configuration 0]
%1 IP Basic Configuration
#1{] AAA Configuration
&) MSTP Configuration 00
% (3 IGMP SNOOPING Configuration 040
# (13 GMRP Configuration 05
#{) EAPS Configuration %0
#/{ RMON Configuration el =
%] Cluster Management =
) ERPS Configuration 1%
=4 Log Management 09 /] /]
B Log Information 10
=43 PoE Power Control 1
B PoE Port Configuration 2
) PoE Policy Configuration 130
B PD Query Configuration
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Ha paHHon cTpaHnue WEB wuHTepdenica npeacraBneHa
KOHdUrypaums HacTpoek nogaun nutaHua PoE k  nogknioveHHomy
obopyaoBaHuio No pacnucaHuio. [ns HacTpoWKu pacnmcaHus AOCTYMHbI
crnegywowune napameTpsbil:

v" hour — yachi;

v week — oHU Hegenu;

[na HacTponku pacnucaHust cnegyet Bblibpate HOMep nopTta u3
BbinagawLlero meHiwo POE port, aktuBmpoBaTb dyHkuuio Policy Status
BkntoyeHus/oTknodeHus (enable/disable); Boibpate Bpems B konoHke Clock
n geHb Hegenu Monday...Sunday B COOTBETCTBYIOLLEN KOMOHKE.

Haxmute Apply gna  nogtBepxaeHwusi, 4tobbl  OBHOBUTH

MHdOPMaLINIO HaXXMKUTE KHOMKY Refresh.

11.21.3 PD Query Configuration (®yHKUMA aHTU3aBUcCaHMA POE

YCTPOWCTB)
2 4 LI
ooon O linkup
oooa wn W sk
G 1 0O link down
I Managed Switch
# (21 Industrial Switch Monitoring
% () System Configuration
# (1 Port Configuration [POE Port v
(1) MAC Binding PD IP Address ]
#{ MAC Fiter PD Query Interval 0 | (2~30 Sec)
B2 YLAN Conbueation PD Timeout Number 0 | (2~10)
# {21 SNMP Configuration
(L] ACL Configuration (DAL 0 J (30~600 Sec)
+ (1] QOS Configuration [
# (] IP Basic Configuration
#{_] AAA Configuration PoE Port | PDIPAddress | PD Query Interval (Sec) PD Timeout Number PD Boot Time (Sec) |  PD Reboot Times.
# (] MSTP Configuration gelit NA [ 5 3 120 0
# (1 IGMP SNOOPING Configuration gelR2 NA 5 3 120 0
# (2] GMRP Configuration ge1i3 NA 3 120 0
# (1) EAPS Configuration gelld [ NA - 3 120 0
& (] RMON Configuration gelis NA 5 3 120 0
# (] Cluster Management gels NA 5 3 120 0
# (1] ERPS Configuration ge/7 | NA 3 120 0
geli NA 3 120 0

=43 Log Management
) Log Information

=3 PoE Power Control
5 PoE Port Configuration
B PoE Policy Configuration
) PD Query Configuration
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http://192.168.0.1/fs/doc/protected/PoePdQuery.html

Ha paHHon cTpaHnue WEB wuHTepdenica npeacraBneHa
KOHUrypaumss HacTpOeK KOHTPOMsS aHTU3aBUCaHUSA MNOAKIIOYEHHOMY K
kommyTatopy POE obopygoBaHus. [ns HacTpowku AOCTYNHbI crnegyolime
napameTpbl:

v" PoE port — BbI6op HoOMepa nopTa (M3 BbiNafatoLLero cnmcka);
v' PD IP address — IP agpec PoE nogkntoyeHHoro o6opyoBaHus;

v" PD_Query Interval — wuWHTepBan oTnpaBku 3anpocoB k PoE

obopynosaHuio B npegenax 2...30 cek (npeaycTtaHOBNEHHOE BpeEMsI
5 cek);

v' PD Timeout Number — konuyecTtBo 3anpocos k PoE o6opynoBaHmto,

KOTOpoe MoXeT ocTaBaTbcs ©6e3 oTtBeta B npegenax 2...10
(npegycTaHoBNeHHoe 3HaveHue 3);

v" PD_Boot Time — MakcumanbHoe BpeMsi Ons nepesarpy3ks PoE
obopynoBaHusa B npegenax 30...600 cek (npegycTtaHoOBNEHHOE

Bpems 120 cek).
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12. UsmeHeHue |IP agpeca kommyTaTtopa

: oo
[ =10 = ol lolo]
o
3 SW-80802/L(150W)
E{3 System C il
B Basic Line ltem VLAN ID 1P Address / Subnet Prefix DHCP Client MAC Address
B Serial Information | 1 v 1| 192. 168. 0. 3/24 x\ Disable V| 0028.2411.bdf1
B User Management 1 4 192.168.0.1/24 Disable 0028.2411.BDF1
&) Safe Management
B SNTP Configuration Refresh Create VLAN Interface Delete VLAN Interface

8 Jumbo Frame Configuratio
B Save Current Configuratior
B Configuration File
B File Upload
B System Reboot

B{] Port Configuration

#{] MAC Binding

&) MAC Fiter

() VLAN Configuration

(] SNMP Configuration

(] ACL Configuration

#{] QOS Configuration

1€ IP Basic Configuration
B 1P Address Configuration
&) ARP Configuration and Dis
[ Host Static Route Configur

(] AAA Configuration

Set IP Address/DHCP Client Delete IP Address Help

[nsa nameHeHns IP agpeca komMMmyTaTopa:

— Bwinonnute Bxog B WEB nHTEpdenc kommytaTopa;

— Bowgute B pasgen mento IP Basic Configuration, nyHkt IP Address
Configuration (Hactporika IP agpeca);

— yctaHoBuTe Line Item «1», DHCP Client «Disabley;

— BBeguTe HoBbIM agpec B none |IP Address/Subnet Prefix (agpec
OOKeH ObITb YHMKANbHBIM U HE OOMKEH NOBTOPSATLCS);

— Haxmute Set IP Address/DHCP Client (yctaHoBuTb apgpec),
cmapbil IP adpec asmomamu4ecku nepecmaHem
delicmeosama;

— BbinonHume noemopHbiii exod e WEB uHmepgbelic, ucnonb3ysi
HoebIl |IP adpec.

BuumaHue!

[ns coxpaHeHus Hosoro IP agpeca B 3HeproHe3aBUCMMOW NaMsTH
KOMMyTaTopa B pasgerne meHo System Configuration, nyHkt Save Current
Configuration (IMpocmoTp TekyLlen KoHdUrypauum) CoxpaHuTe HacTponKn, B
NPOTUBHOM Ccriy4ae nNpw nepesarpyske KoMMyTaTopa OyaeT yCTaHOBIEH
npegbiaywui IP agpec. ObpaTnte BHMMaHWe, YTO HOBbIE NApaMeTpsl,
nommmo camoro IP agpeca, OomkHbI cogepxaTb NpedUKC Macku NoAceTH
(3HayeHwue B BuTax nocne cumeona "/". (Hanpumep: 192.168.0.1/24)
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13. TexHn4ecKme xapakTepucTukn*

(Switching fabric)

Mogenb SW-81602/ILS(port 90W, 600W)
O6Lee Kon-Bo NopToB 18
Kon-Bo noptoB FE+PoE -
Kon-Bo noptos FE -
Kon-Bo noptoB GE+PoE 16
Kon-Bo noptoB GE i
(He Combo nopTbl)
Kon-Bo noptoB Combo i
GE (RJ45+SFP)
Kon-so noptoB SFP 2 GE
(He Combo nopTbl)
BcTpoeHHble ontuyeckme )
nopThbl
3Be3ga
Tononornv NOAKMYeHNs Kackag
KonbLO
Bydep naketos 41 M
Tabnuubl MAC-agpecoB 8K
MponyckHas
CMocobHOCTb
KOMMYTaLMOHHOW 56 out/c
MaTpuupl

CkopocTb obcnyxuBaHus
naketoB (Forwarding
rate)

1000 M6uT/c — 1488,000 nakeTos/c
100 MowuT/c - 148,800 nakeToB/c
10 Mowut/c- 14,880 nakeTtoB/c

Mogpepxka jumbo frame

16 K

CTaHﬂ,aprl N NPOTOKOJ1bI

IEEE 802.3 10Base-T Ethernet

IEEE 802.3u 100Base-TX

IEEE 802.3ab 1000Base-T

IEEE 802.3z 1000Base-X

IEEE 802.3x Flow Control & Back Pressure

IEEE 802.3af/at/bt Power over Ethernet

IEEE 802.1S IEEE 802.1d IEEE 802.1w IEEE 802.1X

“ % SEC.RU
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Mopenb SW-81602/ILS(port 90W, 600W)

RSTP/MSTP( Rapid Spanning Tree Protocol)
EPPS ring network protocol
EAPS ring network protocol

802.1Q VLAN

IGMP/MLD Snooping

DHCP Snooping

Internet Protocol Version 6 (IPv6)

Port Status, Statistics, Monitoring, Security, and Rate
Limiting, Loop Detection, Port Mirroring

®PyHKUMM YPOBHS 2

CoS
ToS
KauecTtBo obcnyxnanusa | Diffserv mapping
(QoS) 802.1p port queue priority algorithm;

WRR, weighted priority rotation algorithm;
SP, WFQ priority scheduling modes

User Name / Password Protection
MAC Based Authentication

besonacHocTb User port+IP address+MAC address Support
ACL (Access control list)
WERB interface;
CLI, Telnet, TFTIP, Console;

YnpasneHue

SNMP V1/V2/V3 management
RMONV1/V2 management; RMON management

V1, V2: oCHOBHOE 1 pe3epBHOE NUTaHuE;
MHaunkaTopbl 1-16: Link/PoE
17, 18: SFP Link

Pene aBapunHomn DC24V,1A(HO, H3)
curHanusauuu

IEEE 802.3af/at

Cranpaptel PoE IEEE 802.3bt (1,2 NopTh)

A+B (1,2,4,5+ 3,6,7,8-) 1-2 nopThl

Metog nogaumn PoE
A(1,2+ 3,6-) 3-16 nopThl
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Mogenb

SW-81602/ILS(port 90W, 600W)

MotuHocTtb PoE Ha oguH

30 BT (3-16 nopthl)

nopT (Makc.)

0o 90 Bt (1,2 nopthbl)

CyMMapHasi MOLLHOCTb
(PoE Bcex noptoB (Makc.)

600 Br

OHepronotpebneHne
(6e3 Harpysku PoE)

15 BTt

MutaHne***

DC 12-36V (6e3 POE)

(c pesepBrpoBaHneM)

DC 48-57V (c PoE)

Jartynk Temnepatypsbl 1
BMa)KHOCTU

Temnepatypa (pe3uctusHbin): -40...+80°C (+ 0.5°C)
BnaxHocTb (emkocTHoR): 0...99% (£3%)

Pasbem — TRS 3.5mm

UHTepdenc (undpposon): 1-Wire, nutanue (3.1-5.5V)

BcTpoeHHas 6KV (8/20us)
rpososalumta

BcTpoeHHas

anekTpocTaTtnyeckas 8kV

3awmta (ESD)

OxnaxgeHue KoHBekuunoHHoe (6e3 BeHTUNsITOpA)
Knacc 3awmThbl IP40

Pasmepb! (LUXBxIT), Mm 45x200x160

Bec (6e3 ynakoBku), kr 15

Cnocob MoHTaxa Ha DIN-peliky (BepTukanbHoO)
Paboyas Temnepartypa -40...+80°C

OTHocuTenbHas o
0o 90% 6e3 koHaeHcaTa
BMNaXXHOCTb
Mepenaya nHpopmauum o Temneparype u
BMAXXHOCTW OKpY)KatoLLel cpeabl C BHELLHErO
aTymKa.
[ononHuTensHO A

Pexvum yBenuyeHust 4anbHOCTU Nepeaayn CMrHanos
0o 250m. (Ckopocmb nepedaqu oepaHuveHa 10
Mbéum/c).

“ % SEC.RU

* MponssoanTenb MMEET NPaBo U3MEHATb TEXHUYECKNE XapaKTEPUCTUKM U3AENUS 1
KoMnnekTaumio 6e3 npegBapuUTeNbHOMO YBEAOMIEHNS.
***BNOKU NUTAHMUS B KOMMNIEKT NOCTaBKM HE BXOOAT.
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14. MapaHTHA

lapaHTMs Ha Bce obopynosaHne OSNOVO — 7 net (84 mecsaua) ¢
OaTbl NPOAaXW, 3a UCKMYEHMEM aKKyMYMATOPHbIX Gatapel, rapaHTUAHbIN

CpoOK - 12 mecsueB.
B TeuyeHune rapaHTUMHOIO CpoKa BbIMOIHSAETCS OecnnaTHbI PEMOHT,

BKITIOYAs 3anyacTu, Uiy 3ameHa U3aenuin Npu HEBO3MOXHOCTM UX PEMOHTA.
MogpobHas WMHopmauna 00 YyCrnoBmax rapaHTUNHOro
obcnyxmMBaHMa HaXOAUTCH Ha canTe WWW.0SNoVo.ru

2
240423 (4)
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MpunoxexHune A

Mpumep ncnonb3oBaHusa Bxoga Alarm Input kommyTaTopoB cepuum ILS ¢
BHELUHMM JAaTYMKOM BCKPbITUSI.

,D,BT‘-IMK BCKPBITUA

| N |
L1
1 BNOK MUTAHUA
N + L
= o | -
;| 1 DC48V = AC 195-265V
N
% [ononHuTenbHbIA =
8 WUCTOYHUK CUCTEMA
- niaTaHusa
OMNMOBELWEHWA
3

Cxema nogknoyeHns BHELLHEro gaTymka BCKpbITUs K Bxogy Alarm Input
KOMMyTaTopoB cepum ILS.

Jatyuk BCKpbITUA ansa ynuyHbix ctaHuun OSNOVO cepum OS un OSP
no3BofsieT opraHu3oBaTb CUCTEMY OMOBELleHUs 00 OTKpbITUM aABepu
YAWYHOW CTaHumu. [aTyuk BCKPbITUSA NpeacTaBnseT cobon BbikMnoyaTens C
HOpMarnbHO 3aMKHYTbIMW / Pa3OMKHYTbIMW KOHTakTamu. B 3aBucumoctu ot
CXeMbl MOAKIMIOYEHNA N TUNA UCMOMNb3yeEMbIX KOHTAKTOB AaTyuka, TpebyeTcs
nNpoBecTn CooTBeTCTBYlOWMEe HacTponkn Alarm Input Configuration n Alarm
Output Configuration B pazgene MoHutopuHr gatumkoB (Industrial Switch
Monitoring) WEB-uHTepdelica kommyTaTopa.

CornacHo NpuBEAEHHON BbILLIE CXeMe MOAKIIOYEHNs, KOMMYyTaTop nuTaeTcs
oT Bl HanpsbkeHnem DC48V (knemmbl P1). Ha Bxoa IN knemmMHOM konogku
KOMMyTaTopa nofaeTcsd HampskeHue c Toro xe 6roka nutaHua DC48V
yepes3 [JaTuMK BCKPbITUS C HOPManbHO Pa3OMKHYTbIMWU  KOHTaKTamu
(BHumaHue! Kamezopuuyecku 3anpeuwaemcsi nodasame Ha kKremmbi [N
HanpspkeHue b6onee 56V). [Ons koppekTHOW paboTbl OMOBELleHUs Mo
NpVBELEHHOW CXeEMEe AOMKHbI ObITb cAenaHbl cneayLwmne yCTaHOBKU:
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I SW-704021LS
A Indusiras Swtch Mondorng
8) incustial Suich Monitorng
#1 Systom Confguraton
1 Pont Consguraton
# I MAC Contguration
L3 VLAN Coniguration
) SNMP Confguration
#_J ACL Configuration
#1008 Configuration
3 P Basc Configuration
1 AMA Coniguraion
#C) MSTP Configuration
1 1GMP SNOOPING Conéguration
1 GURP Cenfigurstion
%L1 GVRP Configuraton
) EAPS Configurason
1 RMON Confguraton
#_J Cluster Management
1 ERPS Configuration
L3 LLDP Configuration
3 Log Management
) Log Contguration
8 Log information

Copyright (C) 2020

rang Lonres rang st

Systor Temperaturs (°C System Temperatuse Upper System Tempecatica Lower

Ambiert Temperst.re Upper

Amieect Humaty Upper System Power Upper

Powst Type Powar in (Master V1, Siave V2)

System Current (A)

Master V1 Voltages (V) Siave V2 Votages (V)

System IV

Ala input Conigurats

Aiarm Detoction Metrod

‘Alarm Output Contiguration

Aarm Output Mode Port Faiurs Executve Acton

Alght reserved

Pasgen MoHuTopuHr gatumkos (Industrial Switch Monitoring) WEB-
nHTepdgenca KommyTaTopa.

Alarm Input Configuration Upload Fautt Message

Alarm Detection Method

mein Dot
- ge/3 Oget/d

Reboot Port

Alarm Output Configuration Upload Fault Message

Alarm Output Mode Port Falure Executive Action

Condition Failure Executive Action

Norma

- Alarm Input Configuration: cpabatbiBaHue (nepesarpyska nopta GE1/3,
OTMEYEH rarnkow) npu nogave HanpsXKeHUs BbICOKOrO YPOBHS (YCTaHOBMEHO
High Level, 5V < U <56V) Ha Bxoga IN knemMmHON KONOAKM.

- Alarm Output Configuration: 3ambikaHue koHTakToB pene Al+ Al- Bbixoga
Alarm Output (yctaHoBneHo Often Open) npu nogadve curHama BbICOKOrO
HanpsbkeHus Ha BxoA IN knemmHon konodku (yctaHosneHo Alarm Input,
OTMEYEHO rankomn).

Takum obpas3om, Npu 3amblkaHUN KOHTAKTOB BHELLHErO AaTyMka BCKPbITUS Ha
knemmbl IN KONogkM MUTaHMA MNOOAETCA HaMpsKEHWE BbICOKOIO YPOBHS,
npoucxoguT nepesarpyska nopta GE1/3 n 3amblkaHue KOHTakToB pene Al+
Al- Bbixoga Alarm Output.
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