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BHumaHue

[ns 3awmTel 060pyA0BaHUSI OT UMMYTIbCHBIX NepeHanpsikeHui, B T.4.
rPO30BbLIX Pa3psiAoB, PEKOMEHAYEM YCTaHaBNMBaTb YCTPOMCTBA
rpo303aLLuThI.

[ns aTux uenen MoOXHO UCMONb30BaTb YCTPOMCTBA rPO303aLLMUThI,
npegHa3HavyeHHble ANs 3almTbl NMHUIA nepedayun Ethernet+PoE.
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1. Ha3Ha4yeHue

Ynpasnsembole L2+ PoE kommyTtatopbl SW-8182/L(300W) Ha 20
noptoB un SW-8244/L(400W) Ha 28 nopToB npeAHasHayeHbl AOns
06beanHeHNs CeTEBbIX YCTPONCTB M Nepeaayn AaHHbIX U muTaHus (POE) K Hum.

KommyTaTopbl OCHaLLEHbI:

v" 16 ocHoBHbiMK nopTamu Gigabit Ethernet (10/100/1000Base-T) ¢
PoE, 2ms Uplink noptamn Gigabit Ethernet (10/100/1000Base-T) u
2ma Gigabit Ethernet (1000Base-X) SFP cnotamwn — gna mogenmu
SW-8182/L(300W);

v' 24 ocHoBHbiMM nopTamu Gigabit Ethernet ¢ PoE n 4msa Gigabit
Ethernet Combo Uplink noptamun (RJ-45(10/100/1000Base-T) +
SFP(1000Base-X)) — ana mogenu SW-8244/L (400W).

Kaxgblh 13 OCHOBHbIX MOPTOB y 00OUX MoAenen KOMMYTaTopOB
cooTBeTCcTBYeT cTaHgapTam PoE IEEE 802.3af/at n aBTOMaTU4ecKku
onpegenseT nogkrodaemble PoE-ycTponcTBa. 1-2 nopThbl noagepXxmeatoT
PoE IEEE 802.3bt. MakcumarnbHas MmolHocTb POE Ha nopT pasHa 90 BT (1-
2 nopTel), 30BT (ocTaneHble NopTbl). O6LWasn BbIXogHAst MOLLHOCT:

v' 300BT Ha 16 nopToB — Ans moaenu SW-8182/L(300W);
v' 400BT Ha 24 nopta — ans mogenu SW-8244/L(400W).

B «kommyTatopax npegycMoTpeHa YHKUMA MpOBepKu cTaTtyca
noakntoveHHoro PoE yctponctea (POE Online detection). JaHHasa doyHKums
HacTpamBaeTca 4depe3 WEB uHTepdenc u nossonsetr guarHOCTMpoBaTb
«3aBuUcaHue» NoAKkM4YeHHbIX POE ycTponcTB M nepesarpyxaTb WX NyTem
nepenogaym PoE nutaHus.

B kauectBe SFP-mMogynen pekomeHOyeTcs UCMNOoMb30BaTb MOAYNN C
NOAXOASLLMMN CKOPOCTHLIMU XapakTepuctukamm — 1 FomT/c.

SW-8182/L(300W) n SW-8244/L(400W) noaaepXXuearT
aBTomaTuyeckoe onpegenedne MDI/MDIX (Auto Negotiation) Ha Bcex
MEe[HbIX NOpTax.

KommyTaTtopbl  pacnosHalT TN MOOKIOYEHHOTO  CETEeBOro
YCTPOMCTBA U NP HEOOXOAMMOCTU MEHSAIT KOHTaKTbl Mepedayn AaHHbIX,
YTO MO3BOMSET Mucnonb3oBaTb kabenu, obGxaTble mMbbIM cnocobom
(kpoccoBble 1 NpsiMble).

KommyTatopbl HacTtpauBatoTcs 4vepe3 WEB-uHTepdenc mn mmeet
MHOXeCTBO (PYHKUMIA L2 ypOBHS, TaKMX Kak:

v VLAN
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v" IGMP snooping
v QoS un ap.

B mogenu SW-8244/L(400W) npegycmoTpeH nopt RJ-45 (Console)
Ons ynpaBneHus KommyTaTopoM yepes nHtepdenc RS-232.

KommyTatopbl Mogenen SW-8182/L(300W) n SW-8244/L(400W)
MOryT ObITb C YCMEXOM WCMOMb30BaHbl B CaMbIX Pasfu4HbIX cdepax
npMMeHeHns roe TpebyeTca OObeaMHUTb 3HAYMTENbHOE  KOMMYECTBO
YCTPOMNCTB B OAHY CETb C BO3MOXHOCTbIO 3anutaTb ux yaaneHHo (PoE).

B nepsyto odepegb, SW-8182/L(300W) u SW-8244/L(400W) kak
Henmb3s  nydwe  nogomayT  AnA  OpraHvM3auum  KPYynHOW  CUCTEMbI
BMOEOHabNoAEeHN ¢ BOSMOXHOCTLIO OMarHOCTUKN U MOHUTOPUHIa B TOPrOBOM
LeHTpe/Ha npeanpusaTu.

2. Komnnekrauua*

SW-8182/L(300W) SW-8244/L(400W)
1. KommyTtatop SW-8182/L(300W)— 1. Kommytatop SW-8244/L(400W) —
1wr; 1wr;
2. PykoBOACTBO MO aKcnnyataumm — 2. PykoBoacTBo no akcnnyartaumm —
1wr; 1wr;
3. Kabenb ona nogxkno4eHns K cetu 3. Kabenb ans nogkntodeHust K cetn
AC 220V — 1uwr; AC 220V — 1uwrT;
4. Habop kpennexun ansa 19“ ctonkm 4. Habop kpennenun anga 19 ctonkm
— 1wr; —1wrT;
5. YnakoBka — 1WT. 5. YnakoBka — 1wT.

3. OcobeHHOCTM 0GOpyAOBaHUA

o [nga mogenn SW-8182/L(300W):
v' 16 kommyTupyeMbIx Gigabit Ethernet (10/100/1000 M6uT/c)
noptoB ¢ PoE
v' 2 Gigabit Ethernet (10/100/1000Base-T) Uplink meaHbiIx
nopta — RJ-45;
v/ 2 Gigabit Ethernet (1000FX) Uplink SFP cnorTa.
e [Insa mogenun SW-8244/L(400W):
v’ 24 kommyTupyemblx Gigabit Ethernet (10/100/1000 M6uT/c)
nopTos ¢ PoE
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v 4 Gigabit Ethernet Combo Uplink nopta — RJ45
(10/100/1000Base-T) + SFP (1000Base-X) — ans nepegaym
Ethernet no BuTON Nape mnu ontuke ¢ nomoubo SFP-
Moaynewn (B KOMMMEKT HEe BXOOAT).
o MakcnmansHas MmowHocTb PoE Ha nopT — go 90BT (1-2 nopTsl),
30BT (ocTanbHble NopThbl);
e OO6Liasn BbIxOAHAs MOLLHOCTD :
ansa mogenu SW-8182/L(300W) — go 300 BT (16 nopTtoB);
ansa mogenu SW-8244/L(400W) — go 400BT (24 nopra).
o [loppepxka dpyHkunn L2 yposHs (VLAN, IGMP snooping u T4.);
e HacTtpoika n ynpaeneHue yepe3 WEB-nHTepdeiic, RS-232 n
Telnet/SSH;
e Pasmep 6ycepa naketos: 4,1 ME;
e Paamep Tabnumubl MAC-agpecos: 8K;
e [lponyckHas cmOCOBHOCTL KOMMYTaLMOHHOM MaTpuubl: 128 6uT/c;
e T[logpepxka Jumbo-dperimos: 9.6K06;
e [lutaHue — AC 100-240V;
e  ABTOMAaTMYECKUI/pYyYHOW BbIOOP pexmMMa yBeENMYEHUs AarnbHOCTH
nepegaym curHanos go 250m. (Ckopocms nepedayqu oepaHuyeHa 10
M6um/c).

4. BHelHWW BUAO U ONUCaAHME 3NIEeMEHTOB

4.1 BHelwHnX BUA

Puc. 2 KommytaTtop SW-8244/L(400W), BHELUHWIA BUA
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4.2 OnncaHue 3NeMeHTOB KOMMYTaTOpPOB

OSNOVO

table transmission
16GE+2GE+2SFP Switch

12 3 4 5 67

Puc. 3 KommyTatop SW-8182/L(300W), pasbembl U MHANKATOPbLI Ha
nepegHen naHenu

Tab. 1 HasHa4yeHMe pa3beMoOB 1 MHOMKATOPOB Ha NepeaHeln naHenm
kKommyTaTopa SW-8182/L(300W)

rr:jgn O603Ha4eHne HasHauyeHune
LED wnHgukaTop ceTeBon akTMBHOCTM Ansa 1ro SFP
cnota (19)
[opuT — coeamHeHne No ONTOBOSIOKOHHOMY kabento
1 19 yCTaHOBIMEHO
He roput — coeguHeHmne He yCTaHOBMEHO,
nposBepbTe kabenb nnu SFP moayne (ckopoctb SFP
MoAyrns AormkHa ObITb He Hke 1 FounT/c)
LED nHgukaTop ceTeBon akTMBHOCTM Ans 2ro SFP
cnorta (20)
CopuT — coegmHeHne No ONTOBOSIOKOHHOMY kabento
2 20 yCTaHOBIEHO
He roput — coeguHeHne He yCTaHOBMEHO,
nposBepbTe kabenb nnu SFP moayne (ckopoctb SFP
MoAynsa AormkHa 6biTb He Hke 1 TouT/c)
LED vHgukaTop nuTaHug.
3 POWER [opuT — NnuTaHne nogaeTcs.
He roput — nutaHue He nogaetcs. NMpoBepbTe ceTb
AC 220V, WHyp nuTaHua
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Ne

/n O6o3Ha4yeHne HasHaueHne

Pasbembl RJ-45 ¢ 1 no 161 ana nogknioyYeHnsa ans
NOAKMIOYEHNS CETEBbIX YCTPOMCTB Ha CKOPOCTH
10/100/1000 M6uT/c 1 3anuTbiBaHUSA KX NO
TexHonormm POE (aBTOMaTuyeckoe onpenerneHue)

PoE (kenTtbinn) — LED uHaukatopbl POE.

4 1-16 [opuT— nogkntoyeHo ycTponcTeo ¢ PoOE.
He roput — nogkntoyeHo yctponcteo 6e3 POE nnu
nutaHve POE He nogaeTcsa (HencnpaBHOCTD)

Link (3eneHbin) — LED nHankaTop akTMBHOCTU

[oput/muraer — coegmMHeHne yCTaHOBNEHO, UOeT
nepegava gaHHbIxX Ha ckopoctu go 1000 Méut/c
Uplink nopTbl — pasbembl RJ-45 ) — ucnonb3yetcs
ONS NOAKMIYEHMS KOMMYTaTopa K CEeTU UIn
OpYroMy yCTPOWCTBY C UCMOMb30BaHNeEM Kabens
BUTOM Nnapbl Ha ckopocTtu 10/100/1000 MbuT/c

5 17 Link (3eneHbin) — LED nHankatop akTMBHOCTU

18 Coput/muraeT — coegmHeHne yCTaHOBIEHO, naeT

nepegava gaHHbIx Ha ckopoctn go 100 Méwut/c

OpanxeBbli HamkaTop — Foput — coeguHeHne

YyCTaHOBMEHO, NAET nepegaya SaHHbIX Ha CKOPOCTY

no 1000 MéuTt/c

SFP cnotbl npegHasHaveHbl 4N NOAKNI0YEHUs

19 KOMMyTaTtopa K CeTu Uim gpyromy yCTpoOMCTBY No

6 20 OMNTOBOSIOKOHHOMY Kabento ¢ ucnonb3oBaHnem SFP
mMogayrnen (npuobpeTtatoTcsa oTaenbHO).CKopoCcTb —

1000M6uT/C.

MukpokHornka (yTonneHa, HeobXxoaum OJIMHHbIN
7 RET npeamet ansa Haxatms) RESET
C6poc HacTpoek kommyTaTopa

10
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Puc. 4 KommyTtaTtop SW-8182/L(300W), pazbeMbl 1 KHONKM Ha 3agHen
naHenmu

Tab. 2 HaszHavyeHVe pa3beMoB 1 KHOMOK Ha 3aJHen naHenu KommyTtartopa
SW-8182/L(300W)

Ne

/n O6o3Ha4yeHune HasHaueHne

1 BuHTOBas knemma ans 3asemreHus kopnyca
KoMmyTaTopa.

Pasbem ansa nogknoyeHms kommyTtatopa k cetn AC
2 AC100-240V | 100-240V c nomMmoLlbto Kabens nutaHus s
KOMMMEeKTa NOCTaBKM .

3 H KHonka BKM/BbIKIIOYEHUS NTUTaHUSA KOMMYTaTopa.

Puc. 5 KommyTatop SW-8244/L(400W), pazbeMbl U UHANKATOPbI Ha
nepegHen naHenu

11
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Ta6. 3 HasHavyeHWe pa3beMoB U MHOMKATOPOB Ha NepeaHen naHenm
KommyTatopa SW-8244/L(400W)
Ne
n/n

O6o3Ha4yeHne HasHauyeHne

LED vHOukaTop NnuTaHna nopToB MaTpuLbl
KOoMMmyTaTopa

[opuT — nuTaHne nogaeTcsa Ha NOPThI

He roput — nutaHue He nogaetcs

1 PWR

LED wngukaTopbl POE ans noptoB ¢ 1 no 24

[opuT— nogkntoyeHo yctponcTeo ¢ PoOE.
He roput — nogkntoyeHo yctponcteo 6e3 POE vnu
nutaHne POE He nogaeTcsa (HencnpaBHOCTD)

LED unHgumkaTopbl ckopocTh ans noptos 1-28

(Bkntoyass Combo nopThbl)

PoE
2 1000M [opuT — coeanHeHne ycTaHOBNEHO, NAET nepegadva

Link/Act AaHHbIX Ha ckopocTu go 1000 Méut/c
He roput — makcumanbHasi CKOpoCTb COeAUHEHNS
100 MéwuT/c

LED nHgukaTOopbl CETEBOM aKTUBHOCTM NopToB 1-28
(Bkntoyast Combo nopThbl)

FOQVIT/MVIFae — coeainHeHne yCtaHoBI1eHO, nget
nepegada gaHHbIX

Pa3sbem RJ-45 ons nogknioveHns kKoMmmyTtaTopa K
MK ¢ nomowbto kabensa RJ-45-DB9 (npuobpeTaeTtcsa
oTAernbHO). Vicnonb3yeTca Ang oTnagku
KoMmyTaTopa yepes RS-232 uHtepdenc.

3 Console

Pasbembl RJ-45 ¢ 1 no 241 ncnonb3ytoTcsa s
NOAKMIOYEHUSA K KOMMYTaTOpPy CETEBbIX

4 1-24 yctponcte10/100/1000 M6uT/c 1 3anuTbiBaHNS UX
no TexHonorum PoOE (aBTomatunyeckoe
onpefeneHune)

12
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Ne
n/n

O6o3Ha4yeHne

HasHaueHne

2526 27 28
25 Combo
26 Combo
27 Combo
28 Combo

Combo Uplink nopTel (25-28) — RJ-45(1000BaseT) +
SFP(1000Base-X) — ucnonbayeTcs a5
MOAKITHOYEHNSI CETEBLIX YCTPOWCTB C
ncnonb3oBaHveM Kabens BUTOW napbl Unu
ONTOBONOKOHHOrO kabens (Mcnonb3ytoTca SFP
MOZYIM CO CKOPOCTbIO He MeHee 1,251 6uT/c,
npuobpeTarnTcs oTAENbHO)

PWR

LED vHgukaTtop nutaHug.

[opuT — nuTaHne nogaetcs.
He roput — nutaHue He nogaetcs. [poBepbTe ceTb
AC 220V, WwHyp nuTaHuns

MukpokHorka (yTonneHa, HeobXxooum OJIMHHbBIN
npegMeT ans Haxatusa) RESET
C6poc HacTpoek komMmyTaTopa

SYS

LED wnHamkaTop pabotel CPU kommyTaTopa.
Mwuraet ¢ yactoTon 1 pas /cek npu nHMLManM3aumm
YCTPOWCTBA NMOCe BKIIOYEHMS.

1

2 3

Puc. 6 Kommytatop SW-8244/L(400W), pasbeMbl 1 KHOMKN Ha 3agHen
naHenu

Tab. 4 HazHayeHne pa3beMOB M KHOMOK Ha 3aJHew NaHenu KoMMmyTartopa
SW-8244/L(400W)

Ne
n/n

O6o3Ha4yeHne

HasnaveHue

1

BuHTOBasa knemma gnga 3asemrieHust kopnyca
KoMMYyTaTOpa.

“ % SEC.RU
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Ne

/n O6o3Ha4yeHne HasHaueHne

Pasbem ansa nogknoyeHms kommyTtatopa k cetn AC
2 AC100-240V | 100-240V c nomoLbto Kabens nutaHus ms
KOMMEeKTa NOCTaBKM .

3 H KHonMka BKMN/BbLIKMIOYEHUS MUTAHUS KOMMyTaTtopa.

5. Cxema nogknroyeHus

SW-8182/L(300W)

ONTOBOMOKHO
% K ipyroMy KOMMyTaTopy

g | OSNOVO
g i 5 Cat 5e \
Z) ( =) Wi-Fi poyTep
< i
(] ] % [} i (¢
f w '2 iy f w o @ ONTOBONOKHO 2
8y~ 8~ 8§ e //)—br‘ ﬂNVR
‘ Cat 5e " ’
i ’ I Mo 16 kamep
o) T T ees L
Pl o e
PoE PoE PoE PoE
Kamepa kamepa  kamepa Kamepa
Puc.7 TunoBas cxema nogkntoveHus kommyTtatopa SW-8182/L(300W)
SW-8244/L(400W)
Cat 5e
2 - = win
g - ) g ONTOBOMOKHO A
g a E i ‘ [lo 4x noaknioyeHuit :
g E g‘éw g))g v: g] il) ONTOBOMOKHO > "
i i it Cat 5e
R |
E 2‘ Ho 24 xamep
>l - oo L -
PoE PoE PoE PoE
kamepa Kkamepa  kamepa kamepa
Pwuc.8 TunoBas cxema nogkntoyeHns kKommytatopa SW-8244/L(400W)
14
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6. MNMpoBepka paboTOCNOCOOHOCTN CUCTEMDI

Mocne nopknioveHus kabenen Kk pasbémMaMm W MOdavn NUTaAHUS Ha
koMmmyTaTtop SW-8182/L(300W) unu SW-8244/L(400W) MOxXHO yoeautbcs B
ero paboTocrnocobHoCTW.

Mogknounte kommyTatop Mexay asyms MK ¢ u3BecTHbiMn IP-
agpecamu, pacrnonaratlowmMMmnca B ogHOW NoAceTn, Hanpumep, 192.168.1.1 u
192.168.1.2.

Ha nepsom komnbtoTepe (192.168.1.2) 3anycTute KOMaHAHYK CTPOKY
(BbINONHMTE KOMaHAy cmd) 1 B NOSIBMBLUEMCS OKHE BBEAUTE KOMaHay:

ping 192.168.1.1
Ecnn Bce noaknioyeHO NpaBumbHO, Ha 3KpaHe MoHMTOpa oTobpasnTca OoTBeT
OT BTOpOro komnbtoTepa (Puc.9). Oto cBugeTenbcTtByeT 006 MCMpaBHOCTU
KOMMyTaTopa.

INNT' System32 command.com
C:\>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
TTL=255
T 5

1 4
e round trip times in milli-
» Maximum = @nms, Av

Puc.9 [JaHHble, oTOOpaxatoLlmecs Ha SKkpaHe MOHUTOpa, nocne
ncnonb3oBaHnsa KoMaHgel Ping.

Ecnu otBeT ping He nony4yeH («Bpems 3anpoca UCTEKNo»), TO
cnepgyeT NpoBepuTb coeanHUTenbHbIN kabenb 1 IP-agpeca KOMNbLIOTEPOB.
Ecnn He Bce nakeTbl ObINM NPUHATBI, 3TO MOXET CBMAETENbCTBOBATD:!

- 0 HM3KOM KadecTBe kabens;
- 0 HeucnpaBHOCTM KOMMYyTaTopa;
- 0 Momexax B fIMHUN.

MpumeyaHue:
MprynHbBI NOTEPU B ONTUYECKON JIMHUN MOTYT ObIThb Bbi3BaHbI:
- HeucnpasHocTblo SFP-mogynen
- n3rmbamm kabens
- 6ONbLUMM KONTMYECTBOM Y3110B CBapKu
- HENCMNPAaBHOCTbIO UM HEOAHOPOAHOCTbLIO ONTOBOJSIOKHA.
15
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7. MoproToBKa nepepn ynpaBrieHMEM KOMMYTaToOpoOM Yepes
WEB-uHTepdenc**

Web-nHTepdenc nossonsiet

rmoko HacTpamBatb W OTCIEXNBaATb

COCTOsIHME KOMMYyTaTopa, ucronb3ysi 6paysep (Google Chrome, Opera, IE 1 10)
13 nobo TOUKN B CETU.
Mpexge, Yem npUCTyMUTb K HacTpomke koMmmyTatopa udepe3 Web-
uHTepdeic, Heobxoanmo ybeautbest, uto Baw MK 1 kommyTaTtop HaxoaaTcs B
ogHon ceTn. YToBbl nmpaBunbHO ckoHdwurypuposatb Bawwl [MK wncnonb3ynte
CrneayoLLy0 NOLIAroByt UHCTPYKLLMIO:

1. Yb6eputech, 4To ceTeas kapTta B Bawem [1K ycTtaHoBneHa, paboTaet u
nogaepxveaet TCP/IP npoTtokorn.

2. MMopkntounte mexay cobon kommytatop u Baw [1K, ncnonb3ys naty-

kopa RJ-45

3. Tlo ymonyaHuio IP-agpec kommyTtatopa: 192.168.0.1. KommyTtatop u
Baw [MK pgorkHbl HaxoauTbCca B ogHoln nogcetun. Namenute IP agpec
Bawero K Ha 192.168.0.X, rae X-uucrno ot 2 go 254. MNoxanyincTa,
ybeoutecb, uto IP-agpec, koTopbii Bbl HasHavaeTe Bawewmy [K, He
cosnagan c IP-agpecom KommyTtaTopa.

) Ethernet Properties
Networking | Sharing

Connect using:

&¥ Qualcomm Atheros AR8171/8175 PCI-E Gi

This connection uses the following items:

4= Q05 Packet Scheduler

[J s Microsoft Network Adapter Multiplexor Py
~& Microsoft LLDP Protocol Driver
W] -a. Link-Layer Topology Discovery Mapper |
V| .. Link-Layer Topology Discovery Respond|
W] -a. Intemet Protocol Version 6 (TCP/IPv6)
W] - Intemet Protocol Version 4 (TCP/IPv4)
<

Install... Uninsta
Description

Transmission Control Protocol/Intemet Protocol
wide area network protocol that provides com
across diverse interconnected networks.

OK

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(7) Obtain an IP address automatically

(®) Use the following IP address:

1P address: 192 . 168 .
Subnet mask: 255 . 255 .
Default gateway:

Obtain DNS server address

a
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[validate settings upon exit

T

Advanced...

Cancel

4. 3anyctute Web-6paysep (IE, Firefox, Chrome) Ha Bawem MK

SEC.RU

KopoTkuii nyTb K MHcbopmaLmm
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5. Beegute B agpecHyto cTpoky 192.168.0.1 (IP-agpec kommyTaTopa) u
HaxxmuTe Enter Ha knaemaTtype.

a' [ & hepno2a6801 £+ B¢ % || @ smartswitch Web-Base C.. ‘

6. [losiBuTCS cbopma ayTeHTudmKkaumu. Mo ymonyaHuio normH: admin
Maponb: admin

Authentication Required
@ http://192.168.0.1 is requesting your username and password. The site says:
“Networks”

User Name: h"

Password: eeeee

“ 0K l ‘ Cancel

B panbHenwem naponb W FIOTMH MOXHO MOMeHsTb 4vepe3 WEB
MHTEpdEeNC KoMMyTaTopa.

7. Tlocne KOpPpeKTHOro BBOAA MMEHM MOMb30BATENS(MOMMH) M Mapons
nosisutcs rnasHoe okHo WEB mHTepdeica kommyTaTopa

LG & hep//192.1680.1/ 2
o

link up
disable
link down

CEBD

‘3 Switch

{1 System Configuration
{3 Port Configuration

1 MAC Binding

1 MAC Filter

' VLAN Configuration
(1 SNMP Configuration
(3 ACL Configuration

1 QOS Configuration
1 IP Basic Configuration
(1 AAA Configuration
(1 MSTP Configuration
(3 IGMP SNOGPING Confi
1 GMRP Configuration
] EAPS Configuration
1 RMON Configuration
(3 Cluster Management

1 Log Management

< >
i H100% ~

** Noppo6Hoe onucaHue Bcex HacTpoek WEB uHTepderica kommyTaTopa
Bbl MOXET€ HaWTU B MOJIHOW WHCTPYKUMU K KOHKPETHOM MoAenu
KOMMyTaTopa Ha caMTe WWW.0Snovo.ru
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8. YnpaBneHue yepe3 WEB-uHTepdenc, o0CHOBHble
3NeMeHTbI

8.1 CTpykTypa AepeBa HaBUrauuu no rpynnam

Becb web-uHTepdenc BusyansHo pasgeneH Ha 18 rpynn:

Sl 2 htip://192.168.0.1/ -2 @ switch
2 4 s 8 10 2146 182 2 2 s
0000 A0 AdAn e
OO0 A00O AnAn oo JSane
13 5 7 8 11 1315 1 19 20 2» 25 26 £ link down

3 Switch

#{] System Configuration
® {1 Port Configuration
&) MAC Binding

#() MAC Fiter

(] VLAN Configuration
#{] SNMP Configuration
(] ACL Configuration
#(] QOS Configuration
(] IP Basic Configuration
AAA Configuration
MSTP Configuration
(] IGMP SNOOPING Confi
¥ GMRP Configuration
EAPS Configuration
RMON Configuration
#{] Cluster Management
¥ Log Management
B ECE Power Control

I < >
U #100% ~

8.2 OnucaHue kHonok WEB uHTepdenca

BONbLUMHCTBO KHOMOK AN M3MEHEHUsI TeX WIM WHbIX HacTpoek
kommMmyTaTopa Yepe3 WEB vHTepdelic Yallle BCero BbIMOMHAT OOHY U TY Xe
ponb. B Tabnuue Hwxe p[aHo o6llee onucaHWe QYHKUMWIA, KoTopble
BbINOMHSAIOT T€ UMW UHbIE KHOMKW.

KHonka HasHauyeHne

OO6HoBNSAET 3Ha4YeHMe BCeX TEKCTOBbIX

Refresh (O6HOBUTDL) Noneil Ha CTpaHMLLe

Yucnosoe 3HaveHve 6yaet obHOBMEHO B
namaTu. MNockonbky NpoBepka ownbok
BbIMOSHAETCS Ha CTOPOHE KOMMYTaTopa,
npoBepka ownbku 6ygeT BbINOMHEHa
TONbKO MOCMe TOro, Kak nofib3osaresb
BblGEpET 3Ty KHOMKY.

Apply (MpuHaTe/nogTBEPAUTD)

Delete (Yganutb) YaansieT Tekyliee 3Ha4yeHme
OTKpbIBaeT CTpaHuLy cnpasku, And
Help (Momowb/cnpaBka) KaXK[oro criyyas cywectsyet

nHamemngyarnbHaa cTpaHuua cnpaBKy.

18
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8.3 CooOLieHns o6 owmnbke

Ecnu npousowwna owmnbka npu obpaboTke 3anpoca oT Nnosfib3oBaTensi
K cepBepy (KOMMYyTaTopy), TO MOSABUTCH AMANOroBO€ OKHO C KOHKPETHbIM
onucaHuem oLINBKM.

8.4 lNonsa gna BBoga nHcpopmauum unm sHauYeHumn

HekoTtopble cTtpaHunubl WEB uHTepdenca kommyTtaTopa cogepxat
nonsa Ana BeBoAa TOW UMM UHOW MHOpMauun unn 3HadeHuin. C noMoLLbio
3TMX MOMEN MOXHO NOMYYUTb JOCTYM K pasfnunyHbIM CTpokam B Tabnuue (cMm.
PUCYHOK HUXe).

Ecnu noHagobutca gobaeButbe HOBYHO CTPOKY Heobxoanmo BbIOpaTb
u3 Bbinagatowiero cnucka NEW (HoBas) um noatBepauTb KHomkon Apply
(NpuHATB).

Ecnn  HeobXxoouMO M3MEHUTb  yXKe  CYLLECTBYIOLLYIO  CTPOKY
HeobxooMMo BbIOpaTb M3 BbIMNALAKLErO CMMCKA COOTBETCTBYHOLLMIA HOMEP
CTPOKKW, 3aTeM OTpedaKkTMpoBaTb [AOJPKHbIM 00pasoM W NOATBEPAUTH
n3meHeHust kHonkom Apply (MpUHATB).

Ona ypaneHunst CTpokM m3 Tabnuupl BbibepuTe M3 BbiNagaloLero
crnucka HOMep CTPOKM Ans yaaneHusl, a 3ateM HaxmuTe kHonky Delete
(yoanutb).

19
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hitp://192.168.0.1/

link up
disable
link down

DD~
ol D=

oD De
~B D=
CEBD

3 Switch SNMP Community Configuration
] System Configuration
{1 Port Configuration Item [Community Name |[Reaaiwrite State
{1 MAC Binding e v | uﬁ

1 MAC Filter 1 public I ReadOnly active
‘] WLAN Configuration

‘23 SNMP Configuration
Community Name
TRAP Target

3 ACL Cenfiguration

] QOS Configuration

{J IP Basic Configuration

1 AAA Configuration

MSTP Cenfiguration

IGMP SNOOPING Confi

GMRP Configuration

EAPS Configuration

RMON Configuration

Cluster Management v

Refresh Apply Delete Help

MERDERED

| ®100% ~

8.5 Nonsa co 3HayYeHMAMMU TeKyLlero cratyca

Ha HekoTopbIx cTpaHuuax WEB uHTepdeiica cyLLecTBYOT Noss, rae
oToOpaxkeH Tekywuid cTaTyc (CM. pUCYHOK Hwxke). Takue nons
npeaHasHayeHbl TOMbKO AN YTEHNUSA U HEe MOTYT OblTb M3MEHEHBI.

2 4 6 & 10 12 14 15 18 20 22 24 o
Oao0 Ao d o0 -;;ih"’;
oo d Ao d Aooo 08 -
1.3 5 7 8 11 13 15 17 19 21 23 25 26 1 link down
~
‘3 Switch System Configuration
‘2 System Configuration
; Basic Information System Description Switch3.3.9
B Serial Information System Object ID 1.3.6.1.4.1.36293.1000
User Management System Version Switch 3.3.9
T Num Network Interfaces 27 )
SNTP Configuration System start time 0-Days 0-Hours 2-Minutes 58-Seconds
5 System Name Switch
Current Configuration
Configuration File
File Upload System Location
Bl System Reset
Port Configurati
I D ° LR System Contact
{1 MAC Binding
{0 MAC Filter
{1 VLAN Configuration ] Apply Help
1 SNMP Cenfiguration
= ACL Configuration
1 QOS Configuration
{1 IP Basic Configuration Vv
VT S
< >
n #100% ~
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9. OnucaHue OCHOBHbIX rpynn u anemeHToB WEB
MHTepdenca kKommyTaTopa
9.1 NnaBHanA cTpaHnua WEB uHTepdenca

Mocne Toro, kak GbiNMM BBeOEHbl KOPPEKTHble daHHble AN BXoAda
(morMH M naponb), koMMyTaTop OTOOpasuT rnaBHytlo cTpaHuuy WEB

uHTepdenca ynpasneHms (CM. pUCYHOK HUXKE)

& htip://192.168.0.1/

2c e
2 4 6 8 10012 W W W@ A
cafn Acca Aaaa ke
OAa00 A0 0 A0O0 006 -
103 8 7 % @5 AT B n B # O link down

‘3 Switch

#] System Configuration
%} Port Configuration
#{} MAC Binding

# () MAC Filter

#_ VLAN Configuration
] SNMP Configuration
#(] ACL Configuration
#{_] QOS Configuration

# (] IP Basic Configuration
#_ AAA Configuration
%] MSTP Configuration
#1J IGMP SNOOPING Confi
#1J GMRP Configuration
() EAPS Configuration
%] RMON Cenfiguration
#) Cluster Management
*_ Log Management

9.2 KoHdmrypaumsa cuctemsl (System Configuration)

9.2.1 O6wan uHdopmauuma (Basic Information)

“ % SEC.RU

Gl 2 hip://192.168.0.1/

2 4 5 &8 W 12 14 16 15 20 2 2 ~
Aoah Ao d adaddd -‘;';i:;
D000 A0 0 OO0 o @08 o
13 5 7 89 i3 f5 47 oM om 2% 2% £ link down
~
‘3 Switch System Configuration
4 System Configuration
Basic Information System Description  Switch 3.3.9
Serial Information System Obiect ID 1316.1.4.1.36293.1000
I System Version Switch 3.39
Safe Management Num Network Interfaces 27
=, System start time 0-Days O-Hours 3-Minutes 33-Seconds
4 System Name Seizeh
Current Configuration
Canfiguration File
File Upload System Location
System Reset
I ®C3 Port Configuration system Contact
{1 MAC Binding
1 MAC Filter
(3 VLAN Configuration Retesn [ Fony T
{1 SNMP Configuration
| =2 act configuration
{1 QOS Configuration
(3 IP Basic Configuration v
AR Ao
< >
I ®100% ~
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v System Description (OnucaHne cucTembl) COAEPXUT 0OLLYyi0
WHpopmMaLno 0 cucTeme;

v System Object ID (UaeHTndukatop cuctemsbl) oTobpaxaeT
CeTeBON NaeHTUMMKaToOp CUCTEMBI;

v' System Version (Bepcus npolunBkM) oTobpaxaeT TeKyLLyl0 BEPCUIO
YCTaHOBMEHHOW Ha KOMMYTaTOp MPOLUUBKY;

v" Num network interfaces (KonuyectBo nopToB B KOMMYTaTope)
oTObpaxaeT KONMMYeCTBO MOPTOB Afsl COEOMHEHUS C CeTblo B
KOMMYyTaTope;

v' System start time (Bpemsi 3anycka cuctembl) 0ToGpaxaeT CKOMNbKO
BPEMEHU NPOLLSIO C MOMEHTA 3anycka KOMMyTaTopa;

v' System name (Mms kommyTaTopa) oTobOpaxaeT Tekyllee ums
KoMmmMmyTaTtopa. [onb3oBaTens MOXET U3MEHSITb 3TO 3HAYEHME;

v System location (MecTononoxeHve koMMyTaTopa) oTobpaxaeT
dusnyeckoe MEeCTOMONOXeHne KoMMyTaTopa. 3apaetcs
nonb3oBaTenem;

v' System Contact (KoHTakTHble faHHble) oToOpaxaeT Bnagenbua u
KOHTaKTHble AaHHble. 3agaeTcs nonb3oBaTenem.

9.2.2 Serial information (MHcpopmauums o RS 232/485 nopTte gns
ynpaBrieHusi KOMMyTaTOpOM)

B http://192.168.0.1/ D~ B | & switch
2 a4 & 8 10 12 16 1 18 2 2 2 1 i
OoOAa0 A0 aonon .;‘b‘“"
A0 0 AdAn AN AA 0068 oane
13 5 7 9 1M 13 15 17 19 21 2@ 25 26 0 link down
i A
‘3 Switch Serial Port Configuration

{3 System Configuration

Basic Information Baud Rate 19600

Character Size 18

Serial Information

Parity Code None
Stop Bits 1
Flow Conirol None

User Management

Safe Management
SNTP Configuration
Current Configuration Refresh| Help
Configuration File

File Upload

System Reset

#{1 Port Configuration

{1 MAC Binding

A1 MAC Filter

*{1 VLAN Configuration

#{1 SNMP Configuration

(1 ACL Configuration

(11 QOS Configuration

*{_1 IP Basic Configuration v

A T T T T T A

AL KRR P anBreratine

i< >
L ®100% -
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OaHHas ctpaHvua WEB uHTepcberica cooepxuT psg napameTpos,
KOTOpble HeobxoauMbl Ansi yrpaBneHWss KOMMYTaTopoM yepes MHTepdenc
RS232/485 ncnonb3ys nopt CONSOLE. lNpn ynpaBneHnM KOMMYTaTOpPOM
yepes HyperTerminal ybeguTecb, 4YTO HACTPOWKM  COOTBETCTBYHOT
NpVBEAEHHBIM HA 3TOW CTPaHULLE 3HAYEHNSAM.

Baud rate (ckopocTb nepeaayun gaHHbIX)

Character Size (pasmep c1mBOnoB)

Parity code

Stop bits (ctonoBble 6UTbI)

Flow control

9.2.3 User Management (UHcpopmauus o nonb3oBaTensix)

& http://192.168.0.1/ P - B2 | S swich
2 4 & 8 10 12 14 18 128 20 22 21 ﬂ link
OOA0 AAAR AAAAR A i
OO00 OA00 Oa00 oo e
13 5 7 9 11 12 15 17 1% 21 23 25 26 1 link down
5 ~
Q Switch Multi-user Management Configuration
EZY System Configuration
Basic Information Item |[User name Old password [New password [Re_enter password [Privilege
Serial Information ‘ ‘ ‘ ‘ ‘ | v
User Management | —— 1 _—— | =
1 admin Privilege

Safe Management
SNTP Configuration
Current Configuration

Refresh Apply Delete Help

Configuration File
File Upload
System Reset
B Port Configuration
B{] MAC Binding

B} MAC Filter

B{] VLAN Configuration
B{] SNMP Configuration
[
E
L
E

L L L A R

#{1 ACL Configuration
H{ 1 QOS Configuration
#{] IP Basic Configuraton Vv

D AAA P amfmsmtine

[l >
| http://192.168.0.1ffs/doc/protected/UserCfg.html H100% -

Ha aton cTpaHuue MOXHO 3agaTb HOBbIM Maponb (new password)
Onsi TEKyLLEro nonb3oBaTtens, U3MeHUTb POrib B YpPaBleHUN KOMMYTaTOPOM
(privilege) wn TA.

Maponu u4yBCTBUTENMBHBI K perncTpy M Moryt cogepxatb Ao 16
cMmBOIoB. [nA cMmeHbl napons BblGpaHHOro nonb3oBaTens Heobxoaumo
ABaXdbl BBEeCTU HOBbI naponb B nonsx New Password n Re-enter
Password. [1ns noaTBep>X4eHMs HOBOro Napossi HeobXxoAMMO HaxaTb KHOMKY
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Apply (MpuHaTk). MNocne atoro nonb3oBaTento NOTpebyeTcst 3aHOBO BONTU B
WEB uHTepdenc, ucnonb3ys HOBbIN Naporb.

C nomoLbl0 HacTpOeK Ha 3TOW CTpaHWUe MoMb30oBaTeNb MOXET
3agaTb Tak HasbiBaeMbli multi-user (MHOrononb3oBaTeNbCKUN) PEXUM ANst

yNpaBrieHUsi KOMMYTaTOPOM.

Onsa ynpaenenunsa yepes Telnet 1 WEB ans nonb3oBatenst oImkeH
ObITb BbIOpaH MHOrOMONBb30BaTENBCKUA PEXUM.

9.2.4 Safe management (ynpaBneHue 6€30nMacHOCTbLIO)

(&l 2 htip://192.168.0.1/

SEC.RU

2 4 & B 10 12 14 1 18 20 2z 2 -
AAAA AAAA AAAA LD
OO0 a0 anoo g8 B link down
1.3 5 7 8 11 13 15 7 19 21 23 25 26
~
3 Switch
E4 System Configuration
Basic Information {Acl Group Must Exist, and range in 1-99)
S [T T Service Type Management State Acl Group
‘B User Management [ V] [Enable v] 0 |
‘B safe Management hitp Enable 0
SNTP Cenfiguration snmp Enable 1]
Current Configuration telnet Enable 0
‘Bl Configuration File
File Upload Refresh Apply Help
System Reset
I| B0 Port Configuration
B{] MAC Binding
{0 MAC Filter
BE{J VLAN Configuration
E{_] SNMP Configuration
I B ACL Configuration
E{] QOS Configuration
®{] IP Basic Configuration \/
B AAA P feeetinn
< >
! ®100% ~
Ha pgaHHoON CTpaHuue HaxoaAaATcA HaCTpOUKK, no3Bolidiowne

agMuHUCTpaTopy MMBKO ynpaBnsTb OCTYNOM K yrNpaBieHU0 KOMMYTaTopoMm
(WEB, TELNET unn SNMP) Ha ocHoBe ACL (nuct ynpaBeneHus goctynom)

EcTb  BO3MOXHOCTb  MOSMHOCTLIO  OTKMOYUTE  ynpasneHue
KOMMYTaToOpOM Afsi KOHKpeTHoro metoda ynpasnenuns (WEB, TELNET wnu
SNMP). Tlo ymonyaHuio ynpaBneHve C MOMOLLBIO Kaxgoro MeTtoda
paspelleHo n ACL ounbTpaumsi He NpMMeHsieTCs.

AOMUHUCTPATOP  MOXET  4YaCTMYHO  3anpeTuTb  ynpasrieHue
KOMMYTaTopoM C MOMOLLbIO OAHOrO UMW HECKOMbKUX METOAOB, UCMOMb3ys
ACL dunbtpauutio.
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Ona npumeHeHns ACL cunbTpaumMm Ons KOHKPETHOro mertona
ynpasneHus Heobxoaumo BbibpaTb cam MeTon B CrMUCKe service type, a
3aTem BbiOpaTb ACL oT 1 go 99. maBHoe ycnoBue — BbiGpaHHbIi ACL
OOMKeH ObITb CO34aH 3apaHee.

O6patnTe BHUMaHWE, eCnn aAMVHUCTPATOP 3aKpPOeT BO3MOXHOCTb
ynpaenaTe kommyTtatopom no WEB, 3Ta cTpaHuua c HacTponkamu
nepectaHeTr ObiTb [JOCTynHa. Torga MOXHO BOCMOMb30BaThbCA  ApYrvM
MEeTOAO0M ynpaBrieHus, Hanpumep vYepes Telnet unu SNMP.

9.2.5 Current Configuration (MpocmoTp TeKywen KoHcpuUrypawmm)

Gl © hitp://192.168.0.1/ £ - Be | @ swich
2 4 6 8 10 12 14 16 18 20 2 24 &l link
OG0 d Aada a0oh .(;I;abl_;
O od Aot 0 aooo g8on -
1.3 5 7 8 11 13 15 17 18 21 23 25 26 £ link down
. N
‘3 Switch Current Configuration File
El“3 System Configuration Save Help
+[E] Basic Information !
- _ _ username admin enc-password €€E B = L EMIE privilege
H Serial Information h -
User Management vlan database
: Safe Management !
SNTP Configuration fpanmng-lrea mst configuration
Current Cenfiguration interface vian1
B ) ip address 192.168.0.1/24
Configuration File ipv6 address fe80:2a7-c1fffed3c501/64
[ File Upload ! rf "
N interface ge
System Reset |
I| ®{1 Port Configuration interface ge1/2
1
I 1
E 8 DS interface ge1/3
MAC Filter 1
(1] VLAN Configuration L”‘Bff“e gelld
| B SNMP Cenfiguration interface ge1/5
{7 ACL Configuration !
#{] QOS Configuration interface ge1is
®{ IP Basic Configuration | interface gel/7
B AAA B intinn ! w
n < > interface ge1/8
L #100% ~

Ha aToi cTpaHuue MOXHO NPOCMOTPETb TEKYLUY KOHUrypauuio
KOMMYyTaTopa B BuAe TEKCTOBOW WHdopmauumn. KHonka Save (CoxpaHuTb)
MO3BOMIUT COXPaHWUTb TEKYLLYyl KOHUrypauuio kommyTaTopa B NaMmsTb

KOMMYyTaTopa.

Mockonbky 3anuck danna TpebyeT yaaneHusi/aanncu Ha FLASH

namMmATb KOMMYyTaTopa, onepauna MoXeT 3aHATb onpeaefnieHHoe BpeMA.

SEC.RU

KopoTkuii nyTb K MHcbopmaLmm
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9.2.6 Configuration file (CtapToBas koHcurypaums, coxpaHeHue cpanna
C HacTponkamm)

&l & hitp://192.168.0.1/ )
5

1 link up
Oon "
O A 08 oa  disable

M 13 18 17 19 3} 2 25 26 1 link down

‘3 Switch Configuration File
Bl a System Configuration (Delete the Configuration File or Download the Configuration File to your local computer)

Basic Informati
asic fnformation Download Delete Help

Serial Information
User Management
Safe Management
SNTP Configuration

Current Configuration

B
-
B
-B

Configuration File
File Upload
System Reset
#(1 Port Configuration
*{_1 MAC Binding

7] MAC Filter

*{_1 VLAN Configuration
#{(Z] SNMP Configuration
#{_] ACL Configuration
*(1 QOS Configuration
£ IP Basic Configuration

T e

>
L #100% ~

CrapToBas koHdurypauust npeacrtaenset coboi dann, 3anucaHHbIN
Bo FLASH namatu kommyTaTopa. Korga koMmyTaTop 3anyckaeTcs U He
HaxoOMT 3anucaHHbli paHee dann koHdurypauunm Bo FLASH namatw,
YCTPOMCTBO Mcnonb3yeT dann ¢ HacTponkammn no ymonyaxuio (default).

KHonka Delete (yganutb) N03BONSET Bbi3BaTb AMANoOroBoe OKHO, rae
OygeT npeanoxeHo yganutb Tekywmi dann koHdurypaumm us FLASH
namsatu. Ecnn Bbl nepegymanun 3Tto genaTb, HaxmuTe kHomnky Cancel
(oT™meHa).

KHonka Download (ckaunBaHue) ucnonb3yeTcs [AMfs CcKavyvMBaHWs
KoHdurypaumoHHoro canna Ha K u3 namatn kommytatopa. B ananorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTeM NyTb K katanory ¢ dannamm
KoHurypaumu. Mo ymonuaHuio nms danna switch.cfg
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9.2.7 File Upload (3arpy3ka channa ¢ HacTpoMkamMm B KOMMyTaTop)

L) &3 © hitpy192.10680.1/

1 link up
fBaan I
OQQo oo e

17 18 21 23 25 28 1 link down

3 Switch File Upload
EH3 System Configuration (Upload the Configuration File or Firmware File from your local computer to the switch)
Basic Information

Serial Information Attention:
User M The Configuration File must have an *.cfg extention
crrlibnzsErEl The Firmware File must have an *.img extention
Safe Management Do not interrupt the upload at anytime as this may corrupt the Firmware or Configuration and Potentially

SNTP Configuration Crash the System

Current Configuration s, Upload Help
Configuration File

File Upload

System Reset

{7 Port Configuration

{1 MAC Binding

51 MAC Filter

#{] VLAN Configuration

{1 SNMP Configuration

#{] ACL Configuration

“{_]1 QOS Configuration

#{] IP Basic Configuration

W m D m D

TR AAR B R e

< >
L H100% ~

Ha aToi cTpaHvue npeacTtaBneHa BO3MOXHOCTb 4S5 3arpy3ku paHee
CO3AaHHbIX hannos KoHdUrypaumm B namsaTb KOMMyTaTopa.

HaxmuTte kHonky Path (nyTb), 4TOOblI BLIOPATL HYXHbIA hann ¢
KoHdurypauuen Ha [1K. [danee, nocne Bbibopa Heobxoammoro dawnna
HaxkmuTe kHonky Upload (3arpyautb). ®ann gomkeH umeTtb pacumpenue .cfg

Ecnn y Bac ecTb 0o6pa3 gucka C HacTpoWkamu, TO Bbl MOXETe
3arpysuTb ero Takke. Obpas AomKkeH nMeTb pacumpeHune danna .img

A Bo Bpems 3arpysku danna KoHdwurypauum B NaMsTb
KoMMyTartopa He nepexoaurte Ha Apyrve ctpaHuubsl WEB unHTepdenca, He
nepesarpyxante U He OTKM4YanTe KOMMYTaTop, MHAYe HacTpomku OyayT
3anuMcaHbl C owubkamMu, 4YTO MOXET noeneyb 3a cobonm cbom B paboTe
KOMMyTaTopa.
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9.2.8 System reset (Mepe3arpy3ka koMMyTaTopa)

Gl & hipv/92168.0.0/ 2
[

18 20 22 21
0Onoon
[ s T of o o}

1 13 15 17 19 21 ;25 26

link up
disable
link down

N.Y:-38
B O -
oD D =
DD«
CBD

‘3 Switch
B4 System Configuration Reset Help
Basic Information

Serial Information

User Management

Safe Management
SNTP Configuration
Current Configuration
Configuration File

File Upload

System Resat

#{ 1 Port Configuration

{1 MAC Binding

5(1 MAC Filter

#{ ] VLAN Configuration

{1 SNMP Configuration

A {1 ACL Configuration

#{ ] QOS Configuration

#{] IP Basic Configuration v

AT RAA P onbinn

< >
i H100% ~

L T T T PR

Ha paHnHon ctpaHuue WEB nHTepdenca moxeT 6biTb npom3BeaeHa
nepesarpyska Kommytatopa. [Onsa 3Ttoro HaxmuTe KHONKy Reset
(nepesarpyska). B nosBuBlemMCA AManoroBom OKHe MOATBEpAUTE CBOE
nencteme kHonkon OK unn oTmeHuTe ero ¢ nomollbio KHomku Cancel
(oTmeHa).

9.3. Port configuration (KoHdurypupoBaHue nopToB)
9.3.1 Common configuration (ba3oBasi koH(urypaumusa nopToB)

Ha arton cTpaHuubl npegctaBneHa WH@oOpMaums No Kaxaomy U3
noptoB komMmyTaTopa. [lonb3oBaTenb MOXeET MeHATb CKOPOCTb, BKMYaTb
WNK OTKNYaTb TOT UMK MHOW NOPT, NpocMaTpmBaTh 6a30By0 MHOPMALMIO.

Ons HacTpowmkum KOHKpEeTHOro mnopta Heobxogumo BbIOpaTb ero
HasBaHve 13 BbinagawLero cnucka. Mo ymonyaHuio BCe NOpPThbl BKITHOYEHbI
(UP), u4ToObl BbIKNIOYMTE MNOPT Heobxogumo BbibpaTb nyHkT DOWN
(BBIKIHOYMTB) Y NPUMEHNTBb M3MEHeHUs kKHonkon Apply (MpuHaTe). Takum xe
obpa3om BblbMpaeTcsa 1 3Ha4YeHNs CKOPOCTM Anst BbIbpaHHOro nopTa.

Ecnu gna kakoro-nubo nopta BbibpaTth Full-10 (Ckopocme nepedayu
10 M6um/c, Oynnekc), TO NOPT NEPEKIIIOYUTCS B PEXUM YBENUYEHMUS
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AN

[anbHOCTU nepedayun curHanos Ao 250M. Takke NopTbl MaTPULbl CNOCOGHLI
aBTOMATUYECKN MEepexoanTb B 3TOT PEXMM MpU MNOAKMIOYEHUN K FUHMK
aonvHon 100-250m, obmeH AaHHbIMM MogaepxmBaeTcs Torbko ¢ Uplink

noptamu.

Apply - coxpaHUTb U3MEHEHMS.
Refresh - 06HOBUTbL 3Ha4YeHUA HACTPOEK ANSA MOPTOB Ha AaHHOM

CTpaHuue.
@ hitp://192.168.0.1/ D~ BC @ swich
2 4 & 8 10 12 14 1% 1% 20 2 a link
co0d A0AA AAAA H e
g0 ooRe e0o0g ¥y O inkdown
~ ~
‘3 Switch Port Configuration/Show
#{ System Configuration " .
B3 Port Configurats |pg¢|; v”lnnﬂn::lb“PDﬂTypI: |[mac address: MMHI' i |
&) Common Configuratio
B Port Statistics [state: ][ [ |[set Rate:
B
_J Flow Convol Refresh Apply Help
B Broadcast Storm
® Port Ratelimit Port Name Admin State Oper State Bandwidth VLAN Mode Default VLAN
® Protected Port gel/l Up Down Unknown Access 1
B Learn Limit gell2 Up Down Unknown Access 1
& Port Trunking L___gel3d Up Down Unknown Access 1
B Miror gel/d Up Down Unknown Access. 1
2 DoM on gells Up I Down Unknown Access 1
(2 MAC Binding gells Up I Up J[Full-1000 Mbps Access 1
o gel/’ Up | Down ] Unknown Access 1
#(] MAC Filter = = 0 — , —— — =

9.3.2 Port statistics (CtaTucTuka

&3l & hitp//192.168.0.1/

paboTbl nopToOB)

& Switch

1% 20 2 2
annn : ez
disable
(s ] [ = 1 = oo ool "
7 19 21 23 26 326 1 link down
. (D ~
&) s Port Statistics Information
+(] System Ci
13 Port G ‘Pon: V\
: Common Configuratio
2 Port Statistics Port Statistics Information
Flow Control ~ Received Total Bytes 0 Received Unicast Packets 0
Broadcast Storm (ifinOctets) Num (ifinUcastPkts)
Port Ratelimit Received _Noﬂ—UﬂiCﬂst i} Re_r.elv_eu Discard Packets 0
— Packets Num (iflnNUcastPkts) Num (ifinDiscards)
rotecte: o
Learn Limit ~ Received Error Packets Num || g Pacf;';e"“:frﬁ Unkomwn Protocol | -
Port Trunking ({finErrors) ifinUnknownProtos)
Mirror send Total Bytes 0 Send Unicast Packets Num || o
*E) DDM Information (ifOutOctets) (ir0utUcastPkts)
7(Z] MAC Binding Send Non-Unicast Packets | ~send Discard Packets Num || o
23 MAC Fiter Num (ifOutNUcastPkts) ifoutDiscards)
I
send Error Packets Num
I #{(1] VLAN Configuration o| lmouErors) 0
3 SNMP Configuration
= e v
#100% -

} SEC.RU
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Ha aton cTpaHuue npegcTtaBneHa cBOAHas MHdopMaums no paboTte NopTos..
[ns BbiGOpa KOHKPETHOrO MOPTa BOCMONb3yWTECH BbiNagatoLlwem MeHo Port
(nopT). B Tabnuue Hwxe oTobpasnTcsa B AOCTyMNHast MHopMauus:

- Received Total Bytes (konn4ecTBo NpUHSATLIX GanT);

- Received Non-Unicast Packets Num (Konnm4ecTtBO MPUHATLIX «HE
Unicast» nakeTtoB);

- Received Error Packets Num (KOnM4yecTBO NPUHSTLIX MAKETOB C
owmnbkon);

- Send Total Bytes (konu4ecTBo OTNpaBreHHbIX 6anT);

- Send Non-Unicast Packets Num (KOmM4ecTBO OTMpPaBMEHHbIX «HE
Unicast» nakeToB);

- Send Error Packets Num (konuyecTBO OTnpaBneHHbIX C OLLIMOKOW
NnakeToB);

- Received Unicast Packets Num (konnyectBo nonyy4yeHHbix Unicast
NnakeToB);

- Received Discard Packets Num (konimyecTBo «4pOMHYTbIX» NaKETOB
npv Nony4yeHnn);

- Received Unknown Protocol Packets Num (konn4ectBo nomny4eHHbIX
NakeToB C HEM3BECTHbIM NPOTOKOSIOM Nepeaayn);

- Send Unicast Packets Num (konuyecTtBo oTtnpaBneHHbix Unicast
nakeToB);

- Send Discard Packets Num (konuuectBo oTbpacbiBaeMbiX NakeToB
npw oTnpaeke).

9.3.3 Flow Control (ynpaBneHue NnoTokom Ansi NopToB)

[aHHas cTpaHuua nossonsieT HacTpamBaTb yHkumo Flow Control
(ynpaBneHue NoTOKOM) ANsi KOHKPETHOrO nopTa.

Ytobbl BKkMoUUTL  unn  oTkmiounte  Flow  Control  Bbibepute
KOHKPETHbI NOPT U3 BbiNagatoLwero MeHto, a 3atem coctosiHne ON (Bkn) mnm
OFF (BblIkI.)

[daHHasi HacTpoWka MOXET BbIMOMHATLCA ONA OTMpaBkuM WM AN
nony4YyeHnsi NakeToB.

Bce nsmeHeHna noaresepxgatotca kHonkon Apply (MpuHATS).
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@ hitpy//192.168.0.1/ @ switch
2 4 6 B 10 12 14 16 18 20 22 24 i
ABAaA ABAA ABAD et
OO0 A0 Qoo G068 B link down
1 3 5 T 9 1 13 15 17 19 21 23 25 26
A ~
3 Switch Flow Control
H{ ] System Configuration
<3 Port Configuration
Common Configuratio
Port Statistics ‘ Flow Control
Flow Control
Broadcast Storm Refresh Apply Help
e R Port Name Flow Control State
Protected Port ge1i off
Learn Limit geli2 Of
Port Trunking EIE] of
| Mirror gelid Off
DDM Information gells off
#{] MAC Binding ge1i6 Off
7] MAC Filter gell7 Off
€] VLAN Configuration gells Off
| ®y snmp Configuration ' gelis Off v
< > gel/10 Off
http://192.168.0.14s/doc/protected/FlowControl himl #100% -

9.3.4 Broadcast storm control (ynpaBneHue 3awmton ot Broadcast storm)

& hitpi//192.168.0.

m

2 4 & & 10 12 14 18 12 20 22 24 - link
OO0 0 oo 0 Aoon -;'_;a:;
OO 00 o000 0000 g0 "
i 3 5 T 8 i1 13 15 47 19 21 23 25 26 1 link down
5 ~ A
‘3 Switch Broadcast Storm Control
] System Configuration
E3 Port Ci Port:
Common Configuratio
‘B Port Statistics Broadcast Suppression Broadcast Ratelimit o (1-1024000 kbps)
et ] Multicast Suppression Multicast Ratelimit o (1-1024000 kbps)
‘B Broadcast Storm
B Port Ratelimit DLF Suppression DLF Ratelimit 0 (1-1024000 kbps)
Protected Port Refresn Apply Help
8) lemollnmy Port Broadcast || Broadcast Ratslimit Mufticast Multicast Ratelimit DLF Ratalimit
Port Trunking Name Suppression (kbps) Suppression (kbps) Suppression (kbps)
| Mirror gelil Off B4 Off 61 off 64
“E) DDM Information gell2 Ooff 64 off 64 Off 64
B MAC Binding gel/3 off 64 off 64 off 64
®{] MAG Filter gelid Off 64 Off 61 off 64
B3] VLANC gells Off 54 Off 64 off 54
Il £0 SNMP Configuration gellE off 64 off 64 Off 64
< > gell7 Off B4 off 64 Off 64 N
®100% ~

KopoTkuii nyTb K MHcbopmaLmm
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Ha p[aHHOW CTpaHuue HaxoAasTcs HaCTPOWKM, MO3BONsoLMeE
BKITIOYMTb WNWU  BbIKNIOYMTL  3aWUTY OT BIUSIHMS  LUMPOKOBELLATENbHbIX
(Multicast) naketoB n DLF nakeToB Ha nepeaaBaemblin/nony4aemMbliii Tpaduik.

B Bbinagatowem cnucke PORT (nopt) BbibepuTe HeobGXoanMbI
nopTt, BktoumTe nnu BoikntounTe (ON unm OFF) 3awuTy Onsi KOHKPETHOro
Bnaa nakeTtoB Broadcast, Multicast unu DLF. Takke MOXHO 3aaTb CKOPOCTb
B KbuT/c ansa koHkpeTHoro Bmaa naketoB. DLF n Multicast ckopocTu AOMmKHbI
ObITb OANHAKOBLIMU.

Bce nsmeHeHus noaresepxgatotcs kHonkon Apply (MpuHATS).

9.3.5 Port speed limits (OrpaHuyeHue NnponNycKHOM CNOCOOGHOCTU Ha
nopTax)

Gl & htip://192.168.0.1/ ~ B¢ | & switch
2 4 13 8 10 12 14 16 18 20 22 24 -
Coo0o coO00 oaan 22‘_;"3:;
D000 00 Oonn 8048
13 5 7 8 11 13 15 47T 18 2 23 25 26 &1 link down
~
‘3 Switch
B ] System C: i
EHZ3 Port Configuration Port:
Common Configuratio
Port Statistics Send Packets Rate Control Kkbps (1-1024000) Cancel | (Cancel Send Packets Rate Control)
Flow Conrol Receive Packets Rate Control Kbps (1-1024000) Cancel | (Cancel Receive Packets Rate Control)
Broadcast Storm
Port Ratelimit Refresh Apply Help

Protected Port

Learn Limit |
Port Trunking

Ll Mirrer

DDM Information

(] MAC Binding

(0 MAC Filter

*-_] VLAN Configuration

#(] SNMP Configuration
< >

Port Name ” Send Packets Rate H Receive Packets Rate

Control (kbps) Control (kbps)

H100% ~

Ha paHHOM cTpaHuMue MOXHO T[MBKO orpaHuymBaTb CKOPOCTb
npvema/nepegayn naketoB Ha BblOpaHHOM nopTe. Ond atoro BbibepuTe
nopt B Bbinagatrowem cnucke PORT, a 3atem ykaxuTe 3HadeHue B Kout/c
ans ckopoctu nepefaum faHHblx (Send Packets Rate Control) n ans
ckopocTu npuema [aHHbix (Receive Packets Rate Control). [Ons
NPUMEHEHUs1 HacTpoek HaxmuTe KHorky Apply (NpuHATL). Ong OTMeHbI
OrpaHVMYeHnst NPOMYCKHON CNOCOBHOCTN HaXmuTe kHonKy Cancel (oTmeHa).
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9.3.6 Port protection (3awuTa nopToB)

Gl & http://192.168.0.1/ P~ Be| @ swich
2 4 & 8 10 12 14 18 18 20 22 24 -
Cofcf AaooO aAaAan E:I';kau_;
OO0 0 OO0 d OoOond G000 £ link down
1 3 5 7 9 1M 13 15 17 19 21 23 25 26
~ ~
3 Switch Protected Port
{1 System Configuration
543 Port Configuration Port Name Is Protected Port
Common Configuratio 0 gelht No
Port Statistics ] geli2 No
Flow Control O gell3 No
Broadcast Storm O gelld No
Port Ratelimit [ gells No
Protected Port O 9o 106 No
Learn Limit
Port Trunking 0 gellt ho
Ll Mirror U gells No
1 DDM Information O gel9 No
{1 MAC Binding O ge1/10 No
{1 MAC Filter ] gel/M No
I {1 VLAN Configuration O gel/2 No
® (] SNMP Configuration ¥ 0 G113 No v
( ) |l nalfl1d Al
#100% -

Ha paHHOM cCTpaHvue MOXHO BblIGpaTb noOpT, KoTOpbIM OygeT
N30MMpoBaH OT APYruX.

M30nmnpoBaHHbI  NOPT HEe MOXeT oObMeHMBaTbCA [daHHbIMU C
OPYrYMU M30NMPOBaHHBIMK NOpTamMu.

M3onupoBaHHbIi MOPT MOXET OOMeHMBaTbCA LaHHbIMWM TOSbKO C
HEN30IMPOBaHHBLIM MOPTOM/MOPTaMM.

9.3.7 Learn limit (OrpaHnyeHne makcumanbHoro konum4yecrtsa MAC ans
paboTbi)

Ha paHHOW cTpaHuue npeacTaBneHa BO3MOXHOCTb YNpaBreHus
MakcumarbHbIM  KonmdecTBom MAC agpecoB, C KOTOpbIMM CMNocobeH
paboTtatb nopt. Mo ymonyaHuto 3aTo 3HavyeHne paBHo 8191. [Ana n3ameHeHus
3TOro 3HauyeHus BblbepuTe NopT B Bbinagarowem MeHio Port (nopT), a 3atem
B ctpoke MAC Address Num Able to Learn (makc. komudectBo MAC
agpecos) YyKaXute CcBoe 3HayeHve. [ns nNpuvMEHEeHMs HacTpoek
ucnonb3dymte kHomky Apply (npuHaTe), gna otmeHbl — Cancel Limit
(OTMEHWTb NMUMKT).
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" A A~
= Switch Learn Limit
B{1 System Configuration
43 Port Configurati Port: %
Common Configuration
Port Statistics MAC Address Num Able ToLeam{0  [(0-8191)
Flow Contrel Refresh| [ Apply | | Cancel Limi Hel
Broadcast Storm pply P
~B Port Ratelimit Port Name MAC Address Num Able To Learn
~/8 Protected Port gell 3191
Learn Limit gell2 8191
Port Trunking gell3 3191
Mirror gelld 3191
DDM Information gells 8191
{3 MAC Binding gells 3191
[ MAC Filter geli7 8191
{1 VLAN Configuration gells 2191
(1 SNMP Configuration ¥ gel/9 8191
2 ) gel/10 8191 v
H100% -

9.3.8 Port trunking (KoHdurypuposaHue trunk’oB)

1/

L2 &3l 2 hiip://192.1680.

p-2e]@cwinch

18 20 2 28
0Oodo
o s s |

M 13 15 17 19 21 23

oo o]}

25 26

DO~
wD D=
ol Do
~DD=

[ link down

‘3 Switch
i:l System Configuration
E{4 Port Configuration
Commen Configuratio
Port Statistics

Flow Control
» Broadcast Storm
Port Ratelimit
Protected Port

Learn Limit

Port Trunking

I Mirror

DDM Information
{1 MAC Binding

(3 MAC Filter

{3 VLAN Configuration
{1 SNMP Configuration

< >

v

Port Trunking Configuration

Trunk Group 1D Trunk Method Able Config Port

Create Trunk Group

Member Port =>

]
Sel Trunk Method

Unmember Port <=

Delete trunk Group

Member Port

®100% ~

Ha paHHoW cTpaHuue npeacTaBrieHbl HACTPOMKU AN KOHUrypaumm

Trunk nopTos.

KopoTkuii nyTb K MHcbopmaLmm
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Bbl MOxeTe 06beauHATE MX B rpynnbl (arpermpoBaHne), HasHayaTb
ID ans nopta, MeHATb cnocob BbiGopa Trunk u TA.

YTtobbl co3gaTh trunk ans mopta vnM U3MEHUTb CYLLECTBYHOLLMM
Heobxoammo BbiGpaTh ID oT 1 go 3. Ytobbl co3gath trunk rpynny Bbibepute
COOTBETCTBYWOLMA naeHTudukaTop u Haxmute kHonky Trunk ID Settings
(HacTtporika ID gna trunk). Ona HacTpoWKM MeToda TpaHKMHra nopToB
BblOepuTe U3 BbiNagaloLEero cnvcka HeobXOOUMbBIA U HaXMUTE Ha KHOMKY
Polymerization Settings.

[ns yoaneHus cywecTByowen rpynnsl trunk ncnonb3ynTe KHOMKY
Delete trunk group (yganutb trunk rpynny).

B npouecce HacTpoliki, No KpanHen mepe oauH trunk gomkeH ObiTb
ycTaHoBneH, 4tobel Polymerization Settings BcTynunu B cuny. BeibpaHHbie
MeToAbl co3fgaHusa Trunk’oB NPUMEHSIOTCS KO BCEM rpynnam.

KommyTatop nosBonsieT wucnonb3oBaTb TpU MeToda Co3faHus
trunk’os:

- MeTopg, ocHoBaHHbIN Ha ncxogHom MAC agpece;
- MeTog, ocHoBaHHbIM Ha MAC agpece HasHa4yeHus;
- MeTtopg, ocHOBaHHbIN kak Ha ucxogHom MAC, Tak n Ha MAC agpece

Ha3HayeHusl.

KommyTatop nogaepxvsaet makcumym 3 rpynnbl trunk’os. Trunkl v Trunk2
He MoryT cosgaBaTtb trunk u3 rmrabutHblx noptoB. Trunk3 MoxeT
06beanHATL MakcumyM 2 rurabutHelx nopta. Metog arpernpoBaHus obLimmn
ans Bcex trunk’o..

9.3.9 Port mirroring (3epkanMpoBaHue NOpPTOB)

Ha paHHOWM cTpaHuue npeacTaBrneHbl  BO3MOXHOCTM  AnS
3epkanupoBaHusa (mirroring) nopTtoB. Bbibupaetcs oguH nopt (Mirror Port)
KoTopbin OypeT AybnupoBaTb TpaduK ApYrux MOPTOB, YKa3aHHbIX B
HaCTpoWKax 3epkanupoBaHus.

Beibepute nopTt (MopT-3epkano), koTopbin OygeT aybnuposatb
Tpaduk Apyrux nopTos;

- Bbibepute noptel, Tpaduk kKOTOpbIX ByaeT oybnmpoBaTbCa Ha MOPT-
3epkano;

- Bbibepute, kakne MMeHHO nakeTbl BGyaoyT AoybnupoBaTbCcs Ha NopT-
3epkano B Bbinagawowem wMeHo Mirror Direction (RECEIVE -
nony4yaemsble naketbl, TRANSMIT — otnpasnsemsble naketsl, BOTH
— nonydvaemble n otnpasngemble naketbl, NOT_RECEIVE -
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OTMeHsieT aybnupoBaHMe MnonyvyaeMblX NAKeTOB Ha MOPT-3epkano,
NOT_TRANSMIT — oTmeHseT p[ybnupoBaHue OTnNpaBnsieMbiX
naketoB Ha nopT-3epkano, NEITHER — oTmeHsieT gybnupoBaHue
Kakux Nnbo nakeToB Ha MOPT-3epKaro);

- PesynbtaTbl 6yayT oToGpaxeHbl B none Mirror Config Info

L & € hitois215801 £~ Be| & swirch
2 4 6 € 10 12 14 16 18 20 2 2 E—
OO0 oo d oo .(;13:;
OO0 oo 0 oo 808 "
T3 5 7 9 M5 1743 2 2 25 2 £ link down
la) A
N Switch
{0 System Configuration
3 Pert Configuration Mirror Port Able Config Mirrored Ports ][ Mirror Direction Mirror Config Info
"B Common Configuratio eelit |
"B Port Statistics ge; 2 A
B Flow Control ey
B Broadeast Storm ED g
£el/
B Port Ratelimit ey
i Protected Port 2e1/6
H ge1/9
2 Lean Limit 10
8 Port Trunking ge1/11
g ge1/12
[ |5 s
DDM Information (Mirror port name like: get/1) ||-c1/74
{1 MAC Binding gel/15
gel/16
{1 MAC Filter ei/17
{1 VLAN Configuration gel 13
i gel/1
{1 SNMP Configuration ™ Btye .
< > gel/21
#100% ~

9. 3.10 Cable Diagnosis (MpoBepka kabens)

®yHkuma Cable Diagnosis (Mpoeepka kabenst) 4OCTYNHa TONbKO Ans
MedHbIX Kabenew, coBMecTMMbIX co cTaHgaptom 10/100/1000BaseT.
NHCTpyMeHT no3sonsieT onpedenutb AnvHY kabens (TOYHOCTb okono 5%),
ero cocTtosiHue. MakcumanbHasi anvHa nposepsiemoro kabenst He ©Gornee
100m (npw nonbITke NPoBepUTbL ODonee ANVHHLIM Kabenb OyaeT BbIBOOMTLCA
coobuweHne o6 owwnbke B pe3ynbTax TecTupoBaHus). TecTupoBaHue
NPOBOAMUTCS ANs KaX4on napbl B kabene B 0TAENbHOCTH.

Open — O3Ha4daeT, 4TO OTBeTHad 4YacCTb npoBepAaemMoro kabens He
noakn4yeHa Kyp,a-n|/|6o, npu 3TOM 00XXMMKa 1 LLeNOCTHOCTb XXWUI B nopAagke.

Linedriver — o03Ha4aeT, 4TO OTBETHas 4acTb npoBepAaemMoro kabens
noAkKrn4yeHa K ceTeBOoMy yCTpOIZCTBy, a 00XMMKa W LEenoCTHOCTb XWUN B
nopagke.

Short — o3HavaeT, 4YTo NpoBoOAA B BbIGPaHHON Nape 3aKopoYeHb!.
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BDD

=
%1 Industrial Swich Monitoring
) System Configuration
=13 Pon Canfiguration Port: [ge1/5
) Common Configuration
%) Port Statistics.
2) Flow Control
&) Broadcast Storm

5 Port Ratalimt
B Protected Port

Ecnn no kakon-nmbo npuumnHe dyHkums Cable Diagnosis oTcytcTByeT B
WEB wuHTepderica kommyTatopa — OOHOBMTE MPOLUIMBKY A0 MNOCNEeOHEN
OOCTYMNHORN.

9.4 MAC binding (npuBsaska MAC appeca)

9.4.1 MAC binding configuration (Hactporka npuBasku MAC agpecoB)

HaHHaa cTpaHvua npegocTaBnseT BO3MOXHOCTb npuBsskm MAC
agpeca k nopty (MAC Adress) nnm k VLAN (VLAN ID).

Bce un3MeHeHus Ha cTpaHuue noaTBepXgaltTCs KHomkon Apply
(MpuHATB), ecnn NpuBA3KY HEO6XOAMMO YyAanuTb WCMONb3yWTE KHOMKY
Delete (Yganutb), kHonka Select all (BeiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE NPUBSA3KN, HACTPOEHHbLIE paHee.

L E & hiio10216800 D~ Bd | & swich

10 12 14 18 12 20 22 24 "
00 oo [ [t

00 nono o [ =i
1 13 15 17 19 21 23 25 26 1 link down

N Switch MAC Bind Configuration
(] System Configuration
{1 Port Configuration i
=43 MAC Binding
Bl MAC Binding Configu
B MAC Auto Binding
{1 MAC Filter (MAC Address Format: HHHH.HHHH.HHHH)
{1 VLAN Configuration
#{] SNMP Cenfiguration [ MAC Address Il VLAN ID ]
(] ACL Configuration
{1 QOS Configuration
|l (3 1P Basic Configuration
[+
&
&
L
E:

MAC Address | VLANID [0

Refresh Select-all Apply Delete Help

{1 AAA Configuration

{3 MSTP Configuration

{1 IGMP SNOOPING Confi
{1 GMRP Configuration
{1 EAPS Configuration

< >

v

H100% ~
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9.4.2 MAC Auto Bind (ABToMaTuueckas npmBsaska MAC agpecoB)

2 h1o/1921680.1

3 Switch

) System Configuration

%) Pont Configuration

53 MAC Binding
&) MAC Binding Configw (The list will display the MAC addresses and VLAN ID that the port has dynamically leamed. You can select one of more items and
B MAC Ao Binding then press apply o bind those mac addresses (o that porL)

1 MAC Fiter (- WAC Address ] VIANTD ]

®_J VLAN Configuration

41 SNMP Configuration Refresh Select-ai Appy velp

| 453 act coniguration

| © 3 QoS Configuration

Il 2 1P Basic Configuration

) AAA Configuration

¥ MSTP Configuration

411 IGMP SNOOPING Confi

© ) GMRP Configuration

(] EAPS Configuration v

< >

®100% v

Ha paHHOWM cTpaHuue HaxogAaTcsa AaHHble 00 aBTOMaTU4ecKon
npuesske MAC agpecos k nopTtam. NokasaHa guHamuyeckas npmesaska MAC
appecos k noptam (MAC koTopble 6binm 3aHeceHbl B Tabnuuy MAC agpecoB
KommyTartopa), a Takke k VLAN oTHocsawmMmcs K 3TMM noptam. Bel moxeTte
BblOpaTb OAHY W3 [OMHAMWYECKUX MNPUBS30K M KOHBEPTUPOBATb €€ B
NOCTOSIHHYIO NpMBSA3KY (static binding).

Bce HacTporku Ha QdaHHOW CTpaHuue MNoaTBEPXKOAAKTCA KHOMKOM
Apply (NpyHATL), ecnu 3anMcb HEOOXOAMMO YAanuTb WUCMOMNb3YNTE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucu.

9.5 MAC filter (dounbTp MAC agpecoB)

9.5.1 MAC filter Configuration (HacTtpomka comnbtpa MAC agpecoB)

HacTtpolikn Ha 3Tonm cTpaHuue no3sonsalT dunbtpaunio MAC
agpecoB ans noptoB. 3anmcn ¢ MAC agpecamm Ha 3TOW CTpaHuue
ucnonb3ytotca ans Bxoga B ¢dunetp MAC apgpecoB, a VLAN ID
ucnonb3yetca ansa punetpauun MAC agpeca cootseTcTBytoLen VLAN.

Bce HacTpolkum Ha QaHHOW CTpaHuue NoATBEPXOAlTCHA KHOMKOMW
Apply (NpuHATL), ecnu 3anMcb HEOOXOAMMO YAanuTb WUCMOMNb3YNTE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucu.
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2 http://192.168.0.1/ D~ 22| & switch
2 4 6 8 10 12 14 16 18 20 22 21 o
o000 000 oo .:"ﬂb"';
DoOod o000 Ao 000 -
13 5 7 8 11 13 15 17 19 21 23 25 26 & link down
. ~ - -
3 Switch MAC Filter Configuration
1 System Configuration
1 Port Configuration 5
1 MAC Binding
M MAC Filt
ﬁ er MAC Address | |  wianiD |0 |
MAC Filter Configurat
MAC Auto Filter (MAC Address Format: HHHH.HHHH_.HHHH)
{1 VLAN Configuration
{1 SNMP Configuration [ MAC Address Il VLANID ]
{1 ACL Configuration
| ®(1 QOS Configuration Refresh| Select-all Apply Delete Help
asic Configuration
| #(3 IP Basic Config
{1 AAA Configuration
| ®{1 MSTP Configuration
{1 IGMP SNOOPING Confi
I {1 GMRP Configuration
(1 EAPS Configuration ¥
< >
H100% ~

9.5.2 MAC Auto Filter (ABTomaTtuyeckun punbtp MAC agpecoB)

D~ BE | swich
2 4 5 8 10 12 14 16 18 20 2 2 "
AO0A AAOA AAAN e
GO0 a0t oo o6 B link down
13 5 7 5 o1 1315 1718z @ 2 2
~
3 Switch MAC Auto Filter
{1 System Configuration
(3 Port Configuration o
{1 MAC Binding
3 MAC Filter (The list will display the MAC addresses and VLAN ID that the port has dynamically leared. You can select one or more items and
MAC Fiter Configurat then press apply to filter those mac addresses from that port.)
MAG Auto Filter I MAC Address I VLAN D |
1 VLAN Configuration
1 SNMP Configuration Refresh Select-all Apply Help
(3 ACL Configuration
|| (3 QOS Configuration
Il %2 1P Basic Configuration
(3 AAA Configuration
| ®C3 MSTP Configuration
(3 IGMP SNOOPING Confi
(3 GMRP Configuration
Il @3 eaps Configuration ¥
< >
#100% ~

3aecb npeacTaBneHbl AaHHble 06 aBToMaTtuyeckon koHBepcun MAC
aZpecos.

MokasaHa auMHamuyeckasa npueaska MAC agpecos k noptam (MAC
KoTopble Obinn 3aHeceHbl B Tabnuuy MAC agpecoB KOMMyTaTopa), a Takke
K VLAN oTHocawmmca K 3Tum noptam. Bbl mMoxeTe BbibpaTb OgHy M
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NPUBSI30K N KOHBEPTUPOBATL €€ B MOCTOSAHHYIO NPMBA3KY (sStatic binding) ans
dunsTpa MAC agpecos.

Bce HacTpoWku Ha AdaHHOW CTpaHuue NoATBEpPXOalTCA KHOMKOMW
Apply (NpuHATL), ecnn 3anuMcb HeobxooMMO yaanuTb UCMONb3yWTe KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucu.

9.6 VLAN Configuration (Hactpownka VLAN)

9.6.1 VLAN information (mHdopmauus o VLAN)

Ha aton cTpaHuue npegcrtaBneHa MHMOpPMauMsa O CYLLECTBYHOLLMX
VLAN. [aHHble nNpenocTaBneHbl TOMbKO AN YTEHMS U He MOoryT ObiTb
M3MEHEHDI.

MHdopmauma o Tekyweln koHdurypauum VLAN BbiOupaeTcs B
BbiMagaroLleM MEHIO B IEBOM BEPXHEM Yriy U BKIOYaeT B cebs:
- VID (VLAN ID);
- VLAN Name (Mms VLAN);
- State (cocTosiHME aKTUBHOE MMM HEeaKTUBHOE);
- Port member (nopTel — y4actHukn VLAN, MoOryT Bknwoyatb B cebsa kak
TerMpoBaHHble NopThl (t) U HeTermpoBaHHbIe (U)).

LY = hitpyi192.168.0.1/ 20 || @ switch
2 4 6 8 1w 12 14 185 18 2 2 2 -
OOA0 ANAN AAA A .‘;!;J;
OO0 OO0 oo 8088 .
135 7 8 T 13 w82 2 25 2 €1 link down
5 A~
O Switch VLAN Information
1 System Configuration ) - .
- (Note: The drop-down box displays all current VLANs. The list Displays up to 30 VLANSs. If you select a VLAN in the drop-down box, the
{1 Port Configuration list will show all VLANS greater than the selected VLAN but not more than 30 VLANS.)
1 MAC Binding 7 (t=tagged member, u=untagged member)
lanl v
{3 MAC Filter [lent v]
£3 VAN G VvID VLAN Name State Port Member
) [ulge /1 [u]ge1/2 [ulge1/3 [u]ge1/4 [u]ge /5 [ulge1/6 [u]gel T [ulge /B [u]
VLAN Information 1 ant active  ||921/8 [ulge1/10 [ulge1/11 [u]ge1/12 [ulge1/13 [ulge1/14 [ulge /15 [ulge1/16
VLAN Configuration [ulge1/17 [ulge/18 [ulge1/19 [ulge1/20 [ulge/21 [ulge/22 [ulge1/23 [u]
- —— ge1/24 [ulge1/25 [ulge/26
| {1 SNMP Configuration T Fiep
| ®1 ACL Configuration
I| ®(0 QoS Configuration
 IP Basic Configuration
1 AAA Configuration
(1 MSTP Configuration
1 IGMP SNOOPING Confi
I v
{1 GMRP Configuration
< >
*®100% ~
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9.6.2 Static VLAN Configuration (Hactponka VLAN)

LY & hitpyin92.168.0./ D~ BC | G switch
2 4 5 8 M 12 1a 18 1o 2 2 2 p—
ANA0 AAAA AAOA _‘;!‘;
AOA0 AAAG AA0 A 000 e
1.3 5 7 8 11 13 15 17 18 21 23 25 26 1 link down
. ~ ~
3 Switch Static VLAN Configuration
g ?Sti'"r VD | VLAN Name ]
ort g
(1 MAG Binding B flstest |
(1 MAC Filter e

3 VLAN Configuration
~E VLAN Information
VLAN Cenfiguration
VLAN Port Configurat
(3 SNMP Configuration
(3 ACL Configuration
{1 QOS Configuration
(3 IP Basic Configuration
{0 AAA Configuration
(3 MSTP Configuration
3 IGMP SNOOPING Confi
(3 GMRP Configuration
< >
http://192.168.0.1/fs/doc/protected/VlanStatic.html #100% -

v

Ha aTton ctpaHuue Bbl moxeTe cosgatb VLAN. [na aTtoro 3agante
VLAN ID B ctpoke VID (ot 2 go 4094, 3HauyeHue 1 3apes3epBMpPOBAHO
CUCTEMON).

Ums B ctpoke VLAN Name 3agaetcd aBTOMatM4ecku n 3aBUCUT OT
VLAN ID. Ona noareepxgeHusa cosgaHua VLAN Haxmute kHomky Apply
(MpuHATB).

B TekctoBom none nosisutca co3gaHHas VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3s W3MEHUTb WNM  yaanuTb, [daHHOEe UMS
3ape3epBMPOBaHO CUCTEMOW.

Ons ypnanenuss cosgaHHon paHee VLAN noTtpebyetcs BbiOpaTb
HY>XHYIO 3anuMcb M3 cnucka u ganee Haxatb kHonky REMOVE (yoanuthb).
3anuck 13 cnucka Tarke bygeTt yaaneHa.

41

\ )) SEC.RU KopoTkuit nyTk K nHchopmaLmnm CkauaHo c sec.ru




9.6.3 VLAN Port Configuration (KoHdwmrypaumusa noptoB VLAN)

LY E & hipi/192168.0.1/ £+ 8¢ |2 suitch

0 12 14 16 18 20 2 24 A
?ﬂﬂﬂ [ s Y Y R oo [ o ] isable

1 13 15 17 19 21 22 25 26 01 link down

DD~
O D -
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S D=

3 Switch VLAN Port Configuration
H{] System Configuration
#{ ] Port Configuration (p=default VLAN member, t=tagged member, u=untagged member)
1] MAC Binding Port Mode |Current VLAN Port Members
=] MAC Fifter viant
=3 VLAN Configuration
VLAN Information
VLAN Configuration
| VLAN Port Configurat
*-{ 1 SNMP Configuration Defaull VLAN ==
#{] ACL Configuration
©{] QOS Configuration tagged =>
t{] IP Basic Configuration [ v [Eccess [
*{ ] AAA Configuration
*/{_] MSTP Configuration unMember <=
| #{ ] IGMP SNOOPING Confi
%] GMRP Configuration
< >

untagged =>

v

H100% -

Ha 3TON cTpaHuue npeacTasneHbl BO3MOXHOCTU no
KOHdurypumposaHuio noptos Anst VLAN, a Takke NpocMOTpy pe3yrnbTaTos.

OTa cTpaHuua ¢ HacTporikaMu COCTOUT M3 8 YacTen:

- Port (Beibop nopra);

- Mode (Pexum, B koTopoM nopt 6yget pabotatb B VLAN. Pexum
Access nogpasymeBaeT, uTo nopT OydeT momeuyeH, kak untagged
(HeTernpoBaHHbIn) KM aBnaTbca uYneHom VLANL, Pexum Hybrid
noapasymeBaeT, 4To nopT byaeTt aBnaTeca yneHom VLANL n 6ypet
nomeyeH, kak untagged (HeTermpoBaHHbIn). Pexmum TRUNK
noapasymeBaeT, 4To nopT byget aBnsaTecs yneHom VLANL m 6ypet
nomeveH, kak tagged (TermpoBaHHbIN));

- Current VLAN (ums VLAN. TllosBonsier BbibpaTb OAHY uWmu
Heckornbko VLAN, K koTopbiM ByaeT OTHOCUTCS BbIbpaHHbINA NOPT);

- Port Members (noptbl — y4actHukm VLAN);

- Knonku Default VLAN (gno6aButb 3anucb B VLAN no ymonyaHuio),
tagged => (gobaBuTb NOPT Kak TerMpoBaHHbIN), untagged =>
(BobaBuTb MNOPT Kak HeTerMpoBaHHbIN), unMember <= (yaanuTtb nopT
n3 nons Port Members)
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9.7 SNMP Configuration (Hactponka SNMP npotokona
ynpaBneHus)

9.7.1 SNMP Community Configuration (O6wue HacTpoiku ana SNMP)

< |- EImreT

Ono @ linkup

il disable
13 45 7 5‘ I:;? % EE %E 21 link down

DO~
o D=
ol O =
~D D=

3 Switch SNMP Community Configuration
E{] System Configuration

B Pert Configuration Item [Community Name Read/Write State

#{_] MAC Binding v

EL1 MAC Fitter 1 public ReadOnly active

{1 VLAN Configuration

=<3 SNMP Configuration
Community Name

TRAP Target

#{] ACL Configuration

| {1 QOS Configuration

l =3 1P Basic Configuration

{1 AAA Configuration

#{] MSTP Configuration

#{] IGMP SNOOPING Confi

#{] GMRP Configuration

#{1 EAPS Configuration ¥

< >

http://192.168.0.1/fs/doc/protected/SnmpCommunityCfg.html H100% ~

Refresh| Apply Delete Help

Ha oaTtom cTpaHuMue npenctaBneHbl 0OOLWME HACTPOWKM  Ans
yrnpasneHusa kommytatopoMm yepe3 SNMP. Mo ymon4yaHuio B KOMMYyTaTope
cosfiaHa ofHa 3anuck Public ¢ npaBamu Tonbko Ha YTeHue (ReadOnly).

Bcero moxeT ObiTb co3gaHo 8 3anuceii. Ecnu npegnonaraetcs
ynpaenAate KommyTtatopom d4epe3d SNMP crnegyet co3gatb 3anmncb C
npasamu Ha YTteHune/3annce (Read/Write).
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9.7.2 TRAP Target Configuration (Hactponka TRAP yBeaomneHum)

LY E & hipi/192168.0.1/ £+ 8¢ |2 suitch
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‘3 Switch TRAP Target Configuration
H{] System Configuration

H{_1 Port Configuration [ item _|Name |[Transmit IP Address [SNMP Version | State |
#1 WA Binong = m ~ 1 |
={1] MAC Filter
©-{] VLAN Configuration
=43 SNMP Configuration
Community Name
. TRAP Target

#{ ] ACL Configuration
| ®{1 QOS Configuration
|l ®C3 1P Basic Configuration
t{] AAA Configuration
5] MSTP Configuration
*-{_] IGMP SNOOPING Confi
t{ ] GMRP Configuration
| #(] EAPS Configuraton
< >

Refresh| Apply Delete Help

H100% -

HacTtpolikn Ha paHHOM CTpaHuue MNO3BONSAIOT CKOHMrypuposaTb

nonydyerHne TRAP coobuweHuii. ins aToro Heob6xoammo:

- BbibGpatb B none Name ums gns nonyyeHnss TRAP coobLueHunis;

- Bbibpate IP agpec (Transmit IP Address), koTopbin 6yget

ucnone3osatb TRAP npoTtokon;

- Boibpatb Bepcumio SNMP (SNMP Version);
Korga Bce HacTpolikm 6ygoyT npov3BedeHbl YCMELWHO B CTPOKE COCTOSIHUSA
(State) nosasutca Active. Tenepb koMMyTaTop CMOXET nepecbinate TRAP
coobLLeHns Ha ykasaHHbIN IP agpec.
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9.8 ACL Configuration (Hactpomka Access Control List)

9.8.1 ACL Standard IP Configuration (Hactponka ACL gns IP)

LY EN & bepi/r192.1680/ £+ 8¢ | a swich

10 12 14 16 18 20 2 24 1 o
Oof0 oo 8800 isable

M 13 15 7 18 N B 25 % 1 link down

DD~
D B
oD Do
D D=
oD D

3 Switch ACL Standard IP Configuration
#{] System Configuration

“{ 1 Port Configuration [ACL Standard IP Group Num:[ 1 /|
©{] MAC Binding

b _
1 MAC Fiiter Source 1P Address l:l Source Wildcard l:l

#{] VLAN Configuration
’ {e.g.: If input Source IP Address 192.168.1.2, ACL
] SNMP Configuration want to control 192.168.1.0, then Wildcard should be
=14 ACL Configuration 0.0.0.255)

' ‘8 Standard IP __ ~
Extended IP ® pDeny O Permit

| MAC IP [ ][ Group Num || Deny/Permit || Source IP Address || Source Wildcard |
| MAC ARP
ACL Information Refresh Select-all Add Delete Help
ACL Reference

“{] QOS Configuration

#{] IP Basic Configuration

| t{ ] AAA Configuration R
< >

H100% ~

3pecb npepctaBneHbl  HacTtporkm ACL  gna  IP npoTtokona.
Monb3oBaTtenb MOXeT 3agaTe camoctosATensHo ACL 6a3y ¢ npaBunamu ans
IP appecoB. CTtaHOapTHble npaBufna KOHTPOMNWPYIOT nepeHanpasneHune
ncxoAHbix IP nakeTtos.

Monb3oBaTenb MOXET HacTpauBaTb MpaBwna, UCXoaHbli IP agpec
JormkeH OblTb yKasaH C MacKow, NMpaBuio MOXeT coBnagatb ¢ Habopom IP
agpecoB. Kaxpgoe npaBuno [OMXKHO coAepxaTb napameTp unbTpaunu:
3anpeTuTb (deny) unu paspewwnTsb (allow).

Monb3oBaTenb MOXeT co3gaBaTb MpaBuno B rpynne, uMmsa Ans
npaeuna asToMatTuyecku 3apjaetcd. [lpy yganeHun opHoro npasuna
ocTanbHble npaBuna He M3MeHsiloTcd. [na yaaneHus Bcex npasun cpasy
ucnonb3dynte kHonky Select all (BoibpaTb Bce), a 3atem kHonky Delete
(yoanutb).
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9.8.2 ACL Extended IP Configure (PacwumpeHHasa HacTpouka ACL
npasun gns IP)

L YE & /1921680 £~ 2e | & swich
2 4 & 8 10 12 14 18 18 2 2 2 4 [
AAOAA AGAN AAAn _;{éiu";
Oadad adaad oot 8060
T 3 5 7 8 f o135 1152 2 2 B £ link down
~ ~
3 Switch ACL Extended IP Configure
‘1 System Configuration
0 Port Configuration [ACL Extended IP Group Num: [100_v]
{2 MAC Binding
{1 MAC Filter
1 VLAN Configuration [source 1o I | [[source witdcard I |
1 SNMP C i | — — .
[ [ L I ]
3 ACLC
I B Standard IP |
i Extended P Protocol Type i A
| B wmacik tcp hd
Il B macare |
- =) L e Source Port o || Destination Port o ~
ACL Reference ftplten) ftp(tcn)
ftp-data(tep) v ftp-data(tep) v
1 Qosc
(1 IP Basic Configuration
[ ITCP Control Flag -
1 AAAC v Ofin Osyn Orst Opsh Oack Durg v
< > (e.0.: If innut TP Address 192.168.1.2. ACI want to control 192.168.1.0. then Wildcard should
#100% -

3pecb NpeacTaBneHa BO3MOXHOCTb Ans cozdanust ACL npaeun c
paclUMpeHHbIMU HacTpoikamu IP agpecoB. KOHTpOmb Mepecbisikv nakeToB
yepes ucxoaHblii IP agpec, agpec HasHavyeHUs, TN NPOTOKONa, CryXebHbIi
nopr.

9.8.3 ACL MAC IP Configure (Hactpoika ACL npaBun ¢ NoOMOLLbIO
MAC)

3pgecb npeacTtaBneHbl HacTpoukn ACL npaBun gna rpynnel P
agpecos, cBsa3aHHbIMM ¢ MAC agpecamu. [paBuna MoryT 6bITb CO34aHbl Ha
OocHoBe ncxogHoro IP agpeca, ucxogHoro MAC agpeca, a Takke IP agpeca
HasHa4eHwus.

Bce HacTpolku Ha QdaHHOW CTpaHuue NoATBEPXOAlTCHA KHOMKOMW
Apply (npuHATB), ecnn 3anncb HeobXOAMMO yAanuTb UCMONb3YWTe KHOMKY
Delete (YganuTtb), kHonka Select all (BbiOpaTb BCce) NO3BONUT yAanuTb cpasy
BCE 3arnucu.
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& hitp://192.168.0.1/

D~ Be| & switch

2 4 & & 10 12 14 16 12 20 22 24 0 link
OAA0a A0 AAAA .;‘;w";
Ooo0 Ao n aooo o868 -
T3 5 T 9 11 13 15 17 18 2 @™ 2 2 €1 link down
~ ~
‘3 Switch ACL MAC IP Configure
{1 System Configuration
{1 MAC Binding
1 MAC Filter
{1 VLAN Configuration Source MAC Source MAC Wildcard
1 SNMP Configuration Source 1P Source 1P Wildcard
I AELE Destination IP Destination IP Wildcard
- nation estination ildcar
IVLAN 1D 0 (0-4094, 0 means all VLAN)
Extended IP
| MAC IP (e g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should
I MAC ARP e 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wlldl:ar\‘] format:
HHHH HHHH.HHHH)
ACL Information
| ACL Reference Deny O permit
{1 @osc 5
ource ” N
IP Basic Configurati || source Protocol || Source | Source IP ||Destination|| Destination
N i} iasic Configuration Group Num (| DenyiPermit || SCW MAC Type e i i 1P Wildcarg || VLAN ID
{£1 AAAC Wildcard
< >
®100% ~

9.8.4 ACL MAC ARP Configure (Hactpounka ACL npaBun gna ARP ¢
nomoubo MAC agpecoB)

& hitpy//192.168.0.1/ & switch
2 4 & 2 10 12 14 18 12 20 22 24 . link
OO0 o0 aoon .:;lahl_;
OO0 a0 anoon 08
i3 5 7T 8 i1 13 15 47 18 21 2 25 2 £ link down
~
3 Switch ACL MAC ARP Configure
8] System Configuration
#(] MAC Binding
5(] MAC Fifter
7 (] VLAN Caonfiguration [sender mac I [[sender mac wildcard [ ]
¥ SNMP Configuration [sender 10 I | |lsender 1p witdcara I ]
24 ACL Configuration
"8 Standard IP (e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should
be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
Extended IP HHHH.HHHH.HHHH)
| MAC IP . .
l MAG AR ® Deny O Permit
ACL Information Sender MAC Sender IP
| AL Rela " Group Num H DenyiPermit sender MAC H o] H sender IP H —
1 CEEa Refresh Select-all Add Delets Hel
efres| elect-al elete €]
|| 752 1P Basic Configuration L
(] AAA Configuration 4
< >
#100% ~
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Ha aton ctpaHuue npeacTtasneHsl HacTponkn ACL npasun ana ARP
naketoB ¢ nomowpo MAC agpecoB. [MpaBuna moryt ObiTb CO3AaHbl Ha
ocHose |P agpeca otnpasutensa, MAC agpeca otripaBuTend.

Bce HacTpolkum Ha QOaHHOW CTpaHuue NoATBEPXAAaltTCs KHOMKOW
Apply (NpyHATL), ecnu 3anMcb HEOBXOAMMO YAanuTb UCNOMNb3YNTE KHOMKY
Delete (Yoanuts), kHonka Select all (BeibpaTb BCe) NO3BONUT yaanuTb cpasy

BCe 3anucu.

9.8.5 ACL information (Habop genctByrowmx ACL npaBun)

(— el 2 http://192.168.0.1/ 2+ 8o @ switch
2 4 & 8 10 12 14 16 18 20 22 24 link
oA A oG AaoAan El;"blm
Goan Aoad Aana oo sae

M 13 15 17 13 21 23 25 26 1 link down

‘3 Switch ACL Information
#{] System Configuration

“{_] Port Configuration Refresh| Help
4 MAC Binding

*{ ] VLAN Configuration
{1 SNMP Configuration
1“3 ACL Configuration
Standard IP
Extended IP

MAC IP

MAC ARP

ACL Information
ACL Reference
E{_] QOS Configuration
B IP Basic Configuration
| {1 AAA Configuration v
< >

L
E
E
{1 MAC Filter
E
E
E

[ [ TR 7

100% ~

Ha paHHOM cTpaHuue oTobpaxeHbl AeNCTByOLME B TEKyLUU
momeHT ACL npasuna.
NHdopmauus npeactaBneHa TONbKO ANst YTEHUst U MoxeT ObiTb 06HOBNEHa

kHonkon Refresh (06HOBUTB).
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9.8.6 ACL reference configuration (Hactporka ACL npaBun)

Ha aton cTpaHuue npeactasneHbl Hactponku ACL npasun ans
dunbTpaumMmM nakeToB, nonyvyaemblx noptamu. Beibepute nopT, BbibGepuTe
ALC rpynny u3 cnmucka n Haxmute Add=>. [Ina yganeHus Bbibepute ALC
rpynny u3 cnucka gobasneHHbIX n HaxxmuTe Delete<=.

“DD~
wD D=

~DD=

12 1 1

=35

15

oD
oo

1"

spDR

!

o]
F3

I! Z! & httpy//192.168.0.1/ P~-2c i @ Switch ﬂ
13

‘3 Switch
#(] System Configuration
#{] Port C

#(] MAC Binding
#(] MAC Filter
#(] VLAN Configuration
#{] SNMP Configuration
=<3 ACL Configuration

& Standard IP

& Extended IP

8 MACIP

£ MAC ARP

& ACL Information
I B ACL Reference
#{1 QOS Configuration
%] IP Basic Config

| il ACL Groups

Referenced ACL Groups

Add=>

Delete <=

Il &1 Asa Configuration

( < >

Refresh

#100% ~

9.9 QoS Configuration (HacTtponka npegoctaBneHus Tpacuka c
pa3HbIM NPUOPUTETOM)

9.9.1 QoS Apply (HacTpoika npuoputeToB Tpacduka AN NOPTOB)

7 N
N\ 7

SEC.RU

KopoTkuii nyTb K MHcbopmaLmm

@ http//192.168.0.1/ P - 2| 2 switch
2 4 6 8 10 12 11 16 18 20 22 24
CoO0O COOO AoAn :"“‘“"
c0ge 2a0q eoee gy 8 i
~ ~
‘3 Switch QOS Apply
# ] System Ci
# (] Port C fnnn:| +|l0s Type: [30 @os | |user Priority: (0 v
(] MAC Binding
#{] MAC Filter Refresh Apply
FLIMLANC Port Name QOS Type User Priority
#1 SNMP Configuration gel/l NO QOS 0
¥ ACL Configuration gel2 NO QOS 0
= QOS Configuration gel3 NO QOS 0
&) QoS Apply gelld NO QOS 0
& QOS Schedule gell5 NO QOS 0
# (] IP Basic Configuration gell6 NO QOS [}
B AAAC gell7 NO QOS 0

CkauaHo ¢ sec.ru




Ha aTton cTpaHuue HaxogsTca OCHOBHble HacTporku QoS. Bel
MOXxeTe BblbpaTb NopT B Bbinagawlwem mMeHio PORT, 3ateM QoS pexum
(QOS Type) ansa Hero (BkN/BbIKM) U NpuopuTeT Tpadumka (User Priority). Mo
ymon4yaHuio QOS OTKIMYEH Ha BCeX NopTax a NpuopuTeT Tpadumka HyneBow.

Bce HacTporkum Ha QOaHHOW CTpaHuue noATBEpXOaloTCH KHOMKOMN

Apply (NpuHATB).

9.9.2 QoS Schedule Configuration (HacTpomka pacnucaHusa
npumMeHeHusa QoS)

Ha aToi cTpaHuue npeacTaBneHbl HACTPOWKM  MO3BONSAOLLME
NpuMeHaTb QOS NpuopuUTE3aLMIO MO pPacrnmcaHuio.

Bce HacTporku Ha QdaHHOW CTpaHuue NoATBEPXOAlTCA KHOMKOMW
Apply (NpyHATB).

“ % SEC.RU

KopoTkuii nyTb K MHcbopmaLmm

L& © rupiiniszaceo 2~ B el @ suicn
2 4 6 8 10 42 14 16 18 20 22 24 .
CoO0A AAOO AoAan o kv
OO0 Oonoh L= = s Rololclc] £ link down
1 3 5 7 s 11 13 15 17 19 21 23 25 26
~ ~
‘3 Switch QOS Schedule
{7 System Configuration
®{1 Port Configuration port:
B{] MAC Binding
E g :_A:NT&' QOS Schedule Mode:
#{] SNMP Configuration (Weight of queue 0 (1-127): |0 [Weight of queue 1 (1-127): |0
B{] ACL Configuration (Weight of queue 2 (1~127): |0 IWeight of queue 3 (1~127): |0
' {3 QOS Configuration Weight of queue 4 (1~127): [0 Weight of queue 5 (1~127): [0
B Qos Apply
| 3 aos scheduie [Weight of queus 6 (1-127): [0 Weight of queue 7 (1~127): [0
|l #{1 1P Basic Configuration
BI_] AAA Configuration efiesl) Apply
{1 MSTP Configuration Port |[QOS Schedule|| Weightof || Weight of || Weight of || Weight of || Weightof || Weight of || Weight of || Weight of
B IGMP SNOOPING Confi Name Mode queue 0 queue 1 ‘queue 2 queue 3 queue 4 queue 5 queue 6 queue 7
#(] GMRP Configuration gelll WRR 1 2 4 8 16 32 64 127
Ll (] EAPS Configuration (V] gell2 WRR 1 2 4 8 16 32 64 127
= gelid WRR 1 2 4 8 16 32 64 127 v
< > T Thnn 3 n = = =i =
H100% -
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9.10 IP Basic Configuration (BaszoBas HacTpouka |P)

9.10.1 IP Address Configuration (Hactpo#uka IP agpeca)

& http//192.168.0.1

DD~
DD-
DD
DD-

sz’-tch IP Address Config
#{_) System Configuration
(3 Port Configuration [ unenem | vianiD 1P Address / Subnet Prefix DHCP Client MAC Address
(2] MAC Binding | IO i [192.1 2
#{_) MAC Filter 1 | 1

#{_1 VLAN Configuration
%] SNMP Configuration Refresh Create VLAN Interface Delete VLAN Interface

| x| sable v 00282411 bdf1
124 Disable [—_0028:2411.80F1

#{_) ACL Configuration Set IP Address/DHCP Client Delete IP Address Heip
#_] QOS Configuration
=1 IP Basic Configuration
E) IP Address Configural
| B ARP Configuration an
&) Host Static Router Co
#1_1 AAA Configuration
#_1 MSTP Configuration
#{_) IGMP SNOOPING Confi
%) GMRP Configuration
< >

$100% ~

[ns nameHeHus IP agpeca:
- ycTtaHoBuTe Line Item «1», DHCP Client «Disable;
- BBeguTe HOBLIN agpec B none IP Address/Subnet Prefix (agpec gomkeH
ObITb YHUKANbHBIM N HE AOIMKEH MOBTOPSATLCS);
- HaxxmuTe Set IP Address/DHCP Client (yctaHoBUTb agpec), cmapabil IP
adpec aemomamuyecKku nepecmaHem delicmeoeamsb;
- BbinonHume noemopHsbIli 8xo0 8 WEB uHmepdgelic, ucnonb3ysi
HoeblIll |IP adpec.
Ona coxpaHeHus HoBoro I[P agpeca B 3HeproHe3aBUCMMOW MaMSATU
KommyTaTtopa B pasgene 9.2.5 Current Configuration (IMpocmoTp TekyLien
KOHdUrypawumm) coxpaHuTe HacTpoWKW, B MNPOTUMBHOM Criyyae npwu
nepesarpyske koMmmyTaTopa bygeT yctaHoBneH npeabigywimi IP agpec.

Takke Ha aTon CcTpaHuLe HaxoaaTcs HacTponkn VLAN nHtepdenca.
Bbl MoxeTe cosgate VLAN wuHTepdenc, yganuTb €ero, W3MeHUTb.
CyuwectBytowime VLAN umHTepdelcbl MOryT OblTb HAaCTPOEHbI TOSMBKO €CIu
3afaHbl ocTanbHble NapaMeTpbl Takme Kak IP agpec, macka, n MAC agpec.
KommyTtatop no ymonyanuto nmeet VLAN1 nHTepdeic, KoTopbl HE MOXET
ObITb yOoaneH.
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9.10.2 ARP configuration and display (HacTpo#ka npotokona ARP u
oTtobpaxeHue Tabnuubl ARP)

L2 2 hitp/192.168.0/ 2 C | @ switch
6

4 6 8B i@ 20 22 24 -
OO ABAA AAdnn E‘I;l?kulp
OO0 AOOA OoO0o 68 ar”

3 5 7 8 g ink down

1 13 15 17 19 21 33 35 2

3 Switch ARP Configure And Display
H{] System Configuration
2 Port Configuration ‘Stalic ARP Item cunﬁguralion:l

# (] MAC Binding [P Address Il | |mac address |
2] MAC Filter

E
E
E
E
B VLAN Configuration Add
E
E
E
E

t{] SNMP Configuration
t{] ACL Configuration

+(] QOS Configuration (22 =i GO [T

13 1P Basic Configuration [ARP Ttem [ 1 v] [P address ap Network Segment) || ]

IP Address Configural
ARP Configuration an DEEE
Host Static Router Co
H] AAA Configuration [change Dynamic ARP List Item into Static ARP List Ttem : |

H(] IGMP SNOOPING Confi
#(J GMRP Configuration ¥ Apply

< > < >
H100% -

E
B{] MSTP Configuration ‘ARP List Item I v ||1P Network Segment”‘
E
E

CtpaHunua HacTpoekK ARP npegocrtasndaeT BO3MOHOCTb
oTobpaxaTtb BClo Tabnuuy ARP komMyTaTopa, MeHsaTb Static ARP, yganatb
ARP, meHaTb Dynamic ARP Ha Static ARP.

Mpun HacTpovike static ARP Heobxogumo ykasatb IP agpec n MAC
agpec. MAC apgpec gomkeH ObiTb Tuna unicast. lNocne 3Toro Haxmute
kHonky Add (no6aBuTb).

Mpun yoaneHun ARP Bbl MOXeTe BblOpaTh, YTO UMEHHO yOAnNUTh:

- Yacte 3anucu B ARP Tabnuue kKommyTatopa (ans aToro

HeobxoamMmo ykasaTb |IP agpec nnm IP cermeHTa ceTwn);

- Static ARP 13 tabnuupl;
- Dynamic ARP n3 Tabnuubl.
Ons noaTeepxaeHus yganeHus ncnonb3ynte kHonky Delete (Yganuts).

Mpu nepeHoce Dynamic ARP B Static ARP Bbl MOxeTe BbIOpaThb
Kakow nubo cermeHT cetn unmn Bce Dynamic ARP 3anucu B Tabnuue. Ons
nepBoro criyyas cnegyet ykasatb I[P agpec cermeHTa ceTu.

Bce HacTpolkum Ha QdaHHOW CTpaHuue NoATBEpPXOAlTCA KHOMKOMW
Apply (NpuHATB).
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9.10.3 Host Static Route Configuration (HacTtpowka Tabnuubl Static
MapLpyTmusaumum)

LY 2 hitpi/192.168.0.1/ - B2l @ switch
2 4 6 ] 10 12 14 16 i@ 20 22 24 -
fAaf0A ANOA AafAn E(‘;‘;“ab‘";
OO0 AOo00 anoooo ggo ﬁlikdnwn
1 3 5 7 ] 1 13 15 17 18 21 23 25 28
A
3 Switch Host Static Route Configuration
B{] System Configuration
B Port Configuration [Target AddressiSubnet perfix|[Next Hop |
B{] MAC Binding
B MAC Filter =———
Eg ::‘:ﬂii?::gf:::n Item | TﬂmetAgz:%isiSubnet H Next Hop ” Distance H State
#0 ACL Configuration Refresh| Apply Delete Help
B{1 QOS Configuration
E1Z3 IP Basic Configuration
I IP Address Configural
| ARP Configuration an
Host Static Router Co
B{] AAA Configuration
B{] MSTP Configuration
B{] IGMP SNOOPING Confi
lec GMRP Configuration
< >
% 100% ~

Bbol moxeTe pobaBnsaTe v yganaTb 3anucu B Tabnuuy Static
MapLpyTM3aLuuMm C MNOMOLLbI0 HacTpoek Ha STonm cTpaHuue WEB-
uHTepdpenca. Mo ymonyaHuio KOMMyTaTop He MMeeT kakmx nubo 3anucen B
Tabnuue mapwpyTusauun. Ytobbl HacTpouMTb  MapLlpyTM3auulo Mo

ymonuyaHuio Heobxoanmo gobasutb 0.0.0.0 / 0 3anuce B Tabnuuy.

Bce HacTpolkm Ha QaHHOW CTpaHuue noaTBepXKparwTcsa KHonkon Apply

(MpUHATB).
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9.11 AAA Configuration (HacTponka cuctemMbl ayTeHTUPUKaumm
aBTOpMU3aLMKU U yYeTa COObITUI)

9.11.1 Tacacs+ configuration (HacTpoika npotokona Tacacs+)

& http//192.168.0.1/ 3
2 4 6 8 10 12 14 16 18 20 2 24
0000 acon acan b Rt
ccoo aooe coen wa 2 S
~
- Switch
# ] System Configuration
#{] Port Configuration pre—
Tacacss | disable v
() MAC Binding
#1 MAC Filter Tocace: Server P
# ] VLAN Configuration L. J =
#(_) SNMP Configuration g Suows
#(] ACL Configuration Refresh) | Apply Help
#(_) QOS Configuration
#{1 IP Basic Configuration
=13 AAA Configuration
B Tacacs+ Configuratior
&) Radius Configuration
B 802 1x Configuration
&) 802.1x Port Configura
E) 802 1x User Auth-Info
#_1 MSTP Configuration he
< >
! #100% ~
CTpaHVILI,a HaCcTpoeK And Wncnonb3oBaHUA nNpoTOKoa Tacacs+

npenocrtaBnseT BO3MOXHOCTb MNOSb30BATENO BKMAYATb W OTKMAYaTb
Tacacs+, ycraHaBnuBaTtb Tacacs + server I[P agpec, Tvn ayteHTUdumkaLmm n
KMoy rpynnebl nonb3oBartenen. lNepen BHeCEeHMEM U3MEHEHUN B YCTaHOBKY,

y6eauTech, YTo yHKUUA Tacacs+ akTMBMpoOBaHa.

Beeaute IP agpec Tacacs+ cepsepa. Bbibepute T1n
ayTteHTudukaumm (PAP unu CHAP). Beeaute kntod rpynnbl nonb3oBaTtenemn

B none Shared Secret. HaxxmuTe kHonky Apply (MpUHATB).
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9.11.2 Radius Configuration (HacTpomka Radius cuctembl AAA)

LY E 2 hiip/192168.01/

2 4 & k) ﬂ ik
o000 a0 a0 .;';::;
oot o0 aoh 0 G .
1.3 5 7 9 11 13 15 17 19 20 23 25 2 1 link down
~

N Switch Radius Configuration

{7 System Configuration

{7 Port Configuration primary Server 5000

#{_] MAC Binding = ——

#{] MAC Filter Option Server L 0. 0.

{1 VLAN Configuration UDP Port 1812

B-{] SNMP Configuration Accounting
#{] ACL Configuration

{1 QOS Configuration
#{] IP Basic Configuration
=3 AAA Configuration

I H Tacacs+ Configuratior

Enzble ]

Accounting UDP Port)|1813

Shared Key

Vendor

NAS Port 50003

Radius Configuration NAS Port Type 15

802.1x Configuration NAS Service Type 2

802.1x Port Configura HE —ablc v‘
802.1x User Auth-Info

®{] MSTP Configuration V¥ FE s Apply RiEkK)

< >

Roaming

H100% ~

Ha aton ctpaHuue WEB uHTepdenica npeacraBneHbl HacTPOWMKK
RADIUS (cuctema wucnonb3ywuwias npoTokon  ANA  peanu3auunm
ayTeHTUdmMKaLmm, asTopusaumm n cbopa cseaeHun).

[nsa koppekTHoM paboTbl cucteMbl RADIUS Heobxoammo:

1) BbiTb yBepeHHbIM, YTO IP agpec Radius cepsepa (Primary Server)
3agaH npexae, YeM BbINONHATb ayTeHTUMMKaLMNIO U aBTOPU3aLnio;

2) 3apatb pononHuteneHbin IP agpec Radius cepepa (Optional
Server);

3) Ykasatb UDP nopt ayteHTudukaumm (UDP Port). Mo ymonyaHuio
3TO 3HayeHne paBHO 1812, OObLIMHO U3MEHATH 3TO MONe HeT
HeobXxoaMMocCTW;

4) VYxasaTb cnegyeT Ny BbINOMHATb ayTeHTUdMKALMIO N y4eT B Lenom B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkn.);

5) YkasaTtb nopT BbinonHeHus yyeta (Accounting UDP Port). 3HaueHne
no ymonyanuio 1813;

6) Kntou (Shared key) ucnonb3yetca Ons ycTaHOBKM 0OLiero napons
wudpoBaHma  Mexgy kommytatopoM u  Radius cepsepowm.
Y6eoutecb, 4TO HacTponku ayTeHTudukaumm n ydeta (Accounting)
MMELOT Te Xe 3Ha4YeHus1, YTo N Ha cepBepe Radius;
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7) Wndopmauus o noctaswmke (vendor). OBbI4HO, 3TO none He CTouT
N3MEHSTb;

8) NAS Port, NAS port type, NAS type of service. 3T 3Ha4YeHUs He
MEHSII0TCS;

9) Roaming oTBeYaeT 3a BKOYEHUE/OTKMOYEHNE (pyHKUMM Roaming
npoTtokona Radius.

Bce HacTpolkum Ha QOaHHOW CTpaHuue NoATBEpPXOaloTCA KHOMKOMN
Apply (NpuHATB).

9.11.3 802.1x Configuration (HacTponka napameTpoB CUCTEMbI
aBTOpM3auuun u ayteHTUdMKauum no craHaapty 802.1x)

LR = hitpoi192.168.00/ P~ Be|Eswich
2 4 & 8 10 12 14 18 18 20 22 24 n Jink
o000 o000 adoon .(;';m";
Oood oo [ T = s Y = o[ ool -
i 3 5 7 9 11 13 15 17 19 21 23 25 26 3 link down
~
3 Switch 802.1x Configuration
B{1 System Configuration
{1 Port Configuration 202.1x [Pes=t= v
{1 MAC Binding
Reauthentication Diszble v
B MAC Filter “.:
F (] VLAN Configuration Reauthentication Period || 3800 (Sec)
1] SNMP Configuration Quiet Period 60 ‘(Sec)
] ACL Configuration TxPeriod m (Sec)
'UD QOS Configuration :,:S
B IP Basic Configuration Server imeout W (Sec)
|[F3 AAA Configuration supplicant timeout 30 (Sec)|
I ~8 Tacacs+ Configuration Max Request 3
~[8 Radius Configuration Reauth Max 3
802.1x Configuration - — ‘
802.1 Port Configurati Client Version =
802 1 User Auth-Inforr Check Client Endble V|
F{] MSTP Configuration v Refresh Apply Help
< >
H100% ~

Ha arton ctpanuue WEB uwHTepdpeinica npeacraBneHbl HacTpOWKu
CcUcTeMbl ayTeHTMdUKaumMmM 1 aBTopmsaLmm Ha ocHoBe ctaHaapTa 802.1x:

1) 802.1x — BkntovaeT/BbiknoyaeT (Disable/Enable) npumeHeHne
ayTeHTUukaumm n agTopusauumn no ctaHaapty 802.1x;
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2) Reauthentication — Bkntovaet/BoikniovaeT (Disable/Enable)
MOBTOPHYIO ayTeHTudmkaumio. [lo ymMonuaHuio OTKMHOYEHO.
BknoyeHne gaHHOM  OyHKUMKM coenaeT  ayTeHTUduMKauumio
nonb3oBaTtenen 6onee HageXHOW, HO HE3HAYMTENBHO YBENUYMT
ceTeBoM Tpaduk;

3) Reauthentication period — 3agaeTca BpeMsi B CekyHAax ans
NOBTOPHOWN ayTeHTMdMKaLmMn. AKTUBHO TOSBbKO MPU BKITHOYEHHON
dyHKkunn Reauthentication;

4) Quiet Period — Bpems B cekyHaax, He TpebyeT nameHeHus;

5) Tx-Period — He TpebyeT nameHeHus;

6) Server timeout — He TpebyeT U3MeHeHus;

7) Supplicant timeout — He TpebyeT n3amMeHeHus;

8) Max request users — He TpebyeT M3MEHEHUS;

9) Reauth Max — oToOpaxaeT MakcMMmasbHOe KOJM4YecTBO
NOBTOPHbIX ayTEHTUMKALNIA;

10) Client Version — oTobpa)kaeT TeKyLlyl0 BEpPCUIO KneHTa Ansi
yOaneHHon aBTopusauun un ayteHTudpumkaumm yepes 802.1x;

11) Check Client — Bkn/BbIKIT NPOBEPKN NPOXOXKAEHUS cepTudukaTa
OT KIIMeHTa.

Bce HacTporkm Ha pJaHHOW CTpaHuue noareBepXgarTcs KHonkow Apply
(NpuHATB).

9.11.4 802.1x Port Configuration (HacTpowka nopToB Ans CUCTEMbI
aBTOopM3auMu U ayteHTUdMUKaLum no ctaHgapty 802.1x)

C nomowbto aton cTpaHuubl WEB wuHTepdeinca nonb3oBaTenb
MOXET U3MEHUTb pexnmMm paboTbl nopTa Ans paboTbl CUMCTEMbI aBTOpPU3aLMm
n ayteHTMdukauum no ctaHpapty 802.1x. lMopT moxeT paboTtatb B 4x
pexvuMmax:

- N/A State (mo ymon4yaHuio);

- Auto state (aBTomaTuyeckn);

- Force-authorized (npuHyanTensbHas aBTopusauus);

- Force-unauthorized (npuHyguTEnbHBIN OTKa3 OT aBTOpM3auun).
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L E & ripi1o216801 - Bl & suicn
2 & 5 5 1012 1415 15 2 2 a 3
OO a0 A0 aand -d'"uq’
NAO0 AA0A AA0a oane
T3 s 7 s oM owis moeoam 2w €1 link down
. 2 ~
i Switeh 802.1x Port Configuration
{1 System Ci i
1 Port Configuration Porthum Port Mode Support Host Num
{2 MAC Binding [ V] [ v o
{0 MAC Fitter ge1i N/A 256
{1 VLANG gelr2 NIA 256
1 SNMP C 9e13 NIA 256
{1 ACL Configuration gelld NiA 256
{1 QOS Configuration gells N/A 256
{1 IP Basic C. gel/8 NiA 256
|[FS3 AAA Configuration gell? NIA 256
I Tacacs+ C gell8 N/A 256
B Radius C; gelly NIA 256
p——— ge1/10 NiA 256
802.1x Port Configurati 991:; :ﬁ igg
5
“E) 802 1x User Auth-lnforr g
[ gell13 NIA 256
{1 MSTPC: ~
5 gell1a NIA 256 v
< > 118 N, oh
#100% -

Ecnu Ha nopTte TpebyeTcAa BbLINOMHATL ayTeHTUdMKaumio no
craHgapty 802.1x Heobxogumo BbiCTaBUTb pexmnm Auto state. Ecnm He
Tpebyetca penaTb ayTeHTUdMKaumio AnNs  JocTyna K ceTtu cnegyet
BbicTaBuTb pexum N/A. OcTtanbHble 2 pexuma peako WUCMOoMb3ylTCs B
CTaHOapTHbIX CUTYyaLmMsX.

MakcumanbHoe 3HaveHne ansa nona Support Host Num — 100.

9.11.5 802.1x User Authentication Information (MHcpopmanumsa o Bcex
npoueccax ayteHTucukaumm no craHgapty 802.1x)

L & hitpy1921680. Bel @ swich
2 4 6 8 10 12 4 6 18 2 2 2 §
coon oooa aoaa Sl
Odad adoo adoo 88ao B link down
T3 5 7 8 11 5 17 18 A B 2 26
~
0 Switch 802.1x User Auth-Information
{1 System C:
{1 Port Configuration [port: | v [[Portmode: accepted Host Num: 0 |
{1 MAC Binding
{1 MAC Filter Username | MAC Address || Reauest state | Applicant state Maching ][ Back-End state Maching ][ Retry Request state_|
{1 VLAN G |[state ][ Retry Request Num || state || RequestNum || state. |
{1 SNMP Configuration Refresh| Help
{21 ACL Configuration
{1 QoS Configuration
{2 IP Basic Configuration
|[F43 AAA Configuration
Tacacs+ Configuration
Radius Configuration
802.1x Configuration
802.1x Port Configurati
21 802.1x User Auth-Inforr
{2 MSTP Configuration v
< >
®100% ~
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Ha aToli cTpaHuue npeacTaBneHbl cBedeHWss 060 Bcex Mpoueccax
ayTeHTUdMKaLUMM Ha nopTax, HaCTPOeHHbIX AnA Hee. WHdopmaums
npegocTaBneHa TOMNbKO ANS YTeHUs.

9.12 MSTP Configuration (HacTtporka paboTbl npoTokona MSTP)

9.12.1 MSTP Configuration (OcHoBHble HacTporku MSTP)

e 2 \c @ http://192.168.0.1/ ,ov| =

2 4 6 8 10 12 14 16 18 20 22 24 &l link
Oahd dadd Odah .c;ri:ia;\‘;
OO0 o000 aooo o000 -
13 5 7 8 11 43 15 47 18 24 33 35 2 1 link down
A
3 Switch
{1 System Configuration
#{] Port Configuration MsTP
{1 MAC Binding p— ]
#{ MAC Filter on
(] VLAN Configuraticn Portfast Bpdu-Filter
E-{] SNMP Configuration Portfast Bpdu-Guard
{7 ACL Configuration Forward-Time
{1 QOS Configuration Hello-Time B
B IP Basic Configuration IS =
- ? Errdisable-Timeout [Dizable v
B{] AAA Configuration -
=Y MSTP Configuration Errdisable-Timeout Interval|| 300
MSTP Configuration Max-Age 20
~E Port Configuration Max-Hops 20
R Cisco-Interoperability ”Exsab'_: v
E{] IGMP SNOOPING Confi
(] GMRP Configuration REfESh)  [Eppi
(] EAPS Configuration
< >

Ha paHHoM cTpaHuue WEB wuHTepdenica npencraBneHbl
rnobanbHble HacTpolku npoTokona MSTP (Multiple Spanning Tree
Protocol):

1) MSTP (Disable/Enable) — Bkn/Bbikn nogaepxky npotokona MSTP;

2) Priority — HacTponka npuopuTesaumun. YCTporcTea ¢ 6onee HU3KUM
nNpMopuTETOM NOAXOAAT Bonblue Ans ponn KOpHEBOro MocTa(root
bridge);

3) Portfast BPDU Filter (Disable/Enable) — Bkn/Bbikn cunbTpaumto
BPDU nakeTtoB Ha nopre;

4) Portfast BPDU Guard (Disable/Enable) — Bkn/Bbikn @yHKLUUIO
3awunTtbl BPDU nakeTos;

5) Forward Time — HacTpovika 3agepXKu nepechinkn NakeTos;
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6) Hello Time — HacTpovika wuHTepBana otnpaBku MSTP HELLO
NakeToB.;

7) Errdisable Timeout (Enable/Disable) — Bkn/BbIkN  yHKUMK
Errdisable. Ecnu nopt c¢ BkntovyeHHbiIM BPDU Guard nonyyaet
naketbl BPDU 3anyckaetcsa Errdisable Tanmep. Mo wucteveHum
3agaHHoro  BpemeHu  (Errdisable  timeout) nopt  Oyger
nepesanyLueH;

8) Errdisable timeout — Bpemsa nocne kotoporo 6yaet nepesanylleH
nopT nonyynsLni naket BPDU;

9) Max Age — BpeMs B CeKyHOaxX B Te4eHMe KOTOpOro KommyTtaTop
oxugaet uHdopMaumio o KoHdwurypauumn ST(spanning tree)
npexae Yem 3anycTuTb NPOLECC KOHUrypaumnm 3aHoOBO;

10) Max Hops — konunyecTBO nepexodoB (XOMoB) 4O OTOpacbiBaHMA
BPDU nakeToB B JOMEHE,;

11) CISCO Interoperability (Enable/Disable) - BKJ1/BbIKN
COBMECTMMOCTb C HacTponkamu STP CISCO.

Bce HacTpoWkv Ha [aHHOW CTpaHuue MNOATBEPXKOATCH KHOMKOM
Apply (NpuHATB).

9.12.2 MSTP port configuration (HacTponka MSTP Ha nopTax)

a- Sl ¢ @ hipyns21e80./ 2 | & switch ‘ ‘
2 4 6 B 10 12 14 18 13 20 22 24 & link
NAAA ABAA AAAn 5
000 OO0 A0 e o
13 5 7 9 11 13 15 17 18 21 23 25 28 1 link down
~
3 Switch
{1 System Configuration
{1 Port Configuration Port ~
(0 MAC Binding —
- Portfast Disable W
(0 MAC Filter
{1 VLAN Configuration |_Portfast bpdu filter | ~
{0 SNMP Configuration Portfast bpdu-guard hd
{0 ACL Configuration Root Guard hd
(3 QOs Configuration Link-Type ~
{1 IP Basic Configuration priority
{0 AAA Configuration
-4 MSTP Configuration Path-Cost
~E) MSTP Configuration Force-Version sIP v
B Port Configuration Refresh Apply
81 Port Information
{1 IGMP SNOOPING Confi
{1 GMRP Configuration
{0 EAPS Cenfiguration
< >
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1) Ha paHHoM cTpaHuue WEB uHTepdelica npeactaBneHbl HaCTPOrKu
MSTP (Multiple Spanning Tree Protocol) ans nopTtos.

2) Port — BbIGOp NOpTa AN HACTPONKMK;

3) Portfast (Enable/Disable) — Bkn/Bbikn coctosHusa Portfast gns
BbIOpaHHOro paHee nopta. B coctosaHum Portfast nopt nepexogut mn3
COCTOSIHMS OnOKMPOBKM B cocTosiHe nepecbinku(forward) nakeTtoB
MUHYs1 cocTosiHMe oby4deHusi(learning) n npocnywmneanms (listening);

4) Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn dunsTpaumio
BPDU nakeToB Ha BbibpaHHOM nopTe;

5) Portfast BPDU GUARD (Enable/Disable) — Bkn/Bblkn yHKUMIO
3awmTtbl BPDU nakeToB Ha BbIGpaHHOM MOPTE;

6) Root Guard (Enable/Disable) — Bkn/Bbikn dyHKUMN 3aLUUTbI
KopHeBoro MocTta (root bridge) ot npuema BPDU nakeToB oOT
YyCTPONCTB C Dornee BbICOKMM NPUOPUTETOM, YEM MOCT;

7) Link Type — HacTpoika Tuna nogkntodeHnsa. Point to Point (Touka-
TOYka) no3BONSieT ObICTPO MeEHATb CcocTosHMe nopTta. Shared
NOAKITIOYEHNE HEe MO3BONSAET ObICTPO MEHSATb COCTOsIHME MopTa.
Heobxogumo npontn 802.1D npoueaypbl, 4TOObI onpegenutb
cTaTyc nopTa;

8) Priority — HacTporika CIST npuopuTeta, 3HayveHve MoxeT ObiTb
TONMbKO KkpaTHbIM 16 B AmanasoHe ot 0-240. Mo ymonyanuio
3Ha4eHue paBHO 128;

9) Path Cost — ot 0 - 200000000. Bonee Hu3kMe 3Ha4YeHUS1 OObLIYHO
COOTBETCTBYIOT root’am;

10) Force Version — Tun oTnpaBnsieMblX NaKeToB.

Bce HacTpolkm Ha QaHHOW CTpaHuue noaTBepXKaawTcsa KHonkon Apply
(MpuHATB).
9.12.3 MSTP configuration information (O6was nHégopmaums o
KoHdumrypauum MSTP)

Ha panHon ctpaHuue WEB uHTepdenca npegcrasneHa cBoaHasi

WHopmaums o KoHpurypaumm MSTP.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.
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a C @ hep://192.168.0.1/ 2 - | @ switch ‘ |
2 4 & B8 10 12 14 16 18 2
NAON ABAA AAAn a0
OO0 aoAae oo a0 e 2
1 3 5 T 9 41 13 15 47 18 21 23 25 26 [ link down
~ ! ~
a Switch
EH_] System Configuration Port_|[ Postfast || Bpdu-Filter | Bpdu-Guard || Root Guard || Link-Type || Priority || Path-Cost || Force-Version
L Port Configuration gel/l || Disable || Default Default Disable || PontTopont | 128 20000 MSTP
0 MAC Binding geli2 || Disable | Defaull Defaull Disable || Point-To-point || 128 20000 MSTP
01 MAC Filter ge1/3 || Disable Default Default Disable PontTopoint || 128 20000 MSTP
1 VLAN Configuration gel/d |[ Disable Default Default Disable Point-To-point |[ 128 20000 MSTP
{1 SNMP Configuration ge1/5 |[ Disable Default Default Disable Point-To-point 128 20000 MSTP
1 ACL Configuration ge1/6 || Disable Default Default Disable Point-To-point |[ 125 20000 MSTP
{0 QOS Configuration a21/7 |[ Disable Default Default Disable Point-To-point 128 20000 MSTP
{1 IP Basic Configuration ge1/8 || Disable Default Default Disable Point-To-point || 128 20000 MSTP
{0 AAA Configuration gel/3 || Disable Default Default Disable Point-To-point 128 20000 MSTP
EHd MSTP Configuration gel/10 || Disable Default Default Disable Paint-To-point 125 20000 MSTP
-E MSTP Configuration geli11]| Disable Default Default Disable Point-To-paint 128 20000 MSTP
Port Configuration geli12 || Disable Default Default Disable Point-Te-paint 128 20000 MSTP
Port Infermation geli13 || Disable Default Default Disable Point-To-point 128 20000 MSTP
{1 IGMP SNOOPING Cenfi gel/14 || Disable Default Default Disable Point-To-point 128 20000 MSTP
{1 GMRP Configuration ge1/15 || Disable Default Default Disable Point-To-paint 128 20000 MSTP
{1 EAPS Configuration R gel/18 || Disable Default Default Disable Point-To-point 128 20000 MSTP “
< > gel/17 || Disable Default Default Disable Point-To-point 128 20000 MSTP

9.13 IGMP snooping configuration (Hactponka oTtcnexxnBaHus
IGMP Tpacmka)

9.13.1 IGMP snooping configuration (HacTpomku cdyHkuum IGMP
snooping)

e‘ ‘|O:§!|»ttp:--1gz.1ﬁso1- - |l & switch ‘ |

©

@©

2 4 13 8 10 42 14 16 18 20 22 24

AA0A AAAA AdAn Ed_u
OO0 AOAA AQAo 08 san e
1 3 5 7T 8 11 12 15 17 19 21 22 25 26 1 link down

N Switch

{1 System Configuration

{1 Port Configuration

{1 MAC Binding

{3 MAC Filter

{1 VLAN Configuration

{1 SNMP Configuration

{3 ACL Configuration

{1 QOS Cenfiguration

{2 IP Basic Configuration

{1 AAA Configuration

{1 MSTP Configuration

EHY IGMP SNOOPING Cenfi
IGMP SNOOPING Ce
“[E) Multicast Group Inforn

{1 GMRP Configuration

{1 EAPS Configuration

{1 RMON Configuration

< >

16Mp snoopING|[Dissble v ]

Refresh Apply
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Ha paHHon ctpanuue WEB uHTepdenca Bbl MOXeTe BKMOUYUTL UMK
BblknounTb  (Enable/Disable)  dyHkumio IGMP  snooping  (npouecc
oTCrnexvBaHnd CceTeBoro Tpadvka IGMP, npegoTspaLlaoLLnn
wupokoBewaTenobHyto (broadcast) peTpaHcnauuio multicast  Tpadmka
KOMMblOTEpaM-NOTPEOUTENSAM, KOTOPLIM HE HY>KHO ero obpabarbiBaTh).

Bce HacTpoWku Ha AaHHOW CTpaHuue NoATBEpPXOalTCA KHOMKOMW
Apply (NpuHATB).

9.13.2 Multicast Group Information (O6wasa nHdopmauumsa o IGMP)

e : )| & @ hitp/192.1680.1/ o v‘

@ switch | ]

2 4 € £ 10 12 14 18 12 20 22 24 0 "
OAAG ANAA AAAdd _:f'k;ﬂ
o000 cOAOAQ aoaa 0060 save
1 3 5 7 8 11 13 15 17 19 21 23 25 26 21 link down

‘3 Switch

{1 System Configuration

{1 Port Configuration

{1 MAC Binding VLANID ][ Multicast Address

(0 MAC Filter Refresh

{0 VLAN Configuration

{3 SNMP Configuration

(O ACL Configuration

{1 QOS Configuration

{1 IP Basic Configuration

{0 AAA Configuration

{1 MSTP Configuration

‘3 IGMP SNOOPING Confi
“El IGMP SNOCPING Cao
“E1 Multicast Group Inforn

{1 GMRP Configuration

{0 EAPS Cenfiguration

{2 RMON Cenfiguration

< >

Member Ports

Ha paHHow ctpannue WEB wHTepdbenca npeactasneHa obuias
uHdopmaumsa o Multicast ansa scex VLAN'oB.
MHdopMaLuma npegocTasneHa ToNbKo ANs YTEHNS.
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9.14 GMRP Configuration (Hactpowka pa6otbl npotokona GMRP)

9.14.1 GMRP Global Configuration (fmo6anbHble HacTpoiku GMRP)

Ha panHon cTtpaHMue WEB wuHTepdenca npencrasneHbl
rnobanbHble HacTponku paboTbl npoTokona GMRP (GARP Multicast
Registration Protocaol), npegHa3Ha4YeHHoro ans ynpoLeHna
pacnpocTpaHeHuss No CceTu MHPOPMaLUM O HanMuun onpeaeneHHoN
Multicast rpynnebil.

Bknoyenune/oTknioveHne nogaepxkn GMRP  ocywectBnserca ¢©
nomowblo Bblbopa Disable/Enable n nocnegyowero noareepxaeHus
kHornkow Apply (MpuHATD).

|
e- D) ¢ @ bups/19216801/ 2 - [ & switch | | A
2 4 6 B 0 12 14 16 12 20 22 24 &l link
OoDo0 a0 aooan -;la:‘pe
Ooad aadd adood g8y -
1.3 5 7 e 11 13 15 17 19 2 2 256 26 £ link down
~
‘3 Switch
{1 Sysiem Cenfiguration
{1 Port Configuration
{1 MAC Binding
{3 MAC Filter Refiesh] [ Apply

E
E
E
&
B{] VLAN Configuration
(] SNMP Configuration
#{] ACL Configuration
#{] QOS Configuration
{7 IP Basic Configuration
] AAA Configuration
B{] MSTP Configuration
#{] IGMP SNOOPING Confi
=43 GMRP Configuration
~E GMRP Global Configu
Bl GMRP Ports Configur
-2 GMRP State Machine
(] EAPS Configuration
< >

v

9.14.2 GMRP ports configuration (Hactponka GMRP Ha nopTax)

Ha paHHoun cTtpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPONKU
GMRP gns otgenbHbix nopToB. MopT BblIbMpaeTcss B BbiNagatoLEM MEHH0
Port, Bkn/otkn nogaepxkm GMRP peanusyetca ¢ nomowpbio GMRP Status
Disable/Enable.

Bce HacTpolikum Ha QaHHOW CTpaHuue NoATBEPXOAlTCHA KHOMKOMW
Apply (NpuHATB).
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=)
| | (w
1 20 2 2 .
anoao 0 link up
 disable
Oooo ooag -
7 19 21 2 25 26 1 link down
~ ~
3 Switch
E{] System Configuration !
E{] Port Configuration ‘Porl: [ v||GMRP Status: a1z V]|
] MAC Binding
#{] MAC Filter Refresh| | Apply
=0 VIAN G ion Port Name || GMRP Status Join Timer{centi: Leave Ti i LeaveAll Timer{centiseconds)
(] SNMP Configuration Gt Drable — .
H{1 ACLC n gellZ Disable
(] QOS Configuration gell3 Disable
#{] IP Basic Configuration gelld Disable -
#{] AAA Configuration gells Disable —
®{1 MSTP Configuration gel/B Disable — — —
B{] IGMP SNOOPING Confi gel!T Disable — — —
=43 GMRP Cenfiguration gel/s Disable
GMRP Global Configu gel/9 Disable - — —
£ GMRP Ports Configur gel/d Disable —
GMRP State Machine gel/11 Disable
#{] EAPS Configuration gel/i2 Disable .
< > gel/13 Disable - - -

9.14.3 GMRP State machine (O6was nHdégopmaumusa o GMRP)

e ) ¢ @ hipy/1921680/ 2~ & suitch | ]
2 4 65 8 10 12 14 16 13 20 2 2 &l ik
aooa aaa aon At
OO0 D Do d oddo 008 "
1 3 5 7T 5 M1 12 15 17 o 2 2 2% 2 01 link down
~
‘3 Switch
H{1] System Configuration
={] Port Confi
%] MAC Binding PortName || VLANID || Multicast MAC Address Il Applicant State Il Registrar State
5] MAC Filter
Refresh

{1 VLAN Configuraticn

* (] SNMP Configuration
*{] ACL Configuration

“{] QOS Configuration

#{] IP Basic Configuration
t{] AAA Configuration

*(] MSTP Configuration
4] IGMP SNOOPING Confi
{4 GMRP Configuration
GMRP Global Configt
GMRP Ports Configur
Bl GMRP State Machine
H{] EAPS Configuration

< >

Ha paHHon cTpaHuue WEB wuHTepdbennica Haxogmtcs cBoAHas
WHpopmauns o pabote npotokona GMRP. Homep nopta, VLAN ID, MAC
agpec multicast rpynnsl n TA.

MHdopmauma npegocTaBneHa ToNbKo AN YTEHUS.
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9.15 EAPS Configuration (HacTponka pabotbl npoTtokona EAPS)

9.15.1 EAPS Configuration (OCHOBHbIe HaCTPOWMKM paboTbl NPOTOKOsNa

O & rmenmison 2 -] @ swich [
2 4 6 & 0 12 w6 18w 2 2 A
aoa0 acan aaan =
D000 Aao0on A0oo 0o
T35 7 8 omomosm 7 oomom 2 om £ link down
A A
3 Switch

(1 System Configuration

{1 Port Configuration EAPS Ring 1D T |

(1 MAC Binding Create Status Not Created

(3 MAC Filter

{1 VLAN Configuration Mode one V|

1 SNMP Configuration primary port V]

(1 ACL Configuration secondary port v

1 Qos Configuration Control VAN S

(3 IP Basic Configuration

(0 AAA Configuration Protected VLANS Format: 2,46 or 3-10)

{1 MSTP Configuration Hello Time Interval o s

1 IGMP SNOOPING Confi Fail Time 0 s

1 GMRP Configuration Data Span

‘23 EAPS Configuration

EAPS Configuration Extreme Interoperability|
EAPS Information Enable Status B
v
03 RMON Configuration Refresh| | Create Apply Remove O
< >

Ha panHon ctpaHuue WEB unHTepdenca npeactaBneHbl HacTPOMKK
npotokona  EAPS  (Ethernet  Automatic  Protection  Switching),
npegHasHayYeHHOro Ans 3aWuThbl OT NeTernb B CETWU.

1) EAPS Ring ID — Bbi6op ID ana EAPS ring;

2) Mode — HacTpoika pexuma paboTbl pabodvero ysna ana EAPS
AOMEHa;

3) Primary Port — Bblbop kntoueBoro nopta ans EAPS;

4) Secondary Port — Bbibop BTOpu4Horo nopta ansa EAPS;

5) Control VLAN — Bbi6op VLAN ID ansa EAPS;

6) Protected VLANS — BbIOOp OAHOr0 MM HECKOMBKMX 3alLuLLaeMblX
VLAN B gomeHe EAPS;

7) Hello Time Interval — HacTponka EAPS gomeHa ansi nepnoanyeckon
otnpaBku naketoB HEALTH. 3agaBaemoe 3HadeHMe B ceKkyHOax
OOIMKHO BbITb MeHbLLE YeM BpeMsi 4o owmnbkm (fail time);

8) Fail Time — Bpems 0o UcTeyeHUss cpoka aencTeus B EAPS gomeHe.
[omkHo bbITb bonbLue, Yem Hello Time;

9) Extreme Interoperability (enable/disable) — Bkn/BbIkn cOBMECTUMOCTb
c extreme ycTpowcTBamu.

Bce HacTpolkum Ha paHHOW CTpaHuue MOATBEPXOAlTCHA KHOMKOMN
Apply (MpuHATB).
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9.15.2 EAPS information (CBogHasa uHdopmaumsa o paboTte npoTokona

e- 7\\c @ http://192.168.0.1/ 2 | @ switch | ‘
2 4 6 B 10 12 14 16 18 2 24 o ik
Oo0b0 aoo0 aoon -(;ga;\pe
oo oo O o000 g8 _
1.3 5 7 8 11 13 15 17 18 21 3@ 25 28 & link down
~
N Switch

{1 System Configuration
E-{] Port Configuration Refresh
#{7] MAC Binding
EH] MAC Filter
#{] VLAN Configuration
E{] SNMP Configuration
#{_] ACL Configuration
E{1 QOS Cenfiguration
E-{] IP Basic Configuration
#{7] AAA Configuration
E{] MSTP Configuration
#{] IGMP SNOOPING Confi
{1 GMRP Configuration
=3 EAPS Configuration
EAPS Configuration
~E EAPS Information
#{] RMON Configuration
< >

v

Ha paHHom cTtpanuue WEB wuHTepderica npeactasneHbl obuue
cBefgeHus o pabote npotokona EAPS.

WHdpopmauus npeactaBneHa TONbKO ANS YTEHUSI U He MOXeT ObiTb
M3MeHeHa C 3TOW CTpaHuLbl.

9.16 RMON Configuration (HacTtponka paboTbl npoTokona
RMON)

9.16.1 RMON Statistics (Hactpowka rpynn ctatuctuku gnsa RMON)

Ha paHHoi ctpaHuue WEB nHTepdelica npeactaBneHbl HACTPOMKM
rpynn cratuctukm (Statistics) ansa  pabotel RMON  (AUCTaHUMOHHBIN
MOHUTOPWHT CETK).

Bbibepute nopt m3 Bbinagawwiero cnucka Port, 4ToObl HacTpouTb
rpynnbl  AaHHbIX ctaTuctukn. WMHgekc O o3Havyaet, 4YTO MNOPT He
ckoHdurypupoBaH anss RMON. NHgekc moxeT 6biTb B npegenax ot 1-100.
3anonHeHune nonga Owner (Brnagenew) He ABnsieTcs obs3aTernbHbIM.
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(¢ 5 -] & swic L]
2 4 & 8 10 12 14 18 18 20 2 24 -
CoO0G AA00 AGAan ] o)
OO0 Qo000 o000 0860 B link down
T 3 6 7 8 11 13 15 17 15 21 28 25 26
{1 MAC Binding N N
E{] MAC Filter
E{] VLAN Configuration )
(] SNMP Configuration port:
{7 ACL Configuration
®{] QOS Col [ RMON Statistics ]
E{] IP Basic Configuration | IndexH B I OWHEIH [ ]
B AAA Configuration
#{_] MSTP Configuration Refresh Apply Delete Help
EI{] IGMP SNOQPING Confi Statistics Data
{0 GMRP Configuration letherStatsDropEvents 0][etherStatsOctets o
#{1 EAPS Configuration etherStatsPkts 0][etherStatsBroadcastPkis o
4 RMON Configuration etherStatsMulticastPkts 0]|etherStats CRCAlignErrors o
Statistics Configuratio etherStatsUndersizePkts 0] letherStatsOversizePkts o
History Configuration letherStatsFragments 0][etherStatsJabbers o
Alarm Configuration etherStatsCollisions 0|letherStatsPkisG40ctets o
Event Configuration etherStatsPkisB5to127Octets 0]letherStatsPkis12810255 Octels o
E{] Cluster Management ietherStatsPkts256105110ctets 0||etherStatsPkis512t010230ctets 0
E{] Log Management v etherStatsPkts1024t015180ctets (o v
< >

9.16.2 RMON History (HacTtpouka rpynn npeabicTopuu ansa RMON)

=

| a

)| & @ http://192.168.0.1/ o~

(]

1 link up
(s a] )
oo oo @ disable

1 13 15 17 19 2 23 25 26 1 link down

B[] MAC Binding o
B0 MAC Filter
(] VLAN Configuration
] SNMP Configuration Port:
B ACL Configuration
{1 QOS Configuration RMON History
®(] IP Basic Configuration Index [o | intervar || [0
B[] AAA Configuration Request
B[] MSTP Configuration Buckets
B IGMP SNOOPING Confi
{1 GMRP Configuration
B{] EAPS Configuration History Dala
=123 RMON Configuration | Time ‘ _ H [ I
B Statistics Configuratio ) St I 1 i
History Configuration
Alarm Cenfiguration s By, led LS
B et Total: Opages, Current Page is No. 1
B Cluster Management
B ] Log Management

< > < >

Owner ‘ ‘

Refresh| Apply Delete Help

Kts| Jabbers

-

SRS —

Ha paHHomn cTpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPONKU
rpynn npegpictopum  (History) pgns pabotsl RMON  (gUCTaHLUMOHHBIV
MOHWTOPWHT CETH).
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BbibepuTe nopT u3 packpbiBaroLLerocs cnucka Port ons HacTPONKu.
Ecnu nopt He ckoHurypuposaH ans RMON, B none INDEX otobpasutcs 0.
3HaueHne Index moxeT ObITb B npegenax ot 1 go 100. MNone Bnagenbua
(Owner) He ob6si3aTenbHO K 3anonHeHuto. B none Interval yctaHaBnuBaetcst
Bpemsa oT 1-3600 B TeuyeHne koToporo cobupatoTca aaHHble. Bucket — aTo
BblgeNieHHoe xpaHunuile ansi coopa 3anucen. 3HaveHne MoxeT ObiTb OT 1 —
100.

9.16.3 RMON Alarm (HacTtpowka rpynn aBapunHbIX CUrHanoB Ans

RMON)

[ =)

a‘ D)l @ hepi1921680.y £ || @ suitch | {1 o
2 4 & 8 10 12 14 18 18 20 22 24 ﬂ ink
a0 A addh .‘;“:r
OO0 D AAaa0 oddd o8 A i
1 3 5 7 8 11 12 15 17 19 21 22 25 28 ink down

{7 MAC Binding o

BE{] MAC Filter
E{] VLAN Configuration

B SNMP Configuration Rising |[Falling
Alarm|| Rising Falling
BE(7 ACL Configuration Index |(Interval Variable Sample Type Value||T T ﬁz&:’: ﬁ‘v‘fer:

(] QOS Configuration ol ool 0 1o D o ]
EI(] IP Basic Configuration
B AAA Configuration Refresh Apply Deleie Help
{1 MSTP Configuration
Bl IGMP SNOOPING Confi
EI(] GMRP Configuration
{7 EAPS Configuration
E RMON Configuration
Statistics Canfiguratio
History Configuration
i Alarm Configuration
: Event Configuration
B[] Cluster Management
(] Log Management
< > < >

Sample
Type

Rising Falling

Rising
Threshold Threshold

Event Index

Falling
Event Index

Sequence|| Index ||Interval Variable Alarm Value Owner

Ha paHHoi cTpaHuue WEB nHTepdbenica npeacraBneHbl HaCTPOMKK
rpynn aBapuiiHbix curHanoB (Alarm) gnsa pabotel RMON (OMCTaHUMOHHBIN
MOHWTOPWHT CETH).

9.16.4 RMON Event (Hactpownka rpynn co6bitun ans RMON)

Ha paHHoun cTtpaHuue WEB nHTepdenca npeacraBneHbl HaCTPONKn
rpynn cobbitnii (Event) ana pabotel RMON (GnCTaHUMOHHBIA MOHUTOPUHT
cetn).
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M3 Bbinagatollero cnmcka BblbepuTe rpynny cobbiTM, 4TOGbI
NpoCcMOTPeTb UNKn HactpouTb ee. Haxmute (NEW), ecnu xoTuTe cosgatb
HOBYIO rpynny.

[uana3oH BO3MOXHbIX 3HayeHMn B none Index 1-60. B none
Description (onuMcaHne) 3agaetcs TEKCTOBOE OMUCaHWe rpynnbl COObITUNA.
Tun cobbiTMin MoXeT ObITb hone (He pearMpoBarth), log (CoxpaHuTb 3anuce),
snmp-trap, log and trap. [llone Bnagenbua (owner) 3anosfHATbL He
obsasatenksHo.

Mone Last time sent (nocnegHee Bpems OTNpaBkW) AOCTYMHO
TONbKO AN1S1 YTEHWUs1 U NOKa3blBaeT, Koraa B nocnegHui pas cobbitne Bbino
OTnpaerneHo.

a‘ _\|c @ hitp://192.168.0.1/ e

5 Switch ‘ |
10 12 14 18 18 20 22 24 "
OB anon @ linkup

noo aooa 0 fe
1 13 15 17 18 21 23 26 26 1 link down

(L

D~
B B =
B B
BB
- D
[+5

{1 MAC Binding ~
{1 MAC Filter
{1 VLAN Configuration
{1 SNMP Configuration
{1 ACL Configuration
{1 QOS Configuration
{11 IP Basic Configuraticn
{1 AAA Configuration
{1 MSTP Configuration
{1 IGMP SNOOPING Confi
{1 BMRP Configuration
{1 EAPS Configuration
3 RMON Configuration
Stalistics Configuratio
I History Configuration
=8 Alarm Configuration
Event Configuration
{1 Cluster Management

ioti ityl| Last Time
Index Description Type Ci Sent Owner

‘ 1970/01/01
00:00:00

Refresh Apply Delete Help

][ Index || ipti Il Type G I Last Time Sent Il Owner

{1 Log Management
< > < >

9.17 Cluster configuration (HacTpomnka knactepa)

9.17.1 NDP Configuration (Hactpomnka pa6oTtbl npotokona NDP)

Ha paHHoin cTtpaHuue WEB nHTepdenca npeacraBneHbl HaCTPONKN
paboTbl npoTokona «obHapyxeHus cocegen» NDP (Neighbor Discovery
Protocol). [aHHbI NPOTOKOM MCMOMb3yeTcs COBMECTHO ¢ IPv6 u
OTBETCTBEHEH 3a oOHapyXeHWe KOH(nMKTa agpecoB, APYrUx Y3roB B
Knactepe, nouck goctynHeix DNS cepBepoB n 14.
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e )| ¢ @ hpy//192.1680.1/ FRE

10 42 14 16 3 Sla E(I;nk:r
9000 {o]olo]o} e

19 21 23 35 26 1 link down

B D -
oB Do
B D=
Cl= e
(=]

(&)

S0 B

#{] Port Configuration o
{1 MAC Binding
#{] MAC Filter
{1 VLAN Configuration Port:
#-{] SNMP Configuration Port Enable
{7 ACL Configuration
{1 QOS Configuration
#{] IP Basic Configuration Hello-time
B{] AAA Configuration Aging-time 180 (1-4096 sec)
#{] MSTP Configuration
& IGMP SNCOPING Confi Refresh| | Apply Help
B{ ] GMRP Configuration
#{] EAPS Configuration
{1 RMON Configuration
EHY Cluster Managament
NDP Configuration
~[E] NTDP Configuration
Cluster Canfiguration
{1 Log Management
< >

Global Enable

60 {1-4096 sec)

[ocTynHbl crnegyouime HaCTPOWKM:

1) Port— BbIGop nopTa;

2) Port Enable (enable/disable) — Bkn/Bbikn nogaepxku npoToKona
NDP Ha BbliGpaHHOM nopTe;

3) Global Enable (enable/disable) — Bkn/Bbikn rnmobanbHON Noaaep»Kx
npotokona NDP;

4) Hello Time — wHTepBan otnpaBkn NDP naketoB, 1-4096 cek,
3Ha4eHue no ymonyaHuo 60cek;

5) Aging time — nHTepBan «ctapeHus» otnpasneHHbIX NDP nakeToB He
NPUHATBLIX YyOaneHHbIM YycTponcTBoM, 1-4096 cek, 3HayeHne no
ymonyanumio 180 cek.

Bce HacTpouku Ha OaHHOW CTpaHuue MOATBEepXOalTCA KHOMKOMW

Apply (NpuHATB).

9.17.2 NTDP configuration (HacTtpomnka paboTbl npotokona NTDP)

Ha paHHoin cTtpaHuue WEB nHTepdenca npeacraBneHbl HaCTPONKU
pabotbl npoTtokona NTDP (Network Topology Discovery Protocol). JaHHbIn
NPOTOKOJ UCNONb3YyeTCs Ans NOCTPOEHUS TOMOMNOrMuM B KnacTepe.
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e-_ : )| & @ http://192.168.0.1/ 0 | @ switch

2 4 6 8 0 12 14 18 18 22 24 -
ABAO A o & inkup
nooE oo 0@ oo b
i3 5 7 9 4 13 15 47 19 A 23 25 26 £ link down
E{] Port Configuration o
EI{] MAC Binding
E{] MAC Filter
E{] VLAN Configuration Port:
{1 SNMP Configuration Port Enable
{1 ACL Configuration Global Enable
E{] QOS Configuration
®{] IP Basic Configuration Hops 3 16)
BE{] AAA Configuration Interval-time 1 (0-B5535 min)
i) (ST CEriUE ey Hop-delay 200 (1-1000 milsec)
EI{] IGMP SNOOPING Confi
E{] GMRP Configuration Port-delay 20 (1-100 milsec)
E{] EAPS Configuration
{7 RMON Configuration Refresh | Apply Help
=+ Cluster Managament
NDP Configuration
~El NTDP Configuration
Cluster Configuration
®{] Log Management b
< >

JlocTynHbl creaytoLme HacTPOKU:

1) Port— BbIGop nopTa;

2) Port Enable (enable/disable) — Bkn/Bblikn nogaepXku npoTokona
NTDP Ha Bbl6paHHOM nopTe;

3) Global Enable (enable/disable) — Bkn/Bbikn rnmobanbHON NoAOEPXKKM
npotokosnia NTDP;

4) Hops — pocTynHblM AuanasoH Ttornonorun 1-6. Mo ymonyaHuio
3HayeHue pasBHOo 3. KonuyecTtBo nepexofoB (XOMOB) OT cCaMoOro
yOaneHHoro ycTponcTBa A0 YCTPOWCTBA, KOTOPOE KOHTponuvpyet
BCIO TOMOSOrNI0;

5) Interval Time — Bpems cbopa Tononorum B MUHyTax. 3HayeHue no
ymon4yaxuio 1;

6) Hop delay — gonycTumbIi MHTEPBaN 3adepXXkn Mexay nepexogamu.
HocTtynHble 3HayeHus 1-1000mc. 3HadeHune no ymondaxuio 200mc;

7) Port delay — gonyctumbin nHTepBan 3agepXku nepen nepecbinikon
nakeToB Ha nepBbIn NopT. JocTynHble 3HavYeHusa 1-100mc. 3HaveHne
no ymonyaxuio 20mc.

Bce HacTpolkum Ha QaHHOW CTpaHuue MOATBEPXKOAKTCHA KHOMKOMW
Apply (NpuHATB).
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9.17.3 Cluster Configuration (HacTtpowka knacrtepa)

===
e © @ hupy/192.1680.1 2+ | & swiech
R R EEE]
co0e o000 aaaa e
scce cceo ssas uu 3
© ] Port Configuration - N
F1(] MAC Binding
®(_) MAC Fiter
R Cluster Enable dissble V]
#() SNMP Configuration _ -
S0 ACL Coniguration Management-vian 1 | (1-4094)
®() QOS Confguration 1P-pool
() IP Basic Configuration time
2) AAA Configuration -
3 MSTP Configuration Handshake hold-time
%) IGMP SNOOPING Confi o
®() GMRP Configuration
() EAPS Configuration
() RMON Configuration
543 Cluster Management [Cluster Name H | “.,,e| ~
Bl NDP Configuration
E] NTDP Configuration Apply Delete
B Cluster Configuration
#() Log Management M "
< >

Ha panHon ctpanuue WEB wnHTepdenca npeactaBneHbl HacTPOMKK
Ang knactepa.

Bbl MoXeTe npocMOTpeTb U OTpedakTupoBaTb Tabnuuy ¢ vneHamu
knactepa. Bo3amMoXHble HaCTPOWMKM BKIHOYalOT B cebs:

Cluster enable (enable/disable) — Bkn/BbIkn knacTepa;

Management VLAN — guana3oH goctynHbix VLAN'oB oT 1-4094. 3HadeHune
no ymosn4yaHuio 1;

IP pool — pguwanasoH (nyn) IP agpecoB uneHoB knactepa. [OCTYnHbIN
AunanasoH ot 0.0.0.0 po 255.255.255.255. fonyctumasa gnuHa mackn 0 oo
32;

Handshake time — wuHTepBan otnpaBku handshake nakeTtoB. [JonycTumbin
OunanasoH 3HaveHun 1-255. 3HayeHne no ymonyanuio 10;

Handshake hold time — Bpemsa «ygepxvBaHusa». [onycTUMbI Auana3oH
3HayeHun 1-255. 3HayeHne no ymonyaHuio 60.

YTtobbl HacTpouTb Knactep Bam HeobxogMmo BblOpaTb UMS
knactepa u BblbpaTb coeauHeHwe c knactepoM. CyLlecTBYOT pyyHble K
aBTOMaTuyeckne MeToAdbl COeAMHEHUs C KnacTepom. Mocne noaTBepxaeHNs
CO3[aHusi Knacrtepa Bbl MOXeTe aBTOMaTU4YeCKU NEepeKriovMTCs Ha PydHOWN
meToa. Bbl He MOXeTe B pyUHYH0 NMEPEKIIOUMTCA HAa aBTOMAaTUYECKUIA METOA.
Py4Hol meToa no3BonseT MeHATb UMS KracTtepa.

lMocne noaTBepXOEHWS CO34aHUs KnacTepa YCTPOWCTBA — YMeHbl
Knactepa u yCTponcTBa-kaHanAaTbl  MOryT BblTb MPOCMOTPEHbI B Tabnuue.
Bbl MOxeTe yganaTe 4MNeHOB knactepa wnu gobaBnsTb YCTpoOWCTBa-

KaHauaaTbl COrnacHo cnvcka poremn.
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9.18 Log management (YnpaBrneHue 3anucbio Noros)

=&

o Sl ¢ @ htp/n9216801 2 - |[ @ suitch | YA
2 4 & B8 10 12 14 16 1@ 20 22 24 1 link
naAn AR AA QA i
D00 AAO0 AdA A 686 S
13 5 7 9 11 13 15 17 19 21 2@ 25 26 3 link down

N Switch A

EI{] System Configuration

E{_] Port Configuration

FL1 MAC Binding Log Priority || || Refresh

E{] MAC Filter

BE{] VLAN Configuration
BI{] SNMP Configuration
B{] ACL Cenfiguration
#{] QOS Configuration
EI{] IP Basic Configuration
E{] AAA Configuration
F{_] MSTP Configuration
B IGMP SNQOPING Confi
E{] GMRP Configuration
E{_] EAPS Configuration
EI{] RMON Cenfiguration
B{] Cluster Management
E3 Log Management

Log Information
< >

Ha paHHoi ctpaHuue WEB nHTepdeinica npeactaBneHbl HaCTPOMKM
¢unbTpa BbiBOAA 3anucaHHbIX JfloroB. B none Log Priority moryt ObiTb
cnegyloLine 3HayeHus:

- Critical — BbIBOAUTb MHPOPMALMIO, OTHOCSLLYIOCS TOMBKO K

KPUTUYECKOMY YPOBHIO BXKHOCTM;

- Debugging — BbIBOANTE MHpOPMALMIO ANSA OTNAAKK;
- Informational — BbIBOAMTbL MHpOpMaUMo ANs OTNagkn n obLLyto

WHdOpMaLMIo B norax;

- ALL — BbIBOOUTb BCIO MHGDOpPMALINIO.
YT06bl NPUMEHUTE (hUNLTP NOroB HaXXMuTe KHonky Refresh (06HOBUTD)
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9.19 PoE port configuration (Hactponka POE ans nopTtoB)

9.19.1 PoE Power Control (KoHTponb nokasatenen PoE gnsa noptoB)

Gl 2 hitp://192.168.0.1/ © | @ switch

18 20 22

Pl ] 0 linkup

i disable
‘?7' ﬁ' E E %9 £ link down

a POE Power Control
=] System Configuration

#_1 Port Configuration

#0  MAC Binding POE Port: ge1/1 v ||POE Power Status: | Enable v

®{]  MAC Filter

®{1  VLAN Configuration Refresh Apply

®{1 SNMP Configuration
#11 ACL Configuration
#{1] QOS Configuration

Total Power Consume(mW) - 0

00 1P Basic Configuration | POE Port Status. Operation | Type | Class Power (mW) Current (mA) Voltage (V)
E 555 gel/1 Enable Off ‘ 8023at | NA N/A NA N/A
el o sty gel2 | Enable of | 8023 | NA WA NA WA
,:" MSIE Confraation el Enable of | 8023at | NA NA NIA NA
tj fx:psg::’ﬁo;:i:""ﬁg‘"a‘ ge1/d Enable off [ 8023at | NA NA N/A NA
1 gel/5 Enable off [ 8023at | waA NA WA NA
i = REALSConfountion ge1/6 Enable off [ 8023a | WA NA NA NA
o O Conueation gell7 Enable off [ 8023at | wA NA A NA
) P BRI i gel/8 | Enable of | 8023at | NA WA NA NA
T2 o Meaaicina ge1/9 Enable off [ 8023at | WA NA NA NA
=l | POE Pover Col get/10 | Enable of | 8023a | NA NIA NIA NA
j ;gi:;’:;ﬁzn’“ﬁ'::mm ge1/11 Enable off [ 8023at | WA NA N/A NA
ge112 | Enable of | 8023a | NA WA NA A
- ge1/13 Enable off [ B023at | wA NA NA NA

> el/14 | Enable of | 8023a | NA NA NA NA v

Ha paHHom ctpaHuue WEB uHTepderica npeactaBneHa cBogHas

MHdOpMaLUMOHHast Tabnuua OCHOBHbIX MapameTpoB PoE pgns kaxgoro

nopTa:

PoE Port — Homep noprta;

Status — Tekyuwiee coctosiHue (enable(Bkn)/disable(Bbikr));

Operation;

Type — T1n nogknoyeHHoro obopynoBanus (802.3af nnm 802.3at)

Class — knaccudmkauums nogkniodeHHoro PoE yctporictea (0-5);

Power mW — noTpebnsiemasi ycTponcTBOM MOLLHOCTb B MBT;

Current mA — noTpebnaemMbIn yCTPONCTBOM TOK B MA;

Voltage — HanpsbkeHne POE Ha nopTe B B.
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9.19.2 PoE Policy configuration (PacnucaHme nogaum POE Ha nopTbl)

G © hiip://192.168.0.1/ D~ 80| @ switch

10 12 14 16 18 20 22 24

2 4 6 8 3
OO0 A AAOG AdADD 2:!:3:;
ceee cooo aooo et

=] POE Policy Configuration

B System Configuration

{1 Port Configuratan |""" ‘

{1 MAC Binding
B MAC Filter [poicy status [ disable v
{1 VLAN Configuration

B SNMP Configuration Refresh Apply

FL1 ACL Configuration | Clock ( L All) ‘ Monday | Tuesday ‘ Wednesday ‘ Thursday | Friday | Saturday ‘ Sunday
E(1  QOS Configuration 0 ‘ @ | @ ‘ @ ‘ @ | @ | @ ‘ 2
{1 IP Basic Conficuration
{1  AAA Configuration % " ' ¢ " ' ¢ ‘
B MSTP Configuration 02 - ’ ’ - ’ ’ “
#{  IGMP SNOOPING Configurat 03 < * @ < * @ “
B(] GMRP Configuation | 04 2 Fl @ Fl v v &
={1 EAPS Configuration | 05 ¥ v v ¥ v e ’
B(] RMON Configuation = = = = = = = @
B Cluster Management = 2 = = 2 = = =
{1 Log Management
E3  POE Power Centrol g = = ’ = = ’ =
POE Power Control L . o o . o o -
B Poe Palicy Configuration | 10 ‘ - - ¢ - - ¢ @
| 1 ‘ @ v = @ v = @
— | 12 ‘ < @ @ < @ @ v 1

Ha gaHHon ctpanuue WEB unHTepdenca npeacrasneH dyHKUMOHan,
nossonsowmi  npom3soguTe nogadyy PoE Ha nopTel no 3agaHHoOMy
pacnucaHuto. [ns  HacTpOWKM  pacnucaHus  OOCTYMHbl  criegyolue
napameTpbl:

- hour — vackl;

- week — gHM Hegenu;

[Ons HacTpomku pacnucaHust criegyeT BblOpaTb HOMep nopTta w3
BblnagaroLlero MEHI0 (PoE port), aKTusmpoBaTtb dPyHKUMIO
BKItoveHusi/oTknodeHmnsa Policy Status (enable/disable); Beibpate Bpems B
konoHke Clock u pgeHb Hegenu Monday...Sunday B COOTBETCTBYIOLLEN

konoHke. MoareepanTb n3ameHeHus (Apply).
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9.19.3 PD Query Configuration (®PyHKUuA aHTU3aBUcaHnA PoE
YyCTPOMCTB)

4 Managed POE Switch

%1 System Contguration =

%L Pot Consgurason e
#L1 MAC Bnng PO Adsress

¥ MAC Fiter 0 uery interval 2-30 Sec)
%) VUAN Contguraion

+p//192.168.0.1

PO Tuneout Number 2-10)

“_J SNMP Contguration
# ) ACL Contguration
#LJ 0O0S Contguration
# 3 1P Basic Coniguraticn
1 AAA Configuration Pok Port || POIP Address | I [ )P0 Reboot Times |
#_) MSTP Contiguration et | NA 120 ) o
# 1 1GMP SNOOPING Contiguration g2 | NA 120 1 []
“ 1 GMRP Contiguration 9013 A 120 0
+J EAPS Configuration (L) NA 120 1 0
( 5
)
[
0

0 Boot Time o 30-600 Sec

Refroshi [ Apply

) RMON Configuration [_gets NA 30
%) Cluster Management ge1% NA 120
50 geiT NA 120
=<3 PoE Power Control o018 WA 5 120

%) PoE Port Contguration
8 PoE Polcy Coniguration
) PD Query Configuration

Ha paHHom cTpaHuue WEB wuHTepdbenica npeacrtasneHa
KOHpUrypauuss HacTpoek YHKUMM aHTU3aBUCaHMS MOAKIMHOYEHHOMO K
kKommyTatopy POE oGopygoBaHus. [nsi HacTpoWku OOCTYMNHbI crnegyolme
napameTpbl:

- POE Port — BbiGop Homepa nopTa (M3 BbiNagatoLero cnucka), K KoTopomy
nogknto4eHo POE yCcTponcTBO;
- PD IP address — IP agpec nogkntoyeHHoro POE ycTponcTBa;

- PD Query Interval — nHTepsan otnpasku 3anpocoB PING k PoE ycTtpoincTsy

B npegenax 2...30 cek (NpegycTaHoOBNEHHOE BpeMs 5 cek);
- PD Timeout Number — konnyecTtBo 3anpocoB PING k POE ycTpowncTsy,

KOTOpoe MOXeT ocTaBaTbcs 6e3 oTBeTa B npegenax 2...10
(NnpepycTaHoBreHHoe 3HayeHune 3);
- PD Boot Time — makcumarnbHOe BpeMs Ans nepesarpy3kum POE ycTponcTea

B npegenax 30...600 cek (npegyctaHoBneHHoe Bpems 120 cek).

Onsa BknwoveHuns yHKUMKM aHTM3aBucaHus Tpebyetca ykasaTb IP
agpec PoOE ycTpowncTtBa, 3agaTb Npoyve HacTPOWKW, ONUCaHHble Bblle U
HaxkaTb kHomrky Apply (MpuHaTL). OTcnexuBaTb KONUMYECTBO cpabaTbiBaHUN

YHKLMN aHTU3aBUCaHNs MOXHO no kornoHke PD Reboot Times.
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http://192.168.0.1/fs/doc/protected/PoePdQuery.html

BHumaHue! [Onsi koppekTHonm paboTbl (PyHKUMM aHTM3aBUCaHWUS MNoAceTb
KOMMyTaTopa M OTCMEXWBAaeMOro MoAKIMIOYEHHOro K KommyTaTopy PoE
YCTPOWCTBa AOMKHbI coBrnagaTb. Hanpumep, IP agpec kommytaTopa —
192.168.0.1, IP agpec PoE ycrtpoiictBa — 192.168.0.140 mnmetoT ob6LLytO

nogcetb 0. B npotMBHOM cnydae kommyTatop OyaeT nepesarpyxatb POE

YCTPOMCTBO NOCTOSHHO Yepe3 yKa3aHHbIN MPOMEXYTOK BPEMEHW.

Ona oTtknoyeHuns dyHKUMKM aHTU3aBucaHusa Tpebyetca BbibpaTb
nopt, VYybpatb IP agpec nogkniodeHHoro PoE  yctponctBa 13

COOTBETCTBYIOLLEro Nons U Haxatb kHonky Apply (MpuHATB).

10. U3ameHeHue IP agpeca kKommyTaTopa

: aann
- [ = s I s T o[ofc[o]
~
3 SW-80802/L(150W) IP Address Configuration
=43 System Configuration f
B Basic Information Line Item VLAN ID 1P Address / Subnet Prefix DHCP Client MAC Address
[ Serial Information | LV L] 192. 168. 0. 3/24] x| [Diseble V] 0028.2411.bdf1
E) User Management 1 1 192.168.0.1124 Disable 0028.2411.BDF 1
[ Safe Management
[E) SNTP Configuration Refresh Create VLAN Interface Delete VLAN Interface
S A BT Set IP Address/DHCP Ciient Delete IP Address Help

) Save Current Configuratior
[& Configuration File
B File Upload
[E) System Reboot

#(] Port Configuration

#{1 MAC Binding

& MAC Filter

{1 VLAN Configuration

{1 SNMP Configuration

(] ACL Configuration

%] QOS Configuration

S IP Basic Configuration
B IP Address Configuration
B ARP Configuration and Dis
[E) Host Static Route Configur

#{] AAA Configuration

Onsa nameHeHns IP agpeca kommyTartopa:

e BuinonHute Bxoa B WEB uHTepdenc kommyTaTopa;

e Bonagute B pasgen meHio IP Basic Configuration, nyHkT IP Address
Configuration (HacTtporika IP agpeca);

e yctaHoBuTe Line Item «1», DHCP Client «Disablew;
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e BBeauTe HoBbI agpec B none IP Address/Subnet Prefix (agpec
OOKEH ObITb YHUKANbHBIM U HE JOMKEH NOBTOPATLCSA);

e HaxmuTe Set IP Address/DHCP Client (ycTaHOBUTb agpec), cTaphbii
IP agpec aBTomaTmnyeckn nepectaHeT 4eNCTBOBaTh;

e BobinonHute nostopHbin Bxog B WEB nHTepdeinc, ncnonbays HOBbIN
IP agpec.

BHumaHue!

Ona coxpaHeHns HoBoro IP agpeca B 9HeproHe3aBMCUMOW NaMaTU
KommyTaTopa B pasgene meHiwo System Configuration, nyHkt Save Current
Configuration (MpocmoTp TekyLLen KoHduUrypawumm) cCoxpaHuTe HaCTPONKY, B
NPOTMBHOM CInyyae npu nepesarpyske kommytatopa OygeT ycTaHOBReH
npeabigywm IP agpec. Obpatute BHUMaHWE, 4YTO HOBbIE MapameTpsbl,
nomumo camoro IP agpeca, OOMmKHbI cogepxaTb NpeduKC Macku noaceTu
(3HayeHwue B Butax nocne cumsona "/". (Hanpumep: 192.168.0.1/24)

11. TexHNn4YecKne xapakTepucTUKu*

Mogenb SW-8182/L(300W) SW-8244/L(400W)

OOLuiee kon-Bo NOPTOB 20 28

Kon-Bo noptoB FE+PoE - -

Kon-Bo noptos FE - -

Kon-Bo noptoB GE+PoE 16 24

Kon-Bo noptos GE
(He Combo nopTbl)

Kon-Bo noptoe Combo
GE (RJ45+SFP)

Kon-Bo noptoB SFP
(He Combo nopThbl)

BcTpoeHHble onTnyeckue
nopTbl

MowHocTe PoE Ha oguH 90 (1,2 nopThbl)
nopt (makc.) Bt 30 (ocTanbHble NOpThbI)
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Mopgenb

SW-8182/L(300W)

SW-8244/L(400W)

CymmapHasi MOLHOCTb
BCex noptoB (makc.) (BT)

300

400

CtaHpapTbl PoE

IEEE802.3af IEEE802.3at IEEE802.3bt

MeToa nogayn PoE

Meton A+B (1,2,4,5+ 3,6,7,8-), 1-2 nopTbl
MeTtog A (1,2+ 3,6-), ocTanbHble NOpThI

(Switching fabric)

3Besga

Tononormn noakntoYeHns Kackag
KonbLo

Bydep nakeTos 4.1 Mb

Tabnuubl MAC-agpecoB 8 K

MponyckHas

CnocobHOCTb

KOMMYTaLMOHHOWN 128 out/c

maTpuupl

CkopocTb 06cnyxunsaHms
naketoB (Forwarding
rate)

1000Mbps port — 1,488,000 nakeToB/c
100Mbps port - 148,800 nakeTtos/c
10Mbps port - 14,880 nakeTos/c

Moppepxka jumbo frame

9,6 Kb

CTaH,D,aprI N NPOTOKONbI

IEEE 802.3x
IEEE 802.3
IEEE 802.3u
IEEE 802.3ab
IEEE 802.3z
IEEE 802.3ad
IEEE 802.3q
IEEE 802.3g/p
IEEE 802.1w
IEEE 802.1d
EEE 802.1S

YnpasneHue

Web management —

ynpaeneHue yepes Web-

UHTepdenc;
SNMP v1/2/3

e Web management —

WHTepdenc
e RS-232 Telnet/SSH;
e SNMP v1/2/3
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Mogenb SW-8182/L(300W) SW-8244/L(400W)
e PoE
* PoE e Link/Act
MugukaTtopbl e Link/Act
PWR e 1000m
e PWR
MuTtaHne AC100-240V
OHepronoTpebneHve
(6e3 Harpy3ku PoE) <10Br <15Br
BcTtpoeHHas 3KV 3KV
rpososawumra
Oxna)xgeHune AKTUBHOE (BEHTUNATOP Ha 3afHeN nNaHenm)
Paamepbl (LUxBxI") (Mm) 295x45x195 440x45x290
Cnocob MoHTaxa MoHTax B 19" cTolKy
Knacc 3awuTbl IP40
Pabouasi Temnepartypa 0...+50 °C
OtHocutensHas 0-95% 6e3 KoHOeHcaTa
BMaXHOCTb
v' Pexum yBenuyeHuns fanbHOCTV nepeaayv curHanos 4o
[ononHuTenbHo 250M. (CkopocTb nepegayn orpaHmdeHa 10 MouT/c).
v' ®yHKuus aHTM3aBucaHusi PoE yctporicts (PD Query)

* [NponsBoguTenb MMEET NPaBO U3MEHSATb TEXHUYECKNE XapaKTEPUCTUKN N3LENNA U
KomnnekTaumto 6e3 npeasapuTenbHOro yseomMmneHus.

12. NapaHTuUA

lMapaHTust Ha Bce obopygoBaHne OSNOVO — 7 net (84 mecsaua) c
OaTbl NPOAaXK, 3@ UCKIIOYEHMEM aKKyMYNATOPHbIX GaTtapewn, rapaHTUNAHbIN
Cpok - 12 mecsues.

B TeyeHue rapaHTUHOrO cpoka BbINOMHAETCA 6ecnnaTHbIN PEMOHT,
BKITlOYas 3anyacTu, Uiy 3ameHa U3aenuin npu HEBO3MOXKHOCTU UX PEMOHTA.

MogpobHas NHpopMaums 06 YCNoBusix rapaHTUMHOro
06cnyXMBaHUsi HAXOANTCA Ha calTe WWW.0SNovVo.ru

2

230329 (2)
230426 (2)
230623 (2)

81

“ % SEC.RU

KopoTkuii nyTb K MHcbopmaLmm CKauaHo c sec.ru



http://www.osnovo.ru/support/garanty

