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1. Ha3Ha4yeHue

Ynpasnsembole L2+ PoE kommyTtatopbl SW-8182/L(300W) Ha 20
noptoB un SW-8244/L(400W) Ha 28 nopToB npeAHasHayeHbl AOns
06beanHeHNs CeTEBbIX YCTPONCTB M Nepeaayn AaHHbIX U muTaHus (POE) K Hum.

KommyTaTopbl OCHaLLEHbI:

v" 16 ocHoBHbiMK nopTamu Gigabit Ethernet (10/100/1000Base-T) ¢
PoE, 2ms Uplink noptamn Gigabit Ethernet (10/100/1000Base-T) u
2ma Gigabit Ethernet (1000Base-X) SFP cnotamwn — gna mogenmu
SW-8182/L(300W);

v' 24 ocHoBHbiMM nopTamu Gigabit Ethernet ¢ PoE n 4msa Gigabit
Ethernet Combo Uplink noptamun (RJ-45(10/100/1000Base-T) +
SFP(1000Base-X)) — ana mogenu SW-8244/L (400W).

Kaxgblh 13 OCHOBHbIX MOPTOB y 00OMX MOAenen KOMMYTaTopOB
cooTBeTCcTBYeT cTaHgapTam PoE IEEE 802.3af/at n aBTOMaTU4ecKku
onpegenset nogknovaemble POE-ycTporictBa. MakcumanbHas MOLLHOCTb
PoE Ha nopt paBHa 30 BT. O6was BbixogHasi MOLLHOCTb:

v" 300BT Ha 16 nopToB — Ans moaenv SW-8182/L(300W);
v' 400BT Ha 24 nopta — ans mogenu SW-8244/L(400W).

B «kommyTatopax npegycMoTpeHa YHKUMSA MpOBEpKu cTaTtyca
noakntoveHHoro PoE yctponctea (POE Online detection). JaHHaa dyHKums
HacTpamBaeTca 4Yepe3 WEB uHTepdenc u nossonsetr AuarHOCTUpoBaTb
«3aBucaHue» NoAdKMYeHHbIX POE ycTponcTB u nepesarpyxaTb WX nyTem
nepenogaym PoE nutaHus.

B kauvectBe SFP-moaynein pekomeHOyeTcs Ucnonb3oBaTb MOAYNM C
NOAXOASLLMMN CKOPOCTHLIMU XapakTepuctukamu — 1 FomT/c.

SW-8182/L(300W) n SW-8244/L(400W) noaaep>XuearT
aBTomaTuyeckoe onpegeneHne MDI/MDIX (Auto Negotiation) Ha Bcex
MeaHbIX nopTax.

KommyTaTtopbl  pacnosHaloT  TuUM  MOOKIOYEHHOTO  CETeBOro
YCTPOMCTBA U NP HEOOXOAMMOCTU MEHSAIT KOHTaKTbl Mepedayn AaHHbIX,
YTO MO3BOMSET Wucnonb3oBaTb kabenu, obxatble mn6bIM cnocobom
(kpoccoBble 1 NpsIMbIE).

KommyTatopbel HacTpauBatTca 4depe3d WEB-uHTepdenc u unmeet
MHOXECTBO (PYHKLMI L2 YPOBHS, TakuX Kak:

v VLAN
v" IGMP snooping
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v QoS un ap.

B mogenn SW-8244/L(400W) npegycmoTpeH nopT RJ-45 (Console)
Ons ynpaBneHus KommyTaTopoM Yyepes nHtepdenc RS-232.

KommyTatopbl Mogenen SW-8182/L(300W) n SW-8244/L(400W)
MOryT ObITb C YCMEXOM WCMOMb30BaHbl B CaMbIX Pasfu4HbIX cdepax
npMMeHeHus roe TpebyeTca OObeaMHUTb 3HAYMTENbHOE  KOMMYECTBO
YCTPOMWCTB B OHY CETb C BO3MOXHOCTbIO 3anunTaTb ux yaaneHHo (PoE).

B nepsyto odepegb, SW-8182/L(300W) u SW-8244/L(400W) kak
Henmb3s  nydwe  nogomayt  AnA  OpraHvM3auum  KPYynHOW  CUCTEMbI
BMOEOHabNoAEeHN C BOSMOXHOCTLIO OMarHOCTUKN U MOHUTOPUHIa B TOPrOBOM
LeHTpe/Ha npeanpusaTu.

2. Komnnekrauuna*

SW-8182/L(300W) SW-8244/L(400W)
1. Kommytatop SW-8182/L(300W)— 1. KommyTtatop SW-8244/L(400W) —
1wr; 1wr;
2. PykoBOACTBO MO aKcnnyatauum — 2. PykoBoacTBo no akcnnyartaumm —
1wr; 1wr;
3. Kabenb onsa nogkno4eHns K cetu 3. Kabenb ans nogkntodeHust K cetn
AC 220V — 1uwT; AC 220V — 1uwT;
4. Habop kpenneHun gna 19“ ctorikn 4. Kabenb RJ-45-DB9 — 1w;
—1wT; 5. Habop kpenneHui gna 19“ ctoriku
5. YnakoBka — 1WT. —1wrT;

6. YnakoBka — 1WT.

3. OcobeHHOCTM 0GOpyAOBaHUA

o [nga mogenn SW-8182/L(300W):
v' 16 kommyTupyeMbIx Gigabit Ethernet (10/100/1000 M6uT/c)
noptoB ¢ PoE
v' 2 Gigabit Ethernet (10/100/1000Base-T) MeAHbIx nopTa —
RJ-45;
v' 2 Gigabit Ethernet (1000FX) SFP cnoTa.
e [Insa mogenun SW-8244/L(400W):
v’ 24 kommyTupyemblx Gigabit Ethernet (10/100/1000 M6uT/c)
nopTos ¢ PoE
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v 4 Gigabit Ethernet Combo Uplink nopta — RJ45
(10/100/1000Base-T) + SFP (1000Base-X) — ans nepegaym
Ethernet no BuTON Nape mnu ontuke ¢ nomoubo SFP-
Moaynewn (B KOMMMEKT HEe BXOOAT).
e CootBetctBue ctaHgaptam PoE IEEE 802.3 af/at, aBTomaTtnyeckoe
onpeaeneHue nogknovyaembix POE-yCTponCTB;
¢ MakcumanbHast MowwHocTb PoE Ha nopTt — go 30BrT;
e OO6L1asn BbIXOAHAS MOLLHOCTD :
ansa mogenu SW-8182/L(300W) — go 300 BT (16 nopTtoB);
ansa mogenu SW-8244/L(400W) — go 400BT (24 noprta).
o [loppepxka dpyHkuun L2 yposHs (VLAN, IGMP snooping u T4.);
e HacTtpoika n ynpaeneHue yepe3 WEB-uHTepgeiic, RS-232 n
Telnet/SSH;
e ATOmaTuyeckoe onpeaenerne MDI/MDIX;
e Pasmep 6ycepa naketos: 4,1 ME;
e Paamep Tabnuubl MAC-agpecos: 8K;
e [lponyckHasi cnocOOHOCTbL KOMMYTaLMOHHOW MaTpuubl: 1286uT/c;
o T[lognepxka Jumbo-dperimoB: 9.6K0;
e [lutaHue — AC 100-240V;
e [MOKOCTb HACTPOWKKN, MPOCTOTa U HAAEXKHOCTb B AKCMyaTauum.

4. BHelHWW BUAO U ONUCaAHME 3NIeMEHTOB

4.1 BHelwwHnn BUA

Puc. 2 KommyTaTtop SW-8244/L(400W), BHeLUHWIA BUA,
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4.2 OnncaHue 3NeMeHTOB KOMMYTaTOpPOB

OSNOVO

table transmission
16GE+2GE+2SFP Switch

12 3 4 5 67

Puc. 3 KommyTatop SW-8182/L(300W), pasbembl U MHANKATOPbLI Ha
nepegHen naHenu

Tab. 1 HasHa4yeHMe pa3beMoOB 1 MHOMKATOPOB Ha NepeaHeln naHenm
kKommyTaTopa SW-8182/L(300W)

rr:jgn O603Ha4eHne HasHauyeHune
LED wnHgukaTop ceTeBon akTMBHOCTM Ansa 1ro SFP
cnota (19)
[opuT — coeamHeHne No ONTOBOSIOKOHHOMY kabento
1 19 yCTaHOBIMEHO
He roput — coeguHeHmne He yCTaHOBMEHO,
nposBepbTe kabenb nnu SFP moayne (ckopoctb SFP
MoAyrns AormkHa ObITb He Hke 1 FounT/c)
LED nHgukaTop ceTeBon akTMBHOCTM Ans 2ro SFP
cnorta (20)
CopuT — coegmHeHne No ONTOBOSIOKOHHOMY kabento
2 20 yCTaHOBIEHO
He roput — coeguHeHne He yCTaHOBMEHO,
nposBepbTe kabenb nnu SFP moayne (ckopoctb SFP
MoAynsa AormkHa 6biTb He Hke 1 TouT/c)
LED vHgukaTop nutaHu4.
3 POWER [opuT — NnuTaHne nogaeTcs.
He roput — nutaHue He nogaetcs. NMpoBepbTe ceTb
AC 220V, WHyp nuTaHua
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Ne

/n O6o3Ha4yeHne HasHaueHne

Pasbembl RJ-45 ¢ 1 no 161 ana nogknioyYeHnsa ans
NOAKMIOYEHNS CETEBbIX YCTPOMCTB Ha CKOPOCTH
10/100/1000 M6uT/c 1 3anuTbiBaHUSA KX NO
TexHonormm POE (aBTOMaTuyeckoe onpenerneHue)

PoE (kenTtbinn) — LED uHaukatopbl POE.

4 1-16 [opuT— nogkntoyeHo ycTponcTeo ¢ PoOE.
He roput — nogkntoyeHo yctponcteo 6e3 POE nnu
nutaHve POE He nogaeTcsa (HencnpaBHOCTD)

Link (3eneHbin) — LED nHankaTop akTMBHOCTU

[oput/muraer — coegmMHeHne yCTaHOBNEHO, UOeT
nepegava gaHHbIxX Ha ckopoctu go 1000 Méut/c
Uplink nopTbl — pasbembl RJ-45 ) — ucnonb3yetcs
ONS NOAKMIYEHMS KOMMYTaTopa K CEeTU UIn
OpYroMy yCTPOWCTBY C UCMOMb30BaHNeEM Kabens
BUTOM Nnapbl Ha ckopocTtu 10/100/1000 MbuT/c

5 17 Link (3eneHbin) — LED nHankatop akTMBHOCTU

18 Coput/muraeT — coegmHeHne yCTaHOBIEHO, naeT

nepegava gaHHbIx Ha ckopoctn go 100 Méwut/c

OpanxeBbli HamkaTop — Foput — coeguHeHne

YyCTaHOBMEHO, NAET nepegaya SaHHbIX Ha CKOPOCTY

no 1000 MéuTt/c

SFP cnotbl npegHasHaveHbl 4N NOAKNI0YEHUs

19 KOMMyTaTtopa K CeTu Uim gpyromy yCTpoOMCTBY No

6 20 OMNTOBOSIOKOHHOMY Kabento ¢ ucnonb3oBaHnem SFP
mMogayrnen (npuobpeTtatoTcsa oTaenbHO).CKopoCcTb —

1000M6uT/C.

MukpokHornka (yTonneHa, HeobXxoaum OJIMHHbIN
7 RET npeamet ansa Haxatms) RESET
C6poc HacTpoek kommyTaTopa
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1 2 3

Puc. 4 KommyTtaTtop SW-8182/L(300W), pazbeMbl 1 KHONKM Ha 3agHen
naHenmu

Tab. 2 HaszHavyeHVe pa3beMoB 1 KHOMOK Ha 3aJHen naHenu KommyTtartopa
SW-60822/MB(150W)

Ne

/n O6o3Ha4yeHune HasHaueHne

1 BuHTOBas knemma ans 3asemreHus kopnyca
KoMmyTaTopa.

Pasbem ansa nogknoyeHms kommyTtatopa k cetn AC
2 AC100-240V | 100-240V c nomMmoLlbto Kabens nutaHus s
KOMMMEeKTa NOCTaBKM .

3 H KHonka BKM/BbIKIIOYEHUS NTUTaHUSA KOMMYTaTopa.

Puc. 5 KommyTatop SW-8244/L(400W), pazbeMbl U UHANKATOPbI Ha
nepegHen naHenu
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Ta6. 3 HasHavyeHWe pa3beMoB U MHOMKATOPOB Ha NepeaHen naHenm
KommyTatopa SW-8244/L(400W)
Ne
n/n

O6o3Ha4yeHne HasHauyeHne

LED vHOukaTop NnuTaHna nopToB MaTpuLbl
KOoMMmyTaTopa

[opuT — nuTaHne nogaeTcsa Ha NOPThI

He roput — nutaHue He nogaetcs

1 PWR

LED wngukaTopbl POE ans noptoB ¢ 1 no 24

[opuT— nogkntoyeHo yctponcTeo ¢ PoOE.
He roput — nogkntoyeHo yctponcteo 6e3 POE vnu
nutaHne POE He nogaeTcsa (HencnpaBHOCTD)

LED unHgumkaTopbl ckopocTh ans noptos 1-28

(Bkntoyass Combo nopThbl)

PoE
2 1000M [opuT — coeanHeHne ycTaHOBNEHO, NAET nepegadva

Link/Act AaHHbIX Ha ckopocTu go 1000 Méut/c
He roput — makcumanbHasi CKOpoCTb COeAUHEHNS
100 MéwuT/c

LED nHgukaTOopbl CETEBOM aKTUBHOCTM NopToB 1-28
(Bkntoyast Combo nopThbl)

FOQVIT/MVIFae — coeainHeHne yCtaHoBI1eHO, nget
nepegada gaHHbIX

Pa3sbem RJ-45 ons nogknioveHns kKoMmmyTtaTopa K
MK ¢ nomowbto kabena RJ-45-DB9. Ucnonb3yeTtcs
Ona oTnagkm kommMyTaTopa Yepes RS-232
NUHTepdenc.

3 Console

Pasbembl RJ-45 ¢ 1 no 241 ncnonb3ytoTcsa s
NOAKMIOYEHUSA K KOMMYTaTOpPy CETEBbIX

4 1-24 yctponcte10/100/1000 M6uT/c 1 3anuTbiBaHNS UX
no TexHonorum PoOE (aBTomatunyeckoe
onpefeneHune)
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Ne
n/n

O6o3Ha4yeHne

HasHaueHne

2526 27 28
25 Combo
26 Combo
27 Combo
28 Combo

Combo Uplink nopTel (25-28) — RJ-45(1000BaseT) +
SFP(1000Base-X) — ucnonbayeTcs a5
MOAKITHOYEHNSI CETEBLIX YCTPOWCTB C
ncnonb3oBaHveM Kabens BUTOW napbl Unu
ONTOBONOKOHHOrO kabens (Mcnonb3ytoTca SFP
MOZYIM CO CKOPOCTbIO He MeHee 1,251 6uT/c,
npuobpeTarnTcs oTAENbHO)

PWR

LED vHgukaTtop nutaHug.

[opuT — nuTaHne nogaetcs.
He roput — nutaHue He nogaetcs. [poBepbTe ceTb
AC 220V, WwHyp nuTaHuns

MukpokHorka (yTonneHa, HeobXxooum OJIMHHbBIN
npegMeT ans Haxatusa) RESET
C6poc HacTpoek komMmyTaTopa

SYS

LED wnHamkaTop pabotel CPU kommyTaTopa.
Mwuraet ¢ yactoTon 1 pas /cek npu nHMLManM3aumm
YCTPOWCTBA NMOCe BKIIOYEHMS.

1

2 3

Puc. 6 Kommytatop SW-8244/L(400W), pasbeMbl 1 KHOMKN Ha 3agHen
naHenu

Tab. 4 HazHayeHne pa3beMOB M KHOMOK Ha 3aJHew NaHenu KoMMmyTartopa
SW-8244/L(400W)

Ne
n/n

O6o3Ha4yeHne

HasnaveHue

1

BuHTOBasa knemma gnga 3asemrieHust kopnyca
KoMMYyTaTOpa.

“ % SEC.RU
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Ne

/n O6o3Ha4yeHne HasHaueHne

Pasbem ansa nogknoyeHms kommyTtatopa k cetn AC
2 AC100-240V | 100-240V c nomoLbto Kabens nutaHus ms
KOMMEeKTa NOCTaBKM .

3 H KHonMka BKMN/BbLIKMIOYEHUS MUTAHUS KOMMyTaTtopa.

5. Cxema nogknroyeHus

SW-8182/L(300W)

ONTOBOMOKHO
% K ipyroMy KOMMyTaTopy

g | OSNOVO
g i 5 Cat 5e \
Z) ( =) Wi-Fi poyTep
< i
(] ] % [} i (¢
f w '2 iy f w o @ ONTOBONOKHO 2
8y~ 8~ 8§ e //)—br‘ ﬂNVR
‘ Cat 5e " ’
i ’ I Mo 16 kamep
o) T T ees L
Pl o e
PoE PoE PoE PoE
Kamepa kamepa  kamepa Kamepa
Puc.7 TunoBas cxema nogkntoveHus kommyTtatopa SW-8182/L(300W)
SW-8244/L(400W)
Cat 5e
2 - = win
g - ) g ONTOBOMOKHO A
g a E i ‘ [lo 4x noaknioyeHuit :
g E g‘éw g))g v: g] il) ONTOBOMOKHO > "
i i it Cat 5e
R |
E 2‘ Ho 24 xamep
>l - oo L -
PoE PoE PoE PoE
kamepa Kkamepa  kamepa kamepa
Pwuc.8 TunoBas cxema nogkntoyeHns kKommytatopa SW-8244/L(400W)
15
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6. MNMpoBepka paboTOCNOCOOHOCTN CUCTEMDI

Mocne nopknioveHus kabenen Kk pasbémMaMm W MOdavn NUTaAHUS Ha
koMmmyTaTtop SW-8182/L(300W) unu SW-8244/L(400W) MOxXHO yoeautbcs B
ero paboTocrnocobHoCTW.

Mogknounte kommyTatop Mexay asyms MK ¢ u3BecTHbiMn IP-
agpecamu, pacrnonaratlowmMMmnca B ogHOW NoAceTn, Hanpumep, 192.168.1.1 u
192.168.1.2.

Ha nepsom komnbtoTepe (192.168.1.2) 3anycTute KOMaHAHYK CTPOKY
(BbINONHMTE KOMaHAy cmd) 1 B NOSIBMBLUEMCS OKHE BBEAUTE KOMaHay:

ping 192.168.1.1
Ecnn Bce noaknioyeHO NpaBumbHO, Ha 3KpaHe MoHMTOpa oTobpasnTca OoTBeT
OT BTOpOro komnbtoTepa (Puc.9). Oto cBugeTenbcTtByeT 006 MCMpaBHOCTU
KOMMyTaTopa.

INNT' System32 command.com
C:\>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
TTL=255
T 5

1 4
e round trip times in milli-
» Maximum = @nms, Av

Puc.9 [JaHHble, oTOOpaxatoLlmecs Ha SKkpaHe MOHUTOpa, nocne
ncnonb3oBaHnsa KoMaHgel Ping.

Ecnu otBeT ping He nony4yeH («Bpems 3anpoca UCTEKNo»), TO
cnepgyeT NpoBepuTb coeanHUTenbHbIN kabenb 1 IP-agpeca KOMNbLIOTEPOB.
Ecnn He Bce nakeTbl ObINM NPUHATBI, 3TO MOXET CBMAETENbCTBOBATD:!

- 0 HM3KOM KadecTBe kabens;
- 0 HeucnpaBHOCTM KOMMYyTaTopa;
- 0 Momexax B fIMHUN.

MpumeyaHue:
MprynHbBI NOTEPU B ONTUYECKON JIMHUN MOTYT ObIThb Bbi3BaHbI:
- HeucnpasHocTblo SFP-mogynen
- n3rmbamm kabens
- 6ONbLUMM KONTMYECTBOM Y3110B CBapKu
- HENCMNPAaBHOCTbIO UM HEOAHOPOAHOCTbLIO ONTOBOJSIOKHA.
16
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7. MoproToBKa nepepn ynpaBrieHMEM KOMMYTaToOpoOM Yepes
WEB-uHTepdenc**

Web-nHTepdenc nossonsiet

rmoko HacTpamBatb W OTCIEXNBaATb

COCTOsIHME KOMMYyTaTopa, ucronb3ysi 6paysep (Google Chrome, Opera, IE 1 10)
13 nobo TOUKN B CETU.
Mpexge, Yem npUCTyMUTb K HacTpomke koMmmyTatopa udepe3 Web-
uHTepdeic, Heobxoanmo ybeautbest, uto Baw MK 1 kommyTaTtop HaxoaaTcs B
ogHon ceTn. YToBbl nmpaBunbHO ckoHdwurypuposatb Bawwl [MK wncnonb3ynte
CrneayoLLy0 NOLIAroByt UHCTPYKLLMIO:

1. Yb6eputech, 4To ceTeas kapTta B Bawem [1K ycTtaHoBneHa, paboTaet u
nogaepxveaet TCP/IP npoTtokorn.

2. MMopkntounte mexay cobon kommytatop u Baw [1K, ncnonb3ys naty-

kopa RJ-45

3. Tlo ymonyaHuio IP-agpec kommyTtatopa: 192.168.0.1. KommyTtatop u
Baw [MK pgorkHbl HaxoauTbCca B ogHoln nogcetun. Namenute IP agpec
Bawero K Ha 192.168.0.X, rae X-uucrno ot 2 go 254. MNoxanyincTa,
ybeoutecb, uto IP-agpec, koTopbii Bbl HasHavaeTe Bawewmy [K, He
cosnagan c IP-agpecom KommyTtaTopa.

) Ethernet Properties
Networking | Sharing

Connect using:

&¥ Qualcomm Atheros AR8171/8175 PCI-E Gi

This connection uses the following items:

4= Q05 Packet Scheduler

[J s Microsoft Network Adapter Multiplexor Py
~& Microsoft LLDP Protocol Driver
W] -a. Link-Layer Topology Discovery Mapper |
V| .. Link-Layer Topology Discovery Respond|
W] -a. Intemet Protocol Version 6 (TCP/IPv6)
W] - Intemet Protocol Version 4 (TCP/IPv4)
<

Install... Uninsta
Description

Transmission Control Protocol/Intemet Protocol
wide area network protocol that provides com
across diverse interconnected networks.

OK

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(7) Obtain an IP address automatically

(®) Use the following IP address:

1P address: 192 . 168 .
Subnet mask: 255 . 255 .
Default gateway:

Obtain DNS server address

a
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[validate settings upon exit

T

Advanced...

Cancel

4. 3anyctute Web-6paysep (IE, Firefox, Chrome) Ha Bawem MK

SEC.RU

KopoTkuii nyTb K MHcbopmaLmm
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5. Beegute B agpecHyto cTpoky 192.168.0.1 (IP-agpec kommyTaTopa) u
HaxxmuTe Enter Ha knaemaTtype.

a' [ & hepno2a6801 £+ B¢ % || @ smartswitch Web-Base C.. ‘

6. T[loasuTca chopma ayTteHTUMKaLmn. Mo ymonyaHmto noruH admin.
Maponb nycTon.

Authentication Required
@ http://192.168.0.1 is requesting your username and password. The site says:
“Networks”

User Name: h"

Password: eeeee

“ 0K l ‘ Cancel

B panbHenwem naponb W FIOTMH MOXHO MOMeHsTb 4vepe3 WEB
MHTEpdEeNC KoMMyTaTopa.

7. Tlocne KOpPpeKTHOro BBOAA MMEHM MOMb30BATENS(MOMMH) M Mapons
nosisutcs rnasHoe okHo WEB mHTepdeica kommyTaTopa

LG & hep//192.1680.1/ 2
o

link up
disable
link down

CEBD

‘3 Switch

{1 System Configuration
{3 Port Configuration

1 MAC Binding

1 MAC Filter

' VLAN Configuration
(1 SNMP Configuration
(3 ACL Configuration

1 QOS Configuration
1 IP Basic Configuration
(1 AAA Configuration
(1 MSTP Configuration
(3 IGMP SNOGPING Confi
1 GMRP Configuration
] EAPS Configuration
1 RMON Configuration
(3 Cluster Management

1 Log Management

< >
i H100% ~

** Noppo6Hoe onucaHue Bcex HacTpoek WEB uHTepderica kommyTaTopa
Bbl MOXET€ HaWTU B MOJIHOW WHCTPYKUMU K KOHKPETHOM MoAenu
KOMMyTaTopa Ha caMTe WWW.0Snovo.ru

18
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8. YnpaBneHue yepe3 WEB-uHTepdenc, o0CHOBHble
3NeMeHTbI

8.1 CTpykTypa AepeBa HaBUrauuu no rpynnam

Becb web-uHTepdenc BusyansHo pasgeneH Ha 18 rpynn:

Sl 2 htip://192.168.0.1/ -2 @ switch
2 4 s 8 10 2146 182 2 2 s
0000 A0 AdAn e
OO0 A00O AnAn oo JSane
13 5 7 8 11 1315 1 19 20 2» 25 26 £ link down

3 Switch

#{] System Configuration
® {1 Port Configuration
&) MAC Binding

#() MAC Fiter

(] VLAN Configuration
#{] SNMP Configuration
(] ACL Configuration
#(] QOS Configuration
(] IP Basic Configuration
AAA Configuration
MSTP Configuration
(] IGMP SNOOPING Confi
¥ GMRP Configuration
EAPS Configuration
RMON Configuration
#{] Cluster Management
¥ Log Management
B ECE Power Control

I < >
U #100% ~

8.2 OnucaHue kHonok WEB uHTepdenca

BONbLUMHCTBO KHOMOK AN M3MEHEHUsI TeX WIM WHbIX HacTpoek
kommMmyTaTopa Yepe3 WEB vHTepdelic Yallle BCero BbIMOMHAT OOHY U TY Xe
ponb. B Tabnuue Hwxe p[aHo o6llee onucaHWe QYHKUMWIA, KoTopble
BbINOMHSAIOT T€ UMW UHbIE KHOMKW.

KHonka HasHauyeHne

OO6HoBNSAET 3Ha4YeHMe BCeX TEKCTOBbIX

Refresh (O6HOBUTDL) Noneil Ha CTpaHMLLe

Yucnosoe 3HaveHve 6yaet obHOBMEHO B
namaTu. MNockonbky NpoBepka ownbok
BbIMOSHAETCS Ha CTOPOHE KOMMYTaTopa,
npoBepka ownbku 6ygeT BbINOMHEHa
TONbKO MOCMe TOro, Kak nofib3osaresb
BblGEpET 3Ty KHOMKY.

Apply (MpuHaTe/nogTBEPAUTD)

Delete (Yganutb) YaansieT Tekyliee 3Ha4yeHme
OTKpbIBaeT CTpaHuLy cnpasku, And
Help (Momowb/cnpaBka) KaXK[oro criyyas cywectsyet

nHamemngyarnbHaa cTpaHuua cnpaBKy.

19
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8.3 CooOLieHns o6 owmnbke

Ecnu npousowwna owmnbka npu obpaboTke 3anpoca oT Nnosfib3oBaTensi
K cepBepy (KOMMYyTaTopy), TO MOSABUTCH AMANOroBO€ OKHO C KOHKPETHbIM
onucaHuem oLINBKM.

8.4 lNonsa gna BBoga nHcpopmauum unm sHauYeHumn

HekoTtopble cTtpaHunubl WEB uHTepdenca kommyTtaTopa cogepxat
nonsa Ana BeBoAa TOW UMM UHOW MHOpMauun unn 3HadeHuin. C noMoLLbio
3TMX MOMEN MOXHO NOMYYUTb JOCTYM K pasfnunyHbIM CTpokam B Tabnuue (cMm.
PUCYHOK HUXe).

Ecnu noHagobutca gobaeButbe HOBYHO CTPOKY Heobxoanmo BbIOpaTb
u3 Bbinagatowiero cnucka NEW (HoBas) um noatBepauTb KHomkon Apply
(NpuHATB).

Ecnn  HeobXxoouMO M3MEHUTb  yXKe  CYLLECTBYIOLLYIO  CTPOKY
HeobxooMMo BbIOpaTb M3 BbIMNALAKLErO CMMCKA COOTBETCTBYHOLLMIA HOMEP
CTPOKKW, 3aTeM OTpedaKkTMpoBaTb [AOJPKHbIM 00pasoM W NOATBEPAUTH
n3meHeHust kHonkom Apply (MpUHATB).

Ona ypaneHunst CTpokM m3 Tabnuupl BbibepuTe M3 BbiNagaloLero
crnucka HOMep CTPOKM Ans yaaneHusl, a 3ateM HaxmuTe kHonky Delete
(yoanutb).

20
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hitp://192.168.0.1/

link up
disable
link down

DD~
ol D=

oD De
~B D=
CEBD

3 Switch SNMP Community Configuration
] System Configuration
{1 Port Configuration Item [Community Name |[Reaaiwrite State
{1 MAC Binding e v | uﬁ

1 MAC Filter 1 public I ReadOnly active
‘] WLAN Configuration

‘23 SNMP Configuration
Community Name
TRAP Target

3 ACL Cenfiguration

] QOS Configuration

{J IP Basic Configuration

1 AAA Configuration

MSTP Cenfiguration

IGMP SNOOPING Confi

GMRP Configuration

EAPS Configuration

RMON Configuration

Cluster Management v

Refresh Apply Delete Help

MERDERED

| ®100% ~

8.5 Nonsa co 3HayYeHMAMMU TeKyLlero cratyca

Ha HekoTopbIx cTpaHuuax WEB uHTepdeiica cyLLecTBYOT Noss, rae
oToOpaxkeH Tekywuid cTaTyc (CM. pUCYHOK Hwxke). Takue nons
npeaHasHayeHbl TOMbKO AN YTEHNUSA U HEe MOTYT OblTb M3MEHEHBI.

2 4 6 & 10 12 14 15 18 20 22 24 o
Oao0 Ao d o0 -;;ih"’;
oo d Ao d Aooo 08 -
1.3 5 7 8 11 13 15 17 19 21 23 25 26 1 link down
~
‘3 Switch System Configuration
‘2 System Configuration
; Basic Information System Description Switch3.3.9
B Serial Information System Object ID 1.3.6.1.4.1.36293.1000
User Management System Version Switch 3.3.9
T Num Network Interfaces 27 )
SNTP Configuration System start time 0-Days 0-Hours 2-Minutes 58-Seconds
5 System Name Switch
Current Configuration
Configuration File
File Upload System Location
Bl System Reset
Port Configurati
I D ° LR System Contact
{1 MAC Binding
{0 MAC Filter
{1 VLAN Configuration ] Apply Help
1 SNMP Cenfiguration
= ACL Configuration
1 QOS Configuration
{1 IP Basic Configuration Vv
VT S
< >
n #100% ~
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9. OnucaHue OCHOBHbIX rpynn u anemeHToB WEB
MHTepdenca kKommyTaTopa
9.1 NnaBHanA cTpaHnua WEB uHTepdenca

Mocne Toro, kak GbiNMM BBeOEHbl KOPPEKTHble daHHble AN BXoAda
(morMH M naponb), koMMyTaTop OTOOpasuT rnaBHytlo cTpaHuuy WEB

uHTepdenca ynpasneHms (CM. pUCYHOK HUXKE)

& htip://192.168.0.1/

2c e
2 4 6 8 10012 W W W@ A
cafn Acca Aaaa ke
OAa00 A0 0 A0O0 006 -
103 8 7 % @5 AT B n B # O link down

‘3 Switch

#] System Configuration
%} Port Configuration
#{} MAC Binding

# () MAC Filter

#_ VLAN Configuration
] SNMP Configuration
#(] ACL Configuration
#{_] QOS Configuration

# (] IP Basic Configuration
#_ AAA Configuration
%] MSTP Configuration
#1J IGMP SNOOPING Confi
#1J GMRP Configuration
() EAPS Configuration
%] RMON Cenfiguration
#) Cluster Management
*_ Log Management

9.2 KoHdmrypaumsa cuctemsl (System Configuration)

9.2.1 O6wan uHdopmauuma (Basic Information)

“ % SEC.RU

Gl 2 hip://192.168.0.1/

2 4 5 &8 W 12 14 16 15 20 2 2 ~
Aoah Ao d adaddd -‘;';i:;
D000 A0 0 OO0 o @08 o
13 5 7 89 i3 f5 47 oM om 2% 2% £ link down
~
‘3 Switch System Configuration
4 System Configuration
Basic Information System Description  Switch 3.3.9
Serial Information System Obiect ID 1316.1.4.1.36293.1000
I System Version Switch 3.39
Safe Management Num Network Interfaces 27
=, System start time 0-Days O-Hours 3-Minutes 33-Seconds
4 System Name Seizeh
Current Configuration
Canfiguration File
File Upload System Location
System Reset
I ®C3 Port Configuration system Contact
{1 MAC Binding
1 MAC Filter
(3 VLAN Configuration Retesn [ Fony T
{1 SNMP Configuration
| =2 act configuration
{1 QOS Configuration
(3 IP Basic Configuration v
AR Ao
< >
I ®100% ~
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v System Description (OnucaHne cucTembl) COAEPXUT 0OLLYyi0
WHpopmMaLno 0 cucTeme;

v System Object ID (UaeHTndukatop cuctemsbl) oTobpaxaeT
CeTeBON NaeHTUMMKaToOp CUCTEMBI;

v' System Version (Bepcus npolunBkM) oTobpaxaeT TeKyLLyl0 BEPCUIO
YCTaHOBMEHHOW Ha KOMMYTaTOp MPOLUUBKY;

v" Num network interfaces (KonuyectBo nopToB B KOMMYTaTope)
oTObpaxaeT KONMMYeCTBO MOPTOB Afsl COEOMHEHUS C CeTblo B
KOMMYyTaTope;

v' System start time (Bpemsi 3anycka cuctembl) 0ToGpaxaeT CKOMNbKO
BPEMEHU NPOLLSIO C MOMEHTA 3anycka KOMMyTaTopa;

v' System name (Mms kommyTaTopa) oTobOpaxaeT Tekyllee ums
KoMmmMmyTaTtopa. [onb3oBaTens MOXET U3MEHSITb 3TO 3HAYEHME;

v System location (MecTononoxeHve koMMyTaTopa) oTobpaxaeT
dusnyeckoe MEeCTOMONOXeHne KoMMyTaTopa. 3apaetcs
nonb3oBaTenem;

v' System Contact (KoHTakTHble faHHble) oToOpaxaeT Bnagenbua u
KOHTaKTHble AaHHble. 3agaeTcs nonb3oBaTenem.

9.2.2 Serial information (MHcpopmauums o RS 232/485 nopTte gns
ynpaBrieHusi KOMMyTaTOpOM)

B http://192.168.0.1/ D~ B | & switch
2 a4 & 8 10 12 16 1 18 2 2 2 1 i
OoOAa0 A0 aonon .;‘b‘“"
A0 0 AdAn AN AA 0068 oane
13 5 7 9 1M 13 15 17 19 21 2@ 25 26 0 link down
i A
‘3 Switch Serial Port Configuration

{3 System Configuration

Basic Information Baud Rate 19600

Character Size 18

Serial Information

Parity Code None
Stop Bits 1
Flow Conirol None

User Management

Safe Management
SNTP Configuration
Current Configuration Refresh| Help
Configuration File

File Upload

System Reset

#{1 Port Configuration

{1 MAC Binding

A1 MAC Filter

*{1 VLAN Configuration

#{1 SNMP Configuration

(1 ACL Configuration

(11 QOS Configuration

*{_1 IP Basic Configuration v

A T T T T T A

AL KRR P anBreratine

i< >
L ®100% -
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OaHHas ctpaHvua WEB uHTepcberica cooepxuT psg napameTpos,
KOTOpble HeobxoauMbl Ansi yrpaBneHWss KOMMYTaTopoM yepes MHTepdenc
RS232/485 ncnonb3ys nopt CONSOLE. lNpn ynpaBneHnM KOMMYTaTOpPOM
yepes HyperTerminal ybeguTecb, 4YTO HACTPOWKM  COOTBETCTBYHOT
NpVBEAEHHBIM HA 3TOW CTPaHULLE 3HAYEHNSAM.

Baud rate (ckopocTb nepeaayun gaHHbIX)

Character Size (pasmep c1mBOnoB)

Parity code

Stop bits (ctonoBble 6UTbI)

Flow control

9.2.3 User Management (UHcpopmauus o nonb3oBaTensix)

& http://192.168.0.1/ P - B2 | S swich
2 4 & 8 10 12 14 18 128 20 22 21 ﬂ link
OOA0 AAAR AAAAR A i
OO00 OA00 Oa00 oo e
13 5 7 9 11 12 15 17 1% 21 23 25 26 1 link down
5 ~
Q Switch Multi-user Management Configuration
EZY System Configuration
Basic Information Item |[User name Old password [New password [Re_enter password [Privilege
Serial Information ‘ ‘ ‘ ‘ ‘ | v
User Management | —— 1 _—— | =
1 admin Privilege

Safe Management
SNTP Configuration
Current Configuration

Refresh Apply Delete Help

Configuration File
File Upload
System Reset
B Port Configuration
B{] MAC Binding

B} MAC Filter

B{] VLAN Configuration
B{] SNMP Configuration
[
E
L
E

L L L A R

#{1 ACL Configuration
H{ 1 QOS Configuration
#{] IP Basic Configuraton Vv

D AAA P amfmsmtine

[l >
| http://192.168.0.1ffs/doc/protected/UserCfg.html H100% -

Ha aton cTpaHuue MOXHO 3agaTb HOBbIM Maponb (new password)
Onsi TEKyLLEro nonb3oBaTtens, U3MeHUTb POrib B YpPaBleHUN KOMMYTaTOPOM
(privilege) wn TA.

Maponu u4yBCTBUTENMBHBI K perncTpy M Moryt cogepxatb Ao 16
cMmBOIoB. [nA cMmeHbl napons BblGpaHHOro nonb3oBaTens Heobxoaumo
ABaXdbl BBEeCTU HOBbI naponb B nonsx New Password n Re-enter
Password. [1ns noaTBep>X4eHMs HOBOro Napossi HeobXxoAMMO HaxaTb KHOMKY
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Apply (MpuHaTk). MNocne atoro nonb3oBaTento NOTpebyeTcst 3aHOBO BONTU B
WEB uHTepdenc, ucnonb3ys HOBbIN Naporb.

C nomoLbl0 HacTpOeK Ha 3TOW CTpaHWUe MoMb30oBaTeNb MOXET
3agaTb Tak HasbiBaeMbli multi-user (MHOrononb3oBaTeNbCKUN) PEXUM ANst

yNpaBrieHUsi KOMMYTaTOPOM.

Onsa ynpaenenunsa yepes Telnet 1 WEB ans nonb3oBatenst oImkeH
ObITb BbIOpaH MHOrOMONBb30BaTENBCKUA PEXUM.

9.2.4 Safe management (ynpaBneHue 6€30nMacHOCTbLIO)

(&l 2 htip://192.168.0.1/

SEC.RU

2 4 & B 10 12 14 1 18 20 2z 2 -
AAAA AAAA AAAA LD
OO0 a0 anoo g8 B link down
1.3 5 7 8 11 13 15 7 19 21 23 25 26
~
3 Switch
E4 System Configuration
Basic Information {Acl Group Must Exist, and range in 1-99)
S [T T Service Type Management State Acl Group
‘B User Management [ V] [Enable v] 0 |
‘B safe Management hitp Enable 0
SNTP Cenfiguration snmp Enable 1]
Current Configuration telnet Enable 0
‘Bl Configuration File
File Upload Refresh Apply Help
System Reset
I| B0 Port Configuration
B{] MAC Binding
{0 MAC Filter
BE{J VLAN Configuration
E{_] SNMP Configuration
I B ACL Configuration
E{] QOS Configuration
®{] IP Basic Configuration \/
B AAA P feeetinn
< >
! ®100% ~
Ha pgaHHoON CTpaHuue HaxoaAaATcA HaCTpOUKK, no3Bolidiowne

agMuHUCTpaTopy MMBKO ynpaBnsTb OCTYNOM K yrNpaBieHU0 KOMMYTaTopoMm
(WEB, TELNET unn SNMP) Ha ocHoBe ACL (nuct ynpaBeneHus goctynom)

EcTb  BO3MOXHOCTb  MOSMHOCTLIO  OTKMOYUTE  ynpasneHue
KOMMYTaToOpOM Afsi KOHKpeTHoro metoda ynpasnenuns (WEB, TELNET wnu
SNMP). Tlo ymonyaHuio ynpaBneHve C MOMOLLBIO Kaxgoro MeTtoda
paspelleHo n ACL ounbTpaumsi He NpMMeHsieTCs.

AOMUHUCTPATOP  MOXET  4YaCTMYHO  3anpeTuTb  ynpasrieHue
KOMMYTaTopoM C MOMOLLbIO OAHOrO UMW HECKOMbKUX METOAOB, UCMOMb3ys
ACL dunbtpauutio.

25

KopoTkuii nyTb K MHcbopmaLmm

CkauaHo ¢ sec.ru




7 N
N\ 7

Ona npumeHeHns ACL cunbTpaumMm Ons KOHKPETHOro mertona
ynpasneHus Heobxoaumo BbibpaTb cam MeTon B CrMUCKe service type, a
3aTem BbiOpaTb ACL oT 1 go 99. maBHoe ycnoBue — BbiGpaHHbIi ACL
OOMKeH ObITb CO34aH 3apaHee.

O6patnTe BHUMaHWE, eCnn aAMVHUCTPATOP 3aKpPOeT BO3MOXHOCTb
ynpaenaTe kommyTtatopom no WEB, 3Ta cTpaHuua c HacTponkamu
nepectaHeTr ObiTb [JOCTynHa. Torga MOXHO BOCMOMb30BaThbCA  ApYrvM
MEeTOAO0M ynpaBrieHus, Hanpumep vYepes Telnet unu SNMP.

9.2.5 Current Configuration (MpocmoTp TeKywen KoHcpuUrypawmm)

Gl © hitp://192.168.0.1/ £ - Be | @ swich
2 4 6 8 10 12 14 16 18 20 2 24 &l link
OG0 d Aada a0oh .(;I;ab!_;
O od Aot 0 aooo g8on -
1.3 5 7 8 11 13 15 17 18 21 23 25 26 £ link down
. N
‘3 Switch Current Configuration File
El“3 System Configuration Save Help
+[E] Basic Information !
Serial Information :Jsemame admin enc-password €€H BE=E (L EM4E privilege
User Management vlan database
: Safe Management !
SNTP Configuration fpanmng-lrea mst configuration
Current Cenfiguration interface vian1
B ) ip address 192.168.0.1/24
Configuration File ipv6 address fe80:2a7-c1fffed3c501/64
[ File Upload !
- System Reset \Inlerface getit
I| ®{1 Port Configuration interface ge1/2
1
I 1
8] e EmTy interface ge1/3
BI(_] MAC Filter 1
(1] VLAN Configuration L”‘Bff“e gelld
| B SNMP Cenfiguration interface ge1/5
{7 ACL Configuration !
#{] QOS Configuration interface ge1is
®{ IP Basic Configuration | interface gel/7
B AAA B intinn ! w
n < > interface ge1/8
L #100% ~

Ha aToi cTpaHuue MOXHO NPOCMOTPETb TEKYLUY KOHUrypauuio
KOMMYyTaTopa B BuAe TEKCTOBOW WHdopmauumn. KHonka Save (CoxpaHuTb)
MO3BOMIUT COXPaHWUTb TEKYLLYyl KOHUrypauuio kommyTaTopa B NaMmsTb

KOMMYyTaTopa.

Mockonbky 3anuck danna TpebyeT yaaneHusi/aanncu Ha FLASH

namMmATb KOMMYyTaTopa, onepauna MoXeT 3aHATb onpeaefnieHHoe BpeMA.

SEC.RU

KopoTkuii nyTb K MHcbopmaLmm

26

CkauaHo ¢ sec.ru




9.2.6 Configuration file (CtapToBas koHcurypaums, coxpaHeHue cpanna
C HacTponkamm)

&l & hitp://192.168.0.1/ )
5

1 link up
Oon "
O A 08 oa  disable

M 13 18 17 19 3} 2 25 26 1 link down

‘3 Switch Configuration File
Bl a System Configuration (Delete the Configuration File or Download the Configuration File to your local computer)

Basic Informati
asic fnformation Download Delete Help

Serial Information
User Management
Safe Management
SNTP Configuration

Current Configuration

B
-
B
-B

Configuration File
File Upload
System Reset
#(1 Port Configuration
*{_1 MAC Binding

7] MAC Filter

*{_1 VLAN Configuration
#{(Z] SNMP Configuration
#{_] ACL Configuration
*(1 QOS Configuration
£ IP Basic Configuration

T e

>
L #100% ~

CrapToBas koHdurypauust npeacrtaenset coboi dann, 3anucaHHbIN
Bo FLASH namatu kommyTaTopa. Korga koMmyTaTop 3anyckaeTcs U He
HaxoOMT 3anucaHHbli paHee dann koHdurypauunm Bo FLASH namatw,
YCTPOMCTBO Mcnonb3yeT dann ¢ HacTponkammn no ymonyaxuio (default).

KHonka Delete (yganutb) N03BONSET Bbi3BaTb AMANoOroBoe OKHO, rae
OygeT npeanoxeHo yganutb Tekywmi dann koHdurypaumm us FLASH
namsatu. Ecnn Bbl nepegymanun 3Tto genaTb, HaxmuTe kHomnky Cancel
(oT™meHa).

KHonka Download (ckaunBaHue) ucnonb3yeTcs [AMfs CcKavyvMBaHWs
KoHdurypaumoHHoro canna Ha K u3 namatn kommytatopa. B ananorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTeM NyTb K katanory ¢ dannamm
KoHurypaumu. Mo ymonuaHuio nms danna switch.cfg
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9.2.7 File Upload (3arpy3ka channa ¢ HacTpoMkamMm B KOMMyTaTop)

L) &3 © hitpy192.10680.1/

1 link up
fBaan I
OQQo oo e

17 18 21 23 25 28 1 link down

3 Switch File Upload
EH3 System Configuration (Upload the Configuration File or Firmware File from your local computer to the switch)
Basic Information

Serial Information Attention:
User M The Configuration File must have an *.cfg extention
crrlibnzsErEl The Firmware File must have an *.img extention
Safe Management Do not interrupt the upload at anytime as this may corrupt the Firmware or Configuration and Potentially

SNTP Configuration Crash the System

Current Configuration s, Upload Help
Configuration File

File Upload

System Reset

{7 Port Configuration

{1 MAC Binding

51 MAC Filter

#{] VLAN Configuration

{1 SNMP Configuration

#{] ACL Configuration

“{_]1 QOS Configuration

#{] IP Basic Configuration

W m D m D

TR AAR B R e

< >
L H100% ~

Ha aToi cTpaHvue npeacTtaBneHa BO3MOXHOCTb 4S5 3arpy3ku paHee
CO3AaHHbIX hannos KoHdUrypaumm B namsaTb KOMMyTaTopa.

HaxmuTte kHonky Path (nyTb), 4TOOblI BLIOPATL HYXHbIA hann ¢
KoHdurypauuen Ha [1K. [danee, nocne Bbibopa Heobxoammoro dawnna
HaxkmuTe kHonky Upload (3arpyautb). ®ann gomkeH umeTtb pacumpenue .cfg

Ecnn y Bac ecTb 0o6pa3 gucka C HacTpoWkamu, TO Bbl MOXETe
3arpysuTb ero Takke. Obpas AomKkeH nMeTb pacumpeHune danna .img

A Bo Bpems 3arpysku danna KoHdwurypauum B NaMsTb
KoMMyTartopa He nepexoaurte Ha Apyrve ctpaHuubsl WEB unHTepdenca, He
nepesarpyxante U He OTKM4YanTe KOMMYTaTop, MHAYe HacTpomku OyayT
3anuMcaHbl C owubkamMu, 4YTO MOXET noeneyb 3a cobonm cbom B paboTe
KOMMyTaTopa.
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9.2.8 System reset (Mepe3arpy3ka koMMyTaTopa)

BM 2 hitp//192.168.0.1/ L - BC | 2 switch
2 4 6 8 10 12 14 16 18 20 22 24 ﬂ link
OO0 A ADAa0 A0AQ el
OO0 AAA0 OO An oo o
1 3 5 71 8 11 13 15 17T 19 2 ;’m 25 26 1 link down
~
3 Switch System Reset
B3 System Configuration Reset Help

Basic Information
Serial Information
User Management
Safe Management
SNTP Configuration
Current Configuration
Configuration File
File Upload

System Reset

#{] Port Configuration

#{] MAC Binding

#{] MAC Filter

#{] VLAN Configuration
{1 SNMP Configuration
“{] ACL Configuration

#{ ] QOS Configuration

{7 IP Basic Configuration

S C00 e e e

< >
i H100% ~

L T T T AR

Ha paHnHon ctpaHuue WEB unHTepdenca moxet 6biTb nponssegeHa
nepesarpyska kommyTaTopa. [na 3Toro Haxmmite kHonky Reset
(nepesarpyska). B nosiBuBLIEMCSA OManoroBom OKHe MOATBEPAMTE CBOE
ngencteue kHonko OK wmnm oTmMeHuTe ero ¢ nomoulbio KHomnku Cancel
(oTmeHa).

9.3. Port configuration (KoHdurypupoBaHue nopToB)

9.3.1 Common configuration (ba3oBasi KoH(Urypaumusa nopToB)

Ha arton cTpaHuubl npegctaBneHa WH@oOpMauns No Kaxaomy K3
noptoB komMMyTaTopa. [lonb3oBaTenb MOXeET MeHATb CKOPOCTb, BKMOYaTb
UK OTKMNYaTh TOT UMK MHOW NOPT, NpocMaTpmBaTh 6a30By0 MHOPMALMIO.

[Ons HacTpowmkum KOHKpPEeTHOro mnopta Heobxogumo BbIOpaTb ero
HasBaHve 13 BbinagawLiero cnucka. Mo ymonyaHuio BCe NOpPThbl BKITHOYEHbI
(UP), 4TtoGbl BbIKNIOYMTE MNOPT Heobxogumo BbibpaTb nyHkT DOWN
(BBIKMOYMTB) U NPUMEHNUTL U3MEHEHNsT KHomkon Apply (NpuHATL). Takum xe
obpa3om BbibUpaeTcs U 3HaAYeHUs CKOPOCTU Ans BblOpaHHOro nopTa.
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Hanpumep, half-10 o3HavaeT, 4yTto AnA BblIGpaHHOro nopta yCcTaHOBMEHa
ckopocTb 10 M6ut/c nonyaynnekc. BHe nameHeHnss Heo6xoaMMO COXpPaHATb
kHornkow Apply (MpuHATB).

KHonka Refresh (06HOBUTb) OOGHOBUT 3Ha4YeHWs1 HacTpoek Ans
MOPTOB Ha AaHHOW CTpaHuLE.

2 4 6 8 0 12 14 16 18 20 2 24 e
OO0 o0 anaoaon -x;:sab!_;
DoOOd a0 adoa @08
13 5 7 9 11 13 15 17 19 21 2 25 26 1 link down
. s ~
&| S Port Configuration/Show
(7] System Config .
-y Port C B ‘Pon: [ | findex: OHPnn Type: UnknownHMAC Address: 0000.0000.0000HDesann’on:‘
H Common Configuratic
Port Statistics [state: [[set Rate: [ rutoesotizte v]
Flew Control Refresh Apply Help
Broadcast Storm
Port Ratelimit Port Name Admin State Oper State Bandwidth VLAN Mode Default VLAN
Protected Port gelil Up Down Unknown Access 1
Learn Limit geli2 Up Down Unknown Access 1
Port Trunking gelid Up Down Unknown Access 1
I Mirror gelid Up Down Unknown Access 1
“-E pDM : gelis Up Down Unknown Access 1
A1 MAC Binding geli6 Up Up Full-1000 Mbps Access 1
4] MAC Filter geliT Up Down Unknown Access 1
1] VLAN C get/s Up Down Unknown Access 1
| =2 smp c geﬂiﬁ:ﬁﬂ 3;: guwn 3n:nown :c:ess 1
203 ACLC ge P own nknown ccess
gel/ll Up Down Unknown Access 1
1] QOS C v
e o gell2 Up Down Unknown Access 1 ¥
fl > qe113 Up Down Unknown Access 1
| ®100% -

9.3.2 Port statistics (CtaTuctuka pabotbl NOPTOB)

Switch
2 4 65 8 10 12 14 15 18 20 22 2 i
OO0 Ao n aAanon .c;?sa:;
oo 0 OO0 aooo o600 -
13 5 7 9 11 13 15 17 13 21 2@ 25 326 1 link down
5 ~ )
3 Switch Port Statistics Information
#{] System Ct
1y Port C: i ‘Port: ~|
Common Configuratio
Port Statistics Port Statistics Information
Flow Control ~ Received Total Bytes 0 Received Unicast Packets 0
Brosdeast Storm (ifinOctets) Num (ifinUcastPkts)
Port Ratelimit Received Non-Unicast 0 Received Discard Packets 0
Packets Num (iflnNUcastPkts) Num (ifinDiscards)
Protected Port
(e L  Received Error Packets Num || o pachaceed Unkomwn Protocol
Port Trunking (finErrors) (nnUnknownProtos)
il Mirror send Total Bytes 0 Send Unicast Packets Num || o
"' DDM Information (ifoutOctets) (fOutUcastPks)
7(Z] MAC Binding send Non-Unicast Packets 0 send Discard Packets Num 0
) Num (ifOutNUcastPkts) (ifQutDiscards)
*/(] MAC Filter
send Error Packets Num
I 2(] VLAN Configuration o| lmougnory) 0
{11 SNMP Configuration
(:_“ g Refresh! Help v
< >
#1003% -
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Ha aton cTpaHuue npegcTtaBneHa cBOAHas MHdopMaums no paboTte NopTos..
[ns BbiGOpa KOHKPETHOrO MOPTa BOCMONb3yWTECH BbiNagatoLlwem MeHo Port
(nopT). B Tabnuue Hwxe oTobpasnTcsa B AOCTyMNHast MHopMauus:

- Received Total Bytes (konn4ecTBo NpUHSATLIX GanT);

- Received Non-Unicast Packets Num (Konnm4ecTtBO MPUHATLIX «HE
Unicast» nakeTtoB);

- Received Error Packets Num (KOnM4yecTBO NPUHSTLIX MAKETOB C
owmnbkon);

- Send Total Bytes (konu4ecTBo OTNpaBrneHHbIX 6anT);

- Send Non-Unicast Packets Num (KOmM4ecTBO OTMpPaBMEHHbIX «HE
Unicast» nakeToB);

- Send Error Packets Num (konuyecTBO OTnpaBneHHbIX C OLLIMOKOW
NnakeToB);

- Received Unicast Packets Num (konnyectBo nonyy4yeHHbix Unicast
NnakeToB);

- Received Discard Packets Num (konimyecTBo «4pOMHYTbIX» NaKETOB
npv Nony4yeHnn);

- Received Unknown Protocol Packets Num (konn4ectBo nomny4eHHbIX
NakeToB C HEM3BECTHbIM NPOTOKOSIOM Nepeaayn);

- Send Unicast Packets Num (konuyecTtBo oTtnpaBneHHbix Unicast
nakeToB);

- Send Discard Packets Num (konnuyectBo oTbpacbiBaeMbiX NakeToB
npw oTnpaeke).

9.3.3 Flow Control (ynpaBneHue NnoTokom Ansi NopToB)

[aHHas cTpaHuua nossonsieT HacTpamBaTb yHkumo Flow Control
(ynpaBneHue NoTOKOM) ANsi KOHKPETHOrO nopTa.

Ytobbl BKkMoUMTL  unn  oTkmountb  Flow  Control  BbiGepute
KOHKPETHbI NOPT U3 BbiNagatoLwero MeHto, a 3atem coctosiHne ON (Bkn) mnm
OFF (BblIkI.)

[daHHasi HacTpoWka MOXET BbIMOMHATLCA ONA OTMpaBkuM WM AN
nony4YyeHnsi NakeToB.

Bce nsmeHeHna noaresepxgatotca kHonkon Apply (MpuHATS).
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@ hitpy//192.168.0.1/ @ switch
2 4 6 B 10 12 14 16 18 20 22 24 i
ABAaA ABAA ABAD et
OO0 A0 Qoo G068 B link down
1 3 5 T 9 1 13 15 17 19 21 23 25 26
A ~
3 Switch Flow Control
H{ ] System Configuration
<3 Port Configuration
Common Configuratio
Port Statistics ‘ Flow Control
Flow Control
Broadcast Storm Refresh Apply Help
e R Port Name Flow Control State
Protected Port ge1i off
Learn Limit geli2 Of
Port Trunking EIE] of
| Mirror gelid Off
DDM Information gells off
#{] MAC Binding ge1i6 Off
7] MAC Filter gell7 Off
€] VLAN Configuration gells Off
| ®y snmp Configuration ' gelis Off v
< > gel/10 Off
http://192.168.0.14s/doc/protected/FlowControl himl #100% -

9.3.4 Broadcast storm control (ynpaBneHue 3awmton ot Broadcast storm)

& hitpi//192.168.0.

m

2 4 & & 10 12 14 18 12 20 22 24 - link
OO0 0 oo 0 Aoon -;'_;a:;
OO 00 o000 0000 g0 "
i 3 5 T 8 i1 13 15 47 19 21 23 25 26 1 link down
5 ~ A
‘3 Switch Broadcast Storm Control
] System Configuration
E3 Port Ci Port:
Common Configuratio
‘B Port Statistics Broadcast Suppression Broadcast Ratelimit o (1-1024000 kbps)
et ] Multicast Suppression Multicast Ratelimit o (1-1024000 kbps)
‘B Broadcast Storm
B Port Ratelimit DLF Suppression DLF Ratelimit 0 (1-1024000 kbps)
Protected Port Refresn Apply Help
8) lemollnmy Port Broadcast || Broadcast Ratslimit Mufticast Multicast Ratelimit DLF Ratalimit
Port Trunking Name Suppression (kbps) Suppression (kbps) Suppression (kbps)
| Mirror gelil Off B4 Off 61 off 64
“E) DDM Information gell2 Ooff 64 off 64 Off 64
B MAC Binding gel/3 off 64 off 64 off 64
®{] MAG Filter gelid Off 64 Off 61 off 64
B3] VLANC gells Off 54 Off 64 off 54
Il £0 SNMP Configuration gellE off 64 off 64 Off 64
< > gell7 Off B4 off 64 Off 64 N
®100% ~

KopoTkuii nyTb K MHcbopmaLmm
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Ha p[aHHOW CTpaHuue HaxoAasTcs HaCTPOWKM, MO3BONsoLMeE
BKITIOYMTb WNWU  BbIKNIOYMTL  3aWUTY OT BIUSIHMS  LUMPOKOBELLATENbHbIX
(Multicast) naketoB n DLF nakeToB Ha nepeaaBaemblin/nony4aemMbliii Tpaduik.

B Bbinagatowem cnucke PORT (nopt) BbibepuTe HeobGXoaUMBbIN
nopTt, BktoumTe nnu BoikntounTe (ON unm OFF) 3awuTy Onsi KOHKPETHOro
Bnaa nakeTtoB Broadcast, Multicast unu DLF. Takke MOXHO 3aaTb CKOPOCTb
B KbuT/c ansa koHkpeTHoro Bmaa naketoB. DLF n Multicast ckopocTu A0SmKHbI
ObITb OANHAKOBLIMU.

Bce nsmeHeHus noaresepxgatotcsa kHonkon Apply (MpuHATS).

9.3.5 Port speed limits (OrpaHuyeHue NnponNycKHOM CNOCOOGHOCTU Ha
nopTax)

Gl & htip://192.168.0.1/ ~ B¢ | & switch
2 4 13 8 10 12 14 16 18 20 22 24 -
Coo0o coO00 oaan 22‘_;"3:;
D000 00 Oonn 8048
13 5 7 8 11 13 15 47T 18 2 23 25 26 &1 link down
~
‘3 Switch
B ] System C: i
EHZ3 Port Configuration Port:
Common Configuratio
Port Statistics Send Packets Rate Control Kkbps (1-1024000) Cancel | (Cancel Send Packets Rate Control)
Flow Conrol Receive Packets Rate Control Kbps (1-1024000) Cancel | (Cancel Receive Packets Rate Control)
Broadcast Storm
Port Ratelimit Refresh Apply Help

Protected Port

Learn Limit |
Port Trunking

Ll Mirrer

DDM Information

(] MAC Binding

(0 MAC Filter

*-_] VLAN Configuration

#(] SNMP Configuration
< >

Port Name ” Send Packets Rate H Receive Packets Rate

Control (kbps) Control (kbps)

H100% ~

Ha paHHOM cTpaHuMue MOXHO T[MBKO orpaHuymBaTb CKOPOCTb
npvema/nepegayn naketoB Ha BblOpaHHOM nopTe. Ond atoro BbibepuTe
nopt B Bbinagatrowem cnucke PORT, a 3atem ykaxuTe 3HadeHue B Kout/c
ans ckopoctu nepefaum faHHblx (Send Packets Rate Control) n ans
ckopocTu npuema [aHHbix (Receive Packets Rate Control). [Ons
NPUMEHEHUs1 HacTpoek HaxmuTe KHorky Apply (NpuHATL). Ong OTMeHbI
OrpaHVMYeHnst NPOMYCKHON CNOCOBHOCTN HaXmuTe kHonKy Cancel (oTmeHa).
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9.3.6 Port protection (3awuTa nopToB)

Gl & http://192.168.0.1/ P~ Be| @ swich
2 4 & 8 10 12 14 18 18 20 22 24 -
Cofcf AaooO aAaAan E:I';kau_;
OO0 0 OO0 d OoOond G000 £ link down
1 3 5 7 9 1M 13 15 17 19 21 23 25 26
~ ~
3 Switch Protected Port
{1 System Configuration
543 Port Configuration Port Name Is Protected Port
Common Configuratio 0 gelht No
Port Statistics ] geli2 No
Flow Control O gell3 No
Broadcast Storm O gelld No
Port Ratelimit [ gells No
Protected Port O 9o 106 No
Learn Limit
Port Trunking 0 gellt ho
Ll Mirror U gells No
1 DDM Information O gel9 No
{1 MAC Binding O ge1/10 No
{1 MAC Filter ] gel/M No
I {1 VLAN Configuration O gel/2 No
® (] SNMP Configuration ¥ 0 G113 No v
( ) |l nalfl1d Al
#100% -

Ha paHHOM cCTpaHvue MOXHO BblIGpaTb noOpT, KoTOpbIM OygeT
N30MMpoBaH OT APYruX.

M30nmnpoBaHHbI  NOPT HEe MOXeT oObMeHMBaTbCA [daHHbIMU C
OPYrYMU M30NMPOBaHHBIMK NOpTamMu.

M3onupoBaHHbIi MOPT MOXET OOMeHMBaTbCA LaHHbIMWM TOSbKO C
HEN30IMPOBaHHBLIM MOPTOM/MOPTaMM.

9.3.7 Learn limit (OrpaHnyeHne makcumanbHoro konnyecrtsa MAC ans
paboTbi)

Ha paHHOM cTpaHuue npeacTaBreHa BO3MOXHOCTb ynpaBreHust
MakcumarnbHbIM  KonmyectBom MAC agpecoB, C  KOTOpbIMM  CMOCOOEH
paboTtatb nopt. Mo ymonyaHuto 3aTo 3HavyeHne paBHo 8191. [Ana n3ameHeHus
3TOro 3Ha4eHus BblbepuTe NOPT B BbiNagatowem MeHto Port (mopT), a 3aTem
B ctpoke MAC Address Num Able to Learn (makc. komudectBo MAC
agpecos) YyKaXute CcBoe 3HayeHve. [ns nNpuvMEHEeHMs HacTpoek
ucnonb3dymte kHomky Apply (npuHaTe), gna otmeHbl — Cancel Limit
(OTMEHWTb NMUMKT).
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Sl S hitp://192168.0.1/ @ Switch
2 4 6 8 10 12 14 16 2 2 2 2 . link
oot adadan Ot .(;ga:;
oot adon oo g0os
1 3 5§ 7 9 11 13 15 17 19 21 2 25 26 1 link down
" A A~
= Switch Learn Limit
B{1 System Configuration
43 Port Configurati Port: %
Common Configuration
Port Statistics MAC Address Num Able ToLeam{0  [(0-8191)
Flow Contrel Refresh| [ Apply | | Cancel Limi Hel
Broadcast Storm pply P
~B Port Ratelimit Port Name MAC Address Num Able To Learn
~/8 Protected Port gell 3191
Learn Limit gell2 8191
Port Trunking gell3 3191
Mirror gelld 3191
DDM Information gells 8191
{3 MAC Binding gells 3191
[ MAC Filter geli7 8191
{1 VLAN Configuration gells 2191
(1 SNMP Configuration ¥ gel/9 8191
2 ) gel/10 8191 v
H100% -

9.3.8 Port trunking (KoHdurypuposaHue trunk’oB)

1/

L2 &3l 2 hiip://192.1680.

p-2e]@cwinch

18 20 2 28
0Oodo
o s s |

M 13 15 17 19 21 23

oo o]}

25 26

DO~
wD D=
ol Do
~DD=

[ link down

‘3 Switch
i:l System Configuration
E{4 Port Configuration
Commen Configuratio
Port Statistics

Flow Control
» Broadcast Storm
Port Ratelimit
Protected Port

Learn Limit

Port Trunking

I Mirror

DDM Information
{1 MAC Binding

(3 MAC Filter

{3 VLAN Configuration
{1 SNMP Configuration

< >

v

Port Trunking Configuration

Trunk Group 1D Trunk Method Able Config Port

Create Trunk Group

Member Port =>

]
Sel Trunk Method

Unmember Port <=

Delete trunk Group

Member Port

®100% ~

Ha paHHoW cTpaHuue npeacTaBrieHbl HACTPOMKU AN KOHUrypaumm

Trunk nopTos.

KopoTkuii nyTb K MHcbopmaLmm
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Bbl MOxeTe 06beauHATE MX B rpynnbl (arpermpoBaHne), HasHayaTb
ID ans nopta, MeHATb cnocob BbiGopa Trunk u TA.

YTtobbl co3gaTh trunk Ansi mopta WM U3MEHUTb CYLLECTBYHOLLMNA
Heobxoammo BbiGpaTh ID oT 1 go 3. Ytobbl co3gath trunk rpynny Bbibepute
COOTBETCTBYWOLMA naeHTudukaTop u Haxmute kHonky Trunk ID Settings
(HacTtpovika ID gns trunk). [Ons HacTporkm MeToda TpaHKMHra MopToB
BbibepuTe U3 BbiMNagaloLLEero cnvcka HeoOXOOUMbBIA U HaXMUTE Ha KHOMKY
Polymerization Settings.

[ns yoaneHus cywecTByowen rpynnsl trunk ncnonb3ynTe KHOMKY
Delete trunk group (yganutb trunk rpynny).

B npouecce HacTpoliki, No KpanHen mepe oauH trunk gomkeH ObiTb
ycTaHoBneH, 4tobel Polymerization Settings Bctynunu B cuny. BeibpaHHbie
MeToAbl co3fgaHusa Trunk’oB NPUMEHSIOTCS KO BCEM rpynnam.

KommyTatop nosBonsieT wucnonb3oBaTb TpU MeToda Co3faHus
trunk’os:

- MeTopg, ocHoBaHHbIN Ha ncxogHom MAC agpece;
- MeTog, ocHoBaHHbIM Ha MAC agpece HasHa4yeHus;
- MeTtopg, ocHOBaHHbIN kak Ha ucxogHom MAC, Tak n Ha MAC agpece

Ha3HayeHusl.

KommyTatop nogaepxvsaet makcumym 3 rpynnbl trunk’os. Trunkl v Trunk2
He MoryT cosgaBaTtb trunk u3 rmrabutHblx noptoB. Trunk3 MoxeT
06beanHATL MakcumyM 2 rurabutHeix nopta. MeTog arpermpoBaHuns obLwmnn
ans Bcex trunk’o..

9.3.9 Port mirroring (3epkanMpoBaHue NOpPTOB)

Ha paHHOWM cTpaHuue npeacTaBrneHbl  BO3MOXHOCTM  AnS
3epkanupoBaHusa (mirroring) nopTtoB. Bbibupaetcs oguH nopt (Mirror Port)
KoTopbin OypeT AybnupoBaTb TpaduK ApYrux MOPTOB, YKa3aHHbIX B
HaCTpoWKax 3epkanupoBaHus.

Beibepute nopTt (MopT-3epkano), koTopbin OygeT aybnuposatb
Tpaduk Apyrux nopTos;

- Bbibepute noptel, Tpaduk kKOTOpbIX ByaeT oybnmpoBaTbCa Ha MOPT-
3epkano;

- Bbibepute, kakne MMeHHO nakeTbl OyaoyT oybnupoBaTbCA Ha MopT-
3epkano B Bbinagawowem wMeHo Mirror Direction (RECEIVE -
nony4yaemsble naketbl, TRANSMIT — otnpasnsemsble naketsl, BOTH
— nonydvaemble n otnpasngemble naketbl, NOT_RECEIVE -
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OTMeHsieT aybnupoBaHMe MnonyvyaeMblX NAKeTOB Ha MOPT-3epkano,
NOT_TRANSMIT — oTmeHseT p[ybnupoBaHue OTnNpaBnsieMbiX
naketoB Ha nopT-3epkano, NEITHER — oTmeHsieT gybnupoBaHue
Kakux Nnbo nakeToB Ha MOPT-3epKaro);

- PesynbtaTbl 6yayT oToGpaxeHbl B none Mirror Config Info

L - B | &S switch

2 4 6 ] 10 12 14 16 18 20 22 24 ﬂ ink
OO0 anoo0 aoon .;:m:;
OO0 aoad aodao o860 -
1 3 5 7 9 11 13 15 17 139 20 23 25 26 1 link down
) A ) ) . ~
= Switch Port Mirror Configuration
H{] System Configuration
-y Port Configuration Mirror Port Able Config Mirrored Ports ][ Mirror Direction Mirror Config Info
Common Configuratio gel/1
Port Statistics 291-2 A
Flow Control ey
Broadcast Storm gel/s
: . 2e1/6
Port Ratelimit u:1.7
Protected Port 2el/8
. ze1/9
Learn Limit 2e1/10
Port Trunking zel/11
| ] gel/12
o e
DDM Information (Mirror port name Tike: ge1/1) ||z.1/14
=] MAC Binding 3?1 1;
ge
5] MAC Filter 2e1/17
*-{] VLAN Configuration gel/18
| : ze1/18
#{] SNMP Configuraion g:l 20 >
< > zel/21
#100% ~

9.4 MAC binding (npuBsa3ka MAC appeca)

9.4.1 MAC binding configuration (Hactpowka npuBsasku MAC agpecoB)

HaHHasa cTpaHuua npegocTaBnseT BO3MOXHOCTb npuBsskm MAC
agpeca k nopty (MAC Adress) nnu k VLAN (VLAN ID).

Bce un3MeHeHus Ha cTpaHuue nogTBepxgaltTcs KHomkom Apply
(MpuHATE), ecnn NpuUBA3KY HEOO6XOAMMO YyAanuTb WCMONb3yWTE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE NMPUBSA3KN, HACTPOEHHbIE paHee.
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I'4
AN

http://192.168.0.1/
2 4 & 8 10 12 14 18 18 20 22 24 -
AOA0 ANAN AAAn o s
DA A0 AAAn Aaaa oo B e
1 3 5 7 8 11 13 15 17 19 2 23 25 26 ink down
A
‘4 Switch MAC Bind Configuration
{1 System Configuration
{7 Port Configuration
E3 MAC Binding
~[El MAC Binding Configu waCAddress [ | wanm[i ]
MAG Auto Binding
B MAC Filter (MAC Address Format: HHHH.HHHH.HHHH)
{1 VLAN Configuration
=] SNMP Configuration 0 MAC Address I VLAN ID ]
#+{] ACL Configuration
| =C1 Qos configuration Refresh Select-all Apply Delete Help
| =3 IP Basic Configuration
#{_] AAA Configuration
| #{1 MSTP Configuration
=] IGMP SNOOPING Confi
#{_] GMRP Configuration
#{1 EAPS Configuration ¥
< >
®100% -

9.4.2 MAC Auto Bind (ABTomaTuyeckas npmBsaska MAC agpecoB)

@ httpi//192.168.0.1/

2 4 6 & 10 12 14 16 18 20 2 A link
OO0 0 o000 aaaon -‘;"um
O000 A0O0 A0ao o0 F Eoes
13 5 7 8 11 13 15 17 19 21 23 25 26 ink down
~
3 Switch MAC Auto Bind

{1 System Configuration
{1 Port Configuration
=3 MAC Binding

E MAC Binding Configui (The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
MAC Auto Binding then press apply to bind those mac addresses to that port.)

#{0 MAC Filter [ MAC Address I VLAN D
#{_] VLAN Configuration
#{] SNMP Configuration Refresh Select-all Apply Help

{7 ACL Configuration

#{] QOS Configuration

{1 IP Basic Configuration

#{] AAA Configuration

E+{] MSTP Configuration

#{] IGMP SNOOPING Confi

#{] GMRP Configuration

¥ EAPS Configuration ¥
< >

#100% ~

Ha paHHOW CcTpaHuue HaxogaTcs [faHHble 00 aBTOMaTM4eckow
npusaske MAC agpecoB k noptaM. [NokaszaHa gnHamuyeckas npmesaska MAC
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agpecos k noptaMm (MAC koTopble 6binn 3aHeceHbl B Tabnuuy MAC agpecos
KommMmyTartopa), a Takke Kk VLAN oTHocsawmMmMcs K 3TUM noptaMm. Bel moxeTte
BblOpaTb OAHY W3 [OMHAMWYECKUX MNPUBSA30K M KOHBEPTUpOBaTb €€ B
NOCTOSAAHHYIO NpuBA3KY (static binding).

Bce HacTponku Ha AdaHHOW CTpaHuue NoATBEpPXOAalTCA KHOMKOMW
Apply (NpuHATL), ecnn 3anuMcb HeobxooMMO yaanuTb UCMONb3YWTE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucu.

9.5 MAC filter (donnbTp MAC apgpecoB)

9.5.1 MAC filter Configuration (Hactpouka comnbtpa MAC agpecoB)

LR E & hiip/192.168.0.1/ =
2 4 & k) 10 12 14 16 18 20 22 24 -
CAND AOAA A8Aan E:;T:i:;
OO0 OO0 oOdooo g0 an A link down
1 3 5 T 9 1 13 15 7 19 21 23 25 26
~
3 Switch MAC Filter Configuration
{1 System Configuration
{1 Port Configuration Port:
{1 MAC Binding
=& MR macaddress [ | wanmfp ]
: MAC Filter Configurat
MAC Auto Filter (MAC Address Format: HHHH.HHHH.HHHH)
{1 VLAN Configuration
| #{2] SNMP Configuration 0 MAC Address I VLAN ID J
{1 ACL Configuration
| %2 QoS Configuration Refresh| Select-all Apply Delete Help
Il ® 2 IP Basic Configuration
#{] AAA Configuration
{1 MSTP Configuration
#{1 IGMP SNOOPING Confi
{7 GMRP Configuration
#{1 EAPS Configuration
< >
H100% ~

HacTpovikn Ha 3ToW cTpaHuue nossonsawT dunbTpaunio MAC
agpecoB ana noptoB. 3anmcu ¢ MAC agpecamm Ha 3TOM CTpaHuue
ucnonb3ytotca ans Bxoga B ¢dunetp MAC agpecoB, a VLAN ID
ucnonb3yetca ansa punetpauun MAC agpeca cootseTcTBytoLen VLAN.

Bce HacTpolkum Ha QdaHHOW CTpaHuue NoATBEPXOAlTCHA KHOMKOMW
Apply (NpuHATL), ecnu 3anncb HEOOXOAMMO YyAanUTb UCMONb3YWTE KHOMKY
Delete (YganuTtb), kHonka Select all (BbiOpaTb BCce) NO3BONUT yAanuTb cpasy
BCE 3anucu.
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9.5.2 MAC Auto Filter (ABTomaTtuyeckun ounbtp MAC agpecoB)

LY E & rpr192.1680.1/ D - B¢ | @ suitch
2 4 & & 10 12 14 16 18 20 22 24 o ik
Oo000 o000 aoon -;éiu‘-;
o000 o000 oo g0og N
1.3 5 7 8 11 13 15 47 15 24 23 25 26 1 link down
~
‘A Switch MAC Auto Filter
B System Configuration
{1 Port Configuration e
E{] MAC Binding
E3 MAC Filter (The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
MAC Filter Configurat then press apply to filter those mac addresses from that port.)
MAC Auto Filter [ MAC Address I VLAN D
B VLAN Configuration
E{] SNMP Configuration Refresh Select-all Apply Help

E{] ACL Configuration

| B3 QOS Configuration

{1 IP Basic Configuration

EI{] AAA Configuration

B MSTP Configuration

#{] IGMP SNOOPING Confi

| E{] GMRP Configuration
(] EAPS Configuraion

< >

R100% ~

3peck npeactaBneHbl gaHHble 06 aBTomaTuyeckon koHesepcum MAC
afpecos.

MokasaHa guHamuyeckas npusaska MAC agpecos k noptam (MAC
KoTopble Obiny 3aHeceHbl B Tabnuuy MAC agpecoB KOMMyTaTopa), a Takke
K VLAN oTHocawmmca K aTum noptam. Bbl mMoxeTe BbibpaTb OgHy WM
NPVBSI30K 1 KOHBEPTUPOBATL €e B MOCTOSHHYIO NpmBA3KY (static binding) ans
dunsTpa MAC agpecos.

Bce HacTpolku Ha QdaHHOW CTpaHuue NoATBEPXOAlTCHA KHOMKOMW
Apply (NpuHATL), ecnu 3anMcb HEOOXOAMMO YyAanuTb UCMONb3YNTE KHOMKY
Delete (YganuTtb), kHonka Select all (BbiOpaTb BCce) NO3BONUT yAanuTb cpasy
BCE 3arnucu.

9.6 VLAN Configuration (Hactpounka VLAN)

9.6.1 VLAN information (mHdopmauums o VLAN)

Ha aTton cTtpaHuue npeacTaBneHa MHOPMaUUa O CYLLEeCTBYHOLMNX
VLAN. [aHHble npefocTaBrieHbl TOMbKO AN YTEHUS M He MOoryT ObiTb
M3MEHEHbI.

40

\ )) SEC.RU KopoTkuit nyTk K nHchopmaLmnm CkauaHo c sec.ru




WHdopmauma o Tekywen koHdurypaumm VLAN BbiGupaetca B
BbINafaloLLeM MEHIO B IEBOM BEPXHEM Yy U BKIoYaeT B ceds:
- VID (VLAN ID);
- VLAN Name (Umsi VLAN);
- State (cocTOsIHME aKTUBHOE UMW HEAKTUBHOE);
- Port member (noptbl — yyacTHukM VLAN, MoryT BknoyaTb B cebs kak
TermpoBaHHble NopThbl () N HETErMpoBaHHbIE (U)).

S S hitp://192.168.0.1/ D~ B | & switch

2 4 6 &8 W 12 4 18 18 2 2 2 o
o000 A0 aoAaA .‘;!;i:;
OO0 OO0 oo 8088 .
T35 7 8 om o115 7w o1eoa 2 2 2 1 link down
5 ~
O Switch VLAN Information
(3 System Configuration ) - .
- (Note: The drop-down box displays all current VLANs. The list Displays up to 30 VLANS. If you select a VLAN in the drop-down box, the
{1 Port Configuration list will show all VLANs greater than the selected VLAN but not more than 30 VLANSs.)
(3 MAC Binding , (t=tagged member, u=untagged member)
lenl ¥|
(2 MAC Filter e
a VLAN C VID VLAN Name State Port Member
[ulge/1 [ulge1/2 [ulge1/3 [u]ge1/4 [ulge /5 [ulge1/6 [ulgel/T [ulge /B [u]
VLAN Information 1 Jant active  ||921/8 [ulge1/10 [ulge 1711 [u]ge1/12 [ulge1/13 [ulge1/14 [ulge /15 [ulge1/16
~[E) VLAN Configuration [ulge /17 [ulge1M8 [ulge1/19 [ulge1/20 [ulge1/21 [u]ge1/22 [ulge/23 [u]
e — ge1/24 [ulge1/25 [ulge/26

{3 SNMP Configuration
1 ACL Configuration

{2 QOS Configuration

(J IP Basic Configuration
1 AAA Configuration

{1 MSTP Configuration

1 IGMP SNOOPING Confi
{3 GMRP Configuration

< >

Refreshl Help

®100% ~

9.6.2 Static VLAN Configuration (Hactponka VLAN)

hitp://192.168.0.1/

® o 2 o )
a6 a 0 & linkup

@ disable
oeee ¥ £ ik down

DD~
ol D=
oD Do

3 Switch Static VLAN Configuration

& SEEn® VD | VLAN Name ]
Q3 Port C
o [ |

1 MAC Binding L
{1 MAC Filter vlanl
3 VLAN Configuration
~E VLAN Information
VLAN Cenfiguration
VLAN Port Configurat
1 SNMP Configuration
1 ACL Configuration
{1 QOos Configuration
1 IP Basic Configuration
{0 AAA Configuration
1 MSTP Configuration
1 IGMP SNOOPING Confi
(1 GMRP Configuration
< >
http://192.168.0.1/fs/doc/protected/VlanStatic.html #100% ~
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Ha aton ctpaHuue Bbl moxeTte cosgatb VLAN. [nsa atoro 3agante
VLAN ID B ctpoke VID (ot 2 go 4094, 3HayeHue 1 3apesepBUpPOBaHO
cucTemon).

Mmsa B ctpoke VLAN Name 3agaeTcs aBToMaTU4eCKM U 3aBUCUT OT
VLAN ID. Ona noartBepxaeHus co3gaHus VLAN Haxmute KHomKy Apply
(MpuHATDL).

B TekctoBoM none nosiButcsa cosganHast VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3sa W3MEHUTb WNUM  yaanutb, QdaHHOE UMS
3ape3epBMpPOBaAHO CUCTEMON.

Ona ypaneHua cosgaHHou paHee VLAN noTtpebyetca BbiGpaTb
HYXHYIO 3anucb U3 cnucka v ganee Haxatb kHonky REMOVE (yganuts).
3anuck 13 cnucka Tarke byaet yaaneHa.

9.6.3 VLAN Port Configuration (KoHdumrypaumusa noptoB VLAN)

LN 2 hitp192.168.0.1/ £~ 20| & switch

2 4 6 & 10 42 14 6 18 20 2 2 o link
OG0 aaad addh .clll';abl_;
OoDoO0 oo0o0 aoon ofas 5
13 5 7 9 11 13 15 17 19 211 23 25 26 [ link down
. ~ ) . N
= Switch VLAN Port Configuration
*{] System Configuration
*{1 Port Configuration (p=default VLAN member, t=tagged member, u=untagged member)
*{_] MAC Binding Port [Mode |Current VLAN Port Members
%1 MAC Fitter viani

=<3 VLAN Configuration
VLAN Information
VLAN Configuraticn

' VLAN Port Configurat

*-_] SNMP Configuration Default VLAN =>
| ®{1 ACL Configuration
|l ®C3 oS Configuration tagged =>
t{] IP Basic Configuration | [Access v
untagged ==
t{] AAA Configuration
*{_] MSTP Configuration unMember <=

I *-{_] IGMP SNOOPING Confi
%] GMRP Configuration ¥
< >

H100% ~

Ha aToun CTpaHuue npeacTaBneHbl BO3MOXHOCTHU no
KoHGurypuposaHuto noptoB aAng VLAN, a Takke NpoCMOTpYy pe3ynbTaTos.

OTa cTpaHuua ¢ HacTporikaMu COCTOUT M3 8 YacTeln:

- Port (Bbibop nopra);
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- Mode (Pexum, B koTtopom nopt 6yaet pabotate B VLAN. Pexum
Access nogpasymeBaeT, 4To nopT OydeT nomedeH, kak untagged
(HeTermpoBaHHbIN) M aABNATbCS 4dneHom VLANIL, Pexum Hybrid
nogpasymeBaeT, 4YTo nopt OyaeT siBnATbes UneHom VLANL u 6yget
nomeuveH, kak untagged (HeTerMpoBaHHbI). Pexnum TRUNK
nogpasymeBaeT, YTo nopt OyaeT siBnATbes UneHom VLANL u 6yget
nomeueH, kak tagged (TermpoBaHHbIN));

- Current VLAN (ums VLAN. TlossonsieTr BbibpaTb OAHY Wu
Heckonbko VLAN, K koTopbiM ByaeT OTHOCUTCA BbiGpaHHbIN NopT);

- Port Members (nopTbl — y4actHukm VLAN);

- Knonku Default VLAN (no6asutb 3anucs B VLAN no ymonyaHuio),
tagged => (gobaBuTb NOPT Kak TerMpoBaHHbIN), untagged =>
(nobaBuTb MOPT Kak HeTerMpoBaHHbIN), unMember <= (yganuTtb nopT
13 nons Port Members)

9.7 SNMP Configuration (Hactponka SNMP npoTokona
ynpasrneHus)

9.7.1 SNMP Community Configuration (O6wue HacTpoiku ana SNMP)

& |- EErerT

2 4 & 8 10 12 14 18 18 20 22 24 ﬂ fink
o000 a0 a0 .;:ﬂ:;
OO0 h adaoon oodd g0 "
13 5 71 9 11 13 15 17 19 21 23 25 26 1 link down
~

3 Switch SNMP Community Cenfiguration

#{] System Configuration

B Port Configuration Item [Community Name Read/Write State

#{_] MAC Binding i V]

EL1 MAC Fitter ‘ 1 public ReadOnly active

VLAN Cenfi i

= R Refresh| | Apply Delete Help

=<3 SNMP Configuration
Community Name
TRAP Target
#{_] ACL Configuration
| {1 QOS Configuration
{1 IP Basic Configuration
{1 AAA Configuration
#{] MSTP Configuration
#{] IGMP SNOOPING Confi
#{] GMRP Configuration
{1 EAPS Configuration
< >
http://192.168.0.1/fs/doc/protected/SnmpCommunityCfg.html #100% -
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Ha oaTtom cTpaHuue npeactaBneHbl 0OLWME HACTPOWKM  Ans
ynpaBneHus kommytatopom yepe3d SNMP. o ymonyaHuio B komMyTaTope
cosfaHa ogHa 3anuck Public ¢ npaBamu Tonbko Ha YteHue (ReadOnly).

Bcero moxeT ObiTb co3gaHo 8 3anucein. Ecnu npegnonaraetcsi
ynpaenaTe kKomMmyTtatopom depe3d SNMP cnegyer cospate 3anucb C
npaBamu Ha Ytenune/3annce (Read/Write).

9.7.2 TRAP Target Configuration (Hactponka TRAP yBegomneHum)

LY EN & hiip//102.1680.1/ £~ 2¢] 3 suich
2 4 L] 8 10 12 14 18 18 20 22 24 ﬂ Tt
NN AAAA AAAn e
NDoOA0 AR AOA AQOQ 006 o3
1 2 § 7T 8 11 13 15 17 18 21 22 25 26 1 link down

A

‘3 Switch TRAP Target Configuration

#{_] System Configuration

£ Port Configuration Item _|[Name |[Transmit IP Address |[SNMP Version | State

#{] MAC Binding ‘ H ‘ ”

“{2] MAC Filter
5] VLAN Configuration
1< SNMP Configuration
Community Name
| TRAP Target
t{] ACL Configuration
“{] QOS Configuration
*{ ] IP Basic Configuration
*/{ ] AAA Configuration
#{ ] MSTP Configuration
#{ ] IGMP SNOOPING Confi
| t{ ] GMRP Configuration
# (] EAPS Configuration
< >

Refresh| Apply Delete Help

H100% ~

HacTpovikn Ha paHHOW cTpaHuue MnOo3BOMAKT CKOHMUrypuposaTb

nonydyernne TRAP coobuweHuii. ins aToro Heob6xoammo:

- BbibGpaTb B none Name ums gns nonyyeHnss TRAP coobLueHui;

- Bbibpate IP apgpec (Transmit IP Address), koTopbii 6yget

ucnosnb3osatb TRAP npoTtokorn;

- BbibpaTtb Bepcuto SNMP (SNMP Version);
Korga Bce HacTporikm GyoyT npov3BefeHbl YCMeLWHO B CTPOKE COCTOSIHUSA
(State) nosasutca Active. Tenepb koMMyTaTop CMOXeET nepecbinate TRAP
coo0LeHus Ha ykasaHHbIn IP agpec.
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9.8 ACL Configuration (Hactpomka Access Control List)

9.8.1 ACL Standard IP Configuration (Hactponka ACL gns IP)

LY EN & bepi/r192.1680/ £+ 8¢ | a swich

10 12 14 16 18 20 2 24 1 o
Oof0 oo 8800 isable

M 13 15 7 18 N B 25 % 1 link down

DD~
D B
oD Do
D D=
oD D

3 Switch ACL Standard IP Configuration
#{] System Configuration

“{ 1 Port Configuration [ACL Standard IP Group Num:[ 1 /|
©{] MAC Binding

b _
1 MAC Fiiter Source 1P Address l:l Source Wildcard l:l

#{] VLAN Configuration
’ {e.g.: If input Source IP Address 192.168.1.2, ACL
] SNMP Configuration want to control 192.168.1.0, then Wildcard should be
=14 ACL Configuration 0.0.0.255)

' ‘8 Standard IP __ ~
Extended IP ® pDeny O Permit

| MAC IP [ ][ Group Num || Deny/Permit || Source IP Address || Source Wildcard |
| MAC ARP
ACL Information Refresh Select-all Add Delete Help
ACL Reference

“{] QOS Configuration

#{] IP Basic Configuration

| t{ ] AAA Configuration R
< >

H100% ~

3pecb npepctaBneHbl  HacTtporkm ACL  gna  IP npoTtokona.
Monb3oBaTtenb MOXeT 3agaTe camoctosATensHo ACL 6a3y ¢ npaBunamu ans
IP appecoB. CTtaHOapTHble npaBufna KOHTPOMNWPYIOT nepeHanpasneHune
ncxoAHbix IP nakeTtos.

Monb3oBaTenb MOXET HacTpauBaTb MpaBuna, ucxogHoii IP agpec
JormkeH OblTb yKasaH C MacKow, NMpaBuio MOXET coBnagaTb ¢ Habopom IP
agpecoB. Kaxpgoe npaBuno [OMXKHO coAepxaTb napameTp unbTpaunu:
3anpeTuTb (deny) unu paspewwnTsb (allow).

Monb3oBaTenb MOXeT co3gaBaTb MpaBuno B rpynne, uMmsa Ans
npaeuna aeToMaTuyecku 3apjaetcd. [lpy yganeHus opfHoro npasuna
ocTanbHble npasuna He m3aMeHsitoTed. [na yaaneHus Bcex npaswn cpasy
ucnonb3dynte kHonky Select all (BoibpaTb Bce), a 3atem kHonky Delete
(yoanutb).
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9.8.2 ACL Extended IP Configure (PacwumpeHHasa HacTpouka ACL
npasun gns IP)

L E & hitp:/192.1680./ £~ Be| & switch
2 4 € 8 10 12 14 18 18 20 22 24 ﬂ T
A0AA ABAA AANA _;!';au“";
OO0 OO0 oo g8 d8e -
1 3 5 7 9 11 13 15 7 19 2 23 25 26 1 link down
~ ~
3 Switch ACL Extended IP Configure
{1 System Configuration
¥ Port Configuration ACL Extended IP Group Num:[100 v
®{1 MAC Binding
{1 MAC Fitter
B{] VLAN Configuration Source IP Source Wildcard
#L1 SNMP Configuration Destination IP Destination Wildcard
B3 ACL Configuration
' B standard IP |
Extended IP Protocol Type i A
| MAC IP tep i
| MAC ARP T
ACL Information Source Port e trem A |[Destination Port oo ren A
plicp} pltcp)
HELrEEamD ftp-data(tep) v ftp-data(tcp) v
B{1] QOS Configuration
B{] IP Basic Configuration
'TCP Control Flag -
| B{] AAAC = Ofin Osyn Orst Opsh Hack Ourg o
( > (e.n.: If innut TP Address 192.168.1.2. ACl want to control 192.168.1.0. then Wild, d should
#100% -

3pecb NpeacTaBneHa BO3MOXHOCTb Ans cozdanus ACL npaeun c
paclUMpeHHbIMU HacTpoikamu IP agpecoB. KOHTpOmb Mepecbisikv nakeToB
yepes ucxoaHblii IP agpec, agpec HasHayeHus, TN NpoToKona, CrnyXebHbIi
nopr.

9.8.3 ACL MAC IP Configure (Hactpoika ACL npaBun ¢ nOMOLLbIO
MAC)

3pgecb npeacrtaBneHbl HacTpoukn ACL npaBun gna rpynnel P
agpecos, cBsa3aHHbIMM ¢ MAC agpecamu. [paBuna MoryT 6bITb CO34aHbl Ha
OocHoBe ncxogHoro IP agpeca, ucxogHoro MAC agpeca, a Takke IP agpeca
Ha3Ha4eHwus.

Bce HacTpolku Ha AdaHHOW CTpaHuue NoATBEPXKOAKTCH KHOMKOW
Apply (npuHATB), ecnn 3anncb HeobXOAMMO yAanuTb WCMONb3YWTe KHOMKY
Delete (YganuTtb), kHonka Select all (BbiOpaTb BCce) NO3BONUT yAanuTb cpasy
BCE 3anucu.
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@ hittp://192.168.0.1/ O~ 22| @ switch
2 4 6 B 10 12 14 16 18 20 22 24 ik
OG0 aaad addh .:;::abll—;
Ooo00 o000 aoon Ofdn 3
13 5 7 9 11 13 15 17 18 A 23 25 %6 [ link down
~ ~
3 Switch ACL MAC IP Configure
t{7] System Configuration
#{] MAC Binding
5{_1 MAC Filter
£ ] VLAN Configuration Source MAC Source MAC Wildcard
(1 SNMP Configuration Source IP Source IP Wildcard
=3 ACL Configuration o T
St Destination estination ildcal
Extended IP VLAN ID 0 (0-4094, 0 means all VLAN)
| MAC IP (e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should
| MAC ARP be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
~ HHHH.HHHH.HHHH)
ACL Information
ACL Reference Deny O Permit
©{] QOS Configuration
Source y -
«{_] IP Basic Configuration " Source Protocol || Source || Source IP ||Destination|| Destination
[ 9 ™ ‘ GIESTERISY (i FIE TR (e LioiE ‘ Type P || Wildcard P I wildcard | YLAN 1D
#{] AAA Configuration Wildcard
< >
%,100% ~

9.8.4 ACL MAC ARP Configure (Hactpounka ACL npaBun gna ARP ¢
nomouwbio MAC agpecoB)

A http://192.168.0.1/ s
2 4 6 8 M0 12 14 16 18 20 2 24 & link
OG0 a0 Ao h .;?Sa:;
Ooo00 anoon aoooo 800 -
13 5 7 9 M1 13 15 7 19 21 23 25 26 1 link down
~
3 Switch ACL MAC ARP Configure
#{] System Configuration
=] Port Cenfiguration [ACL MAC ARP Group Num: [ 1100 v/ |
#{] MAC Binding
=) MAC Filter
#{] VLAN Configuration Sender MAC Sender MAC Wildcard
1 SNMP Configuration Sender IP Sender 1P Wildcard
=43 ACL Configuration
Standard IP (e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should
be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
Extended IP HHHH.HHHH.HHHH)
I MAC IP i i
| MAC ARP ® peny O Permit
ACL Information - Sender MAC Sender IP
“ P ‘ ” Group Num H DenyiPermit H Sender MAC H Wildcard H Sender IP ” Wildcard
H{] QOS Configuration
07 1P Basic Configuration Refresh Select-all Add Delete Help
Ll
t{] AAA Configuration ©
< >
#,100% ~

KopoTkuii nyTb K MHcbopmaLmm
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Ha aTon ctpaHuue npeacrtasneHsl HacTporiku ACL npasun ans ARP
naketoB ¢ nomowo MAC agpecos. [MpaBuna moryT 6bITb CO34aHbl Ha
ocHose |P agpeca otnpasutensa, MAC agpeca otrpaBuTend.

Bce HacTporku Ha AaHHOW CTpaHuue NoATBEpPXOalTCA KHOMKOMW
Apply (NpuHATL), ecnn 3anMcb HEOOXOAMMO yOanuTb UCMONb3YATE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucu.

9.8.5 ACL information (Habop genctByrowmux ACL npaBun)

LN © hitp:i192168.01 p- B @ suick
2 4 & 8 10 12 14 18 1% 20 22 24 0o i
AAA0 AOAA AAAA ]
000 A0 A0AOa 000 ae
13 5 7 9 11 13 15 17 19 21 23 23 26 1 link down

A

‘3 Switch ACL Information

(] System Configuration

£ {0 Port Configuration Refresh| Help

#{] MAC Binding

{1 VLAN Configuration
#{]1 SNMP Configuration
=43 ACL Configuration
Standard IP
Extended IP

MAC IP

MAC ARP

ACL Information
ACL Reference
B QOS Configuration
{7 IP Basic Configuration
EI{] AAA Configuration v
< >

E
E
[
E{_] MAC Filter
E
[
E

L (A (T

®100% ~

Ha paHHOM cTpaHuue oTobpaxeHbl AeNCTByOLME B TEKyLUU
MomeHT ACL npaswuna.
WHdopmauus npeactasneHa TONbKO AMs YTEHUS U MoxXeT BbiTb obHOBNEHa
kHonkon Refresh (0OHOBUTB).
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9.9 QoS Configuration (HacTtponka npegocraBneHusi Tpaduka c
pa3HbIM NPUOPUTETOM)

9.9.1 QoS Apply (HacTtponka npuoputeToB Tpacmka ANA NOPTOB)

LN = hitp://192.1680.1/ £~ Be| @ swich
2 4 6 ] 10 12 14 16 18 20 22 24 -
AAAN AAAA ABAA D e
oo aodd oo g8on .
i 3 5 7 9 41 13 15 47 19 21 323 25 26 1 link down
~ ~
= Switch QOS Apply
#{ ] System Configurati
823 Port Configuration [por:| ~Jlaos type: [0 i ][user pronsy: [ ]
t{] MAC Binding
#(] MAC Filter Refresh| | Apply
“{] VLAN Configuration Port Name QOS Type User Priority
©{] SNMP Configuration gelll NO QO3 )
“{] ACL Configuration gell2 NO QOS )
I I QOS Configuration gell3 NO QOS 0
‘Bl Qos Apply gelid NO QOS [}
| ‘B QOS Schedule gells NO QOS 0
|l #C3 1P Basic Configuration gell6 NC QOS 1]
t{] AAA Configuration gell7 NO Q08 0
#{] MSTP Cenfiguration gelld NC Q08 0
{7 IGMP SNOOPING Confi gell9 NO QOS 0
| ©{] GMRP Configuration gel/10 NO QOS 0
“(] EAPS Configuration get/11 NO Q08 0 o
< > gelli2 NO QOS 0
®100% ~

Ha oaTton cTpaHuue HaxoOsaTca OCHOBHble HacTporku QoS. Bel
MoXxeTe BblbpaTb NopT B Bbinagatolwem mMeHio PORT, 3ateM QoS pexum
(QOS Type) ana Hero (Bkn/BbIKM) U NpuopuTeT Tpaduka (User Priority). Mo
ymonyaHuio QOS OTKIYEH Ha BCcex nopTax a NpuopuTeT Tpaduka HyneBown.

Bce HacTpolku Ha QdaHHOW CTpaHuue NoATBEPXOAlTCHA KHOMKOMW
Apply (NpuHATB).

9.9.2 QoS Schedule Configuration (HacTpownka pacnucaHus
npumeHeHus Q0S)

Ha aToM cTpaHuue npeacTaBneHbl HacTPOWKM Nos3Bonsowmne
npuMeHsaTb Q0S npuopuTesauuio No pacnucaHuio.

Bce HacTpoWku Ha AaHHOW CTpaHuue MnoaTBepXKOalTCA KHOMKOMW
Apply (NpuHATB).
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2 http://192.168.0.1/ @ Switch
2 4 & 8 10 42 44 16 18 20 2 A a ik
OOAN ANA A AR Ao 0
OOO0 ANO 0 A0 an o006 e
13 5 1 9 11 13 15 17 19 21 23 25 26 1 link down
~ ~
‘3 Switch QOS Schedule
B{] System Configuration
H{_] Port Configuration Fanz
B{_] MAC Binding
[
(& LRy QOS Schedule Mode: H |
B VLAN C
®(3 SNMP Configuration Weight of queue 0 (1-127): l——[ Weight of quewe 1 (11270 |
wommoroemzaams e mmmes g
BE{] ACL Configuration (Weight of queue 2 (1~127): |0 IWeight of queue 3 (1~127): |0
{3 QOS Configuration Weight of queue 4 (1~127): [0 Weight of queue 5 (1~127): [0
B 0os Apply - -
l QOS Schedule (Weight of queue 6 (1~127): |0 IWeight of queue 7 (1~127): |0
|| ®C1 1P Basic Configuration e
B{1 AAA Configuration efres PpYy
| B{1 MSTP Configuration Port |[QOS Schedule|| Weightof || Weight of || Weight of || Weight of || Weightof || Weight of || Weight of || Weight of
B IGMP SNOOPING Confi Name Mj)de queue 0 queue 1 queue 2 queue 3 queue 4 queue 5 queue 6 queue 7
f (] GMRP Configuration geli V\’RR 1 2 4 8 16 32 64 127
# (] EAPS Configuration [¥] gell2 WRR 1 2 4 8 16 32 64 127
= gelld WRR 1 2 4 8 16 32 64 127 v
< > P oo < T = = = =
#100% ~

9.10 IP Basic Configuration (basoBas HacTpoWnka IP)

9.10.1 VLAN Interface Configuration (Hactponka VLAN uHTepdenca)

& hitp://192.168.0.1/ £~ B | @ suitch
2 4 13 & 10 12 44 16 18 20 22 24 -
AAAN AAAA AGAA ::;';"m“";
oo d Aot aodn goo B link down
1 3 5 T k] 1 13 15 17 18 21 23 25 28
"
3 Switch IP Address Configuration
B{] System Configuration
&[] Port Configuration Line Item VLAN ID IP Address / Subnet Prefix MAC Address
#(] MAC Binding o ] [ ]
B MAC Filter 1 1 192.166.0.1/24 00a7.c1d3.c501
{1 VLAN Configuration
(] SNMP Configuration Refresh| Create VLAN Interface Delete VLAN Interface
#0 ACL Configuration Create/Modify IP Address Delete IP Address Help
{1 QOS Configuration
B3 IP Basic Configuration
|| © =B IP Address Configurai
Il -2 ARP Configuration an
=& Host Static Router Co
| ®{1 AAA Configuration
B{] MSTP Configuration
{1 IGMP SNOOPING Confi
lle=c GMRP Configuration ¥
< >
®100% -
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Ha aton ctpaHuue HaxogsTtcs Hactpounkm VLAN uHTepdperica. Bbl
MoxeTte cosgatb VLAN  wuHTepdenc, yoanutb  €ro, WU3MEHUTb.
CyuwectBytowime VLAN uHTepdeicbl MOryT ObiTb HAaCTPOEHbI TOSIbKO €CIu
3aJaHbl ocTanbHble napameTpbl Takne Kak IP agpec, macka, n MAC agpec.

KommyTtatop no ymon4yaHuto nmeet VLANL nHtepdenc, KOTopbin He
MOXeT ObITb yoaneH.

9.10.2 ARP configuration and display (HacTtpoika npotokona ARP u
oTtoGpaxeHue Tabnuubl ARP)

L2 & hiip//192.168.0.1/ =)
2 4 3 2 10 12 14 16 18 20 22 24 -
AAAA AAAG AAAA 1
OO0 a0 0 oon0o 8600 -
1 3 5 7 9 11 13 15 17 19 M 23 5 26 1 link down
A A
3 Switch ARP Configure And Display
®{] System Configuration
#(1 Port Configuration [Static ARP Ttem configuration:|
HiE) MREEmIy [P Address I | |macaddress || ]
B{_] MAC Filter
B{] VLAN Configuration Add
B(] SNMP Configuration
B[] ACL Configuration
#{(] QOS Configuration DeletalAREtem:
| ©EY 1P Basic Configuration [arP 1tem [ ~] P Address P Network Segment) || ]
| IP Address Configural
| ARP Configuration an Delete
Host Static Router Co
B{] AAA Configuration [Change Dynamic ARP List Item into Static ARP List Item : |
¥IZ] MSTP Configuration [ARP List Item I v] 1P Network Segment]]
| B IGMP SNOOPING Confi
#(] GMRP Configuration Apply v
< > < >
®100% ~

CtpaHuvua  Hactpoek ARP  npepoctaBnseT  BO3MOXHOCTb
oTobpaxaTtb Bclo Tabnuuy ARP komMyTaTopa, MeHsiTb Static ARP, yganate
ARP, meHsaTb Dynamic ARP Ha Static ARP.

Mpun HacTpovike static ARP Heobxogumo ykasatb IP agpec n MAC
agpec. MAC apgpec gomkeH ObiTb Tuna unicast. lNocne 3Toro Haxmute
kHoMnKy Add (no6aBuTb).

Mpun yoaneHun ARP Bbl MOXeTe BblOpaTb, YTO UMEHHO yOanuTh:

- Yacteb 3ammen B ARP Tabnuue «kommyTtatopa (ana  3Toro

Heobxoammo ykasaTb |IP agpec nnm IP cermeHTa cetn);

- Static ARP 13 tabnuupl;
- Dynamic ARP n3 Tabnuubl.
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[ns noaTeepxaeHus yaaneHus ncnonb3ynte kHonky Delete (Yoanuts).

Mpn nepeHoce Dynamic ARP B Static ARP Bbl MoxeTe BblbpaTb
kakon nnbo cermeHT ceTn unm Bce Dynamic ARP 3anucu B Tabnuue. Ons
nepBoro criyyas crnegyet ykasaTh I[P agpec cermeHTa ceTu.

Bce HacTponku Ha AdaHHOW CTpaHuue NoATBEpPXOAalTCA KHOMKOMW
Apply (NpuHATB).

9.10.3 Host Static Route Configuration (HacTtponka Tabnuubl Static
MapLpyTusaumm)

L2 = hep192.168.000 =
2 4 6 8 10 12 14 16 18 20 22 24 ﬂ link
oAt oot adnnn .‘;LH“';
oo oo o ' = Iololo]o] -
1 3 5 7 8 11 13 45 47 18 24 23 25 26 1 link down

. ~

4 Switch Host Static Route Configuration

*{_] System Configuration

51 Port Configuration [Target AddressiSubnet perfix|[Next Hop |

#{] MAC Binding

5] MAC Filter

&
&
&
&
Eg :::"L‘E;T::;:::n ’TH Targe Address/Subnet “ Next Hop ” Distance “ State
&
&
E

“{] ACL Configuration

“{] QOS Configuration

-4 IP Basic Configuration
IP Address Configural

| ARP Configuration an
Host Static Router Co

*{_] AAA Configuration

#{_] MSTP Configuration

H(] IGMP SNOOPING Confi

“{] GMRP Configuration

< >

Refresh| Apply Delete Help

v

R100% ~

Bbol moxeTe pobaBnsatb M ygansaTb 3anucu B Tabnuuy Static
MapLIpyTU3auum C TMOMOLLbI0 HacTpoek Ha 3ToMm cTpaHuue WEB-
uHTepdeiica. Mo ymonyaHuio KOMMyTaTop He MMeeT kakux Nnbo 3anucen B
Tabnuue mapwpyTMsauun. Ytobbl  HaAcTpoWUTb  MapLlpyTM3auulo Mo
ymMonyaHuio Heobxoamnmo gobasutb 0.0.0.0 / 0 3anuce B Tabnuuy.

Bce HacTporikm Ha [JaHHOW CTpaHuue noaTBepXgarTcs KHonkon Apply
(MpuHATB).
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9.11 AAA Configuration (HacTpoWka cucTemMbl ayTeHTUDMKauum
aBTOpMU3aLMKU U yYeTa COObITUI)

9.11.1 Radius Configuration (HacTpomka Radius cuctembl AAA)

< |- EImreT
2 4 & 8 10 12 14 18 18 20 22 24 ﬂ fink
OO0 a0 aooon .‘;',;a:;
OO0 h adaoon oodd g0 "
13 5 7 9 11 13 15 17 19 20 23 25 26 21 link down
~
‘- Switch Radius Configuration
{1 System Configuration
§
#{ ] Port Configuration Primary Server 0.0.0.0
#{1 MAC Binding = oo
H{] MAC Filter Option Server i
¥ VLAN Cenfiguration UDP Port 1812
(] SNMP Configuration Accounting Enzble W
#{] ACL Configuration Accounting UDP Port||1813
.
' #{] QOS Configuration Shared Key
{1 IP Basic Configuration
| B3 AAA Configuration Vendor
I Tacacs+ Configuratior NAS Port 50003
Radius Configuration NAS Port Type 15
802.1x Configuration NAS Service Type 2
802.1x Port Configura
f Roami Dizable v
| 802 1x User AuthInfo o E !
#{] MSTP Configuration ¥ Refresh| | Apply Help
< >
H100% -

Ha arton ctpanuue WEB uwHTepdpeinica npeacraBneHbl HacTpPOWKM
RADIUS (cuctema wucnonb3ywuwias npoTokon  ANA  peanu3auuu
ayTeHTUdmMKaumm, aBTopusaumm n cbopa cBeaeHun).

[nsa koppekTHoM paboTbl cucteMbl RADIUS Heobxoammo:

1) bBbITb yBepeHHbIM, YTO IP agpec Radius cepsepa (Primary Server)
3agaH npexae, YeM BbINONHATL ayTeHTUMMKALNIO U aBTOPU3aLMio;

2) 3apatb pononHuteneHbin IP agpec Radius cepepa (Optional
Server);

3) Ykasatb UDP nopt ayteHTudukaumm (UDP Port). Mo ymonyaHuio
3TO0 3HayeHue paBHO 1812, OObIMHO M3MEHATH 3TO MNONie HeT
HeobXxoaMMOoCTH;

4) YkasaTtb criegyeT N BbIMONHATL ayTeHTUUKaLmnio 1 y4eT B Lenom B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkn.);

5) YkasaTtb nopT BbinonHeHus yyeta (Accounting UDP Port). 3HaueHne
no ymonyaxuo 1813;
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6) Kniou (Shared key) ncnonbsyeTtca ans yctaHoBku obLiero napons
wndgpoBaHnss  Mexagy Kommytatopom U Radius cepsepom.
YbeanTtecb, YTO HACTPOMKN ayTeHTMdUKaumm n ydeta (Accounting)
UMEIOT Te XKe 3Ha4yeHwus, 4To 1 Ha cepeepe Radius;

7) WHdopmaums o noctaBwmke (vendor). O6bI4HO, 3TO MOsie HE CTOUT
U3MEHSATH;

8) NAS Port, NAS port type, NAS type of service. 3T 3Ha4eHUs He
MEHSIIoTCS;

9) Roaming oTBevaeT 3a BKMNOYEeHUE/OTKMYeHne yHkuMm Roaming
npoTtokona Radius.

Bce HacTporkum Ha QOaHHOW CTpaHuue NnoATBEpXOaloTCH KHOMKOMN
Apply (NpyHATB).

9.11.2 802.1x Configuration (HacTponka napameTpoB CUCTEMbI
aBTOopM3auMu 1 ayteHTUdMKaumm no ctaHgapty 802.1x)

LY EN & bepi/r192.1680/ £+ 8¢ | a swich
2 4 3 8 10 12 14 16 18 20 22 24 ﬂ i
BaAa0 AA66 AAaaa i
OO0 A0 da0 Ohoo @808 -
1.3 5 7 9 11 13 15 17 19 21 23 25 26 1 link down
A
3 Switch 802.1x Configuration
B System Configuration
[ Port Configuration 3021 ”I_P"sﬁble -
&) MAC Bindi
[]8 — Fl:ll E Reauthentication ”FJ'—“ME e
liter
1 VLAN Configuration Reauthentication Period|[3800 | (Sec)
F_1 SNMP Configuration Quiet Period (Sec)|
FH{_] ACL Configuration TxPeriod ,30—‘ (Sec)
'[JI:I QOS Configuration
F(3 IP Basic Configuration | Sewvertimeout |10 (Sec)
|23 AAA Configuration supplicant timeout 30 (Sec)
| Tacaes+ Configuration Max Request 3
Radius Configuration Reauth Max 3
802 1x Configuration = — I
~[8 802 1x Port Configurat Client Version =
| ~[E 802.1x User Auth-Inforr Check Client [Erzere ]
(] MSTP Configuration R Refresh | Apply Help
< >
#®100% -

Ha aton ctpannue WEB wuHTepdenca npencraBneHbl HaCcTPOWKM
CUCTEMbI ayTeHTUdUKaLUMK U aBTopU3aLMm Ha ocHoBe cTaHaapTa 802.1x:
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1) 802.1x — skmo4vaeT/BbiknodaeT (Disable/Enable) npumeHeHue
ayTeHTUmKaunm n asTopmusaumm no ctaHgapty 802.1x;

2) Reauthentication - Bkntovaet/Bbikntovaet (Disable/Enable)
MOBTOPHYHO ayTeHTudpmkaumo. Mo  ymonyaHuio OTKIIHYEHO.
BkntoyeHne gaHHOWM OyHKUMKM caoenaeT  ayTeHTUdMKauumio
nonb3oBaTtenen 6onee HagexHOW, HO HE3HAYUTENBHO YBENMUYNT
ceTeBou Tpadvk;

3) Reauthentication period — 3agaeTtca BpemMss B CekyHaax Ans
NMOBTOPHOW ayTeHTUdUKaUnn. AKTUBHO TOSTbKO NPWU BKITHOYEHHOMN
dyHKkunn Reauthentication;

4) Quiet Period — Bpems B cekyHaax, He TpebyeT nsameHeHus;

5) Tx-Period — He TpebyeT nameHeHus;

6) Server timeout — He TpebyeT N3MeHeHNs;

7) Supplicant timeout — He TpebyeT U3MeHeHs;

8) Max request users — He TpebyeT U3MEHEHUS;

9) Reauth Max — oToOpaxaeT MakcMMasbHOe KOJMYecTBO
MOBTOPHbIX ayTeHTUUKaLWiA;

10) Client Version — oTtobpaxaeT TeKyLlyl0 BEepcuio KnueHta ansd
yAaneHHow aBTopusaumun n ayteHtudukauumn yepes 802.1x;

11) Check Client — Bkn/BbIKIT NPOBEPKN NMPOXOXKAEHUS cepTudukaTa
OT KIIMeHTa.

Bce HacTpolkm Ha QaHHOW CTpaHuue noaTBepXKaarTcsa KHonkon Apply
(MpUHATB).

9.11.3 802.1x Port Configuration (Hactpoika nopToB ANnsi CUCTEMbI
aBTOopu3auuu u ayteHTudumkaumm no ctaHaapty 802.1x)

C nomowbto aton cTpaHuubl WEB wHTepdeinca nonb3oBaTenb
MOXET U3MEHUTb pexuM paboTbl nopTa Ans paboTbl CMCTEMbI aBTOpPU3aLmm
n ayteHTudukaumm no crtangapty 802.1x. lMopT mMoxeT pabotatb B 4X
pexvmax:

- N/A State (no ymon4yaHuio);

- Auto state (aBTomaTuyeckn);

- Force-authorized (npuHyauTenbHas aBsTopusauus);

- Force-unauthorized (npuHyauTenbHbIM OTKa3 OT aBTopM3auun).
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L E & ripi1o216801 - Bl & suicn
2 & 5 5 1012 1415 15 2 2 a 3
OO a0 A0 aand -d'"uq’
NAO0 AA0A AA0a oane
T3 s 7 s oM owis moeoam 2w €1 link down
. 2 ~
i Switeh 802.1x Port Configuration
{1 System Ci i
1 Port Configuration Porthum Port Mode Support Host Num
{2 MAC Binding [ V] [ v o
{0 MAC Fitter ge1i N/A 256
{1 VLANG gelr2 NIA 256
1 SNMP C 9e13 NIA 256
{1 ACL Configuration gelld NiA 256
{1 QOS Configuration gells N/A 256
{1 IP Basic C. gel/8 NiA 256
|[FS3 AAA Configuration gell? NIA 256
I Tacacs+ C gell8 N/A 256
B Radius C; gelly NIA 256
p——— ge1/10 NiA 256
802.1x Port Configurati 991:; :ﬁ igg
5
“E) 802 1x User Auth-lnforr g
[ gell13 NIA 256
{1 MSTPC: ~
5 gell1a NIA 256 v
< > 118 N, oh
#100% -

Ecnu Ha nopTte TpebyeTcAa BbLINOMHATL ayTeHTUdMKaumio no
craHgapty 802.1x Heobxogumo BbiCTaBUTb pexmnm Auto state. Ecnm He
Tpebyetca penaTb ayTeHTUdMKaumio AnNs  JocTyna K ceTtu cnegyet
BbicTaBuTb pexum N/A. OcTanbHble 2 pexvMa peako WUCMNomnb3ylTcs B
CTaHOapTHbIX CUTYyaLmMsX.

MakcumanbHoe 3HaveHne ansa nona Support Host Num — 100.

9.11.4 802.1x User Authentication Information (MUHcpopmanumsa o Bcex
npoueccax ayteHTucukaumm no craHgapty 802.1x)

L & hitpy1921680. Bel @ swich
2 4 6 8 10 12 4 6 18 2 2 2 §
coon oooa aoaa Sl
Odad adoo adoo 88ao B link down
T3 5 7 8 11 5 17 18 A B 2 26
~
0 Switch 802.1x User Auth-Information
{1 System C:
{1 Port Configuration [port: | v [[Portmode: accepted Host Num: 0 |
{1 MAC Binding
{1 MAC Filter Username | MAC Address || Reauest state | Applicant state Maching ][ Back-End state Maching ][ Retry Request state_|
{1 VLAN G |[state ][ Retry Request Num || state || RequestNum || state. |
{1 SNMP Configuration Refresh| Help
{21 ACL Configuration
{1 QoS Configuration
{2 IP Basic Configuration
|[F43 AAA Configuration
Tacacs+ Configuration
Radius Configuration
802.1x Configuration
802.1x Port Configurati
21 802.1x User Auth-Inforr
{2 MSTP Configuration v
< >
®100% ~
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Ha aToli cTpaHuue npeacTaBneHbl cBedeHWss 060 Bcex Mpoueccax
ayTeHTUdMKaLUMM Ha nopTax, HaCTPOeHHbIX AnA Hee. WHdopmaums
npegocTaBneHa TOMNbKO ANS YTeHUs.

9.12 MSTP Configuration (HacTtporka paboTbl npoTokona MSTP)

9.12.1 MSTP Configuration (OcHoBHble HacTporku MSTP)

e 2 \c @ http://192.168.0.1/ ,ov| =

2 4 6 8 10 12 14 16 18 20 22 24 &l link
Oahd dadd Odah .c;ri:ia;\‘;
OO0 o000 aooo o000 -
13 5 7 8 11 43 15 47 18 24 33 35 2 1 link down
A
3 Switch
{1 System Configuration
#{] Port Configuration MsTP
{1 MAC Binding p— ]
#{ MAC Filter on
(] VLAN Configuraticn Portfast Bpdu-Filter
E-{] SNMP Configuration Portfast Bpdu-Guard
{7 ACL Configuration Forward-Time
{1 QOS Configuration Hello-Time B
B IP Basic Configuration IS =
- ? Errdisable-Timeout [Dizable v
B{] AAA Configuration -
=Y MSTP Configuration Errdisable-Timeout Interval|| 300
MSTP Configuration Max-Age 20
~E Port Configuration Max-Hops 20
R Cisco-Interoperability ”Exsab'_: v
E{] IGMP SNOOPING Confi
(] GMRP Configuration REfESh)  [Eppi
(] EAPS Configuration
< >

Ha paHHOM cTpaHuue WEB wuHTepdenca npegcraBreHbl
rnobanbHble HacTpolku npoTokona MSTP (Multiple Spanning Tree
Protocol):

1) MSTP (Disable/Enable) — Bkn/Bbikn nogaepxky npotokona MSTP;

2) Priority — HacTponka npuopuTesaumun. YCTporcTea ¢ 6onee HU3KUM
nNpMopuTETOM NOAXOAAT Bonblue Ans ponn KOpHEBOro mocTa(root
bridge);

3) Portfast BPDU Filter (Disable/Enable) — Bkn/Bbikn cunbTpaumto
BPDU nakeTtoB Ha nopre;

4) Portfast BPDU Guard (Disable/Enable) — Bkn/Bbikn @yHKUUIO
3awunTtbl BPDU nakeTos;

5) Forward Time — HacTpovika 3agepXKu nepechinkn NakeTos;
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6) Hello Time — HacTpovika wuHTepBana otnpaBku MSTP HELLO
NakeToB.;

7) Errdisable Timeout (Enable/Disable) — Bkn/BbIkN  yHKUMK
Errdisable. Ecnu nopt c¢ BkntovyeHHbiIM BPDU Guard nonyyaet
naketbl BPDU 3anyckaetcsa Errdisable Tanmep. Mo wucteveHum
3agaHHoro  BpemeHu  (Errdisable  timeout) nopt  Oyger
nepesanyLueH;

8) Errdisable timeout — Bpemsa nocne kotoporo 6yaet nepesanylleH
nopT nonyynsLni naket BPDU;

9) Max Age — BpeMs B CeKyHOaxX B Te4eHMe KOTOpOro KommyTtaTop
oxugaet uHdopMaumio o KoHdwurypauumn ST(spanning tree)
npexae Yem 3anycTuTb NPOLECC KOHUrypaumm 3aHoBO;

10) Max Hops — konunyecTBO nepexodoB (XOMoB) 4O OTOpacbiBaHMA
BPDU nakeToB B JOMEHE,;

11) CISCO Interoperability (Enable/Disable) - BKJ1/BbIKN
COBMECTMMOCTb C HacTponkamu STP CISCO.

Bce HacTpoWkv Ha [aHHOW CTpaHuue MNOATBEPXKOATCH KHOMKOM
Apply (NpuHATB).

9.12.2 MSTP port configuration (HacTponka MSTP Ha nopTax)

a- Sl ¢ @ hipyns21e80./ 2 | & switch ‘ ‘
2 4 6 B 10 12 14 18 13 20 22 24 & link
NAAA ABAA AAAn 5
000 OO0 A0 e o
13 5 7 9 11 13 15 17 18 21 23 25 28 1 link down
~
3 Switch
{1 System Configuration
{1 Port Configuration Port ~
(0 MAC Binding —
- Portfast Disable W
(0 MAC Filter
{1 VLAN Configuration |_Portfast bpdu filter | ~
{0 SNMP Configuration Portfast bpdu-guard hd
{0 ACL Configuration Root Guard hd
(3 QOs Configuration Link-Type ~
{1 IP Basic Configuration priority
{0 AAA Configuration
-4 MSTP Configuration Path-Cost
~E) MSTP Configuration Force-Version sIP v
B Port Configuration Refresh Apply
81 Port Information
{1 IGMP SNOOPING Confi
{1 GMRP Configuration
{0 EAPS Cenfiguration
< >
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1) Ha paHHoM cTpaHuue WEB uHTepdelica npeactaBneHbl HaCTPOrKu
MSTP (Multiple Spanning Tree Protocol) ans nopTtos.

2) Port — BbIGOp NOpTa AN HACTPONKMK;

3) Portfast (Enable/Disable) — Bkn/Bbikn coctosHusa Portfast gns
BbIOpaHHOro paHee nopta. B coctosaHum Portfast nopt nepexogut mn3
COCTOSIHMSA ONOKMPOBKM B cocTosiHMe nepecbinku(forward) nakeTtoB
MUHYs1 cocTosiHMe oby4deHusi(learning) n npocnywmneanms (listening);

4) Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn dunsTpaumio
BPDU nakeToB Ha BbibpaHHOM nopTe;

5) Portfast BPDU GUARD (Enable/Disable) — Bkn/Bblkn yHKUMIO
3awmTtbl BPDU nakeToB Ha BbIGpaHHOM MOPTE;

6) Root Guard (Enable/Disable) — Bkn/Bbikn dyHKUMN 3aLUUTbI
KopHeBoro MocTta (root bridge) ot npuema BPDU nakeToB oOT
YCTPOWNCTB C Boree BbICOKMM NPUOPUTETOM, YEM MOCT;

7) Link Type — HacTpoika Tuna nogkntodeHnsa. Point to Point (Touka-
TOYka) no3BONSieT ObICTPO MeEHATb CcocTosHMe nopTta. Shared
NOAKITIOYEHNE HEe MO3BONSAET ObICTPO MEHSATb COCTOsIHME MopTa.
Heobxogumo npontn 802.1D npoueaypbl, 4TOObI onpegenutb
cTaTyc nopTa;

8) Priority — HacTporika CIST npuopuTeta, 3HayveHve MoxeT ObiTb
TONbKO KkpaTHbIM 16 B AmanasoHe ot 0-240. Mo ymonyanuio
3Ha4eHue paBHO 128;

9) Path Cost — ot 0 - 200000000. Bonee Hu3kMe 3Ha4YeHUS1 OObLIYHO
COOTBETCTBYIOT root’am;

10) Force Version — Tun oTnpasBfisieMblX NaKeToB.

Bce HacTpolkm Ha QaHHOW CTpaHuue noaTBepXKaawTcsa KHonkon Apply
(MpuHATB).
9.12.3 MSTP configuration information (O6was nHégopmaums o
KoHdumrypauum MSTP)

Ha panHon ctpaHuue WEB uHTepdenca npegcrasneHa cBoaHasi

WHopmaums o KoHpurypaumm MSTP.
WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.
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a C @ hep://192.168.0.1/ 2 - | @ switch ‘ |
2 4 & B8 10 12 14 16 18 2
NAON ABAA AAAn a0
OO0 aoAae oo a0 e 2
1 3 5 T 9 41 13 15 47 18 21 23 25 26 [ link down
~ ! ~
a Switch
EH_] System Configuration Port_|[ Postfast || Bpdu-Filter | Bpdu-Guard || Root Guard || Link-Type || Priority || Path-Cost || Force-Version
L Port Configuration gel/l || Disable || Default Default Disable || PontTopont | 128 20000 MSTP
0 MAC Binding geli2 || Disable | Defaull Defaull Disable || Point-To-point || 128 20000 MSTP
01 MAC Filter ge1/3 || Disable Default Default Disable PontTopoint || 128 20000 MSTP
1 VLAN Configuration gel/d |[ Disable Default Default Disable Point-To-point |[ 128 20000 MSTP
{1 SNMP Configuration ge1/5 |[ Disable Default Default Disable Point-To-point 128 20000 MSTP
1 ACL Configuration ge1/6 || Disable Default Default Disable Point-To-point |[ 125 20000 MSTP
{0 QOS Configuration a21/7 |[ Disable Default Default Disable Point-To-point 128 20000 MSTP
{1 IP Basic Configuration ge1/8 || Disable Default Default Disable Point-To-point || 128 20000 MSTP
{0 AAA Configuration gel/3 || Disable Default Default Disable Point-To-point 128 20000 MSTP
EHd MSTP Configuration gel/10 || Disable Default Default Disable Paint-To-point 125 20000 MSTP
-E MSTP Configuration geli11]| Disable Default Default Disable Point-To-paint 128 20000 MSTP
Port Configuration geli12 || Disable Default Default Disable Point-Te-paint 128 20000 MSTP
Port Infermation geli13 || Disable Default Default Disable Point-To-point 128 20000 MSTP
{1 IGMP SNOOPING Cenfi gel/14 || Disable Default Default Disable Point-To-point 128 20000 MSTP
{1 GMRP Configuration ge1/15 || Disable Default Default Disable Point-To-paint 128 20000 MSTP
{1 EAPS Configuration R gel/18 || Disable Default Default Disable Point-To-point 128 20000 MSTP “
< > gel/17 || Disable Default Default Disable Point-To-point 128 20000 MSTP

9.13 IGMP snooping configuration (HacTponka oTcnexxnBaHums
IGMP Tpacmka)

9.13.1 IGMP snooping configuration (HacTpomku cdyHkuum IGMP
snooping)

e‘ ‘|O:§!|»ttp:--1gz.1ﬁso1- - |l & switch ‘ |

©

@©

2 4 13 8 10 42 14 16 18 20 22 24

AA0A AAAA AdAn Ed_u
OO0 AOAA AQAo 08 san e
1 3 5 7T 8 11 12 15 17 19 21 22 25 26 1 link down

N Switch

{1 System Configuration

{1 Port Configuration

{1 MAC Binding

{3 MAC Filter

{1 VLAN Configuration

{1 SNMP Configuration

{3 ACL Configuration

{1 QOS Cenfiguration

{2 IP Basic Configuration

{1 AAA Configuration

{1 MSTP Configuration

EHY IGMP SNOOPING Cenfi
IGMP SNOOPING Ce
“[E) Multicast Group Inforn

{1 GMRP Configuration

{1 EAPS Configuration

{1 RMON Configuration

< >

16Mp snoopING|[Dissble v ]

Refresh Apply
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Ha paHHon ctpanuue WEB uHTepdenca Bbl MOXeTe BKMOUYUTL UMK
BblknounTb  (Enable/Disable)  dyHkumio IGMP  snooping  (npouecc
oTCrnexvBaHnd CceTeBoro Tpadvka IGMP, npegoTspaLlaoLLnn
wupokoBewaTenobHyto (broadcast) peTpaHcnauuio multicast  Tpadmka
KOMMblOTEpPaM-NOTPEOUTENSAM, KOTOPLIM HE HY>KHO ero obpabarbiBaTh).

Bce HacTpoWku Ha AaHHOW CTpaHuue NoATBEpPXOalTCA KHOMKOMW
Apply (NpuHATB).

9.13.2 Multicast Group Information (O6wasa nHdopmauumsa o IGMP)

e : )| & @ hitp/192.1680.1/ o v‘

@ switch | ]

2 4 € £ 10 12 14 18 12 20 22 24 0 "
OAAG ANAA AAAdd _:f'k;ﬂ
o000 cOAOAQ aoaa 0060 save
1 3 5 7 8 11 13 15 17 19 21 23 25 26 21 link down

‘3 Switch

{1 System Configuration

{1 Port Configuration

{1 MAC Binding VLANID ][ Multicast Address

(0 MAC Filter Refresh

{0 VLAN Configuration

{3 SNMP Configuration

(O ACL Configuration

{1 QOS Configuration

{1 IP Basic Configuration

{0 AAA Configuration

{1 MSTP Configuration

‘3 IGMP SNOOPING Confi
“El IGMP SNOCPING Cao
“E1 Multicast Group Inforn

{1 GMRP Configuration

{0 EAPS Cenfiguration

{2 RMON Cenfiguration

< >

Member Ports

Ha paHHow ctpannue WEB wHTepdbenca npeactasneHa obuias
uHdopmaumsa o Multicast ansa scex VLAN'oB.
MHdopMaLuma npegocTasneHa ToNbKo ANs YTEHNS.
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9.14 GMRP Configuration (Hactpowka pa6otbl npotokona GMRP)

9.14.1 GMRP Global Configuration (fmo6anbHble HacTpoiku GMRP)

Ha panHon cTtpaHMue WEB wuHTepdenca npencrasneHbl
rnobanbHble HacTponku paboTbl npoTokona GMRP (GARP Multicast
Registration Protocaol), npegHa3Ha4YeHHoro ans yrnpoLLeHns
pacnpocTpaHeHuss No CceTu MHPOPMaLUM O HanMuun onpeaeneHHoN
Multicast rpynnebil.

Bknoyenune/oTknioveHne nogaepxkn GMRP  ocywecTtBnsetcs ¢
nomowblo Bblbopa Disable/Enable n nocnegyowero noareepxaeHus
kHornkow Apply (MpuHATD).

|
e- D) ¢ @ bups/19216801/ 2 - [ & switch | | A
2 4 6 B 0 12 14 16 12 20 22 24 &l link
OoDo0 a0 aooan -;la:‘pe
Ooad aadd adood g8y -
1.3 5 7 e 11 13 15 17 19 2 2 256 26 £ link down
~
‘3 Switch
{1 Sysiem Cenfiguration
{1 Port Configuration
{1 MAC Binding
{3 MAC Filter Refiesh] [ Apply

E
E
E
&
B{] VLAN Configuration
(] SNMP Configuration
#{] ACL Configuration
#{] QOS Configuration
{7 IP Basic Configuration
] AAA Configuration
B{] MSTP Configuration
#{] IGMP SNOOPING Confi
=43 GMRP Configuration
~E GMRP Global Configu
Bl GMRP Ports Configur
-2 GMRP State Machine
(] EAPS Configuration
< >

v

9.14.2 GMRP ports configuration (Hactponka GMRP Ha nopTax)

Ha paHHoun cTtpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPONKU
GMRP gns otgenbHbix nopToB. MopT BblIbMpaeTcss B BbiNagatoLEM MEHH0
Port, Bkn/otkn nogaepxkm GMRP peanusyetca ¢ nomowpbio GMRP Status
Disable/Enable.

Bce HacTpolkum Ha QdaHHOW CTpaHuue MnoATBEpPXKAAlTCA KHOMKOW
Apply (NpuHATB).
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=)
| | (w
1 20 2 2 .
anoao 0 link up
 disable
Oooo ooag -
7 19 21 2 25 26 1 link down
~ ~
3 Switch
E{] System Configuration !
E{] Port Configuration ‘Porl: [ v||GMRP Status: a1z V]|
] MAC Binding
#{] MAC Filter Refresh| | Apply
=0 VIAN G ion Port Name || GMRP Status Join Timer{centi: Leave Ti i LeaveAll Timer{centiseconds)
(] SNMP Configuration Gt Drable — .
H{1 ACLC n gellZ Disable
(] QOS Configuration gell3 Disable
#{] IP Basic Configuration gelld Disable -
#{] AAA Configuration gells Disable —
®{1 MSTP Configuration gel/B Disable — — —
B{] IGMP SNOOPING Confi gel!T Disable — — —
=43 GMRP Cenfiguration gel/s Disable
GMRP Global Configu gel/9 Disable - — —
£ GMRP Ports Configur gel/d Disable —
GMRP State Machine gel/11 Disable
#{] EAPS Configuration gel/i2 Disable .
< > gel/13 Disable - - -

9.14.3 GMRP State machine (O6was nHdégopmaumusa o GMRP)

e ) ¢ @ hipy/1921680/ 2~ & suitch | ]
2 4 65 8 10 12 14 16 13 20 2 2 &l ik
aooa aaa aon At
OO0 D Do d oddo 008 "
1 3 5 7T 5 M1 12 15 17 o 2 2 2% 2 01 link down
~
‘3 Switch
H{1] System Configuration
={] Port Confi
%] MAC Binding PortName || VLANID || Multicast MAC Address Il Applicant State Il Registrar State
5] MAC Filter
Refresh

{1 VLAN Configuraticn

* (] SNMP Configuration
*{] ACL Configuration

“{] QOS Configuration

#{] IP Basic Configuration
t{] AAA Configuration

*(] MSTP Configuration
4] IGMP SNOOPING Confi
{4 GMRP Configuration
GMRP Global Configt
GMRP Ports Configur
Bl GMRP State Machine
H{] EAPS Configuration

< >

Ha paHHon cTpaHuue WEB wuHTepdbennica Haxogmtcs cBoAHas
WHpopmauns o pabote npotokona GMRP. Homep nopta, VLAN ID, MAC
agpec multicast rpynnsl n TA.

MHdopmauma npegocTaBneHa ToMNbKo ANA YTEHUS.
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9.15 EAPS Configuration (HacTponka pabotbl npoTtokona EAPS)

9.15.1 EAPS Configuration (OCHOBHbIe HaCTPOWMKM paboTbl NPOTOKOsNa

O & rmenmison 2 -] @ swich [
2 4 6 & 0 12 w6 18w 2 2 A
aoa0 acan aaan =
D000 Aao0on A0oo 0o
T35 7 8 omomosm 7 oomom 2 om £ link down
A A
3 Switch

(1 System Configuration

{1 Port Configuration EAPS Ring 1D T |

(1 MAC Binding Create Status Not Created

(3 MAC Filter

{1 VLAN Configuration Mode one V|

1 SNMP Configuration primary port V]

(1 ACL Configuration secondary port v

1 Qos Configuration Control VAN S

(3 IP Basic Configuration

(0 AAA Configuration Protected VLANS Format: 2,46 or 3-10)

{1 MSTP Configuration Hello Time Interval o s

1 IGMP SNOOPING Confi Fail Time 0 s

1 GMRP Configuration Data Span

‘23 EAPS Configuration

EAPS Configuration Extreme Interoperability|
EAPS Information Enable Status B
v
03 RMON Configuration Refresh| | Create Apply Remove O
< >

Ha panHon ctpaHuue WEB unHTepdenca npeactaBneHbl HacTPOMKK
npotokona  EAPS  (Ethernet  Automatic  Protection  Switching),
npegHasHayYeHHOro Ans 3aWuThbl OT NeTernb B CETWU.

1) EAPS Ring ID — Bbi6op ID ana EAPS ring;

2) Mode — HacTpoika pexuma paboTbl pabodvero ysna ana EAPS
AOMEHa;

3) Primary Port — Bblbop kntoueBoro nopta ans EAPS;

4) Secondary Port — Bbibop BTOpu4Horo nopta ansa EAPS;

5) Control VLAN — Bbi6op VLAN ID ansa EAPS;

6) Protected VLANS — BbIOOp OAHOr0 MM HECKOMNbKMX 3allmLiaeMblX
VLAN B gomeHe EAPS;

7) Hello Time Interval — HacTponka EAPS gomeHa ansi nepnoanyeckon
otnpaBku naketoB HEALTH. 3agaBaemoe 3HadeHMe B ceKkyHOax
OOIMKHO BbITb MeHbLLE YeM BpeMsi 4o owmnbkm (fail time);

8) Fail Time — Bpems 0o UcTeyeHUss cpoka aencTeus B EAPS gomeHe.
[omkHo bbITb bonbLue, Yem Hello Time;

9) Extreme Interoperability (enable/disable) — Bkn/BbIkn cOBMECTUMOCTb
c extreme ycTpowcTBamu.

Bce HacTpolkum Ha paHHOW CTpaHuue MOATBEPXOAlTCHA KHOMKOMN
Apply (MpuHATB).
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9.15.2 EAPS information (CBogHasa uHdopmaumsa o paboTte npoTokona

e- 7\\c @ http://192.168.0.1/ 2 | @ switch | ‘
2 4 6 B 10 12 14 16 18 24 o ik
Oo0b0 aoo0 aoon -(;ga;\pe
OO0 a0 aOo0oo G048 _
1.3 5 7 8 11 13 15 17 18 21 3@ 25 28 & link down
~
N Switch

{1 System Configuration
E-{] Port Configuration Refresh
#{7] MAC Binding
EH] MAC Filter
#{] VLAN Configuration
E{] SNMP Configuration
#{_] ACL Configuration
E{1 QOS Cenfiguration
E-{] IP Basic Configuration
#{7] AAA Configuration
E{] MSTP Configuration
#{] IGMP SNOOPING Confi
{1 GMRP Configuration
=3 EAPS Configuration
EAPS Configuration
~E EAPS Information
#{] RMON Configuration
< >

v

Ha paHHom cTtpanuue WEB wuHTepderica npeactasneHbl obuue
cBefgeHus o pabote npotokona EAPS.

MHdopmauus npeactaBneHa TOMbKO ANs YTEHUSA U HE MOXeT ObiTb
M3MeHeHa C 3TOW CTpaHuLbl.

9.16 RMON Configuration (HacTtponka paboTbl npoTokona
RMON)

9.16.1 RMON Statistics (Hactpowka rpynn ctatuctuku gnsa RMON)

Ha paHHoi ctpaHuue WEB nHTepdelica npeactaBneHbl HACTPOMKM
rpynn cratuctukm (Statistics) ansa  pabotel RMON  (AUCTaHUMOHHBIN
MOHUTOPWHT CETK).

Bbibepute nopt m3 Bbinagatowero cnucka Port, 4Tobbl HacTpouTb
rpynnbl  AaHHbIX ctaTuctukn. WMHgekc O o3Havyaet, 4YTO MNOPT He
ckoHdurypupoBaH anss RMON. NHgekc moxeT 6biTb B npegenax ot 1-100.
3anonHeHune nonga Owner (Brnagenew) He ABnsieTcs obs3aTernbHbIM.
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(¢ 5 -] & swic L]
2 4 & 8 10 12 14 18 18 20 2 24 -
CoO0G AA00 AGAan ] o)
OO0 Qo000 o000 0860 B link down
T 3 6 7 8 11 13 15 17 15 21 28 25 26
{1 MAC Binding N N
E{] MAC Filter
E{] VLAN Configuration )
(] SNMP Configuration port:
{7 ACL Configuration
®{] QOS Col [ RMON Statistics ]
E{] IP Basic Configuration | IndexH B I OWHEIH [ ]
B AAA Configuration
#{_] MSTP Configuration Refresh Apply Delete Help
EI{] IGMP SNOQPING Confi Statistics Data
{0 GMRP Configuration letherStatsDropEvents 0][etherStatsOctets o
#{1 EAPS Configuration etherStatsPkts 0][etherStatsBroadcastPkis o
4 RMON Configuration etherStatsMulticastPkts 0]|etherStats CRCAlignErrors o
Statistics Configuratio etherStatsUndersizePkts 0] letherStatsOversizePkts o
History Configuration letherStatsFragments 0][etherStatsJabbers o
Alarm Configuration etherStatsCollisions 0|letherStatsPkisG40ctets o
Event Configuration etherStatsPkisB5to127Octets 0]letherStatsPkis12810255 Octels o
E{] Cluster Management ietherStatsPkts256105110ctets 0||etherStatsPkis512t010230ctets 0
E{] Log Management v etherStatsPkts1024t015180ctets (o v
< >

9.16.2 RMON History (HacTtpouka rpynn npeabsictopuu ana RMON)

=

| a

)| & @ http://192.168.0.1/ o~

(]

1 link up
(s a] )
oo oo @ disable

1 13 15 17 19 2 23 25 26 1 link down

B[] MAC Binding o
B0 MAC Filter
(] VLAN Configuration
] SNMP Configuration Port:
B ACL Configuration
{1 QOS Configuration RMON History
®(] IP Basic Configuration Index [o | intervar || [0
B[] AAA Configuration Request
B[] MSTP Configuration Buckets
B IGMP SNOOPING Confi
{1 GMRP Configuration
B{] EAPS Configuration History Dala
=123 RMON Configuration | Time ‘ _ H [ I
B Statistics Configuratio ) St I 1 i
History Configuration
Alarm Cenfiguration s By, led LS
B et Total: Opages, Current Page is No. 1
B Cluster Management
B ] Log Management

< > < >

Owner ‘ ‘

Refresh| Apply Delete Help

Kts| Jabbers

-

SRS —

Ha paHHomn cTpaHuue WEB nHTepdeinca npeacraBneHbl HaCTPONKU
rpynn npegpictopum  (History) pgns pabotsl RMON  (gUCTaHLUMOHHBIV
MOHWTOPWHT CETH).
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BbibepuTe nopT u3 packpbiBaroLLerocs cnucka Port ons HacTPONKu.
Ecnu nopt He ckoHurypuposaH ans RMON, B none INDEX otobpasutcs 0.
3HaueHne Index moxeT ObITb B npegenax ot 1 go 100. MNone Bnagenbua
(Owner) He ob6si3aTenbHO K 3anonHeHuto. B none Interval yctaHaBnuBaetcst
Bpemsa oT 1-3600 B TeuyeHne koToporo cobupatTcs aaHHble. Bucket — aTo
BblgeNieHHoe xpaHunuile ansi coopa 3anucen. 3HaveHne MoxeT ObiTb OT 1 —
100.

9.16.3 RMON Alarm (HacTtpowka rpynn aBapunHbIX CUrHanoB Ans

RMON)

[ =)

a‘ D)l @ hepi1921680.y £ || @ suitch | {1 o
2 4 & 8 10 12 14 18 18 20 22 24 ﬂ ink
a0 A addh .‘;“:r
OO0 D AAaa0 oddd o8 A i
1 3 5 7 8 11 12 15 17 19 21 22 25 28 ink down

{7 MAC Binding o

BE{] MAC Filter
E{] VLAN Configuration

B SNMP Configuration Rising |[Falling
Alarm|| Rising Falling
BE(7 ACL Configuration Index |(Interval Variable Sample Type Value||T T ﬁz&:’: ﬁ‘v‘fer:

(] QOS Configuration ol ool 0 1o D o ]
EI(] IP Basic Configuration
B AAA Configuration Refresh Apply Deleie Help
{1 MSTP Configuration
Bl IGMP SNOOPING Confi
EI(] GMRP Configuration
{7 EAPS Configuration
E RMON Configuration
Statistics Canfiguratio
History Configuration
i Alarm Configuration
: Event Configuration
B[] Cluster Management
(] Log Management
< > < >

Sample
Type

Rising Falling

Rising
Threshold Threshold

Event Index

Falling
Event Index

Sequence|| Index ||Interval Variable Alarm Value Owner

Ha paHHoi cTpaHuue WEB nHTepdbenica npeactaBfieHbl HACTPOMKK
rpynn aBapuiiHbix curHanoB (Alarm) gnsa pabotel RMON (OMCTaHUMOHHBIN
MOHWTOPWHT CETH).

9.16.4 RMON Event (Hactpownka rpynn co6bitun ans RMON)

Ha paHHoun cTtpaHuue WEB nHTepdenca npeacraBneHbl HaCTPONKn
rpynn cobbitnii (Event) gna pabotel RMON (OUCTaHUMOHHBLI MOHUTOPWHT
cetn).
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M3 Bbinagatollero cnmucka Bblibepute rpynny cobbiTUR, 4YTOObI
NpoCcMOTPeTb UNKn HactpouTb ee. Haxmute (NEW), ecnu xoTuTe cosgatb
HOBYIO rpynny.

[uana3oH BO3MOXHbIX 3HayeHMn B none Index 1-60. B none
Description (onuMcaHue) 3agaeTtcs TEKCTOBOE OMUCaHWe rpynnbl COObITUIMA.
Tun cobbiTMin MoXeT ObITb hone (He pearMpoBarth), log (CoxpaHuTb 3anucek),
snmp-trap, log and trap. [llone Bnagenbua (owner) 3anosfHATbL He
obsasatenksHo.

Mone Last time sent (nocnegHee Bpems OTNpaBkW) AOCTYMHO
TONbKO AN1S1 YTEHWUs1 U NOKa3blBaeT, Koraa B nocnegHui pas cobbitne Bbino
OTnpaerneHo.

a‘ _\|c @ hitp://192.168.0.1/ e

5 Switch ‘ |
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OB anon @ linkup

noo aooa 0 fe
1 13 15 17 18 21 23 26 26 1 link down
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D~
B B =
B B
BB
- D
[+5

{1 MAC Binding ~
{1 MAC Filter
{1 VLAN Configuration
{1 SNMP Configuration
{1 ACL Configuration
{1 QOS Configuration
{11 IP Basic Configuraticn
{1 AAA Configuration
{1 MSTP Configuration
{1 IGMP SNOOPING Confi
{1 BMRP Configuration
{1 EAPS Configuration
3 RMON Configuration
Stalistics Configuratio
I History Configuration
=8 Alarm Configuration
Event Configuration
{1 Cluster Management

ioti Last Time
Index Description Type Ci Sent Owner

‘ 1970/01/01
00:00:00

Refresh Apply Delete Help

][ Index || ipti Il Type G I Last Time Sent Il Owner

{1 Log Management
< > < >

9.17 Cluster configuration (HacTpomnka knactepa)

9.17.1 NDP Configuration (Hactpomnka pa6oTtbl npotokona NDP)

Ha paHHoin cTtpaHuue WEB nHTepdenca npeacraBneHbl HaCTPONKN
paboTbl npoTokona «obHapyxeHus cocegen» NDP (Neighbor Discovery
Protocol). [aHHbI NPOTOKOM MCMOMb3yeTcs COBMECTHO ¢ IPv6 u
OTBETCTBEHEH 3a oOHapyXeHWe KOH(nMKTa agpecoB, APYrUx Y3roB B
Knacrtepe, nouck goctynHelx DNS cepepoB u T4.
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#{] Port Configuration A

{1 MAC Binding

E{] MAC Filter

{1 VLAN Configuration Port:

#-{] SNMP Configuration Port Enable

{7 ACL Configuration Global Enable

{1 QOS Configuration

#{] IP Basic Configuration Hello-time % (1-4096 sec)

B AAA Configuration Aging-time 180 (1-4096 sec)

E{_] MSTP Configuration

{1 IGMP SNOOPING Confi Refresh Apply Help

B{ ] GMRP Configuration
#{] EAPS Configuration
{1 RMON Configuration
EHY Cluster Managament
NDP Configuration
~[E] NTDP Configuration
Cluster Canfiguration
{1 Log Management
< >

[ocTynHbl crnegyouime HaCTPOWKM:

1) Port— BbIGop nopTa;

2) Port Enable (enable/disable) — Bkn/Bbikn nogaepXkn npoToOKona
NDP Ha BbliGpaHHOM nopTe;

3) Global Enable (enable/disable) — Bkn/Bbikn rnmobanbHON Noaaep»Kx
npotokona NDP;

4) Hello Time — wHTepBan otnpaBkn NDP naketoB, 1-4096 cek,
3Ha4eHue no ymonyaHuo 60cek;

5) Aging time — nHTepBan «ctapeHus» otnpasneHHbIX NDP nakeToB He
NPUHATBLIX YyOaneHHbIM YycTponcTBoM, 1-4096 cek, 3HayeHne no
ymonyanumio 180 cek.

Bce HacTpouku Ha OaHHOW CTpaHuue MOATBEepXOalTCA KHOMKOMW

Apply (NpuHATB).

9.17.2 NTDP configuration (HacTtpomnka paboTbl npotokona NTDP)

Ha paHHoin cTtpaHuue WEB nHTepdenca npeacraBneHbl HaCTPONKU
pabotbl npoTtokona NTDP (Network Topology Discovery Protocol). JaHHbIn
NPOTOKOJ UCNONb3YyeTCs Ans NOCTPOEHUS TOMOMNOrMuM B KnacTepe.
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E{] Port Configuration o
EI{] MAC Binding
E{] MAC Filter
E{] VLAN Configuration Port:
{1 SNMP Configuration Port Enable
{1 ACL Configuration Global Enable
E{] QOS Configuration
®{] IP Basic Configuration Hops 3 16)
BE{] AAA Configuration Interval-time 1 (0-B5535 min)
i) (ST CEriUE ey Hop-delay 200 (1-1000 milsec)
EI{] IGMP SNOOPING Confi
E{] GMRP Configuration Port-delay 20 (1-100 milsec)
E{] EAPS Configuration
{7 RMON Configuration Refresh | Apply Help
=+ Cluster Managament
NDP Configuration
~El NTDP Configuration
Cluster Configuration
®{] Log Management b
< >

JlocTynHbl creaytoLme HacTPOKU:

1) Port— BbIGop nopTa;

2) Port Enable (enable/disable) — Bkn/Bblikn nogaepXku npoTokona
NTDP Ha Bbl6paHHOM nopTe;

3) Global Enable (enable/disable) — Bkn/Bbikn rnmobanbHON NoAOEPXKKM
npotokosnia NTDP;

4) Hops — pocTynHblM AuanasoH Ttononorun 1-6. Mo ymonyaHuio
3HayeHue pasBHOo 3. KonuyecTtBo nepexofoB (XOMOB) OT cCaMoOro
yOaneHHoro ycTpoWcTBa [O YCTPOWCTBA, KOTOPOE KOHTpPONUpyeT
BCIO TOMOSOrNI0;

5) Interval Time — Bpems cbopa Tononorum B MUHyTax. 3HayeHue no
ymon4yaxuio 1;

6) Hop delay — gponycTumbIi MHTEPBaN 3adepXku Mexay nepexogamu.
HocTtynHble 3HayeHus 1-1000mc. 3HadeHune no ymondaxuio 200mc;

7) Port delay — gonyctumbin nHTepBan 3agepXku nepeq nepecbinikon
nakeToB Ha nepBbIn NopT. JocTynHble 3HavYeHusa 1-100mc. 3HaveHne
no ymonyaxuio 20mc.

Bce HacTpolkum Ha QaHHOW CTpaHuue MOATBEPXAAlTCA KHOMKOW
Apply (NpuHATB).
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9.17.3 Cluster Configuration (HacTtpowka knacrtepa)

192.168.0.1 P -

@

T e i)

O nkup
@ disable
B link down

€} Port Configuration
® () MAC Binding

%) MAC Filter

) VLAN Configuration
#3 SNMP Configuration
%] ACL Configuration

%] QOS Configuration

# ) IP Basic Configuration
#2J AAA Configuration

#(] MSTP Configuration
E] IGMP SNOOPING Confi
%] GMRP Configuration
) EAPS Configuration
%1 RMON Configuration
5143 Cluster Management

~

Cluster Enable

Management-vian

1p-pool

time

Handshake hold-time

Chuser o |

Apply

Bl NDP Configuration
[& NTDP Configuration Apply Delete
Bl Cluster Configuration
#() Log Management < -
< >

Ha panHon ctpanuue WEB wnHTepdenca npeactaBneHbl HacTPOMKK
Ang knactepa.

Bbl MoXeTe npocMOTpeTb U OTpedakTupoBaTb Tabnuuy ¢ vneHamu
knactepa. BoamoxHble HaCTPOMKM BKMOYalOT B cebs:

Cluster enable (enable/disable) — Bkn/BbIkn knacTepa;

Management VLAN — guana3oH goctynHbix VLAN’oB oT 1-4094. 3HadeHune
no ymosn4yaHuio 1;

IP pool — pguwanasoH (nyn) IP agpecoB uneHoB knactepa. [OCTYnHbIN
AunanasoH ot 0.0.0.0 po 255.255.255.255. lonyctumas anuHa mackm 0 oo
32;

Handshake time — uHTepBan otnpasku handshake nakeTtoB. [JonycTumbin
OunanasoH 3HaveHun 1-255. 3HayeHne no ymonyanuio 10;

Handshake hold time — Bpemsa «ygepxvBaHusa». [onycTUMbI Auana3oH
3HayeHun 1-255. 3HayeHne no ymonyaHuio 60.

YTtobbl HacTpouTb Knactep Bam HeobxogMmo BbibpaTb UMS
knactepa u BblbpaTb coeauHeHwe c knactepoM. CyLlecTBYOT pyyHble K
aBTOMaTuyeckne MeToAdbl COeAMHEHUs C KnacTepom. Mocne noaTBepxaeHNs
CO3[aHusi Knacrtepa Bbl MOXeTe aBTOMaTU4YeCKU NEepeKriovMTCs Ha PydHOWN
meToa. Bbl He MOXeTe B PyYHYH0 NEPEKIIOUMTCA Ha aBTOMaTUYECKUA METOA.
Py4Hol meToa no3BonseT MeHATb UMS KracTtepa.

lMocne noaTBepXOEHWS CO34aHUs KnacTepa YCTPOWCTBA — YMeHbl
Knactepa u yCTponcTBa-kaHanAaTbl  MOryT BblTb MPOCMOTPEHbI B Tabnuue.
Bbl MOxeTe yganaTe 4MNeHOB knactepa wnv gobaBnaTb YCTpPOWCTBa-

KaHauaaTbl COrnacHo cnvcka poremn.
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9.18 Log management (YnpaBrneHue 3anucbio noros)
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N Switch A

EI{] System Configuration

E{_] Port Configuration

FL1 MAC Binding Log Priority || || Refresh

E{] MAC Filter

BE{] VLAN Configuration
BI{] SNMP Configuration
B{] ACL Cenfiguration
#{] QOS Configuration
EI{] IP Basic Configuration
E{] AAA Configuration
F{_] MSTP Configuration
B IGMP SNQOPING Confi
E{] GMRP Configuration
E{_] EAPS Configuration
EI{] RMON Cenfiguration
B{] Cluster Management
E3 Log Management

Log Information
< >

Ha paHHoi ctpaHuue WEB nHTepdeinica npeactaBneHbl HaCTPOMKM
¢unbTpa BbiBOAA 3anucaHHbIX JfloroB. B none Log Priority moryt ObiTb
cnegyloLine 3HayeHus:

- Critical — BbIBOAUTb MHOPMALMIO, OTHOCSLLYKOCS TOMBKO K

KPUTUYECKOMY YPOBHIO BXKHOCTM;

- Debugging — BbIBOANTE MHpOPMALMIO ANSA OTNAAKK;
- Informational — BbIBOAMTbL MHpOpMaUMo ANs OTNagkn n obLLyto

WHdOpMaLMIo B norax;

- ALL — BbIBOOUTb BCIO MHGDOpPMALINIO.
YT06bl NPUMEHUTE (hUNLTP NOroB HaXXMuTe KHonky Refresh (06HOBUTD)
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9.19 PoE port configuration (Hactponka POE ans nopTtoB)

9.19.1 PoE Power Control (KoHTponb nokasatenen PoE gnsa noptoB)

Ol & http://192168.01/ ¢ | @ switch
18 20 2 2
link

anAn (s
oo 600 ]tz
7 19 21 23 25 26 £ link down

= POE Power Control

®{] System Configuration

#_1 Port Configuration

L0 MAC Binding POE Port: ge1/1 v ||POE Power Status: Enable ¥

®{]  MAC Filter

®{1  VLAN Configuration Refresh Apply
®{1 SNMP Configuration
*11 ACL Configuration
#{1] QOS Configuration

Total Power Consume(mW) - 0

00 1P Basic Configuration | POE Port Status. Operation | Type | Class Power (mW) Current (mA) Voltage (V)
E 555 gel/1 Enable Off ‘ 8023at | NA N/A NA N/A
el o sty gel2 | Enable of | 8023 | NA WA NA WA
,:" MSIE Confraation el Enable of | 8023at | NA NA NIA NA
tj fx:psg::’ﬁo;:i:""ﬁg‘"a‘ ge1/d Enable off [ 8023at | NA NA N/A NA
1 gel/5 Enable off [ 8023at | waA NA WA NA
i = REALSConfountion ge1/6 Enable off [ 8023a | WA NA NA NA
o O Conueation gell7 Enable off [ 8023at | wA NA A NA
) P BRI i gel/8 | Enable of | 8023at | NA WA NA NA
T2 o Meaaicina ge1/9 Enable off [ 8023at | WA NA NA NA
=l | POE Pover Col get/10 | Enable of | 8023a | NA NIA NIA NA
j ;gi:;’:;ﬁzn’“ﬁ'::mm ge1/11 Enable off [ 8023at | WA NA N/A NA
ge112 | Enable of | 8023a | NA WA NA A
- ge1/13 Enable off [ B023at | wA NA NA NA

> el/14 | Enable of | 8023a | NA NA NA NA v

Ha panHon ctpanuue WEB uHTepdeiica npencraBneHa cesoaHasi
WHpopmMaumoHHaa Tabnuua OCHOBHbIX MnapameTpoB POE pgns kaxgoro
nopra:

PoE Port — Homep noprta;

Status — Tekywee coctosHue (enable(skn)/disable(Bbikn));

Operation;

Type — T1n nogknoyeHHoro obopynoBanus (802.3af nnm 802.3at)

Class — knaccudmkaums nogkniodeHHoro PoE yctporictea (0-5);

Power mW — noTpebnsiemasi ycTpoicTBOM MOLLHOCTb B MBT;

Current mA — noTpebnsaemMbIin yCTPONCTBOM TOK B MA;

Voltage — HanpsikeHne PoE Ha nopTe B B.
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9.19.2 PoE Policy configuration (PacnucaHme nogaum POE Ha nopTbl)

G © hiip://192.168.0.1/ D~ 80| @ switch

10 12 14 16 18 20 22 24

2 4 6 8 z
OAAA AAAA AAAN 2:7:3:;
OO0 00 Aaodn o608 -
[N 9 11 13 15 17 19 21 23 25 26 1 link down
= POE Policy Configuration
B System Configuration
{1 Port Configuratan
{3 MAC Binding |p"" ‘ z
BCT MAC Filter [poicy status [disable +
{1 VLAN Configuration
B SNMP Configuration Refresh Apply
®L1 ACL Configuration | Clock ( L All) ‘ Monday | Tuesday ‘ Wednesday ‘ Thursday | Friday | Saturday ‘ Sunday
E(1  QOS Configuration P ‘ = | = ‘ = ‘ = | = | = ‘ =
{1 IP Basic Conficuration
B AMA Configuration % “ " - - = o M
B MSTP Configuration 02 -« ’ ” o ’ ! o
#{  IGMP SNOOPING Configurat 03 # e v v B @ v
B(] GMRP Configuation | 04 2 Fl @ Fl v v &
B{]  EAPS Configuration | 05 v v v @ = @ =
B RMON Confiquation = 2 5 2 Z 2 = Z
B Cluster Management = = ~ = = = = =
{1 Log Management
H3 POE Powsr Control g ‘ ‘ = = = = =
POE Power Control 09 % & & % " ) o
B POE Pulicy Configuration | 10 ‘ “ o = “ “ ! G
[ 1 | = - v E v v e
o B | @ v v v B @ v i

Ha ganHou ctpaHnue WEB uHTepdenica npegcrasneH yHKUMoHan,
Nno3BoNSAWMIN nNpou3BoanTb nogadyy POE Ha nopTel no 3agaHHOMY
pacnucaHuio

9.19.3 PoE Online Detection (ABTOMaTHU4eckas npoBepka ctatyca PoE
YCTPOMCTB)

[aHHaa dyHKUMA NO3BONSET HAacTPOUTbL NPOBEpPKY yaaneHHbix PoE
ycTtponcTe Npu 3aBucaHum nogknodeHHoro PoE ycTtpoincTtea, kommyTaTop B
TeyeHMe 3afaHHOro BpeMeHW nepenogaeT nutaHne PoE Tem cambim
nepesarpyxasa yctponcTtBo. [lpoBepka ocylwecTBngeTcs no pesynbratam
komaHabl PING Ha 3agaHHbIv IP agpec.
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10. TexHn4YeCKMe xapakTepucTuku*

Mogenb SW-8182/L(300W) SW-8244/L(400W)
OOwee kon-Bo NOPTOB 20 28

Kon-so noptos FE+PoE - -

Kon-Bo noptoB FE - -

Kon-Bo noptoe GE+PoE 16 24

Kon-so noptos GE
(He Combo nopThbl)

Kon-so noptos Combo
GE (RJ45+SFP)

Kon-Bo noptos SFP
(He Combo nopTsbl)

BcTpoeHHble onTudeckue
nopThbl

MouHocTb PoE Ha oguH

nopt (makc.) Bt 30

CymmapHasi MOLHOCTb

Bcex noptoB (makc.) (BT) 300 400

CraHpapTbl PoE IEEE802.3af and IEEE802.3at

MeTtopg nogauu PoE Metog A (1,2+ 3,6-)

3Besfa
TornonorMmn NoaKno4eHns Kackag
KOmnbLO

Bydep naketos 4.1 Mb

Tabnuubl MAC-agpecoB 8 K

MponyckHas
CNocobHOCTb
KOMMYTaLMOHHOW 128 out/c
maTpuupl

(Switching fabric)

CkopocTb o6cnyxunsaHus 1000Mbps port — 1,488,000 naketos/c
naketoB (Forwarding 100Mbps port - 148,800 nakeTtos/c
rate) 10Mbps port - 14,880 nakeToB/c
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Mogenb SW-8182/L(300W) | SW-8244/L(400W)
Mopaepxka jumbo frame 9,6 Kb

e |EEE 802.3x

e |EEE 802.3

e |EEE 802.3u

e |EEE 802.3ab

e |EEE 802.3z
CTtaHgapTbl M NPOTOKONbI e |EEE 802.3ad

e |EEE 802.3q

e |EEE 802.3q/p

e |EEE 802.1w

e |EEE 802.1d

e EEE 802.1S
YnpaeneHue o Web management — ynpasneHue yepes Web-nHtepdenc

e PoE
* PoE e Link/Act
MHpukaTopsl e Link/Act
. PWR e 1000m
e PWR

MutaHne AC100-240V
OHepronoTpebneHne <10BT <15B7
(6e3 Harpy3ku PoE)
BcTtpoeHHas )
rpososawyuta
OxnaxxgeHue AKTUBHOE (BEHTUNATOP Ha 3afHel NaHenu)
Pasmepbi (LUXBxI) (Mm) 295x45x195 440x45x290
Cnocob MoHTaxa MoHTax B 19" cTolKy
Paboyas Temneparypa 0...+50 °C
OTHocutensHas 0-95% 6e3 koHaeHcaTa
BMaXHOCTb
[ononHuTensHo -

* npOVI3BO,EI,I/ITeJ'Ib MMEET NpaBO U3MEHATb TEXHNYECKNE XapPaKTepPUCTUKN
n3genus u Komnnekrauumto 6es npenBapuTenbHOro yseaoMieHus.
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11. FapaHTnsa

lapaHTMs Ha Bce obopygoBaHue OSNOVO — 60 mecsiueB ¢ gatbl
NpoAaxu, 3a UCKIIOYEHNEM aKKyMYIATOPHbIX 6aTapen, rapaHTUAHbIN CPOK -
12 mecsiues.

B TeuyeHune rapaHTUMHOIO CpoKa BbIMOIHSAETCS OecnnaTHbI PEMOHT,
BKIOMasa 3an4actu, Uin 3aMmeHa M3genuin npyu HEBO3MOXXHOCTU MX PEMOHTA.

MogpobHas WMHopmauna 00 YCIOBUSIX rapaHTUNHOrO
obcnyMBaHMA HaXOAUTCH Ha calTe WWWw.0SNovo.ru

CoctaBun: Enarnn C.A.
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