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YcnoBHbIe 0003HaYeHus

B nmanHOM pyKOBOACTBE MPHUHSTHI CIEAYIOMNE 0003HAYCHHUS:

Oo0o03HaYeHne YTo0 03HAUYACT

3nak «O0paTtuTe BHUMAHHE.

Basic Settings — Network [Ipu onucannu Hactpoiiku yepe3z Web-unrtepdeiic,

Settings KypPCUBOM YKa3bIBaeTCs MyTh K Web-CTpaHuiie

DEFAULT [Tomy»)upHbIM HIPUPTOB BHIIETAETCS KAKON-INO0
3HAYalIuil mapameTp, 3Ha4Y€HUE, Ha3BAHUE KHOIKU U
T.J.

#IPADDRESS=[192.168.0.1] [Ipudrom Courier New BbIIEIAIOTCS IapaMETPhI B
¢aiisie HacTpoek

<VALUE> VT110BBIE CKOOKH 3aMEHAIOTCI HA 3HAUYCHUE
MEPEMEHHON B KOHCOJIbHOW KOMaH/I€

config syslog state <STATE> KoHcoJIbHasi KOMaH/1a BBIAECISAETCS MOIYKUPHBIM
KYpCHUBOM

config syslog state enable Pe3ynbTaT BHIOTHEHUS KOHCOJIBHOM KOMaH/IbI
BBIICIISICTCS] KypPCUBOM

— KommyTaTopbFFertis—Pykeseaetso-ro-Haetpoite——m8 ——m ——— A
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1 BBegeHue

B naHHOM pyKOBOACTBE JaHO OINKMCAaHUE TMPOLECcCa HACTPOWKU U
aJIMUHUCTPUPOBAHUS yIpaBisieMbix kommyTatopoB cepun TForis PSW u SWU. Jlns
MHOTUX HNPOTOKOJIOB HACTPOMKA MPUBOJUTCS HA KOHKPETHOM IIPUMEPE.

C ToukM 3peHHs camMOro Mpolecca HACTPOWKH, BCE KOMMYTATOPBI CXOXKHU
MEXIy cOo0Oi, B CBSI3M C 3THUM B JaHHOM pPYKOBOJICTBE B KadecTBe 0a30BOTO
yCTpoicTBa OyieM paccMaTpuBaTh yrnpasisgembliid KommyTaTop PSW-2G4F. Otinuus
OT IPYTUX KOMMYTaTOPOB CEpUH OYyT YKa3aHbl OTIAEILHO.

Hacrpoiika paccmoTtpena Ha mpumepe Web-untepdetica u telnet.

peknama
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2 XapakTepucTUKH KOMMYTAaTOpPOB

Kommyrtaropsl TFortis PSW npencrapisitoT co060ii BCEmOTOIHbIE
ynpasisieMble poMbinieHHbIe Ethernet-kommyTaTopsl ¢ PoE (unu PoE+)
st cucteM [P-BuzieoHaOI01eH S,

Kommyrtaropsl TFortis SWU — ynpasnsiembie Ethernet-
KOMMYTATOPbI 11 MOHTaKa B CTOUKY 197" 1U.

KommyTtaropsl TFortis PSW-Ex nipencraBisitor codoit
B3PBIBO3ANIUIIEHHBIC YIIpaBIisgieMble poMbliuieHHble Ethernet-
koMmyTaTopsl ¢ POE (v PoE+).

Hoanep:xxuBaeMblie GyHKIUU U POTOKOJIbI:
e Bcrpoennsiit Web-unrepdeiic
Telnet
SNMP vl1, v3
KOHTPOJIb 3aBUCAHUS BUJIEOKAMEP
IpeIBapUTEIbHBIN MO0TPEB TEPMOKOKYXOB
KaOCJIbHBIA TeCTEp
nporokossl pezepBupoBanust STP(IEEE 802.1d), RSTP(IEEE 802.1w)
Port Based VLAN
Static VLAN (IEEE 802.1q)
Flow Control (IEEE 802.3x)
Quality of Service (802.1p) (CoS, ToS(DSCP) )
yrnpasiieHue MmyibtukactoM IGMP Snooping v2
SNTP
SMTP
Syslog
LLDP
CUCTEMHBIN JKypHaJ
DNS
ynanéuusiii Ping
CUCTEMa HAaCTPOMKH COOBITHII HHPOPMUPOBAHUS
oonosnenue 110 yepe3 TFTP
dbunsTpanus Ha 6a3e MAC agpeca
ynpasienure u MoHuTopuHr uepes [1O «TFortis Device Manager»
3epKaJIMpOBaHUE TIOPTOB

K TEortisP - 6 —
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3 CBeTOoBad nHAUKauus

KommyTtaTopsl TForis PSW uMeroT 2 ¢cBeTOAMOIHBIX HHIUKATOPA,
MTOKA3bIBAIOIINX PEKUM pabOTHI Mpolleccopa KOMMYTAaTopa. DTO WHIUKATOPHI
DEFAULT u CPU. (puc. 1.1, tadn. 1.1) (Onucanue u Ha3HAUYEHUE JPYTUX
CBETOJAMOJHBIX MHIUKATOPOB CM. B PYKOBOJCTBE 1O AKCIUTyaTalluu B pasaene 2.7 -
DJIeMEeHThI KOH(QUTYPUPOBAHUS U KOHTPOJIS).

Puc.1.1. Unnukatopet DEFAULT u CPU — kommyTtatopst PSW

KOMMYTATOP SWU-16

Puc.1.2. Unnukatopst DEFAULT u CPU — kommyTtatopst SWU

Tabnuna 1.1 Haznauenue nHIUKaTOpoOB
Cocrosinue nnaukaropa CocTosiHHe YyCTPOMCTBA
Nunuxatop CPU muraer HopmanbsHas paboTa ycTpoicTBa
penko (1 I')

Nupukatop DEFAULT  VYcTpoiicTBO B HECKOH(UTYpUPOBAHHOM COCTOSIHUM,
TOpUT COCTOSIHUSA C 3aBOJCKMMU yCTaHOBKaMU
(IP agpec 192.168.0.1)

Nunukarop CPU muraer wHAMKanus 3aBUCaHus Kamepbl (MO0 HET JIMHKA Ha

yacto (10 I'n) MOPTY C BUACOKAMEPOii, TMO0 KamMmepa He OTBEYAET Ha
Ping), a Takxe MHIUKAINS AKTUBHOTO COCTOSIHUSI CYXUX
KOHTaKTOB.

Nunukaropst CPU u JlnarHocTUpOBaHA HEMCIIPABHOCTH HA allapaTHOM WJIH

Default murator nporpaMmMHOM ypoBHE. OOpaTuTech B CIyKO0y

CUHXPOHHO TEXHUYECKOU mojyiepKku. Omrcanue KoI0B OIHUOKH

npeacrasieHo B [Ipunoxenun A.

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoitie———————————————————————— 7
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4 KHonku cOpoca HacTpoekK U nepesarpysku

Kommytaropsr TFortis PSW umerot 2 annapatHble KHOIIKH JIJ1st cOpoca
HaCTPOEK HA 3aBOJICKME YCTAHOBKH W JJIA Mepe3arpy3Kku. PacnosnoxkeHrne KHOOK
MpecTaBiIeHo Ha puc. 1.1.

e Jlnsg nepe3arpy3ku KOMMYTaTopa KpaTKOBpEMEHHO HakMuTe Ha KHONIKY CPU.

e Jlns cOpoca HaCTpOEK Ha 3aBOJICKUE YCTAHOBKH HAXKMUTE U YACPKUBANTE
kHONKyY DEFAULT okouo 15 cexyna. IIpu 3TOM 10IK€H 3aroperbest
unaukarop DEFAULT. Cpa3y nocie 3Toro oTiycTuTe KHOIKY.

Kommytaropsr TFortis SWU umeror oany anmnapaTtHyo kHonky RESET.
e Jlns nepesarpy3ku kommyTaTopa HaxkMUTE KHONIKY RESET Ha 3-5 cexyHz.
e Jlnsg cOpoca Hactpoek HaxmuTe kHONKY RESET na 15 cexyna. [Ipu stom
nosskeH 3aroperbest unaukatop DEFAULT. Cpa3y nocie 3Toro oTmycTuTe
KHOIIKY.

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— g
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5 YnpaBneHne KOMMyTaTopom

5.1 Uumepdpelicbl ynpasneHusi

KommyTtaTopst PSW 1 SWU uMeroT HECKOJIbKO BApUAHTOB YAAIEHHOTO
ynpasienusi: WEB-untepdeiic, Telnet, SNMP. Takxxe 1ocTynHoO ynpaBieHue yepes
nokanbHy0 USB KOHCOIIB.

WEB-untepdeiic coaepxut HauboJiee MoJIHbIH HA00p KOHTPOIUPYEMBIX
napameTpoB, CHA0KEHHBIX TOJIPOOHBIMU PA3bSICHEHUSIMH U KPAaTKOW cripaBkoii. B
KOMMYTAaTopax UHTepQEic MpeAcTaBIeH Ha PYCCKOM U aHTJIMICKOM S3bIKaX.
[ToaxmroueHne K KOMMYTaTOpPy BO3MOKHO TIPH TIoMOIIH o0braHOT0 Web-0paysepa.

Telnet mpencraBisier coboi albTepHATUBHYIO (HOPMY KOH(PUTYPUPOBAHHUS
YCTPOMCTBA MOCPEICTBOM KOHCOJIBHOTO MPUJIOKEHUs Takoro kak Microsoft Telnet,
PuTTY, Hyper Terminal u npyrux.

VYnpasnenue nocpeactsoMm SNMP peannzoBaHo He B IOJHOM 00bEME, HE BCE
KOMaH/Ibl ToAepK1BatoTcsi. PekoMmenayercs ucnoiab3oBatb SNMP nis
MOHUTOPHUHTA, a HE JIJIs1 YIIPABIICHUS.

VYmpasienue uepe3 USB KOHCOJIb UMEET TaKoM->Ke KOHCOJIbHBIA HHTEPEIIC,
yto U unTepdeiic Telnet.

5.2 YUmo Hy>xHO 3Hamb nepeo nooKIYeHUeM

Ooparure BHUMaHue!
KommyTtaTtopsl TFortis PSW umeror Bcrpoennsiii POE unxkekrop Ha nmoprax Fast
Ethernet. 310 03Hauaer, 4YTO Ha JaHHBIE MOPTHI MOKET MOAABATHCS HANIPSKEHUE
nopsiaka 48~55 B.
Ilepen nogkmouenueM [P kamep ydbenurech B COOTBETCTBUU
XapakTepUCTUK Kamephl v mopta PSW.
Ilepen MOAKITFOUEHNEM CETEBBIX YCTPOMCTB, HE MOAIEPKUBAIOIINX
nutanue o PoE (manmpumep komnbrorepa, HOyTOyKa) B mopT Fast
Ethernet, orknrounte PoE Ha aTOM mopTy, 1100 CHUMUTE COOTBETCTBYIOIINE
nepemMbruku Ha mate. [logpoOHee mpo anmapaTHyro HacTpoiky PoE unraiite B
«PyKOBOJICTBE 110 AKCILTyaTalMu, pazaen 2.3»

Ooparure BHUMaHue!
DOneMeHTbl OJIOKOB THUTaHUS HAXOMATCS TIOJ| BBICOKUM HaNpsHKEHUEM.

KaTGFOpI/I‘IeCKI/I 3arpeuiacTCda KacaTbCsd TOKOIIPOBOAAIINX OSJICMCHTOB
OJIOKOB ITUTAaHUSA oA HAIIPSAKCHUCM.
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5.3 YnpaeneHue yepe3 WEB-uHmepdgelc

5.3.1 NepBoe Nnogkno4YeHne K KOMMyTaTopy

IIpy mepBOM BKIIFOUEHUH, KOMMYTAaTOP UMEET CIEAYIOIINE HACTPOUKH 110

YMOIYAHUIO:
IP agpec: 192.168.0.1
Macka mojiceTH: 255.255.255.0
Jlorun/ITaposnb HE 3aJ1aHbI
VYupasnstomuii VLAN 1
DHCP kaueHT BBIKJIIOUCH
STP BBIKJTIOUCH
Telnet BKJIIOUCH
SNMP BBIKJTIOUCH

[Tepen moakItOUeHUEM YOSIUTECH, UTO CETEBask KapTa KOMITbIOTepa HAXOIUTCS
B TOM e MOJICETH, 4T0 U KommyTaTop (192.168.0.%).

3anycture Web-0paysep u B agpecHoi ctpoke BBeaute [P aapec
koMmmyTtatopa. (puc 5.3.1.1)

e € htpy/19216801/ v B G X ||@ Fort-Telecom PSW..
—

Puc. 5.3.1.1. NogkntodyeHne K KOMMyTaToOpy

[Tocne moakIIOYEHUs, MBI IOJDKHBI TIOTTACTh HA TJIABHYIO CTPAHUITY Web-
unrepdeiica. (puc 5.3.1.2)

peknama
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- ———— - ———
n €

ew;J t://192.168.0.2 - 8 & X|® Trortis Psw-264F * [yl

Port 1 E
T Fortis | - M - TFortis PSW-2G4F
PoE off
Main (F1asnas crpanuua)
Main ¢ 2
[ 1aBHas CTPARIIGA COTEPAIIT CBOAYIO iHbOPMAITO
Serial number a « Device name - saspaime yerpoficres
- - + Device location - yectopacnonomesse yeTpoiicTea
Firmware version 00.01.01 [Updsie « Contact information - xoxraxTst oBcayusa e
Bootloader version 01.00 r - cepuitnuit Hosep yeTpoRcTea
= e Version - Bepcs TPOTPANMTHOO oBecTeeHI
MAC C0:11:A6:04:00:02 ler version - Bepcis Jarpysuika
Bt « MAC - @isiueciat aapec yeTpoficTsa
P 192.168.02 £ « IP - ceTeBoll anpec YCTPORCTBA
ST  Mask - yacka nozcers
Mask 2552552550 Eat Gateway - cerouoli apec
- « DNS - cetesofi azpec DN,
System Up Time 0d. 01h. 38m. 375, DHCP - pesun paboru DARP craeck aapec
DHCP st
+ System Up Time - npoaomsrmens e pa6ors:
STPRSTP RSTP bt enli ety
+ Time, Date - pexs it zar 50 npotokoay
SNTP.

Refresh
« Battery voltage - nanpawenite 5a AKB MoTy1a

Diagnostic Tools

onerosHO Bpex paborst
venns Ba miTarne ot AKB (Toasko

Yy c TTARNS)

« STP/RSTP - nporokons pesepaipopasmis. STP i RSTP
+ VLAN - ceox axmusimx VLAN

« QoS - axTimsocTs Mexamiia Quality of Service

« IGMP Snooping - NOX1e[rAXa MeXAMIMa YIpABAeILE

TpyTmAMI MHOFO azpecoft paccaumat
+ Comfort Start - mnapssit cTapr kasep

« Auto Restart - IBTOMATHUSCKAR TePe3arpyIxa JaBIC i
JdazD,

'+ SVSING - OTANARKA COOOMERITN 0 CODKTARX 0 MATOROTY

Puc. 5.3.1.2. Web-unrepdeiic

Web-unTtepdeiic MOXKHO pa3aenuTh Ha 4 30HBI - (pperiMa, Kak TTOKa3aHo Ha

pucyHke 5.3.1.2:
1 - OOKOBOE MEHIO, Uepe3 HEr0 OCYILECTBIISETCS TOCTYII K Pa3InYHbIM

rpynmnam HaCTPOUKH
2 - OCHOBHOM (ppeiim, cofepKalinii TPyMITy HaCTPOEK
3 - cIpaBKa 0 JaHHBIM HAaCTpOMKam
4 - manka ¢ coctosgHreM JinHka 1 PoE Ha moprtax (aBTOMaTH4ecKu

oOHoBIIsIeTCs Kaxkibie 10 cexyH)

HpnMeanne: IIpHU 3aBOACKUX HaCTpOﬁKaX JIOTMH U 1TapoJib IJId AOCTYIIA K web-
HHTep(beﬁcy HC YCTAHOBJICH, B ITOCJIICAYIOMICM PCKOMCHAYCTCA OTPAHUYINTD JOCTYII,
YCTaHOBUB JIOTUH U 11apOJib. HpI/I 9TOM KaKJ0C MOCIICAYIOIHNC ITOAKIIIOYCHUC K
KOMMYTAaTOopy 6y,ueT COIMPOBOKIATHECA CTAHAAPTHBIM AHMAJI0OTOBBIM OKHOM

aYTeHTI/I(l)I/IKaI_[I/II/I .

) pexknama
www.kodos.ru
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5.3.1.1 Cmpamezausi Hacmpouku

[Iponecc HacTpOHKN KOMMYyTaTOpa MOKHO Pa30OUTh HAa HECKOJIBKO KITFOUEBBIX
JTAIIOB:

1. Monrax, Hactpoiika POE Ha moprax myTém KoHpUTypauu nepeMbIuek.

2. YcraHOBKa CeTeBBIX HACTPOEK (3a7anue yHukanbHoro IP agpeca B mpenenax
MOJICETH, YCTAHOBKA MACKH U LIUTI034).

3. YcTraHOBKa JIOTMHA U NIAPOJISL 111 OTPAHUYEHUS JOCTYIa K HACTPOMKaM.

4. 3anonHeHne HHPOPMAIMOHHBIX MOJIEH O HA3BAHUM YCTPOMCTBA, €ro
MECTOTMOJIOKEHUH U MOpTax. ITa nHopMaIus B JalbHEHIIIEM IOMOXKET MPHU
00CITy’)KUBaHUM CETH.

5. Ecnu ucrionb3yeTcst 0TKa30yCTOMYMBAsI TOMOJIOTH KOJIBIIO, TO HEOOXOAMMO
HacTpoutb poTokod RSTP. Pexomenayercsa Bxiatouate RSTP Tonpko Ha
ONTUYECKUX MOPTAX, YYACTBYIOIIUX B TOCTPOCHUH KOJIBLEBOW TOIOJIOTHUU.

6. [{ns pazrpannyenus Tpaduka Ha nojcetu ucnoib3yrorcs VLAN b1 Beerna
PEKOMEHYETCS pa3rpaHUYMBATh MOJICETH IS YIIPABICHHUSI KOMMYTAaTOPaMHU U
IIOZACETH ISl BUACOKAMEDP HACTPOUKOMN OTenbHbIX VLAN.

7. Hactpoiika MonuTopuHra. [{ns ynodcTBa aiIMUHUCTPUPOBAHUS MOKHO
HACTPOUTDH OTHPABKY COOBITHI uepe3 nmpoTokoisl Syslog, SMTP, SNMP,
CHHXPOHU3HUPOBATH BHYTPEHHUE Yackl uepe3 npotokos SNTP. [Tns
aBTOMAaTU3UPOBAHHOIO MIOCTPOEHUS KapThl CETU UCTIONIb3yeTcs MpoTokoa LLDP.
Takxe MOXKHO HAaCTPOUTh MOHUTOPHUHT IIpu oMoy nporpammsl TFortis Device
Manager.

8. Eciiu k kommyTaropy noakitoyatotcs tepmokoxxyxu TFortis TH, To MoxxHO
BKJIFOUHUTH (PYHKIUIO MPEABAPUTEIBHOTO MIPOTrPEBA KOKYXOB.

9. 1151 nOBBILIEHUS! CTAOMIIBHOCTH PaOOTHI BUIEOKAMEP MOXKHO HaCTPOUTD
(YHKLHIO KOHTPOJIS 32 3aBUCAaHUEM KaMep.

K TFortis_P , 12
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5.3.2 CeTeBble HAaCTPOMKU

Basic Settings — Network Settings
B nanHoM pasjene yka3pIBaloTCS OCHOBHBIE CETE€BbIE HACTPOUKH KOMMYTATOpAa.

MAC co |11 |ae los Joo foo |
IP 192 168 [0 1|
Mask 255 [255 [255 [0 |

Use gateway

Gateway
192 [168 [0 [100 |
[vIUse DNS server
DNS
192 [168 [0 [100 |
DHCP Mode
Gratuitous ARP
Use WatchDog Server
WatchDog

192 [168 [0 [100 |

Puc. 5.3.2.1 CereBble HACTpOUKHU

MAC - Ouznyeckuit afpec yCTpOHCTBA UCTIONB3YETCS I UACHTU(UKAITTT
yCTpOMCTBa B ceTH. be3 kpaliHel He0OX0IMMOCTH, HE peKoMeH1yeM MeHITh MAC
azipec, MOCKOJIbKY OH TapaHTUPOBAHO 00ECTICUNBAET YHUKAIBHOCTh KOMMYTATOPA.
[Tocneqnue 2 Gaitta 3aBojickoro MAC aapeca COCTaBISIIOT CEPUITHBIN HOMED
ycrporctBa. 3aBojickoi MAC aapec HaHECEH HAa HAKJIEMKE U pa3MENIEH Ha KOpITyce
Y HA MEYaTHOM IIATE€ KOMMYTaTopa.

IP - CereBoli agpec yctporictBa. [Ipu padote B npeaenax oJHON MOACETH
HEO0OXO0IMMO 00eCIeYUTh YHUKAIBHOCTh CETEBOTO ajipeca.

Mask - Macka noacetu

Gateway - CeteBoii aapec nuito3a. Eciu numo3 He UCITOIb3YETCs, TO OCTABbTE
3HAYEHUE M0 yMOJYaHuto: 255.255.255.255

DNS - CereBoii anpec DNS pecoinBepa. Mcnionb3yeTcs B HEKOTOPBIX
byHKIUSIX 1)1 TpeoOpa3oBaHus CHMBOJIBHOTO UMEHH XOCTa B €70 CETEBOM aJipec.
Ecnu He ncnonb3yercs, TO OCTaBbTE 3HAUYEHUE IO YMOIYaHUK0: 255.255.255.255

DHCP Mode - Bb160p pexuma paboTsi ¢ mpotokoiom DHCP:

1. Disable - DHCP otximrouer. KommyTatop UCTONB3yeT CTATHUECKUE CETEBBIC
Hactpoiiku. (IP, Mask, Gateway u ap.)

2. Client - Bxmouene pexxuma DHCP knuenta. KommyTtatop nomyyaer
CeTeBbIC HACTPOUKHU aBTOMATHYECKHU MyTEeM IIUPOKOBeIIaTesibHOro 3anpoca k DHCP

cepBepy.

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite——————————————————————— 43
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Gratuitous ARP — Ilpu 3ammycke KOMMyTaTop MOKET pacChlIaTh
camooOpaménnsie ARP 3anpockl

WhatchDog — dhyHKIus KOHTpOJIA 3aBHCaHUs caMoro kommyTaTopa. [Ipu
BKJTFOUCHUH 3TON ()YHKIIMA KOMMYTATOP MEPUOTUUSCKH ITUHTYET» 3aJIaHHbIN aapec
cepBepa, ecau B TeueHun 100 3ampocoB He ObLT MOJTYYEH HU OJUH OTBET,
KOMMYyTaTOop Tiepe3arpyxaetcs. Jis paboTel PyHKITUU BaKHO 0OCCIICUHTH
cTabuUIbHYI0 paboTy MUTHYEMOTO cepBepa.

5.3.3 HacTpouka y4éTHbIX 3anMcen nonb3oBaTerien

Basic Settings — User Accounts

B nannom paszneiie coaepkaTcs HaCTpoﬁKH YUYETHBIX 3alIUCEN TOJIL30BaTEIICH.
User list

User Name | Password | Access Right

1 Admin Edit

ba

| Add New User |

Puc. 5.3.3.1 Caucox moab3oBaTeiien

[To yMOomyaHHIO €TMHCTBEHHOW YUETHOMW 3aMKCHIO SIBJISIETCS YUETHAs 3aIUCh
aMUHUCTpPATOpa C HEYCTAaHOBJIECHHBIMU UMEHEM TOJIh30BaTesl U mapoJis. T.e.
noctyn kK WEB- unrepdeticy u Telnet mpoucxoaut 6e3 ayTeHTHU(UKAIUH.

Jlist orpaHryeHus JocTymna 00s13aTeNbHO CAEAYET CO3/aTh KaKk MUHUMYM
OJIHOTO MOJIb30BaTeNs ¢ nmpaBamu Admin. M, npu He0oOX0AUMOCTH OTHOTO WUJTU
HECKOJbKUX Tob30Baresien ¢ mpaBamu User win Read Only.

Paznenenue npaB moctyna ocymecTBiseTcs Beioopom nojiss Access Right

Add/Edit user

User Name user

New Password sssssss

Password Confirm | |esssses

Access Right [Read Only ~ |
Admin [

Apply || Cancel User

Read Only

Puc. 5.3.3.2 HacTpoliku UMeHU NOJIb30BaTEINS U NIApOJIs

[Tonb3oBarens ¢ npaBamMu Admin UMEET MaKCUMaJIbHbBIEC IOJITHOMOYHS.

ITonw3oBaTens ¢ mpaBamu User nuMeeT orpaHUYCHHbBIC TOJTHOMOYHUSI, HE MOYKET
U3MEHATh HACTPOUKHU, UMEET JIOCTYI K CTATUCTUKE KOMMYyTaTopa U
nuarnoctudeckum uHcrpymentam (Ping, Virtual Cable Tester).

— KommyTaTopbFFertis—Pykeseaetso-no-Hactpoite——m8 ——m ———— 44
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[Tonp3oBaTens ¢ npaBamu Read Only nmeer cambie OorpaHUYEHHBIE
MOJIHOMOYHSI, HE MOYKET U3MEHSTh HACTPOMKH, UMEET JOCTYII TOJIBKO K CTATHCTHKE.

[Tocne mpuMeHeHus: mapaMeTpoB, €CJIM BCE MPOIILIO YCIEIIHO, 0TOOPa3UTCs
coobmenue "Parameters accepted" n moTpeOyeTCs IPOUTH aBTOPU3AIUIO, BBEIS
JIOTHH Y TIAPOJIb.

[Tpu coobmennn 06 ommoKe, MOMPoOyHTe BBECTH TaHHEIE €IIIe pas.

IIpumeuanue 1: JlaHHbIE MO ABISAIOTCS 00s3aTEIBHBIMU TSI 3ATIOJIHEHHUS.
MakcumanbHad qinHa - 20 CHMBOJIOB. SI3bIK BBOJA - QHTJIMUCKUM.

IIpumeuanue 2: [Tons peructpo3aBUCUMBIE, T.€. €CTh pa3Hulla MexXay "Admin" u
"admin".

Ipumeuanne 3: [lognepxxuBaercs 10 4 yYETHBIX 3aIIUCEH.

5.3.4 OnucaHue ycTpoucTea

Basic Settings — Device Description

Device Name | |

Device Location | |

Service Company | |

Port Description
Port | Description

1] |

2 || |

Puc. 5.3.4.1 Onucanue ycrpoiicrBa

Device Name - Ha3zpanue yctpoiicTBa

Device Location - Pacrionoxenue ycTponcTsa

Service Company - KontaktHas uadopmalys 00CTy>KUBAIOIIECH KOMITAHUY WA
OTBETCTBEHHOTO JIMIIA

Port Description — onucanue nopTos

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— 45
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JlaHHBIE TIOJIS SIBJIIFOTCS HEOO0s3aTEILHBIMU JJIS 3aIIOJTHEHUS] M CITYXKaT JIUIITh
JUISL yOPOIIEHUs MACHTU(UKAIIUA KOMMyTaTopa. MakcuMmabHas JIMHa 3amnuceit - 64
CHMBOJIA MPU UCTIOJIB30BAaHNU aHTJIUHCKOTO s13bIKa U 32 CUMBOJIA MPH
UCIIOJIb30BaHUU PYCCKOTO.

5.3.5 Hactpouka Telnet

Basic Settings — Telnet
Telnet Settings

State
Option Echo

TFTP Settings

State
Por

Puc. 5.3.5.1. Bxirouenue Telnet u TFTP

Telnet - npoTokon 118l peaiv3aluy yAaNEHHOTO YIPABIEHUS CETEBBIM
obopyaoBaHuEeM, OCHOBaHHbBIN Ha mipoTokosie TCP noprt 23.

ITo ymomuanuto Telnet BkitoueH, 1Mo xKeIaHUIO €r0 MOKHO OTKJITFOYHUTb.
Jlorun u maponb 1s gfoctyna k Telnet Takue e, 4TO UCTOIB3YIOTCS JJIsl JOCTYIIA K
web-unrepdeiicy.

Option Echo — omums npotokosia Telnet, mo ymosiuanuio onius BKIOYEHA.

Kpome Toro B koMMyTatope CymecTByeT BO3MOKHOCTh MPOU3BOIUTH
0OHOBJICHUE TIPOIIUBKA KOMMYyTaTopa uepe3 Telnet, mpu 3ToM KOMMyTaTOp
ycnoiib3yer nporokos TETP.

[Tockosbky mpoTokos TFTP He siBisieTCA 3alMIIEHHBIM, TO OH IO YMOJYaHUIO
BbIKITIOUEH. [Ipr HEOOXOUMOCTH MOYKHO BKITFOUUTD, @ TAKKE U3MEHHUTH
craugaptaeii UDP nopt (69) Ha apyroi.

Bbonee nonpobOHo KoHbUTYpUpoBaHue npu omotnu Telnet paccmorpeno B
pazaene 5.4.

— KommyTaTopbFFertis—Pykeseaetso-ro-Hactpoite——m8 ——m ———— 16
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5.3.6 HacTtpouka SNTP

Basic Settings — SNTP
State

Server [P address [[192  [168 [0 [s1 ]

Server Name | |

Time Zone
Period

Puc. 5.3.6.1. Hactpoiika SNTP

SNTP (Simple Network Time Protocol) — mpoToKoJ1, ¢ TOMOIIBI0 KOTOPOTO
KOMMYTATOp CHHXPOHH3UPYET CBOM BHYTPEHHHE YAChl C BHEIITHUM CEPBEPOM
TOYHOTO BPEMECHHU.

KommyTaTop HE COepKUT BCTPOEHHBIX YaCOB PEaIbHOTO0 BPEMEHHU, TIOATOMY
JUTSI TIOJTyY€HHUS CBEICHUM O TEKYIIIEM BPEMEHH HE00X0IMMO HCTIOIb30BATh
npotokos SNTP. IIpumenenue npotokoa SNTP He siBisseTcst 00s3aTeIbHBIM,
OCHOBHBIE (DYHKIIMM KOMMYTaTopa HUKaK He cBsizanbl ¢ SNTP. Oqnako, s
YOPOUIECHUS AAMUHUCTPUPOBAHUS KOMMYTATOP MOAAEPKUBACT 3aMKCh JKypHaJa
COOBITUH B «UEPHBIN AMIUK», OTHPABKY syslog- u e-mail- cooO1ieHnii 0 COOBITHIX
aIMUHUCTpATopy ceTu. M B 3T coolienus, mpu BKIt0UYeHHOM npoTokosie SNTP,
100aBJsETCS MITAMI BPEMEHH, YTO B CBOIO OUEPEh MOKET TOMOYb aJIMUHUCTPATOPY
IpU OOCITYKUBAHUH CETH.

IIapamMeTpbl HACTPOHKU:
State — cocTostHuE
Server IP address - IP angpec SNTP cepsepa
Server Name — nomenHoe umsi SNTP cepsepa.
Ecnu 3aman IP agpec cepBepa ¥ JOMEHHOE UMsI OTHOBPEMEHHO, TO
npuopuret otaaérca [P agpecy
Time Zone - gacopoii nosc (orkinonenue ot UTC)
Period - nepron BpeMeHM CUHXPOHU3AIUHU C CEPBEPOM.(B MUHYTaX)
Synchronize — npuHyauTeNbHAS CHHXPOHU3ALMS BPEMEHU (I POBEPKU
HACTPOEK)
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5.3.7 HacTpouka sa3bika web-uHTepdenca

Basic Settings — Language

Language | English
Pyccrmin
Apply

Puc. 5.3.7.1. BoiOop s13bika

KoMMmyTatop nmeer BO3MOKHOCTH BbIOOpa si3bika 17151 Web-untepdeiica.
[TognepxuBaerca 2 s3bIKa: pyCCKUN M aHTIIMKCKU. 110 yMOTYaHUIO yCTaHOBIIEH
AHTJIMHACKUMN SI3BIK, OJTHAKO €T0 MOYKHO MOMEHATH HA PYCCKUM, HO MPU 3TOM HY>KHO
yoenuThcst 9ToOBI He OBLIO TTPOOJIEM C KOMUPOBKAMH TEKCTa B Opay3epe.

B Web-unrtepdeiice kommyTtaropa ucnomnbizyercs koguposka UTF-8.
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5.3.8 HacTpouka nopTtoB
Ports — Port Settings

Port | State Speed/Duplex | Flow Control | PoE SFP Link Mode
1 |Enable V| |;’-‘autc| V| |Disable V| |AL|tD V|

2 |Enable V|| |Auto v| | |Disable v| |[Auto |

3 |Enable /|| |Auto v| | |Disable v| ||Auto V|

4 |Enable /|| |Auto v| | |Disable v| ||Auto V|

5 Enable v/ ||1000M/Full V|| |Disable |

6 Enable v |[1000M/Full | | [Disable V|

Puc. 5.3.8.1. Hactpoiika noptos

JIOCTYITHBI CIIEYOUIME TapaMeTPhl OPTa:

1. State - Cocrosinue nopra. ITopT MOKHO IPUHYIUTEIBEHO BBIKIFOYUTH, €CJIA OH
He ucnoib3yercs. [Ipu aTom uepes3 nopt He OyAyT UATU JaHHbBIE U HE OyeT
ITOJIHUMAThCS JIMHK Ha TMOPTY.

2. Speed/Duplex — Cxopocts/aymuiekc. [lo ymomyaHUIO yCTaHOBIICH PEXKUM
ABTOOIPEEIICHNS, KOTOPBIA aBTOMAaTUYECKH MTOACTPAUBAET CKOPOCTh U PEKUM
nyrmiekca. Bo3MOXHO B pyUHYIO YCTaHOBUTH CKOPOCTh U AYILIEKC, HO HYKHO
OBITH MOJIHOCTBIO YBEPEHHBIM, UTO YJaJ€HHasi CTOPOHA MPUMET TaKHe
Hactpoiiku. s SFP nopros GigabitEthernet HenocTynHo ynpasnenue
COCTOSIHHEM MOPTa U CKOPOCTBIO.

3. Flow Control - Ynpasnenue norokom nepenayu aaHHbix (IEEE 802.3x)

4. PoE - Power over Ethernet (mutanue uepe3 Ethernet).

Bce kommyTtaropsl TFortis PSW nmMeroT pa3nnunbiii Habop mopToB ¢
nogaepxkot PoE. B 3aBucumoctu ot monenu Hactporika POE Ha mopty
MOXET pa3InyaThCA.

st kommyTtatopoB PSW-2G4F, PSW-1G4F, PSW-2G4F-UPS, PSW-
1G4F-UPS, PSW-2G8F+ cymiecTByeT BO3MOKHOCTb yIpaBiisiTh POE TonbkO
o BapuadTy A (mporokonbHoe PoE). Yrnpasnenue PoE mo Bapuanty B
(Passive PoE) ocytecTBisieTcst mepecTaHOBKOM COOTBETCTBYIOIIUX
nepemMbliuek Ha miate. bonee noapo6Ho npo HacTpoiiky PoE mepembrukamu
cM. B PyKOBOJCTBE MO 3KCIUTyaTalluu K KOHKPETHON MOJIeNTd KOMMYyTaTopa B
paznene 2.7 - DeMeHTbl KOH(UTYpUPOBAHUS U KOHTPOJIS.

J{ns noptoB komMyTaTopoB PSW-2G+ u nst moptoB Nel u Ne2 B PSW-
2G6F+ nocrymnHa TONbKO MporpaMMmHasi Hactpoiika PoE Ha 3Tux moprax.
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JIOCTyIIHBI BApUAHTBL:

e Disable — PoE Ha nopty oTkiIt0ueHO

e Auto — ynpasnenue PoE nponcxoauTt aBTOMaTH4€eCKH, T. €. BKIIFOYAETCS
TOJIBKO Mpu noakIroYeHnn PoE o0opynoBanus.

e UltraPoE - Ilepenaua nutanus OqHOBPEMEHHO 110 BapuaHTty A u B ¢
NOBBIIICHHON MOIIHOCTBIO. AanTanus JUIsl OJKIFOUEHUS KYTIOIbHBIX
kamep Beward.

e Only A - [lepenaua nutaHust OCYIIECTBIAETCS TOJIBKO 110 BAPUAHTY A.

e Only B - Ilepegaya nutanus oCynieCTBISIETCS TOJBKO IO BapuaHTy B.

e Passive B - [lepengaua nuranns oCymecTBIsE€TCS 110 BADUAHTY A B
IPOTOKOJIBHOM PEKHUME U MO BapHaHTy B B O€CIIPOTOKOIBHOM pEXUME.
Pexxum ni1st paboThl coBmecTHO ¢ TepMokoxyxamu TFortis TH-02 u
TFortis TH-03.

e Forced A+B - Ilepenaua nutanus oCyniecTBIsIETCS IO BapuaHTy A u B B
oecnpoTtokosibHOM pexume. [Toakmouenne He POE ycTpoiicTB 3amperieHo.
MoxeT UCIoap30BaThCs TOIBKO Ha JTAIle OTIAAKH, T. K. B JAHHOM PEKUME
OTCYTCTBYET 3aIllATA I10 NIEPErpy3Ke U HENPABUIIBHOMY BKJIFOYEHUIO.

e Forced A - Ilepenaua nutaHusi OCylIeCTBISETCS MO BapruaHTy A B
6ecnpoTtokosibHOM pexxkume. [Toakmouenue He PoE yctpoiicTs 3amperieHo.
MoeT UCIIOIB30BaThC TOJIBKO HA ATAIle OTIAJKH, T. K. B JAHHOM PEXUME
OTCYTCTBYET 3allUTAa I10 IIEpEerpy3Ke U HENPABUIBHOMY BKIIFOUEHUIO.

5. SFP Link Mode - pexxum pa6otsl tnaka SFP (ontuyeckoro) nopra.

e Forced - popcupoBanHO€e MOAHATHE JIMHKA PU OOHAPYKEHUU CUTHAJIA
O OINTHKE

e Auto - aBBTOMAaTHYECKHUI PEXKUM, PEKOMEHIYETCS ITPU MOJKIFOUEHUIO K
000pyI0BaHUIO CTOPOHHETO Mpou3BoauTeNs (Pexxum 1o ymoadanuio)
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5.3.9 CocTosiHue nopToB
Ports — Port Status

Port | State Link | Speed Duplex Flow Control | PoE SFP

1 Blocked | Up 100M | Full-duplex | Disable OFF
2 Enable | Up 100M | Full-duplex | Disable OFF
3 Blocked | Down | - - - OFF
4 Enable | Up 100M | Full-duplex | Disable OFF

5 Enable Down | - = - -

G Enable Down | - - - -

Puc. 5.3.9.1. Cocrosinue noptoB

JI71st KoMMyTaTopa I0CTYNIHbI CIEAYIOIIKE TapaMeTphbl opTa:
1. State - CocrosiHue nmopra. (BKJIFOUEH/BBIKIIOYEH/3a010KUPOBAH(IIPU
BKJIFOUEHHOM MpoTokojie RSTP))
2. Link — CocTosiHue TMHKA
3. Speed/Duplex - CKopoCTb/ayIIIeKC
4. Flow Control - Ynpasnenue notokom nepenayuu ganubix (IEEE 802.3x)
5. PoE - Power over Ethernet (mutanue nosepx Ethernet).

6. SFP Detail — JlononaurensHas nungopMmarius o nojakiroueHubx SFP Moy nsx.
OTtoOpaxaetcst nHGOpMaIKs, U3 BHyTpeHHEH nmamsaTu camoro SFP moyns,
IIPOILMTAs HA 3aBOJIE-U3TOTOBUTEIIE, TAKKE, €CIIM MOYJIb MTOIEPKUBAET
dynkuuro DDM(Digital Diagnostic Monitoring): HanpsbKeHHE, TeMIIepaTypy
MOAYJISl, TOK CMEIICHHS] K1 MOLTHOCTD Jla3epa, ypOBEHb IPUHUMAEMOTO
curHasia. Knonka «Detail) cTaHOBUTCS aKTUBHOM TOJBKO MPU MOAKIIOYEHHOM
MoOAyJI€.

Ba:kno: nannyro uadopmaiumo ykazan npousBoautens SFP moayss, HO
MOCKOJIbKY 3Ta UH(pOpMaIus HeoOs3aTeIbHasl, MPOU3BOIUTENIb MOXKET €€ HE
yKa3aTh WM yKa3aTh HE TOYHYIO WK HEBEpHYIO nH(popMmaiuto. [TosTomy He
CTOUT BOCIIPUHUMATH ATy UH(POPMAIHIO KaK OCHOBHYIO, a JIUIIh KaK

BCIIOMOI'aTCJIbHYIO.
Port Status

Name SFP 1
State Enable
Vendor FINISAR CORP.
Vendor OUT
Vendor part number SFP-BX20-D A0
Vendor Rev A0
Tdentifier SFP
Connector LC
Ethernet Compliance Code 1000BASE-LX

1 long distance (L)
Longwave laser (L.C)

Encoding code EB/10B
TX Laser Wavelength 1550

[ Back |

Puc. 5.3.9.2. Undopmarus uz SFP momymns
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5.3.10 HacTtpouka cnucka cobbiTumn

Events — Event List

KommyTtarop PSW umeer mmpokre BO3MOKHOCTH 110 OOECIIEUEHUIO y100CTBA
aJIMAHHCTPUPOBAHUS CETU U MOJIEPKaHUs €€ B padOTOCIIOCOOHOM COCTOSTHUM.
Baxxnyto posib B 3TOM UTpaeT MEXaHNW3M HEMEJIEHHOTO YBEOMIICHUS
aJIMUHHCTPATOPA O MPOU3OLIEAIINX COOBITUSIX MMOCPEICTBOM PA3TUIHBIX
MeXaHU3MOB, Takux kak Syslog, SMTP (e-mail) unmu SNMP Trap.

Bo Bknaake Event List mporcxonuT HacTpoiika COOBITUH, TPU BO3SHUKHOBEHUH
KOTOPBIX OYyAyT OTIPABIATHCA HH(OPMALIMOHHBIE COOOIIEHUS (110 MPOTOKOIAM
Syslog, SMTP (e-mail) miu SNMP Trap) — cronben Sending, a Takyke HaCTPOHKH
JIOTTUPOBAHMSI BO BCTPOEHHYIO SHEPTOHE3aBUCUMYIO aMsITh — cTo0er Logging.

Parametrs Sending | Logging | Syslog level

Link |(4) Warning ~]
PoE |(4) Warning ~]
STP/RSTP O (4) Warning ~]
Autorestart.Link | (4) Warning v]
Autorestart.Ping [ (4) warning ~|
Autorestart.Speed | (4) Warning v]
System O |(4) Warning ~|
UPS (4) Warning
Inputs/Outputs | (4) Warning ~|
MAC Filtering O | (4) Warning ~|
Temperature/Humidity (0) Emergency

Puc. 5.3.10. Coucox coOsIThit

B xoMMyTaTtope umMeercsi BO3MOKHOCTb THOKO HACTPOUTh PEarupoBaHue
TOJIbKO Ha MHTEPECYIOIINE COOBITHS M MPUCBOUTH UM COOTBETCTBYIOIINI YPOBEHb
BKHOCTH (TOJIBKO 15 TpoTokoia Syslog). Yposuu menstitores ot 0 1o 7, rae 0 -
HAWBBICIINI YPOBEHb BAKHOCTH.

OO6menpuHsTa CASAYIONIas Tpajalus ypOBHEH:

e (0) Emergency: cucrema HepabOTOCIIOCOOHA
(1) Alert: cuctema TpeOyeT HEMEAJIEHHOTO BMEIIATEIbCTBA
(2) Critical: cocTosiHME CUCTEMBI KPUTHYECKOE
(3) Error: cooOmeHus 0 BO3HHUKIINX OIMIHOKaX
(4) Warning: npenynpexieHus 0 BO3MOXKHBIX IpodiiemMax
(5) Notice: coob1ieHusI 0 HOpMAIBHBIX, HO BaXKHBIX COOBITHSAX
(6) Informational: napopManOHHBIE COOOIICHUS
(7) Debug: oTiamounHbIe COOOIICHUS
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Hcnonb3ys Takoe TOTMYeCKOe pa3iesieHue YPOBHENW BaXKHOCTU COOBITUM, Ha
CTOpPOHE CepBEpa MOXKHO M0-pa3HOMY UX 00pabaTsiBaTh. Hanpumep, cooOiieHus o
COOBITUSIX € YpPOBHEM 6,7 MOTYT MPOCTO NUCATHCA B KypHAI COOBITHIA, a
COOOIICHUS 0 COOBITUAX C YpoBHEM (-3 BBIBOASITCS OIEepaTopy.

Hactpoiiku pa3ouTsl Ha MOATPYIIIBI IO KATETOPHUSIM:
e Port.link - u3ameHenue craryca JIMHKa

Port.PoE - nuzmenenue craryca POE

STP/RSTP - usamenenne tonosoruu STP/RSTP

Autorestart.Link - nponan nusk npu aktuBHOM QyHkunu Auto Restart

Autorestart.Ping - ynanenHoe yctporctBo He oTBeTHI0 Ha PING nipu

akTuBHOU (pyHKIMU Auto Restart

e Autorestart.Speed — akKTUBHOCTb Ha MOPTY yNaJIa HUKE 3aJaHHOU NIpU
akTUBHOU (pyHKIIMU Auto Restart

e System - U3BMEHEHUE COCTOSHUS CUCTEMBbI(TIepe3arpy3ka, OOHOBIIEHHE, COpOC
Ha 3aBOJICKHE YCTAaHOBKHU U JIp.)

e UPS - usmenenue B pabote MOyJisi OecriepeO0HHOT0 MUTaHus (TOJIBKO B
BEPCHUU C MOJIyJIeM OecriepeOOMHOrO MUTaHuUs )

e Inputs/Outputs - cOOBITHE OT CUCTEMBI KOHTPOJISL JOCTYyNa (CyXrUe KOHTAKThI U
JATYUK BCKPBITHS)

e MAUC Filtering - npon3onuia momneITKa J0CTyna Kk kommyraropy ¢ MAC
aZjpeca, KOTOPbIN HE yKa3aH B cnucke paspeméHHbix (IIpu BkitoueHHOM
¢bynkunn puiibtpanuu no MAC agpecam)

e Temperature/Humidity - coObITHe npeBbIlIEHUs 3a/IaHHBIX IOPOTOB TIO
TEMIIEPATYpPE U BIAKHOCTU. AKTUBHO MPU MOAKIIOUYEHUH ONIIMOHAIBHOTO
JlaTYuKa TEMIIEpaTypbl U BIIa)KHOCTH.

[To ymMOM4aHHIO aKTUBHBIMU COOBITUSIMUA YCTAHOBJICHBI:
® H3MCHCHME JINHKA,
e 1pu akTMBHOU (yHKIMK Auto Restart mpomnas JIWHK, WK yCTPOMCTBO HE
orBeTuii0 HAa PING, nnu ckopocTh Ha MOPTY yIajia HUXKE 3aaHHOMN
® u3MeHeHHue B paboTe Motyist OecriepeOOMHOro NuTaHus (Iepexo Ha MUTaHue
ot AKDB u ap.) (Toabpko B Bepcuu ¢ MojiysieM ¢ OecriepeOOMHBIM TUTAaHUEM )
® COOBITUSI OT CUCTEMbI KOHTPOJISl JOCTYyTIA.

[Ipu ucnosib30BaHUM KOHGUTYpALIMU IO YMOIYaHUIO, BBl moxyyaeTe ToJIbKO
OCHOBHYIO BaXXHYIO HH(OPMAILIMIO, KACAIOLLYIOCS UCIIPABHOTO (DyHKIIMOHUPOBAHMUS
CUCTEMBI, 0€3 3arpy3Ku MeHee BaKHBIX COOOILIEHUH.

Hactpoiika camMmux mpoTokoJi0B HH(OOPMUPOBAHUSI IIPOUCXOIUT HA
COOTBETCTBYIOIIMX BKJIA/IKaX.
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5.3.11 Hactpouka Syslog
Events — Syslog

Syslog — ctaHmapT OTIIPaBKYU COOOIIEHUN O TPOUCXOIAIINX B CHCTEME
coOBITUAX (JIOTOB), Mcnonb3ytomuiics B [P cersax. [Iporokoin syslog mpoct: mpu
HACTYIUJICHUU OMPECICHHBIX COOBITHH, KoMMyTaTop PSW nockuiaeT kopoTkoe
TEKCTOBOE COOO0ITIeHNE, pasMepoM MeHbIe 1024 GaiT moydaresnto cooOmeHusl.
Coo6mienus otnpasisitores no UDP (mopt 514). Syslog ucnons3yercs ans
yA00CTBa aIMUHUCTPUPOBAHUS U 0OecTieueHruss THPOPMAIIMOHHOM 0€30MMacHOCTH.

B xommyTarope umeeTcsi BO3MOKHOCTh THOKO HACTPOUTH TOJIBKO
WHTEPECYIONINE COOBITUS U TPUCBOUTH UM COOTBETCTBYIOIIUNA YPOBEHb BaXKHOCTH.
(Bxmagka Events — Event List) YpoBuu mensitorest ot 0 1o 7, rae 0 - HauBbICIIUi
YPOBEHb BaXKHOCTH.

OO6menpuHsTa CIeAyIOIIas rpajaius ypoBHeE:

e (0) Emergency: cucrema HepabOTOCIIOCOOHA

e (1) Alert: cucrtema TpeOyeT HEMEJIEHHOT'O BMEIIATEIbCTBA
(2) Critical: cocTosiHHE CUCTEMBI KPUTHYECKOE

(3) Error: cooOmeHus 0 BO3HUKIINX OIINOKaX

(4) Warning: npenynpexieHus 0 BO3MOXKHBIX IIpodiemMax

(5) Notice: coob1ieHUs1 0 HOpMAJIBHBIX, HO BaXKHBIX COOBITHSAX
(6) Informational: nngopmanioHHbIE COOOIIIEHNS

(7) Debug: oTitagouHbIe COOOIIECHUS

Ucnonb3ys Takoe Joruueckoe pa3aeieHue YpoBHEH BaXKHOCTH COOBITHI, Ha
IPUEMHOM CTOPOHE MOKHO MO-pa3HOMY X oOpabarsiBaTh. Hammpumep, cooOieHus o
COOBITUSIX C YPOBHEM 6,7 MOTYT IIPOCTO MUCATHCA B KypHaAJ COOBITHM, a COOOIIICHUS
0 coObITHUAX ¢ ypoBHEM (-3 BBIBOASTCS ONEpaTOpy.

®opmart Syslog coodenus
CornacHo ctangapty Syslog cooOmieHue uMeeT clieyromuii popmar:
<ypoBeHb BaXHOCTH> <faTa u Bpems> <IP agpec ormpaBuTens™> <coobiieHne>

IIpumeuanue: oOpaTuTe BHUMaHHUE, YTO B MOJIE <JaTa U BPEMS™> MOJICTaBIISETCS
JaTa ¥ BpeMsl norydeHHbIe 1o npotokoay SNTP. Eciin nanHble BpeMeHH He
noyueHbl i SNTP He HacTpoeH, TO B moJie <1ata U BpeMs™> MOJICTABISETCI BpeEMs
B CEKyHJaX, POLIEAIIEE C MOMEHTA BKIIOYEHHS] KOMMYTaTopa.

Paccmotpum 310 Ha ipumepe. [lycTh y Hac gaHo cooOleHne, NoJIy4eHHOE
nporpammoit Wireshark:
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LOCALO.WARNING: <245>192.168.0.2 Port #4 Link up Puc.
5.3.11

.1. SNTP He HacTpoeH
Kak BUJIHUM, BpEMsI HC HACTPOCHO, MMOACTABIICHO 3HAYCHUC C MOMCHTA CTapTa.

JLOCALO. WARNING: Sep 22 10:08:43 192.168.0.2 Port #4 Link Down
uc. 5.3.11.2. SNTP nactpoen
A Temephb COOOIICHHE UMEET CTaHIAPTHBIN IIITAMI BPEMEHHU.

Hacrpoiika Syslog Ha koMMyTaTOpe
Hactpoiika Ha koMMyTaTOpe HE MpeJicTaBiseT 0co00il cioxkHocTu. [lepBoe, uTo

HYKHO CZIJIaTh — 3TO BbIOpaTh HHTEPECYIONINE COOBITHS BO BKiIasike Events —
Event List. Hanpumep, Hac uHTEpecyeT COObITHE U3MEHEHHUS JTMHKA.

trap:
Port.link {4y Warning -
Port.PoE = (7) Debug -
STP ] (7) Debug -

Puc. 5.3.11.3. Beibupaem coObITHE

3arem Bo BkJIaake Events — Syslog Settings BkiirouaeM paboTy ¢ MPOTOKOJIOM
Syslog n ycranaBiuBaem IP aapec cepBepa, Ha KOTOPbIN OyIyT MPUXOJIUTH
COO0ILEHUSI.

State Enable =

Server IP address | 192 168 0O 104
Puc. 5.3.11.4. Hactpoiika Syslog
IHony4yenue Syslog coodmenuii

[Tociie HaCTPOMKM KOMMYTAaTOpa, MIEPEXOJUM K HACTPOUKE CepBepa.
Pacemorpum npumep st OC Windows. CytiiecTByeT 00bIIIOE YHCIIO TPOTPaMM ISt
paboTsI ¢ syslog-cooOmienusmMu. BoT HeKoTOpbIe U3 HUX:

Kiwi Syslog

Syslog Watcher

Datagram SyslogServer Suite
syslogbroadband

LogZilla

Syslog Server Free Tool
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OcranoBuM cBol BbIOOp Ha nporpamme Kiwi Log Viewer - 3to GecriaTHas
ynpoieHHas Bepcust nporpammbl Kiwi Syslog Server. Ho Tem He MeHee oHa
yIOBJICTBOPSIET MIOCTABIICHHBIM 3a/1a4aM.

Anpec s 3arpy3ku - http://www.kiwisyslog.com/downloads.aspx

YcTaHOBKa MPOTPaMMBI HE OTIIMYAETCSE 0COOO0M CI0KHOCTHIO, EAMHCTBEHHOE, B

okHe Chose Operating Mode ycranoBute Install as Service (B atom cinydae Kiwi

Syslog ycTaHoBHUTCS Kak ciryx0a: Oyaer 3amyckaTthes ipu ctapte OC 1 pe3uIeHTHO
CUJICTh B TPEE)

r Y
) Kiwi Syslog Daemon 8.3.48 Installer E_'_Iﬂ

- Choose Operating Mode
WI : The program can be run as a Service or Application

@ Install Kiwi Syslog Daemon as a Service

This option installs Kiwi Syslog Daemon as a Windows service, allowing the
program to run without the need for a user to login to Windows. This option also
installs the Kiwi Syslog Daemon Manager which is used to control the service.

() Install Kiwi Syslog Daemon as an Application

This option installs Kiwi Syslog Daemon as a typical Windows application,
requiring a user to login to Windows before running the application.

< Back ][ Next > ] [ Cancel

Puc. 5.3.11.5. YcranoBka nporpammsl Kiwi Syslog

[Tocne ycranoBkwu, 3amyckaiTe nporpamMmmy. [1o ymonuanuto B ri1aBHOM OKHE
OyIyT 0TOOpaxkaThCsl BCE MPUHATHIE COOOIEHHS. ITU COOOIICHUS TULITYTCS B
TEeKCTOBBIN (haiis. Takke eCTh BO3MOKHOCTh HACTPOUTH MEPECHIIKY Ha email.

Kiwi Syslog Daemon (Version 8.3.48) N O = R [

55 L=

File Edit View Help

i 4 m A ¢ [Display 00 (Default)  ~

Date Time Priority Hostname Message
09-20-2013 10:34:54 Local0.Warning 192.168.0.1 Sep 20 10:32:51 192.168.0.1 [3.1.1.2.1] trap: port.link_FE3.state.="1"
09-20-2013 10:34:53 Local0.Debug 192.168.0.1 Sep 20 10:32:50 192.168.0.1 [3.2.0.0.1] trap: stp.topology_change.="1" ‘ 3
09-20-2013 10:34:50 Local0.Warning 192.168.0.1 Sep 20 10:32:47 192.168.0.1 [3.1.1.2.1] trap: port.link.FE3_state.="0" -

| » ]

100%  3MPH 10:35  09-20-2013

Puc. 5.3.11.6. Unrtepoeiic nporpammsl Kiwi Syslog

— KommyTaTopbFFertis—Pykeseaetso-ro-Hactpoite——m8 —— ————— 2§
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5.3.11.1 Cnucok coobweHnn Syslog
Tabnuna 5.3.1. Coucok Syslog cooOuienuii

Port #1 Link Up/Down H3MmeHeHne TMHKA

Port #1 PoE A Up/Down N3menenue PoE

STP topology changed: root port 1, root |Usmenenue tonosoruu STP/RSTP ¢
bridge MAC 01:02:03:04:05:06 yKazaHueM pyToBoro mopra u MAKa
STP: bridge is ROOT Hsmenenue tononorunu STP/RSTP,

KOMMYTAaTop cTaj KopHeBbIM (Root)

STP port #1 status changed: W3menenue cratyca nopra: Forwarding,
Learning nnu Discarding

Port #1 Autorestart: no link [Tpormai TMHK IpU BKIFOYEHHOM KOHTPOJIE
3aBUCAHUS KaMep IO KPUTEPHIO JTMHK

Port #1 Autorestart: no reply to Ping | OrcyrcrByer orBeT Ha 3anpocsl PING mpu
BKJIIOYEHHOM KOHTPOJIE 3aBHCAaHUS KaMep
o kputeputo PING

Port #1 Autorestart: Low Speed Huskas ckopocTs uepes nopt npu
BKJIIOYCHHOM KOHTpPOJIE 3aBUCAHHI Kamep
o kputeputo SPEED

Port #1 Autorestart: High Speed [IpeBbIlieHnE Mpeena CKOPOCTH Yepe3
MOPT IPU BKJIKOYEHHOM KOHTPOJIE
3aBucaHus kamep 1o kpureputro SPEED

Web-interface authentication: <IP> Bxon na WEB-unTepdeiic kommyTaropa ¢
IP agpeca <IP>

Update firmware x.x.X Oo6HnoBienue I10

Default settings CO6poc HaCTpOEK Ha 3aBOJICKUE YCTAaHOBKU

Clear ARP cash Ounctka ARP ka1m1a kommyTtaropa

Start after power reset Crapt PSW nocie cHATHA NUTaHUA

Start after reset Crapt PSW nocne nepesarpysku

Voltage on battery is low (below than Huskoe nanpsoxkenue Ha AKD, Hinke 44B

44V)

Power souce is battery/ Ucrounuk nutanus PSW ( AKB uin

Power souce 1is external VAC CETEeBOE HATIPSKEHUE)

Sensor 0 (Tamper) is active! AXTHBEH JaTduK BCKpoITUs (11 PSW-2G+
u PSW-2G6F+)

Sensor 1 (Dry contact) is active! AKTHBEH BXO0J1 CEHCOpa (CyXOro KOHTaKTa)

Input 1 is active (Open) AxTHBeH BbIX0OJ 1 (pa30MKHYT)

Unallowed MAC: 01:02:03:04:05:06 Port 1 3ampeméunsiiit MAK Ha moprty 1

Port 1 Error-Disabled [Topt 1 6b11 mepeBenéH B coctosiaue Error-
Disabled
Port 1 is Up [Topt 1 6611 nepeBenén B coctostaue Up

" TFortis_P , 27
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Temperature Sensor event: High Level Temmeparypa BbIIIE BEPXHETO I10pOra
Temperature Sensor event: Low Level Temneparypa HHXKE HUKHETO opora
Humidity Sensor event: High Level BrnaxxHOCTh BBILIIE BEPXHETO MOpOra
Humidity Sensor event: Low Level BiiayxHOCTh HUXKE HIYKHETO TIopora

5.3.12 Hacrpoiika SMTP
Events — SMTP

Kparkuii ciicok TepMHHOB.

SMTP — (Simple Mail Transfer Protocol) mpoTokon nepeaauu e-mail
coobmenuit mo cetu. SMTP ucnone3yercs nms nepegadn cCoOOOIIEHUH Ha TOYTOBBIHA
cepsep.

IHapameTpbl HACTPONKMU:
e State — cocrosaue SMTP
e Server IP address - IP agpec nouroBoro cepsepa
e Server domain name - JOMEHHOE UMS IIOYTOBOTO CEPBEpA
e Port - Homep TCP nopta, uepe3 KOTOpbIi TpoucxoauT oTnpaska nuceM (0 -
65534). Ilo ymomyanwuto 25.
e Sender e-mail address - mouToBbIl aapec oTnpaBuTens. B nuceme
otoOpaxaercd B rmosie From
e Receiver e-mail address - mouToBbIi agpec noryyarens. B nuceme
otoOpaxaetcs B noJie To. /{7151 TOMOJHUTEBHBIX BO3MOKHOCTEH
MOJIb30BATEIIEN JOCTYIHO A0 3 MOJyYaTeNeu.
e Subject - Tema nucbma.
e Login, Password - 1oruH 1 naposb, €ciiu IOYTOBBIN cepBep TpeOyeT
poLENypy ayTeHTU(PHUKALIUH.
Ecnu 311 nosist 3an0JIHEHbI, aBTOMATHYECKH BKITFOUAETCS MEXaHU3M
ayTeHTU(PUKaUuu ¢ cepBepoM. Eciu mosst ocTaBieHbl MyCThIMU, TO JEHCTBYET
MexaHu3M 0e3 ayTeHTU(UKAIIH.

KommyTtaTop nogaepxuBaet Mmetoibl aytreHTUuKanun AUTH

PLAIN u AUTH LOGIN. Ilpu Hactpoiike He0OX0AUMO YyTOYHUTD,

paboTaeT JIM MOYTOBBIN CePBEP C TAKUMHU METOIaMH

ayTeHTH(pUKaIH. BOTbITMHCTBO MyOIMYHBIX TOYTOBBIX CEPBEPOB C
TUMH METOJIaMH HE pabOTaroT.

[To ymonuanwuro, ecnu ykaszas [P ampec cepBepa, coOOOIICHNS HATIPABIISIFOTCS Ha
3TOT aapec. s ucnonb3oBaHusi JOMEHHOTO UMeHH, ycTaHoBuTe Server IP address
B 0.0.0.0 u ykaxxute JOMEHHOE UM4 B TIojie Server domain name.

IIpumepsbl HacTpoiiku SMTP
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I{J’Iﬂ IMPOBCPKHU KOPPEKTHOCTHU HACTPOCK €CTh BO3MOKHOCTDb OTIIPABKH
TCCTOBOI'O ITUCHMaA.

Send test e-mail

Subject |

Message | |

[Ipu Haxxatuu Send, TUCEMO OTIPABISAETCS, €CJIM B IPOILIECCE BOZHUKIIN OIIMOKH,
OyneT cooOIIeHO 0 HUX
Cy1ecTByeT HECKOJIbKO BAPUAHTOB OpraHU3aliy padOThl SJIEKTPOHHOMN MOYTHI:
e B JI0KanbHOI CETH HAXOIUTCS CIEUUAIBHO BBIJICIEHHBIN TOUYTOBBIN CEPBED.
e lcronp3yeTcs BHEIIHUM TOYTOBBINA CEPBED.

VY ka)xxaoro BapuaHTa €CTb CBOM JJOCTOMHCTBA U HEJOCTATKU. BapuaHT ¢
BBIJICJICHHBIM [IOYTOBBIM CEPBEPOM MO>KHO TOPEKOMEHI0BATH B TOM CIIy4ae, €cliv
CEeTh BUJICOHAOIIOIEHUS (PU3NYECKH OT/AENIEHa OT ceTh IHTepHET 1 HEBO3MOKHO
UCITI0JIb30BaTh BHELIHUE TTOUYTOBBIE CEPBUCHI, JINOO B CETH YKE CYIIECTBYET
IIOYTOBBIN CEpBEP U HE TPeOyeTCs NOMOIHUTEIbHBIX YCUIIUM 10 CO3/IaHUIO U
noJiiepaHuio paboTel cepBepa. Vcnosb30BaHre BHEITHUX TTOYTOBBIX CEPBUCOB
JieJIaeT HACTPOMKY IpolIe U ObIcTpee, N30aBiIsIeT OT HEOOXOAUMOCTH COAEPKATh
MIOYTOBBIN CEPBEP, OJHAKO B TAKOM CiIydae TpeOyeTcsl IOCTOSHHOE MOAKIIOUYEHHE K
cety IHTepHET, 4TO HE BCErJa MOXKET ObITh BOZMOXKHBIM M3-32 MOJIUTUK
0€3011acCHOCTH PEIITPUSITHSL.

5.3.12.1 IIlpuMep HACTPOMKH € MOYTOBBLIM CEPBEPOM BHYTPH JOKAJIbHOH CeTH

; i SMTP client

SMTP server 192.168.0.3
192.168.0.2

R

PSW-2G
192.168.01

Puc. 5.3.12.1.1 Crpykrtypa cetu

IHocTaBuM 3a1a4y ciaeaylmuM 00pa3om:

[Tycts Tpedyetcs HacTpouTh SMTP Ha kommyTtatope SW2 (PSW-2G) c IP
192.168.0.1 a5t OTCBUTKM COOOIIEHUM 00 M3MEHEHUHU JIMHKA Ha TTOPTaX KOMMYyTaTopa
PSW-2G na xommnbrotep oneparopa 192.168.0.3.

[Tockonbky npotokoa SMTP He npeanoiaraer xpaHeHUe COOOIIECHUHN U BbIaYy UX
MIOYTOBOMY KJIMEHTY, B CETh HEOOXOIUMO BKJIIOUUTH MOYTOBBIN cEpBEP

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite——————————————————————— 929
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(192.168.0.2).

BriGepem aiis Haliel ceTH TOMEHHOE MMS companyname.com
st PSW-2g BeiOepem e-mail anpec psw2g@companyname.com,
st SMTP cepBepa - server@companyname.com,

JUTs KJTMeHTa - client@companyname.com .

Hacrpoiika PSW

[TepBoe — 310 TpebyeTcst ykazaTh COObITHE, IPU HACTYNJICHUH KOTOPOTO
OyzeT BbIChUIaThCs cooOlIeHne. B Hamem ciydae 3To cCOObITHE N3MEHEHHS JIMHKA.
Jliist aToro Bo Bkianke Events — Event List craBUM ranouky HarpOoTHB HYKHOTO

COOBITHS.
trap:
Port.link (4) Warning -
Port.PoE B (7) Debug -
STP = (7) Debug -

Puc. 5.3.12.1.2 BbIOMpaeM HyHO€ COObITHE

Teneps Hactpoum SMTP

[Tepexoaum Bo Bkinaaky Events — SMTP.
Pazpemaem pa6ory SMTP, ycranasnuBaem [P aapec cepsepa,
ycTaHaBiauBaeM e-mail aapec otnpasutens (T.e. PSW) psw@companyname.com,
yCTaHaBJIMBaeM e-mail ajgpec OCHOBHOTO MOTyYaTess server(@companyname.com,
TaK)K€ YCTAaHOBHMM 3allacHOM ajipec server2(@companyname.com, Kyjaa OyayT
TyOJIMPOBATHCS COOOIIICHMUS.

3aronoBok nmucekMa «PSW-2G logy.
[Tons Login u Password ocTaBnsieM myCTbIMU: Mbl HE OyJIEM UCIOJIb30BATh
ayTEeHTU(PUKALUIO.

SMTP server settings

State

Server IP address

Port

Sender e-mail address
Receiver e-mail address 1
Receiver e-mail address 2
Receiver e-mail address 3

Subject

Login

Password

Enable ~

192 168 0 2

25

pswZ2g@companyname.com

server@ companyname.com

server2@companyname.com

PSW-2G_log

Puc. 5.3.12.1.3 Hacrpoitka SMTP B PSW
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Haxxumaem «Apply». Hactpoliku nmpumMeHsroTcs.
Tenepp nmepexoInuM K HACTPOMKE MOYTOBOIO CEPBEPA

CytiecTByeT 00IBIIIOE YHCIIO TIPOTPAMM ITOYTOBBIX CEPBEPOB IO PA3TUIHBIC
OC u noaaepKuBaroLIMe pa3InyHble TPOTOKOJIbL. JJ1st Hac BaxkHa nojaep:xkka SMTP
u POP3.

B kagecTtBe mpumepa mouroBoro cepsepa mog Windows paccmorpum Office
Mail Server (https:// www.box.com/oms) 3To OecriiaTHas IporpamMma ¢ HeCJIOKHON
HaCTPOMKOMU.

TexHnudeckas mojiep>kKa ¥ MHCTPYKIIMU JOCTYTTHBI Ha calTe:
http://oficemailserver.livejournal.com/

YcraHaBiauBaem IIporpamMmy, 1 IOCJIC 3allyCKa 6y,[[€T AOCTYIIHO I'NTaBHOC OKHO!

g Office mail server l = &]
Exit Options Ceommand Help

03 Dec 2012 13:35:48 SMTPSAY: User logged in

03 Dec 2012 13:35:50 SMTPSAY: Meszage OOEEBDAES from paw2i@forttel. com (112 bytes] processzed
03 Dec 2012 13:35:50 SMTPSRY: The meszage iz local. Removed from output queue.

03 Dec 2012 13:35:50 SMTPSAY: Dizconnected. Waiting for new session.

03 Dec 2012 13:35:52 SMTPSAY: Connection request from 192 168.0.2

03 Dec 20012 133552 SMTPSEY: User logged in

03 Dec 2002 13:36:39 SMTPSAY: Dizconnected. Waiting for new session,

03 Dec 2012 13:36:39 SMTPSAY: Connection request from 192 168.0.2

03 Dec 2012 13:36:39 SMTPSAY: User logged in

03 Dec 2012 13:36:41 SMTPSRV: Message DDEFSE3A from paw2{@farttel com (38 bytes) processed
03 Dec 20012 13:36:41 SMTPSAY: The meszage iz local. Removed from output queue.

03 Dec 20012 13:36:41 SMTPSAY: Dizconnected. “Waiting for new session.

03 Dec 20012 14:22:05 SMTPSEY: Connection request from 192.168.0.2

03 Dec 2012 14:22:05 SMTPSAY: User logged in

03 Dec 2012 14:22:07 SMTPSAY: Meszage 01191055 from pew2Eforttel com [92 bytes] processed
03 Dec 2012 14:22:07 SMTPSAY: The meszage iz local. Removed from output queue.

03 Dec 20012 14:22:07 SMTPSEV: Dizconnected. Waiting far new session,

SMTP client off POP3 client off

Puc. 5.3.12.1.4 I'naBuoe oxHo nporpammel Office Mail Server

B mento Options->SMTP/POP3 server options ycTaHoBUTE
Local domain name: companyname.com
N B nmone Users no6aBwsTe noss3oBaTens client. 3aTeM ycTaHOBUTE THUII TTOJIH30BATEIIS
[BOSS].

Office mail Server nogaep:xuBaeT ciaeayroNMe CrielMaTN3UPOBAHHBIC TUITBI
MOJIb30BaTENICH:

1. Postmaster — moip30BaTesb, OTBETCTBEHHBIN 32 padOTy U COMPOBOXKICHUE
Office mail Server. On nmonydaer crieruaabHbIe cOOOIIEeHNUs, HOPMHUpPYEMBIC
CUCTEMOH B ClIy4ae OIIHUOKH.

2. Daemon— HuCTOIB3yeTCs TS TUCTAHIIMOHHOTO 3aITyCKa CBSI3U C BHEITHUM
SMTP/POP3 cepBepom, 17151 OTIIPABKH U MTOTYUEHHUST COOOIIEHU I

3. Boss— mosib30BaTeNb KOTOPOMY TOTAIAI0T KOTIMH BCEX COOOIIECHUI,
otnpasisieMbix uepe3 SMTP cepsep.

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— 3¢
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Local domain name: | Sompanyname. com

‘waming! Thesze options will take effect only after OFMRSY restart

POP32 server runs on port | 110
POP3 and SMTP servers timeout, sec. |45
Size limit for outhound messages. KiB (0 - no mit) |0

™ Use IP fiter ta limit access to servers

Log file size, KiB |4
SMTP server mins on port |25

SMTP/POP3 server options I@
Maildrop folder: |D:\Program Files\Office Mail 5erverimaildrop’
Outhound queue folder: |D.\F'n:|gram FileshOffice Mail Server.queus Cancel

bl: TFortis

Local users

1P filter

User | Alias

‘ Optional Add |

postraster
daernon
client

[POSTMASTER]
[DAEMON)
[BOSS]

Change
Remove
Postmaster

Daemon |

e e e e e

m 3

Boss...

Puc. 5.3.12.1.5 Hactpoiika nporpammer Office Mail Server

Bo Bkiagke Options->Transaction options:
YcranoButs [P agpec cepBepa, ycraHoBUTH rayky « Automatically send outbound
message if foundy», otkirounts aBropuzanuto At SMTP (knonka SMTP login...)

Transaction optiohs

SMTP server |192.1sa.0.2

SMTP port |23 SMTP login...

e
]

v Automatically send outbound messages if found [checks them every 1 minute]

Cancel

POF3 i
AREOLNES W ze LAM comnection
Server | L ogin | P.. | Port | Deliver to | Uss 0 meekm cermestem
' 127.0.0.1 postmaszter 110 [SORTER] | J
r
- 1 EI
Add Change | Remove |
||
|| “Wait for servers, seconds  |120

Puc. 5.3.12.1.6 Hactpoiika mporpammer Office Mail Server

Teneps Bce cooOIIEeHUS, MPUXOAIITUE HA CEPBEP, OYIyT MepechUIaThCs

KJIUEHTY client@companyname.com

Hacrpoiika KineHTa

Hacrpoiika kaueHTa He NpeacTaBisieT 0co0bIX cioxHocTel. [Ipumep HacTpoiiku Ha

npumepe Mozilla Thunderbird:

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— 3
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-
Hacrpoiixa yu&THOI 3anmncm noutsl

Bawe wma:  client Bawe wmnA, kak oHo oTobpaxaeTca y apyrax
Agpec 3n. nouter:  client@companyname.cor
Mapone: =

3anoMHWTE Naponk

(1), Thunderbird ne YAANOCE HANTK HACTPOMKK ANA Balled YUETHONH 3anucK NoYTkL.

nn cepeepa Mopt SSL AyTenTndukauna

Bxogswan: | POP3 | 1921680.2 10~ [Her + | [ Aeroonpeaenenne -]
WNcxogawan:  SpTP 182168.0.2 * 35 - [ Her - ] [ Bez ayTentudgukanmmn - ]

WMmsa nonesosatens: client
JononHnTeneHan HacTpoiika Co3narte y4ETHYIO 3aNMch

Puc. 5.3.12.1.5 Hacrpoiika mouyrtoBoii nmporpammbl Mozilla Thunderbird
[Tocne okoHYaHUs BCEX HACTPOEK MOKHO 3aiiTu Ha Web-unrepdeiic Ha
BKiIaiKy SMTP Settings 1 mpOKOHTPOIUPOBATH OTIIPABKY TECTOBOI'O COOOIICHHUS.
3anonuute noJig Subject u Message 1 oTnpaBbTe nmuchMo. Eciiu Bce HacTpoeHo
npaBuwibHO, Mozilla Thunderbird yBenoMuT o0 HOBOM nUChME.

Send test e-mail
Subject
Message

Puc. 5.3.12.1.6 IIpoBepka TeCTOBBIM COOOIIECHHEM

5.3.13 Hacrpoiika BX010B/BbIX0/10B

Special Functions — Inputs/Outputs

KommyTtatopsr PSW B 3aBUCHMOCTH OT MOJI€NT OCHAIIIEHBI pa3beMaMM JJIst
MOJKJIFOUCHUST KOHTAKTHBIX IATYUKOB (CYXHX KOHTAKTOB) W/WJIA BCTPOCHHBIMU
TaT4YuKamMu BCKPBITHS. OHU MOT'YT MCTIOJIb30BATHCS JIJIA 11eJIei 0€30MacHOCTH,
HaIrpuMep, ISl KOHTPOJIS BCKPHITHS MKada.

Cy1iecTByeT /1Ba BapuaHTa Mepeaadu TPEBOKHOTO COOBITHS:

1. Yepes mporokoist Syslog, SMTP, SNMP Trap. [Ipu cpabatbiBanuu cyxoro
KOHTaKTa OpMHUPYETCs COOOIIECHNE, KOTOPOE B OTIPABIIICTCS HA CEPBEP, T
OpraHu3yeTcs MpUEM, JIOTUPOBaHUE U MHOOPMHUPOBAHUE ONIEpaTOpa O
BO3HUKILIEM COOBITHH.

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— 3@
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2. C ucnons3zoBanueM 010k0B unterpaiuu Teleport-1, koTopslit nMeeT
1U(POPBbBIE BBIXOJIbI, MOKHO HACTPOUTH TPAHCIISIUIO CpabaThIBaHUSI CYyXOTO
KoHTakTa B kommyTtarope PSW na Beixon B BU Teleport. [Ipyrumu cnoBamu,
€CJIM MPOMU30IIIIO 3aMbIKaHHE BX0/1a HA KOMMYTaTOpe, KOTOPbIH 3HAYUTEIBHO
yaanéH oT cepBepa, To Ha 6ioke unTerpanuu Teleport, KOTOpBIN MOXKET
YCTaHABIMBATHCA B CEPBEPHOM OJTHOBPEMEHHO 3aMbIKaeTcs BbIXo. 1 yxe
BBIXOJT MOJKHO TIPOCTO TIOJIKIIFOUUTH K JIF000# oxpaHHOM cucteme. [TogpoOHO
HacTpoiika cBsisku PSW-Teleport paccmorpena B pazaene 5.3.27.

Sensors (on main hoard)

State Alarm State Current State
Sensor 1 | |Enable v/| | [Short v|| Open
Sensor 2 | |Enable || |Short v|| Open

Puc. 5.3.13.1 HacTpolika CyXux KOHTaKTOB

e State - pa3penieHue padoThl Bxojia. ABapuitHoe coodiieHue 0yier
OTHpaBJIEHO, eciii State yctaHoBieHO B Enable, u npou3soio coBnageHue
Alarm State u Current State, a Taxxe ycTaHoBjIeHa rajodka Inputs/Outputs
BO BKJIasike Events List.

e Alarm State - cocTosiHHE BX0J1a, KOTOPOE CUUTACTCS ABAPUIHBIM.

e Open - pa30MKHYTOE COCTOSIHUE
e Short - 3aMKHYTOE COCTOSIHUE
o Any Change — mo00e U3BMEHEHUE COCTOSIHUS

e Current State - Texy1iee COCTOSIHUE BXO/1a.

5.3.13.1 PeseiiHbIii BBIX0X

Hexkortopsle MoaeIn KOMMYTaTOPOB UMEIOT BCTPOEHHOE OITOPEIIE, KOTOPOE MOKHO
WCIIOJIb30BaTh JJIs YIIPABJICHUS PA3IMYHBIMU UCTIOTHUTEIbHBIMUA YCTPOMCTBAMM.
VYpasneHue pene BO3MOXKHO B JIBYX pEeKUMAaXx:
1) Pyunoe ympaBnenue. (uepe3 web-untepdeiic, snmp, http-api)
2) Tpaucnsius COCTOSHHE BXOJa ¢ YAaNEHHBIX ycTpoicTB (Hampumep 6510k0B
unrerpainuu Teleport-1). [Togpobuee B paznene 5.3.27.
3) Mnaukanusi CMCTEMHBIX coObITUI, Hanpumep cratyc MBI nin aBapun
(Hactpotiika npouzBogutcs yepes crpanuily Crneunanbueie — Teleport)

— KommyTaTopbFFertis—Pykeseaetso-ro-Hactpoite——m8 —— ————— 34
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5.3.13.3 J/IaTyuk TeMnepaTypbl/BJaKHOCTH (OIIUA)

Statistics — Device Info

Temperature/Humidity sensor | SHT30

Temperature 31.1°C

(o]

Humidity 7
Temperature: Max level

Temperature: Low level

Humidity: Max level

— [y
[} =
[} =]

Humidity: Min level

Puc. 5.3.13.3 Hactpoiika cyxux KOHTaKTOB

KommyTtaTopsl PSW cepun UPS+ noanepKuBaroT NOJKIIOYEHUE
JOTIOJTHUTENBHBIX TATYNKOB TEMIIEPATYPhI U BIAKHOCTU. Ha TaHHBI MOMEHT
noaaepxuBatoTcs garuukd SHT-01.

JUIsL TaTYNKOB MOXHO 3a/1aBaTh TPAHUYHBIC YCIIOBHSL, IPU IPEBBILICHUN
KOTOPBIX OyayT (hOpMHPOBATHCS COOBITHS B CHCTEME MOHUTOPHHTA.

e Temperature: Max level — BepxHss rpaHuIIa TEMIIEPATYPHI
e Temperature: Low level — HuxHsIs rpanuiia TeMiepaTypsl
e Humidity: Max level — BepxHsisl rpaHuLIa BIaXKHOCTH

e Humidity: Min level — HrxHss rpaHnnia BI1a>KHOCTH

peknama
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5.3.14 Hacrpoiika VLAN 802.1q
VLAN — 802.1q Static VLAN

TepMuHBI U COKpalleHNS:

VLAN (Virtual Local Area Network) — rpynmna ycTpoiicTB, UMEIOLIUX
BO3MO>KHOCTh B3aMMOJICHCTBOBATh MEKIy COOO0I HAMpsiMyI0 Ha KaHAJILHOM YPOBHE,
XOTS (PU3UYECKU TIPU ITOM OHH MOTYT OBITh MOAKIIOYEHBI K Pa3HbIM CETEBBIM
koMMmyTaTopaMm. Y Ha000poT, ycTpoiicTBa, HaxoAsmuecs B pasHbix VLAN'ax,
HEBHJIUMBI APYT JUIs IpyTa HAa KAHAJIbHOM YPOBHE, AK€ €CIIM OHU MOAKIIOYEHBI K
OJTHOMY KOMMYTaTOpY, ¥ CBA3b MEK/ly ITUMHU YCTPOMCTBAMH BO3MOYKHA TOJIBKO Ha
CETEBOM M 00Jiee BBICOKUX YPOBHSX.

VID (VLAN ID) — HOMep BUpPTyaJIbHOM CETU

VTU (VLAN Table Unit)- tabnuna, coaepsxaiias CliucoK BUPTyalTbHBIX
ceTell, CKOHQUTYpHUPOBAaHHBIX HA JAHHOM KOMMYTATOpE

Managment VLAN ID - nomep VLAN nns cetu ynpasinenus. Jloctym k
WEB untepdeiicy BO3MOXKEH TOIBKO U3 JAaHHOU CETH.

VLAN List - Tabnuia, npeaoctapiigioniasi HHGOPMALIMIO O HACTPOSHHBIX
BUPTYaJIbHBIX CETSIX HA KOMYTaTOPE, COCTOSIHUU U TIOPTaX, MPUHAJICKAIIUX
nanHomy VLAN.

VTU Table - VTU (VLAN Table Unit)- Tabnuna perakTUpoBaHUs

BUPTYaJIbHBIX CETEH, 3alUCh B ATOW TAOJIMIIE COAEPIKUT CIEAYIOLINE MOJIS:

e VID - (VLAN ID) — HOMEp BUPTYyaJIbHOM CETH.

e State - Cocrosinne. Co3znanHbii VLAN M0KHO BpEMEHHO UCKIIFOUUTH U3

paboThl, ycTaHOBUB cocTosiHue Disable.

¢ VLAN Name - ums BupTyanbHoii cetu (10 16 cumBoiiB). Mcnonb3yercs

TOJIBKO 11 y100CTBa HacTpoku. [losie siBisieTcs HeoOA3aTEeIbHBIM IS

3aMOJHEHUS.

Cocrosinue nopta B ganHoM VLAN. ITopT MoxeT ObITh B 3-X COCTOSIHUSIX:

e NoMem (Not a member) - mopt He sBiseTCs YieHOM naHnHoro VLAN.

e UnTag (Untagged) - HererupoBanHslii mopt (access MopT) MO3BOISET
00BbeaUHATH BbIOpaHHbIe TOPTHI B 0uH VLAN.

e Tag (Tagged) - rerupoBannslii mopt (trunk mopt). s TerupoBanHOTO MIOpPTA
MOYHO YCTaHOBUTB B COOTBETCTBUE HECKOJIbKO VID.

OkoHYaTEeNbHOE MPUMEHEHNE HACTPOEK MPOUCXOAUT TOJIBKO MOCIIE HAXaTUs Ha
KHOIIKY Apply.

KommyTtaTtop nogaepxkusaet 10 100 paznuunsix VLAN.

— KommyTaTopbFFertis—Pykeseaetso-ro-Hactpoite——m8 —— ————— 3
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5.3.14.1 Ilpumep HacTpoiiku VLAN

HYCTB H€O6XOI[I/IMO HAaCTPOUTDH BUPTYAJIbHBIC CCTU TAK, KAK ITIOKA3aHO HA CXCMC.

A\ WLAN 1 " WLAN 10
s FE3| GET Fe1| FE2 \
— - - - =] = —
83, \

~ VIAN1D . ~ VLAM 2
— - T—

Puc. 5.3.14.1 Tomonorus cetu

I'ne VLAN 1 — ceTh ynpaBiieHus, ¢ €€ TOMOIIbI0 TToakiIroyaeMmcsi K WEB
unrepdeiicy kommyraropo SW1, SW2, SW3.
VLAN 2 u VLAN 10 — nonb3oBarensckue VLANGBI

HauyneM koH(uUrypamuro ¢ camoro yaaJleHHOro kKommyraropa SW2.
ITopter FE1, FE2 npunamexar Tonbko VLAN2 1 noaKIH0YEHb! K KOHEYHBIM
YCTPOMCTBAM, CIEA0BATEIBHO 3TH NOPThl — untagged mOpThl. AHATOTUYHO U JJIs
nopta FE3: on nmpunamiexut Tonsko VLANI10. Ho uepe3 nopt GE1 npoxoast cpasy
3 VLAN: VLANI1,VLAN2, VLANI10, no3TOMy OH TETMPOBAaHHBIN TOPT.
Hcxons U3 3TOro yCTaHOBUM CIIEYIOLIUE 3HAYEHUS:

Managment VLAN ID

VLAN List

vID State VLAN Name Tagged Untagged

1 Enabled Default GE#1

2 Enabled V2 GE#1 FE#1 FE£2

3 Enabled V3 GE#1 FE#3
VTU Table

VID  |State VLAN Name FE#1 FE#2 FE#3 GE#1 GE#2

1 Enabled Default NoMem NoMem NoMem Tag NoMem

2 Enabled V2 UnTag UnTag NoMem Tag NoMem
3 Enabled V3 NoMem NoMem UnTag Tag NoMem

Puc. 5.3.14.2 Hactpoiika B SW2

Haxxmem knonky Apply. CBsi3b € yCTpONCTBOM MPOMNAJIET.

peknama
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Koudurypupyem kommyrtatop SW3.

YcraHoBUM CICAYIOIHNEC 3HAYCHUA:

bl: TFortis

Managment VLAN 1D ]
VLAN List
VID State VLAN Name Tagged Untagged
1 Enabled Default GE#1 GE#2
2 Enabled V2 GE#1 GE#2
3 Enabled Vi GE#1 GE#2
VTIU Table
VID State VLAN Name FE#1 FE#2 FE#3 GE#1 GE#2
1 Enabled Default NoMem NoMem NoMem Tag Tag Ediff || Delete |
2 Enabled V2 NoMem NoMem NoMem Tag Tag Edit
3 Enabled V3 NoMem NoMem NoMem Tag Tag
Puc. 5.3.14.3 Hacrpoiika B SW3
Haxxmem KHOIIKY Apply CBs3b ¢ YCTPOHUCTBOM IIPOMAACT.
Koudurypupyem kommyrtatop SW1.
YcraHoBuM CJICOYIOMUC 3HAYCHHA:
p Mamgnet VLANID ]
VLAN List
VID State VLAN Name Tagged Untagged
1 Enabled Default GE#2 FE#1
2 Enabled V2 GE#2 FE#2
3 Enabled V3 GE#2 FE#3 GE#1
VIU Table
VD [State VLAN Name FE#1 FE£2 FE#3 GE-1 GE#2
1 Enabled Default UnTag NoMem NoMem NoMem Tag | Delete |
2 Enabled V2 NoMem UnTag NoMem NoMem Tag
3 Enabled V3 NoMem NoMem UnTag UnTag Tag
2

Hactpoiika B SW1

Haxxmewm kHonky Apply. CBs3b ¢ yCTPOMCTBOM IPOIAJIET.

[Tocnie HaCTpOMKM MOCIETHETO0 KOMMYTATOpa, Mbl OKHBI ¢ [TK, moakiItoueHHOro K

nopty FE1 xommyTtaTtopa SW1 3aiitu Ha WEB unTepdeiic kommyTaTopos

SWI1,SW2, SW3. A ¢ apyrux nopToB 3TO CJIeJIaTh HE yAACTCs.

MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb
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5.3.15 Hacrpoiika Port Based VLAN (VLAN Hna 0a3e nopra)
VLAN — Port Based

Port Based VLAN sBiisieTcst mpoCTEHIIIMM MEXaHU3MOM OpraHU3alun

BUPTYQJIbHBIX CETEW, pa3rpaHUUYMBasi JOCTYII HA YPOBHE KOMMYTAIIOHHOW MAaTpPHUIIbI
kommyTtaropa. Port Based VLAN He ncnonb3yer TerupoBanue naketoB. Kaxprii
OT/CJIbHBIM MOPT MOXKET BXOAUTH TOJIbKO B oH VLAN.

Oo0patute BHUMaHUeE!
Port Based VLAN nocTymnen Tobko Ha KommyTaTtopax PSW

VLAN Ha 0a3e nopTa HAaCTPauBaeTCH CIAeAYIONIUM 00pa3om:
1. Pazpemmmts padoty Port Base VLAN.

2. YCTaHOBUTD TraJIOUYKH B COOTBCTCTBYIHOIIHUX sTYerKax KOMMYT&HHOHHOI?I
MaTpHIBbI.

3. [Ipumenuts HacTpoiiku (Apply)

IHpumep.

Heob6xoaumo Hactpouts 2 BupTyanbhble ceTu: VLANI —noptel 1 u 2, VLAN2 —
nopTsl 3 U 4. PaccTaBisieM rajlouky Kak MOKa3aHO HA PUCYHKE

Incoming
1 (2 |3 |4 |5

=)

1= |=|o|oolo
AEIEIEIEE
AEEIEIEIE
e NEIEIEICIEE
slo|ololol=]o

6|0 0O(0O|10|0|
Puc. 5.3.15.1 Ilpumep nactpoiiku Port Based VLAN
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5.3.16 Hacrpoiika QoS (Quality of Service)

Ucnons3oBanue IEEE 802.1p QoS mo3BoiseT NpUuOpUTE3UpOBaTh Tpahuk u
BBIICJIUTH HEOOXOAUMYIO TIOJIOCY MPOITYCKAHUS JJIsl TPUIIOKEHUH, YyBCTBUTEIBHBIX
K 3a7epkkam, Bkirodas VolP (mepemada romoca no IP) u BuacokoH(pepeHmnumro.
Heobxoanmas nojioca nponycKaHus CO3JaeTCs 32 CYET MEHBIIEH CKOPOCTH
nepeayu JaHHBIX MPUII0KEHUN, HE YYBCTBUTEIIBHBIX K 3aJI€PKKE.

KommyTaTop opranusyer 4 oT/iebHbIE allapaTHBIE OYepeu Ha KakKIIOM
(UBUYECKOM TOPTY, TPHU ITOM IOCTYMAIOIINE OT PA3THMYHBIX MPUI0KECHUN TTaKEThI
MOJTY4Yar0T COOTBETCTBYIOIIHNI NPUOPHUTET.

[Ipu 3TOM KOMMYTaTOp MOAJIEPKUBAET 3 TUIA IPUOPUTETA:

1) mo HOMepy mopTa

2) no metke CoS

3) mo metke ToS (DSCP)

5.3.16.1 ba3oBas HacTpoiiKka

QoS — General Settings

Ha Bkianke «General settings» yka3piBaeM OCHOBHBIE ITapaMeTpPhbl

State Enable -

CoS Scheduling mechanism | Weighted fair priority

Port | Priority mode | Default priority

1 CoSonly Priority 0 «
2 CoS only hd Priority 0 ~
3 CoSonly Priority 0 «
4 CoSonly =« Priority 0 -
5 CoSonly - Priority 0
6 CoSonly Priority 0 -

Puc. 5.3.16.1.1 Hactpoiika QoS

State — BkiTIOUEHME/BBIKIIIOUEHUE PaOb0Thl QOS
CoS Scheduling mechanism - Tun paOOThI MJIAHUPOBILKUKA OYEPEICH:

1.  Weighted fair priority - makeTsl ¢ pa3HbIM IPUOPUTETOM 00padaThIBAIOCS
KOMMYTAaTOpPOM B COOTHOIIEHUH 8:4:2:1. T.e. KOMMyTaTop B OJIHY €JICHHUILY
BpeMeHHU OyieT 00pabaThiBaTh 8 MAKETOB ¢ BHICOKUM MPUOPUTETOM, 4 TTaKeTa
CO CPEHUM IPHOPUTETOM, 2 MaKeTa C HU3KMM IPHOPUTETOM U | maker ¢
HU3IIHAM [IPUOPUTETOM.

2. Strict priority - makeTsl ¢ 60yiee BEHICOKHUM IPUOPUTETOM OYIyT
o0OpalaThIBaThCsI MEPBBIMHU, O TEX MOP MOKa OYePEeb BBICOKONMPUOPUTETHBIX
MaKeTOB He cTaHeT mycTol. [Ipu 3ToM nmakeTsl ¢ 6ojiee HU3KUM IPUOPUTETOM
OyIyT HAXOJUTHCS B OUEPEIH.

K TEortisP - 10
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[To yMonmyaHUIO pEKOMEHIyeTCsl ycTaHaBiauBaTh pexkxum Weighted fair priority.

Priority mode - npuoputet BoiO0opa CoS unu ToS.
e CoS only - aktuBeH Tosbk0 COS U MPUOPUTET MAKETA ONMPEALIIACTCA
cooTBeTcTBeHHO ToJIbKO 10 ToJito CoS (Class of Service) B Ethernet dpeiime.
e ToS only - aktuBeH Toapk0 TOS ¥ IPUOPUTET MAKETa OMPEEIACTCS
COOTBETCTBEHHO TOJIbKO 110 ToJit0 ToS (Type of Service) B 3aronoske [P.
e CoS & ToS - aktuBHbI 002 Buaa oocimyxuBanusi CoS u ToS, Ho eciu

MPUXOIUT MAKET, COAEPKAIMUN 00a OISl MPUOPHUTETA, TO BHIOOP MPUOPUTETA
oCyllecTBIIsIeTCA 1Mo 1oto ToS.

Default priority - npuoputet no-ymonyanuto. Korna mexanuszm QoS akTuBeH u
MPUXOJIUT MAKET, HE COACPKAIIUM B ceOe MOJisi MPUOPUTETA, EMY ITPUCBANBACTCS
cootBeTcTBYIONMI COS MPUOPHUTET MO YMOJIYAHUIO U OH 00pabaThIBaeTCs Kak
TETUPOBAHHBIN MMAKET C COOTBETCTBYIOIIUM TPUOPUTETOM.

CymectByet 8 mpuoputetoB CoS. [Ipuopurtersl HymepyroTesa oT 0 — HU3muin
MPUOPUTET 10 7 — HAUBBICIIUN TPUOPUTET.

5.3.16.2 Orpanu4enne CKOPOCTH

QoS — Rate Limit
Port | RX limit TX limit
1 0 0
2 0 0
3 0 a
4 0 0
5 0 0
6 0 0

Puc. 5.3.16.2.1 HacTpoiika orpaHMu€Hus1 CKOPOCTH

JlocTynHO HacTpauBaeMoe OrpaHUYEHUE IO MAKCUMAJILHOM CKOPOCTH MpUeMa
U TIepe/iauu AJid KaX]10ro mopra.
RX limit - orpannuenue Bxozsuiero tpapuka B Kout/c
TX limit - orpannuyenue ucxozsuiero tpaduka B Kour/c
IIpumeuanue 1: orpaHUveHNE CKOPOCTH IOCTYIHO B HHTEpBaje ot 64 Kout/c mo
102400 Kout/c nna mopros FastEthernet u 7o 256000 K6ut/c nys mopToB
GigabitEthernet.

IMpumeuanue 2: Ecnu nopt pabortaet 6e3 orpanudenusi, To B oyt RX limit u TX
limit yctanosure 0

K TEortisP - 11
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5.3.16.3 Hacrpoiika Class of Service
QoS — CoS

Priority Queue

Priority 0 | Queue 1 ~
Priority 1 | Queued ~
Priority 2 | Queue 0 ~
Priority 3 | Queue 1 ~
Prioritv 4 | Queue2 ~
Prioritv 5 | Queue2 «
Prioritv 6 | Queue 3 «

Priority 7 | Queue3

Puc. 5.3.16.3.1 Hacrpoiika CoS

ITone Class of Service (CoS) — 3 6ura B Tere 802.1Q Ehernet-kaapa.
[To3BonsieT pa3aenutb TpaduK Ha § IPUOPUTETOB C PA3IMYHON MAPKUPOBKOW Ha
KaHAJIbHOM ypoBHe. KoMMyTaTop noaepxuBaeT 4 ouepeau oOcaykuBanus: Queue
0 - Queue 3. IIpuyem Queue 3 - oyepeab ¢ HAaUBBICIIMM IIpUOpUTETOM, a Queue 0 -
o4epellb C HANMEHBIIUM MPUOPUTETOM.

Hactpolika npumeHurcs, eciin ycraHoBieHo 3HaueHue CoS State:Enable Bo
BKiIaake QoS General Settings.

[To ymon4aHuto, NPUOPUTETHI PaCHpPEEICHBI IO OYEPEISIM TaK:
[Ipuopurer 0 nmpunammexur ouepenu Queue 1
IIpuopurer 1 npunamnexur ouepeau Queue 0
[Ipuopurer 2 npunamiexkut ouepeau Queue 0
[Ipunopurer 3 npunamnmexur ouepenu Queue 1
[Ipuopurer 4 npunamnexut ouepenu Queue 2
[Ipuopurer 5 npunammexut ouepenu Queue 2
[Tpuoputer 6 npunamnexxut ouepean Queue 3
[Tpuopurer 7 npunamnexxut ouepean Queue 3

K TFortis_P , 10
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5.3.16.4 Hacrtpoiika Type of Service
QoS — ToS

DSCP |From: 0 ¥ |To: 0 ¥ | Queue0 ~

DSCP | Queue |DSCP | Queue | DSCP | Queue | DSCP | Queue

0 Queue 0 | 16 Queue 1 | 32 Queue 2 | 48 Queue 2
1 Queve 0 | 17 Queue 1 | 33 Queune 2 | 49 Queue 2
2 Queue 0 | 18 Queue 1 | 34 Queue 2 | 50 Queue 2
3 Queve 0 | 19 Queue 1 | 35 Quene 2 | 51 Queue 2
4 Queue 0 | 20 Queue 1 | 36 Queue 2 | 52 Queue 2
5 Queve 0 | 21 Queue 1 | 37 Queune 2 | 53 Queue 2
6 Queue 0 | 22 Queue 1 | 38 Queue 2 | 54 Queue 2
7 Queve 0 | 23 Queue 1 | 39 Queune 2 | 55 Queue 2
8 Queue 1 | 24 Queue 1 | 40 Queue 2 | 56 Queue 3
9 Queve 1 | 25 Queue 1 | 41 Queue 2 | 57 Queue 3

10 Queue 1 | 26 Queue 1 | 42 Queue 2 | 58 Queue 3
11 Queve 1 | 27 Queue 1 | 43 Queune 2 | 59 Queue 3
12 Queue 1 | 28 Queue 1 | 44 Queue 2 | 60 Queue 3
13 Queve 1 | 29 Queue 1 | 45 Queune 2 | 61 Queue 3
14 Queue 1 | 30 Queue 1 | 46 Queue 2 | 62 Queue 3

15 Queve 1 | 31 Queue 1 | 47 Queune 2 | 63 Queue 3
Puc. 5.3.16.4.1 Hactpoiika ToS

Type of Service (ToS) — none B [P-3aronoBke (1 6aiit). [IpennasznaueHo s
MapKupoBKU Tpaduka Ha ceTreBoM ypoBHE. KommyTtaTtopsr PSW moryT onepupoBath
IP makeTamu, B KOTOPBIX MO/ LI MAPKUPOBKHU MPETYCMOTPEHO COOTBETCTBYIOIIECE
nosie B 3arosioBke - [P Type of Service (ToS) pazmepom oaun 6aiit. ToS 3amonnen
knaccupukxatopom DSCP.

Hactpolika npumenunrces, eciim ycraHoBieHo 3HaueHue CoS State:Enable Bo
BKiaake QoS General Settings.

[To ymMom4aHut0, MPUOPUTETHI PACTIPECIICHBI TIO OYEPE/IsIM TaK:
[Tpuopuretsl 0-7 npunagnexar ouepeau Queue 0
[Tpuopuretsl 8-31 npunamiexar ouepeau Queue 1
[Tpuoputetsl 32-55 npunaanexat ouepenu Queue 2
[Tpuoputetsl 56-63 npunannexar ouepenu Queue 3

— KommyTaTopul-TFortis—Pyrosegete-ne-Hactpoite———————————————————— A3
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5.3.17 Hacrtpoiika STP u RSTP
STP/RSTP — RSTP Settings

Buaeokamepbl
=

-
P

1]
Ly

STP/RSTP

b |
']

f
:
|
|
B
'
Buneokamepsi

Buﬁeokamepm

Root Bridge

s ONTWa 1000Base-X
— Mean 1000Base-T

Bupeocepsep Meas 10/100Base-Tx+PoE

Puc. 5.3.17.1 Tomosorus Trma «KOJIbIIO)»

Jliia obecriedeHust 3alUThl KAaHAJIOB CBSI3U OT €MHUYHOIO OTKa3a HEOOXO0IMMO
UX pe3epBUpOBaTh. Pe3epBupoBaHne HEM30EKHO BEIET K BOSHUKHOBEHUIO
KOJIBIIEBBIX YYaCTKOB CETH - 3aMKHYThIX MapiipyToB. Ctangapt Ethernet,
IIPEAYCMaTPUBAET TOJIBKO IPEBOBUIHYIO TOMOJIOTHIO U HE JOIYCKAET KOJIBLIEBBIX,
TaK KaK 3TO MPUBOJUT K 3ALMKIMBAHUIO TAKETOB.

B xommyTtaropax PSW peanuzoBana noaaepxka npoTtokosia Spanning Tree
Protocol (STP, IEEE 802.1d), koTOpbIil MO3BOJIIET CO3/1aBATh KOJIbLIEBBIE MAPIIPYThI
B ceTsx Ethernet. IloctosinHo ananu3upys koHgurypaiuto cetu, STP
aBTOMATHUYECKHU BBICTPAUBAET IPEBOBUIHYIO TOMOJIOTHIO, IEPEBOAS N30BITOUHBIE
KOMMYHUKAIIMOHHBIE JIMHUM B pe3epB. B ciiyyae HapyIieHus [eJIOCTHOCTH
MOCTPOEHHOM TakuM oOpazoM cetu (Hampumep, oOpwiB ontukm), STP B cuntannbie
CEKYH/IbI BKJITIOYAET B paO0OTy HEOOXOAMMBIC PE3EPBHBIE JIMHUH, BOCCTAHABIINBAS
JPEBOBUAHYIO CTPYKTYPY CETH.

Kpome Toro, B kommyTtatopax PSW peanuzoBana 6osee MorHast
Pa3HOBHIHOCTH JAaHHOTO MpoTokoia - Rapid Spanning Tree Protocol (RSTP, IEEE
802.1w), mo3BOJISIIONIAS CHU3UTh BPEMSI IEPECTPONKH CETH 10 HECKOJIBKUX
musumcekys. [pu ucnons3oBanuu RSTP 0OpbIB onTHKY TPUBOAKT K
KpaTKOBPEMEHHOMY 3aMUPaHUI0 KapTUHKHU OT BUJIEOKaMephl (MeHblie 1 cek.) ¢
NOCJIETYIOUTUM BOCCTAaHOBJIIEHHEM HOPMaJIbHOM paObOTHI.

Crnenyer yuntsiBaTh, uTO cTanaapt IEEE802.w He pekoMeHaAyeT NpeBbIIIATH
7 KOMMYTaTOPOB B KOJIbLIe [P CTAHAAPTHBIX NapaMeTpax nportokosa RSTP.

— KommyTaTopbFFertis—Pykeseaetso-no-Hactpoite——m8 —— ——— A4
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Hacrtpoiika RSTP

C uenpio ynpouieHus mpoiiecca HacTpOKu, O0JIbIas 4acTh MapaMeTpoB CKpbiTa. B
o011eM ciryyae He TpeOyeTcsl UBMEHSTh BCE EPEMEHHbIE, JOCTATOYHO BKIIOYHUTh
RSTP umu STP u ykazate npuoputet mocta (Bridge Priority), ecii aTo Tpebyercs.
[Tocne yero HaxaTh Apply Ui IPUMEHEHUS HACTPOEK.

Bridge settings

RSTP State RSTP
Bridge Priority (1-32768) 32768
l Advanced Settings Show J

Puc. 5.3.17.2 ba3oBas nactporiika RSTP

Ecnu tpebyercs moayyuTh AOCTYI KO BCEM JOCTYITHBIM NEPEMEHHBIM
Hactpoiiku RSTP, To HaxxkmuTe Ha kHONIKY «Advanced Settings Show».

Bridge settings
RSTP State RSTP
Bridge Priority (1-32768) 32768 ~
TX Hold Count (1-10) 6
Bridge Max Age (6-40) 20
Bridge Hello Time (1-2) 2

Forward Delay Time (4-30) 15

Port settings

Port State Port Priority Cost Auto cost Edge p2p

1 Enable = 128 = 200000 Auto - Auto A4
2 Enable - 128 « 200000 Auto - Auto -
3 Enable 1258 200000 Auto T Auto ¥
4 Enable 1258 200000 Auto T Auto ¥
5 Enable - 128 « 20000 Auto - Auto -
6 Enable ~ 128 - 20000 Auto h Auto hd

Puc. 5.3.17.1 Paciunpennas Hactpoiika RSTP

JlocTynHble 115 pe1aKTUPOBAHMSI IEPEMEHHBbIE:

o RSTP State - pexxum pabots! BeikioueHo, STP umu RSTP.

e BPDU Forward — pa3pemenue nponyckats BPDU nakeTsl npu
BbIKITFOUeHHOM TipoTokosie STP/RSTP.

e Bridge Priority - mpuopurter MmocTa (KOMMYTaTOpa), yCTAHABIUBAETCS C
marom 4096 (1-32768). Heo6xonum niis onpeaeneHus Root Bridge
(kopHeBOro kommyTtaropa). KopHeBbIM KOMMYTaTOpPOM CTAaHOBHUTCS TOT, Y
KoToporo 3HaueHue Bridge Priority MeHblie.

e TX Hold Count - orpannyeHne MakCUMalIbHOTO 4Kclia nockuiaeMbix BPDU
nakeToB B cexkyHAay (1-10).

e Bridge Max Age - Bpems OKUJaHUsI MOCTa B CEKyHAaX, IO HCTEYEHUIO
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KOTOPOT'O OH CaM BBICBUIAET COOOIEHHE O nepecTpoeHun cetu (6-40 cexyHn).
e Bridge Hello Time - nepuoa pacceuiku BPDU naketoB B cexynaax (1-2
CEKYH]I).
e Forward Delay Time - 3a5iep>xka repexojia COCTOSIHUM MOPTOB U3 COCTOSTHUS
npociymuBadus (Listening) u o0yuenus (Learning) B cocTossHUE TIepAadH
(Forwarding) (B cexynuax) (4-30).

Hacrporiku nopTos:

e RSTP State - Bxirouenue nopta B mpotokon STP/RSTP. Ecnu e TpeOyeTtcs
o0ecrneunBaTh MOAAEPKKY KOJIBLIEBON TOMOJIOTUU Ha ONPEAECIEHHOM MOPTY, TO
3TOT HOPT MOXKHO BBIKITIOUHUTH U3 paboTsl RSTP.

PexoMenayercst OTKIII0YaTh pabOTy MPOTOKOJIA HA IOPTaX HE YYACTBYIOIIUX B
KOJIbLIE, HAIIPUMEP MOPTHI AJIs1 HOAKIIOUEHHS BUAEOKaMED.

e Port Priority - npuoputet nopta (0-240) mensiercs ¢ marom 16.

e Cost - croumocTts nmytu nopta (1-200000000). ITpu HanUYMK HECKOIBKUX
aJIbTepHATUBHBIX IyTeH BCeraa BIOMPAETCS TOT, Y KOTOPOTo CymMMa
CTOMMOCTEN IMyTH MUHUMaIbHa. CTOMMOCTb MOPTa 3aBUCUT OT €r0
MPOIyCKHOM criocoOHocTH, 115 opta FastEthernet — 200000, qyis mopTa
GigabitEthernet — 20000.

e Auto cost - aBTOMAaTH4YECKU BBIOMPATh CTOUMOCTh IMyTH NopTa. CTouMocCT
IIyTU BBIOUPAETCSI UCXOs U3 IPOIYCKHON cIocOOHOCTH mopTa. Ecnu ranouka
HE YCTaHOBJIEHA, CTOUMOCTb ITyTH Oepercs u3 noiist Cost .

e Edge - pyuHOoe niM aBTOMaTHYECKOE OIpeiesieHe rpaHuyHoro nopra. Edge
port — 3TO Takoi NMOPT, KOTOPBII HANIPSIMYIO COEIMHSIETCS C CETMEHTOM CETH,
/i€ CO3/IaHKE METIM SIBISETCS HEBO3MOXKHBIM. [IpuMepoM morpaHuyHOTO
MOPTa MOKET CIIY>KUTh IOPT, HATPSAMYIO COEAUHSAEMBII C pabouell CTaHIUEN.
[TopThl, KOTOpPBIE CKOHPUTYPUPOBAHBI KaK MOTPAHUYHBIE, IEPEXOJIAT B
COCTOSIHUE MTPOJIBUKEHHUSI TAKETOB HEMEIJIEHHO, MHUHYS COCTOSIHHS
MPOCIYIIMBAaHUSA U U3ydeHHsl. [lorpaHUyHBIN NOPT TEPSET CBOM CTaTyC Cpasy
e, Kak ToJbKo OH npuHsi BPDU-nakeT, cTaHOBSICh P 3TOM OOBIYHBIM
NOPTOM spanning tree.

e PTP - pyyHoe WM aBTOMAaTHYECKOE ONMPEAECITCHUE COCAUHEHNS TOYKA-TOYKA,
oOecrieuynBaeT OBICTPHIN MEPEXO0JI B PEXKUM TMPOJABMKEHHS MakeToB. P2P-
NOPT UCIIONIB3YETCS ISl COEAMHEHUS C IPYTUMH MOCTaMHU.

[Tpu Hactpoiike napametpoB Forward Delay Time, Bridge Hello Time,
Bridge Max Age He0OXOIMMO BBITIOJTHEHUE CIAEAYIOIIETO YCIOBUS:

2*( Forward Delay Time - 1) >= Bridge Max Age >= 2*(Bridge Hello Time + 1).

[Tocne nactpoitku RSTP npokoHTponupyiite pe3yiabTaT GopMHUpPOBAHUS
TonoJiorud Bo BkiIaake RSTP Status.

[ToapoOHee npo HacTpoiiky: PykoBoacTBO 1o HacTpoiike RSTP
(https://tfortis.ru/assets/files/manual/tfortis.-nastrojka-rstp.pdf)
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5.3.18 Hacrpoiika IGMP
IGMP — IGMP Snooping

IGMP Snooping state | Disabled -

[ Apply ] [ Advanced Settings Show ]

Puc. 5.3.18.1 Cokpamennas nactpoiika IGMP Snooping

IGMP snooping pazpaboTan AJis NpeAOTBPALIEHUS ITUPOKOBEIIATEIHHOM
(broadcast) perpancisamun multicast Tpaduka KOMITBIOTEPAM-TIOTPEOUTEIISAM,
KOTOpBIE SIBHO HE 3asSBHJIA O CBOEH 3aMHTEPECOBAHHOCTU B HEM. JTO MO3BOJISIET
KOMMYTaTOpaM UCKJII0YaTh TaKko TpauK U3 MOTOKOB, HAMPABIISIEMBIX Yepe3 MOPTHI,
K KOTOPBIM HE MOJKIIIOUYEHO €0 MOTPEeOUTENe, TEM CaMbIM CYIIIECTBEHHO CHUXKas
Harpy3Ky Ha CE€Tb.

IIpumeuanune: IGMP Snooping pabotaet Tonbko ¢ TpaduKoM U3 management
VLAN. Heo6xoaumo y4uThIBaTh 3TO MPU HACTPOUKE.

B npumepe Ha puc. 5.3.18.2 kamepsl nogkimouensl k nopram FE1, FE3, FE4.
OTU NOPTHI ABISIOTCS MOPTAMU-UCTOUHUKAMU MyJibTUKAcTa. [loTpedburenu
MYJIbTHKACTa (BUACOCEPBEP U KIMEHTHI) HaxosaTcs 3a mopTom GE2. Ha kamepax
HACTPOECHO BEIIaHUE MYJbTUKACT Tpaduka, BCE KJIMECHThI MyJIbTUKACTA HAXOATCA 32
noptom GE2.

E,_@'E}J% GE2 }E7

FE4

®®

Puc. 5.3.18.2 [Ipumep cetn

B o6mem ciyqae qi1s HacTpoiiku IGMP snooping HE00X0MMO €T0 JIIIIb
BKJIFOUHTH, B CBSI3M C TUM OOJIbHAS YaCTh HACTPOEK CKPHITA.

Ho pexomennyem nactpouts IGMP TonbKko AJist HYKHBIX TOPTOB. 7151 TOTO,
4TOOBI 0TOOPA3UTh BCE HACTPOUKH, KIMKHUTE Ha KHOTIKY «Advanced Settings
Show»:
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IGMP Snooping

Coctosaize IGMP Snooping BiwloueHo v

IToceuiare IGMP General Query | | BwunougHo v

ITpomyckare IGMP zanpocer Boik/lloueHo v
Query Interval 60

Query Response Interval 10

Group Membership Time 250

Other Querier Present Interval 255

Ilopt | CocTosiHIE mopTa
1

2

3

Puc. 5.3.18.3 Ilpumep nacrpoiiku IGMP Snooping

e IGMP Snooping state - coctosiaue npotokosia IGMP, HeoOxonumo
Brirouurs

e Send IGMP Query — nocsuiate General Query. Eciu B cetu ecTh SIBHBIN
Querier, To HEOOX0IUMO OTKJIKYUTH OTIpaBKy General Query.

e Forwarding IGMP frames — npomyckate IGMP 3anpockr 6e3 06paboTku.
Heo6x0oauMo BBIKJIKYHUTD, T. K. MBI JIOJDKHBI 00padaThiBaTh BCE 3aMPOCHI IS
dbopMHUpOBaHUS MYJIBTHUKACT TPYIIIL.

e Query Interval - unTepBan BpeMeHH MeX]ly oTIpaBkoil cooOmenuit Query (1-
255 cexynn). [1o ymonuanuio 60 cexyH.

e Query Response Interval - MakcumMaabHOE BpEMsI OKHAaHUS OTBETA OT XOCTa
Ha OTMpaBKy nepuoandeckux oomux Query. (1-25 cexynn). [To ymomganuto
10 cexyHa.

e Group Membership Interval - naTepBan BpemeHn B TEUEHHE KOTOPOTO
MapuipyTuzarop oxuaaet noixyyenuss IGMP Report. Eciiu on He Obl1
MOJIy4YeH, TO MapIIPyTU3aTOP CUUTAET, YTO B IAHHOM CETH OOJIbIIIE HET
XOCTOB, KOTOpbIe puHaanexat rpymnmne.(1-255 cexynn). Ilo ymomuanuto 250
CEKYH/I.

e Other Querier Present Interval - ecnu xommyTtaTop Non-Querier, To eciau OH
B TEUECHUHU HTOr0 MHTEpBaJa He noy4yus Query, To OH HAUMHAET CUYUTATh ce0sl
Querier. [To ymomuanuto 255 cekyHA.

e Port State - aktuBHOCTE IGMP Snooping Ha BeiOpanHoMm nopty. Heo6xoaumo
YCTAHOBUTH YEKOOKC TOJIBKO HA MOPTAX € MYJIbTKACT-KJINEHTAMM.
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5.3.19 Hacrpoiika LLDP

LLDP — LLDP Settings

Link Layer Discovery Protocol (LLDP) — npoTokos kaHaJIbHOTO ypOBHS,
MO3BOJIAIOIINN CETEBOMY 000pYIOBAaHHUIO OTOBEIIATh 000PyJ0BaHKE, paboTaroIee B
JIOKAJTFHOM CETH, O CBOEM CYIICCTBOBAHUH U TIEPEIaBaTh €My CBOU XapaKTEPHUCTUKH,
a TaKXe TOJy4aTh OT HETO aHAJIOTHYHbBIE CBEICHUS.

Nndpopmanus, coopannas nocpeacrsom LLDP, HakannnBaeTcsi B ycTpoiicTBax
¥ MOXKET OBITh ¢ HUX 3arpoineHa mocpenctBoM SNMP. Takum oOpazom, TOmOI0THS
ceTu, B KoTopoi ucrnomibizyercst LLDP, MoxeT ObITh MoJIydeHa ¢ yIPaBIsSIOIIETro
KOMITBIOTEPA MOCIEI0BATENBLHBIM 00X0J/IOM M OIPOCOM KaXKJ10TO ycTpoiicTBa. [1pu
ATOM MOJdy4yaeMas UH(OopMaIus CONEPKUT:

® HMs YCTPOWCTBA U €r0 ONIMCAHHE
® UM ITOPTa U €r0 ONTUCAHUE
e [P-agpec ycTpoiicTBa, 10 KOTOPOMY OHO JOCTYITHO JUJISL YIIPABJICHHUS

(3ammpocoB) 1o npotokoiy SNMP;

e (yHKIMM ycTpoiicTBa — KoMMyTarus ( switching), mapiipytuzaius (routing)

Hcnonb3ys 3Ty uHGOpMaIUIO U OlpalinBas 0a3bl JaHHBIX OOHAPY>KEHHBIX
yctporictB (MIB), cuctemsl ynpaBieHHsl MOTYT TMHAMUYECKH MOJEIUPOBATh U
OTCJICXKMBATh COCTOSIHUS JIOKAIBHBIX ceTel nepenaun nanubix (LAN), a Takke
CTPOUTH UX BU3YAJIBHBIE CXEMBI ISl TIOJI30BATENIEH U aIMUHUCTPATOPOB.

LLDP state
Message Transmit Interval
Tx Hold Multiplier

Port | Port State

1

Puc. 5.3.19.1 Hactpoiixka LLDP

e LLDP state - cocrosaaue nporokosa LLDP. [To ymonyanuto npoTokomn
BBIKJIFOUEH.

e Message Transmit Interval — unTepBan oTnpaBku HHPOPMALIMOHHBIX
coobmenuit LLDP. (5-120 cexynn)

e Tx Hold Multiplier - MmuOxkuTeNb Xpanenus (2 - 10), ucrmonab3yeTcs 1Jis
pacuéra TTL(Bpems xpaHeHus 3anucu o0 yCTpOHCTBE)

(TTL=Message Transmit Interval*Tx Hold Multiplier

e Port state — cocrosaaue mnporokosia LLDP na nopry. [Ipu Bkiatouenuu, nopt

npuHUMaeT u otnpasisieT LLDP coobmienus
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5.3.20 Hacrtpoiika SNMP
SNMP — SNMP

SNMP (Simple Network Management Protocol) — npoTokos1, KoTopbIit
WCIIOJIb3YETCS IS yIPABICHUS] © MOHUTOPUHIA 32 CETEBBIMU ycTpoiicTBaMu. C
noMonisko npotokoiaa SNMP, nporpaMMHOoe 0O0ecriedeHre MOXKET MOIy4YaTh TOCTYI
K nH(OpMaLIUY, KOTOpasi XpaHUTCA Ha YIPaBISIEMbIX YCTPONCTBaxX (Hampumep, Ha
koMmMmyTarope). Ha ynpasnsembix ycrporictBax SNMP xpanut undopmaiiuio 06
YCTpOICTBE, Ha KOTOPOM OH paboTaeT, B 0aze NaHHBIX, KOTOpas Ha3biBaeTcsa MIB.

KommyTtaTtop nogaepxusaer SNMP vl u SNMP v3.

5.3.20.1 Hacrpoiika SNMP vl

State

Traps server IP address |192 |168 |U |1D4 |
Version

Read Community |public |

Write Community |private |

Puc. 5.3.20.1 Hactpoiika SNMP vl

e State - COCTOSIHHE.

e Traps Server IP address - [P anpec cepBepa, Ha KOTOPBIN OTHPABISIOTCS
SNMP Traps.

e Version - Bepcus npotokosa SNMP.

¢ Read Community - cooOLIECTBO TOJABKO AJISI YTEHUS, CTPOKA
ucnois3yromascs 1js ayrentudukamuu B SNMP v1. Taxxe Read
Community ncnonbe3yercs s ornpasku SNMP Taps.

e Write Community - cooO111eCTBO JIJIsl 3aITUCH, CTPOKA UCTIOIB3YIOIIAsACS s
ayteHTU(uKanu B SNMP v1.

SNMP Traps OyayT MOChUIaTHCSA TOJBKO MPU HACTYTUICHUH T€X COOBITHIA,
KOTOpbI€ YKa3aHHbI BO BKIajake Event List
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5.3.20.2 Hacrpoiika SNMP v3

SNMP v3 obecnieunBaeT 00siee BHICOKUI YPOBEHb 0€30M1aCHOCTH TI0
cpaBHeHHI0 ¢ SNMP v1.

State

Traps server IP address | 192 | 168 |C| | 104 |
Version

Security Level

Engine ID |SDDD1 F888077D5CBV79EADEF4B
User Name |user |

Auth Password | sese |

Priv Password lesse |

Puc. 5.3.20.2 Hactpoiika SNMP v3

Jlist Hactpoitku SNMP v3 ycTaHoBHTE MepekitouaTeab Version B MOJ0KEHNUE
«SNMP v3».

SNMP v3 no3BoJsier THOKO HacTpauBaTh YpOBEHb O€30MACHOCTH.
Br100p ypoBHs ocylecTBieTcs nepekitouareneM «Security Level»:

e NoAuth,NoPriv - aBropu3zanus Tonbpko no crpoke User Name u 6e3
mudpoBanus. (pexum aHanoruded SNMP v1)

e Auth,NoPriv - pabota ¢ ncnoap30BaHUEM aBTOPU3AIIUHU T10 TTAPOITIO
Auth Password (meroq HMAC-MD35-96), Ho 6e3 mudpoBaHusi.

e Auth,Priv - paGoTa ¢ ucnonp3oBaHreM aBTOpHU3aIIUHU 10 Mapoo Auth
Password (meromn HMAC-MD5-96),u ¢ mudpoBanuem AES-128 no
kimouy Priv Password.

Engine ID - uneatuduxarop 8 SNMP v3. [lns kaxmoro kommyraTtopa Engine ID
yHUKaJIeH, OH reHepupyetcs Ha 6aze MAC anpeca ycrpoiictBa. To ecTh ero He
TpeOyeTcs U3MEHSTh, HO MPU HEOOXOIUMOCTH MOXKHO YCTAaHOBUTH COOCTBEHHOE
3HAYEHUE.

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— 4

peknama

KDaDl : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



EF TFortis

5.3.21 ®uastpanus no MAC-agpecam
Security — MAC Address Filtering

B xommyTtaropax TFortis ecTb BO3MOKHOCTh BKIIIOUUTD (pribTpanuto no MAC-
azpecaM Ha IopTax.
Ports Settings

Port | State
1 Normal

Secure: MAC filtration
g Secure: Port shutdown

Secure: Temporary port shutdown
3 Normal v
4 | [Normal v/
5 | [Normal v|
6 |[Normal v|

Puc. 5.3.21.1 Hacrpoiika pexxuma paboThl TopTa

B pexume Normal, nopt paboTaeT B HOpMaJIbHOM pEXUME, TPOU3BOIS
KOMMYTAIIUIO IMAKETOB Kak 00bIYHO, Mpomnyckas itoosie MAC anpeca.

[Ipu nepeBojie mopTa B COCTOSIHUE Secure, J0CTYI Yepe3 3TOT NOPT OyAeT
BO3MOKEH ToJIbKO ¢ Toro MAC azpeca, KOTOPBI BpyUHYIO IPOIMKUCAH B TAOIHUIIE
MAC Address Table — criucke pazpeménasix MAC agpecos. Takxke ecTb
HECKOJIbKO BapUAHTOB IOBEICHMS PU TPOXOKICHUH YEPE3 IOPT HEPAZPEIIEHHOTO
MAC appeca:

e Secure: MAC Filtration — eciu Ha mopty oOHapysxeH Hepaszpemeénubii MAC
anpec, To 0jokupyercs Toyibko 3ToT MAC azapec, 1 mopTt NpoAoIKaeT
paboTaTs.

e Secure: Port shutdown - eciu Ha nopty oOHapy:xeH HepazpeméHHblii MAC
aapec, To MopT OJOKUpPYETCs, epeiada JaHHbIX Yepe3 Hero MpeKpaiaeTcs.

e Secure: Temporary port shutdown - ecru Ha mopTy oOHapy)eH
HepazpeméHasii MAC aznpec, To TOpT BpeMEHHO OJIOKUPYETCsl Ha 5 MUHYT,
nepeaya JaHHbIX Yepe3 Hero npekpamaercs. 1o ucredeHnro 31oro BpeMeHy,
MOPT MNEPEBOAUTCS BHOBb B COCTOsIHUE Nepenauun. Ecnu Hepa3peménusii MAC
ocCTajcs, TO MOPT CHOBA OJOKUPYETCH.

Jlob6aBnenue HoBoro pazpeménnoro MAC aapeca npousBoautcs B Tabiuie Add
New MAC Address. I aToro ykassiBaerca MAC aznpec nu Homep nopra.

Add New MAC Address
MAC Port

| [ | | | [ | | [Port 1 ~]

Puc. 5.3.21.2 lo6aBnenue nHoBoro MAC anpeca u tabnuia MAC aapecos

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite——————————————————————— g
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5.3.21.1 Cnucok 3a60xkupoBanabix MAC-aapecon
Security —Blocked MAC Address

[Tpu Brimtouenun Gyukiuu puinstpannn MAC aapecos, B Tabiuiie OyayT
otobpakarbcst MAC aapeca yCTpOHCTB, KOTOPBIE TBITAUCH OCYIIECTBUTD JTOCTYII
OJIVH W3 3alTUIIEHABIX TIOPTOB KOMMYTATOPa, U MPU ITOM HE OBLITM BHECEHBHI C
CITUCOK Pa3pemI€HHBIX JJIs ATOTO MOPTAa.

Port | MAC address

1]4 DC:2B:2A:B3:55:79

I
.

D0:27:88:1C:33:B5
3|4 54:04:A6:A0:B2:76
4|4 00:15:70:CB:6D:33
514 00:1A:92:67:A8:B5
6|4 08:00:27:DF:51:B0
7|4 24:A4:3C.D4:EAB4
g4 54:42:49:97:C0:50

o1 00:00:00:00:00:00

Puc. 5.3.21.3 Cnucok 3a6moxkupoBanHbix MAC aapecoB

J51s cBOeBpeMEHHOT0 MH(GOPMUPOBAHUS aAMUHUCTPATOPA CETU O MOMBITKAX
nocryna ¢ HeuzBecTHIX MAC aapecoB, HEOOX0IMMO HACTPOUTH 3TO coObITHE. J{I1s1
storo B pazzeiie Events — Event List yctanoBute ranouky MAC Filtering

MAC Filtering [(4) Warning V|

Puc. 5.3.21.4 Hactpoiika coObITus
WU nanee Hactpoiite mo00ii npotokos nHGopmuposanus (Syslog, SNMP-Trap
i SMTP)
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5.3.22 Hacrpoiika 0e30IacHOr0 CTaApTa BUIEOKaAMep

Special Functions — Comfort Start

Comfort Start - be3onacuslii cTapT Buaeokamepbl. Hanbonee KpuTHUHBIM
MOMEHTOM B pab0Te BHICOKAMEPHI SBIISETCS €€ 3alyCK MPU HU3KOM TemIepaTtype.
Jliist obecnieueHust KOMGOPTHBIX YCIOBHH 3aITyCKa BHICOKAMEPHI B XOJIOTHOE BPEMS
roja peKOMEHAYETCS NPEABAPUTEIBHO 3aIIUTATh HATPEBATEIBHBIN SJIEMEHT
TEPMOKOXYXa Y TOJIBKO MOTOM BKJIIOUHMTH BUACOKAMEDPY. Y CTAHOBJICHHAS TAJIOYKa
obecrnieunBaet 3a7epkKy no BrIoueHuto PoE s Buneokameps! Ha 1 unu 2 yaca
MOCJIe TT0JJauy MUTAHUSI HA KOMMYTAaTop.

Oo0paruTe BHMMaHue!

JlanHast GyHKIMS TOCTYIHA TOJIBKO Ha YIUYHBIX KOMMYyTaTOpax
PSW

Oo0parnTe BHMMaHue!
Hannast GyHKIMS paboTaeT TOJIBKO MPU UCIIOIH30BAHUU
TepmokoxkyxoB TFortis TH-02 u TH-03

Soft start time - BEIOOp MIUTEIBHOCTH pabOTHI MPEIBAPUTEIIBHOTO IIPOTPEBa.
Ecnu temnieparypa Bo3yxa He onyckaercs: Huke MUHyc 30°C, pekoMeHayeTCs
yCTaHaBJIMBATh MPOrpeB 1 yac, mpu OoJiee HU3KOU TeMrepaType yCTaHABIUBATh
peKoMeHAayeTes 2 yaca.

Manual start - TpUHYIUTENBHOE BKIFOUEHNE BUICOKAMEPHI, HE TI0KUIASICh
3aBEPILICHUS LIUKJIA IPOTpeEBA.

Soft start time 1 Hour =

Port Comfort start PoE status Manual start
1 OFF

2 OFF | Start |

3 OFF \EI

4 OFF | Start |

Puc. 5.3.22.1 Hactpoiika 6e30macHoro crapta kKamep

— KommyTaTopbFFertis—Pykeseaetso-ro-Hactpoite——m —————— B4
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5.3.23 HacrTpoiika KOHTPOJIsI 3aBUCAHMSI BUAEOKaMep

Special Functions — Auto Restart

Oo0pature BHMMaHUeE!

Jannast pyHKIHSA JOCTyIHA TOJIBKO HA YIMYHBIX KOMMYTAaTOpax
PSW

Jannas GyHKIHS MpeHa3HauYeHa ISl aBTOMATHYECKOTO Iepe3amycka
BUJICOKaMEPhI TpH ee 3aBrcaHuu. [lepe3amyck oCcyIecTBIsIETCS TOIBKO B TOM
cilydae, Korjia kKaMepa MmuTaeTcs o mpoTokoiasHOMY PoE. ABToMaTnueckas
nepe3arpyska He BO3MOYXKHA, €CJIM MUTaHUE OCYIIECTBISETCS MO O€CIIPOTOKOIBEHOMY
PoE (Passive PoE), n1u6o nutanue nogaércs ot croponHero PoE nHxkekropa.

Port | Auto restart mode | Value Manual restart

1 Min Speed: /0 Kbps
2 ;192|168 o ][33 ] |[ Restart |

3|k~ |-
s |[Dealev] |-

Puc. 5.3.23.1 Hactpoiika KOHTpOJIsl 3aBUCAaHUS KaMep
Auto restart mode - kpuTepuii 3aBUCaHHUSI.

CyuiecTByeT HECKOJIBKO KPUTEPUEB:

e Link - npormananne curnana Link ot Buaeokamepsl. Eciu npu akTHBHOM
cratyce nogauu PoE, Ha mopTy Oyaer oTCyTCTBOBATh JIMHK OoJiee 10 MUHYT,
TO KOMMYTATOp HOMBITAETCS NEepe3arpy3uTb kamepy oTkiarounB PoE Ha 10
CEKYH/I.

e PING - orcyTcTBUE OTBETOB Ha CiTy>keOHbIe 3arpochl Ping. Eciu
OTCYTCTBYIOT OTBETHI Ha 3anpocbl ICMP B Teuennu 10 MUHYT, TO Kamepa
Oynet nmepe3arpykeHa

e Speed — CKOpPOCTh Ha IOPTY OTJIMYAETCS OT 3aJlaHHBIX Tpanuil. B o61em
clly4yae YKakHTe TOJIbKO HHXKHIOIO IpaHuily ckopoctu (Speed: Min), eciu
CKOPOCTb OIMYCTUTCS HUKE 3a/IaHHOM TPaHULIbI, TO KaMepa Nepe3arpy3uTcs.

Ecnu ykazaTe MUHUMAaIBHYIO U MAKCUMAJIBHYIO CKOPOCTh, TO KaMepa Oy1eT
nepesarpykeHa, €Ccjiu CKOpOCTh Ha MOpy OyAET BBIXOJIUTH 3a 3aJIaHHBIN
JIrana3oH B TeueHUu 10 MUHYT.

e Time — nepe3arpyska 1o pacnucaHuio. YKa3blBa€TCs BPeMsl BKIIOUEHUS U
BBIKJTFOUEHUA 1opTa. st paboThl 3TON (PyHKIMH HEOOXOIUMO ITEPBOHAYATHHO
HacTpouTh SNTP 115 mojtyyeHus TOUHOTO BPEMEHH.

eknama
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[Tpu ucnonwszoBanuu kpurepusi Ping ykaxure IP anpec kamepsl.

[Ipu ncnonp3oBanuu kpurepust Speed yKaKUTe OPOTH CKOPOCTH HA MOPTY.
CkopocTtb ycranaBnuaercsi B Kour/cek.
Manual restart - npuHyAUTENIbHAS NIEpe3arpy3Ka BUICOKAMEPHI.

5.3.24 3epkajiupoBaHue NOPTOB

Ports — Port Mirroring

Kommytaroper PSW u SWU noanepxuBaroT 3epkaivpoBanue Tpaduka ¢
ONpeIeIEHHBIX TOPTOB Ha 1IEJIEBOI TOPT.

State | Enabled ~

Target Ports

Port 1

(]
w
I
[FY
N
-1
oo
p'e)
—
(=]
—
—_
—
(]
—
[
—
.
—
Ln
—
[+

Puc. 5.3.24.1 Hacrpoiika 3epkanupoBanus Tpaduka ¢ 2 mopra Ha 1-i

e State - BKIIIOUEHHE 3€PKATHPOBAHUSA, [0 YMOIYAHHUIO QYHKLIUS
3€pKaJIMPOBAHUS OTKIIIOUEHA.

e Target Port — meneBoil mopt, Ha JaHHBIN OPT OyAyT NyOIUPOBATHCS JaHHbBIC
C IOPTOB-UCTOYHUKOB

e Ports — MOPTBI-UCTOYHUKH, TOPT MOAIAEPKUBAET HECKOIBKO PEKUMOB:

> N (Normal) — nmopt paGoTaeT B 0OBIYHOM pPEXKUME, 3€PKATUPOBAHUE
OTKITFOUEHO.

> R (RX) — Ha 11e71€BOii IOPT MEPECHUIAOTCS TOIBKO MPUHUMAEMBIE 3TUM
ITOPTOM ITAKETHI

> T (Tx) — Ha 1eneBOM MOPT MEPECHUIAIOTCS TOIBKO OTIPABIISIEMBIE C 3TOTO
MOpTa MAKETHI

> B (Both) — Ha 11e1eBo OPT MepechlIalOTCA KaK MPUHUMACMBIC 3THM
MOPTOM, TaK U OTIIPABJISIEMBIE C ATOTO MTOPTA MAKEThI

peknama
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5.3.25 Tpancasiuusi coObITH HA 0J10KkU nHTerpauuu Teleport

Special Function — Teleport

Bbaok unrerpanun TFortis Teleport-1 npennasHadeH st UHTErpauuu
kommyTatopoB TFortis PSW ¢ oxpanueiMu cuctemamu 0€30MacHOCTH.

Onno u3 npumenenuii yerpoiicrsa Teleport-1 - 310 TpaHCHSAIUSA TPEBOKHBIX
curnanoB oT kommyTtaTopoB TFortis PSW (BckpeiTre mkada, orcyTcTBHE
coenuueHus ¢ [P-kamepoii u np.) B M00YI0 OXpaHHYIO CUCTEMY, HAIPUMED B
"Bonua". biiok MHTErpallii UMEET PeIeHbIE BBIXO/IbI, HA KOTOPHIE TPAHCIUPYETCA
COCTOSIHME BXOJIOB THIIA «CYyXOH KOHTaKT» U3 KOMMYTaTOopa.

Kommytatop TFortis PSW
B wkapy CrossBox-1

———  Butan napa
-~ BOJC

|:> W neiith bl cUrHanu3saLmm

W, TR = >

Kommytatop TFortis SWU-16 Bnok uHTerpayuu Curnan-10
TFortis TELEPORT-1 N CO «OpuoH»

Puc. 5.3.25.1 Ctpykrypa cetn

Hacrpoiika cBsizu kommyTtatop PSW «—— 650k unterpauuu Teleport
MIPOM3BOJUTCS B HECKOJIBKO IIATrOB:

1. Co3manue cnucka ¢

Add New Remote Device YIQJIEHHBIMU
Name YCTPOHCTBAMM.
Type Teleport-1 ~
IP Address

Puc. 5.3.25.2 JIo6aBiieHre HOBOTO y/IajJ€HHOIO yCTPOMCTBA

peknama
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Name — TeKCTOBOE OINKCaHUE, HEOOsI3aTEIbHBIN MapaMeTp, CIY>KUT JIUIIb 115
yA00CTBa HACPOUKHU

Type — tun yganéunoro yctpoiictsa (Teleport-1 nmm Teleport-2)

IP Address - IP anpec ynanéHHoro ycrporcrsa

JloOaBiieHHBIE yCTpOiCcTBa OYAyT OTOOpaXEHBI B CIIUCKE YJAIEHHBIX YCTPOMCTB:

Devices List

Name | Type IP Address

1 Teleport-1 | 192.168.0.3 | | Info || Edit || Delete |

Puc. 5.3.25.3 Cniucok yajleHHbIX YCTPOUCTB

2. [IpuBsi3ka TOKaIBLHOTO BXOJIa WIIM COOBITHS K BBIXOAY yIaJEHHOTO YCTPOMCTRA.
31ech NPOUCXOAUT HACTPOITKAa COOTBETCTBUS, Ha Kako Bbixoj Teleport'a
TPAHCIMPOBATh COCTOSIHUE BXO/IA.

Inputs

Active | Remote Device | Remote Port | Inverse | Current State

1 192.168.0.3 ~ Out1l - Open
2| O Open
Events

Active | Description | Remote Device | Remote Port | Inverse | Current State
1 UPS Open

2 AutoRestart | 192.168.0.3 ~ | Out2 ~ | [ Open

Puc. 5.3.25.4 Cuucok BXO40B U COOBITHI

Inputs - HacTpoiika TpaHCIALMU BXOJOB:

e Active - akTUBHOCTb. Eciii rajoyka ycTaHOBIJIEHA, TO BXOJl aKTUBEH U €T0
COCTOSIHUE PETPAHCIUPYETCS HA YIAIEHHOE YCTPOUCTBO

e Remote Device - ynanéHHoe yCTpOMCTBO

e Remote Port - Homep BbIX0a yAQIEHHOTO YCTPOHUCTBA

¢ Inverse - UHBepTUPOBATh COCTOSIHUE BX0/a. T.€. KOTJja BX0Jl pa30MKHYT,
BBIXO/] YJIAJIEHHOTO YCTpoiicTBa OyAEeT 3aMKHYT U HA00OPOT.

e Current State - Tekymiee COCTOIHUE BXO/1a

peknama
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Events - HacTpoiika TpaHCISIUKA COOBITHH :
e Active - akTuBHOCTh. Ecniu rajouka yctaHOBII€Ha, COOBITHE PETPAHCIUPYETCS
Ha BBIXOJI YAJIEHHOTO YCTPOMCTBA
Remote Device - ynanéaHoe ycTpoicTBO
Remote Port - HoMep BbIX0O/1a yIAIEHHOTO YCTPOMCTBA
Inverse - uaBepcus
Current State - TexyIee COCTOSTHUE COOBITHS

Bo3moskHa HacTpoiika TpaHCIAIUKA COOBITUNA HA BBIXOJbI CAMOTO
koMmmyTtaTtopa. Hanpumep cocrosiune MBII v cocTosiHrE KOHTPOJIA 3aBUCAHUS
KaMep MOKHO MPUBA3aTh K BBIXOy camoro kommyTtaropa. (Tojibko B KoMMyTaTopax
cemerictBa UPS+). Jliist 3TOr0 B CUCKe yAaIEHHBIX YCTPOUCTB BHIOEPUTE «ITO
YCTPOMCTBOY.

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— B

peknama
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5.3.26 KaOeqabHblii TecTep

Diagnostic Tools — Virtual Cable Tester

KommyTtaropsr TFortis moanepkuBaroT GyHKIUIO MPOBEPKU HEITOCTHOCTH
kabenst Ha “mennbix” moprax Fast Ethernet. JlanHbIi TecT MO3BOMSET OMPENETUTh
THUI TOBPEXIeHUs (OOPHIB WIIM KOPOTKOE 3aMBbIKaHHE) JUI KaXKJ0M Maphl, a TAKKE
yKa3aTb pacCTOSHUE OT KOMMYTATOPAa 10 MECTA IOBPEKICHHUS.

Pu3N4eCKUi NPUHIUI TECTUPOBAHKS OCHOBAH HA TOM, YTO KOMMYTAaTOP
MOCHUTAET MIPOOHBIN MEKTPUUECKUI UMITYJIBC IO KaOero, U Ha OCHOBAaHUHU BPEMEHU
3aJIep’KKU U (pa3e MPUHATOrO OTPAKEHHOI'O CUTHAJIA ONPEEIsIeT JUCTAHIIHIO JI0
NOBPEXICHUA U ee Tull. [Ipn 3TOM Ha BpeMsl ponajacT CBsA3b U JUHK Ha
TECTUPYEMOM IIOPTY.

Ecnu xabenb 1enslif, 1 Ha APyrod CTOPOHE MOJKIIIOUEHO UCIIPABHOE CETEBOE
YCTPOMCTBO, TO ONpeAeeHUE ITTMHBI KaOelsl HEBO3MOXKHO, T.K. UCXO/S U3 IPUHLUIIA
paboThl, IPOOHBIN cUrHaN OyIeT TEPMUHUPOBATHCS KOHEUHBIM YCTPONCTBOM U HE
OyJeT oTpakeHHUsl.

TectupoBanue MPOUCXOIUT HAKATHEM Ha KHOIIKY MO COOTBETCTBYIOLIUM
noptoM B pazzaene Diagnostic. [Tpu 3ToMm, nociie Tecta, B Tabaune oToopaszsTcs
pe3ysbTaThl TecTa s nap 1-2(6eno-opaHkeBblii — OpaHXkeBblid) U 3-6 (6ero-
3€JICHBIN — 3€JICHBIN ).

JononnurtensHo B komMyTaropax SWU tectupytorcs napsel 4-5, 7-8.

[Tocne TecTupoBaHUsI BOBMOXHBI CIICTYIOIINE PE3YIbTAThI:
1. Short - KopoTkoe 3aMbIkaHne MEXKIy Mapamu
2. Open - O6pbIB 1au Kabellb He MOKITFOYSH
3. Good - OTcyTcTBHE TOBPEKICHUS
4. Measurement Error — ommOka u3MepeHusi, He yJaioCh MPOBECTH U3MEPEHUE
M3-32 HECTAOMIILHOTO XapaKTepa HEUCIIPAaBHOCTH, IIOBTOPUTE TECT €Ié pas.

["apanTHpOBaHHAs TOYHOCTH ONPEACTCHUS ITTMHBI KaOess TeCTEpOM
cocraBisieT + 2 metpa. [103ToMy BO3MOKHA CUTyalMs, KOrAa IpU TECTUPOBAHUU
3aBEJIOMO IIeJIoro Kabens, JyuHa nap 1-2 u 3-6 Oynet pa3inuyHoi. DTO MOXKET ObITh
CBSI3aHO C Pa3TUYHBIMU (AKTOPaMHU: HEOJHOPOIHBIE XapaKTEPUCTHUKN METHBIX
IPOBOIHUKOB, Pa3IMyHas TUIOTHOCTh CKPYUYMBAHUS Tap, MHIWBUTY ATbHBIC
ocoO0eHHOCTH KomMMyTaTopa PSW.

J1J1s1 TIOBBITIIEHUST TOYHOCTH U3MEPEHUHN, MOKHO TIPOU3BECTH KaTHOPOBKY
KaOeJIBbHOr0 TecTepa.

J1J1s 5TOTO MOAKITIOYHTE K KaTuOpyeMoMy MOpPTy KOMMyTaTopa Kademnb JJIMHON
HE MEHee 2 MEeTpoB (IIPH 3TOM OCTaBbTE BTOPOM KOHEI KaOess He MOAKIIOYCHHBIM),
B WEB unrepdeiice B pazaene Calibrate HanpoTuB Hy>KHOTO TIOPTa YKaKUTE TUHY
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MNOAKJIIOYEHHOT0 Kabels B MeTpax U Haxkmute Set. [Ipu 3ToM npoXoauT TecT u
paccYUThIBACTCs MOMPABOYHBIA KOADPUITUESHT.

Calibrate
Port Actual distance
1
2 Set
3 Set
4 Set
Diagnostic
Distance Status
Port :
Pait 1| poir 3-6 | Pair 1-2 | Pair 3-6

| )

Puc. 5.3.26.1 UnTepdeiic kabenbHOro TecTepa

5.3.27 Ynanénubiii Ping
Diagnostic Tools — Ping

IP address O | | |

Puc. 5.3.29.1 Unrepdeiic ynanennoro PING

PING — YTunura nis npoBepku coeluHeHui B cetsax Ha ocHoBe TCP/IP.
Jlannas ytunnrta oTnpaniser 4 makera mo 32 Oaiita Ha ykazanabii [P agpec u
KOHTPOJIMPYET UX BO3BpALIEHUE.

[Ipu nomomm JaHHOW YTWINTBI BBl MOXETE «IIPONMHIOBATHY KaAMEPY
HETMOCPEICTBEHHO C KOMMYyTaTopa. ITO MOXKET TOHAI0OUTHCS JAJIs PEIICHUS
npobiem. KommyTaTtop MokeT muHTOBaTh TOJIbKO B Tipenenax VLAN ymnpasienus.

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— 64—

peknama
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5.3.28 CraTucruka KoMmMyraropa

KommyTaTop npeaocTaBiseT pa3iuyHyl0 CTATUCTUYECKYI0 HH(POPMAIIHMIO, OHA
MO>KET OBITh MOJIE3HA NP PEIICHUU TPOOJIEM C CEThIO U €€ aJIMUHUCTPUPOBAHUEM.

5.3.28.1 Crarucruka no nopram
Statistics — Port Statistics
Port | RX TX

1 | 32554633 (12.5 Mbps) | 813082841 (0.2 Mbps)
2 | 814091622 (0.2 Mbps) | 33850997 (12.5 Mbps)

3 | 0(0.0 Mbps) 0 (0.0 Mbps)
4 | 0(0.0 Mbps) 0 (0.0 Mbps)
5 | 0¢0.0 Mbps) 0 (0.0 Mbps)
6 | 0¢0.0Mbps) 0 (0.0 Mbps)

Puc. 5.3.28.1.1 CraTuctuka no nopram

CraTucTHKa M0 IPUHATHIM U OTIIPABICHHBIM JAHHBIM 110 KaX10MY MOPTY
KOMMYTAaTopa.

e RX - HenoBpex/IeHHbIE JaHHbIE, IPUHATHIE HA NOPT (B OaiTax).

e TX - HENMOBpPEXJICHHBIE TaHHbBIE, OTIPABIEHHBIE C MTOpPTa (B OaiiTax).

IIpumeuanue . Bece cueTunku 32-X pa3psaHble, OHU OOHYJISIIOTCS MO TOCTUKEHUIO

3HaueHus 4294967295.

[To naxxaTuro kHomku «More info» MOKHO MPOCMOTPETH OoJiee MOAPOOHYIO
CTaTUCTUKY IO KOHKPETHOMY NOPTY (CM. Puc. 5.3.24.1.2)

& PortInfo - ]mﬂiﬁ Ex-plorer CmE — — — — =1 é'
"{——3 http://192.168.0.1/info/port_info.shtml?port=0 ‘
Port #1
Speed Statistics
RX Speed TX Speed
b, b,

S 111

2 28

1 86

1 74

1 61

1 29

] 37

] 24

a 12
Port Statistics PoE Status

RX goad bytes 13704359

RX bad bytes 0 Type A | Type B
TX bytes 322641771 State OFF OFF
Collision bytes o Voltage

RX discards packets | 0 Current

RX filtered packets Power

TX filtered packets | 41247

Puc. 5.3.28.1.2 [lonpoOHas cTraTucTUKa MO MOPTY

KO4aocC
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5.3.28.2 Cratucruka PoE
Statistics — PoE Status

Port | Status | Mode | Power

1 OFF -—-

[

OFF -
3 OFF -

4 ON PocEA | 11303 W

Total Power 11.303 W
Puc. 5.3.28.2.1 Cratuctuka PoE

Ha nannoii Bkiaake otoOpakaerca nHpopManus o0 HHXeKTupoBaHuu PoE u
TEKYIIeW MOIIHOCTH JJIsl Kakaoro nopra. CtaTyc u notpediasieMasi MOIIHOCTH
YKa3bIBA€TCsI TOJBKO I MPOTOKOJIBHOTO POE.

Ooparure BHUMaHue!
Jannast (pyHKIHS TOCTYIHA TOJBKO Ha yau4HbIX POE kommyTtaropax PSW

e Status - craryc PoE. (ON/OFF)

e Mode - Tum nutaHus: TN A - IUTaHUE niepeaaercs no napam 1-2, 3-6. Tun B
- MUTAaHKE nepeaaeTcs no napam 4-5, 7-8. (otoOpaxaeTcst TOJIbKO B MOJIEISAX
PSW-2G+, PSW-2G+Box, PSW-2G+UPS-Box)

e Power - oTmaBaeMasi MOIIHOCTB MPOTOKOILHOTO POE (BT).

e Total Power - cymmapnas moutHocts (BT), u1st KoppekTHO#M pabOThI He
JIOJDKHA TIPEBBINIATH OO[KET MOIITHOCTH.

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— 83—

peknama
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5.3.28.3 ARP Ta6auna
Statistics — ARP Table

Crpanuna conepxut ARP k311 nporieccopa KOMMyTaTopa, IpeICTAaBICHHBIN B BUE

TaOJINIIBI.
Ne IP address MAC address
1 192.168.0.101 §4:C9:B2:47:00:28
2 |192.168.0.166 D0:27:88:1C:33:B5
3 192.168.0.236 20:1A:06:8A:62:89
4 |192.168.0.235 9C:93:4E:18:24:7F
5 |192.168.0.128 00:1A:92:67:A8:B5
6 192.168.0.79 CC:5D4E4C:11:AC
7 192.168.0.124 22:1B:64:EA:Q0F:00
8 192.168.0.8 00:1A:92:67-A8B1
9 192.168.024 00:0F:EA:61:93:56
10 192.168.0.10 20:CF:30:C3:4A:C2

Puc. 5.3.28.3.1 ARP tabauna
5.3.28.4 MAC Tabauna
Statistics — MAC Table

BKJ'IaI[Ka COACPIKUT Ta6J'II/IIIy KOMMYTalluu: COOTBCTCTBHC MAC-HOpT.

Ne | MAC address Port

1 | 00:00:AA-C1:8E:98

2 | 00:15:70:CB:6D:33

3 | 00:1A92:67:A8:AQ

4 | 00:1A:91:67:A8B1

5 | 00:1B:FC:F5:82:5E

E S N

6 | 00:1D:60:1E:78:BC

Puc. 5.3.28.4.1 MAC tabiuua

Ha nannoit BKJ1aJKe €CTh BO3MOXKHOCTh 0T0Opa3zuth MAC aapeca Ha KOHKPETHOM
MOPTY, a TAK)KE MPOU3BECTU OYUCTKY TAOJIUIIBI KOMMYTAIMH

— KommyTaTopbFFertis—Pykeseaetso-ro-Hactpoite——m8 —— ——— B4

peknama

KDaDl : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



EF TFortis
5.3.28.5 DNS Ta0auna
Statistics — DNS Table

Bxrnaaka comepkuT pe3yasTaT paboThl poTokoia DNS: cooTBETCTBHE MMEHH X0CTa
u ero IP anpeca.

Ne | IP address Domain name

1 217.69.135.160 smtp.mail.ru

Puc. 5.3.28.5.1 DNS Ta0mnuia

5.3.28.6 CucremMHbIi KypHAaJI (J10T)

Statistics — Log
Bxrnagka comepxut jor paboTsl KommyTaTopa. Ha 071HO# cTpaHuIe BEIBOJIUTCS
10000 3anuceit, Ajist NEPEKITIOYCHUS HA CIEAYIOLIYIO CTpaHuIly Haxxmute Next.
Jlns coxpanenus jiora B txt ¢aiin, Haxxmute Download log as file.

Log

[ Download log as file ]

1 90392: STP topology changed

2 90392: Start after reset

15/07/2014 09:35:10: Port #3 Autorestart: no reply to Ping
90934: Start after reset

1 90934: STP topology changed

15/07/2014 09:43:37: Port #3 Autorestart: no reply to Ping
:91423: STP topology changed

©91424: Start after reset

15/07/2014 09:51:15: Port #3 Autorestart: no reply to Ping
:91913: STP topology changed

10: 91913 Start after reset

11: 92151: Start after reset

12:92151: STP topology changed

13:15/07/2014 10:01:40: Web-interface authentication: Ok
14: 15/07/2014 10:03:16: Port #3 Autorestart: no reply to Ping
15: 92647 Start after reset

14- OTAAT- CQTD trnmlacer chancad

s ok W e O

Puc. 5.3.28.6.1 Jlor

5.3.29 OonoBaenue 1O
Update/Backup — Update Firmware

KommyTtarop PSW nognepxuaer oonosnenue I10. [ocnenusis Bepcus [10
BCer/a J0CTyMHa Ha caifte tforis.ru.

Jlns oonoiienus [10 ckauaiiTe apxuB ¢ npoiuBKoi. PazapxuBupyiite. Dain ¢
MPOILIMBKOM UMEET paciuIupenue *.img

> PSW2GPLUS011-08092014.img
& PSW-PLUS-mib-v1.4.mib
readme.txt

updating manual.txt

Puc. 5.3.29.1. @aiin *.img

peknama
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B BeG-unTepdeiice 3aiinure Ha Bkiaaky Update Firmware u Beioepute daiin
MPOIIMBKH KHOMIKOW O030p.

Current Firtmware version: 00.01.01
File:

Puc. 5.3.29.2. Haxumaem O630p

Current Firmware version: 00.01.01
File: D-\Pub\npowwekn PSW 2C
Upload

Puc. 5.3.29.3. Bribupaem ¢aiin *.img

Haxxmute knonky Upload, noxkautech moka ¢gaiiia CKonupyeTcs Bo
BHYTPEHHIOIO ITIAMSATh YCTPOWCTBA.

Current Firmware version: 00.01.01

File: D-\Pub\npowwexkn PSW 2C

Firmware loaded . . . ... ...

Puc. 5.3.29.4. loxunaemes 3arpy3ku ¢aitna

[Tocne Toro, kak ¢aiin 3arpy3wics, HaxmuTe Update 1J1st 0OHOBIEHUS WK
Cancel 119 OTMEHEL.

Firmware is loaded, press "Update" to continue

[ Update ][ Cancel ]

Puc. 5.3.29.5. Haxumaem Update

[Tocne naxxatusa Update Haunetcs nporiecc oOHoBIeHUs. [Ipu He
repesarpykante KOMMYTaTOp U HE OTKJIFOYAWTE MTUTAHHUE.

Updating firmware, please wait

Puc. 5.3.29.6. XKnem okoH4aHHUs npoLecca NpOINBKU
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IIpumeuanue: Takke KOMMYTATOp Mo AepxKUBaeT 0OHOBIeHUE yepe3 Telnet ¢
BHemHero TFTP cepsepa. bonee noapo6Ho cM. pasnen «Ympasienue uepes Telnet»

5.3.30 CoxpaHeHue 1 BOCCTAHOBJICHHE HACTPOEK

Update/Backup — Backup/Recovery

KommyTtatopsr PSW nonep:xuBaroT BO3MOXHOCTh COXPAHEHHS TEKYIIHAX
HACTPOEK KOMMYyTaTopa B ¢aill KoH(UTYpaIiH, ero peIakKTUPOBAHUS, a TAKXKE
BOCCTAaHOBJICHMsI HACTPOEK U3 (aiina.

5.3.30.1 CoxpaHeHue HACTpPoOeK B (paiin

B 6oxoBom MeHro BeioeputTe Update/Backup — Backup/Recovery
1. Backup settings

Download users settings as file:
Save changes only

Save full config

2. Recovery settings

Upload settings file
06z0p... | ®aitn He BbiDpaH. Upload

Puc. 5.3.30.1.1 UnTepdeiic coxpaHeHHs U BOCCTAHOBIIEHUS] HACTPOEK

B nynkre 1 HaxxMuTe KHOTIKY «Save changes only» - 11 coxpaHeHUs TOJIbKO
M3MEHEHHBIX nTapameTpoB uin «Save full configy - s coxpanenus B daiin Bcex
nepemMeHHbIX. [Tociie yero OyaeT npeyiokeHO0 COXPaHUTh WIIM OTKPBITH (aili,
COXpaHsEM.

OTkpbITE MAK coxpannTe PSW_settings_backup.bak 1= 192.168.0.17

OTKpbITE CoxpaHuTb ~ OTtmeHa

Puc. 5.3.30.1.2 Coxpanenue ¢aiiia HaCTpoek

— KommyTaTopbFFertis—Pykeseaetso-ro-Hactpoite——m8 ——m ———— 7
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5.3.30.2. BoccTaHoB/ieHHe HACTPOeEK U3 ¢aijia

Ecnu TpeGyeTcs BOCCTAaHOBUTH paHee COXPAHEHHbIC HACTPOWKH U3 (paiina, To BO
Bkianke Update/Backup — Backup/Recovery BeiOupaem B mynkte 2 (Recovery
settings) ¢aiin konpurypanuu *.bak n Haxxumaem «Uploady» niis 3arpy3ku.

CoobLleHwe ¢ Beb-CcTpaHnLbI ﬁ

! Write successful and reboot...

Puc. 5.3.30.2.1 Ilepesarpy3ka kommyTaropa

[Tocne 3arpy3ku ¢aiina, yCTpOUCTBO Mepe3arpy3uTcs, U HACTPOUKH Oy Iy T
MIPUMEHEHBI.

IIpuMeuyanme: HE peKOMEHYETCSI TPOU3BOIUTh BOCCTAHOBJIEHHUE HACTPOECK
KOH(UTrypanueu, mosy4eHHOM ¢ KOMMYTaTOpa JPYyTroi MOJIEIH.

5.3.30.3 PepaktupoBanue ¢aiijia koHpurypauuu

N3menenue ¢aiina KoHUryparuy MOXKeT ObITh MOJIE3HBIM, KOT/Ia y TPYIIIBI
YCTPOUCTB CXOKME HACTPOUKH, B 3TOM CIIy4ae MOKHO CO311aTh JUIA ITUX YCTPOUCTB
YHUBEPCAIbHBIN (Hailyl KOHOUTYPALIUH U Y KAXKIOTO YCTPOUCTBA MEHSITh TOJIBKO
HeOoJbII0M Habop mapaMeTpoB, HanpuMep [P anpec, a npyrue napameTpsl yxe
OyIyT 3anucaHsbl U3 (aiiina KOHPUrypamuu.

@aiin KOHPUTypaly, reHepUpPyeMblii KOMMYTATOPOM MPU COXPaHEHUU
HacTpoek B ¢aidyi, mpeacTaBiseT coooil daiin ¢ pacmmpenueM *.bak ¢ HacTpoitkamu
B TEKCTOBOM BHJIE.

JlaHHbIi Qaill MOXKHO OTKPBITH JIFOOBIM TEKCTOBBIM PEIaKTOPOM.

CrpyKTypa 3anuceid UMEET CTPOro omnpeesieHHyo ¢popMmy 3anucu. B oOmem Bujae
OHa BBITJISAUT TAK:

#<ums nepemenHoU>=[<3HaueHue nepemeHHOU>]
Hanpumep: #AIPADDRESS=[192.168.0.1], rne nepemennoit [IPADDRESS

cooTBeTcTBYeT 3HaUeHue 192.168.0.1

Onucanue HaCTpoeK ¢ Ae(OATHBIMU MTapaMeTpaMHu mpejcTaBieHo B Tabmmie 5.3.2.

peknama
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Ta6muma 5.3.2. [lepemennslie daitina koHbUTYypaITUn

CuHTakcuc KOMaH/bI Onucanne
#IPADDRESS=[192.168.0.1]

IP agpec kommyTaropa

#NETMASK=[255.255.255.0] Macka OJICETH

#GATEWAYz[255.255.255.255] LHLUIO3 110 YMOHI‘IaHI’I}O

#USER_MAC=[c0:11:26:0:0:0] nosb3oBarenbekuit MAC ampec

#DNS=[255.255.255.255] IP anpec DNS cepsepa

#DHCPMODE=[0]

pexum padotst DHCP (0 — BrikitoueH, 1
— DHCP knuenr)

#LANG=[0]

sa3bIK UHTEpPeiica (0-anrnuiickuit, 1 —
pyCCKUiA)

#HTTP_ USERNAME= ]
#HTTP PASSWD=[]

JIOTHH U TIapoJib JJIsl YUETHOU 3aIUCHU 10
yMo4aHuto (rpaa goctyna Admin)

#USER1 USERNAME=[]

Nms monp3oBarensd

#USER1 PASSWD=]

[Tapoab a1 ydeTHOM 3amucu

#USER1 RULE=[0]

[IpaBa nocryna (0-yueTHas 3anuch
oTkmoueHa, | — Admin, 2 — User, 3 -
Read Only )

#SYSTEM NAME=]

OIMCAHUE YCTPOMCTBA

#SYSTEM LOCATION=[]

MECTOPACIIOJIOKEHUE YCTPOUCTBA

#SYSTEM CONTACT=[]

KOHTAKTHBIC JaHHBIC

#PORT1 STATE=[1]

coctosiaue mopta Nel (1- Bki1/0-BbIKIT)
AHaIOTUYHO JJIs1 APYTUX TIOPTOB.

#PORT1 SPEEDDPLX=[0]

CKOpOCTh U ayruiekc Ha mopTy Nel. (0 -
auto, 1 — 10 half,2 - 10 full, 3 -

100 half, 4 — 100 full, 5 - 1000 full),
AQHAJIOTMYHO JISl APYTUX MOPTOB.

#PORT1 FLOWCTRL=[O0]

Flow Control na nopty Nel (0-disable, 1 -
enable), aHanoOru4HO AJI APYTUX MOPTOB.

#PORT1 WDT=[0]

BKJIFOUCHHE aBTOMATHYECKOU
nepe3arpy3Ku BUICOKAMEPHI,
MOJKIIFOUEHHOU K 3ToMy nopTty (0-
BBIKIIFOYEHO, 1 — Tmepe3arpyska 1no
nponaganuto curaana Link, 2 —
nepe3arpyska 1o HeoTBeTy Ha Ping),

MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb
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3— nepe3arpy3ka o CKOpOCTH),
AQHAJIOTUYHO IS IPYTUX TTOPTOB.
4 — mepe3arpy3ka o paclucaHuio

#PORT1_IPADDR=[0.0.0.0] IP agpec KaMepsl, TOAKIIOYEHHON K
nopty Nel, npu akTUBHOUM PyHKIIUN
nepesarpysKku 1o Ping'y, aHajgoru4xo s
JPYTHUX IIOPTOB.

#PORT1_WDT_SPEED=[0] HuxHu# mopor cKOpocTH Ha MOPTY IpU
AKTUBHOMW (DYHKIIMH TEepe3arpy3Ku 1o
CKOPOCTH JIJIs1 TopTa 1, aHaJOrMYHO IS
npyrux moptos. B Kout/cexk.

#PORT1_WDT_SPEED_UP=[0] BepxHuii mopor ckopocTy Ha MOPTY NpH
aKTHBHOW (DYHKIIUU IEpe3arpy3KH 1o
CKOPOCTH JJIs1 TopTa 1, aHaIOTHYHO TSt
npyrux nopros. B Kour/cexk.

#PORT1_WDT_HOUR_UP Yac BKIIFOUCHUS TIOPTA MPHU paboTe
(YHKIIMU TIepe3arpy3Ku 1Mo BpeMEHH

#PORT1 WDT MIN UP MuHyTa BKIIIOUEHHUS MTOPTA MPU padOTe
byHKIUU Tiepe3arpy3Ku 1Mo BpeMeH!

#PORT1_WDT_HOUR_DOWN Yac BBIKITIOUCHHS ITOpTa TIpH paboTe
(YHKIIMU TIepe3arpy3Ku 1Mo BpeMEHH

#PORT1_WDT_MIN_DOWN MuHyTa BBIKIIOUEHHUSI IOPTA MPU padoTe
GyHKIUA TIepe3arpy3Ku 1Mo BPeMEH!

#PORT_SOFTSTART_TIME=[1] JUTUTEIIBHOCTD TIPOrPEBa TEPMOKOKYXOB
U1l PyHKIUMU KOM(OPTHOTO 3amycKa
Bugeokamep (1 — 1 gac, 2 — 2 yaca)

#PORT1_SOFTSTART=[0] BKJTFOUCHHE QYHKIIUH KOM(POPTHOTO
ctaprta 1151 mopta Nel (0 — BBIKITIOYEHO,
1 - BKJIFOUCHO), aHAJIOTUYHO IS IPYTHX
MIOPTOB.

#PORT1_POE=[257] ynpasienue PoE na mopty Nel (257 —
BKJIIOUEHO, 0 - BBIKJIIOUEHO), aHAJIOTUYHO
JUTSL IPYTUX TIOPTOB.

#SFP1_MODE=[0] Pesxum pabots mopra SFP1(0- forced, 1 —
auto), aHanoru4Ho g nopta SFP2.
#SMTP_STATE=[0] BKJIFOUeHHE potokoia SMTP (0 —
BBIKJIFOYEHO, 1 — BKJIFOUEHO)
#SMTP_SERV_I P=[0.0.0.0] IP azpec SMTP cepsepa

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— 70—
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#SMTP_TO1=[] HOYTOBBIN axpec nomydarens |
#SMTP_TO2=[] IIOYTOBBIN aJIpec MoaydaTes 2
#SMTP_TO3=[] IIOYTOBBIM aJPEC MOTyYaTENs 3
#SMTP_FROM=[] IIOYTOBBIM aJPEC OTIPABUTEIS
#SMTP_SUBJ= [ TFortis PSW-2G4 F] 3aroJIOBOK IIMChMa
#SMTP_LOGIN=[] JIOTHH JIJIs1 TOCTYIIA K IIOYTOBOMY SIIIIUKY
#SMTP_PASS=[] apoJIb ISl JOCTyIa K TIOYTOBOMY SIIIIUKY
#SMTP_DOMAIN_NAME=[] JOMEHHOE MMS ITOYTOBOTO cepBepa
#SNTP_STATE=[0] cocrostHue npotokosna SNTP
#SNTP_SETT_SERVz [0.0.0.0] 1P azipec SNTP cepsepa
#SNTP_SERV_NAME=[] Jomennoe ums SNTP cepsepa
#SNTP_TIMEZONE=[0] qacoBoii nosic, orHocutensHo UTC (or -
12 no +13)
#SNTP_PERIOD=[10] MIePHO/T CHHXPOHU3AIMH C cepBepoMm (1,
10 unu 60 MuHYT )
#SYSLOG_STATE=[0] COCTOsIHHE TIPpOTOKOIa Syslog
#SYSLOG_SERV_IP: [0.0.0.0]7 IP azpec Syslog cepBepa
#EVENT_LIST_LINK T=[1Z2] COOBITHE 110 M3MEHEHHIO JIMHKA CITUCKE
EventList (7 — BeIKJIFOYE€HO)
#EVENT_LIST_POE_T=[7] COOBITHE 110 M3MeHEeHHUTO cTcTyca PoE B
criucke EventList (7 — BBIKITIOUEHO)
#EVENT_LIST_STP_T=[7] CooOnitre STP B cincke EventList (7 —
BBIKJTIOUCHO)
#EVENT_LIST_ARLINK_T=[1Z2] cobwiTre B criucke EventList (7 —
BBIKJTIOUCHO)
#EVENT_LIST_ARPING_T=[12] cobniTHe B criucke EventList (7 —
BBIKJIFOYEHO)
#EVENT_LIST_SYSTEM T=[7] coosrtre B criucke EventList (7 —
BBIKJTIOUEHO)
#EVENT_LIST_UPS_T=[12] coosrtre B criucke EventList (7 —
BBIKJTIOUEHO)
#EVENT_LIST_ACCESS_T=[12] coosrtre B criucke EventList (7 —
BBIKJTIOUEHO)

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite——————————————————————— 74
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#EVENT_LIST MAC T=[12]

coOprTue B criucke EventList (7 —
BBIKJTIIOUYEHO)

#DRY CONTO STATE=[1]

BKIIFOYCHHUC NATYUKaAa BCKPBITHUA (I[J'IH
PSW-2G+ u PSW-2G6F+)

#DRY CONT1 STATE=[1]

BKJIFOUeHHE cyxoro koHrakra 1 (0 -
BBIKJ., 1 - BKJ) - Sensor 1

#DRY CONT1 LEVEL=[1]

YPOBEHb cpabaThIBaHUs aBApUM JJIs
KOHTaKTa |

(0 — mo pa3mbikanuio, 1 — 1o
3aMBIKaHUIO)

#DRY CONT2 STATE=[1]

BKJIFOUEHHE cyxoro koHTakra 2 (0 -
BBIKII., 1 - BKJI)

#DRY CONT2 LEVEL=[1]

YpOBEHb CpabaThIBAHUS aBaApUH JJIS
KOHTaKTa 2

(0 — mo pa3mbikanuto, | — o
3aMBIKaHUIO)

#DRY CONT1 TYPE

Tum BXxoaa: cTaHIapTHBIN BXOJ1 UITH
JTATYUK MPOTECUKH

#PORT1 RATE LIMIT RX=[0]

OTrpaHUYECHHE CKOPOCTH MpUeMa MmopTa
Nel B Kout/cek. (0 - BBIKITIOUEHO
OTpaHUYCHHE), AaHATIOTUYHO IS IPYTUX
MTOPTOB.

#PORT1 RATE LIMIT TX=[0]

OTpaHUYCHHE CKOPOCTH MepeIaun mopra
Nel B K6ut/cek. (0 - BRIKIIOUEHO
OTrpaHUYCHHUE)

#Q0S STATE=[0]

BKIIOUeHHEe Mexann3ma QoS (0-
BBIKJIFOYEHO, 1-BKJIIOYEHO)

#Q00S POLICY=[0]

pexuM padoThl MIaHupoBIKKa (0 —
B3BEILIEHHAs mpuopure3anus, 1 —
KECTKasl IPUOPUTE3AITHS)

#Q0S_COS=[[1][0] [0][1][2][2][3]I
31]

cootBercTBUe CoS npuopurera u
ouepean 00CITyKUBaHUS

#Q0S TO

—_ N =

S=[[0][0]J[O)[O]J[O][O][O]I
PO 0L 01 03] 02y 011 (3] [1]
B I A I A A B I [ Y
(11021 (2] [z2][2][2][2])[2]]
1021 [2][2)(2)[2][2]([2] [2]
21[2)[2][21(3]1[3][3]1[3][3
[3]]

cootBeTcTBUE TOS mpuopurera u
ouepe 00CITyKUBAHUS

MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb
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#PORT1_COS_STATE=[1] sxmrogenne CoS na mopry Nel,
AHAJIOTHYHO JUIS IPYTHX OPTOB.

#PORT1_TOS_STATE=[1] BrTroueHue ToS Ha mopty Nel,
AHAJIOTMYHO JUIS IPYTHX HOPTOB.

#PORT1_QOS_RULE=[1] BeI00p nipuopureTHocTr CoS mim ToS (0

— CoS npuopurerneit, 1| — ToS
MPUOPUTETHEN ), aHATIOTUYHO JIJISl APYTHUX

MIOPTOB.
#PORT1_COS_PRI=[0] IPUOPHUTET 10 YMOIYAHMIO IS IIOPTA
Nel, aHaIOrMYHO JUIs APYTUX TIOPTOB.
#VLAN_MVID=[1] VID VLAN'a ynpasienus (Management
VLAN)
#VLAN_NUM=[1] 4pCII0 HACTPOEHHBIX VLAN

#VLANL=[[1] [1] [default] [2] [2] [2] 3ammchk ¢ HacTpoiikam VLAN
(2] [2][2][2][2])[2][2]]

#VLAN_TRUNK_STATE=[0] VLAN Trunking (0 — BeIKITIFOYCHO, 1 -
BKJTFOUYEHO)
#VLAN_PORT1_STATE=[0] Hactpotiika mopta s VLAN Trunking

(0 - VLAN Trunking Ha nopty
BBIKJTIOUEH, | - BKIIFOUEH)

#STP_STATE=[0] BKIOYenue nporokona STP (0 —
BBIKJIFOYEHO, 1 — BKJIFOUEHO)

#STP MAGIC=[65217] Bcerma 65217

#STP_PROTO=[2] npotokon (0 — STP, 2 — RSTP)

#STP BRIDGE PRIOR=[32768] Bridge Priority

#STP_MAX AGE=[20] Bridge Max Age

#STP_HELLO TIME=[2] Bridge Hello Time

#STP_FORW DELAY=[15] Forward Delay Time

#STP_MIGRATE DELAY=[3] Migration Delay Time

#STP TX HCOUNT=[6] TX Hold Count

#STP_PORT1_CFG=[[1][1][128][2000 3anuchk ¢ HacTpoiikamu mopra Nel,
007 [107] AHAJIOTHYHO JUTS IPYTHX OPTOB.

#BPDU_FORWARD=[1] ¢opeapauar BPDU nakeToB mpu
otkitoueHoM npoTokosie STP/RSTP (0-
OTKJIFOUYEHO, | — BKIJIFOYEHO)

#PORT1_VCT_ADJ=[100] K03 (DHUIMEHT KOPPEKIIUU KabeTbHBIM

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— 73
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TecTepoM Juis mopta Nel, aHaIOru4Ho
JUISL IPYTUX TIOPTOB

#PORT1 VCT LEN=[0]

JUTMHA JIMHUY TS KaOeJIbHOTO TecTepa
qu1st mopta Nel, aHajIOrUYHO ISl APYTHX.

#SNMP_STATE=[0]

Britouenre SNMP (0 -Bobikitoueno, 1 —
BKJTFOUYEHO)

#SNMP_SERVER=[0.0.0.0]

[P agpec SNMP Traps cepBepa

#SNMP_VERS=1[0]

Bepcust mporokona SNMP (0 — SNMP v,
3— SNMP v3)

#SNMP COMMUNITY1l=[public]

COOOIIIECTBO UTEHUS

#SNMP COMMUNITY2=[private]

COOOIIIECTBO 3aITHCU

#SNMPV3 USER1 LEVEL=[0]

Yposensb 0e3onacHocT (0 —
NoAuth,NoPriv, 1 — Auth,NoPriv, 2 —
Auth,Priv)

#SNMPV3 USER1 USER NAME=]]

Wwmst monb3oBarerst 1ot SNMP v3

#SNMPV3 USER1 AUTH PASS=[]

Auth Password misg SNMP v3

#SNMPV3 USER1 PRIV PASS=[]

Priv Password gt SNMP v3

#SNMP3 ENGINE ID=[]

Engine ID nns SNMP v3

#IGMP_STATE=[0]

Brirouenre IGMP (0 — BoikitoueHo, 1 -
BKJIIOUEHO )

#IGMP QUERY MODE=[1]

Bxotouenue ornpaBku IGMP General
Query (0 — BBIKITIOYEHO, | - BKIIOYEHO )

#IGMP_PORT 1 STATE=[1]

BKiroueHue nopra Nel B mporokos IGMP,
AQHAJIOTUYHO ISl APYTUX MOPTOB.

#TIGMP_QUERY INTERVAL=[60]

IGMP Query Interval

#IGMP_QUERY RESP INTERVAL=[10]

IGMP Query response Interval

#IGMP GROUP MEMB TIME=[250]

Group Membership Time

#IGMP_OTHER QUERIER INTERVAL=[25
5]

Other Querier Interval

#TELNET STATE=[1]

Bruirouenue Telnet (0 — BeIktoueHo, 1 —
BKJTFOUYEHO)

#TFTP_MODE=[0]

Bkitouenue TFTP (0 — BoikitoueHo, 1 —
BKJTFOUYEHO)

#TFTP_PORT=[69]

UDP nopt TFTP

#PLC_EM MODEL=[0]

Mopenb cueT4YHKa JIEKTPOIHEPTUU

MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb
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#PLC_EM_BAUDRATE=[5] Ckopocts mopra RS485 (0-300, 1-600, 2-
1200, 3-2400, 4-4800, 5-9600, 6-19200 )

#PLC_EM_PARITY=[0] Yéraocts RS485 (0-Disable, 1-Even, 2-
Odd)

#PLC_EM_STOPBITS=[1] YKCII0 CTOMOBELIX OUT

#PLC_EM_PASS=[] Wnentuduaktop (JIOTHH) ISt
HOAKIIIOYEHUS K CYETUHUKY
SIIEKTPOJHEPTUU

#PLC_EM ID=[] [Taposb 71st HOAKITIOUCHHUS K CIETUUKY
DIIEKTPOHEPTUN

#PLC_OUT1 STATE=[0] Cocrosaue BbIxoaa | s miartel

pacmmpenus (0-short, 1-open, 2-logic)

#PLC_OUT1_ACTION=[0] JleiicTBre s BeIxoa 1 mpu
cpabaTbeiBaHUHU JoTHueckoro ycioBus (0-
short, 1-open, 2-impulse)

#PLC_OUT1 EVENTI1=[0] CoOpbiTre 1 g Beixona 1 i 1iarsl
pacIIupeHus
#PORT1_MACFILT=[0] Bxitouenue ¢punprpannn MAC aapecos

Ha opty 1 (0-Normal, 1-Secure: Mac
Filtration, 2-Secure: Port shutdown, 3-
Secure: Temporary port shutdown)

#MAC_BIND_ENRTY1 ACTIVE=[0] 3ammchk Nel TabHIB! pa3peméHHbIX
MAC anpecos (1-3anuch aKkTUBHA)

#MAC_B IND ENRTY 1_MAC: [0:0:0:0:0: 3amucek Nol Ta6HHHBI pa3peméHHBIX

0] MAC anpecoB (MAC aapec)
#MAC_BIND_ENRTY1 PORT=[0] 3ammchk Nel TabHIB! pa3peméHHbIX

MAC anpecoB (Homep nopTa)
#LLDP_STATE=[1] Bxmouenune nmporokonaa LLDP
#LLDP_TX_INT=[30] Wurepsan ornpasku LLDP coo06iuenuii
#LLDP_HOLD_ TIME=[4] Muoxwurens xpanenus LLDP cooGienmuii
#LLDP_PORT1_STATE=[1] Bxirouenue nporokosia LLDP wa mopry 1

(aHAOTUYHO AJISI IPYTHX [TOPTOB)
#POER1_DESCR=[] TekcToBOE OnKcanue mopra 1,

AHAJIOTHYHO JUIS OCTaJIBHBIX TIOPTOB
#STATIC_ARPIL Craruueckas ARP 3anmuch

— KommyTaTopul-TFortis—Pyrosegetae-ne-Hactpoite———————————————————————— 75

peknama

KDaDI : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



bl: TFortis

#IGMP_FORWARDING [Mpomyckats IGMP ¢peiimsbr

#MV_FREEZE STATE @yHKIMA KOHTPOJISI 3aBUCAHUS
KOMMYTAallMOHHON MUKPOCXEMBI

#INPUT1_STATE BxirroueHue TpaHCIISAIUKA COCTOSTHUS
BX0J1a | Ha BBIXOJI yIaJIEHHOTO
YCTPOMCTBA.

#INPUT1_INVERSE Bx1roueHne HHBEPCUHU COCTOSHUE BX0J1a
1 mpu TpaHCIIAIKMK HA BBIXO]T yIaJIEHHOTO
yCTPOMCTBA

#INPUT1_REMDEV Homep ymanéHHoro ycrpoicTsa, Ha
KOTOPBII TPAHCIUPYETCS COCTOSTHUE
Bxoga Nel

#INPUT1 REMPORT Howmep BbIxoma ymanéHHoe yCTpOCTBa,
Ha KOTOPBINA TPAHCIUPYETCS COCTOSTHHE
Bxoga Nel

#TLP_EVENT1 STATE Bxitouenue TpaHcsiun coobiTrs 1
(coObITHE TIepex0/1a Ha pe3ePBHOE
IMTAaHKE) Ha BBIXOJ YIaJIEHHOTO
YCTPOMCTBA.

#TLP_EVENTZ STATE BxitoueHue TpaHCISITUN COOBITHS 2
(coOwiTHE cpabaThiBaHUE (PYHKITUN
KOHTPOJISI 3aBUCAHUK KaMep) Ha BBIXOJT
YIAAJIEHHOTO YCTPOMCTBA.

#TLP_EVENT1_INVERSE BxuroueHre nHBEpCHH COCTOSTHUS TIPU
TPAHCJISINU COOBITHSI | Ha BBIXOT
YIAAJEHHOTO yCTPOMCTBA

#TLP_EVENT1_REMDEV Homep ymanéHHoro ycrpoiicTsa, Ha
KOTOPBII TPaHCIUPYETCS COCTOSHUE
coObrTust Nel

#TLP_EVENT1_REMPORT Howmep nopTa ygai€éHHOTO YCTpOICTBA,
Ha KOTOPBIA TPAHCIUPYETCSI COCTOSTHHE
coObrTust Nel

#TLP1_VALID ®nar akTUBHOCTH 3aIIHCHU C YAAJIEHHBIM
ycTpoiictBoM Nel

#TLP1_TYPE Tun yaanéunoro ycrpoiicta Nel

#TLP1_DESCR TekcTOBOE ONMUCAHUE YIATIEHHOTO
ycrporictBa Nel

#TLP1_IP IP anpec ymanénnoro ycrpoiicta Nel
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#OUTPUT1 STATE

CocrosiHue BbIX0oAa NpU PyYHOM
YIIPaBIICHUH

#OUTPUT1 MODE

Pexxum paboThI BBIXO/A: py4YHOE
YIPaBJIECHUE U TPAHCISALNS COCTOSHUS
C BXOJ1a YAAJIEHHOTO YCTPOMCTBA

#OUTPUT1 REMDEV

Howmep ynan€énHoro ycTponcTsa,
COCTOSIHME BXOJa KOTOPOTO
TPAHCIUPYETCS HA 3TOT BBIXOJ

#OUTPUT1 ERR STATE

CocrosiHME, KOTOPOE TPUHUMAET BBIXOJ]
MIPU OTCYTCTBUU CBSI3U C YJAJIEHHBIM
YCTPOMCTBOM.

#CPU_ETHERNET MODE

Pexxum paboter CPU nopta

#UPS_LOGGING STATE

Bxurouenne norupoBaHusa HapsHKEHUN
AKD mipu paspsiake

#TEMPER SENSOR_EVENT

Bxitouenue oTnpaBku COOOIIEHUN 110
COOBITHSIM OT JIaTYMKA
TEeMIIepaTypbl/BIKHOCTH

#TEMPER SENSOR TEMP HI

Bepxnuii mopor remnepaTrypsl

#TEMPER SENSOR TEMP LO

HwxHuii mopor tremnepartypsl

#TEMPER SENSOR HUM HI

BepxHuii mopor no BiIaxHOCTH

#TEMPER SENSOR HUM LO

HwxHuii mopor 1o Bi1axxHOCTH

#WDT_ SERVER STATE

Bxitouenue GyHKUIMNA KOHTPOJIS
3aBHCAHUS KOMMYTaTopa

#WDT SERVER IP

IP anpec cepBepa 1t KOHTPOJIS
3aBHUCAHUSI KOMMYTaTOpa

MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb
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5.3.31 COpoc HacTpoeK Ha 3aBOJACKHE YCTAHOBKH
Reboot/Default — Factory Default

[[] Keep current network settings
[[] Keep current username & password
[[] Keep STP settings

Puc. 5.3.31.1 COpoc HacTpoek KOMMyTaTopa

[Tpu HEe0OXO0IMMOCTH BO3MOKHO OCYIIECTBUTH COPOC HACTPOEK Ha 3aBOJCKUE
ycTaHoBKH. [Tpu 3ToOM cOpOC MOXKHO OCYIIECTBIISITH BHIOOPOYHO:

Keep current Network settings — COpoc ¢ COXpaHEHUM CETEBBIX HACTPOEK:
IP, MAC, Gateway,Mask

Keep current username & password — COpoc ¢ coxpaHeHUEM HaCTPOEK
noctyna: Username, Password

Keep STP settings — COpoc ¢ coxpanenuem Hactpoek STP/RSTP.

5.3.32 Ilepe3arpy3ka
Reboot/Default — Reboot

[Tpu HEOOXOIMMOCTH KOMMYTATOP MOKHO AUCTAHIIMOHHO NIEpEe3arpy3uTh.
e Reboot - ITonnas nepesarpyska (nepesarpyska npoieccopa, PoE,
KOMMYTAllMOHHOW YacTH )

Reboot Device

Reboot

Puc. 5.3.32.1 Ilepe3arpy3ka kommyTaTopa

peknama
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5.3.33 buiok 0ecniepedoitnoro nuranus UPS

Special Functions — UPS

UPS Enable
Power source VAC
Battery voltage 26.250V

Battery charge voltage | 26.425V
Battery current 123mA
Temperature 34

RPS-01 firmvare vers | 5

Puc. 5.3.33.1 Craructuka no padore MbII

KommyTtatopsl cepunt UPS 1 UPS+ nMeroT BCTPOSHHBIN MCTOYHUK
6ecniepeboitHoro nutanus. Ha manHo# cTpaHuiie MPpUBOAUTCS CTATUCTUKA O paboTe
y350B UDBII.

Power source - ncrounuk nutanus: cetb 230B i AKb
Battery voltage - nanpsokenue Ha AKb

Battery charge voltage - nanpsbxenue 3apsaxku AKb
Battery current - tok paspsaku AKb

Battery voltage history — rpa¢uk nanpsoxenus Ha AKb
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5.4 YnpaeneHue 4yepe3 Telnet

Telnet ucnonp3yeTcs 17151 yJaJI€HHOTO YIIPABJIEHUS CETEBBIM 000PYA0BAHUEM
oCcpeACTBOM KoMaHAHOM cTpoku. Telnet ucnonb3yet nmpotokona TCP u mopt 23.
B xommyTtaTopax TFortis mo ymomuanuto Telnet Bkimtouen. [o sxenanuio ero MOxHO
BBIKJTIOUYHTH: B MEHIO BEIOpaTh Basic Settings — Telnet

Telnet Settings

State | Enable -

Apply

Puc. 5.4.1 Hactpoiika Telnet

Telnet nogaepxuBaeT caeAyronKe J0N0JIHUTEeIbHbIE PeKUMbI:

1. CoxkpameHHble KOMaHAbI. /[0CTyITHa BO3MOKHOCTh Pa0OThI ¢ KOPOTKUMU
KOMaHJaMu (He TpeOyeTcsl BBOAUTh KOMaHAY O KOHIIA).

IIpumep: eciiu TpeOyeTcsi BBECTH KOMaHAy config ports 1-2 state enable, To ee
MO>KHO COKPATUTh 10 MUHUMAJIBHBIX: €O po 1-2 st en

2.ABTOONOTHEHHE KOMAH/A. Bo3MOXHOCTH 110 HaxaTuto kiasumu TAB
JOTIOJIHATH BBEACHHYIO KOMaHY.

ITpumep: Ecnu BBecTH con, Haxxath TAB, To koMaHaa AonoJHUTCA 110 config

3. Uctopus komaHa. JlocTynHa ucTopus BBEIEHHBIX KoMaH . [lepeximtoueHue
ocymiectBisiercs kiasuiamu BBEPX, BHI3

[ToakmroyaThCsl K YCTPOUCTBY MOXKHO TP MTOMOIIH JIFOO0H TEpMHUHAIBHON
IPOrpaMMBbI, B TJAHHOM JIOKYMEHTE HACTpoiiKka OyJIeT pacCMOTpEeHa Ha MpuMepe
Microsoft Telnet. [Togknrouaemcs ucnonb3ys koManay "open <IP adpec>"

Microsoft Telnet> open 192.168.0.1

[Tocne noaxroueHust TOTpeOyeTCst BBECTH JIOTHH U TIapoJib. (JIorun u maposn
st Telnet'a Takue ke, kak u 1151 foctyna k WEB untepdeiicy) Ecnu norun u
napoJib He ObUIM 3aJaHbl, TO JIBa pa3a noApsaa Haxmute Enter.

TFortis PSW - Industrial Switch
Command Line Interface

Copyright(C) 2014 "Fort-Telecom” Ltd. All rights reserved.
User Name>

Ipumeuanue: ecnu 30 pa3 moApsI JIOTUH/TIApOJIb ObUIA BBEJIEHBI HEBEPHO, TO
noctyn k Telnet'y 6iokupyercs Ha 1 dac.
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CumBou # 1 UMS yCTPONCTBA O3HAYAIOT, YTO AyTCHTH(DUKAIUS MTPOIILIA YCICIIHO 1
KOMMYTAaTOp Tepelen B pexxuM KoHpurypuposanus. ([Ipasa noctyna - Admin)

TFortis PSW-2G4F# _

Ecnu Ob111 BBEICHBI JIOTUH/TIAPOJIh YIETHOHN 3aIIUCH C OTPaHHUYECHHBIMH IIPaBaMH, TO
MBI IEPENTEM B PEKUM

LS RS Al 1 hocmoTpa. ([Tpasa nocTyma -
User)

Crmcok KOMaHI MOKHO ITOJIYUHUTDH UCIIOJIB3Ys KOMaHIy «?» unm «help»

B kayecTBe apryMeHTOB KOMaHJ UCIOJb3YETCA P YCIOBHBIX 0003HAYEHU:

e <IP>-IP agpec B popmare XX.XX.XX.XX
<STATE> - cocrosiHue, MOKET NMPpUHUMAaTh 3HauYeHUs enable wiu disable
<VALUE> - mo00¢€ 11e710€ 3HaKOBO€E WJIM O€33HaKOBOE YUCIIO0
<STRING> - TekcTOBas CTpOKa
<PORTLIST> - ciucok nOpPTOB B BUJIE: HAYAJbHbIH_MOPT-
KOHEYHBIH_NOpT, 1100 MOPT.
Hpumep: dns nopros 1,2,3 : «1-3» ; TOIBKO AJI OTHOTO MOPTA 2 : «2»

IIpouecc nHacTpoiiku nocpenctBom Telnet'a mporCXOaUT B HECKOIBKO IIArOB:
1. Ilpu momoIy MOJAMHOMXKECTBAa KOMaH/1 U3 rpyIibl config ycTaHaBiamBaeTcs
TpebyeMast KOHPUTyparus
2. OTta KOH(UTYypalus COXpaHIETCs B MaMsITh KOMaHJI0M save, NocJie 4ero
HACTPOWKHU NPUMEHSITCH

Oo0paruTe BHUMaHUE:
Ecnu nocie ycraHoBKH mapaMeTpoB YCTPOMCTBO OyIET mepesarpyxeHo 0e3
MPUMEHEHUSI KOMaHbl Save, TO HACTPOMKUA HE COXPAHATCS.

5.4.1 NMpumep HaCTPOUKHN

Jlnst npuMepa paccMOTPUM IPOLIECC HACTPOUKU KOMMYTaTOpa.
[TycTh Ham TpeOyeTcsl yCTaHOBUTD CIEAYIOIINE HACTPOUKHU:

o [P agpec 192.168.0.100

o [Ilnro3 192.168.0.1

e Jlo6aBum VLAN 2 ¢ TerupoBanubiM ioptom Gigabit Ethernet 1 (Port 5) u
HererupoBanubiM Fast Ethernet 1 (Port 1)

e Hacrpoum komdoptHseIii cTtapt Ha opty Fast Ethernet 1 (Port 1)

e HacTtpoum aBTOMaTHYECKYIO NIEpe3arpy3Ky 3aBUCIIMX KaMep Ha mopTty 1 mo
kpurepuit PING (IP agpec 192.168.0.13)
e Brxmrounm npotokosn RSTP nHa nedontHbIx HacTpoiikax
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Wtak, moaxiItoyaeMcsi K yCTPOUCTBY, €CJIM YCTPOUCTBO elle He ObLIOo
ckoHpurypuponano, To ero IP agpec 192.168.0.1 u g0rvH 1 mapoias AJIsI 1O0CTyIa HE

3aJaHbl.
Microsoft Telnet> open 192.168.0.1

[lepexoaum K pexxuMy yIIpaBJICHHUS]
TFortis PSW-2G4F# _

MeusieMm IP agpec komannoii config ipif System ipaddress 192.168.0.100
TFortis PSW-2GY4F# config ipif System ipaddress 192.168.0.100
System IP config: 192.168.0.100

TFortis PSW-2GH4FH# _

JlobaBmsem numro3 o ymordanuio: config ipif System gateway 192.168.0.100

Fortis PSW-2G4F# config ipif System gateway 192.168.0.1
System Gateway config: 192.168.0.1

eM VLAN 2.
st aToro cHavana yganseMm mopt 1 3 VLAN 1

TFortis PSW-2G4FH# config vlan vlanid 1 add forbidden 1-1
ULAN: add forbidden ports

GEI1 (mopt 5) B VLAN 1 nenaeM TerupoBaHHBIM

Fortis PSW-2G4F# config vlan vlanid 1 add tagged 5-5
LAN: add tagged ports Teme

nobasiisieM HeTerupoBaHHbIi mopt 1 B VLAN 2

TFortis PSW-2GY4F# config vlan vlanid 2 add untagged 1-1
ULAN: add untagged ports Jlo0a
BIISIC

M TerupoBaHHbIi opT S B VLAN 2
Fortis PSW-2G4F# config vlan vlanid 2 add tagged 5-5

LAN: add tagged ports

hi(0)7
show vlan nposepsiem
HpaBPUHﬂHOCTB Eigftls P3W-2G4FH show u}an
. ULANM Name : default
KOH(I)I/IrypaLII/II/I. ULAN Type: Static
Tagged Ports: =
Untagged Ports: 2 34
2
vlan2
Static
5
Untagged Ports: 1
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Teneps akTuBHpyeM QYHKIHIO KOM(DOPTHOrO cTaprta s nopra |
TFortis PSW-2G4FH# config comfortstart portlist 1-1
Comfort Start: add ports Hactpon

M Ha
3TOM K€ OPTY 3alUTy OT 3aBrcanus KaMmepsl (192.168.0.13) no kpurepuro PING

Fortis PSW-2G4F# config autorestart port 1-1 state ping
ITepe Autorestart config: state ping

Fortis PSW-2G4F# config autorestart port 1-1 host 192.168.0.13 |
Autorestart config: host addr 192.168.0.13 eM
K HacTporike RSTP. [TocKkoJIbKY pelniii UCTIOIb30BaTh MapaMeTPhl IO YMOJTYAHUIO,
TO HEOOXOIMMO JIUIITb BKJIIOYUTH MPOTOKOJI U BEIOPATh BEPCHIO.

TFortis PSW-2GY4F# config stp state enable
STP State: enable

TFortis PSW-2GY4FH config stp version rstp
STP Uersion: RSTP

Bcé€, HacTpolika 3aBepuieHa, TEnepb COXpaHsIEM HACTPONKH

TFortis PSW-2G4FH save
Settings saved successfull

TFortis PSW-Z2G4FH# reboot
Rebooted. . ..

conhect closed

TFortis PSW-2G4F#

MogknwHeHWe K ysny YTepAHo.

HaxkHMrTe nobyiw Knasuwy. . .
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5.4.2 Onncanue komaHpg Telnet

KommyTaTophl oaiepKuBaroT cieaytomuii Habop koMan s Telnet:

1. I'pynna komany config:

ipif — cereBbie HacTpoiiku (IP aagpec, macka moacerTu, 1ITI03)

ports — HacTpoiKa MopToB (CKOPOCTh, ayIiekc, PoE)
igmp_snooping — Hactpoiika IGMP

stp — HacTpoiika mpotokoioB STP/RSTP

snmp — HacTpoiika SNMP

syslog — Hactpoiika Syslog

vlan — Hactporika VLAN

sntp — HacTtporika SNTP

smtp — HacTpoiika SMTP

comfortstart — HacTpoiika GyHKIIMHU KOM(POPTHOTO BKIFOUEHUS KaMep
autorestart — HaCTpoika PYHKIIUU KOHTPOJIS 3aBUCAHUS KaMep
dry_cont — HacTpoiika CyXux KOHTaTpOB

user_account — HacTpoOMKa UMEHH MOJIb30BATENS/IapOIIs

tftp — nactpoiika TFTP

events — HACTPOWKa COOBITHIA

802.1p — Hactpoiika QoS

scheduling mechanism — tun pabots! mianuposimka B QoS
dscp_mapping — nactporika npuoputera DSCP B QoS

bandwidth control — HacTpolika orpaHlUYeHHs] CKOPOCTH TOpPTa
description — 3aj1aH1€ ONUCAHUS YCTPOUCTRA.

mac_filtering — unprpanus no MAC agpecam

mirroring — HacTpoika 3epkanupoBanus nopto (st TFortis SWU)
teleport — HacTpoiiKa TpaHCSALMUK BXOJIOB U COOBITHI Ha OJIOKM MHTErPALIUU
Teleport

lldp — HacTpoiika nporokona LLDP

SeNsors — HaCTPOIKa JaTYUKa TEMIIEPATYPhl/BIAKHOCTH

2. I'pynna komanz show

switch — cBognas nndopmarust 00 yCTponcTBe

ports — uHdopMaIus o nopram

igmp_snooping — urdopmaiusa o pabore IGMP Snooping
stp — uHbOpMarus o nmporokosie STP/RSTP

snmp— uHpopManus o mporokoiae SNMP

syslog - uadopmanus o npotokosie SYSLOG

vlan — uadopmarus o HactpoeHHBIX VLAN

sntp — uHpopmarms o nporokose SNTP

smtp— uHpopmalus o nmpotokose SMTP
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firmware— uHpOpMAaIUI 0 TEKYIIEH BEPCUH MTPOIIUBKU

packet— cTaTHcTHKa 110 TIEpeAAHHBIM/TIONYYEHHBIM MTAKeTaM Ha MOPTY
fdb — Tabnuia kommyTaruu

arpentry — ARP tabnuiia kommyTaropa

autorestart — nHpopManus o hpyHKIuu Autorestart

comfortstart — unpopmarus o pynkiuu Comfortstart

dry cont — uH(popMalus 0 COCTOSIHA CyXUX KOHTAaKTOB

tftp — undopmarus o nporokosie TFTP

events — nH(OpMaIMA 0 HACTPOCHHBIX COOBITHIX

802.1p — undopmarus o 6a30BbIX HacTpoiikax QoS
scheduling_mechanism — Tun pa®oTs! maHupoBiuka B QoS

dscp mapping — pacnpeneneaue DSCP meTok 1o ouepensm B QoS
bandwidth control — uapopmarys 0 OrpaHUYEHUU CKOPOCTU HA TIOPTY
poe - uadopmarius o PoE

config — oToOpaskeHne Bceil KOHPUTypaIuu KoMMyTaTopa
mac_filtering — undopmanus o punsrpaunu no MAC agpecam
mirroring — uHGOpMaIs O HACTPONKE 3epKATTMPOBAHUS TOPTOB
teleport — undopmarms o HaCTpoiiKe TPaHCISIMKU Ha OJIOKU MHTETpallun
Teleport

1ldp — mpocmoTp uHbOpPMaIK 0 HacTpoiike mpoTokosa LLDP

® SENnsors — MPOCMOTP UH(MOPMALIMH C TATYUKOB TEMIIEPATYPhI/BIAKHOCTH

3. OGHOBEHME NPOIIMBKHU U 3arpy3ka koHpurypamuu ¢ TFTP cepsepa
download

4. Coxpanenue HacTpoek u cucteMHoro Jjora Ha TFTP cepsep
upload

5. Ytunura Ping
ping

6. YTuiura nuarnoctuku kadens (KabenbHbiil TecTep)
cable diag

7. CoxpaHeHHe U TPUMEHEHNE HACTPOCK
save

8. Ilepe3arpy3ka

reboot

9. BeIBOJI cripaBKH 110 KOMaH1aM
help i ?

6. BBIXOJI U3 pexkuma ynpasienus Telnet
exit

eknama
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5.4.3 I'pynna config
5.4.3.1 Cemesvie nacmpoiiku (config ipif)

1. IP agpec komMyTaropa.
config ipif System ipaddress <IP>
Ipumep: config ipif System ipaddress 192.168.0.100

2. Macka nmojiceTd KOMMYyTaTopa.
config ipif System netmask <IP>
Ipumep: config ipif System netmask 255.255.255.0

3. Anpec uuto3a
config ipif System gateway <IP>
Ipumep: config ipif System gateway 192.168.0.1

4. Anpec DNS cepsepa
config ipif System dns <IP>
Ipumep: config ipif System dns 192.168.0.1

5. Pexxum pabotet DHCP knunenTa
config ipif System dhcp <STATE>
Ipumep: config ipif System dhcp enable — exnrouen pescum DHCP
KAUeHma

5.4.3.2 Hacmpoiiku nopmog (config ports)

1. Cocrosinue nopra. (ITopT MOKHO IPUHYTUTETHHO BHIKIFOYHTH )
config ports <PORTLIST> state <STATE>
ITpumep: config ports 1-1 state disable

2. CKOpoCTb Ha MOPTY

config ports <PORTLIST> speed <SPEED>
<SPEED> mo:xeT NpMHMMATh CJeAYyIOLIHe 3HAYCHUS
auto

100_full

100_half

10_full

10 _half

Ipumep: config ports 1-6 speed auto
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3. Kontpons notoka (Flow Control)
config ports <PORTLIST> flow_control <STATE>
Ipumep: config ports 1-2 flow control enable

4. Yopasnenue PoE (Power ower Ethernet)
config ports <PORTLIST> poe <STATE>
Ilpumep: config ports 1-1 poe disable

5. Pexxum pabotel mopta SFP. (Tonwsko gy moptoB ¢ SFP ciiotom)
config ports <PORTLIST> sfp_mode <SMODE>
<SMODE> MoxeT NpuHUMAaTh 3HAYEHUS
e auto — pexxuM coBMecTUMOCTH ¢ obopyaoBanueM CISCO u psiaom
IPYyTUX
e forced — ocHOBHOII pexuM, paboTaeT ¢ OOJBITUHCTBOM 000PYIOBAHUS.
dopcupoBaHHHOE MOAHATHE JIMHKA TIPU OOHAPYKEHUU CUTHAJIA TI0
OTITHKE
Ipumep: config ports 6-6 sfp _mode auto

5.4.3.3 Hacmpoiika mynemuxacma (IGMP Snooping)

1. Bxmtouenue IGMP Snooping
config igmp_snooping state <STATE>
Ipumep: config igmp snooping state enable

2. CruCcoK OpPTOB, HA KOTOPBIX AKTUBEH CHYIIUHT
config igmp_snooping portlist <PORTLIST>
Ipumep: config igmp snooping portlist 1-6

3. Query Interval - uaTepBan BpeMEHU MEXK1y OTIPABKOM COOOIICHUM
Query (B cexkyHIax)

config igmp_snooping query_interval <VALUE>

Ipumep: config igmp snooping query_interval 60

4. Query Response Interval - MakcumanabHOE BpeMs OKUIaHUS OTBETA OT
X0CTa Ha OTHpaBKy nepuoanueckux oommx Query. (1-25 cexynn)

config igmp_snooping query_response_interval <VALUE>

Ipumep: config igmp snooping query response_interval 10

5. Group Membership Interval - unTepBasl BpeMEHU B T€UEHHE KOTOPOTO
Mapuipytuzarop oxunaet noaydenusi IGMP Report. (1-255 cekynn)
config igmp_snooping group_membership_time <VALUE>

Ipumep: config igmp snooping group _membership time 255

6. Other Querier Present Interval - ecnmu kommyTatop Non-Querier, To eciu
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OH B TEUEHHUHU TOT0 UHTEpBaJia He moTyuyrs1 Query, To OH HAUMHAET CUUTATh
cebs Querier.

config igmp_snooping other_querier_present_int <VALUE>

Ipumep: config igmp snooping other querier present int 255

7. Send IGMP Query — BO3MOXXHOCTb OTKJIFOUUTh OTIIPABKY KOMMYTaTOpOM
coobmenuit General Query

config igmp_snooping send_query <STATE>

Ipumep: config igmp snooping send_query disable

5.4.3.4 Hacmpoiiku STP/RSTP

1. Bxmouenue STP/RSTP
config stp state <STATE>
Ipumep: config stp state enable

2. Bei6op Bepcun nporokosia STP uinu RSTP

config stp version <VERSION>

<VERSION> M0XeT NpUHUMATh CIEAYIOIINE 3HAYCHUSA:
1. stp
2. rstp

Ilpumep: config stp version rstp

3. [Ipuopurert (Bridge priority)
config stp priority <VALUE>
Ipumep: config stp priority 32768

4. Bridge Hello Time
config stp hellotime <VALUE>
Ipumep: config stp hellotime 2

5. TX Hold Count
config stp txholdcount <VALUE>
Ipumep: config stp txholdcount 6

6. Bridge Max Age
config stp maxage <VALUE>
Ipumep: config stp maxage 20

7. Forward Delay Time
config stp forwarddelay <VALUE>
Ipumep: config stp forwarddelay 15

8. Bxmouenue npornycka BPDU naketo (BPDU Forwarding)
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config stp forward bpdu state <STATE>
Ipumep: config stp forward bpdu state enable

5.4.3.5 Hacmpoiitka SNMP

1. Bkiirouenue SNMP
config snmp state <STATE>
Ipumep: config snmp state enable

2. IP aapec cepepa (st SNMP Traps)
config snmp host <IP>
Ipumep: config snmp host 192.168.0.1

3. Ctpoka coobiiectBa ureHus: (Read Community)
config snmp read_community <STRING>
Ipumep: config snmp read community public

4. Ctpoxa coobmiectna 3anucu (Write Community)
config snmp write_community <STRING>
Ipumep: config snmp write_community private

5. Bepcus npotokona (Ilognepxxuaercss SNMPv1 u SNMPv3)
config snmp version <VALUE>

rae <VALUE>: 1,3

Ipumep: config snmp version 1

6. Yposenns 6e3omacHoctu (Security Level) nis SNMP v3
config snmp level <VALUE>
rae <VALUE>:
0 - NoAuth, NoPriv
1 — Auth, NoPriv
2 — Auth, Priv
Ipumep: config snmp level 2

7. Ims nonw3oBarens ainsg SNMP v3
config snmp user_name <STRING>
Ipumep: config snmp user name administrator

8. Auth Password st SNMP v3 (HeoOxoaum eciiv BbIOpaH ypOBEHb
6e3omnacHoctu Auth,NoPriv uiu Auth,Priv)

config snmp auth_pass <STRING>

Ipumep: config snmp auth_pass test

9. Priv Password mms SNMP v3 (Heo0xoauM eciu BRIOpaH YPOBEHB
6e3onacHoctu Auth,Priv)
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config snmp priv_pass <STRING>
Ipumep: config snmp priv_pass test

9. Engine ID ans SNMP v3, yHUKanbHbINA UAEHTU(DUKATOP
config snmp engine_id <STRING>
Ipumep: config snmp engine id 8000442303C01146050001

5.4.3.6 Hacmpoiika Syslog

1. Bxmouenue Syslog
config syslog state <STATE>
Ilpumep: config syslog state enable

2. IP agpec cepBepa
config syslog host <IP>
Ipumep: config syslog host 192.168.0.1

5.4.3.7 Hacmpouixka VLAN

1. o6asnenue u penaktupopanre VLAN
1.1 JloGaBneHue u pelakTHpOBaHKE TErMPOBAHHBIX MOPTOB B VLAN
config vlan vlanid <VALUE> add tagged <PORTLIST>
<VALUE> - nomep VLAN a 1151 peJakTUpOBAHUS, TAKIKE MOKHO
yka3atb uHtepBan VID mis penaktupoBanus Heckonbkux VLAN oB.
<PORTLIST> - cniucok nopToB, K KOTOPBIM 3TO IPUMEHUMO
Ipumep: config vian vianid 1 add tagged 1-3
Hpumep: config vian vianid 50-64 add tagged 1-3

1.2 JloGaBneHue u pelakTUPOBAHUE HETETUPOBAHHBIX TOPTOB

config vlan vlanid <VALUE> add untagged <PORTLIST>
<VALUE> - nomep VLAN a s pegakTHpOBaHUS, TAKKE MOKHO
ykazatb uHTepBan VID mns penaktupoBanus HecKoabkux VLAN 0B.
<PORTLIST> - cnucok noproB, K KOTOPBIM 3TO IPUMEHUMO
Ipumep: config vian vianid 1 add untagged 4-4

1.3 Jo6aBieHue U peaakTUpoOBaHUE MOPTOB, HE uieHOB VLAN
config vlan vlanid <VALUE> add not_memb <PORTLIST>
<VALUE> - nomep VLAN a 1151 pegakTUpOBaHUSI, TAKIKE MOKHO
yka3atb uaTepBan VID s penaktupoBanus Heckoiabkux VLAN 0B.
<PORTLIST> - cniucok nopToB, K KOTOPBIM 3TO MPUMEHUMO
Ipumep: config vlan vianid 1 add not_memb 5-6
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2. Ynaneaune VLAN

config vlan vlanid <VALUE> delete vlan

<VALUE> - nomep VLAN a 1151 peJakTUpOBAHUS, TAKIKE MOKHO
ykaszaTe uHTepBan VID mis penakrupoBanus Heckoiabknx VLAN oB.
Ipumep: config vian vianid 2 delete vian

3. IlepenmenoBbiBanrie VLAN

config vlan vlanid <VALUE> name <STRING>

<VALUE> - Homep VLAN a 11 peJakTupoBaHusl, TAKKE MOKHO
ykaszaTh uHTepBan VID mis penakrupoBanus Heckodbknx VLAN oB.
Ilpumep: config vlan vlanid 2 name my vian2

[TepeumenoBeiBaeT VLAN ¢ VID 2 B «my_vlan2»

4. YcranoBka Management VLAN
config vlan mngt vlan <VALUE>
Ilpumep: config vian mngt vian 2
N3menser Management VLAN Ha 2
5. Hacrpoiika VLAN Trunking
5.1 Brimouenne mexanusma VLAN Trunking
config vlan vlan_trunking state <STATE>
Ilpumep: config vian vian_trunking state enable

5.1 Hactpoiika moptoB B VLAN Trunking
config vlan vlan_trunking ports <PORTLIST> state <STATE>
Ilpumep: config vian vian_trunking ports 1-2 state enable

5.4.3.8 Hacmpoiika SNTP

1. Bkmrouenue SNTP
config sntp state <STATE>
Ilpumep: config sntp state enable

2. IP agpec SNTP cepepa
config sntp primary <IP>
Hpumep: config sntp primary 192.168.0.1

3. Yacooii nosic (otHocutenbHo UTC)
config sntp timezone <VALUE>
Ipumep: config sntp timezone +6

5.4.3.9 Hacmpoiika (pynkyuu xomgpopmmnozo cmapma euoeoxkamep

1. Bpems nporpeBa Tepmokoxyxa (1 mim 2 yaca)
config comfortstart sstime <VALUE>
Ilpumep: config comfortstart sstime 2
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2. BxiroueHnre GyHKIIUN Ha TOpTax
config comfortstart portlist <PORTLIST> state <STATE>
Ipumep: config comfortstart portlist 1-4 state enable

5.4.3.10 Hacmpoiika ¢pynkyuu 3auqumot om 3a6UCAHUA

1. Bxirouenue GyHKIIMN HA TOPTaxX
config autorestart port <PORTLIST> state <AR_STATE>
rae <AR_STATE> npunumaet ciieyronme 3Ha4yeHus:
e disable
e link
* ping
e speed
Ipumep: config autorestart port 1-4 state link

2. IP agpec kamepsl Ha IopTy (mpu BeIOpaHHOM cnioco6e o PING'y)
config autorestart port <PORTLIST> host <IP>

Ilpumep: config autorestart port 1-1 host 192.168.0.13

3. MuHuMainbHasi CKOpOCTh Ha MOPTY (IIpH BeIOpaHHOM MeToie Speed)
B Kowur/cek.

config autorestart port <PORTLIST> min_speed <VALUE>
Ipumep: config autorestart port 1-1 min_speed 3

4. MakcuMaibHasi CKOpOCTh Ha MOpTy (pu BeIOpaHHOM MeToze Speed)
B Kowut/cek.

config autorestart port <PORTLIST> max_speed <VALUE>
Ilpumep: config autorestart port 1-1 max speed 1000

5.4.3.11 Hacmpoiika cyxux KoHmaxmoe (yughpoewie 6xoowvt)
B cucreme komaH IPUCYTCTBYIOT BXO/IbI C TIOPSAKOBBIMUA HOMepamu 0-2.

e Bxon 0 — maTumk BCKpbITHS KpbIIKK Ha ycrpoiictBax TFortis PSW-
2G+u TFortis PSW-2G6F+ . Henb3st ”3BMEHUTH YPOBEHB
cpabaTbIBaHUs BXOJA.

e Bxona 1 — oCHOBHOI BXOJI, UCIIOJIB3YETCS JIJIsI MOJKIIOUEHUS JaTYNKOB
MOJIb30BaTEs, HAa TJIATE KOMMYTAaTOpa UMEET MapKUPOBKY «Sensor 1

e Bxona 2 — IONOJHUTENBHBIN BXO/I, MOXKET UCIIOIB30BATHCS TAKKE IS
MOAKIIFOYHUS JATYMKOB, HO HE UMEET 3alluThl, Kak Bxox 1, Ha mate
KOMMYTATOpa UMEET MapPKUPOBKY «SEensor 2».
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B o0miem ciydae uist BXO1a IPUMEHUMBI CIIETYFOIIE KOMaH/IbI:
1. Pa3pemienue paboTsl Bxoja (T.e. cpabaThIBaHUE BXOJIa IPUBOIUT K
BO3HUKHOBEHUIO COOBITHS, KOTOPOE MOXKET PAaCChUIAThCS 33JaHHBIM CIIOCOOOM,
Hanpumep Syslog)

config dry cont <NUM> state <STATE>
rie:

<NUM> - HOMEp BXOz1a

<STATE> - coctosinue

Ilpumep: config dry cont [ state enable

2. Be16op cocTosiHUS BX0J1a, KOTOPOE CUUTACTCSI aBapUMHBIM, U IIPU KOTOPOM
MPOUCXOIUT POPMHUPOBAHUE COOBITHS
config dry _cont <NUM> alarm_level <STATE>
rae:
<NUM> - Homep Bxoja (0-2)
<STATE> - cocTosiHH€, COCTOSIHUE, CUNTAIOLIEECS AaBAPUNHBIM:
e short — 3amMKHyTOE COCTOSIHUE
® open — Pa30MKHYTOE COCTOSIHUE

Ilpumep: config dry cont I alarm_level connected

5.4.3.12 Hacmpouka TFTP
1. Bkimouenue TFTP

config tftp state <STATE>
Ipumep: config tfip state enable

2. nactpoiika UDP nopra (Ilo ymonuanuto nopt - 69)
config tftp port <NUM>
Ipumep: config tfip port 69

5.4.3.13 Hacmpoiika coovimuii

HacrtpauBatotcs Te coObITHS, KOTOPbIE HEOOXOIUMO OTIPABIIATH HA CEPBEP
MoHuTOpuHra. [Ipu ucnonb3zoBaHuu NpoToKona Syslog AOMOIHUTENIBHO
YKa3bIBa€TCsl YPOBEHb Ba)KHOCTH COOBITHSL.

nepemenHas <STATE> npuaumaet 3nauenue enable/disable

nepemenHass <NUM> yka3bIBaeT ypoBeHb BaxxHOCTH 0..7

Knama
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1. u3MeHeHue cTaryca JIMHKA
config events port_link state <STATE> level <NUM>
Ilpumep: config events port link state enable level 4

2. u3menenue craryca PoE
config events port_poe state <STATE> level <NUM>

Ipumep: config events port _poe state enable level 4

3. u3MeHenue Tomnosioruu B mpotokonax STP/RSTP
config events stp state <STATE> level <NUM>

Ipumep: config events stp state enable level 4

4. mponaJy JUHK NpU akTUBHOU (pyHKIIMU Auto Restart
config events ar_link state <STATE> level <NUM>

Ipumep: config events ar link state enable level 4

5. ynanenHoe yctpoiictBo He oTBeTHiI0 Ha PING nipu aktuBHON (QyHKIIMH
AutoRestart
config events ar_ping state <STATE> level <NUM>

Ipumep: config events ar ping state enable level 4

6. HU3Kask CKOPOCTh HA MOPTY MpH akTUBHOU (QyHKIMH AutoRestart
config events ar_speed state <STATE> level <NUM>

Ipumep: config events ar speed state enable level 4

7. HU3Kas CKOPOCTh HA MOPTY MpH aKTUBHOU (yHKIMH AutoRestart
config events ar_speed state <STATE> level <NUM>

Ipumep: config events ar speed state enable level 4

8. COOBITHSI CUCTEMBI
config events system state <STATE> level <NUM>

IIpumep: config events system state enable level 4

9. cobwiTHs MOayJist Oecniepedoitnoro mutanus (UPS)
config events ups state <STATE> level <NUM>
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Ilpumep: config events ups state enable level 4

10. cpabaTbiBaHUE CyXHUX KOHTAaKTOB
config events dry_cont state <STATE> level <NUM>

Ilpumep: config events dry cont state enable level 4

11. coOpITHS IO JATUYMKY TEMIEPATypPhl/BIaKHOCTU
config events temperature state <STATE> level <NUM>

Ilpumep: config events temperature state enable level 4

5.4.3.14 Hacmpoiika yuemmnslx 3anuceil nojiv3osameJieil

1. Co3manre HOBOTO MMOJIL30BATEII
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums nonb3oBatens (Makc. 20 CUMBOJIOB),
<PASSWORD> - napospb (Makc. 20 cMMBOJIOB),
<MODE> - ypoBeHb IpaB:
e admin_rule
e user rule
Ipumep: config user account add username password admin_rule
Co3zaeM y4eTHYIO 3alIMCh aIMUHUCTPATOPa C HMEHEM «USername» U MnapoJieM
«password

2. PepaktupoBaHue JaHHBIX MOJb30BATENS
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums nonb3oBatens (Makc. 20 CUMBOJIOB),
<PASSWORD?> - naposib (Makc. 20 CHUMBOJIOB),
<MODE> - ypoBeHb IpaB:

e admin_rule

e user rule
Ipumep: config user account add username password user rule
VY co3gaHHOM y4eTHOM 3alKCH «username» M3MEHWIN MpaBa JocTyna (Ha
User)

3. Y maneHue noap30BaTeNs

config user_account delete <USERNAME>

raie <USERNAME> - ums nons3oBatens (Makc. 20 CHMBOJIOB)
Ipumep: config user account delete username

VY anunm yd4eTHyI0 3alKch «uUsernamey.
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5.4.3.15 Hacmpoiika QoS
1. Bkmrouenue mexanuzma QoS
config 802.1p state <STATE>
Ipumep: config 802.1p state enable

2. Hacrpoiika nmpuopurera no ymonuanuio (Default priority)
config 802.1p default_priority ports <PORTLIST> <NUM>
rae <NUM> - npuopurer 0-7

Ipumep: config 802.1p default priority ports 1-3 7

3. Hacrpoiika npuoputeroB CoS

config 802.1p user_priority <NUM1> <NUM2>

rae <NUM1> - Homep npuopurera (0-7),

<NUM2> - Homep ouepeau o0CTy>KUBarouil 3ToT mpruoputeT (0-3)
Ipumep: config 802.1p user priority 5 2

4. Tun paboThI TUTAHUPOBIIUKA
config scheduling mechanism <MODE>
rae <MODE>:
o strict - Strict priority - makeTsl ¢ 60J€€ BBICOKUM IPUOPUTETOM
OytyT 00pabaThIiBaThCs IEPBLIMU
o weight_fair - Weighted fair priority - nakets! ¢ pa3HbIM
MPUOPUTETOM 00pabaThIBaAIOCS KOMMYTAaTOPOM B COOTHOIIEHNH 8:4:2:1

5. Hacrpoiika npuoputetoB ToS (DSCP)

config dscp_mapping dscp_value <NUM1> queue <NUM2>

rae <NUM1> - 3nauenue metku DSCP 0-63,

<NUMZ2> - nHomep ouepeau obcimyxuBaroiuii 3ToT nproputet (0-3)
Ipumep: config dscp mapping dscp value 61 queue 3

6. HacTpoiika orpaHMueHHs] CKOPOCTH Ha OPTAX
config bandwidth_control <PORT_LIST> <MODE> <NUM>
rae <PORT _LIST> - criucok nopros,
<MODE> - HanpaBieH1e OrpaHUYCHUS:
e rx_rate — OorpaHuyeHue Ipuéma
e tx rate — orpaHuycHue reperayn
<NUM> - 3nauenue ckopoctu B Kout/c. 0 — ecnu HeT orpaHUYCHUS.
Ipumep: config bandwidth control 1-5 rx_rate 10000
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5.4.3.16 Hacmpoiika onucanus ycmpoiicmea
1. HacTpolika Ha3BaHUsS YCTPONCTBA

config description name <STRING>
Ipumep: config description name psw-2g4f

2. HaCTPOMKA MECTOPACIIOIOKEHUS yCTPOUCTBA
config description location <STRING>

Ipumep: config description location servernaya

3. HACTpOIiKa KOHTAKTOB 00CTY>KMBAIOIIEH OpraHnu3aluu
config description location <STRING>

Ipumep: config description company superpuper-telecom

4. HACTpOMKA ONMCAHUS IOPTOB
config description port <PORTLIST> <STRING>
Ipumep: config description port 5 portl

5.4.3.17 Hacmpoiika ¢puavmpayuu no MAC aopecam

1. HacTpoiika cocTosiHUA MOpTa
config mac_filtering port state <PORTLIST> <MODE>
rae <PORT _LIST> - criucok noprtos,
<MODE> - pexum paboTsl nopTa:
e normal - Normal
e mac — Secure: MAC Filtering
e port — Secure: Port Shutdown
e port temp — Secure: Temporary Port Shutdown
Ipumep: config mac_filtering port state 1-3 mac
2. Job6asnenne MAC aapeca K CIHCKY pa3pelIéHHbIX
config mac_filtering add <PORT> <MAC>
rae <PORT> - nopr,
<MAC> - MAC anpec
Ipumep: config mac_filtering add 1 00:11:22:33:44:55

3. Ynanenne MAC aznpeca U3 criucka pa3pemeHHbIX
config mac_filtering del <PORT> <MAC>

rae <PORT> - nopr,

<MAC> - MAC anpec

Ipumep: config mac_filtering del 1 00:11:22:33:44:55
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5.4.3.18 Hacmpoiixka 3epKanupoeanus nopmoe

OyHKIUS MOAIEPKUBACTCS TOJIbKO Ha komMmyTatopax TFortis SWU.

1. Brmrouenue GyHKIIUN 3epKATUPOBAHUS
config mirroring state <STATE>
rae <STATE> - cocTosiHue akTUBHOCTH MPOTOKOJIA
e enable — 3epkanupoBaHue BKIOYEHO
e disable — 3epkanupoBaHUE BBHIKIIOUYECHO
Ilpumep: config mirroring state enable

2. Hactpoiika mopToB-UCTOYHHUKOB

config mirroring ports <PORTLIST> type <TYPE>

rae <TYPE> - tun 3epkanupoBaHus

normal — 3epKanupoBaHUE HA MOPTY BBIKIKOYEHO

rX — 3epKaJINpOBaHME BXOJALIETO Tpaduka

X — 3epKaJupOBaHNe UCXOASAIIEro Tpaduka

both — 3epxanmupoBaHue BXOALIETO U UCXOIAUIETO Tpaduka

llpumep: config mirroring ports 1-10 type rx

3. Hactpolika nopta Ha3HaYEHUS
config mirroring target <PORT>

Ilpumep: config mirroring target 11-11

5.4.3.19 Hacmpoiika yoanénnuvix ycmpoiicme Teleport

1. noGaBieHNEe yAaIEHHOTO YCTPOMUCTBA

config teleport remdev add <IP>

<IP> - [P anpec ycrporicTBa

Ilpumep: config teleport remdev add 192.168.0.1

2. ylajieHUe yAaJleHHOTO YCTPOMCTBa

config teleport remdev del <IP>

<IP> - [P agpec ycrporicTBa

Ipumep: config teleport remdev del 192.168.0.1
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5.4.3.20 Hacmpoiika mpancaayuu éxooa uepes Teleport

1. BKITFOUEHHME TPAHCISIUU BXOJa

config teleport input <INPUT> state <STATE>

<INPUT> - uudpoBoii BXoa KOMMyTaTopa

<STATE> - enable 1151 BKIIFOUEHHS TPAHCISUU COCTOSIHUS BXOAA
Ipumep. config teleport input 1 state enable

2. npuBsska BxoJa k [P anpecy ynanénnoro ycrporcrsa
config teleport input <INPUT> remdev <IP>
<INPUT> - uudpoBoii BX0a KOMMyTaTopa

<IP> - [P anpec ynan€HHOro ycTtponcrsa

Ilpumep: config teleport input 1 remdev 192.168.0.1

3. IpUBsI3Ka BXOJa K HOMEPY BbIX0/1a YAAIEHHOTO YCTPOUCTBA
config teleport input <INPUT> remport <OUTPUT>
<INPUT> - HOoMep 1tupoBOro BXojia KOMMyTaTopa
<OUTPUT> - HOMED BBIXOJA YIATIEHHOTO YCTPOMCTBA
Ilpumep: config teleport input 1 remport 1

4. uHBepcHUs BbIXOJA YIAIEHHOTO YCTPONCTBA

config teleport input <INPUT> inverse <STATE>

<INPUT> - HoMep 1tuppoBOro BXoj1a KOMMyTaTopa

<STATE> - Bxmouenue naBepcun. Ha ynanéunoe yctponcTBo Oyaer
TPAHCIUPOBATHCSI HHBEPCHOE COCTOSTHUE BXO/a

Ilpumep: config teleport input 1 inverse enable

5.4.3.21 Hacmpoiika mpancaayuu coovimuii yuepe3 Teleport

1. BKJIIOYEHHUE TPAHCISLUUN COOBITUS

config teleport event <NUM> state <STATE>

<NUM> - tun coosiTusi: 1 — coObITHE MO NMEepexoay KOMMYTaTopa Ha
pesepBHoe niutanue ot AKbB, 2 — coObITie 0OHapyKeHUs 3aBUCAHUS KaMEPbI

<STATE> - enable 1151 BKIFOUSHUS TPAHCIISAIUU COOBITHS

Ilpumep: config teleport event I state enable

2. mpuBsizka coobiTus K [P anpecy ynanéHHoro ycrpoiictaa

config teleport event <NUM> remdev <IP>

<NUM> - tun coObITust: 1 — coObITHE IO IEPEX0Ly KOMMYyTaTopa Ha
pesepBHoe tutanue ot AKb, 2 — coObITre 0OHapy ) eHUs 3aBUCAHUS KaMePbl
<IP> - IP anpec ynan€HHoro ycrponcrsa

Ilpumep: config teleport event 1 remdev 192.168.0.1

3. IpUBSA3Ka COOBITHSA K HOMEPY BBIX0/1a YAAJIIEHHOTO YCTPONCTBA
config teleport event <NUM> remport <OUTPUT>
<NUM> - tun coobITus: 1 — coObITHE MO NMEepeXoay KOMMYTaTopa Ha
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pesepBHoe ntutanue ot AKbB, 2 — coObITre 0OHapyeHUs 3aBUCAHUSI KaMEPbI
<OUTPUT> - HOMED BBIXOJA YIATIEHHOTO YCTPOMCTBA
Ilpumep: config teleport event 1 remport 1

4. nHBepCus BBIXOJA YIAJEHHOIO YCTPOMCTBA

config teleport event <NUM> inverse <STATE>

<NUM> - tun coObIitusi: 1 — coObITHE TIO IEPEX0ly KOMMyTaTopa Ha
pesepBHoe nutanue oT AKB, 2 — coObiTre 00Hapy>KeHus 3aBUCAHUs KaMephl
<STATE> - Bxmouenue naBepcuu. Ha ynanéanoe ycTpoicTBo OyaeT
TPAHCIUPOBATHCS UHBEPCHOE COCTOSIHUE COOBITHS

Ilpumep: config teleport event I inverse enable

5.4.3.22 Hacmpoiika npomokona LLDP

1. Bimrouenue nporokosia LLDP

config lldp state <STATE>

<STATE> - enable g4 sxmouenus LLDP, disable — nisa otrkmrouenus LLDP
llpumep: config lldp state enable

2. UnTepBan ornpasku LLDP coobienuit

config lldp transmit interval <NUM>

<NUM> - unTepBai OTIpaBKu cOOO0IIeHNI B ceKkyHnax (5-120)
Ilpumep: config lldp transmit _interval 30

3. Muoxwurenb xpanenuss LLDP coobmenuit

config lldp hold_multiplier <NUM>

<NUM> - muoxwutenb xpanenusi LLDP cooOmienuit B cekynnax (5-120)
Ilpumep: config lldp hold multiplier 4

4. Cocrosiue nporokona LLDP na mopty

config lldp port <PORTLIST> state <STATE>
<PORTLIST> - HomMEp nOpTa WM CIIUCOK NTOPTOB
<STATE> - cocrosinue nporokona LLDP Ha nopty
Ilpumep: config lldp port 1-5 state enable

5.4.3.23 Hacmpoiixa Telnet

1. BkroueHue/BeIkIouenne Telnet

config telnet state <STATE>

<STATE> - enable nis Bximrouenus , disable — myis oTkimroueHus
Ilpumep: config telnet state enable
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[Ipu otkmouenun Telnet Texkyias ceccus Oyner pazopBaHa.

2. BKJIIIOYEHUE/BBIKIIIOUEHHE OMIUHU «IX0H»

config telnet echo <STATE>

<STATE> - enable n1s1 BKItOUeHMS OIMIUHU «3X0», disable — my1s1 oTKIIOYCHMS
Ilpumep: config telnet echo enable

3. HACTPOWKA TaMayTa CECCUU

config telnet timeout <NUM>

<NUM> - Taimayt ceccuu 5-120 MuHyT
Ilpumep: config telnet timeout 60

5.4.4 I'pynna show

Bo3MmoskHbIE KOMaH/IbI:
e switch — cBonHag nuH@opmanusa 00 ycTpoucTBe
ports — uHdOpMaIus 1o MopTam
1igmp_snooping — uHdopmanus o pabore IGMP Snooping
stp — undopmanusa o nporokosie STP/RSTP
snmp— uH(opmaius o nporokoiae SNMP
syslog - uadopmanus o npotokosne SYSLOG
vlan — undopmarus o HactpoeHHbIX VLAN
sntp — uH@opmarius o nporokose SNTP
smtp— uHopmarus o npotokose SMTP
firmware— uH(opmaIus o TeKyIIe BepCuu MPOIINBKU
packet— cTaTUCTHKA O MepeIaHHBIM/TIOIyYeHHBIM MTaKeTaM Ha MOPTY
fdb — Tabnuua kommyTanuu
arpentry — ARP taGnuia kommyTtaropa
autorestart — nn@opmanus o pyHkuuu Autorestart
comfortstart — undopmarus o pynkiuu Comfortstart
dry cont — uadopmarus 0 COCTOSIHU CyXUX KOHTaKTOB
tftp — undopmarnus o nporokosie TFTP
events — mHGOPMAIIUSI O HACTPOSHHBIX COOBITHSIX
802.1p — undopmanus o 6a30BbIX HacTpoiikax QoS
scheduling_mechanism — Tun pa®oTsl muaHupoBiuka B QoS
dscp_mapping — pacnpeaeneane DSCP metok mo ouepemsim B QoS
bandwidth control — uHGOpMaIHs 0 OTpaHUYECHUN CKOPOCTH HA TIOPTY
poe — undopmarus o PoE mo Bcem nopram
config — mpoCMOTp MOJTHON KOHPUTYpauU
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mac_filtering — ungopmanus o punsrpanuu no MAC agpecam
inputs — nH(pOpPMAaIKs 0 BXOaX IJIAThl PACIIUPEHHUS

outputs — uHGOpMaIIKs O BBIXO/AX IJIaThl PaCIIUPEHUs

rs485 — undopmanus o HacTpoiike RS485

teleport — ciucok moaxroueHHBIX brokoB Tpancnsiuu Teleport
lldp — nadopmanms o HacTpolikax nmpotokona LLDP

sensors — UHpopMaIus OT 1aTYUKa TEMIIepaTypbl/BIaKHOCTU

Bce komaHibl B 3TOM rpyIine MOKHO pa3/IeIUuTh Ha HECKOJIBKO MOATPYIII:
e [Ipocmotp undpopmanuu o kommyTtatope (Croma BXOAST Takue
nepeMeHHbIe, KaK CTaTUCTHKaA MopToB, ARP-Tabnuna, Bepcus

IIPOIIUBKH, BpeMsI up-time)

e [Ipocmotp HacTpoek kommyTtaropa (IIpocMoTp TEKyIIMX HaCTPOEK

KOMMYTAaTopa.)

5.4.4.1 IIpocmomp ungpopmanuu 0 Kommymamope

1. BriBoa cBOAHOM MH(OpPMAIUU O YCTPOMCTBE U €r0 KOH(PUTypariu

show switch
Device type:
MAC Address:
IP Address:
Subnet Mask:
Default Gateway:
Firmware Uersion:
Bootloader Uersion:
Serial Number:
Device Description:
Location:
Contact:
System Uptime:
Spanning Tree:
IGHP Snooping:

Device
Device

Comfort Start:
Auto Restart:

TFortis PSW-1G4F
CO:11:A6:05:00:00
192.168.0.1
255.255.255.0

255 .255.255.255
00.01.01

01.00

0]

Bd. Sh. Om.
disable
disable
disable
disable
ULAaNT,

disable
disable

14s

ULANZ2

2. BsiBog undopmaruu no nopram (CoctosiHue, TUHK, CKOPOCTh, AYTLIEKC,

PoE)
show ports — 1151 Bcex nopToB

show ports <PORTLIST> - TosIbKO 1J1 MOPTOB U3 CHUCKA
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1
State: enable

Speed/Duplex: 100M Full Duplex
Link: Up
PoE :

2

State: enable
Speed/Duplex: 100M Full Duplex
Link: Up

PoE: off

3

State: enable
Speed/Duplex: --=
Link: Down
PoE: Off

3. BriBoa uadopmanuu 0 BCTpOEHHOM MTPOTPAMMHOM 00€CTICUCHUN
KOMMYyTaTopa
show firmware

irmware Uersion: 00 .01.01
Bootloader Uersion: 01.00

4. BeiBoa Tabimipl kommyTaruu (FDB)
show fdb

AC Address Aging Time:

show fdb port <PORT> - BriBoj Tabnuiibl FDB no koHkpeTHOMY MOPTY

5. BeiBog MAC-ta0nuiisl
show arpentry

Fortis PSW-1GY4F#H#show arpentry
ARP Aging Time: 120

MAC Address

.168.0, 00:1D:60:1E:
.168.0, 18:CF:5E:DT:
.168.0, O0:0E:2E:T71:
.168.0. OO:1A:92:67:

B8:00:27:DF:
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6. BeIBO/I CTATUCTUKH MO MEpPeIaHHBIM/TIPUHATHIM JaHHBIM Yepe3 MOPThI
(BXomsImue / UCXOISAIINE TaKeThI)
show packet — ny1s1 Bcex moptoB
show paket <PORTLIST> - TOibKO AJI IOPTOB U3 CHHCKA
TFortis PSW-1GY4F#Hshow packet

good bytes: T65TO3
good bytes: 119191
discards packets:

filtered packets:

filtered packets:

good bytes: 128041
good bytes: 758146
discards packets:

filtered packets:

filtered packets:

7. BeiBoxa cratuctuku PoE no Bcem nmopram
show poe — 15 Bcex mopToB
show poe <PORTLIST> - TonpKO 17151 TOPTOB U3 CIIHCKA

PoE A PoE B
32.296 W

5.4.4.2 IIpocmomp nacmpoex Kommymamopa
1. BwiBoa undopmarnuu o padore IGMP Snooping (aKTUBHOCTH, OPTHI)
show igmp_snooping

TFortis PSW-1G4FHshow 1gmp_snooplng
IGMP Snooping State: disable
IGMP Snhoopinhg Ports: 1 2 3 456

2. BeiBon undopmaruu no nporokoiay STP

show stp
TFortis PSW-1GY4F#show stp
STP State: disable
STP Uersion: RSTP
Max Age: 20
Hello Time: 2
15
5
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3. BeiBoa undopmaruu mno nporokosry SNMP
show snmp

Jns SNMP vl:
TFortis P3sW-Z2GeF+Hshow snmp

Command: show snmp
State: enable
version: 1
Server IP: 0.0.0.0
Read community: public
Write community: private

Jnsa SNMP v3:
TFortis PSW-2GBF+H#show snmp
Command: show snmp
SNHMP State: ehable
SNMP version: 3
SNMP Server IP: 0.0.0.0

SNMP Engine ID: 2000A42303COT11A6050001
Security Level: Auth,Priv

User Name: test

Auth Password: test

Priv Password: test

4. BeiBox nuH(opmanuu no npotokoay Syslog
show syslog

TFortis PSW-1G4F#show syslog

Syslog State: disable
Syslog Server: B.0.0.0

5. BeiBox Hactpoek VLAN
show vlan — BrBOA criricka Bcex VID
show vlan all — BeiBo criicka Bcex VID

show vlan 1 — BeiBo nH(pOpManuu no koHkpeTHOMY VID

TFortis PSW-1GU4F#Hshou vlan

UID: 1

ULAN Mame: Default
ULAN Type: Static
Tagged Ports:

Untagged Ports: 3456

UID: 2

ULAN Name: 2

ULAN Type: Static
Tagged Ports:

Untagged Ports: 1 2

6. BeiBog nadopmanmu o Hactporike SNTP
show sntp

KommyTtatopbl-TFortis-PykoBoAcTBO-nO-HacTpolike 105
KDAD' : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru



bl: TFortis

Fortis PSW-1G4F#show sntp
SNTP State: disable

SNTP Server: 0.0.0.0
urrent Time: P0:00:00
urrent Date:

7. BeiBoa uadopmaruu o HacTpoitke SMTP
show smtp

Fortis PSW-1G4F#show smtp
State: disable
Server IP: 0.0.0.0
Server MName:

Server Port: 25
Sender:

Receiver 1:

Receiver 2:

Receiver 3:

Login:

Password:

8. BeiBo1 nH(pOpMaIuy 0 HACTPOMKE (PYHKITUM 3aITUTHI OT 3aBUCAHUS
show autorestart

TFortis PSW-1G4FHshow autorestart
Auto Restart: Enable
: Mode - link
Port 2: Mode - Ping, IP - 192.168.0.10
Port 4: Mode - Speed, Limit - 3 Mbps

9. BriBog nHbopMaIuu 0 HacTporike GyHKIIUA KOMPOPTHOTO CTapTa
BUJICOKaMepP
show comfortstart

TFortis PSW-1G4FHshow comfortstart
Comfort Start Ports: 1 2

Soft start time: 1 Hour

10. BeiBoa uH(pOpMauu 0 HACTPOHKE CYyXHX KOHTAKTOB
show dry_cont
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Fortis PSW-1G4F#show dry_cont
. State: Enable, Alarm state: Connected, Current state: Connected

. State: Enable, Alarm state: Connected, Current state: Open
. State: Enable, Alarm state: Connected, Current state: Open

11. BeiBox undopmaruu o Hactpoiike TFTP
show tftp

TFortis PSW-1G4F#show tFtp
TFTP State: Enable
TFTP Port: 69

12. BeiBo nH(pOpMaIuy 0 HAaCTPOMKE CITUCKA COOBITHIMA
show events

Fortis PSW-1GU4FHshow events
vent List:

Port.link Enable,Leuvel 4
Disable,Level T
STP/RSTP Digsable.Level T
Autorestart.Link Enable,Level 4
Autorestart.Ping Enable,Level 4
Autorestart.Speed Enable,Level 4
Disable.Level T
Enable,Level 4
Access control Enable,Level 4

13. BeiBoa undopmanuu o QoS
13.1.Cocrosinne
show 802.1p state

TFortis PSW-1G4F#show 802.1p state

QoS State: Disable

13.2. Uadopmaiiusi 0 IpHOPUTETAX M0 YMOTIAHUIO
show 802.1p default priorit
TFortis PSW-1GY4FHshow 802.1p default_priority
1: Priority O
: Priority ©
Priority O

Priority O

p
3:
4: Priority 0
5.
6: Priorit

13.3 Uadopmanus o mpuoputerax CoS
show 802.1p user_priority
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13.4 Tun paboThI IIJIAHUPOBIITUKA

bl: TFortis

TFortis PSW-1G4FH#show 802.1p user_priority
lori Queue
Queue

Queue

Queue
Queue
Queue
Queue
Queue

show scheduling mechanism

Fortis P3SW-1G4F#show scheduling_mechanism

Scheduling

mechanism:

Weighted fair

13.5 Nudopmanus o npuoputerax ToS (DSCP)
show dscp_mapping

TFortis PSW-1GY4F#show dscp_mapping

o,

Queue

1, Queue

, Queue
, Queue
, Queue
, Aueue
, Queue
, Queue
, Queue
, Queue

, Queue
. Queue
, Queue
. Queue
, Queue
, Queue

- =0 o000 o0

DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP

16,
17,
18,
19,
20,
21
22,
23,
24,
25,
26,
27,
28,
29,
30,
31

Queue
Queue
Queue
Queue
Queue

, Queue

Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue

, Queue

1

— el ek el ek ek ek ek el ek e ek ek ek ek

DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP

13.6 Mudopmanust 06 orpaHU4€HUH CKOPOCTH
show bandwidth_control
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TFortis PSW-1G4FH#show bandwidth_control
: RxLimit
: RxLimit
: RxLimit

: RxLimit
: RxLimit
: RxLimit

,TxLimit
,TxLimit
,TxLimit
L TxLimit
. TxLimit
. TxLimit

bl: TFortis

11m1t

14. BriBo noiHOM KOHGUTYpanuu kommyTaropa. (BeiBoj ocyiiecTBisieTcs B
TOM K€ BUJIE, UTO U MPHU COXpaHEHUH (ailia KoHPUTypaluu, OMCaHHBINA B
pazaene 5.3.27.3)
show config

HEUENT_LIST_ACCESS_T=[12]
Dry contact settings
#DRY_CONTO_STATE=[1]
HDRY_CONT1_STATE=[1]
HDRY_CONT1_LEVEL=[1]
#DRY_CONT2_STATE=[1]
HDRY_CONT2_LEVEL=[1]
QoS settings
HPORT1 RnTE LIMIT_RX= [B]

15. Uudopmarus o HacTpoiike punbTparuu no MAC aapecam
15.1 CocrosiHre nopToB
show mac_filtering port_ state

15.2 Coucox pa3peménnsix MAC aapecos
show mac_filtering allowed

15.3 Crniucoxk 3abnokupoBanHbix MAC anpecoB
show mac_filtering blocked

16. Undopmarus o HacTpoiike TpaHCIALUUA BX0A0B Ha 010ku Teleport
show teleport

Command: show teleport
IP address

192.168.15.3 Teleport-1 Opora3

KO400C
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16. Unudopmarus o HacTpoiike LLDP

show lldp

Command: show 1ldp
LLDP state: Enable
ransmit Interval: 30
Multiplier: 4

Enable
Enable
Enable
Enable
Enable
Enable

18. Uudopmarius o qaTyrike TeMIepaTypbl/BIaKHOCTH

Command: show sensors

Temperature 32.6
Humidity 27

Temperature level max: 100
Temperature level min: -58
Humidity level max: 106
Humidity level min: @

5.4.5 Oonosiaenue I1O yepes TFTP

KommyTtatopsr TFortis PSW nonnep:xuBator oOHOBIEeHHE TpouBKH uepe3 Telnet,
rcnoJib3yro BHemHuM TFTP ceprep.

Komanna na oonosnenue I10:
download firmware fromTFTP <IP><PATH>
rae <IP> - IP agpec TFTP cepsepa

<PATH> - nyts 110 daitna npommBKu

PaccMmoTpum nporiecc oOHOBIEHUS OoJiee ToIpoOHO.

bl: TFortis

1. Bo-niepBbix Heobxoammo yoenutbes, uto TFTP cepBep 3amytiieH, u 3anyCTHTH €10,
eciu He 3anyiieH. [Tog OC Windows 10¢TaToYHO pacipoCTpaHEHHBIM
npuiioxkeHueM sipisiercs nporpamma Ttpd32. U na npumepe Tftpd32 u Oynem
paccMaTpuBaTh Mpolecc OOHOBIICHHUS.
JuctpuOyTUB AOCTYIIEH Ha cailTe:
http://tftpd32.jounin.net/tftpd32.html
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bl: TFortis

3amnyckaeMm B pexume TFTP-cepepa

& Tftpd32 by Ph. Jounin =R X
Cumrent Directory |[ERGETE LI Browse
Server interfaces |192153 0104 LI Show Dir

Thp Server | Log viewer |
peer file start time | progress
4 m »

Kaxk Buaum TFTP-cepBep Oyner goctyned no aapecy 192.168.0.104, a kopHeBas
nupekropus cepsepa D:\Pub

2. ITomentaeM (aityn MpOIIMBKY B KOPHEBYIO JUPEKTOPHUIO CEpBEpPA
W

| » KomnbloTep * JflokaibHblid guck (D) » Pub » 1

UUTE ™ AobaeuTs B BUbAMoTEKY ~ OBLWKi gocTyn ~ Sanucy

=
-
paHHoe Wran

[FELE & pswupdate407-013-25122014.img
dBHWE MeCTa

3. Ha ctopone cepBepa y Hac BCE€ rOTOBO, IEPEXOAUM K HACTPOMKAM KOMMYTaTOpa.
[To ymomuanuto porokos1 TFTP Ha kommyTaTtopax PSW otkitouen,

BKJIFOYAEM €TI0 KOMaHJIOM:

config tftp state enable

Fortis PSW-1G4FHconfig tftp state enable
FTP config: state Enable

[Tognepsxka mpoTOKOJIa BKIOUUTCS. J[J11 TOTO, YTOOBI COXPAHUTH B
DHEPrOHE3aBUCUMON MaMSITH 3Ty HACTPOMKY BBIIIOJIHAEM KOMaH/ly Save, HHaue
MOCJIE Tepe3arpy3Ku 3Ta HACTPOMKa HE COXPAHUTCHL.

Fortis P3SW-1G4FHsave
Settings saved successfully

[IpoBepsieM, uto kommyTarop «BuauT» TFTP cepsep. i 3T0ro MoxHO

IPOIUHIOBATh
ping 192.168.0.104

— KoMMyTaTopbl-TFortis—PykeBeacTBo-Ro-HacTpoite———————————————————— 4
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TFortis PSW-1GHFHEping 192.168.0.104
Ping 192.168.0.104 with 32 bytes of data
TFortis PSW-1GY4F#

Reply from 192.168.0.104 bytes=32 seq=1
Reply from 192.168.0.104 bytes=32 seq=2

Reply from 192.168.0.104 bytes=32 seq=3

Reply from 192.168.0.104 bytes=32 seq=4

Ping statistics for 192.168.0.104

Packets: Sent = 4 Received = 4, Lost = 0 (0 ¥ loss)

4. TlepexonuM K OOHOBJICHHIO.
Broaum komannay:
download firmware fromTFTP 192.168.0.104 1/PSWupdate407-013-25122014.img
Haunércs nporniecc 3arpy3ku ¢aiijia BO BHyTPEHHIOIO IMaMsATh KOMMYTaTopa, a 3aTeM
U TIporiecc OOHOBJICHUS
Fortis PSW-1G4FHdownload firmware_fromTFTP 192.168.0.104 1/PSWupdatel07-013-251
22014 .img
Downlead file:1/PSWupdated087-013-25122014.1img
Fortis PSW-1GuF#

Downleading compleat.
pdating start, wait...

ofgKMioYeHWe K Yy3ny YTepsHo.

[Tocne yero kommyTtarop nepeiaer k oonoBaeHuo 110 U nepe3arpy3urcs, Mpu 3TOM
Telnet coequnenne npepBETCS.

[Ipotiecc o6HOBIIEHUS IIUTCS OKOoJI0 1 MuHyTHI. [Tocie yero Mo>kHO cCHOBa
noakrounTcs yepes Telnet u mpoBepuTh, BEPCUIO MPOIIMBKY, YOSIUBIIUCH, YTO
0OHOBJIEHHE TIPOIIIO YCIENIHO.

TFortis PSW-1G4F# show firmware
Firmware Uersion: 00 .01.03

Bootloader Uersion: 01.00

5.4.6 CoxpaHeHnue u 3arpy3ka koHgurypauuu u jora yepe3 TFTP

KommyTtaTopel PSW noanepkuBaroT BO3MOKHOCTh COXPAaHEHHUS TEKYIIMX HACTPOEK
KOMMyTaTopa B (paits1 KoH(Urypanuu, ero peIaKTUPOBaHUS, a TAKXKE
BOCCTaHOBJICHHS HACTPOEK U3 aiina.

5.4.6.1 Coxpanenue kongpuzypayuu

CoxpaHeHnue KoHpUrypamuu npoucxoauT Ha ykazanubeiii TFTP cepsep
upload cfg_toTFTP <IP> <PATH>
rae <IP> - IP agpec TFTP cepsepa

<PATH> - ums u nyTh (aitna koHpuryparuu
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TFortis PSW-1GY4FHupload cfg_toTFTP 192.168.0.104 psw_config. txt
Upload file:psw_config. txt
TFortis PSW-1G4F#

Uploading. ..
Uploaded compleat.

5.4.6.2 Boccmanoenenue konguzypayuu

BoccanoBnenue koHpurypaunu npoucxoaut ¢ ykazansoro TFTP cepsepa
download cfg_fromTFTP <IP> <PATH>
rae <IP> - [P anpec TFTP cepsepa

<PATH> - nyTth 510 (aitina koHpuUryparuu

Fortis PSW-1G4F#download cfg_fromTFTP 192.168.0.104 psw_config. txt
Download file:psw_config.txt
Fortis PSW-1GHFH. ..

Downloading compleat.
Recovery config from file, wait, reboot...

ITocne Toro, kak KoH(pUrypanus OyAeT yCTaHOBJIEHA, KOMMYTATOp NEPE3arpy3uTCs ¢
HOBBIMH HACTPOMKAMHU.

5.4.6.3 Coxpanenue cucmemnozo noza

B HEKOTOpBIX ciayuyasx ObIBa€T HEOOXOJUMO COXPAHUTH JIOT PaObOTHI YyCTPOUCTBA AJISI

€ro MOCIEAYOLIEro aHAIN3A.
upload log_toTFTP <IP> <PATH>
rae <IP> - IP agpec TFTP cepsepa

<PATH> - nyTts 110 (paitna koHpUryparuu

5.4.7 CoxpaHeHHe HACTPOEK

HpOI/ICXO,[[I/IT COXpaHCHHUC HACTPOCK B SOHCPIOHC3aBUCUMYIO IIAMATD.

Save
TFortis PSW-1G4F#save
Settings saved successfully
5.4.8 Ilepe3arpyska
[Ipoucxoaut nepesarpy3ka KOMMyTaTopa
reboot
Fortis PSW-1G4F#reboot
Rebooted. . ..
onhect closed
Fortis PSW-1G4F#
oAKMNW4YeHHe K Y3ny YTepAHo.
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5.4.9 Bbixoa u3 pe:kumMa ynpabJieHUs

[TporcxoauT BBIXO U3 pexkuMa yrpaiieHus Telnet
exit

Fortis PSW-1G4FHexit
Fortis PSW-1GY4F#H

OAKNIOHeHHe K Y3y YTepaHo.

5.4.10 InarnocTnyeckue pyHKIUM

5.4.10.1 Ymunuma Ping

[1o3BOMISIET «IPONIMHIOBATHY YAATIEHHBIN y3€T
ping <IP>

rae <IP> - [P agpec y3na

B ciyuae ecnu y3en qocTyIeH:

TFortis PSW-1G4FHping 192.168.0.104

Ping 192.168.0.104 with 32 bytes of data

TFortis PSW-1G4FH

Reply from 192.168.0.104 bytes=32 seq=1

Reply from 192.168.0.104 bytes=32 seq=2

Reply from 192.168.0.104 bytes=-32 seq-3

Reply from 192 .168.0.104 bytes=32 seq=4

Ping statistics for 192.168.0.104

Packets: Sent = 4 Received = 4, Lost = 0 (0 % loss)

Ecnu y3en HegocryneH:

TFortis PSW-1G4FH#ping 192.168.0.11
Ping 192.168.08.11 with 32 bytes of data

TFortis PSW-1G4FHPing statistics for 192.168.0.11
Packets: Sent = 4 Received = 0, Lost = 4 (100 % loss

5.4.10.2 Kabenvnwiiit mecmep
cable diag ports <PORT_LIST>
<PORT_LIST> - nopt, Ha KOTOPOM NPOM3BOAMTCH IMATHOCTHKA

KaGenpHbIil TECTEp MPUMEHSETCS U1 KOHTPOJIS 32 LIEJIOCTHOCTHIO KabeJs
UTP/FTP na noprax Fast Ethernet.

KommyTtaropsr PSW noanepxnBaroT (pyHKIHIO IPOBEPKH 1IETOCTHOCTH
ka0ens Ha noptax Fast Ethernet. JlaHHBIN T€CT MO3BOMISIET ONPEACIUTD TUI
noBpexAeHNs (00PBIB MM KOPOTKOE 3aMbIKaHUE) JUIsl KX I0M Maphl, a TaKKe
yKa3aTh pacCTOSIHUE OT KOMMYTaToOpa A0 MECTa MOBPEKICHUSI.

Pu3nyeCKni NPUHINN TECTUPOBAHUS OCHOBAH Ha TOM, YTO KOMMYTAaTOP
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NOCHIJIAET MPOOHBIN ANEKTPUUECKUI UMITYJIbC 110 Ka0esto, 1 Ha OCHOBaHUU
BPEMEHH 3aJIEP>KKH U (pa3e MPUHATOrO OTPAKEHHOIO CUTHAJIA OIPEIEisIeT
JUCTaHIIMIO 0 MOBPEXKACHUA U ee TUIll. 1Ipu 5TOM Ha BpeMs NpoIagaer CBs3b
Y JJMHK Ha TECTUPYEMOM TIOPTY.

Ecnu xabenb Lemnblii, 1 Ha Apyroi CTOpOHE NOJKIIOYEHO UCITPABHOE CETEBOE
YCTPOMCTBO, TO ONPEIEICHUE JIIMHBI KaOelsi HEBO3MOXKHO, T.K UCXOJS U3
MpUHIUIA padOThl, TPOOHBIN CUrHAN OyAET TEPMUHUPOBATHCS KOHEYHBIM
YCTPOMCTBOM U HE OYJET OTpaKEHUSI.

[Tocne TecTupoBaHUsl BOBMOXHBI CIEIYIONINE PE3YIbTaThI:
Short - KopoTkoe 3aMbIkaHue MeXIy Mapamu

Open - OOpbIB WK Kabesb HE MOAKIIOYEH

Good - OTcyTcTBUE TOBPEKICHUS

IIpumepsl pe3yabTaToB padoThl Ka0eJILHOI0 TecTepa

Pe3ynbTaT B ciydae oOphiBa Kabes:

TFortis PSW-2G+#cable_diag ports 1-1
Start cable diagnostic on port 1
TFortis PSW-2G+#

Port Type

1 FE Link Down pair 1-2: Open
pair 3-6: Open

Pe3ynbTaT B ciiydyae KOPOTKOTO 3aMbIKAHMUS:

Fortis PSW-2G+Hcable_diag ports 1-1
Start cable diagnostic on port 1
Fortis PSW-2G+#

Type

FE Link Down pair 1-2: Short 3 M
pair 3-6: Short 3 M

Start cable diagnostic on port 1
TFortis PSW-2G+#
Port Type

1 1 pair 1-2: Good
pair 3-6: Good
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5.5 YnpaeneHue yepe3 USB-koHcO/Ib

B xommyTtaropax TFortis SWU Ha nuiieBoil maHenu cripaBa pacroJjiaraeTcs
USB Type-B pa3zbem. J[anHbIN pazbeéM MOKET UCIIOIB30BATHCA JJIS1 TOAKITIOUCHUS

KOHCOJIH.
Jlyig 3TOTO [U1st HaYaia HeoOXOMMO YCTAaHOBUTH COOTBETCTBYIOIIEE ApaiiBepa,

JOCTYITHBIE Ha caifte http://tfortis.ru
[Tocre dero mpu MOAKIIOYCHNN K KOMITBIOTEPY B CUCTEME OOHAPYIKUTCS HOBOE

yCTpoMcTBO — BUpTYyalibHbI COM-mopT.

4. MopTsl (COM u LPT)

ez STMicroelectronics Virtual COM Port (COM18)
------ < [opT npuHTepa (LPT1)
- <« NocnepoeartensHed nopt (COM1)

BTN fatalaala il

Puc. 5.5.1 — oOHapyXeHO yCTpOHCTBO
Teneps MoxkHO noak0unThCt K COM18 mo0biM TEpMUHAIOM, HATTPUMED

PuTTY, BoicTaBUB HaCTPOWKHU:

CKOPOCTb: 115200
OHUT TaHHBIX: 8
CTOII-OHUTOB: 1
YETHOCTD: HET

Hactpoitku PuTTY é

Paznens:
=] Ceatc HacTpokku nocnegoEaTeNsHOro cosanHEHNUA

E| Tepunan BriGepwuTe NnocnenoeaTensHyH NMHNH
- KnaewaTtypa IMHKWA AnA NnogKnoYeHnA comis
- YBEOOMNEHWA
- JCOGEHHOCTH HacTpoika cepuiHOR TMHWK
[=-OkHo

- BHeWHWA Bna
-~ lNosenenme BnThI naHHb 8
- Koawpoeka

- BelgeneHue Crton 81Tl 1
- LleeToBan cxema
- MMnepccenkT

= CoeanHerne YnpaeneHne NoOTOKOM ’XON}’XOFF - ]
- [aHHbIE
- MNpokcwK
- Telnet

- Rlogin
[#-SSH

- ZModem

- Cygterm

CkopocTs (Bon) 115200

YeTHOCTE ’HEET - ]

Puc. 5.5.2 — HacTpoliKku coeTMHEHUS

peknama

KDaDI : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru


http://tfortis.ru/

bl: TFortis

[Tocne noaktOueHUs TIepe] HaMu OyJIeT «4EPHOE OKHOY». TepMUHAall HaXOAUTCS B
TaK Ha3bIBAEMOM <JIMAarHOCTHUECKOM» PEKHUME.

E® - PuTTY _— — —_— = ]

Puc. 5.5.3 — okHO TepMuHana
Jlnst mepeBojia B peskUM KOHCOJIM HEOOXOJMMO HaXKaTh HA KJIIABUATYPE JIATUHCKYIO
KJIaBully «c». Ilocne yero koHcons NeEPERAET U3 IMarHOCTUYECKOTO pEeKUMa B
PEKUM KOMaHJIHOM CTPOKHU.

r

B - puTTY G

TFortis PSW - Industrial Switch p

Copyright(C) 2016 "Fort-Telecom™ Ltd. All rights reserved.
User Name>admin

User Password>»xxxx
PSW-2G+#configl]

Puc. 5.5.4 — okxHO TepMHHaIa B pexmfwe CLI

IMpumeuanue: USB xabenp MOKET OBITh OAKIIOYEH K KOMMYTaTOPY TOJIBKO Ha
BpEMsI OTKPBITOTO MOAKIIOYEHUS Yepe3 TEPMUHATBHYIO TPOrPaMMy, B OCTAIBHOE
BpeMsl Kabelb He0OXO0IMMO OTKIIIOYATh

IMpumeuanue: USB xoHCOJIb MMeET OrpaHnYeHHYIO QyHKIIMOHATBHOCTD, HE
MOJJEPKMUBAET UCTOPUIO KOMAH]I U aBTOJIONIOJIHEHNE. PEKOMEHIy€eTCsl NCTO0JIb30BaTh
TOJIBKO B TOM CITy4ae, KOTJla OTCYTCTBYET CETEBOU JTOCTYII.
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6 TexHU4Yeckas nogaepxkKa

Texnuueckast HoJEpKKa MO MPOSKTUPOBAHUIO CUCTEM BUICOHAOIIOICHNUS,
BOIIPOCAM SKCILTyaTalliu U HACTPONKHU 000PYI0BAHUS OKA3bIBACTCSI:
¢ 110 Tenedony (Bpems s 3BOHKOB 8-00 — 16-00 mo MOCKOBCKOMY BpEeMEHH)
8 800100112 8
+7(342)270 112 8
100aBOYHBIN HOMEP — 2, 3aTeM |
e 10 e-mail:
support@tfortis.ru
o Telegram: @tfortis support
https://t.me/tfortis_support

Bcs TexHMYeckas TIOKyMEHTaIUs JOCTYITHA Ha caiTe:
tfortis.ru

Ecnmn y Bac ectb moskenanus 1no 10pad0TKe, @ MOXKET ObITh U UJIEH 110
CO3/IaHUIO HOBBIX YCTPOUCTB, BBl MOXeETe OTIPaBUTh HAM 3aIPOC
https://tfortis.ru/contacts/svyazhites-s-nami/

peknama

KDaDI : MakcrmasibHO HagéxHoe poccuiickoe obopyaoBaHe CKY/ - COT - OC - Cb www.kodos.ru


mailto:support@tfortis.ru
https://t.me/tfortis_support
http://tfortis.ru/
https://tfortis.ru/contacts/svyazhites-s-nami/

bl: TFortis

Ipuiaoxenue A. Koabl annmapaTHbiX oIM00K U MX pacmudpoBka

KommyTaropsl PSW u SWU umMmeroT BCTpOEHHBIE CPEeICTBA CAMOIMArHOCTHKH.
[Ipu Bo3HMKHOBeHMH HenoNaaok, nHAnKaTopsl CPU u Default HaunHatoT CHHXpPOHHO
MuraTh. Yucino MUraHuil THANKATOPOB 110 3aA€PKKH 3CEKYH/Ibl COOTBETCTBYET KOIY

OIITNOKH.
Puc.A.1. Ungukaropst DEFAULT u CPU — kommyTaTopsl PSW
KOMMYTATOP SWU-16
1MW1W”SE"
Puc.A.2. Ungukaropst DEFAULT u CPU — kommyTaTopsl SWU
Kon ommbku Onucanue
1,4 Omubku mukpocxemsl flash mamsitu. B aTom
ciydae MokeT He paboTtaTh oOHOBIeHUE 110,
3aIUCh JIOTOB U KOH(UTYpaITUH.
2,5,16,20 Ommbku PoE xontponnepa. B atom cinyuae

MO>KET He mojaBaThes nuranue 1mo PoE, mubo
OTCyTCTBYET UHAMKauus PoE.

21, 25, 26,27, 28, 29 Ommbka Switch-kouTposiepa. B aTom cirydae
MOKET He paboTaTh nepeaada JaHHbIX U
naaukanust Link.
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