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1. O6wune cBegeHus

Hemo Bepcus CneumaneHoro MNporpammHoro O6ecneverns “KOnutep-MABP”  (nanee
“Cl0O”) noctaBnsieTca B BMAE apXvBa, KOTOPbLIN COLEPXUT WUCMOMHSIEMbIA YCTAHOBOUYHbIN
dann Cl1O, ycTaHOBOYHbIE (annbl LOMNOMHUTENBHOIO MNporpaMMHoro obecneyeHus,
Heobxoaumoro and pabotel ClMO, gokymeHTaumo onepaTopa.

Hemo Bepcus CINO orpaHmunBaeT paboTy TOMbLKO C O4HOM AOK-CTaHUMEN.

CIlO pomxkeH ycTaHaBnuBaTbCA Ha ornepauuoHHyto cuctemy Windows 10 x64. [Ons
yCTaHoBKM TpebyeTcst He meHee 1024 M6 ceob6oagHoro mecta Ha gucke C:\.

Monb3oBaTenbckun MHTepdenc CroO dyHKUMOHMPYET Nog ynpaBrieHUeEM OCHOBAHHOMO
Ha WebKit 6paysepe, Hanpumep Google Chrome, AHagekc 6paysep, Microsoft Edge.

2. CocTtaB apxuBa

ApPXMB COAEPKUT YCTAHOBOYHbIE (hainbl, 4N OTAENbHON YCTaHOBKW:
- Java Development Kit 8;
- b PostgreSQL 9.6;
- oparieep AmbaUSB, Heobxoaumoro anst paboTbl BUAEOpeErncTpaTopa;
- ClNo;
- AONOMHUTENBLHO, apXxuB ¢ NnakeTom ffmpeg

B npouecce yctaHoBku Ha [1K:
e OypeT pasBepHyTa Ynctasa 6asa gaHHbIX copcam Ha cepsepe PostgreSQL.
e Oypet yctaHoBneH Payara Application Server B Buge cnyx6bi.
e nakeT paboTtbl ¢ MynbTMMeamna ffimpeg

Mocne ycTaHoBKN Ha pabouuni cton ByaeT BbiHECEH Apnblk Ans goctyna kK Cro.

3. YcTaHoBKa

PacnakoBaTtb apxmB aemo Bepcum CI1O B KOpHEBOW KaTanor fiokarnbHOro gucka.

3.1 Ona yctaHoBkn Java Development Kit 8, 3anyctntbe yctaHoBOYHbIN hann jdk-
8u202-windows-x64.exe.

3.2 [na yctaHoBkM 6a3bl gaHHbIX PostgreSQL 9.6, 3anycTuTb yCTaHOBOYHbIN hawn
postgresql-9.6.18-1-windows-x64.exe:
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Packaged by:
Fam - Setup - PostgreSQL

=DB

POSTGRES Welcome to the PostgreSQL Setup Wizard.

PostgreSQL

< Back Next > Cancel

YcTaHoBuTL naponb none3osatenst B - masterkey:

o Setup — ] X

Password »

Please provide a password for the database superuser (postares).

Password EXXXEXXXE

Retype password EXXEEXEEE

VMware InstallBuilder

<Back Next > Cancel

00O «BOnectay, CaHkT-lMNeTepbypr 2 (T
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3HauyeHune nopTa and nogkmn4YeHna K B,D, OCTaBUTb 6€3 U3MEHEHMWIA:

»| Setup - 0

- =N

Please select the port number the server should listen on.

Port | 5432

InstallBuilder
< Back @ Cancel

B KOHLe yCcTaHOBKMW, ANs 3aBepLUeHUs], CHATb BblaeneHue ¢ napameTpa Stack Builder:

& Setup = B
Packaged by:
— - Completing the PostgreSQL Setup Wizard
POSTGRES Setup has finished installing PostgreSQL on your computer,

Launch Stack Builder at exit?

Stack Builder may be used to download and install

additional tools, drivers and applications to
POStngSQL complement YOLF Postgre5QL installation.

< Back Cancel

Mocne ycraHoskn B[ PostqreSQL, HeobxoaMmo ykasaTb nNyTb K nanke ¢ B[, B
CUCTEMHOW nepeMeHHon okpyxeHna PATH, cogepkalien CnMCcoK AUPEKTOPUIA, B KOTOPbIX
OC bygeTt uckaTb McnonHsemble annbl.
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OTkpbITb NYHKT MeHo OC Windows - «Cucrteman:

=3 D 53 QuabTphl \/

Ily\uuee COOTBETCTBUE

[}a Cucrema
- MaHens ynpasaeHua

MapameTpbi
® O komnbioTepe

® Y3Haiite, Kakan y Bac Bepcua Windows: 32-
unn 64-paspagHan

L cucremd g

B OTKpbIBLUEMCA OKHE Bbl6paTb MNYHKT MEHIO «,U,OI'IOHHVITeﬂbeIe napamMmeTpbl CUCTEMbI»:

@ Cucrema

1T @« Cucrema v Besonacko > Cr

MaHenb ynpagaeHma — n
AOMALLHASA CTPaHULLA pocMoTp ¢

1 KOMMBHOTED
i G [wncneTuep ycTpoRCTE

Boinyck Window
! @ HacTpolika yaaneHHoro

aC
@ 3awmra cucremsl ..

@ NononHuTensHbie napameTpel
CUCTEMBI
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8 (800) 250-87-27 QB FECTA

www.elesta.ru

4 .
\ )) SEC.RU KopoTkun nyTb K MHopmaumm Cka4aHo c sec.ru




Hemo Bepcusa CIO. PykoBoacTBO Mo yCTaHOBKE 6

B okHe “CBOMCTBa CUCTeMbI”, HaXaTb B HWKHEM MNpPaBOM Yrny KHonky «lMepemMeHHble

cpeAbl...»:
.
CBOWCTBA CHCTEMBI X
Wrms komMnesoTepa OGopynosaxue
NononHuTensHo 3aupmra cucTems! YnanesHun nocryn

HeoGxoamMo MMeTe NPABa BOMHHUCTPATOPA ANR U3MEHEHWA GONLWHHCTED
NepeYrncNenHsix NapaMeTpos.

BucTponencrene

Buayanckeie 3@peKTH. UCoNs30BaHUE NPOLECCOPS, ONEPETHEHOA N
BUPTYBNEHOA NAMATA

|

r Mpogpwvnu nonszosarenan

MaparMeTps paGOUEro CTONA, OTHOCALMECH KO BXOAY B CUCTEMY
Maparmertpe. .

3arpy=Ka v BOCCTOHOBNEHME

3Drpy3KD W BOCCTOHOBNEHWE CUCTEME!, OTNOA0YHAR WHGpOPpMaUAa

MapameTpe .
MNepemerHsie cpeny...

OK Ormens Mpymermn Ty

OTKpoeTcs OKHO ynpaBneHus nepemeHHbiMy cpegamu B Windows 10:

Mepementbie cpeasl X

MepemetHbie cpegsl nonb3oeatens ana Dell

MNepemerHan ECERCEREY

OneDrive C\Users\ DelOneDrive

Path ChUsersh DelhAppDatatLocal\MicrosaftWindowsdApps:idhPro..,
FTTHOME dh\Program Files\Cisco Packet Tracer 7.1
CT_DEVICE_PIXEL_RATIO  aute

TEMP “Wsers\DelhappDataLocalTemp

T™P ChUsers\DelhAppDatatLocal\Temp

Co3gats... HMamenuts... Yoanats
CrCTeMHbIE NepeMeHHbIE
MepemerHan 3HaueHwe o
ComSpec CHWINDOWSS\system32yomnd.exe
DriverData ChWindows\System32\Drivers\ DriverData
NUMBER_OF PROCESSORS &
05 Windows_NT

ogram ithon 364,
LCOMEXE BAT.CMDLVBS, VI
PROCESSOR_ARCHITECTU  AMD64

CozaaTh.., MameHuTh.., YIaMTE

00O «3necta», CaHkT-MeTepbypr - SRR ETe?
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Hemo Bepcusa CIO. PykoBoacTBO Mo yCTaHOBKE 7

Heobxogumo wun3ameHnTb nepemeHHyto PATH, kotopas Haxogutcda B pasgene
«CucteMHble NnepeMeHHbIe», HaXKMMaTb Ha Hee ABa pasa:

3MeHnTb NEpeMEHHYI0 Cpeabl X

D:\Program Files\Python36\Scripts\ Co3zaats
D:\Program Files\Python36\

C:\Program Files (x86)\Intel\iCLS Client\ W3meHuTs
C:\Program Files\Inte\iCLS Client\

C\Windows\system32 06320p..
C\Windows

C:\Windows\System32\Wbem
C\Windows\System32\WindowsPowerShell\v1.0\

C\Program Files (x86)\Intel\Intel(R) Management Engine Comp...
C:\Program Files\Intel\Intel(R) Management Engine Components...

Yaanute

Beepx
C:\Program Files (x86)\Intel\Intel(R) Management Engine Comp... P

C\Program Files\Intel\Intel(R) Management Engine Components...
C:\Program Files\Inte\WiFi\bin\

| C\Program Files\Common Files\Intel\WirelessCommon)\

| C:\Program Files (x86)\NVIDIA Corporation\PhysXA\Common
%SystemRoot%\system32

%SystemRoot%

%SystemRoot%\System32\Wbem
%SYSTEMROOT%\System32\WindowsPowerShell\v1.0\
%SYSTEMROOT%\System32\OpenSSH\

c;\P}ograbm Fljlres\’tracetbcp\J ]

BHu3

/I3MEHUTB TeKCT..

[MosiBUTCS OKHO ANA peAakTUpPOBaHUA 3HavyeHun nepemeHHom PATH, 4toGbl goGaButb
HOBOE 3HayeHue, HaxaTb KHoMKy «CospaTtb». [lobaBuTb NyTb K UcrnonHaembiM cdannam b
PostqreSQL:

00O «Onecrta», CaHkT-lNeTepbypr . ——
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ViaMeHuTb nepemenHyro cpeabt X

C:\Program Files (x86)\Intel\iCLS Client\ A Cozgate
C:\Program Files\InteNiCLS Client\

CAWindows\system32 Wsmenute
C:\Windows

CAWindows\System32\Wbem 0630p...
C:\Windows\System32\WindowsPowerShell\v1.0\

C:\Windows\System32\OpenSSH\ Yaanute

C:\Program Files\Intel\Intel(R) Management Engine Components\...
C:\Program Files\Intel\Intel(R) Management Engine Components\l...
C:\Program Files (x86)\Intel\Intel(R) Management Engine Compen... Beepx
C:\Program Files (x86)\Intel\Intel(R) Management Engine Compen...
C:\Program Files\Git\cmd BHusz
C:\Program Files\TortoiseGit\bin
C:\Program Files\Apache\Maven\bin
C:\Program Files\Apache\Maven\bin VsmennTs TexcT...
C\Users\user04148\AppData\Local\Microseft\WindowsApps
C:\Payara5\bin

C:\payara5\glassfish\domains\domain1\bin

C:\Program Files\MySQL\MySQL Server 5.5\bin

[ C:\Program Files\PostgresQU\9.6\bin] [N
omers

MoaTBepanTb Aob6aBneHne HOBOro 3HavyeHuA B nepemeHHyr PATH HaxaTtuem KHOMKu
«OK» 1 3aKpbITb BCE OCTallbHbIE OKHA.

Ona npuMeHeHMs WU3MEHEHWA CUCTEMHOW MNEPEMEHHON OKPYXXEHUs, BbINOMHUTb
nepesanyck OC Windows.

3.3 [Onsa yctaHoBkn pgparesepa USB nogkniouyeHus BuaeoperucTpaTopa, 3anyctutb
yCTaHOBOYHbIN harn AmbaUSB-win64-Qt5-Win7-4.0.6-Setup.exe.

3.4 Pacnakosatb B nanky Program Files, apxuB ffmpeg.zip. Nocne pacnakoBku,
Heobxoaumo ykasaTtb NyTb K nanke C:\Program Files\ffmpeg\bin, B cucremHon nepemeHHomn
okpyxeHuss PATH, copgepxawen cnmcok aupektopuin, B Kotopbix OC 6ymetr wuckatb
ncnosiHaemble dannsbl.

3.5 Ona yctaHoBku gemo Cl10, 3anycTutb yCTaHOBOYHbIM dhann setup_1.31.exe.

B npouecce ycTaHOBKM, yKkasaTb Mnapofib norib3oBatend, And nogkrtoyeHus k b
PostgreSQL - masterkey, cosgatb 6a3y AaHHbIX:

00O «3necta», CaHkT-lNeTepbypr
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1?.? Ycranoeka — CI10O, sepcua 1.31 =

MapameTtpbi PostrgeSQL ‘
YKaXuTE NapaMeTpel noaknoyeHus K base PostareSQL C

IP aapec:

MopT:

Norun:

‘postgres ‘

Maponb:

| |

Co3aaTh 6asy aaHHbIX

Mocrne 3aBepLUEHNsT YCTAaHOBKM, HEO06X04MMO BbINONHUTL nepesarpy3ky OC Windows..

00O «3necta», CaHkT-lNeTepbypr
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4. Tepsbin 3anyck ClNO

[Mocne ycnewHon yCTaHOBKM Mepesarpy3km onepauyoHHOM CUCTEMbI, HEOBXOANMO
3anycTuTb NOsfb30BaTENbCKUN MHTepdenc npu nomowm spneika “ClrO” Ha pabouem cTone.
[na aBTOopmM3auMmM UCNONb3YIOTCA NapameTpbl MO-yMOMYaHUIO - JOrMH admin 1M naponb
admin.

O6s3aTENBHO CMEHUTE YCTAHOBIEHHbIN NO-yMOMYaHMIO Naposnb Ans Nonb3oBaTens
admin, TakK Kak AaHHbIV norib3oBaTerNb MMEET caMble NOMHble NPUBUIENN B CUCTEME.

Mpn nepsom 3anycke CI1O, gns paboTbl C BUOEOPErNCTPATOPOM, Heobxoaumo
nponsBecTn “kannbpoBky reomeTpun’. ITO Heobxogmmo caenatb o Beoga CllO B
akcnnyataumio. KanmbpoBka Heobxoauma AnNA HACTPOWKM COOTBETCTBUS PaCMONOXKEHUs
dusnyeckoro pasbema USB, k koTopoMmy nogkntovaeTca suaeopermctpaTop. MNogpobHee ¢
npouenypov KannbpoBKM MOXXHO O3HAKOMUTBLCS B MHCTPYKLUK onepaTopa.

Mcnonb3ysa akpaH HacTpoek (CM. pyKOBOACTBO onepaTopa), yéeauTtech, 4YTo NyTb, NO
KOTOPOMY pacrnosfioXXeHO XpaHunuLLe BuaeodaHHbIX CyLLeCTBYET U OCTYNEH ANa 3anuvcu.

Mcnonb3ysa akpaH nonb3oBaTtesnien (CM. pykoBOACTBO onepartopa), 3aperucTpupymnTe
BCEX HEOOXOAMMbIX COTPYOHMKOB W HasHadbTe MM ponu (onepaTop, aHanuTuk,
nonb3oBaTerb).

5. OrpaHUYeHHbIN peXnm

OrpaHnyeHHbIn pexxum npegHasHadeH ons 3anycka u pabotel CMNO B nyGnnyHom
goctyne. B 3TOM pexume npoucxoouT CKpPbITUE CUCTEMHbIX AWAnoroBblX OKOH U
BCnnblBatowWmx noackasok Windows, CTpoku cocTtoaHmd, knasuwm “Tlyck’, a Takke
ybupaeTcs BO3MOXHOCTb 3akpbiTb OKHO uHTepdenca CI10O. lNepen HacTpOMKOW [aHHOrO
pexunma Heobxoanmo ybeanTbCs B ycnewHomn yctaHoBke n pabotocnocobHoctu CI1O.

Ona 3anycka CIMNO B paHHOM pexume HeobxooumMo co3aaTtb MNOMb3oBaTeNs
“OnepaTop” 6e3 NpaB agMUHNCTPUPOBaHUSA 1 napons. LLlenkHite npaBon knaBuLWEN Mbille
Ha uKoHke “Mown KomnbroTep” 1 BbIbeputTe MeHwo “YnpasneHue”

00O «3necta», CaHkT-lNeTepbypr
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B nosasmBiemca OkHe,

OTkprITE

¥npaeneHue

MoagknHoYnTs CETEBON ANCK...

OTKAHYNTE CETEBOH AMCK...

Cozgare ApnbiK

¥aanute

Mepenmerceats

CeoficTea

nepenaute B pasgen

“INlokanbHble nonb3oBaTtenun” >

“Monb3oBaTtenu’, WenkHUTe NPaBoW KrnaBuLLEN MbILLKM Ha MYCTOM MEeCTe YyTb HUXE Crnmucka
nonb3oBaTtesnen n Bolbepnute MeHo “HoBbI Nonb3oBaTenb’.

A Ynpaanerine komnsiorepom

Oaitn  [feicraue  Bug  Crpaska

| ",|_4_‘E

. (%) NpoussoaurensHocTs

) Ancneruep yctpoiicts
s i

4 {#3 3anomunarouwe yerpoiicr
(=4 Vnpaenenue ancrann

& Vrpasnenme kounsiorepont (1] P Monsos uma
il
4 [} CrywceBreie nporpaumsl || oo sronplsers HomeGrouplsers
(® Nnarvposuyik saganui &
& Mpocuorp cobemi || g
P & ook
. 5 Obuine nankn -
4 % Nowanunsie nonsaosary | per
e & AgmunmcTparop
) pynme ¥ ocrs

Hoseiii noaszceatent. .

O6nosuTs

IKCNOPTHPOBATS CMCOK...

s CryocBei u npunoxenun
Bua 13

YropagoTe 3HauH B

BoIpOSHATS SHaUKN

Cnpasxa

B nosiBMBLUEMCHA OKHE, YKaXuTe WM Monb3oBaTens W ero MnofiHoe WUMs  Kak
“‘Onepatop”, cHumuTe dnaxok “TpeboBaTb CMeHbl napons” W YCTaHOBUTE (ONaxKu:
“Banpetutb cMeHy napons” u “Cpok AencTBusa napons He orpaHudeH”, nons “lNaponb” n
“MoaTteepxaeHue napons” HeobxoouMO OCTaBUTb NYCTbIMU. 3aTeM HaXMuUTe KrasBully
“CospgaTtb”.

Hogeiii nonssoearens @
Monesosatens:  Onepatop
Monxoe 1ma: OnepaTtop

Crucanue

Mapone:
MopTeEpXEHME:

TpeGoBath CMEHBI MEPOIA MPW CIEAYIOILEM EXDOE B CUCTEM)

| 3anpeTTe cMeHy Napons Nonk30BaTeneM

£poK AEACTENA NADONA He OrpaHyeH:

OTkniounTs yueTHyo 3anich

Cnpaska Cozpam 3aKpbITE
= ==

00O «3necta», CaHkT-lNeTepbypr
8 (800) 250-87-27
www.elesta.ru

EPIECTA

Cka4aHo c sec.ru

Y % SEC.RU

KopoTkun nyTb K MHpopmavmu




Hemo Bepcusa CIO. PykoBoacTBO Mo yCTaHOBKE 12

Mocne  ycnewHoro cosgaHus  nonb3oBatens  “OnepaTtop”, HeobxoaMmo
aBTOPM30BATbLCA MOA4 3TOM YYETHOM 3anucbio. [na 3TOro HaXMuTe Ha Knasuatype
coyetaHme Citrl-Alt-Del n Bbibepute nyHKT “BbIiTM 13 cuctembl”, a 3aTeMm BoMAaUTE MNog
y4yeTHou 3anucbto “OnepaTop”.

< bnoknposath KOMMbloTEp:

< CMEHUTb NMob30BaT
< BbITA U3 CUCTEMBI

<> CMEHUTL Napob...

3atem noovepenHO 3anycTute criegyowme gannel peectpa u3 nanku: “C:\Program
Files\SPO\”:

Disable Autorun for All Drives.reg

DisableNotificationBalloons.reg

lockdown.reg

O6patute BHMMaHue! NMepen 3anyckom panna lockdown.reg Heo6xoagUMO BHECTU B HEro
M3MEHEHMs, @ MMEHHO: YyKasaTb MOfHbIM NyTb K ycTaHoBneHHomy WebKit 6Gpaysepy

(Hanpumep Google Chrome).

lMocne aToro nepesarpysuTe TepMyUHan 1 aBToOpM3ynTeCh NOA y4eTHON 3anuckto “OnepaTtop”.
Cpa3sy nocne aBTopusauum NOSABUTCA 3KpaH C MHpopMaumern o 3anycke CUCTEMbI:

3anyck cepsuca, noxanyicTa, nogoxanTe HEMHQrO. ..

\—
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Uepes Heckonbko MUHYT nosisutcs nHtepderc CrNO ¢ guanorom asTopmsaumnm, 4To
O3Ha4yaeT roTOBHOCTb CUCTEMBI K paboTe:

ABTOpU3auuna

00O «3necta», CaHkT-lNeTepbypr
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