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MnaBa 1. Mepbl NpegoCcTOPOXHOCTU
MNMepen ncnonb3oBaHMEM YCTPOMCTBA HEOOXOAUMO NMOMHUTL HUXKecrneayoLlee.
[aHHbIn NpoayKT yaoBneTsopsieT BceM TpeboBaHamM 6e3onacHOCTW, O4HAKO, Kak 1 robon
aneKTpoanGOp, B Cllydae HenpaBuiibHOINo MUCNosib30BaHUA MOXET Bbl3BaTb MOXap, 4YTO, B CBOKO
oyepedb, MOXeET MnoBJieYdb 3a cobon cepbe3Hble MnocneacTBu4. Bo u3bexaHue HecuvacCTHbIX

cnyyaeB 065i3aTeNnbHO U3yUYMTe UHCTPYKLMIO!

BHUMAHMUE!
Mcnonb3ynTe TOMbKO COBMECTUMbIE YCTPOMCTBA. OKCMfyaTaumsi YCTPOMCTB, He 0J06peHHbIX

npousBoauTenem, HegonycTimMa.

Cob6nioganTe MHCTPYKUMIO NO 3kcnnyaTaumu!
Ns3berante AOnNuTENbHOrO WCNONb30BaHWS WM XpaHeHuss TepmuHana poctyna B
HebnaronpuATHbLIX YCNOBUAX:

e [lpy CNULIKOM BbICOKMX MUITM HU3KMX TeMnepaTypax.

e U3Geraiite nonagaHusa NpsiMbIX CONTHEYHbIX JIy4eN B TEYEHME ANUTENBHOIO BPEMEHM, a
TaKkKe HaxoXaeHust NobIM30CTN OTONUTENbBHLIX N 060rpeBaTenbHbIX NPUOOPOB.

e |3b6erante 6M30CTU C BOAOW UINMN UCTOYHUKAMU BNaXXHOCTM.

o [3berante 6nu3octn ¢ ycrtponcteamu, obnagarowmnmm 60nblLIMM 3M1EKTPOMArHUTHbLIM
adhdpekTom.

o Henonycmma yCTaHOBKa TepMuHana Aoctyna B Mectax C CUINbHOM BI/I6paL|,VIeI7I.

BHUMAHUE!

B cnyyae HencnpaBHOCTM TEPMUHANa OCTyNa CBAXUTECH C cepBUCHbIM LeHTpoMm OO0 «HIIM «beBapa».

B cny4ae HekoppeKTHOM paboTbl TepMuHana aocrtyna:
o [lpu oBHapy>xeHun abiMa NnNu HeobbIYHOIO 3anaxa.
e [lpu nonagaHum BoAbl UM NOCTOPOHHNX OOBHEKTOB BHYTPb.

° I'Ipvl nageHnn TepMMHana AOoCTyna unmn nospexneHnn Kopnyca:

BbinonHuTe cnepylowmne AeMcTBUN:

e Ortkntounte TepMuHan AocTyna OT UCTOYHMKA MUTaAHUS U OTCOeAMHUTE BCE OCTarnbHble
nposoja.

o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bl

MOJKeTe HauTu Ha canTe http://www.beward.ru/.
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TpaHcnopTupoBKa
Mpn TpaHcnopTMpoBKe nonoxuTe TepmuHan AOCTyna B YMNakoBKY MPOU3BOAUTENS WU

nobow gpyron matepuan CoOOTBETCTBYIOLLErO Ka4ecTBa U yaapornpoYHOCTH.

BeHTnauua
Bo unsbexxaHne neperpesa HU B KOEM criyvae He BNOKMPYNTE LMPKYNsUMIO BO3QyXxa BOKPYr

TepmuHana goctyna!l

Yuctka

[Ona npoTupaHust BHELLUHMX MOBEPXHOCTEN WCMONb3yNTe MArKyl0 Cyxyto TkaHb. [ns
TPYAHOBLIBOAMMbBIX NATEH HaHecUTe Ha candeTky HebonbLIOe KONMMYECTBO YMCTSALLIEro cpeacTBa,
nocre Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ncnonb3ynte netyyme pactBOpUTENN, TakMe Kak cnuptocoaepxawme cpeactea, 6eH3mH

n gpyrue, Tak Kak OHM MOryT noBpennTtb KOpnyCc TepMunHarna gocrtyna.
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MnaBa 2. Hayano pa6oTbl

2.1. ABTOopMu3auus
War 1: and Hadana paGOTbI noaKknw4uTe yCTpOIZCTBO COornacHo ykasaHu, npmneeeHHOMY B

cxeme NoakntodeHns obopyagoBaHusa Ha canTte http://www.beward.ru/.

LWar 2: 3anyctute 6paysep, B agpecHon CTpoke BBeauTe 3anpoc Buaa: http://<IP>:<PORT>,
roe <IP> - IP-agpec yctponcTtea, <PORT> - HTTP-nopT ycTponcTsa.

Hwuxe npuBegeHbl HEKOTOpPble 3HAa4YeHNA 3aBOACKMX YCTAHOBOK.

HanmeHoBaHue 3HayeHue
DHCP BkntoueHo
IP-agpec (zeroconf) 192.168.0.99
Macka nogcetun (zeroconf) 255.255.255.0
LLnto3 (zeroconf) 192.168.0.1
HTTP-nopT 80

Ecnu 3HaveHusa BepHble, Bl yBnanTe OKHO aBToOpu3aunu:

Nonssosatens [

B E\,V A R D napons: | NN

SAFETY.B SECURITY Lot

War 3: Beeante nmsa nonb3oBatens v naposnb. [1o ymonyaHmio ncnonb3yeTcs ums
nonb3oBartend — admin, naponke No ymondaHuio — admin. Haxxmute Bxog Anst Bxoga Ha
CTPaHULly HaCTPOEK NapaMeTpoB YCTPOWCTBA:

Mocne ycnewHon aBTopusaumm Bl nony4nte gocTtyn K Be6-uHTepdency TepmmHana:
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Be\'vARD CuctemHble  _, HacTpoiikn XypHan o KypHan
SAFETY & SECURITY HacTpOMKK nonusosatenein saxmata npoxoaos T b B

R Y | pescum ocryra ey T

P gocryna
\v CHCTEMHLIE NapameTpLi
> Cctewai aypran Himepaan sepidmcan (cex)
> HTTP Mognvcra Mpoeepka Mackn [
Mposepxa TeMnepaTyps!
BH80 NapaMeTpsl
> BHAG0 NapaMeTp: o ®

3 RTSP Wiegand kapTa O
Wiegand kapTta + auuo O

» MQTT
Wiegand kapTa uam nmuo O

» Mons3oBaTend MeTexums TeMnepaTtypel/Macku/TemMnepaTypui+mMackn ()

¥npaenexue Touko# gocTyna
¥npaBnexie ToUKoI 4OCTYNa | Wiegand Beixon + Pene v

CocTosHMe Buix0a | HOPMANbHO-OTKpLITHIR

S
E]
o

MpoAoNHUTENBHOCTE
Nopsgox uTeHna cumsonos | Liltle-Endian

CuvcTema cumcnennA | DI

m
o

Wiegand npotoxon |34 Guta

HomMep KapTsl oBuiera AocTyna

ikl

[IManasoH HOMEPOB KaPT NPU redepaLm

Coxpanmts

B BeG-nHTEphEice TepMUHanIa cnpaBa BBEPXY pacnosiaratoTcsl ABE KHOMKU:

[ABepb] Mpu HaxaTuy KHOMKM NpoucxoauT PasbrnoKUpPoBKa PenenHoro NCNoMHUTENbLHOro

BblXO4a TEPMUHaNa gocrtyna.
NMPUMEYAHUE!

[OucTaHUMOHHOE OTKPLITUE ABEPU BO3MOXHO TONbKO, ECINM B pasaene pexumbl 4OCTyna
YyCTaHOBMEHO OAHO M3 ABYX 3Ha4YeHUN napameTpa Pexxum poctyna: YaanéHHoOe OTKpbITUE UK
Nnuo/ypanéHHoe oTKpbITUE

[BleO,q] I'Ipvl HaXXaTun KHOMKU TepMUHan AoCTyna 3anpawmBaeT noarsepXxneHmne Bbixoaa

13 Beb nHTepenca yCcTponcTaa ¢ NOMOLLLIO BCNIIbIBAKOLErO OKHA:

MNoaTeepauTe AeicTBme Ha CTpaHuue 192.168.54.245

n OT""eHa

lNocne noareepxaeHna Boixoaa, Bel nepengérte B OKHO aBToOpm3auun.

Xotute BblATU?
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MnaBa 3. CucteMHble napamMeTpbl

3.1. Pexxumbl goctyna

CTpaHVILl,a HaCTpOI7IKVI pexnMmoB O0CTYyNa npeacraBrieHa HWXe:

BEG\VARD CucTtemHble B HacTtpoiiku @ XypHan

AOGET T CEEIRT HacTpOWKH nonb3oBaTenen 3axBearta

={.> CHCTEMHbIE NapameTph PexUuMbl goctyna YBeaoMneHUA CeTb Nata U BpeMA NapaMe
PexuM goctyna | Mo nnwy v|
s CUCTEMHEIE MApaMETPLI
Mopor naeHTudnKaLmm | an v|

% CWCTeMHLIR #ypHan

WNHTepsan sepudukaumm (cex) |3 v|

% HTTP Mognucea NpoBepka Mackd [

Mpoeepxa TeMnepaTypsl
» Buaeo napameTpsl

Niue @

5 RTSP Wiegand kapta (O
Wiegand kapTta + nuue (O

> Mart Wiegand kapTa wam nkue (O
% Mone3ceateny OeTekuMs TEMNEPATYPel/MACKH/TEMNEPATYDRI+MACKH ()

YrpaeneHMe TOUKOA GoCTyna

YnpasneHue TOYKOW JOCTyna |Wiegand EblXog + Pene v|

COCTOAHME BuIX0Aa |HDDMaJ‘IbHD-DTKphIThIFI v|

MNpogon¥uTENEHOCTE |2[]0 |MC.
MopAQOK UTEHWA CMMBOJIOE | Little-Endian V|
CHCTEME CUMCNEHWA | DEC v|
‘Wiegand npoTokon | 34 Guta V|

HoMep kapTsl ofilero gocTyna |1 |

AdwWanazoH HOMEpPOE KapT NPy reHepaugym |1 |— |1 |

COXpaHMTL

[Pexum pocTtyna] :

1. Tlo nuuy (no-ymonyaHuio). [aHHbIN pexnum ncnonb3yeTcs Ans opraHnsaumm goctyna
NocCpeacTBOM YKa3aHHbIX HUxe kpuTepues (Jluuo, Kapta, Temnepatypa, Macka).

2. YpanéHHoe oTKkpbITUe. [IaHHbIN pexunm ucnonb3yetca Ang yaanéHHoro yrnpasrieHus TOUYKOn
poctyna. igeHTndukaums nocpeacTBOM BblOpaHHbIX HUXE KpuTepues AocTyna He byaeT
NPUBOAMUTL K OTKPbIBAHUIO ABEPU, HO NMpK 3TOM ByaeT NpOMCXOAMTb 3anucb cobbiTuS B
XypHan 3axsaTa.

3. Jlvuo/ypanéHHoe oTKpbiTe. [laHHbIN peXrUM paspeLuaeT Kak yaanéHHoe ynpasreHue
TOYKOW JOCTyNa, TaK U ynpasneHMe 4oCTynoOM NocCpencTBOM naeHTudumkaumm yepes
BblOpaHHbIE HUXKE KpUTEepun aocTyna.

[Nopor naentudpmkaumm] (no-ymonyanuto: 90). Mopor naeHTUUKaLMm Npw
pacnosHaBaHuu nuua. AnropuTMm 3axsaTtbiBaeT NMLO YernoBeka 1 BbINOMHSET ero cpaBHeHne ¢ 6ason
AaHHbIX. Korga sHaveHne coBnageHuns 6orblue yCTaHOBNEHHOro nopora, BbINOMHAETCS yeneLHas

I/I,D,eHTI/ICbI/IKaLI,VIFI. YBenuieHne gaHHoro napamMeTpa MOXeT NpunBoAnTb K BOBHUKHOBEHUIO OoLInBKM
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BTOPOro poAaa. YMeHbLUEeHWe AaHHOro napaMeTpa MOXeT NPpMBOANTb K BO3HUKHOBEHMIO OLLUMOKM
nepBoro poaa.

[UnuTepBan Bepudmkauum (cek)] (no-ymonuanuio: 3). MHTepsan mexay noBTOPHOM
naeHTudukaumen nuua B Kagpe.

[Mpoeepka mackn] [ononHuTenbHbIN NpUsHaK BepudmKaLmMn: NpoBepKa Hanmuus
MeaMLMHCKON Mackun Ha nuue. MNpy opraHnsaumm npoxoga no HanuMymio Mackm He NPoucxXoauT
naeHTndmrkaums, Ho hMKCMpyeTcs 3anmch B XXypHane NpoOxXOAoB U XXypHane 3axsarta.

[Mposepka Temnepatypbi] (No-ymonyanuio). JlononHUTEnNbHbIN NpU3HaKk BepudunkaLmu:
npoBepkKa Temnepartypbl YenoBeka B paMkax 3aaHHOM HOPMbI (TONMbLKO ANns TePMUHANoB C
onpeaeneHnem Temnepartypbil). [py opraHMsauumn npoxoaa no NpPoBepKe TemnepaTypbl HE
nNponcxoauT naeHTUduKaums, Ho oMKCMpyeTcs 3anuchb B XXypHane NpoxonoB M XXypHare 3axeaTa.

[NMuuo] (no-ymonuanuio). MoeHTudmkaums nocpeacTBOM pacrno3HaBaHUa nvua Yernoseka
n3 6asbl yctponcTea. Ecnn nuuo yenoBeka HaxoauTcst B 6enom cnucke, npoxod 6yaeTt paspeLuéH.

[Wiegand kapTa)] WaoeHTudmkaums nocpeacTsoM NpuKnaabiBaHNs KapTbl K NOAKNIOYEHHOMY
K ycTponcTBy Wiegand-cunTtbiBaTento. Ecnn Homep npuknaabiBaemMon KapTbl MTPUHAONEXUT YeroBeKyY
13 6asbl yCTPOUCTBA, NPOoXoa OyaeT pas3peLuéH.

[Wiegand kapTa + nuuo)] [IsyxdakropHas uaeHTuduKaums no npusHakam wiegand kapra
W nnuo. Ecnn nuuo YyenoBeka HaxoauTcsa B 6enom cnmcke,  HoMep NpuknagbiBaeMon KapTbl
NpUHagNeXnT 3TOMy-Xe YenoBeky B 6ase yCTponcTBa, Nnpoxoa byaeT paspeLuéH.

[Wiegand kapta unu nuuo)] Vaentudukauma no npusHakam wiegand kapta WA nuuo.
Ecnu nuuo Yenoseka HaxoauTcst B 6enom cnucke, nnn HoOMep NpuknagabiBaeMon KapTbl NPUHAANEXNT
YyenoBekKy U3 6asbl yCTPOMCTBA, NPOXo OyaeT paspeLLéH.

[QeTtekumnsa TemnepaTypbl/Macku/TemnepaTypbi+Mackm] (TONbKO AN TEPMUHANOB C
onpeaeneHnem Temnepartypbl). [JaHHbIN pexnm npoxoda He ABNAETCS CaMOCTOSATENbHbIM; OH
AOIMKeH BbiTb COBMELLEH C OOHUM UKW ABYMS JONOMHUTENbHBIMU NPU3HaKkamun BepuduKkaumm.
ObecneunBaeT BepuduKaLmMio No NpM3HakamMm NpoBepka TemMnepaTypbl, MPOBEPKa MacKuU, MpoOBepKa
TemnepaTtypbl /I npoBepka macku (CM. BbiLLe).

[OR kon)] (Tonbko ans TepMuHanos ¢ pyHKUMOHanom uTeHns QR KogoB (c NuTepon
Q B KOHUe HauMeHoBaHuA)) CuuTbiBaHe QR-Koga v Banuaaums ero Ha noprarne

https://www.gosuslugi.ru/. Mpn ycTaHOBKe AaHHOIO pexvma TepMuHan oxugaeTt nogHeceHns QR

koga. Nocne nogHeceHnss QR Koga TepMmHan CYMTbIBAET €ro U oTNpaBnseT AaHHble B HEM https

3anpocom Ha nopTan https://www.gosuslugi.ru/ n oxxugaet oTBeTa oT noptana. B cnyyae, ecnn QR

Kog BanuaHbIN, npoxod byaeTt paspeLuén.
NMPUMEYAHUE!
[nsa sanmgaummn QR koga vepes noptan https://www.gosuslugi.ru/ IP TepmuHan gosmkeH

MMETb NOCTOSIHHBLIN BbIXO4 B CETb MHTEpPHEeT.

PykoBoacTBO No akcnnyartaumu TepmMmHanoB goctyna Beward TFR cepuu m

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru



https://www.gosuslugi.ru/
https://www.gosuslugi.ru/
https://www.gosuslugi.ru/

NMPUMEYAHUE!

OcCHOBHbIE pexnMbl Npoxoga MoryT KOMOGMHMPOBATLCA C AOMONHUTENBHBLIMK, 06pa3sys 23
pasnu4YHbIX BapnaHTa KOHTPONSA AOCTyna, UCMOoNb3ys OAHOBPEMEHHO A0 4 KpUTepues JOCTyNa.
Cwm. Tabnuuy Hwxe:

Pexnmbl npoxoaa
[ononHuTenbHble NPU3HaKK
= + + [NpoBepka + [NpoBepka
MpoBepka TemnepaTtypbl | Macku +
Macku Temnepartypsbl
Jlvuo + + +* +*
Wiegand kapTa + + +* +*
Wiegand kapTta + + + +* +*
nmuo
OcHoBHbIE ["\\iggand kapta unu | + + +* +*
NpusHaKM | nyio
JeTtekumsa / + +* +*
TemnepaTtypbl/Macku/
TemnepaTypbl+Macku
QR Koﬂ +** +** +** +**

* - BOCTYMHO TOJIbKO ANA TePMUHANOB C onpeaerieHneM TemnepaTypbl.

** . MOCTYMHO TONbLKO A4Ns TEpMUHANOB ¢ (pyHKLMOHanom 4YteHna QR koaoB (c nutepon Q B
KOHLie HauMeHOBaHuA)).

[ YnpasneHue Toukon gocrynal :

1. Wiegand Bbixog. aHHbIN pexxum NpUMeEHSeTCa Npu ynpasfieHnun TOYKOM A0CTyna
NnocpeacTBOM CTOPOHHero koHTposiepa CKY/[. Npu 3TOM peneriHbii BbiIXO4 HE 3a4eNCTBOBaH
AN ynpasreHnsa TOYKOM JOCTYyna, HO MOXeT BbiTb 3a4eCTBOBaH ANs NOAHATUS TPEBOMU Mo
BbICOKOWN TemnepaType. TepMuHan nogkrnoyaeTcsa K CTOpoHHeMy KoHTponnepy CKY[] yepes
Wiegand Bbixoa. MNpu naeHtudmkaumm Ha TepMmmHane Ha koHTponnep CKY[l otnpaensieTcs
KOO KapTbl, yKa3aHHbIN B KapTo4ke YenoBeka B 6ase ycTponcTtea; koHTponnep CKY[]
NPUMMHAET peLleHne o NpeaocTaBneHMm gocTyna.

2. PeneiHbin Bbixoq. JaHHbIN pEXUM NPUMEHAETCA NPU yYNpaBieHUn TOUKOM 40CTyna Yyepes
aKTMBaLMIO PenenHoro Bbixo4a TepMuHana npuy ycrnewwHon Bepudukaumum.

3. Wiegand Bbixoa + PenenHbin BbixoA (No-ymonyanuio). Npu Bbibope AaHHOIo pexnma
KOMOUHMpPYeTCS akTuBaLmsa penenHoro Belxo4a 1 oTnpaska koga KapTbl Yepe3 Wiegand
BbIXOA.

[ AkTuBupoBaTh peneitHbIi BbiIXxo No BbiCOKOM TemnepaTypel (Tonbko ans
TepMUHaroB ¢ onpeaeneHuem Temnepartypsbl) [aHHbii napameTp onpegendet 6yget nu
aKTMBUPOBATbLCA peneriHbI BbiIXoq, Npw NpeBbileHM 3a4aHHOro nopora Temneparypbi.

1. Hert (no-ymonyaHnuio).
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2. [a.
[Nopspok uteHns cumsonos] :

1. Big-Endian. O6paTHbIn NopsagoK YTEHNS CUMBOMOB.

2. Little-Endian (no-ymonyanuio). NMpsiMor NOpsiioK YTEHUA CUMBOJIOB.
[ Cucrema cuncnennn] :

1. DEC (no-ymonuanuto). [lecatepuyHas cuctema cumcrieHms npu paborte ¢ Wiegand kogom
KapThbl.

2. HEX. llecTHaguatepuyHas cuctema cumcneHms npy pabote ¢ Wiegand Kogom KapTbl.
[ CocTosinne Bbixoga] CocTosiHne penenHoro Bbixoaa:
1. HopmanbHO-OTKpbITbIN (MO-ymMonyaHuio). MNMpu akTuBauumn pene 3aMblkaeTcs.
2. HopmanbHo-3amkHyTbIN. [Mpy akTnBaummn pene pasmMmblkaeTcs.
[wiegand npotokonl ®opmat 3anucu aaHHbIx Wiegand:
1. 26 6uTt (no-ymon4yaHuio).
2. 34 buTa.
3. DS. lNponpueTapHbi hopmMmat 3annucu Koga KapThbl.
4

26 out (8+16). Koa kapTbl dhopmupyeTcsa u3 3anncu cymmbl 3HadeHun facility kog v
uID.

5. 34 6uta (8+24): facility kog + UID. Kog kapTbl (oopMmpyeTcs U3 3anncu CyMmbl
3Ha4veHun facility kog n UID.

6. 26 6uTt (T). Kog kapTbl nepesoanTtcsa B DEC dopmart, Bbigensitotcea facility kog m
HOMep KapTbl (5 MnagLwmnx CUMBOSOB), U OHW NO-OTAENbHOCTU NpeobpasytoTca B HEX
dopmaT a4na nepegaydu.

[Homep kapTbl o6wero goctyna]l (no-ymonuanuto: 1). 3HayeHune koaa, koTopoe GyaeT
otnpaenaTbca no Wiegand BbiIxogy Ha CTOPOHHWUIA KOHTPOMEp AOCTyNa Npu BepMdukaumm npoxoaa
no metoay 6e3 naeHtTudukaummn (Hanpumep, NPOXo4 no Temnepartype 6e3 pacnos3HaBaHus nmua).

[AnanasoH HomepoB kapT npu reHepauumn] (no-ymonyanuio: 1-1). Mpu no6aeneHum
nonb3oBartenen B 6asy yCTponcTBa, rpynne nofnb3oBaTenien MoOXHO Ha3Ha4YMTb NPUCBOEHME
aBTOMaTUYECKN reHepupyemoro Homepa kapTtbl. Homepa ByayT HaxoauTbCs B Auana3oHe Kak
yKa3aHo B JaHHOM napamMmeTpe, 3anorHAsA 3HaYeHUs OT MeHbLUero K 6onsLlemy Yncrny B nopsiake
nobaeneHusa nonb3oatenen B 6asy. Npu Beibope ananasoHa 1-1 no-ymonyaHuio, Homepa KapT
OyoyT 3anonHATLCA HauMHas ¢ 1 n 6e3 orpaHnYeHus.

[ NpopomxkuTtensHocTb] (No-ymonuanuto: 200). ANUTENbHOCTb akTUBaLuUK pene
(MUnncekyHAabl).

Ona tepmuHanos goctyna BEWARD cepuu TFR50 AoCTynHbI TakKe HaCTPONKM AaTymKa

Asepu:
AOatuvik gsepy | HOpMAnNeHD 3aMEHYTEIR w
Jajep®Ka JaTynka aeepu (cex) |0
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[OaTunk gBepun] [OaHHbIi NnapameTp onpeaenseT HOpManbHO COCTOSIHUE AaT4ymnKa ABepu:

1. HopmanbHo-3aMKHYTbI (Mo-yMonyaHuio). MpumeHsieTcs B criyqae, ecrnv gaTtyvk ABepu
3aMKHYT, Korga ABepb 3aKpbiTa.

2. HopManbHo-oTKpbITbIN. [MprMeHsieTcs B crnyyYae, ecnv AaTymk ABEPU Pa3oMKHYT, Koraa
ABEpPb 3aKpbiTa.

[3apepxka gaTunka asepu (cek)] (no-ymonuaxuio: 10). 3agepkka Hauyana TPEBOXHOIO
OMOBELLIEHNSI NO HE3AKPbITOW ABEPW NOCNE 3aKPbITUSA 3aMKa.

HaxmuTe kHonky [CoxpaHuUTb] AN BCTYNMEHUS HACTPOEK B CUITY.

3.2. YBegoMmneHus

CTpaHuua HacTporKku yBeOJOMMEHWn W MOACKA30K JoKanbHOro WHTepdhenca ycTtponcTea

npeacraBneHa HMxe:

Be‘vaRD CucteMHble Q HacTpoitku o) XypHan

CAFETY & SECURITY HacCTPOMKH nonb3oBaTenel == 3axeara

[poMKOCTE |8[J v|
s CUCTEMHBIE NApaAMETPRI
3BYH YCMNeWHoW seprdrKaumK
> CMCTEMHBIR HypHan 3BYK HEYAAUHON BEpUBMKALIMM
s HTTP Moanucea 3BYH AMCTAaHUMOHHOMD YNpasneHKa
3BYK HM3KOW TeMNepaTypsl
Bugeo napamMeTpal ,
? Cooflwerre yornelwHon eeprdr=anH
3 RTSP CooBleHKe HEYAaUHON BepUdMKaLIMA
MoxasseaTe cOoDIWEHWA C TEMNEPATYROA
» MQTT
CooBlWeRns 0 HEZaPErMCTPWPOBARHOM NONLI0BATENE
» Monb3osarend He oToBpamats Kog kapTs=l [
He otoBpamxats IP [
MNokaswiBate MMA M3 0aswl
OTobpaxeHre NKUa NP YoNewHoR BeprudnKaUmm |CHI.-1MDKC KaMepsl v|

MmMa KoMnaxKM |BEWARD |

FF «xoa npu geTexuM i He3HaKoMara nuua

COXpaHUTb

[FpomkocTb] (no-ymonuanuio: 80). YcTaHOBKa rPOMKOCTM AMHaMUKa YCTPOMCTBA.
[3Byk ycnewHoi Bepudmkaummn] (no-ymonuaHuio: BkrodeH). MpourpbiBaHne NpuBeTCTBUSA

“MoxanyncTa, NnpoxoguTe” Npu paspeLLleHn gocTyna.
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[3Byk HeyaauHom Bepudmnkaummn] (no-ymonyanumio: BknoyeH). MpourpbisaHne
yBegomneHus “foctyn 3anpeLléH” npu 3anpete goctyna.

[3BYyKk AucTaHuMoOHHOro ynpaBneHus] (nNo-ymonuyaHuio: BKroYeH). MNpourpsbisaHme
npuseTcTeua “lNoxanyncra, npoxogute” npu yaanéHHoM OTKPbITUN.

[3ByK HU3KOM TemnepaTypbl] (NO-yMonyaHuio: BKNoYeH) (TONLKO ANsi TEePMUHAnNOB C
onpeaeneHnem Temnepartypbil). [NpourpbiBaHne yBegomneHus “loxanyncra, nonpobyrte cHoBa”
npy UKCUPOBaAHUN TeMMEpPaTypPbl HAXE HOPMBbI.

[Coo6lieHune ycnewHon Bepudmkaummn] (no-ymonyaHuio: BkrodeHo). OTobpaxeHne
BCNJIbIBAtOLLLErO yBeaOMMEHNA “PaspelleHo” npu ycnewHomn sepudmkalmn.

[Coo6lieHne HeygauHoW Bepudmkaumm] (no-ymonyaHuio: BknodeHo). OTobpaxeHne
BCMNJIbIBAOLLIErO yBEAOMIIEHNA “3anpeLLeHo” Npu HeygayHon ngeHTdurkaumn.

[MokasbiBaTb coobLeHus ¢ TeMnepaTypoin] (Mo-ymonyaHuio: BkoHYeHo). OTobpaxkeHne
BCM/bIBaOLLMX YBEAOMIIEHWUI O TeMnepaType npu nposepke Temnepartypbl (TONbKO Ans
TepMUHanoB ¢ onpeaerieHMeM Temnepartypbl).

[Coo6weHune o HesaperncTpupoBaHHOM nonb3oBaTternie] (Mo-yMOMYaHMIO: BKITHOYEHO).
OToGpaxeHne BcnnbiBaloLWwero yseaomnenns “lroctopoHHnin” npn NosBnNeHMn B Kagpe nuua, He
3apermctpupoBaHHoro B 6ase.

[He oTto6paxaTth Kog kKapTbl] (Mo-ymonuyaHuio: BbikMoveHo). CoKpbITME 3HaYeHUs Koaa
KapTbl Npy NOOHECEHUN KapTbl K CYNTbIBATENIO.

[He oTto6paxaTtk IP] (no-ymonuanuio: BeiknioveHo). CokpbiTue IP agpeca TepmuHana,
oTobpakaemoro Ha gucnree yCTponcTBa.

[MokasbiBaTh MMsA M3 6a3bi] (No-ymonyaHuio: BKMoYeHo). OToBpaxeHe UMEHN YernoBeka
Ha BCMMbIBAKOLWMX NoAcKaskax Npu ngeHTndurkaumm sapernctpmpoBaHHoro B 6ase yenoseka.

[OTOoGpaxeHune nuua npm ycnewHon Bepudmkaummn)] Buibop NCTOUHMKA CHUMKA NuLa
npu ycnewHon sepudunkaunm:

1. CHMMOK C kamepbl.

2. M3 B6asbl (No-ymonyaHuio).

[Uma komnanum (Tonbko ansa TepmuHanos goctyna BEWARD cepum TFR80) (no-
ymonyaHuio: BEWARD). Yka3saHHbIN TEKCT OyaeT oTobpaKaTbCsl B HXKHEN YacTu gucnnes. 34ech
MOXeT ObITb HAaMMEHOBaHWE opraHu3auumn unu nbasa gpyras MHHopmMmauns

[OQaTuuk aBepu] (Tonbko Ana TepmuHanoB goctyna BEWARD cepumn TFR50) (no-
YMOSYaHMIO: BbIKNIOYEHO). 3a4eNCTBOBaHNE AaTynka ABEPU AN BKIHOYEHNSA TPEBOXHOMO

OMOBELLIEHNS MO He3akpbITOM ABepy. Ecnu gaTtumk aBepy akTMBUPOBaH, U MPEBbLILLIEHO BpeMsi

3a4epXKn aatynka asepu (cm. pasgen Pexnmbl goctyna, napameTp 3agepxkka gatyvka ABepu), TO
TepMuHan 6yaeT LMKNMYHO BOCNPOM3BOANTL ayanocoobLueHne “OBepb He 3akpbiTa” 1 oToGpaxaTb

OTOT TeKCT Ha aucnree yCTpOI7ICTBa, noka gat4yuk asepun He l'IpVI,D,éT B HOpMaJibHOE COCTOAHUE.
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[FF kon npu geTekummn HesHakomMoro nuua)l (No-ymonyaHuio: BknoyeHo). MNepeaaya koga

FFFFFF (ons Wiegand-26) unun FFFFFFFF (ona Wiegand-34) yepes Wiegand Bbixog npu geTekumnm

He3HaKoMoro nuua.

Haxxmute kHonky [CoxpaHuTb] 4ns BCTYNMIEHUS HACTPOEK B CUITY.

3.3. CeTb

CTpaHI/ILl,a ceTeBbIX HACTpOeEK yCTpOVICTBa npeacrtaBrneHa HxXe:

Be‘,UARD CHUCTeMHbIe E HacTpoiku @ XypHan

ANGEE B SEEN T HacTPOWKH nonb3oBaTenen 3axearta

| oo e |
“/ CUCTEMHBIE MApAMETDE!
ID ycTpodicrea (1380366 |

» CHCTeMHBIN ypHan Bepcys MO TFR80-210T1 - 1.1.11.0|

% HTTE Miognces Bpews cbopky 2021-04-07/14:20:56 |

Bepcwa sef |1.0.0.3[20210209] |

» Buaeo napametpel

BeG-nopt |80 |
5 RTSP DHCP [
S MQTT IP anpec [192.168.0.9 || Mposepxa IP

Macka nogceTvm |255.255.255.0
» Tonb3osaTent

W03 |192.168.G.1

DNS 1 [192.168.0.1

|
|
MAC |18:68:82:45:10:De |
|
|

DNS 2 [0.0.0.0

KoHTpone koRdnWkTa IP agpecoe [

* NpyY MZMEHEHWK CETEE:IX HACTPOeK YCTPL

CoXpaHWUTL

[Umsa] (no-ymonyanHuto: Face1) YcTaHoBKa UMeHM YyCTPOMCTBa, oToOpaxaemoro B ceTu. None
nogaepXxmBaeT aHrnunckme 6yksbl 1 UMGpPbl, a 00LWwasa gnvHa He MOXET npeBbiwaTh 63 cumBona.

[ID ycTtponctBa] OTobpaxeHne 3aBOACKOrO CEPUNHBIN HOMEP YCTponcTea. He MoxeT ObiTb
N3MEHEH.

[Bepcus MO] OTobparkeHne TekyLen Bepcmum BCTPOEHHOIo NporpaMmmMHoro obecneveHmns
YCTPOMCTBA.

[Bpems c6opku] OTobpaxeHue AaTbl n BpeMeHn COOpKM BCTPOEHHOIO NporpaMMHOro
obecrneyeHns yCTpomncTBa.

[Bepcusa Be6] OToGpaxeHue TekyLuen Bepcumn Bed nHTepderica ycTporcrea.

[Be6-nopT] (no-ymonyanuto: 80). YctaHoBka HTTP nopTa yctponcTaa.
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[DHCP] (no-ymon4yaHuto: BKMOYeHO). BkntoveHne oyHKLMM aBTOMATMYECKOro NonyyYeHus
CeTeBLIX HACTPOEK MHTEpdenca ycTponcTea no npotokony DHCP.

[IP appec] (no-ymonyanuto: 192.168.0.99). YctaHoBka IP agpeca nHtepdelica.

[Macka noaceTun] (no-ymonuanuto: 255.255.255.0). YctaHoBka Macku nogcety nHrepgenica.

[Wnro3] (no-ymonuanuio: 192.168.0.1). YcTaHoBka |IP agpeca mexceTeBoro Lwio3a.

[MAC] OtobpaxeHne MAC agpeca uHtepdenca.

[DNS 1] YcraHoBka DNS 1 agpeca.

[DNS 2] YcraHoBka DNS 2 agpeca.

[KoHTponb koHdnukTa IP agpecoB] (nNo-ymonyaHuio: BbIKNKOYEHO). [pn 3a0eicTBOBaHUM
AaHHOro napameTpa, B cnyyae obHapyXeHus KOHNIMKTa agpecoB B CETU, Ha AUCNNee yCTponCcTea

OyneTt oTobGpaxaTbCsl COOOLLEHNE O KOHMMMKTE.
Haxmunte kHonky [CoxpaHuTb] ANs BCTYNIEHNSA HAaCTPOeEK B CUIy.

3.4. lata n Bpems

CTpaHuua HacTpoek AaThbl U BpeMeHU YyCTPOMCTBA NpeacTaBneHa HUXe:

A CucremMHle _. HacTpoiikun XKypHan XKypHan
EE ,,\'E\!,ECE,I?\, HacTPOWMKN E nonb3oBarenen @ 3axBara - npoxonos

Yaco=oW nosac | (GMT+03:00) Mockea vl
A CUCTEMHBIE NAPAMETPLI
() NTP Bpemn

» CHCTeMHII ypHan Anpec cepeepa |c|ock.i5c.org |
» HTTP MNognncka Mopt |123 |
MHTEpBan 00HOBNEHWUA |2 | Yacos
Buaeo napameTpsi
» Bug pametp ® Boyusyio
% RTSP BpeMAa yoTpoACcTBa |2021—O4—07,’1?:31:3'D |
HacTponka 2021-04-07 17:31:30 [ Cuxxpoxuzaums c MK
> MQTT

COXpaHThL

» Moneaoeatend

[MacoBou nosc] (no-ymonyanuio: (GMT +03:00) MockBa) ycTaHOBKa 4acoBoOro nosica
YyCTPOMCTBA.

[Anpec cepBepa] (no-ymonyaHuio: clock.isc.org). YctaHoBka agpeca NTP cepsepa. Bbl
MOXeTe NpoBepUTb, YCTAHOBNEHO NN COEAMHEHNE YCTPOUCTBA C CEPBEPOM B pa3ferne MeHIo
“OcHoBHble” ucnonb3ysa napameTp “Tect cetu”.

[MopT] (Nno-ymonuyaHuio: 123). YcTaHoBka nopta coeanHeHnsa ¢ NTP cepsepom.

[MHTepBan o6HOBREHMUA] (MO-yMONyaHuIo: 2 Yyaca). YCcTaHOBKa MHTepBana CUHXPOHU3aunm
BpemeHu ¢ NTP cepsepom.

[Bpems ycTpounctBa] OTobpaxeHune TeKyLLero BpeMeHn yCTponCcTBa.

[HacTpomka] YcTaHoBKa BpeMeHU Ha YCTPOUCTBE BPYUHYIO.
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[CuHxpoHuzauma c MNK] (no-ymonyaHuto: BbikntoyeHo). Mpu ycTaHOBKe AaHHOro napameTpa

BbIMOJTHAETCA ednHOBpPEeMEeHHaA CUHXPOHN3aUna BpeMeHn C NNoKaribHbIM KOMMbOTEPOM.

Haxxmute kHonKky [CoxpaHuTb] 49 NPUMEHEHNSA HAaCTPOWKN B CUNY.

3.5. MapameTpbl 0OOHapyxeHus

CTpaHVILl,a HaCTpOEK napamMeTpoB O6Hapy)KeHVIFI nnu npeacTtasiieHa HUXe:

Be‘thRD CucrtemHuie Q HacTtpoiiku P KypHan o JKypHan

T At HacTPOMKK nonb3oBaTtened 2 3axeata @0 [IpOXOA0E

MUHWMANEHOE pazpelleHne nuua (NuKc) |6?2 |(£|,Aar|a30H: 0~960)
s CUCTEMHEIE NapaMeTprl
HadyaneHaA KoopavHaTa ofHapy®eHuA No ocK X |0 |(£|,Aar|a30H: 0~960)

% CMCTEMHBIR ¥ypHan

HauyaneHanA KoopaWHaTa o0Hapy®eHKA No ook Y |0 |(£|,Aar|a30H: 0~1280)
5 HTTP Moanmcka LLpKHa 3046l 00HaPYKEHMA |960 |(£|,Aar|a30H: 0~960)
BrICOTa 2046l 00HapYKEHMA |1280 |(£|,Aar|a30H: 0~1280)

» Buaeo napamerpel

* MUHUMANEHOE PAZPELUEHME TMUA MCNIONLSYETCR ANA DMA=TDaLMM |

> RTSP
» MQTT
BHUMAHUE!

C HacTpoiikaMu No-ymon4aHuio YCTPOMCTBO AETEKTMPYET NULIO MO BCEN Nnowaau kagpa, otobpaxaeMoro
Ha aucnnee. C NomoLLlbio AaHHbIX HACTPOEK Bbl MOXeTe BblAENUTbL OnpeaeneHHyo NPsiIMOYrofbHYo AJ1s

OETEKTUPOBAHUA NTMLA TOJIbKO B Hen.

[MuHnmanbHoe paspelweHue nuua (NUKc)] (no-ymonyaxuio: 124). YctaHoBKa MUHUMANbLHOIO
paspeLueHns nuua (LunMprHa B NUKCEnNaX) Ans pacno3HaBaHUs.

BHUMAHUE!

YBenunyeHne 3HayeHus napamMeTpa I'IpVIBe}J,éT K YMEHbLUEHUIO OallbHOCTU pacrno3HaBaHUA.
PeKOMeH,EI,yeTCFl yBeNn4nBaTb 3Ha4eHNUe napamMeTpa TOJIbKO eClin AaribHOCTb pacrno3HaBaHUA ABNAETCA
N30bITOYHOM A5 KOHKPETHOW YCTAHOBKM YCTPOMCTBA. YMEHbLUEHNE 3HAYeHNs napameTpa MoxeT

npmBecCTU K yXyalweHUo Ka4ecTtBa pacno3HaBaHUA. He pekomMmeHayeTca yMeHbllaTb 3Ha4YeHne napameTpa.

BHUMAHUE!
Ecnn s pexnmax npoxoaa yCTaHOBJIIEH PEXNM, CBSI3aHHbIN C n3MepeHmnem TemMmrnepaTtypsbl, OaHHbIN
napameTp CTaHOBUTCA HEAOCTYNMHbIM OAA pedakTupoBaHUA. [anbHocTb 06Hapy>Keva nnua 6y£l,eT

3aBuceTb OT napameTpa “lUnpuHa nuua” npu namepeHum TemnepaTypbl B CUCTEMHbBIX HACTPOMKaX.

[HayanbHas koopauHaTa ob6HapyxeHus no ocu X] (no-ymonyaxuio: 0). YcTtaHoBka
HayanbHOW KOOPAUHATLI 30HbI OBHAPYXXEeHWUs NnLa No ropu3oHTanbHOW OCK AUCNIes yCTPOUCTBa.
[HayanbHas koopauHaTa o6HapyxeHus no ocu Y] (no-ymonyaxuto: 0). YcTtaHoBka

HayarnbHOW KOOpAMHATbI 30Hbl 0GHAPYKEHUS NULA MO BePTMKanbHOW OCK AMCNIEes YyCTPONCTRa.
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[LUnpuHa 30HbI 06HapyxeHuA] (no-ymonyaHuto: 960). YcTaHOBKa LUMPUHBI 30HbI

oBHapyxeHus nuua.
[BbicoTa 30HbI 06HapyxeHus] (no-ymonyanHuto: 1280). YcTaHoBKa BbICOTbI 30HbI

oBHapyxeHusa nuua.

NMPUMEYAHUE!
3HayeHve NapaMeTpPOB 30H 1 KOOPAMHAT OBHAPYKEHUS! U3MEPSIETCA B OTHOCMTENBbHOM (YCIIOBHOM)

aunanasoHe. OTHocuTenbHOE paspelleHne aucnnes pasHo 960x1280 (LUxB) Touek. K npumepy, yctaHoBKa

3HaYeHWs WNPUHbI 30HbI 0BbHapyxeHns 480 ByaeT o3HayaTb, YTO NULO Yenoseka AOMKHO 3aHnMaTb 50%

LUMPUHBI QUCNes yCTPOWCTBa AN U3MEPEHUS.

HaxmuTe kHonky [CoxpaHuUTb] ANa NpUMeHeHnsa napameTpoB B Cuny.

3.6. O6cnyxunBaHue
CtpaHuua OOHOBNEHWs MNPOLIMBKMA YCTPOMCTBA W MMMOpTa/akcrnopTa  KOHdurypaumm

npencraBiieHa HUXe:

Be"UARD CucteMHble _. HacTpo#nku KypHan am "KYPHaN
HacTPOMKKN nonb3oBaTernemn @ 3axeara @D NpoXoAoe
RO CucTeMHble napameTpil

SAFETY & SECURITY
1]
\/ CUCTEMHbIe NapameTpbl B =

% CHMCTEMHLIA #ypHan -
MMNopT KoRGUrypauwKM | WMrMnopT |

» HTTP Mognucka

3 Bineo napaneTps IKCNOPT KoHDKUIrypaumM | 3kcnopT |

[ns obHoOBRNEHMs nporpaMMHOro obecnedeHnsa ycTponcTea, B nosie O6HoBneHue MO
HaxxmuTe [OB6HOBNEHME], 3aTeM B NOSIBUBLLEMCS OKHe BbibepuTe dhann NpOLUUBKA N HAXMUTE
[O6HOBUTL]. [ToCcne okoHYaHMA npouenypbl Ha CTpaHuLe 3aBepLUeHnst OBHOBEHUS NOABUTCSA

coobueHne «OBHoBMEHNE BbIMNOMHEHO YCMELLHOY.

Bribop dhaina x

BribepuTe charn O630p
| ODHOBMTE |
JaKpPEITh
NMPUMEYAHUE!
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Mocne ycnelwHoro o6HOBNEHNS MPOrpaMMHOro obecneveHnst yCTponcTBO aBTOMaTUYECKM
nepesanyctutcs. MNocne 3aBepLueHnst OOHOBMNEHUS OYUCTUTE K3l Bpaysepa, NogoXanTe ABE MUHYTHI U
NOBTOPHO BOMOUTE B CUCTEMY YCTPONCTBA.

Haxmute [MmnopT] B none UmnopTt KOHcUrypauumm ans 3arpy3km KoHurypawmm ycTtpomnctea
N3 paHee 3KCMopTUpOBaHHOro amna. B noseuBliemMcsi OkHe Bbibepute ann KoHdurypauum m
HaxxmuTe [MmnopT]. MNocne okoHYaHUA npouenypbl Ha CTpaHuLe 3aBepLleHnsi OGHOBNEHMSA NOSIBUTCA

coobueHne «OGHOBNEHNE 3aBEPLLEHOY.

Bribepure darn ®

Buibop dakna O6zop

| HMrnaopTt | JaKpeITh |

Haxmute [dkcnopT] B norne JKCNOPT KOHdMUrypauum AN BbIrPy3kM KOHGUrypauum

ycTpovicTBa B thann. Pann 6yaet coxpaHeH B Nanky, KOTopyto 6paysep ncnonb3yeT A8 3arpy3ok.

3.7. Copoc

CTpaHuua copoca HacTpPOEK YCTPOCTBA NPeacTaBieHa HUXKe:

CucreMHbie __ HacTpounku XKypHan
BEWARD g Hacre @up

TRt Al HaCTPOWKM nonb3oBatenein £ 3axeata & NPOXoA(

28 crcremne rpaverpes T —
B CbpocuTs BCE [
\v CycremHble napameTpbl
Pexwmbl npoxoga [ Ysegomnedma [

> CUCTeMHbIN ¥ypHan

Cete [ Oata v BpeMA [
> HTTP Moanucka XypHane! 2axeaTa ¥ Nnpoxogoe [ CucTemHbIA XypHan [
Baza My v KypHan npoxoaos [ XKypxan npoxogoe [
2 BARCO0 lMapameTpsl agTonepesarpysku [ CucteMHbie napaMeTpsl [
> Ayauo Bugeo [ HTTP noanucka [
RTSP [ MQTT [

> RTSP

SIP [
> MQTT
BHuMaHue: C6DOC CeTeBbiX HAaCTPOeK U XypHanoB BEAET K nepesarpyske
> SIP
BHUMAHUE!

C6poc ceTeBbIX HACTPOEK M >KypHanoB BeAET K nepesarpyske yctponcTaal
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[CopocuTb BCE] COHpoC BCex HACTPOEK YCTPOMCTBA Ha 3aBOLCKME.

[Pexnmbl npoxopga] Copoc HAaCTpoOeEK peXnMoB 4OCTYMNa 1 ynpaBneHns TOYKon gocTyna.
[CeTb] CHpocC ceTeBbIX HACTPOEK.

[’KypHanbl 3axBaTa u npoxoaoB] YaaneHune 3anucei XXypHarnoB 3axBaTta U NPoOXoa0B.

[Basa nuu m xypHan npoxogos] Ounctka 6a3sbl NvL 1 yaaneHue 3anucei XypHana
NPOXO/0B.

[MapameTpbl aBTO Nepe3arpy3ku] Co6poc napameTpoB aBTO Nepesarpysku.
[Buaeo] Cbpoc napameTpoB KOOMPOBAHUS U N306pakeHust.

[RTSP] Cbpoc RTSP napameTpos.

[SIP] C6poc SIP napameTpoB (Tonbko ansa repmmHanos goctyna BEWARD cepumn TFR50).
[YBepomneHnusa] C6poc HacTpoek yBe4OMMEHNIA.

[AaTa n Bpemsa] Copoc NTP napameTpos.

[CucTemHbIN XypHan] YaaneHue 3anncen CUCTEMHOrO XypHana.

[XXypHan npoxopaoB] YaaneHwe 3annucen xxypHana npoxoaos.
[CucTemHbie napameTpbl] COpOC CUCTEMHBIX TAapaMeTpPOB.

[HTTP noanucka] C6poc napametpoB HTTP yBegomneHuin.

[MQTT] C6poc napameTpos MQTT.

HaxmunTte kHonky [CoxpaHuTb] ANns NPUMEHEHUA NapaMeTpoB B CUTY.

3.8. OcHOBHbIe

CTpaHuua OCHOBHbIX HACTPOEK YCTPOWMCTBA NpeAcTaBrieHa HUXe:

A CuctemMHLIe —, HacTponku XKypHan XKypHan
EE Y"EUSECE,R HacTpPOMKH E nonb3oBaTernemn @ 3axeara = npoxonoe

T — Naparcrpu oonapywenns | odcnyxnsanne | copoc JIEEEIEEE
ABTOMepezarpysxa |mer,u,a v|
s CUCTEMHBIE NApAMETPRI
BraeonoToK Ha gWcnnee |LI.BETH1}|F1 v|

% CUCTEMHBIN ¥ypHan

Tect ceTu

% HTTP Nognucka

» Buaeo napameTpel | Mepeza rpy3Ka|

MpeaynpexaeHue: HaXMUTE Ha 3TY KHONKY 4ToBbl NepesarpysuTs YCTPOMCTEO
> RTSP
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[ABTONEepe3arpy3ka] (no-ymonyaHuio: HUKorga). YCTaHOBKA OHA M Yaca BbINOSIHEHMWS
aBTOMaTMYeCKOM nepesarpyskn ycTponcTaa. Bo3sMOXXHO BbINONHATL Nepesarpysky pas B Hegento,
nnbo exxegHEBHO B Havane BblGpaHHOro yaca.

[BuaeonoTtok Ha aucnree]

1. LiBeTHOWM (No-ymon4aHuio). OTobpaxeHne LBETHOIo N300paXeHust Ha gucnnee
YCTPOWCTBA.
2. MHdbpakpacHbin. OTobpaxeHne Y€pHo-6enoro n3obpaxeHnsa Ha gucnnee yCTponcTea.

[TecT ceTtn] JaHHoe none no3sonsieT BBeCcTU IP agpec kakoro-nnbo ycTponcTea B ceTU K
NPOBEPUTL HanNMymne CBA3M C YCTPONCTBOM No npoTtokony ICMP. B cnyyae ycnewHoro coeanHeHust ¢
YCTPOWCTBOM, Bbl MOSTy4nTE BCMIbIBAKOLWEE OKHO C coobLeHnem “CoeauHeHme yctaHoBneHo!”,

[Mepe3arpy3ka] BeinonHeHne nepesarpyskn ycTporcTBa.

Haxmunte kHonky [CoxpaHuTb] ANs BCTYNIEHNA HAacTPOeK B CUy.

3.9. CucteMHble

CTpaHuua CUCTEMHbIX HACTPOEK YCTPOWCTBA NpeAcTaBrieHa HUXe:

Be \”ARD CucTeMHbIe B HacTtpoitku o) XypHan o JypHan

T iy HacTPOMKU nonb3oBateneil & saxeara &0 poXoAos

s CUCTEMHEIE NAPaMETPRI
CoXpaHATE 3anvcKk o NpoxXodax B MypHan
> CucTemHsli sypHan OTofpakeHie TeMnepaTypsl | Mpanycsl Lienscus v
6 B VD TEMNE
3 HTTP Moznvcra OTtobpaxaTe BbICOKYH TEMNepaTypy
Buneo napameTpal o
LKMpKrra nvua (100-500 nukcener) |350
> MQTT
BirounT: 00HapyXeHWe XMEOro uua
» Mone3osarenw LED noacsetka
S0
OTKNHUMTE 3KPaH NPM OTCYTCTBMKM NMPpoxXoaa 10—600 (cek)
Bpema TadMayTa 2eb 1-10 (MuUHYT)
* M3MeHeHWe A3biKa NPUBRAET K NepezarpysKel
* Mopor ®MBOro AMUa gomked Obims Mexay 1-100. MpogonKMTENsHOCTE CEpUM Kag

[A3bIK] YcTaHOBKa cMCTEMHOrO si3bika. [JaHHbIM NapameTp yCTaHaBnMBaeT s3blk BEO

UHTepdenca, NokanbHOro UHTepdenca 1 A3bIK rofiocoBOro CONPOBOXAEHUSA YCTPOUCTBA.

1. Pycckuin (no-ymonyanumio).
2. AHIIIMNCKUIA.
| BHUMAHME!
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I M3ameHeHne cucTeMHOoro s3blka NpMBEAET K nepesarpyske yctponcraa!

[CoxpaHAaTb 3anMcu 0 npoxoaax B XypHarn] (no-ymonyaHuio: BktoyeHo) BknioveHne
BEAEHMA 3anvcen XXypHanoB nNpoxoaa v 3axeaTa.

[OToOpaxeHue TemnepaTypbl] YCTaHOBKa eAMHULbI U3MEpPEeHUs TeMnepaTypbl (TONbKO Ans
YCTPOMCTB C U3MepeHuem Temnepartypbl).

1. Mpagycol Llenbcua (no-ymonyaxmio).

2. Mpagycel ®apeHrenTa.

[OToGpaxaTb BbICOKYIO TeMmnepaTypy] (No-yMOn4YaHuIo: BKNKOYEHO). BkrtoueHne
oTOBpaXkeHNs1 BbICOKOW (BblLLE YCTaHOBIEHHOrO nopora) TemnepaTypbl Ha Aucnnee yCTpoucTBa
(TOoNbKO ANA YyCTPOUCTB C U3MepeHnem TemnepaTypbil).

[CaBur TemnepaTtypbl] (no-ymonyanuio: 0.0 rpagycoB). YcTaHOBKa caBura ouKCUpyembix
3Ha4yeHMn TemnepaTypbl B 60MbLUYI0 NN MEHBLLYIO CTOPOHY (TOSNbKO ANsl YCTPOMUCTB C
M3MepeHMeM Temnepartypbil).

[Mopor Hu3Kkomn TemnepaTtypbl] (No-ymonyaHuio: 35.8 rpagycoB) YcTaHoBKa nopora
MUHUMarbHOM TeMnepaTtypbl (TONbKO ANA YCTPOUCTB C U3MepeHuem Temnepartypbl). [pu
dukcaumm TemnepaTypbl HUKE JAaHHOro nopora Bepudukaumst He 6yaeTt npomncxoauTb. [pu aToM,
yepes AMHaMKK yCcTpomncTea, OyaeT BOCNPOU3BOAMTLCS rofilocoBoe coobuueHne “Monpobyiite cHoBa”.
BHUMAHUE!

[Ona o0bekToB, roe TepMuHamnbl YCTAHOBMEHbI MNpWM BXxo4ax B 34aHMe C ynuubl, U TepMuHanbl
SKCMNIyaTUpyrTCA B XOliogHOe BpeMA roga, pekomMmeHAyeTCA CHUXaTb nopor HU3KOW TeMnepartypbl OO
3Ha4YeHuns TeMnepaTypbl OKpY>KatoLero Bo3ayxa B noMeLleHun +2-4 rpagyca. Hanpumep, npu temnepaTtype

OoKpy>KatoLero Bosgyxa +22°C, pekomeHayeTcsi YyCTaHOBUTb MOPOr HU3KOoM TemnepaTypbl +25°C.

[Mopor Bbicokon TemnepaTypbl] (No-ymonyanuto: 37.3 rpagycoB) YCTaHOBKa nopora
MakcumarnbHOW TemnepaTtypbl (TONbKO ANA YCTPOUCTB C U3MepeHuemM Temnepartypsbl). [pu
dukcaumm TemnepaTypbl Bbllle JAaHHOro nopora focTyn ByaeT 3anpeLléH n yepes AUHaMuK
yCcTpouncTBa ByaeT BOCNpoM3BOANTLCS rofiocoBoe coobuleHne “Bbicokasi Temnepartypa, 40CTyn
3anpeLén”. OnumoHanbHoO, Npu 3ToM MOXET cpabaTbiBaTb pene (cMm. pasgen Pexumel goctyna,

napameTp AKTMBUPOBATL PENENHbLIN BbIXOA MO BbICOKOW TeMNepaType).

[lWnpuHa nuua (100-500 nukcenen)] (no-ymonyanuio: 350) YcTaHoBKa MUHUMANbsHON
LWIMPWHBI NLA NS U3MepeHUs TeMnepatypbl (TONbKO ANA YCTPOUCTB C USMEPEHUEM

Temnepatypbl). [laHHbIA NapameTp CAYXUT AN U3MEHEHUS pacCTOAHMSA N3MePEHUS TeMnepaTypsbl.

NMPUMEYAHUE!
3HayeHne napameTpa M3MEPSIETCS B OTHOCUTENbHOM (YCNOBHOM) AuanasoHe. OTHOCUTeNbHOe

paspeleHne gucnrnes pasHo 500 Toyek no wupuHe. K npumepy, yCTaHOBKA 3HAYEHUSA LUMPUHBLI 30HbI
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obHapyxeHua 250 6ygeT o3HayaTtb, YTO NULO 4eroBeka [OOMKHO 3aHuMatb 50% LWMpWHBLL Oucnnest

YCTPOWCTBa AN U3MepPeHus..

BHUMAHUE!

YMeHbLUEHNE 3HaYEHNA JaHHOIo napamMmeTpa I'IpI/IBe,CI,éT K CHMXEHUK TOYHOCTU N3MEPEHUA TeEMMNEpPATYypbI.

[BknounTtb OGHapyxeHue XNBoro nuua)l 3agencreoBaHme anropmtma 3awuTbl OT Npoxoaa

no gootorpadcumn.

1. Oa (no-ymon4yaxuio).

2. Her.

3. Pacnucanwne. Bbibop nHTepBana BpemeHn QHEBHOroO AnanasoHa Ans 3agencTBoBaHNs
anroputma.

[LED noacseTka] YctaHoBka pexuma skntodeHust LED (6enon) nogceetku. LED noacsetka

HeO6XOD,I/IMa Ana pacno3daBsaHUAa v, npu HeAoCTaToOYHOM OCBELLEHUN.

1. Hukorga (no-ymonyaxuio).
2. PacnucaHne. Bbibop AHEBHOrO nHTepBana BpemeHn ansa sknoveHns LED nogceeTku.
3. Mo gatuwmky. MNpu BIGOpe aaHHoro 3HayveHunst LED noaceeTka BGyaeT BkoYaTbCcsa no

0aTyYMKy OCBELLEHHOCTH.

4, Mo nuuy. Mpu BbIGOpe gaHHoro 3HaveHnst LED nogceeTka OygeT BKOYATLCS Npu
aetekuun nuua.

5. Mo nuuy nnn pacnucanuto. BknoveHne LED nogcBeTkn no pacnmcaHnio, nnbo npu
aeTekunn nuua (BHe pacnucaHms).

6. Mo nuuy nnn gatunky. Brntoyenne LED noacseTku npy getekumn nuud, nmbo no
OaT4MKy OCBELLEHHOCTH.

[ApkocTb noacBeTkMn] (No-ymonyanumio: 50). YctaHoBka mowHocT LED noacseTku.

[OkpaH] Beibop pexnma paboTbl gucnnes ycTpoucTBa.

1. Bcerga BkntoyeH.

2. OTkniovaTb 3KpaH Npu oTCyTCTBUM npoxofa (no-ymonyanuio). ducnnen byaet
BKITHOMATLCA NPY AeTekunn nuua B Kagpe, U 0yaeT akTUBEH B TEYEHUU YKa3aHHOro HWXKe ananasoHa
BPEMEHM.

[OTKNOUMTBL 3KpaH Npu OoTCYTCTBUM Npoxopaa] (no-ymonyanuio: 30 cekyHa). YcTaHoBKa
BpeMeHUn paboThbl 3KpaHa nocne getekumn nuua B gnanasoHe 10-600 cekyHA.

[Bpemsa TanmayTta Be6] (no-ymonyaHuio: 10 MUHYT). YcTaHOBKa BpeMeHu Bbixoaa U3 Beb-

NMHTepdgenca yctponctea npu 6esgenctsnm B gnanasoHe 1-10 MUHYT.

Haxmunte kHonky [CoxpaHuTb] 4Ns BCTYNNEHUA HACTPOEK B CUMy.

PykoBoacTBO No akcnnyartaumu TepmMmHanoB goctyna Beward TFR cepuu

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




3.10. Wi-Fi

Ctpanuua Wi-Fi HacTpoek yCcTponcTBa npegcrasneHa HuxKe (TONbKO Ans yCTPOMUCTB CO

BCTpoeHHbIM Wi-Fi mogynem).:

BGWARD CucremHbie —, Hactpo#ku 10 KypHan am KYPHanN
SAFETY & SECURITY =" HacTPOWKH nonb3oBatenen <= 3axeara @0 NpoXoA0B
23 cucrounuenapawerp | _O0Cmnsanme | Copoc | ocuommue | cucrermie JIRES

BrroounTs

> CuCTeMHsIi XypHan

> HTTP Mognucka

> Bugeo napametpsl

MapameTpe! He30nacHocTv ‘\*\VPA-PSK'\'\'PAZ-PSK vl

SSID ‘BEWARD_DEMO

MNapons i-...no.

MNpvopuTeT Wi-Fi

DHCP
> RTSP IP agpec ‘
Macka \
> MQTT :
Wnwoz
DNS 1 |
DNS 2 |

[BKnounTb] (Mo-ymonyaHuio: BbikoveHo) BkntoueHne Wi-Fi ceTteBoro nHrepdetica.

[MapameTpbl 6e3onacHocTH] YcTaHoBKa TMna wndposaHms Wi-Fi cetu.

1. HeT wundgpoBaHus.

2. WPA-PSK/WPA2-PSK.

3. WPA/WPA2.

[SSID] Beog SSID (Mmenn) Wi-Fi cetn.

[Maponb] Beog naponsa Wi-Fi ceTtu.

[MpuopuTteT Wi-Fi] (no-ymonyaHuio: BblkntodeHo). Npu akTMBaunm gaHHOro napamMeTpa
YyCTPONCTBO ByAeT CTPOUTb MapLUPYT NO-YMOMYaHWIO AN BHELWHKX ccbinok no Wi-Fi ceTeBomy
UHTepdency.

[DHCP] (no-ymon4yaHuio: BbIKNIOYEHO). BrrioyeHe dyHKLMM aBToMaTUYeCKoro nosy4yeHns
ceTeBbIX HAaCTpoek nHtepdgenca no npotokony DHCP.

[IP appec] YcTaHoBka IP agpeca nHtepdenca.

[Macka] YcraHoBka macku nogceTtn nHtepdgenca.

[LUnto3] YcTaHoBka IP agpeca mexceTeBoro Lwno3a.

[DNS 1] YcraHoBka DNS 1 agpeca.

[DNS 2] YctaHoBka DNS 2 agpeca.

NMPUMEYAHMUE!

PekomeHayemoe yaaneHue yctporctea oT Wi-Fi Toukn goctyna He 6onee 10 meTpoB.

CkauaHo c sec.ru
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maBa 4. CuUCTeMHbIN XypHan

CucteMHbI XypHan yCTpOIZCTBa NMOKa3aH HWXe:

BE€\VARD

SAFETY & SECURITY

2S  CucTemntie napameTpel

Homep

CucTeMHbIe
HacTPOMKH

Bpema

=, HacTpoitkn
nonb3oBarenen

Tun gakHeIx
H3MeHeHHe

Kypnan
3axBarta

OnepaTop

am KypHan
0 poXo[oB

Mpumeuarwe [lononHWTeNsHO

1 2020-05-26/12:12:39 TR admin MzMereHMe peEXMMOB Npoxoaa
11431 - HzmeHeHne : - P
2 2020-05-26/11:31:00 i ~ admin H3mMeHeHWe 3BYKOBEIX NapaMeTpoB
» CHcTeMHbIe napameTpsl napaMeTpos
3 2020-05-26/11:30:55 n"?g::;";;i admin MzMereHMe peEXMMOB Npoxoaa
v CHCTEMHBII XypHan o
4 2020-05-26/11:27:43 Vi-;)EOTEP:I;jTH admin Bxos 8 Beb
> HTTP MNoanucka 5 2020-05-26/11:21:57 ﬂoﬁg:ﬁs::a B admin IpYNMNoBOA MMNOPT NoNb30BaTenel
Nobag
> Buneo napaweTpsl [ 2020-05-26/11:21:32 *EE’?_TSCG;\_“E & admin FpynnosoiA KMNOPT NoNL30BaTENEM
7 2020-05-26/11:14:36 n"?g::;";;i admin MzMereHMe peEXMMOB Npoxoaa
> RTSP = § "
g 2020-05-26/11:14:22 UELTEERTD Ty CucTeriksle naparieTpe! mo-
napaMeTpos YMONU3HAHD
> MaTtT 9 2020-05-26/11:14:22 HsmeHeHne i WsMeHeHWe napaMeTpos
napaMeTpos ofHapyxenus
sMeHeHN R =MeHeH) GpaKeHy MK
10 2020-05-26/11:14:21 LLVLE—A |s_ o VzMeHeHre oTOCpaXeHMA pamKu
napaMeTpos Invua
11 2020-05-26/11:14:21 :f;:;::p"; admin 3BYKOBLIE NapaMeTpsl No-YMONYaHWD
12 2020-05-26/11:14:21 _II'L:DV‘;\.FE:D';% admin PexuMbl NPpoXoaa No-yMonYaHug
sTpoE
13 2020-05-26/11:13:07 Mﬁ;fg;::::ﬂ admin Bxod 5 Beb
14 2020-05-26/11:09:39 _II'L:DV‘;\.FE:D';% admin VzMereHve pexuMoB Npoxoaa
sTpoE
15 2020-05-26/10:43:05 Mﬁ;fg;::::ﬂ admin Bxod 5 Beb
16 2020-05-26/09:25:20 Vf”j'f;;\":?ﬂ admin Bxon & 886
17 2020-05-26/09:24:07 nf;:;:_["pf; admin OBHOBNEHWE NPOLIMBKKM
18 2020-05-26/09:04:25 Vf”j'f;;\":?ﬂ admin Bxon & 886
Beero 18 zanuceln Tekyuwme 18 zanvced B kauano Mpegsaywas |11 v | Cneayowas MNocnenHss

CU1CTEMHbIV XXypHan COAepPXXUT HECKONbKO TUMOB AaHHbIX:

. N3meHeHMe napamMmeTpoB.

. [Jo6aBneHne B cnucok (gobaBneHne w pegakTMpoBaHue 3anucen B 6ase
nonb3oBartesnen).

. YpaneHve n3 cnucka (yganeHue 3anucen ns 6asbl nonb3oBatenen).

. CuctemHas uHdopmaums.

. OncTaHUMOHHOE OTKpbITHE.

KonoHka “lMpumeyvaHune” cogepknT MHAPOPMaLMO O KOHKPETHOM 3adUKCUPOBAHHOM COObLITUN.

B npaBom HWxHeM yrny Tabnuubl cnucka norb3oBaTenen HaxoanTCa NaHenb HaBUraumm rno
cTpaHuue. E€é BHelLHWI BUA nokasaH Ha pUCyHKe HUXe:

Bcero 0 zanvceld Texkywme 0 zanvcerd Mepsas cTpadHvua lMpenbaylias cTpaqHuia (00 v

1 2 3 4 5 6 7

Cneayiowas ctpaddua NocneaHas cTpadHuua

MaHenb coaepXxuT crieaytoLmne aremMeHTbl:

OT1ob6paxeHune obLuero KonmyecTea 3anucen.

OTobpaxeHue KonuyecTea 3anmcen Ha TeKyLLLen CTpaHuLe.

KHonka nepexoaa Ha NepByto CTpaHuLy.

KHonka nepexoaa Ha npeablayLuyto CTpaHuLy.

MaHenb oTobGpakeHns TeKyLLen CTpaHuLe u nepexoaa Ha BblOpaHHyH0 CTpaHuly ¢
pacKpbIBAKOLLIMMCST CMUCKOM CTpaHuL.

KHonka nepexoaa Ha cneayoLyto CTpaHuLy.

7. KHonka nepexofa Ha NocneaHow CTpaHuLy.

arwbdE

o

CucteMHbIn XypHan mmeet émkocTb 512 3anuceir. bonee crapble 3anucym aBTOMaTUYECKU
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dunbTp XKypHana cobbiTin NO3BONSAET 3a4aTb AAaTy M BPEMS Havana M OKOHYaHWs Moucka, a
Takke BblOpaTb TMN AaHHbIX U3 YKa3aHHbIX Bbilwe. [1nsa Bbibopa AnanasoHa AaTbl U BPEMEHWN HaXMUTE
Ha WKOHKY Kanehngaps B none “Bpems Havyana” n “Bpems okOH4YaHMA”, BbIOEpPETE AEHb U YKaXnUTe

BpPEMSI, KaK NOKa3aHO Ha PUCYHKE HUXeE:
HypHan cobblTUiA

BpeMsa Hadana
2020-05-18 Q0:00:00
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Time| 23 : 59 : 59 &
e Clear | Today | OK

[ns Bbibopa TMna AaHHbIX pa3BepPHUTE HUCMaAaloLLIMA CNUCOK B none “Tun gaHHbIX”.

Twn gaHHBIX

Bre

| Bce
I3MEHEHKWE NapameTpos
OdodaeneHde B CIMCOK
YOaneHwe U3 CMcKa
CUCTEMHER WHDOPMALIHA
AUCTAHUMOHHOE OTEDRITHE

Haxmute kHonky [Monck] Ans BbINOMHEHUS NOUCKA NO CUCTEMHOMY XypHary.
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Nmasa 5. HTTP noanucka

CTtpaHuua HacTpoek HTTP yBeaoMneHuin nokasaHa HUXe:

Be\'vARD CucTteMHbIe E HacTponku am "KYPHanN

SAFETY & SECURITY HaCTPOAKK nonbosateneit & 3axsara D NpoXofoB

=<.> CHUCTEMHbIE NapaMETPbI HTTP HacTpokku

Anpec cepeepa 0.0.0.0 |

% CMcTeMmHule mapameTpsl

MopT cepeepa |D |

> CUCTEMHBIA ¥y pHan Nognncka Ha obHapyxkedue UL |He1' MOANMCKM v|

« HTTP Moamacka MoANKMCKE Ha HE3aPErMCTPHMPOBaHHLIE NTKUA | HeT nognuckm v|

Heartbeat URL PSubscﬁbe;‘hear‘tbeat |

Buaeo napaMeTpsl
> Bu L 2 Heartbeat uxTepean (cex) |30 |

5 RTSP Push [J

5 MQTT

YCTPONCTBO MMEET BO3MOXHOCTb 0OMeHa coobeHmnamn yepe3 HTTP aByms cnocobamu: CGl
(HTTP API) 3anpocsbl, n HTTP yBegomnenus (nognucka). Onmucanne HTTP API 3anpocoB Bl moxeTe

3anpocuTtb y TexHndeckon nogaepxkn npounseogutens OO0 «HIMM «beBapa». KoHTakTHbIE aHHbIE

Bbl MOXXeTe HanTh Ha canTte http://www.beward.ru/. Hmxke e onvucaHbl napameTpbl HacTponkn HTTP
yBe4OMIEHNN.

[Anpec cepBepa] YcTtaHoBka agpeca HTTP cepsepa, kyaa TepMmuHan OygoeT oTnpaensaTb
yBEOOMIIEHMS.

[MopT cepBepa] YctaHoBka nopta HTTP cepeepa.

NMPUMEYAHUE!

Mpu ykasaHwun nopta 443 onsa oTnpaskun yBegomrneHun 6yaeT ncnonb3osatbed HTTPS npoTokorn.

[Moanucka Ha oGHapyxeHue nuu]. HacTporika napameTpoB OTNPaBKN COOBLLEHNIA O
npoxoaax.

1. Het nognucku (No-ymonyaHuio).

2. CHuMOK ¢ kamepbl. B coobLueHnn byaeT cogepaTbCa 3annchb 0 Npoxoae + CHUMOK nuua
C Kamepbl, 3aKOAMPOBaHHbIN B hopmaT Base64.

3. ®oto 13 6a3bl. B coobueHnn bygeT cogepxatbcsa 3anncb 0 npoxoae + ¢oto nuua u3
6asbl, 3akogupoBaHHoe B doopmat Baseb64.

4. CHumok + ¢oTo. B coobuieHnn byget cogepaTbCs 3annck 0 npoxode + oTo nuua 13
6a3bl + CHMMOK n1La C Kamepsbl, 3aKoanpoBaHHble B hopmaT Base64.

5. bes cHumka. B coobieHun byget cogepxaTbCs 3anncb 0 Npoxoae.

[URL] (no-ymonuaHwuio: /Subscribe/Verify). URL agpec cooTBETCTBYOLUX COOOLLEHUI

[Moanucka Ha He 3aperucTpupoBaHHble nuua)l HacTtpoika napameTpoB OTNpaBku
COoO00LEeHN 0 3axBavYeHHbIX B Kagpe nuuax.

1. Het nognucku (No-ymon4yaHuio).
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2. CHumok. B coobuweHnmn bygeTt cogepxaTbCs 3anucb O 3aXBaY€HHOM nuue + CHUMOK
nuua ¢ Kamepsbl, 3aKo4MpoOBaHHLIN B hopmaT Base64.

[URL] (no-ymonuanuto: /Subscribe/Snap). URL agpec cooTBETCTBYIOLLNX COOOLLIEHMI
[Heartbeat URL] (no-ymonuanuto: /Subscribe/heartbeat). URL agpec Heartbeat coo6LeHunn
[Heartbeat nHTepBan (cek)] (no-ymonuyanuto: 30). UHTepBan Heartbeat coobuieHnn

[Push] (no-ymonyanuio: Bbikno4eHo). Aktueaums Push coobueHui.

BHUMAHUE!

[aHHbIi napameTp OoMmKeH GbiTb aKTUBMPOBAH Arsi NONy4YeHNsl COOBLLEeHWIA Mo NoAnuckam

[MHTepBan Push (cek)] HTepBan Push coobuwieHnit (MuHMManbHO: 1 cekyHaa).

Haxxmute kHonky [CoxpaHuTb] And BCTYNIEHUS HACTPOEK B CUITY.

PykoBoacTBO No akcnnyartaumu TepmMmHanoB goctyna Beward TFR cepuu
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MmaBa 6. Bugeo napameTtpsbl

6.1. KogupoBaHue

CTpaHI/ILl,a HaCTpOEK KoanpoBaHUA I/I306pa>KeHI/IF| NMOKa3aHa HWXe:
XypHan XypHan

A CUCTeMHLIe —, HacTpoiku
ES Y\'EUSECE,E HaCTPOWKH nonb3oBaTenen @ 3axBaTa @D NpoXoAoB

=<.> CHCTeMHbIe NapaMeTpbl Konuposahue

OcHOoBHOW NOTOK

AnLTepHaTUEHEIR NOTOK

» CHCTEMHsIE NapaMeTpsl
Mpoduns | Baseline v Mpoduns | Baseline v

» CMCTEMHsIN #ypHan ®oprat |H.264 v ©opmat | H.264 v
3 HTTP Moanvcka Pazpewexwe | 1080*1920 v Paspewedune |360°640 r

Motok |VBR v MNotok | VBR A
»~/ Bifieo napameTpsl .

CropocTe (kBut/c) (30~16284Kb/S) CropocTs (kBuT/c) (30~16384Kb/5)

% RTSP CropocTe (kBuT/C) 4096 CropocTs (kBuT/c) (1024
3 MQTT

Cnep,yrou.l,me HaCTDOVIKM OOCTYNHbI AnA OCHOBHOIO U anbTepHaATUBHOIO NOTOKOB

n3obpaxeHust:
[Mpodmneb] BuiGop npoduna cxatus kogeka H.264:
1. Baseline (no-ymon4yaHuio).
2. Main profile.
3. High profile.
[®opmat] Buibop kogeka cxaTvst BUAEOnoToKa:
1. H.264 (no-ymonyaHuio).
2. MJPEG.

3. H.265.
[Paspewenune] BuiGop paspelueHus Buaeonotoka. [JoCTynHbI cneayolme paspeLueHumst

BMOEONOTOKA:
OcHoBHoWm:
1. 1080*1920 (no-ymon4yaHuio)
2. 720*1280
3. 1024x600 (Tonbko ansa tepmuHanoB aoctyna BEWARD cepun TFR50)

BHUMAHUE!
YMeHbLIeHne paspeLleHnsi OCHOBHOIO MOTOKa MOBMUSAET Ha AarnbHOCTb Pacro3HaBaHus nu.

AnbTepHaTUBHBbIN:
1. 544*960 (no-ymon4yaHuio)
2. 360*640
[MoTok] BbiGop Tvna Gutpeitta noTtoka:

1. VBR (no-ymonyaHuio).
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2. CBR.

[CkopocTb (k6uT/c)] (no-ymonyanmio: 4096 Ans ocHoBHOro notoka u 1024 ans
anbTepPHATUBHOIO). YCTaHOBKA BENUYMHbI ODUTpPENTa NOToKa BO3MOXHa B AnanasoHe 30~16384 K6/c.
[YacToTa (k/c)] (no-ymonuanuio: 25). YcTaHOBKa CKOPOCTY TPaHCMALMU NOTOKa B

ananasoHe 1~25.
[OnopHbIN kagp] (no-ymonuanuio: 50). YcTaHoBKa MHTEpBana OnopHOro Kaapa ans

kogekoB H.264 1 H.265 B gnanasoHe 1~200.

HaxmuTe kHonky [CoxpaHuUTb] 4N49 BCTYNNEHUS HACTPOEK B CUITY.

6.2. U3o0b6paxeHune

CTpaHnua HacTpoek n3obparkeHnst NoKasaHa HUXe:

Be ARD CHCTEM!-IbIE _, HacTpoiku XKypHan XypHan
Sﬂ.FETYk&vSECURITY HECTPOHIEH E

nonb3oBaTenen 3dXBaTa @O MpoXoaoe

=(.> CucTeMHbIe NapaMeTpil HEIBGDH)I(EHHE

ApxocTs |50 (1~100)

» CHCTEMHSIE N3PEMETDbI | |
KodTpacT |50 |{1~1:j-:|j|

> CeTeMHsIl skypHan HackIWeHHOCTE |50 |{1-—»-1£I-CI]

» HTTP Moanucka OTTekoK |O |.L[|.1-19.:|J|

3D DNR |7 l(1~15)
v/ Bupeo AMETDBI

» RTSP APY 128 [(1~255)

MakcMMansHas eslgepxea |25 v

> MQTT
BLC [50 l(1~100)

CoxpaHnTh

[ApkocTb] (No-ymonyaHuto: 50). YcTaHoBKa SpKoCcTu n3obpaxeHus B guanasoHe 0-100.

[KoHTpacT] (no-ymonyanuio: 50). YcTaHoBKa KOHTpacTa nsobpaxeHusa B gnanasoHe 0-100.

[HacbiweHHOCTb] (No-ymonyaxuio: 50). YcTaHOBKa HaCbILWEHHOCTUN N3006pakeHns B
AnanasoHe 0-100.

[OTTeHOK] (no-ymonyanuio: 0). YcTaHoBKa OTTeHKa (TemnepaTypbl LBeTa) n3obpaxeHuns B
AnanasoHe 0-100.

[3D DNR] (no-ymonyaHuto: 7). YcTaHoBKa ypoBHSA 3D wymonoaasneHmsi u3obpaxeHus B
AvnanasoHe 1-15.

[BanaHc 6enoro] Beibop pexunma aBTomatmnyeckoro 6anaHca 6enoro LeeTta n3obpaxeHus 13
TPEX NpeayCcTaHoOBOK:

1. Pexum 1 (no-ymonyaHuio). HopmManbHbI pexum.
2. Pexum 2. Bornee xonoaHbin LBET.
3. Pexum 3. bonee Ténnbin uBeT.
PykoBoacTBO No akcnnyartaumu TepmMmHanoB goctyna Beward TFR cepuu
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[APY] (no-ymonyaHuio: 128) YcTaHOBKa BEPXHEro npedena aBToMaTUYeCcKom perynmpoBKu
ycunenuns nsobpaxeHus B ananasoHe 1-255.

[MakcumanbHas BbigepxKa] (no-ymonyaxumio: 25) YctaHoBka nopora Hanbonee AnvHHON

BblAEPXKN aBTOMaTUYECKOW PErYIIMPOBKN CKOPOCTM SNEKTPOHHOIO 3aTtBopa B gManasoHe 2-300
(akBuBaneHTHo 1/2 — 1/300 cekyHAbl).

[BLC] (no-ymonyaHuio: 50). YcTaHOBKa YPOBHSA KOMMNEHCaALUN 3aCBETKN U306paxeHus B
ananasoHe 0-100.

[na coxpaHeHnsa N3amMeHeHnn HaxxmmTe KHonky [CoxpaHuTb].

PykoBoacTBO No akcnnyartaumu TepmMmHanoB goctyna Beward TFR cepuu
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MnhaBa 7. Ayano

[aHHbIN pa3aen NpPUCYTCTBYET TONbKO B MHTepdence TepmmHanoB cepumn TFR50.

CTpaHVILI,a HaCTpoeK ayano nokKa3aHa Huxe:

Be\'UARD CUcTeMHbIe E HacTpoiiku o XypHan

EAFETY & SECURITY HacTpPOMKH nonb3oBaTened == 3axBaTa

MapameTpbl ayauo

BS  CuctemHeie napamerpe

YouneHue MUKpodoHa | a0 v|

% CUCTEMHBIE NAPaMEeTDEl

TWn KoaAWpOBaHKMA |G.?11U v|

CUCTEMHLIR #ypHan
? CoxXpaHHTh

% HTTP Mognwcka

% Buaeo napaMmeTpsl
» RTSP
» MQTT

> SIP
[YcnneHne mukpodoHa] (no-ymonyanuio: 50). PerynnpoBka ypOoBHS yCUNEHUS BCTPOEHHOIO
MUKPOGOOHa.
[Tun kognpoBaHusA] Beibop Tuna ayamnokoaeka:

1. G.711U (no-ymon4yaHuio).
2. G.711A

[nsa coxpaHeHnsi U3MeHeHW HaxxmuTe KHonky [CoxpaHuTb]
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NnaBsa 8. RTSP
8.1. RTSP

CtpaHnua RTSP HacTpoek nokasaHa HUXe:

B@kUARD CucTeMHble E HacTpo#iku o) XypHan

SAFETY B SECURITY HacTPOWKK nonb3oBaTenei 2 3axBara

=<.> T — RTSP CpaBHeHMe nuia 1:1

» CCTeMHbIE napaweTp BKMHOUYATE ayTEHTHDHMKALMIO &

Pazmep naketa |1500 |

» CMCTeMHsIi #ypHan NopT |554 |

i ITIEI I 2 = NpK MZMeHeH RTSP Ha

w RTSP

> MaTT
[Bknrountb ayTeHTUMKaLMIO] (NO-yMON4aHUio: BKIoYeHO). BknoyeHne basic RTSP
ayTeHTuurkauun.

[Pa3mep nakeTa] (no-ymonyanumio: 1500). YcTaHoBKa pa3mepa naketa RTSP B 6aritax B
ananasoHe 256-1500.

BHUMAHUE!

PekomeHayeTcst He MEHATb AaHHbIN NapameTp 6e3 HeobXxoaNMOCTH.

[MopT] (no-ymonyaHnuio: 554). YcraHoBka nopTa TpaHcnsaumm RTSP.

[nsa coxpaHeHnsi 3MeHeHW HaxxmuTe KHonky [CoxpaHuTb].
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8.2. CpaBHeHue nuua 1:1

CTpaHuua anroputmMa CpaBHEHUS nuua no AByM OTO NoKa3aHa HUXeE:

=(.) CHCTEMHBIE NapamMeTps RTSP CpaBHeHue nvua 1:1

> CucTeMHble NapameTpsl
> CuCTeMHbIi XypHan

> HTTP Mognucka

> Bugeo napameTpsi

> MQTT

29.55%

[aHHas Beb-cTpaHMua No3BONSET 3a4eACTBOBATb ariroOpUTM pacno3HaBaHus nvuy, ans
HarnsagHoOM 4eMOHCTPaLUn OLEHKM KayecTBa CpaBHEHUS LA C 3TArOHHbIM.

[ns 3agencTBoBaHMs anroputma 3arpyaute dotorpadum nuy, ¢ NK knnkHyB Ha obnacTb ¢
KOHTYpPOM nnua u Bbidpas doTorpaduto.

Honyctnmbin popmat pucyHka: JPEG unm PNG (6e3 npospadHoro ¢ooHa). MakcumanbHbIn
pa3mep pucyHka: 1 merabawr.
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Mnmasa 9. MQTT

CtpaHuua HacTpoek npoTtokona MQTT nokasaHa Huxe:

CUcTeMHbIe

HacTpo#iku
HacTpoOWKH

nonb30BaTenen

BC\VARD

SAFETY & SECURITY

o MQTT HacTpOHMKH

14 CHCTeMHbIE NapaMeTpibl

BrHOUMTE

» CuCTemHbIE NapameTpsl

MaeHTHbHMKaTOp yCTPOHCTBA
% CUCTEMHEIN HypHan Anpec cepeepa
3 HTTP Mogmeka Mopt cepeepa

Hanpagenexye Nnpoxoga
Buaeo napameTpsl
> MMA nonszoBaTend

> RTSP Mapons

Tun coobweHna

MQTT xanan

He zapervcTpyposanHoe nuuo
Jannce MaeHTHdWMKaLMK
Boz00HOBNATE € TOUKMW OCTAHOBKM

CTaTYC COBOMHEHIA:

XKypHan
3axBara

am 7KYPHaN
@D poXoAoB

O

1380366 |

0.0.0.0 |

b |
Bron v

| |

| |
Topics v

Imatt/face/1380366 |
Zarpysate v

Jarpyska ¢ wsoOpameny ¥
Her v

He nogknwouero, ownbka exoaa

CoxpaHuTs

YcTpoiicTBo noaaepxueaet npotokon MQTT ana obmeHa coobuieHnamu. OnvcaHue npoTokona

MQTT Bbl MOXeTe 3anpocutb y TexHmdeckon nogaepxkm npomssogutens OO0 «HIMIM «besapay».

KoHTakTHble gaHHble Bbl MOXeTe HanTuh Ha canTe http://www.beward.ru/. Huwke onucaHbl napameTpbl

HacTpoviku MQTT coobLueHun.

[BknounTb] (No-yMonyaHuto: BblknioveHo). BkntovyeHne MQTT coobuieHun.

[MaeHTudukaTop ycTponcTaa] (no-ymonyaHuio paseH ID yctponctsa). YctaHoBka MQTT

noeHTudmkatopa (MMeHu) ycTponcTBa.
[Anpec cepBepa] YcTtaHoBka agpeca MQTT Gpokepa.
[MopT cepBepa] YctaHoeka TCP MNopta MQTT 6pokepa.

[HanpaBneHue npoxoaal

1. Bxoa (no-ymon4yanuio). CobbITna 0 npoxonax, oTnpaBnseMble YCTPONCTBOM Yepes

npoTtokon obmeHa MQTT, 6yayT umeTb MeTKy BXog.

2. Bbixoa. CobbiTva 0 npoxodax, oTnpasngemble yCTPOUCTBOM Yepes NpOoToKos obmeHa

MQTT, 6yayT MeTb MeTKY BbIXo[,.

3. HeunseectHo. CobbiTMs 0 Nnpoxodax, oTnpaBnsdemble YCTPONCTBOM Yepes NPOTOKOS

obmeHa MQTT, He 6yaoyT MeTb METKM O HanpasneHuy npoxoaa.

[MUma nonb3oBaTens] 3agaHne nmenu nonb3oartena MQTT Gpokepa.

[Maponb] 3agaHne napons nonb3oBatena MQTT 6pokepa.

[Tun coobwenunna] OtobpaxeHune Tuna coobueHnn MQTT (Topics).

« » SEC.RU
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[MQTT kanan] YctaHoBKa OCHOBHOro Tonuka MQTT

BHUMAHUE!
MQTT oOMeH MAET He B OCHOBHOM TOMUKE, a B HUXKE CTOSALLMX TOMMKax xxx/Rec, xxx/Snap, xxx/Ack. bonee

nogpobHo cmoTpuTe B onucaHun MQTT npoTokona

[He 3apeructpunpoBaHHoe nuuo] HacTtpoika napameTpoB OTNpaBkn coobLEeHWI O
3axBa4YeHHbIX B Kagpe Nnuuax.

1. Barpyxatb (no-ymonuyanuio). B coobuieHnm BygeT cogepxaTbCa 3anmch 0O
3axBadYeHHOM JSimue + CHUMOK fnnua ¢ KaMepbl, 3aKoaMpoBaHHbIn B popmaTt Baseb4.
2. He 3arpyxaTb. He otnpaenaTtb coobLlieHne npu 3axearte numua.

[3anucbk npeHTndmkaummn] Hactponka napameTpoB OTNPaBKN COOOLLEHMI O NPOXOAaXx.

1. He 3arpyxaTtb. He otnpaBnsatb coobLueHne o npoxoge.
2. 3arpyska c nsobpaxeHvneM. B coobuieHnn bygeT cogepkaTbCsi 3anncb 0 npoxoae +
CHUMOK 1L C KaMepbl, 3aKOAMPOBaHHLIN B hopmaTt Baseb4.

3. 3arpy3ska 6e3 nsobpaxeHnus. B coobieHnmn 6ygeT cogepxaTbCs 3anncb 0 Npoxoae.
[BO306GHOBNATL C TOYKN OCTAHOBKM]

1. Hert (no-ymonyaHnuto). MNpn NOBTOPHOM COeQMHEHUU C CEPBEPOM NOCHEe paspbiBa

coobueHns ByayT oTNpaBNATLCA C TEKYLLEro BPEMEHM.

2. Oa. MNpn NnOBTOPHOM COEANHEHUN C CEPBEPOM MOCIe pa3pbiBa 6yayT oTnpaBrieHbl Bce

Cco0bLLIEHNS HaUMHasa CO BPEMEHM pa3phbiBa.

[CTaTtyc coeanHeHunsa] OTobpaxeHune ctatyca coegnHeHna ¢ MQTT 6pokepom:

1. He noaknto4yeHo, owmnbka BXxoaa.

2. [oakno4eHo, BXOA BbIMOMHEH.

Ansa coxpaHeHus n3aMeHeHun HaxxmuTe KHonky [CoxpaHuTb].
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Mnasa 10. SIP

[aHHbIN pa3aen NpUCYTCTBYET TONIbKO B UHTepdence TepMMHanNoB cepumn
TFR50. MNpun 3amMblkaHUM KOHTaKTa OBEPHOrO 3BOHKAa Ha O6LLMIA, MPONCXOAMT BbI30B abOHEHTa
no npoTokony SIP. SIP npoTokon Ha yCTPOMCTBE NO3BONSAET COBEPLUATb BbI30B abOHEHTa C
OBYXCTOPOHHEN ayano- U BUOEOCBA3bI0, a Takke OTKpblBaTh ABepb No DTMF. Ons
BOCMNpOU3BeaeHNsa BUOEO 1 ayamo A0 MOMEHTa Hayarna pasroBopa YCTPOUCTBO nogaepxmeaet
dyHkumnoHan SIP early media. Mpwu BbI3oBe Ha ancnnee ycTponcTea oTobpaxaeTcs

coobueHne: “Bbi3oB”; npu pasroBope: “I'oBopute”; npy oTKpbITUKM ABepu no SIP:

“Moxanyncta, npoxoanTte”. CTpaHunua HacTpoek npoTtokona SIP npegcraesneHa HUXe:

Be‘,UARD CucremHble E HacTtpoiikn o Xypxan o KYPH

T HacTPOMKK nonb3oBatenen 3axBarta NpoXxo

8BS CucTemubie napameTper SIP HacTponku

Wcnonezceats SIP |SIP cepeep w

» CMCcTeMHLIe napameTphl

CTaTyC pericTpaumm |He 3aperncTprposaH

> CvcTemHeI #ypHan Afpec:nopT cepeepa |si|:|.antisip.com:5060

% HTTP Mognucka NokaneHslA nopT |5060

» Buaeo napaMeTpul

|
|
|
|
Anpec:nopT NPOKCM-CEPEEPA |si|3.antisip.com:5060 |
|
|
|
|

AmA |pffgrn2
3 AyIHo Homep |pffgrn2
NoruH |pffgrn2

3 RTSP
Mapons |eessssss

3 MQTT

Boizo2 aboHEHTa NPH HAXaTKMKM KHOMKM 320HKa

“ SIP Twn noToka |AanepHa‘mBHh||F| ~

Boizsats aboHeHTa £1 |192.168.54.163

» Mone3osarteny

[[] Buizeate aboneHTa £3

[[] Buizeate aboxeHTa £2 | |
[] Beizeats aboHeHTa £5 |

[] Brizeate aboHeHTa £4 |

Pexwum DTMF |RFC2833 v|

PenelHeli Beixog (DTMF) |1 |

PazopeaTk coegWHeEHHE NOCNE BLINONHEHMA

TarmMayT gozeoHa (cex) |30 |

33BepWMTE COSAMHEHWE KHOMKOW ZB0HKA
Bo BpemMsa ssi1z0Ba

Bo spemAa pazroeopa

OmnpasnaTe PUSH yEEQOMNEHWA NPW BeIZ0BE

PUSH cepaep |push.beward.ru |

3anepwka Nepef NOBTOPHLIM BLIZOBOM |4 |

CoXpaHWTh
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[Mcnonb3oBaTtb SIP] Buibop Tvna SIP coeguHeHus:

1. Hert (no-ymonyaHuio).
2. SIP cepep. CoeanHeHne ¢ aboHeHTOM yCcTaHaBnueaeTtcs vyepes SIP cepeep.

3. SIP P2P. CoeanHeHne c aboHeHTOM ycTaHaBnmBaeTcs Peer-to-Peer (Hanpsimyto).

10.1. SIP cepBep

[CtaTyc perucTpaummn] OTobpaxeHune cTtaTyca pernctpaumm Ha SIP cepBepe. [JoCTynHble 3HaYEHWs:

1. He 3aperucTtpupoBaH.
2. 3aperucTpupoBaH.

[Anpec:nopT cepBepal YcTaHoBka agpeca 1 nopta SIP cepBepa (qomeHHoe nms nuoo IP).
YKasblBaeTCcsi agpec v nopT vepes ABoeToume. ATo none yctaHaBnmeaeT agpeca Redirect n Registrar
cepBepoB (MHTepdhenc nogpasymMmeBaeT, YTO OHU BCerfa pasHbl).

[MokanbHbIN NopT] (No-ymonyaHuto: 5060) YcTaHoBka nopTta anga sxogawmx SIP komang,.

[Aapec:nopT npokcu-cepBepa] YctaHoBka agpeca v nopta SIP Proxy-cepsepa (4oMeHHoe UMs
nun6o IP). YkasbiBaeTcs agpec u NopT Yyepes OBOeTo4ME.

[Uma] 3agaHne uMmeHn yCTpoOMCTBa, 0TOOpaXXaemoro npu 3BOHKE.

[Homep] YcTaHoBka SIP-Homepa. Ha HeKOTOpbIX cepBepax CoBMnagaeT C napameTpoM “fiorvH”.
[MoruH] YcraHoBka norvH SIP akkayHTa.

[Maponb] YcTtaHoBka napons SIP akkayHTa.

Mpumep 3anonHeHNs HaCTPOeK NPy coeanHeHNK ¢ NyGrMYHBIM cepBepoM Sip.antisip.com

npeacrtaBieH HUXe:

SIP HacTpoOMKK

McnonezoeaTe SIP | SIP cepeep w

CTaTyc permcTpauMy  [3aperncrpypoBaH
Anpec:nopT cepeepa  [sip.antisip.com:5060
Nokaneds# nopt (5060
Anpec:nopT Npoxck-cepeepa  [sip.antisip.com:5060
Hma |pffgrm2
Homep |pffgrm2
Norud  [pffgrn2

ﬂapﬂﬂz EEEERERE
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10.2. SIP P2P

Ctpanuua HacTpoek SIP P2P npegcraBneHa HUXe:

SIP HAaCTPOWKK

Mlcnonezoeats S5IF | SIP P2P w
Mopt (5060
MrA

[MopT] (Nno-ymonuaHuto: 5060) YctaHoBka nopta gnd SIP coeanHeHus.

[WUm#A] 3apgaHne nveHn ycTponcTBa, 0TobpakaeMoro npu 3BOHKeE.

10.3. O6wume SIP HacTponku

[Tvn notoka] Beibop Tvna meguna gaHHbiX B SIP:

1. OcHoBHoW. TpaHCcnsLMs OCHOBHOIO BUAEO- U ayaMONOTOKOB.

2. AnbTepHaTUBHbIN (NO-yMONYaHuio). TpaHCcNAuusa anbTepHaTUBHOIO BUAEO- M ayANOMNOTOKOB.

3. Tonbko aygmo. TpaHcnsumsa aygmonoToka 6e3 Buaeo.
[BbizBaTb aboHeHTa #1-5] YkasaHue agpeca aboHeHTa Ans Bbi3oBa. 3agaétca Ao naTn aboHEeHTOB
Ans BbidoBa. OcyLLecTBnsAeTCa 0OAHOBPEMEHHbIN BbI30B HECKONbKMX aboHeHTOoB. Pasrosop byaet
COBEPLLUEH C TeM aBOHEHTOM, KOTOPLIN BbICTpEEe OTBETUIT HA BbI3OB.

NMPUMEYAHUE!
Mpn wncnonb3oBaHun SIP cepeepa 3agaéTtca agpec B dopmate UMA@OOMEH, Hanpumep

username@sip.antisip.com. Npu ncnons3oeaHunn SIP P2P 3agaétcsa IP agpec.

[Pexum DTMF] YcTtaHoBka pexvma obpaboTtkn DTMF curHanos. [OCTYMHbI peXuMbl:

1. RFC2833 (no-ymon4yaHuio).

2. In-band.

3. SIP INFO.
[PenenHbin Bbixoa (DTMF)] (no-ymonyanuio: 1). YctaHoBka koga DTMF ansa oTkpbiTvs asepu. MNpu
otnpaske DTMF akTuBupyeTca OCHOBHOE pene TepMuHana JocTyrna Ha BpeMs yaepXaHus,
yKasaHHOe B pexunmax gocryna.
[Pa3zopBaTb coeauHeHue nocrie BbINOSHEHUA] (NMO-yMONYaHuMto: BKNOYeHo). Onumsa 3aBepLueHus
Bbl30Ba nocne oTkpbITMa Asepu no DTMF.
[TanmayT go3BoHa] (no-ymonyanuto: 30 cekyHa). YCTaHOBKa BPEMEHN OXMAAHNSA OTBETA HA 3BOHOK.
3aBepLunTb coeanHEeHNe KHOMKOW 3BOHKa:
[Bo Bpemsi BbizoBa] (MO-yMOMYaHNIO: BKIHOYEHO).

[Bo Bpems pasroBopa] (No-ymMon4yaHuio: BKITHOYEHO).
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[OTnpaBnaTe PUSH yBegomMneHus npu Bbi3oBe] (N0-yMONYaHuio: BKMOYEHO). [aHHbIN
dyHKUMOHan HeobxoamMMm AN KoppekTHoW paboTkl SIP Bbi3oBa Ha MOBUNLHOE NPUNOXeHWe, Takoe
kak Beward Intercom. Ecnu B Te4eHune 3agaHHoro nepuoga spemexun SIP coeanHeHne ¢ aboHEHTOM
He ObIfI0 YCTaHOBMNEHO, TepMUHan OyaeT otnpaBnATb coobLleHne Ha push-cepeep, KoTopbi OygeT
MHULMMPOBATL perncrTpaumto aboHeHTa Ha SIP-cepBepe AN nocnenyroLwero NpUHATUS BbI30Ba.
[PUSH cepBep] (no-ymonuyanuto: push.beward.ru). Agpec push-cepeepa yBegomneHuin. [1ns paboTtbl
MobunbHoro npunoxeHuns Beward Intercom ncnonb3yetcsa cepeep push.beward.ru no-ymonyaHmio.
[3apepkka nepea NOBTOPHLIM BbIZ3OBOM] (Mo-ymonyaHuio: 4). TaimayT BpeMeHU, B TeYeHne

KOTOporo TepmuHan 6yaeT nbiTaTbCs YCTAHOBUTL coeanHeHne ¢ SIP aboHeHToM.

[na coxpaHeHnsa N3aMeHEeHNNn HaXXMUTe KHoMnky [CoxpaHuTb|
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Nnaea 11. Nonb3oBaTtenu

CTtpaHuua HacTpoek YY4ETHbIX 3anuncen nonb3oBartenen Bed nHtepderica npegcrasneHa

HWXe:

Be\'vARD 5:3:::;39 _, HacTpo#iku ) XKypHan m JKypHaN P _ O]

nonb3oBatenel <= saxBata NpoXoaos eepn i S

SAFETY & SECURITY

Homep WMz RTSP OTKpLITHE ABEpH Kypran KypHan HacTpoiiku CHCTEMHLIE

=<.> CHCTEMHBIE NapaMeTphl nons30BaTens npoxoaos 3axeaTa nons3oBaTenei HaCTPOMKM YNpaBneHne NoNb3oBaTENAMH

1 admin v 4 v v v v
2 operator v v 67
» CucTemHble mapameTpsl 3 operator2 v v v v Hobasuts

> CHCTEMHBIA XypHan

» HTTP Mognucka

» Bupeo napameTpsl

> RTSP

> MQTT

~ Mons3oeareni

I'IpV| BXOA€ B AaHHbIN pasgen 0To6pa>|<aeTc;| I/IHd)OpMaLI,VIFl O CylleCTBYHOLLMX Nofib3oBaTenAx:
HOMeEpP, NMA U NpaBa gocTtyna. ﬂ,BOVIHOVI KIMMK NO 3anncu Bbi3blBa€T ANanoroBoe OKHO, B KOTOPOM
BO3MOXHO yOoannTb Ui NISMEHUTb NoNib3oBaTens.

Onepauum »

| M2MeHnT: | | ¥0anuTe |

o HaXXaTUIo KHOMKK [yﬂaﬂMTb] 3anncun BO3HMKaeET BCMJibiBaKwLllee OKHO C noaTBEepXKOEHNEM.

NMPUMEYAHUE!

Monb3oBatensa admin HeNb3sa yaanuTb.

No HaxaTuto KHomnkn [U3MeHnTb] BO3HUKAET OKHO C BO3MOXHOCTbIO N3MEHEHNSA HAcTPOEK.

YnpaeneHwe nonbzosatensmMu [operator] x
s |0DEFEItDF | AypHan npoxogoe [
NoNs=0BaTEnA #ypHan zaxsata [
Mapone | | HacTpoixm nonszosatensi [
NoaTeepauTe | | CMCTEMHLIE HACTpOWKK [
RTSP
OTHPLITHE JBEPK

COXpaHWTh || OTrMeHa

[Umsa nonb3oBaTens] 3agaHune norvHa nonb3oBarens.
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[Maponb] 3agaHne napons nonb3oBaTens.
[MoaTBepaunTe] NoaTBepxaeHne napong nosibaosBaTens.

BHUMAHUE!
Mms nonb3oBaTens n naposib MoryT cogepxaTb oT 1 go 15 cumeonos: a-z, 0-9, (.). Pernctp cumonos

MMeeT 3Ha4vYeHune.

[RTSP] OTmeTbTe AaHHOE none ranovkon, YToObl yaanéHHbIN KNMeHT Mor nonyyaTtb RTSP notok ¢
AaHHON YYETHON 3anncbIo.

[OTkpbITHe aBepu] OTMETLTE AaHHOE More raro4vkom, YTobbl y nonb3oBaTens Obino NpPaBo Ha
yAanéHHoe oTKpbITe ABEPU.

[>KypHan npoxogoB] OTMeTbTe AaHHOE Mose ranoykom, YTobbl y nonb3oBaTensi 6bio NPaBo Ha
NPOCMOTP XXypHara npoxooB.

[’KypHan 3axBata] OTMeTbTe gaHHOE Morie rano4ykon, YTobbl y nonb3oBaTens GbIo NpaBo Ha
NMPOCMOTP XXypHana 3axeara nuu,.

[HacTpoiku nonb3oBatenen] OTmeTbTE AaHHOE MOJSIE ranoyvkon, 4Tobbl y nonb3oBartens 6bino
NpaBo Ha pefakTMpoBaHue 6a3sbl Nonb3oBaTeNen.

[CucTemHble HacTpomku] OTMeTbTE AaHHOE Mofe ranoykon, YTobbl y nonb3oBatens 6bino0 NpaBo
Ha N3MEHEHNE CUCTEMHbIX HAaCTPOEK.

[ns no6aBneHns nonb3oBaTens HaxxmuTe kKHonky [CoxpaHuTb]. [Nonb3oBaTensb oTpasnTcs B
Tabnuvue cnucka nonb3oBaTenen.

Mo HaxaTuo kHornku [[lo6aBuTb] Ha naHenu YnpaBrneHne Nonb30BaTenAMU BO3HNKAET
aHanornMyHoe OKHO Kak nNpu pegakTupoBaHUn Nonb3oBaTens.

NMPUMEYAHUE!

Bcero moxHo nob6aButb He bonee 20 nonb3oBaTenen.

|_|pl/l BXxode B BeO nonb3oBaTtensi C He NOMHbIMK npaBamMmun COOTBETCTBYHOLWME pa3nesibl MEHKO 6y,1:|,yT

CKpbIThbI.
NMPUMEYAHMUE!
YpaanéHHoe ynpasneHue no npotokoriam HTTP APl 1 MQTT BO3MOXHO TONbKO U3-rnof norib3oBaTens
admin.
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MmaBa 12. HacTpoukun nonb3oBaTenen

12.1. YnpaBneHue CnMcKom
CTpaHunua HacTpoek nonb3oBaTternen ¢ Tabnuuen cnucka nonb3oBaTeren nokasaHa HUXe:

0 Homep Tun Ums Horep fanTs MNon oto Bpers perucTpaLmm [ata p
11 anaaneuue CNMUCKOM Aoctyna

> [pynnosoe si0GasneHie 1 YepHLIi CriMcoK AnToH Z 8088333 Myxcioi 2020-05-22/09:19:01 2019
2 BENbIi CNUCOK AHapei C 1 MyXcKoi 2020-05-22/09:19:10 2019
3 Benwiit cnncok Bred P 1 MyxcKoi 2020-05-22/09:18:51 2019

Beere 3 3anucei Texywwe 3 zanvceit epean cTpanuua NpeasiAyWas CTRaHAL
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[MaHenb ynpaBneHusi CNMCKOM, pacnosiaratoLascs Ha JaHHOM CTpaHuue B NpaBon YacTu aKpaHa

nokasaHa oTAeNbHO:

YNpaBneHWe CrMCKoM

FpynnoBoe yaaneHmne

Mownck

Mo yenosno v
HauaneHoe epema

2020-05-25 00:00:00
KoHeuHoe BpemMa

2020-05-25 23:59:59

Tun
Bce v
Mon
He yrazaH v
BozpacT
o |- l200 |
Homep KapTsl gocTyna
o |
| MowncK |
| OoBasuTs |

NBOHHOH KJIMK MO
3anMcKU anAa

pefakKTUMpOBaHHUA
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[laHHas cTpaHuua npegHasHavyeHus anst oTobpaxkeHusi cnmcka nosib3oBaTeren cornacHo
BblOpaHHbIM hunbTpam novcka, a Takke ans jobasneHns nonb3oBartener B 6a3y ycTponucTea u ux
yaaneHus.

Tabnuua co cnMcKom Nornb3oBaTene COAePXKUT CreayoLmne KONMOHKU:

Homep.

Twn.

Nms.

Howmep kapThbl gocTyna.

Mon.

doTo.

Bpems peructpauum.

Harta poxaeHus.

Tun naeHTucpmkatopa.
. U peHTUMKaLNOHHbIN HOMeEP.
. Homep TenecoHa.

. Appec.

. 3amMeyvyaHus.

CoNoOrLONE

el
wWN RO

3HayeHus1 3TUX Nonen COOTBETCTBYIOT NOMNSAM B KAPTOYKE MOMb30BaTENS U ONUCAHbI B
pasgene B pasgene JobaBneHue nonb3oBaTens.

,D,BOI‘/‘IHOIZ KINMUK no 3anncun B Ta6n|/|u,e crnmncka nonb3oBaTenien Bbl3biBAaeT AMANOroBoe OKHO

Onepauuu:

| MaMeHuTs | | ¥oanuTe

MU3meHuTb. [N03BONSAET peaakTMpoBaTh 3annck. PegaktnpoBaHme nonb3oBaTens npoucxoanT
aHanornyHo gobaeneHuto. Cwm. pasgen Jobaenenne nonb3oBarens.

YpanuTtb. YaanseT gaHHYO 3anvcb U3 crnvcka rnornb3oBaTenen.

B npaBom HWxHEM yrny Tabnuubl cnvcka nonb3oBaTenen HaxoaAnTCA NaHenb HaBUraymm no
cTpaHuue. Eé BHelwHMI BUA, 1 yHKLUMOHANbHOE Ha3HadeHne onncaHbl B pasgene CUcteMHbin

XypHan, naHesb Hasurauunn.
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12.2. lobaBneHne nonb3oBaTens

Mo-ymonyanuto 6a3a yctporctea nycrta. Ytobbl fobGaBuTh Nnonb3oBartens B 6azy Heobxoanmo
HaxkaTb KHOMNKy [[lo6aBuUTb] Ha NaHenu ynpasneHns cnnckom. MNMpu aToM OTKPOETCs KapToyka
nonb3oBarens:

YnpasneHWe CNWCKOM - CEBepka [AHTOH]

Twn | Eensli cnvcor v|

A |L"|EI-aH

OTyecTED |L"|EI-EIHDBH'—I |

DaMINKA |L"|EI-EIHDB

Mon | My cKoi v|

Twun | MaeHTWbMEaLMOH v|

woeHTMd@KMKATOPA
ID HoMep |1233 |
AaTta poxgseHma 19929-06-29

| 3arpysMThb |

MeTod rexepauun | Pysnoiiseon |  Homep Tenedosa |+79257885423 |

HOMEP3 KapTsl Anpec |MDCKBE|, vn. ABparT,
HoMep KapTsl |8333456 | 3ameuanua [octy ]
fgocTyna Mpoeepka doto [

TWn crnMcKa | MOCTOAHHEIA c:|V|

| COXpaHWTb || OTMeHa

,D,OCTyI'IHbI cneayouimne nonda gna 3anofHeHna npu nobaBneHumn nonb3oBaTenemn:

1. O6nactb 3arpy3ku ¢oTorpacdpumn. He obaszatensHo ana aobasneHus. 3arpyska ¢oTo ¢
n3obpaxeHmem nuua Yenoseka. lonyctumbii dpopmat pucyHka: JPEG unu PNG (6e3 npospadHoro
doHa). MakcmanbeHbIn pa3mep pucyHka: 1 merabant. PekomeHayemblii MMHMManbHbIA pasmMep nuua
Ha 3arpyxaemom ¢oto: 160x110 nukcenen.

BHUMAHUE!

JonyckaeTtca 3arpy3ka cdoTorpaduin B paspelleHun bonblue MnvM MeHblle ykasaHHoro. [lpu 3arpyske
doTorpaduin ¢ GonblMM paspelueHneM pasmep doTorpadum OygeT OoNTUMM3MPOBaAH BO BHYTPEHHEN
namsaT oo pekomeHayemoro. Mpu 3arpyske oTorpaduin ¢ MeHbLUMM paspelleHnemM 0yaeT yMeHbLlUaTbCsl

MaKcumarbHada anbHOCTb pacno3HaBaHUAa nuua.

Haxmunte kHomky [3arpy3uTb] Ang 3arpysku dootorpaduun. Bel yBuamMTe guanoroBoe okHO
3arpysku. Haxxmute [0630p], BoibepuTe dhann dotorpadum gng 3arpy3km B NOSBUBLLEMCS OKHE U
HaxmuTe [3arpy3uTb].
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3arpy2a1Te doTo b4

BuibepuTe dain Obzop

| JarpyanTh |

2aKpeITh

2. MeToA reHepauuu Homepa KapTbl. [laHHOe norne nNo3BonsieT BbibpaTb METOA NPUCBOEHUS
kKoga RFID kapTbl nonb3oBaTtesns:

1. Kaprta obuwero goctyna (no-ymonyanuio). lNonb3oBaTento Ha3HavYaeTca NpucBoeHne obLero
(oauHakoBoro) Homepa kapTbl. [JaHHbIM HOMep 3afaéTcs B napameTpe B Homep kapTbl
obLiero gocTyna B HACTPOMKE PEXUMOB JOCTYNa.

2. AsTOMaTU4eCKM reHepupyemMbl Homep. Nonb3oBaTento Ha3HavyaeTcs NPUCBOEHWE
aBTOMaTMYeCKU reHepupyemMoro Homepa KapTbl U3 3aflaHHOro AnanasoHa. [AnanasoH
3agaétca B NnapameTpe dmnana3oH HOMEPOB KapT MpPW reHepaLmm B HACTPOMKE PEXNMOB
goctyna.

3. Py4Hon BBog. Homep RFID kapTbl npucBavBaeTCcs COTPYOHUKY BPYYHYIO B MOSIe HUXeE.

3. Homep kapTbl goctyna. HeobszaTtenbHoe none. [laHHOe none MoXeT cogepkaTtb Kog
RFID kapTtbl nonb3osatens. OrpaHuyeHne anvHbl nons: 15 cMMBOMoB.

4. Tun cnucka. Bbl60p ThnNa Crncka nosib3oBartend no BpemMmeHun nencTeuns:

1. TlocTOsIHHbIN CNUCOK (No-ymonyaHuio). Monb3oBaTtento 6yaeT pa3peLleH OCTyn COrfacHo
BblOpaHHOMY pexumy A4oCTyna C HeOrpaHNYEeHHbIM CPOKOM.

2. BpemeHHbI cnivcok. NMonb3oBaTento OyaeT paspeLleH AOCTYMN CornacHo BbIbpaHHOMY pexnmy
A0CTyna B Te4YEeHMM yKa3aHHOro nepuoga. YkasbiBaeTcs gaTa Havana encTens nponycka u
AaTa OKOHYaHWSa AencTBusa nponycka. PaboTta ¢ kaneHgapém aHanornyHa kak B pasgerne
XypHan cobbITuiA.

3. BpemeHHbIn cnivcok 2. NMonb3oBaTento dyaeT paspeLleH A0CTYN CornacHo BbIbpaHHOMY
pexuMmy 0OCTyna B TEYEHUM YKa3aHHOro nepuoga ¢ exxeqHEeBHbIM OrpaHU4YeHMeM no vyacam.
YkasblBaeTcd gaTa Havana gencTBms Nponycka U gata OKOHYaHUsa AencTBus nponycka, a
Takke eXxegHEBHOE BpeMs Havana encTBus Nponycka 1 eXXegHEBHOE BPEMS OKOHYaHUSA
aencTeua nponycka. PaboTa ¢ kaneHgapéM aHanornyHa Kak B pasgerne xypHan cobblTui.

4. PasosbIi nponyck. NMpu Beibope gaHHOro napameTpa nossnsietca none Konnyectso
LMKIOB, rae Heobxoanmo yKasaTb KONIMYECTBO paspeLlEHHbIX LIMKNOB NpoxoAa Yepes TOUKy
poctyna. lNocne okoH4YaHus LMKIOB Norib3oBaTtens yaanseTtca u3 6asbi:

HorMep kapTsl (1 Konuuecteo (5
Jocryna LHKNOE

Twun cnvcka | Pasoeslll npom »

5. Tun. Buibop TMna cnucka nonb3oBartens:

1. Benbin cnucok. MNonb3oBaTtensm n3 6enoro cnucka paspeLuén 4OCTyn cornacHo BelbpaHHOMY
pexumy gocrtyna.

2. YépHebin cnucok. MNonb3oBatenam n3 YEpHOro cnucka Bcerga 3anpeLuéH goctyn. MNpu
naeHTudmKaumm nonb3oBaTensa N3 YEPHOro cnucka TepMmHan NPourpbiBaeT 3ByKOBOE
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coobuweHne: “[locTyn 3anpeLlén’, a Takke Ha gucnnee yCTpomcTea nosiBrsieTca
COOTBETCTBYIOLLEE COOBLLEHNE.

6. Uma. Ob6asaTtenbHoe none. No-yMmonyaHuio COTPYAHMKY NpUcBanBaeTCs NMSA U3 UMEHU
danna 3arpykeHHoro nsobpaxeHnusi. [laHHoe none nogpasymeBaeT 3anofiIHEHNE NMEHU
nonb3oBartensd. OrpaHn4eHmne anuHbl Nons: 31 cMMBOM pyccKoro andgasnta unm 63 cMMBOJSIOB
NaTUHULEN.

7. ®amunua. HeobasatenbHoe none. [laHHOe nosne nogpasyMeBaeT 3anosiHeHe dammnum
nonb3oBartensd. OrpaHn4yeHne anuHbl Nons: 31 cMMBOM pyccKkoro andgasnta unm 63 cCMMBOJSIOB
NnaTUHULEN.

8. OTuyecTBO. Heobsi3aTenbHoe none. [laHHoe none nogpasyMeBaeT 3anofIHEHME OTYeCTBa
nonb3oBartensd. OrpaHn4eHne anuHel Nons: 31 cMMBOM pyccKoro andgasnta unm 63 CMMBOJSIOB
NnaTUHULEN.

9. NMon. Bbibop nona nonb3oBaTens:

=

My>kckon (No-ymMon4yaHuio).
KeHckun.
3. He ykasaH.

n

10. Tun upeHTudumkaTopa. OTobpaxeHne TMNa JONONHUTENBHOIO naeHTUdUKaTopa
nons3oartens (MAeHTUMUKALMOHHLIA HOMED).

11. ID Homep. Heobsi3zaTenbHO none. Yka3aHusa Homepa AONONHUTENbHOro naeHtTudmkaropa
nonb3oBarens. [laHHoe none nogpasymesBaeT B cebe 3anonHeHne Homepa Kakoro-nnmbo 4okymeHTa
nonb3oBaTerns, HanpuMmep, BOOUTENbCKOro yaoctosepeHus. OrpaHuyeHne anviHel nons: 15 cumsona
pycckoro andasuta unmn 31 cumeon (6yks nnu Lmdp) NaTmHULEN.

12. DaTa poxaeHua. Heobsa3zatenbHo none. YkasaHne gatbl pOXAEHWS NONb30oBaTENS.
PaboTa ¢ kaneHgapém aHanorn4yHa kak B pasaene )XypHan coObITUM.

13. Homep TenedcoHa. Heobs3aTtensHo none. YkasaHne Homepa TenedoHa nonb3oBartens.
OrpaHunyeHve gnuHel nons: 31 cumson.

14. Apgpec. HeobsasaTenbHo none. Yka3aHve agpeca nonb3osatens. OrpaHnyeHvne onuvHbl
nong: 35 cumBona pycckoro andgasuta unm 71 cumeon (6yks nnv umdp) NaTMHULEN.

15. 3ame4vaHus. HeobaszaTenbHo none. [lJaHHOe none no3BonsieT 3annucatb Ndyto
AONOnHUTENbLHY NHopMauuio nons3osartens. OrpaHnyeHne anuHel nons: 31 cumeBona pyccKoro
andasuTta unu 63 cumson (Byks nnu unp) NaTMHULEN.

16. MpoBepka ¢oTo (NO-yMOn4YaHUIO: Bbiko4eHo). MNMpn akTMBauumn gaHHon yHKLMK B
MOMEHT 3arpy3ku potorpadumm nonb3osatensa 6yaeT BeINOMHATLCA CPpaBHEHNE JOBaBNEHHON
doTorpadum ¢ yxxe umerLLMMncsa ansa nomcka cosnageHun. B cnyvyae obHapyxeHus coBnageHus
Oynet BbiIBeAEHO CoobLIEHME:!

Moateepaute aencreme Ha cTpaHuue 192.168.54.136
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BHUMAHMUE!

®yHkuma MpoBepka hoTo JomkHa ObITh akTUBMPOBaHa nepen 3arpyskomn ¢oTto!

[na pobaBnennsa nonb3osatensi B 6asy Haxmute kHonky [CoxpaHuTtb]. [Job6aBneHHoe nuuo

oTpasuTcs B Tabnumue cnvcka nonb3oBaTenei.

12.3. NMouck no cnucky nonb3oBaTesnen.
I'Io-ymonanmo npu BXxoae Ha CTpaHuuy ynpasJiieHUA CNMCKOM CMNMUCOK nonb3oBaTenemn nycrT.
YTobbI OTO6p83VITb LI,OGaBJ'IeHHbIX nonb3oBaTtenen Heo6XO,EI,VIMO BOCMNOJ1b30BATbCA d)VIJ'IpraMI/I Ha

naHemnn ynpasieHunsa CrinCKOM:

¥YNpaeneHWe CNHMCKoM

rpynnoeoe yaaneHue

Mowck

Mo yenoswH v
Mo ycnoeuo

Mo MmeHK

MoucE MOETOPAKILLWECA HOMEDOE
MowcE NOETOPAKILWACA KBPT A0CTyNa

Bcero goctynHo gBa meToda noucka nogen no CnMcky M gBa MeToda novucka coBnageHun B

base:
1. Mo ycnoswuio.
2. T[1o nmenu.
3. [Nouck NoBTOPSOLWMNXCS HOMEPOB.
4. TMonck NOBTOPSIOLLMXCA KapT AocTyna.
[Mouck no ycnoBuio] [JaHHbIM NOMCK COOEePXUT cneaytowime ounbTpbl:
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YnpaeneHve cnucKomM

FpYNNOEDE YAANEHHE

MNowMck

Mo yenoguo v
HauansHoe 2pemMA

2020-0%-25 00:00:00
HoHeds0e BpEHA

2020-05-25 23:59:59

Twm

Bee v
Mon

He Yra3aH v
Boapact

0 - 1100

HoMep KapTe QOCTYNa
0

HauyanbHoe Bpems 1 KoHeuHoe Bpemsi. Bbibop Ha4yanbHOro v KOHEYHOro BpeMEHMU
co3[aHusa UnNn peaakTMpoBaHus nonb3oBaTenen. PaboTa ¢ kaneHgapém aHanorMyHa kak B pasgene
YKYpHan cobbITUMN.

Tun. Beibop cnucka nonb3oBaTenen:
1. benbln cnUCok.
2. YEépHbIn Crncok.
3. Bce.

Mon. BuiGop nona nonb3oBarenen:

1. Myxckon.
2. YKeHckun.
3. Bce.

B03paCT. Beoa amMana3soHa BO3pacTa nonb3oBaTenen.
Homep KapTbl AgocTyna. Beon HOMeEpa KapTbl A0CTYyMNa NoJib30BATENA.

[Mouck no umeHun] daHHbI nomck cogepxuT none Umsa, kyaa cnegyeT BBOAUTb UMS
nonb3oBartens. [JonyckaeTca yacTu4Hoe unu nonHoe cosnagexHve. Pernctp 6ykB He yunTbiBaeTcs.

MoKnck
Mo MMeHK v

Krg

AnexcaHap b
Momck

[Mouck noBTOpsAOWMXCA HOMepOoB] [laHHbIn NoUCK oToBpaxaeT nonb3oBaTtenemn ¢
OAVHAKOBbIM NAEHTUPMKALMOHHBIM HOMEPOM.

[Mouck noBTOpsAOWMXCA KapT goctyna] [aHHbin nouck oTobpaxaeT nonb3oBaTenem ¢
OAMHAaKOBbIM HOMEPOM KapTbl AOCTyna.

PykoBoacTBO No akcnnyartaumu TepmMmHanoB goctyna Beward TFR cepuu

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Haxmunte kHonky [[Mounck] ons BeinonNHeHWst noncka no 6a3e nonb3oBaTtenen. HangeHHble
nuua oTpasaTcsa B Tabnuvue cnncka nonb3oBaTenen.

12.4. 'pynnoBoe yaaneHue nonb3oBaTeneun.

AkTMBaUust pyHKUMM rpynnoBoe fobaeneHne nonb3oBaTenen NpoMcXxoauT no ycTaHoOBKe
dnaxka FpynnoBoe yaaneHue B NaHenu ynpasneHusi CrIMCKOM:

YNpaeneHWe CnMCKomM

IpynnoBoe yaaneHue

BoibpaTe
OTHMeHA

Yananuts

—NBaXbl WENKHATE MO
CMNUCKY MM HAMMMUTE

“CnUCoK Ha cTpaHuue”

Mepen ycTaHOBKOW hnakka AormkeH OblTb Npon3BeaéH He HyneBon oTbop nonb3oBaTenen no
GunbTpam.

HaHHasa pyHKLUMA No3BONSET yaanuTb BCE UMW 4YacTb U3 OTOBPaHHbIX (OUNbTPOM 3anucen.
Mpwn akTMBauumn cnaxka NpynnoBoe yaaneHue Ha NaHeny ynpasreHns CNUCKOM NosBnsoTca 3
KHOMKMW:

1. BbiGpaTtb. Boigenset Bce 13 otobpaHHbIX 3anvcen Ans nocneayLwero yaaneHus.
2. OtmeHa. CHMMaeT BblgeneHne ¢ 3anncen.
3. Ypanutb. BoinonHsaeTt yganeHue BblgeneHHbIX 3anmcen.

BHUMAHUE!

Ynanexue 3anvcert npoucxoauT 6e3 BO3MOXHOCTY NMOCeayoLLero BOCCTaHOBNEHUS. YaanéHHble 3anucu

He OTOGpa)KaI-OTCﬂ HW B KaKNUX CMUCKax.

JononHUTENbLHO, BbIAENATL 3aMMCch MOXKHO MO OAHOW. [IBOMHOWM KNWK Mo 3anucu B Tabnuue
NO3BOSIET BbIAENNTL KOHKPETHYIO 3anncCb U CHATb BblgeneHne. Npu 3ToM, BblAeNeHHbIE 3anncu
MapKUpPYTCSA KpacHbIM LLBETOM, @ HE BblENEHHbIE — OCTAKTCH cepbiM. B npumepe Ha pucyHke Huxe
3anucu 1 n 3 BblgeneHsbl, 3annucb 2 He BblaeneHa:
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BekUARD CucteMHble —. HacTponku e XKypHan am JKYPHan

SAFETY B SECURITY ! HachOﬁKH none3oBatenen == 3axBarta @D nNpoxoaoB

23S Ynpaenenne cnnckom

> Tpynnosoe fodaenexue

Benbii cnucoK Axgpeir C Myxcoi 2020-05-22/09:19:10

Bcero 3 sanucedt Texylwue 3 sanuced [lepsas cTpadMua [peapiaywas ctpaqdua |11 v | Cneayiowas cTpaddua [ocneaHss CTpaHMua

3

12.5. 'pynnoBoe aob6aBneHue nonb3oBaTenen
Ctpannua rpynnoBoro gobaBneHus nonb3oBaTenen OTKPbIBAETCS MO HaXKaTUHO  KHOMKM
[FpynnoBoe no6aBneHue] B MEHIO HACTPONKM Nonb3oBaTenen. PyHkunsa nos3sonset JobasuTb rpynny

nonb3oBartenen B 6a3y ogHow onepaunen. BHelHWin Bug cTpaHuLbl NOKa3aH HMxe:

BE&UARD CuUcTeMHEle =, HacTpoiiku XKypHan = XKypHan
o B Sy HacTPOWKK nones3oBarenei @ 3axBara &0 poXoaoes

Homep KapTsl
Mon Wzobpaxekne Bpems perucrpauun [aTa poxaervs
=(.> YNpaBneHne CNUCKOM ApcTyna uae

3 Ynpasrnierue cruckom

Bcero 0 sanuceii Texywwe 0 sanucedi Mepsan cTpanmua Npeawaywas crpasmua (00 v | Cneayiowas cTpammua ocneawss cTpadiua
v

Mona B Tabnuue CO CNMCKOM MNONb30OBaTENeEN aHasnornyHbl Kak B pasgene YnpasreHue
CIMUCKOM.
MaHenb ynpaBnenuns rpynnoBbiM AobaBneHmem, pacrnonararwasaca Ha AaHHOW CTpaHuue B

I'IpaBOIZ 4acCTu 3KpaHa, Noka3aHa oTAeSIbHO:
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Mpynnosce gobaBnenwne

| OBHOEWMTE ‘

| WMnopTt ‘

—JIBaM{(bl WEJIKHWUTE Mo
CMUCKY ANnA

penlakKTUpOBaHHA

Manenb COOEPXNT OBE KHOMKWN:

[O6HOBUTL] HaxxaTne KHOMKM BbINOSTHAET OOHOBNEHME Tabnuubl Nofb30oBaTeENeNn.
[MUmnopT] OTKkpbIBaET NaHernb 3arpy3ku nonb3oBartenen. BHewHW BMa naHenn
NpeAcTaBfeH Ha PUCYHKE HUXE:

3arpy3vTe doTo X

BoibepwTe dain [Bred P.jpg,Leo D.jpo,Women X.jpg OGzop

Twvn | Bensliil cnucoy v Twn cndcka | MoCTOAHHLIA ¢ v
NMpoeepka GoTo
MeTog redepauvy | Homep odwero v

HOMEpPE KapTsl

HoMep KapTel

[y

3arpyanTh

JaKpLITh |

,D,OCTyI'IHbI cnepyrowme nonda and 3anosfiHeHuaA npu rpynnosom nobaBneHun nonb3oBaTenen:

1. O6nactb 3arpy3ku coTorpacdun. Ob6a3atensHO Anda 3anonHeHus. lNossonseT BoibpaTb
00 64 doTo hannos ¢ nsobpaxeHnem nuua Yenoseka ang 3arpysku. Jonyctumbli opmaT pUCyHKa:
JPEG unu PNG (6e3 npospadHoro coHa). MakcumanbHbIi paamep pucyHka: 1 merabant.
PekomeHayemMblii MMHUMarbHbBIN pasmep nvua Ha 3arpyxaemom ¢oto: 160x110 nukcenen.
BHUMAHUE!
HonyckaeTtcs 3arpy3ka coTtorpadmii B paspelleHnn 6onblie nnv MeHblue ykasaHHoro. lpu 3arpyske
doTorpacun ¢ 6onblMM paspelleHneM pasmep goTorpacdum GygeT onTUMU3MPOBAH BO BHYTPEHHEMN
namsaTy Jo pekomeHgyemoro. Mpu 3arpyske cotorpadun ¢ MeHbLUMM paspelleHnem ByaeT yMeHblIaTbCs

MaKCcumarnbHada aanbHOCTb pacno3HaBaHUA nuua.
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Ans 3arpyskun dotorpacdun HaxmuTe [O630p] 1 BoibepuTe dannsl dpoTorpadun Ans 3arpysku
B NOSIBUBLUEMCS OKHE.

2. Tvin.

3. MpoBepka ¢oTo.

4. MeTop reHepauum HoMmepa KapTbl.
5. Homep kapThbl.

6. Tvn cnucka.

Onucanne nonen 2-6 aHanorn4HoO kak B pasgene JobasneHne nonb3oBaTens.

Ona pobaeBneHnss nonb3oBatenen B 6ady HaxmuTe kHonky [3arpys3umTb]. [locnegHue

nobaBneHHble Nnuua oTpasuTcs B Tabnumue cnucka nonb3oBaTenen no HaxaTunio KHornku [OGHOBUTL|
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MnaBa 13. XKypHan 3axBaTta

CTtpaHuua 3anucen xXypHana 3axBaTa nokasaHa Huxe:
BeWARD CucremHble —, HacTpouku

EAEeT VA SeCURITY HacTPOMKH nonb3oBarenen

Kypxan am KypHan
@ 3axBarta @O pOX0A0B

|

y

13 2020-05-25/11:06:35 OBpaboTaHo 36.2°C

12 2020-05-25/11:06:28 O6pabotaHo

1\
i}

11 2020-05-25/11:06:21 OBpaboTaro

0 2020-05-25/10:24:39 0O6paboTaro

9 2020-05-25/10:22:18 ‘

\t.

Bcero 22 zanuceit Texywwe 20 3anvceir Nepsas cTpanvua Mpeabiaywas ctpanvua |1/2 v | Cneaylowas cTpasuua focnensss cTpasmua

O6paboTtaHo

MaHenb novcka, pacnonararoLLascsa Ha JaHHOW CTpaHuLLe B NPaBoi YacTu 3KpaHa nokasaHa

OoTAes1IbHO!:

ypHan 3axBaTa nuL

Bpems Havyana
2020-05-25 00:00:00

BpeMA OKOHYAHWA
2020-05-25 23:59:59

Monck

LLIENKHMTE ABaM bl Ha
3anuch, YToObI
no0aBUTL B CNHUCOK

nonb3oBaTenem

B npaBom HWxHeM yrny Tabnuubl cnucka norb3oBaTenen HaxoanTCa NaHenb HaBUrauum rno
cTpaHuue. E€ BHewHun Bna n yHKUMOHaNbHoe HazHavyeHme onncaHbl B pasgene CUCTeMHbIN

XypHan, naHesnb HaBurauun.

[aHHas cTpaHuua npegHasHavyeHus ana oTobpaxeHus cnmcka He 3apermMcTppoBaHHbIX B
6a3se nuu, 3axBavyeHHbIX kKaMmepon TepMmuHana. [JononHUTEeNbHO, Yepes AaHHY CTPaHMLY BO3MOXHO
pobaenaTL nonb3oBaTenen B 6a3y ycTponcraa.

Tabnvua co cn1ckoM nonb3oBaTenelt COAePXXUT CNeayHoLLne KONOHKMU:

1. Homep. OToGparkeHne nopsaaKoBOro HOMepa 3anvcu B XXypHare.
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Bpewmsa. OToGpaxeHne BpeMeHn 3axBarta nuua.

®PoTo. OTOOpaxeHne hoTo 3axBa4E€HHOro nmua.

Cratyc. OTo6paxeHune crtatyca 3anucu (obpaboTtaHo).

3HauveHue Temnepartypbl. OTOOpaxxeHe 3Ha4YeHNa TemnepaTypbl YENOBEKA B Crlyyae, ecnm
4YenoBeK NPOLLEN BepudmKaumio No TemnepaType (TonbKo ANA TePMUHANOB C
onpeaeneHnem Temneparypbl).

abrown

[IBOMHOWM KWK MO 3annucu B XXypHarne no3sonset ob6aBuTb Nofb3oBaTeNis C 3aXxBa4YeHHON
doTorpadhmen B 6asy. NMpn 3TOM OTKpbIBaETCA OKHO JobaBneHMsa nonb3oBaTtens. BHeWHWN B1g OKHA
1 JOCTYNHbIe ANS 3anofiHeHUs Nons onucaHel B pasgene JobasneHve nonb3oBarens.

Mo-ymonuyaHuio Npu BXOAEe Ha CTpaHuLy XXypHamn He oTobpaxaeT 3anucu. [NaHenb nowvcka
no3BonsieT BbiGpaTb BPeMEHHOW Nepuoi, 3a KOTopbI OOIMKeH ObiTb OCyLLecTBNEH nouck. PaboTa ¢

KaneH,u,apéM aHallorm4yHa Kak B pasgerne XypHarn cobbITUI.
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MnaBa 14. XXypHan npoxoaos

CTpaHVIU,a 3anucen XypHaria npoxogos Nnoka3aHa HUxe:

BeWARD CuctemHble  _, HacTpoitku XKypHan am JKypHan
SAFETY & SECURITY HaCTPOWKN nonb3oBarteneii < 3axsata @D poXoAos

Homep KapTsl

D Bpems @oTo 13 6azb @070 € KaMeps! Cratyc CxoacTeo Wnms poctyna Mon [ata poxaexus Homep -
19 2020-05-25/12:04:09 OTKpsITO 90.8 423423 32423 MysxcKoit 2000-01-01
18 2020-05-25/12:04:02 OTKpsITO 90.3 423423 32423 Myxcxol 2000-01-01
17 2020-05-25/12:03:55 OTKpsITO 91.7 423423 32423 Myxcxkoi 2000-01-01
16 2020-05-25/12:03:48 OTKpsITO 95.3 423423 32423 My>xcxon 2000-01-01
15 2020-05-25/11:36:14 'ﬂ] OTKpeITO 95.1 423423 32423 MyXcKoit 2000-01-01
Bcero 10 zanwvcen Texywye 10 3anuce [epsas cTpasvua peabiaywas crpaduua (11 v | Cneayowas crpaqvua [ocnearas CTpaHmuua

NaHenb noncka, pacnonararLwascs Ha JaHHOW CTpaHuUe B NpaBon YacTu SKpaHa nokasaHa

OTAEenbHO:

YDHAN NPOXCA0E

MeTog noncka

MoUCK Mo YCNOBUAM v
BpemMs Hadana

2020-05-25 00:00:00

BpeMsa oKoHYaHMA

2020-05-25 23:59:59

CraTyc

Bce v
Mon

He ykazaH v
Bozpact
b - oo |
HoMep kapTsl 4ocTyna
b |

| Mowck |

B npaBom HWxXHeM yrny Tabnuubl cnucka norb3oBaTenen HaxoanTCa NaHeNnb HaBUrauum rno
cTpaHuue. E€ BHewHun Bna n yHKUMOHaNbHoe HasHavyeHme onncaHbl B pasgene CUCTeMHbIN

XypHan, naHesnb HaBurauun.

[daHHas cTpaHuua npegHasHavyeHuns Ans otobpaxeHuss cnnucka nonb3oBaTenen, NpoLeaLmx
BepuUmKaumio (COBEPLUMBLLNX NPOXOA).

Tabnvua co cnnckoM nonb3oBaTenelt COAePXUT CNeayHoLLne KONMOHKMU:
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ID. OTobparkeHne NopsagKoBOro HoMepa 3anuncu B XXypHarne.

Bpewms. OTobpaxkeHne BpeMeHM COBEPLLEHUS Npoxoaa.

®doTo u3 6a3bl. OTobOpaxeHne poTo Nnonb3oBaTens ua 6asol.

®doTo ¢ kamepbl. OTOGpaxeHne HOTO NMLA, 3aXBa4YEHHOTO C KaMepbl TEPMUHanNa.
Cratyc. OTo6paxeHune cTaTtyca OTKpbITUSA OBEPW.

CxopcTtBo. OTOOpaxeHne kayecTBa CoOBNageHWs nmua ¢ 3TarloHHbIM.

N ogsrwdE

Uma. Otobpaxenne PO nonb3oBatens u3 6Gasbl. Ecnu BbibpaH pexum npoxoga 6es
naeHTudukauumn, To B JaHHOM none 0ygeT ykasaH tun sepudpumkaumm: MASK, TEMPERATURE,
MASK_TEMPERATURE (Tonbko ans TepMuHanoB ¢ onpegeneHnem temnepartypbl), OR,
QR_TEMPERATURE, QR_MASK, QR_MASK_TEMPERATURE (Tonbko ansa TepMuHarnoB ¢
dyHKunoHanom yteHmnsa QR kogoB (¢ nuTepon Q B KOHLE HAaMMEHOBaHus) ) .

8. Homep kapTbl gocTtyna.

9. Non.

10. JaTa poxaeHus.

11. Homep TenecoHa.

12. Tun.

13. Tun npaeHTudnkaTopa.

14. UpeHTU(UKALNOHHLIN HOMeEP.

15. Aapec.

16. 3HavyeHume TemnepaTtypbl. OTobpakeHne 3Ha4YeHMs1 TeMMNepaTypbl YErIOBEKA B Crnyyae, ecnm
YyenoBek nMpPOWEN BepuduKaumMio nNo Temnepatype (TONbKO AnNs TepMUHaNoB C
onpeneneHMeM Temnepartypbil).

3HayeHuns nonewn 8-15 cooTBETCTBYIOT NOMSIM B KAPTOUYKE NONb30BaTENs U ONMCaHbl B pasaene
[HobaBneHne nonb3oBatens.

ﬂo-ymonanmo npu BXxoae Ha CTpaHuuy XXypHan He 0To6pa>KaeT 3anncun. Ytobbl 0T06pa3V|Tb

3anncun XypHana HeobxoaMmMo BOCNONb30BaTLCA d)I/IJ'IpraMVI Ha naHenu ynpaeieHna CrinCKOM:

XypHan npoxogos

MeTon nowcKa

[MoWCK Mo YCNOEUAM ¥

MowWck no ycnoewAM
[MoWcE No MMeHH

Bcero goctynHo ABa meTofa noucka NpoxXoaoB:

1. Tlo ycnosuto.

2. [1o nmenu.
[Mouck no ycnosuio] [laHHbIV NOUCK coaepXXuT cnegyowme punbTpsl:
HauyanbHoe Bpems 1 KoHeuHoe BpemsA. Bbibop HauyanbHOro 1 KOHEYHOro BPEMEHN

CcOo34aHus UNu pegakTMpoBaHns nornb3oBaTenen. PaboTta ¢ kaneHgapéM aHanornyHa kak B pasgene
YKypHan cobbITUN.

CraTtyc. BbiGop cTaTyca OTKpbITUS ABEPU:
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1. Bce.
2. OTkpbITO.
3. OrtkasaHo.

Mon. Beibop nona nonb3oBartenen:

1. Myxckon.
2. KeHckun.
3. Bece.

B03paCT. Beoa gmManasoHa BO3pacTa nonb3oBaTenen.
Homep KapTbl AocCcTyna. Beon HOMeEpPa KapTbl AOCTYMNa NnoJib30BATENA.

[Monck no nmeHu] [aHHbIN NOUCK cogepuT none Ums, kyga cnegyet BBOAUTL UM,
daMnnunio UM OTYECTBO NONb30BaTENSs, UK NX KOMOMHaUMo. byaeT BbINOSIHEH NOUCK MO
YaCTMYHOMY UM NOJTHYIO COBNAaAeHUIo ¢ ntobon n3 cTpok: hammnus, ms nnu otdecTeo. Pernctp
OYyKB He y4nTbIBaeTCS.

Mownck
Mo vMeHK v
Mz

AnexcaHap B

Momck

Haxxmute kHonky [MMounck] ans BbinonHeHus noucka no 6ase nonb3osatenen. HangeHHole
3anucu oTpassaTcs B Tabnuue.
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MmaBa 15. PaboTa co CTOPOHHUMM KNTMEeHTaMu

B cnyyae HeobxogumocTtu, Bbl MoxeTe nonyunTb OOCTYN K BWOEOMOTOKY MPU MOMOLLM
ctopoHHero RTSP-knneHTa. B kavectBe RTSP-knneHTOB MOXHO ucnonb3oBaTb RTSP-nneepsl
peanbHoro BpemeHu, Hanpumep: VLC, Quick Time, Real Player u T.4.

RTSP (Real Time Streaming Protocol — npoTokon nepegayv NOTOKOB B PEXMME peasibHOro
BPEMEHM) £BMSeTCA MpUKNagHbIM MPOTOKOMOM, MpefHa3Ha4YeHHbIM ANd  MUCMNOoMb30BaHUA B
cuctemax, paboTtarowmx ¢ MyrnbTUMeama-gaHHbIMU U NO3BOSAIOLLMX KITMEHTY YAanEéHHO ynpasnsTb

NOTOKOM [AaHHbIX C cepBepa, npenoctaBnAaAa BO3MOXHOCTb BbINOJIHEHUA KOMaHO, TaKMX Kak
«Ctapt», «Cton».

NMPUMEYAHUE!

I'IpM NOAKIMKOYEeHUN K KaMepe N3 CeTn VlHTepHeT CKOPOCTb 3aBUCUT OT KaHalla Aoctyna.

JocTyn K BUOEONOTOKY Yepe3 CTOpPOHHME RTSP-knMeHTbl OCyllecTBnsSeTcs npu nomMoLim
KomaHgbl: rtsp://<IP>:<PORT>/av<X>_<Y> rge:

e <|P>—|P-agpec kamepbl;

o <PORT> — RTSP-nopt kamepsbl (3Ha4YeHME No ymonyanuwo — 554.);

e <X> — KOMaHOa KaHana BugeonoToka. Hymepaumsa kaHanoB HayMHaeTcs ¢ Hons. IP-
Kamepbl UMEIT TONbKO OAMH KaHan, No3ToMy Heobxoanmo ykasatb O;

e <Y> — kOMaHga npodunsa sugeonoToka: 0 — OCHOBHOW NOTOK, 1 — anbTepHaTUBHLIN
MoOTOK.

Tun cxatma gna gaHHOro NOToKa 3a4aeTcs B HACTPOMKaX KOOMPOBaHUS.

Mpumep komaHAabl: rtsp://192.168.0.99:554/av0_0 — OCHOBHOM NOTOK.

Mpumep komaHabl: rtsp://192.168.0.99:554/av0_1 — AnbTepHaTUBHLIN NOTOK.

Mpumep KomaHAabl: rtsp://192.168.0.99:554/av1l_0 — YépHo-6enblin MOTOK.

NMPUMEYAHMUE!
MoapobHo HacTpoika kogupoBaHust U RTSP onucaHa B pasgenax Kogumposanue n RTSP paHHOro
PykoBogcTtsa.
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MpunoxeHus

MpunoxeHue A. NapaHTUNHbIe 06sA3aTenbCTBa

A1. Obwume cBegeHud

a) [lepen nogkniodeHnem oOOpyooOBaHUS HEOOXOOUMMO O3HAKOMWUTBCA CO  CXEMOMW
NOAKMOYEHNsI U PYKOBOACTBOM MO 3KCMyaTauum.

0) [1nsa noBbILEHNA HageXHOCTN paboTbl 060pyAOBaHMS, 3alMThl OT OPOCKOB B NUTAIOLLEN
ceTn n obecnevyeHnss GecnepebOMHOrO NMUTaHUS cnegyeT UCNONb3oBaTb CeTeBble UNbTPbl U

ycTponcTBa 6ecnepebonHoro nnTaHus.

A2. dnekTponuTtaHue

[omkHO cooTBETCTBOBATL NapameTpam, ykasaHHbIM B PykoBOACTBE MO 3Kcnnyataumn ans
KOHKpEeTHOro yctponcTsea. [Ans yCTpoMCTB CO BCTPOEHHbLIM UCTOYHMKOM MUTaHUA — 3TO NepeMeHHoe
HanpsbkeHne 220 B £10%, yactoton 50 'y £3%. [Ina yCTpONCTB C BHELLIHUM CTabunmnampoBaHHbIM
aganTepoM NUTaHUSA — UCTOYHUK NuTaHna S5 B £5% unn 12 B £10% (HanpsikeHve nynbcaumm — He
6onee 0.1 B).

A3. 3azemneHue

Bce ycTpoinicTBa, nmetowme BCTPOEHHbIN BNOK NUTaHWS, LOMKHbI ObiTb 3a3eMreHbl NyTeMm
NOAKMIOYEHNss K crneunanbHbiM  PO3eTKaMm  3MEKTPONUTaHus C  3a3eMSieHMeM WNn  nyTem
HEMNOCPEACTBEHHOrO 3a3eMiieHusi Kopriyca, €CnuM Ha HeM npeaycMOTpeHbl chneuuvanbHble
KpenexHble 3nemMeHTbl. 3a3eMineHne 3neKTPOnpPOBOAKM 30aHUS OOMKHO ObiTb BbINONIHEHO B
cooTtBeTCcTBMU C TpebosaHnamun MY (MpaBuna Yctponctaa AnektpoyctaHoBok). ObopyanoBaHue ¢
BbIHOCHbIMX OnokamMuM MUTaHUA U aganTepamMn Takke OOMKHO OblTb 3a3emrieHo, ecnu 3To
npeaycMOTPEHO KOHCTPYKLMEN KOpyCa UM BUIKX HA LUHYpe NuTaHus. MOHTaX BO3AYLUHbIX TIUHWIA
anekTponepegayn M NUHWA, NPOKNaAbIBAEMbIX MO HAPYXHbIM CTEHaM 34aHWMN U Ha 4yepaakax,
AOIMKEH ObiTb BbINOMHEH 3KpPaHMPOBaHHLIM Kabenem (Mnv B MeTannopykase), U JIMHUN OOITKHbI
ObiTb 3a3emneHbl C [OBYX KOHUOB. [lpuyem, ecnu OAMH KOHEL 9KpaHa noaknovaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMIeHusl, TO BTOPOM — MOAKMYaeTCs K 3a3eMeHuo Yepes

paspsgHKIK.
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A4. MonHuesawmTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKuMa NO YCTPOWCTBY
MOSHMe3aLWmnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. MNMpwn npoknagke BO3AYLHbLIX FIMHAA U IMHUIA, NOYLWMX NO HAPY>KHOW CTEHE 34aHni
1 NO YepAayvHbIM NOMELLEHMAM, HA BXOA4ax 000pyaoBaHUs AOMMKHbI ObITb YCTAaHOBMEHbBI YCTPOMCTBA

MOJTHMe3alunThI.

AS5. TemnepaTtypa 1 BNnaXXHOCTb

MakcumanbHble 1 MUHUManbHbIE 3HAYeHWs TemrnepaTypbl 3KCNnyaTauum n XpaHeHus, a
Takke BNaXHOCTU, Bbl MOXeTe NOCMOTPETb B TEXHUYECKOM ONUCaHUM KOHKPETHOro o6opyaoBaHuS.
MakcumanbHas pabovas Temnepartypa — 3To TemnepaTypa, Bbllle KOTOPON He OOIMKEH HarpeBaTbCH

Kopnyc yCTponcTBa B npoLecce AnuTensHon paboThbl.

AG6. PasmelleHue

Ana BeHTUNAUMM ycTponcTBa HEOBXOAMMO OCTaBUTb Kak MMHMMYM no 10 cm cBoGogHOro
npocTpaHcTBa no 6okam.

MecTo anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Creayowmm TpeboBaHNSM:

a) OrcytctBMEe B BO3gyxe napoB Bnarm (B COOTBETCTBMM C  3asIBNIEHHbIMU
XapakTepucTkamm), arpecCuBHbIX cpes.

0) 3anpellaetca pasmelwiatb Ha 060pydoBaHUN NOCTOPOHHUE MPEAMETbI U NepeKpbiBaTb
OTBEPCTUS MUKPOOHA, AMHAMMKA, KaMepbl.

B) 3anpeLlaeTcsa 3aKkpbiBaTb BHELLUHME NMOBEPXHOCTU 060pyaoBaHMSA (Tak Kak 3TO HapyLwuT

TemnepaTypHbI pexum paboTbl yCTPOMCTBA).

A7. NMopgknro4veHue nHtepcencos
O6opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUM C Ha3Ha4YeHMeM U TUMOM

YCTaHOBIEHHbIX MHTEPdENCOB.

A8. NapaHTUHbIE 0bsi3aTenbCcTBa

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTO obopyaoBaHme bygeT paboTaTb OOMKHbLIM
00pas3om B pasnuyHbIX KOHUrypaumsix n obnactax NpMMeEHeHUs, U He AaeT HUKaKOW rapaHTum, 4To
obopynoBaHue obsaszaTenbHo OyaeT paboTaTb B COOTBETCTBUM C OXMAAHUSIMWU KIMEHTA Mpu ero
NPUMEHEHUN B CNELMEPUIECKMX LIENSIX.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbIM 0b6si3aTeNbCTBAM Npu
NOBPEXOEHUN BHELLIHMX MHTepdencoB obopynoBaHus (CeTeBbIX, TENEMOHHbIX, KOHCOSbHbIX W T.M.)
n camoro ob60opyoBaHUS, BO3HUKLLEM B pe3yrbTaTe:

a) HecobGnoAeHNs NpaBU TPAHCNOPTUPOBKM U YCIIOBUIA XPaHEHWS;
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0) dhopc-MaxkopHbIX 06CTOATENBCTB (TaKNX Kak noXap, HaBOAHEHME, 3EMIIETPSACEHNE 1 Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHWU MO pa3MeLLEHMIO, NOAKMIOYEHNIO U AKChyaTaunm;

) HEMpPaBUITbHbIX OEWCTBUIA NMPU NEPENPOLLNBKE;

[) NCNONb30BaHNA He NO Ha3Ha4YeHuIo;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMUYECKUX W WHbIX BUAOB BO3OEWCTBUM, €CNU WX
napaMmeTpbl BbIXOAAT 3@ pPaMKM OOMYCTUMbIX SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
NpeayCcMOTpPEHbl TEXHMYECKON crneumndukalmen Ha gaHHoe obopygoBaHue;

)K) BO34ENCTBUS BLICOKOrO HanpsaXxeHus (ynap MOJTHUN, CTAaTUYECKOE ISJTEKTPUHECTBO U T.I'I.).
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MpunoxeHune b. NpaBa u noaaepxka

B1. ToproBas mapka

Copyright © BEWARD 2020.

HekoTopble NyHKTbl HacTosiwero PykoBOACTBa, a Takke pasgenbl MeHH YynpaBreHus
obopyaoBaHna MoryT 6biTb n3MeHeHbl 6€3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gasnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «besapa». Bece

OCTarbHble TOProBble MapKkn nNnpunHaaneXxat nx snagenbuam.

B2. OrpaHu4yeHne OTBETCTBEHHOCTHU

00O «HIMM «beapg» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa OyayT paboTatb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUn,
noapasymeBaeMbiX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuk, Wnu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuM B crieundmyeckmnx uensax. OO0 «HIMM «beapa»
NpUAoXnno Bce ycunusg, 4tobbl caenatb 3T0 PykoBOACTBO MO aKcnnyaTauum Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOOLIE onevaTkn unm
NpOMnyCKW, KOTOpble, BO3MOXHO, NPOM30LLN NpU HanMcaHum gaHHoro PykoBoacTsa.

MHdopmauusa B ntobon yactu PykoBogcTBa nNo aKcniyataumm U3MEHAETCA U OOMOSTHAETCS
OO0 «HIIM «beBapa» 6e3 npeasaputensHoro ysegomrenna. OO0 «HIIM «beapa» He GepeT Ha
cebsi HMKaKon OTBETCTBEHHOCTU 3a Mobble MOrpeLHoCTH, KOTopble MOryT codepXaTbCs B 3TOM
PykoBogctee. OO0 «HIIM «beapa» He GepeT Ha cebsi OTBETCTBEHHOCTU U HE AaeT rapaHTui B
BbIMycKke OOHOBMEHWUA WUITM COXPAHEHUN HEU3MEHHOW KakoW-NIMOO WHOpMaLMM B HACTOSILLEM
PykoBoacTBe no akcnnyaTauum, U ocTaBnsieT 3a cobon MpaBO BHOCUTb M3MEHEHMSI B AaHHOE
PykoBoacTBO w/unu B u3genus, onucaHHble B HeM, B noboe Bpems 6e3 npeaBapuTenibHOro
yBegomMmnenus. Ecnn Bbl obHapyxute B 3TOM PykoBoacTBE MHGOPMaUMiO, KOTopasa siBNSeTcs
HenpaBUNbHOW U HEMOMHOW, UM BBOAUT B 3abnyxaeHune, mbl 6yaem Bam kpaiHe npusHaTenbHbl

3a Bawwu KOMMEHTapuUn n npeanoxXeHn4d.

B3. Npeaynpexaenna FCC

3710 06opynoBaHmne BbINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAOWNM TpeboBaHNAM
NoNOXeHUsT O LNUMPOBLIX YCTPONCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
depepanbHon komuceun no ceasm (FCC). Otn orpaHmyeHnss Bbinv paspaboTaHbl B Lensx
obecneyeHns 3aWwmTbl OT BPeAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPWU MCMOSb30BaHUN
obopyaoBaHNa B KOMMepYECKUX Lenax. OTo obopygoBaHMe MOXeT u3ny4vaTb, reHepupoBaTb U
MCNoNb30BaTb JHEPruto B pagmovacToTHOM AuanasoHe. Ecnn paHHoe obopypoBaHve Oyaer
YyCTaHOBIEHO W/unn BygeT MCnonb3oBaTbCA C OTKMOHEHMSMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3blBaTb BpegHoe BO3ENCTBME Ha Ka4eCTBO paanoceaA3n, a npu yCtaHoOBKE B XKUITOM 30He,
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BO3MOXHO, — Ha 340poBbe ntogden. B atom cnyyae Bnageneu O6ygeT o6si3aH UcCnpaBnsTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOWN CYET.

B4. NpeaynpexpeHue CE
OTO yCTPOMCTBO MOXET BbI3blBaTb PaAMONOMEXN BO BHELLHEM OKpYXeHun. B aTom cnyyae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPDI.

B5. Noanepxka
Ona nHpopmaumm OTHOCUTENBHO CepBUCa W MOAAEPXKKW, MOXanymnucta, CBSXXUTECh C
cepBucHbiM LeHTpom OO0 «HIM «beBapa». KoHTakTHble AaHHble Bbl MOXeTe HanTh Ha canTe

http://www.beward.ru/.

Mepen oGpalwieHvem B cnyxby TeXHUMYECKOW NOoAAEepXKKW, noXanymcra, MNoAroToBbTe
cnenyoLyo MHopMaLumio:

e TouyHoe HaumeHoBaHue u IP-agpec Bawero o6opygoBaHus (B cnydae npuobpeTterus IP-
obopynoBaHus), gata MOKymMKu.

o Coo0OLieHuns 06 owmbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPpOGneMbl.

e Bepcusa npowmBkM 1 Yepes kakoe obopyaoBaHme paboTano yCTponcTBO, Korga BO3HUKNa
npo6nema.

e [lponsBegeHHble Bamn gencteusa (No waram), npegnpuHaTble Ans CaMOCTOSATENbHOro
peLLeHnsa npobnemobl.

e  CKpUMHLIOTbLI HACTPOEK N NapaMeTpbl NOAKITHYEHMS.

Yem nonHee Oypet npeactaBneHHad Bamu mHdopmauusa, Tem bGbicTpee cneumanucTbl

CEPBUCHOIO LUeHTpa CMOryT noMo4b Bam pewnTb npo6neMy.
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MpunoxeHune B. Mnoccapun

Authentication / AyteHTudmkauma — npoeepka nNpuHaLMEXHOCTU CyObeKTy aocTtyna
npegbsBeHHOro UM uaeHTMdurkaTopa; noaTeepxaeHne nognuHHoctn. OguH M3 cnocobos
ayTeHTUMKaLMM B KOMMbIOTEPHOM CUCTEME COCTOUT BO BBOAE Ballero norib30BaTenbCKoro
naeHTndukaTopa, B MNpoOCTOpeYnn HasbiBaemoro «JormHom» (login — pernctpaumoHHoe ums
nonb3oBatend) W napond — HeKoW KoHduaeHUMansHOW WHdOpMauMn, 3HaHMe KOTOpOou
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyymB BBEAEHHbIV NOMb30BaTENEM JTIOMUH
N Naponb, KOMMNbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOpOE XpaHUTCA B crneumnanbHon Gase

OaHHbIX, U, B Clly4ae coBnageHus, nponyckaeT noJjib3oBaTtesid B CUCTEMY.

APl (Application Programming Interface) - onucaHue cnocoboB (Habop knaccos,
npoueayp, MYHKUNA, CTPYKTYP UMW KOHCTaHT), KOTOPbLIMU OfIHA KOMMbIOTEPHAsA nporpamMmma MoxeT
B3aMMOAENCTBOBATL C [ApYyron nporpamMmon. Yacto peanusyetcss OTAENbHOW NPOrpaMmHOMn
OMbnuoTekon unIM CEPBUCOM OMEpPALMOHHOM CUCTEMBI. Mcnonb3yeTcss nporpamMmmcTtamu npwm

HanncaHmm BCEBO3MOXHbIX I'IpVIJ'IO)KGHVIf/].

Base64 - ctaHgapT KOAMPOBAHWSA ABOWYHbLIX AAHHbLIX MPU NMOMOLLM TOSbKO 64 CMMBOMOB
ASCII. AndaBnt KOOUPOBaHUA COOEPXUT NaTUHCKMe cumpornbl A-Z, a-z 1 0-9 (62 3Haka) n 2
AONOMHUTESNbHBIX CUMBOMA, 3aBUCALWMUX OT cuctembl peanusaumn. Kaxgble 3 ncxogHbix 6anTa
Koaupytotca 4 cumsonamu (yBenuyeHue Ha V3). [laHHbI CTaHgapT NpUMeHSaeTCs Ans KoaupoBaHus
OGuHapHbIX hannos, HaNpMMep Ans NnpeacTasneHns ndobpaxenunn opmata JPEG n PNG B TekcTe

nmMcbma.

Bitrate / Butpent (CkopocTb nepeaa4m AaHHbIX) — OyKBanNbHO, CKOPOCTb MPOXOXAEHMUS
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb3oBaTb NPU U3MepeHun 3PPEKTUBHOM CKOPOCTHU
nepefayun MHpopmaumm no KaHany, TO eCTb CKOPOCTM nepefayun «rnonesHon wnHgopmaumm»

(moMMMO TakoBOW, MO KaHany MOXET nepeaaBaTbCs cnyxebHas nHopmauuns).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKW, KOMMNEHcauua
3agHero cBeTa). TUMMYHLI NPUMEP HEOOXOAMMOCTU MCMONb30BaHUSA: YEnoBeK Ha (DOHe OKHa.
ONEeKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT MHTErparnbHyto, T.e. OOLLYH OCBELLEHHOCTb CLEHbI,
«BMAMMOW» Kamepoun yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoseka Ha 60MnbLIOM

CBETNIOM (pOHE OKHa BbINbLETCHA B UTOre "3acBeTkon" BCen kapTUHKK. BkntoyeHne dyHkumm «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty aBTOMAaTUKN KaMepbl.

BMP (Bitmap Picture) — oguH 13 nonynspHbIx rpamnyecknx oopmaToB, MPUMEHSEMbIV A5
XpaHeHns pacTpoBbIX u3obpakeHun. dopmat paspabotaH komnanuen Microsoft. dopmat BMP
ABNAETCH He cXaTblM n3obpaxeHueM, NoaToMy msobpaxeHus dpopmata BMP umetoT GonbLumnn

06bém B cpaBHeHun ¢ JPEG.

PykoBoAcTBO no akcnnyarauumn TepmuHanos goctyna Beward TFR cepun

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




CGl (EpuHbin  wno30BbIM  UHTepdenc) — cneuudmkauus, onpegensawowas
B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-ctpaHuua,

cogepawasn dopmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn AaHHbIX HOPMbI.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AuWHamuuyeckon
KOHcUrypaumm yana) — 3T0 CeTEeBOM NPOTOKOS, NO3BONSIOWINA KOMMbIOTEPAM aBTOMaTUYECKU
nonyyatb IP-agpec n gpyrme napametpbl, Heobxoaumble ons pabotel B cetn TCP/IP. [daHHbIN
npotokon paboTtaeT no MoAenu «KNMeHT-cepBep». [nNsi aBTOMATMYECKOW KOHMurypaumm
KOMMNbIOTEP-KNNMEHT Ha 3Tane KoHdurypauum ceTeBoro YyCTpoucTBa obpaiwjaetca K Tak

HasbiBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

Facility code — kog nomewenus. MNMpumenntenoHo Kk RFID naeHtudgmkauumn, obosHavaeT
obwyo ana rpynnbl KapT [OCTyna 4acTb Koda, MO NpefHa3Ha4YeHuto onpeaensiollyto Ko

NOMeLLEHNA (30HbI).

G.711 — craHgapT ana npeacraeneHus 8-6utHom komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmm obpasom, G.711 kogek
co3gaét notok 64 Kout/c. B pamkax G.711 cywecTByeT ABa pas3nuyHbIX anroputma cxartums: Mio-
3akoH (M-law, G.711U) n A-3akoH (A-law, G.711A).

Gateway / MexceTreBOM W3 — MEXCETEBbIM LUMIO30OM SBISIETCSA CETb, KOTopas
OENCTBYeT B KA4YeCcTBe TOYKM Bxoda B ApYryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, cepsep
KOMMblOTEPA, OENCTBYIOWINMA B KAYECTBE MEXCETEBOIrO LWSO3a, 3a4acTylo Takke OEACTBYET U B
KayecTBe MPOKCU-CepBepa U cepBepa ceTeBOMW 3alnTbl. MexceTeBOW LUM03 YacTo CBSA3aH Kak C
MapLLPYTU3aTOPOM, KOTOPbIN pacrno3HaeT, KyAa HanpaBnAaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEeBOW LUM3, TaK U KOMMYTaTOPOM, KOTOPbIN NpeaoCcTaBnseT UCTUHHBLIN MaplwpyT B U 13

MeXXCeTeBOoro wn3a gnd AgaHHoro nakeTa.

H.264 — 3T0 MeXayHapoaHbI CTaHO4apT KOAMPOBaHWUS ayavmo M BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbIN cTaHAapT COAEPXUT pan HOBbIX
BO3MOXHOCTEMN, MO3BONAOLWMX 3HAYUTENBLHO MOBLICUTL 3A(PIEKTUBHOCTL CXKaTua BMOEO MO
cpaBHeHuto ¢ bonee paHHuUmMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BornbLUyo MMBKOCTL MPUMEHEHNS B pa3HoobpasHbIX ceTeBbIx cpefax. Mcnonb3yetcsa B UMPOBOM

TenesngeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrax umdpoBoro Buaeo.

H.265 — 9T0 MexayHapoAHbI cTaHO4apT KOAMPOBaHWUS ayavo UM BUAeo, (Apyroe Ha3BaHue
‘High Efficiency Video Coding' nnn HEVC). OaHHbin chopmaT Buaeocxkatus aBnsetcs bonee
a(ppeKkTNBHBIM anropuTMom Mo cpaBHeHuo ¢ H.264/MPEG-4 AVC. PekomeHpauusa crtaHgapTa
pa3spaboTaHa B CBA3U C pacTyLen NnoTpebHOCTLIO B B0nee BbICOKOW CTEMEHU CXKaTUS OBMKYLLINXCS

N300paKeHnn Ans camblX pasHbIX MPUIIOXKEHWIN, TakMX Kak noTokoBasi nepepada B MHTepHeTe,
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nepegada daHHbIX, BUOEOKOH(EpPeHU-CBA3b, UUQpPOoBbIe 3arnoMuHaloWmMe YCTpoUcTBa M

TeneBsnM3noHHOE BellaHue.

Heartbeat-coobweHue — 3T0 NEPUOONYECKUA CUTHAT, FTEHEPUPYEMbIN YCTPONCTBOM ANS
MHOMKaumm HopmanbHonm pabotbl. ObbiMHO heartbeat nepepmaetca mexgy ycTponctBamu uvepes
perynspHble NPOMEXYTKN BpeMeHN NPUBNmn3nTenbsHO B HECKONbKO CekyHA. Ecriv koHevHas Tovka He
nony4aet heartbeat B TeueHne onpeaeneHHoOro BpeMeHn — 0b6bl4HO 3TO HECKOSNbKO UHTEpBanoB
heartbeat — yctponcTBo, koTopoe AomkHO Gbino nocnate heartbeat, cuntaetcs sbiwegwmm n3

cTposi.

HTTP (Hypertext Transfer Protocol / lpoTokon nepepnayn runeprekcra) — ato Habop
npaesun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumun, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumMeama dannammn) B cetu. NpoTokon HTTP gaBngeTca NpOTOKONIOM BbICLLErO YPOBHSA B
cemerictBe npoTokonos TCP/IP. B gaHHOM npoTtokone nobon naket nepegaeTca A0 NOnyvYeHus

noaTeepXxgeHma o ero npasuiibHOM npuneme.

JPEG (Joint Photographic Experts Group / Crtanpapt O6beauHeHHOW rpynnbl
aKkcnepTtoB B ob6nactu doTtorpadmm) — onuH M3 nonynspHbiX rpagudeckmx copmartos,
NPUMEHSEMbIA AN XPaHeHUs hoTon3obpaxeHMn N NogobHbIX UM n3obpaxeHuii. MNMpn cosgaHnm
n3obpaxeHmsa JPEG nmeetcs BO3MOXHOCTb HAaCTPOWMKM UCMONb3YyeMOro koadduumeHTa cxaTusl.
Tak kak npu 6onee HU3KOM KO PULIMEHTE CKaTKs (T.€. CaMOM BbICOKOM KayeCcTBe) yBenmynBaeTcs

obbem hanna, cywecTByeT BbIOOp MeXay Ka4eCTBOM n3obpakeHus u oobeMom danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHust CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KonM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

MAC-agpec (Media Access Control address / AnnapaTtHbi agpec yCTpoMcTBa) — 3TO
YHUKanbHbIA MOeHTUdUKaTop NPUCOeIMHEHHOro K CeTU YCTPOMUCTBA UMK, TOMHEee, ero nHtepdenc

a4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / Mout/cek) — 3T0 Mepa M3MEpPEHUs CKOPOCTU MNOToKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3a4aHHYH TOYKY. OTOT NnapamMeTp 00bIYHO
ncnonb3yeTtcsi, 4ToObl NpPeacTaBUTb «CKOPOCTb» ceTW. JlokanbHas ceTb AoimkHa paboTtaTtb Ha

ckopoctn 10 unmn 100 Moéut/cek.

MJPEG (Motion JPEG) — nokagpoBbli MeTO BUAEOCKATUS, OCHOBHOW OCOBEHHOCTLIO
KOTOpPOro SBMSIETCS CXaTMe KaAoro OTAENbHOro Kagpa BMOEeOonoToka C MOMOLLBK anroputMa
ckatna wusobpaxenHmn JPEG. lMpun cokatum metogom MJIPEG wmMexkagpoBas pasHuua He

y4ynTbiBAeTCA.

NTP (Network Time Protocol / lNpoTokon CUHXPOHM3aALUN BpPEMEHU) — CeTeBOW
NPOTOKON ANA CUHXPOHU3aLMM BpeMeHU C ucnonb3oBaHveM ceter. NTP ucnonbsyet aons cBoemn

paboTtbl npotokon UDP.
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Port / TMopT - woeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbIA pPECYPC, BbIAENSEMbI
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3N C NPUMOXKEHUSMMU,
BbINOMIHAEMbIMW Ha APYrMX CeTeBbIX XOCTax (B TOM Yucne C APYrMMU NPUOXKEHUSIMN Ha 3TOM Xe
xocTe). B 06bI4HON KNWEHT-cepBEPHON MOAENUN NPUNOXKEHNe MO0 OXXMAaeT BXOAALWMNX AAaHHbIX NN
3anpoca Ha coefuHeHue («cnywaet nopT»), NMBo nocbinaeT gaHHbIe UK 3anpoc Ha cCoeduHEeHne

Ha M3BECTHbLIN NOPT, OTKPbLITbIA NPUITOXKEHNEM-CEPBEPOM.

RFID (Radio Frequency ldentification/ paguo4acTtoTHaa umaeHTudukaumsa) — cnocob
aBTOMaTUYECKON uAeHTUdUKauMm OObEKTOB, B KOTOPOM MNOCPEACTBOM  PaavOCUrHanosB
CYMTBIBAIOTCA WNW  3anuCbiBalOTCA [aHHble, XpaHswumecs B Tak HasbiBaeMbix RFID-meTkax
(voeHTMdumkaTopax). RFID aBnsetcs Haubonee LWIMPOKO pPacnpoOCTPaHEHHbIM  MeTOAOM

I/I,El,eHTVId)MKaLI,VII/I npu opraHn3aumm CUCTeM KOHTPOIA AOCTyna.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA MPOTOKON B peXume peanbHOro
BpeMeHMn) — 310 npoTtokon IP ana nepefayv gaHHbIX (Hanpumep, ayavo vnv BUAEO) B pexume
peanbHoro BpemeHu. MNMpoTtokon RTP nepeHocuT B CBOEM 3arofnoBke AaHHble, Heobxoaumble Ans
BOCCTAHOBIIEHUSA rofloca Unu BuOeons3obpaxeHus B NPUEMHOM y3rie, a Takke [aHHble O Tune
kogupoeanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepeaarwTcs BpEMEHHas MeTka M HOMep nakeTa. OTU napamMeTpbl NO3BOSAIOT NPU MUHUMAIbHbIX
3agepxkax onpegenuTb MNOPSAOK M MOMEHT [OEKOOMPOBaHMSA KaKOOro naketa, a Takke
WMHTEpPNoONMpoBaTb MOTEpPsiHHbIE MakeTbl. B kayecTBe Hwxenexailero nNpoToKona TPaHCMOPTHOro

YPOBHS, Kak npaBunio, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / MNpoTokon nepega4yv NOTOKOB B pexume
peanbHOro BpeMeHu) — 3TO NPOTOKON YNpaBeHnsi, KOTOPbIN CAY>XUT OCHOBOWN 41151 COrnacoBaHns
TPaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHomn nnn ogHoagpecHon nepegayn u ons
cornacoBaHunsa ucnonb3yembix kKogekoB. RTSP MoXxHO paccmaTpuBaTh Kak NynbT AUCTAHLMOHHOMO
ynpaBneHnss NOTokaMu OaHHbIX, NpeaocTaBnseMbiMyM cepBepoMm mynbtumeana. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KayectBe cTaHAapTHOrO NpoOTOKONa And nepedadn ayguo- u

BUOEOOaHHbIX.

SIP (Session Initiation Protocol) - npoTokon nepefayn gaHHbIX, ONUCbLIBAKOLLNA cnocob
YCTAHOBKM W 3aBEpLUEHN MOfb30BaTENbCKONO WHTEPHEeT-CeaHca, BKNtovarowero obmeH
MYyNbTUMEANNHBIM coaepXumbiM. MNMpumeHsaeTca anga ceasun B IP-TenedoHuun, opraHmsaumm Bugeo-

1 ayanoKoHdEepeHLNI.

Shutter / OnNeKTPOHHLIN 3aTBOP — 3TO 3MEMEHT MaTpuubl, KOTOPbIN MNO3BONSAET
perynupoBaTb BPEMSsI HAKOMNNEHNSA dNEKTPMYECKOro 3apsaaa. OTa AeTanb 0TBeYaeT 3a ANUTENbHOCTb

BbIAEPXKKN U KONMYECTBO CBETa, NoMnaBLUero Ha MaTpuuy nepes (opMUpoBaHNEM U306paKeEHMS.

PykoBoAcTBO no akcnnyarauumn TepmuHanos goctyna Beward TFR cepun m

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




Subnet mask / Macka noaceTtu — 6utoBasi Macka, onpegenstoLuasl, kakast Yactb IP-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a Kakas — K agpecy camoro yana B aToln ceTu. Hanpumep, y3en

c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 Haxogutes B cetn 192.168.0.0.

TCP (Transmission Control Protocol / MpoTokon ynpaBneHus nepega4ven) — oguMH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npegHasHayeHHbl ONs ynpaBneHus nepegaden
OaHHbIX B ceTax u nogceTtax TCP/IP. TCP — 3To TpaHCNOPTHLIM MexXxaHu3M, NpedocTaBrsowmnm
MOTOK AaHHbIX C NPeABapUTENbHON YCTAHOBKOW COEAMHEHUS, 3a CHET 3TOro AAlOLWNA YBEPEHHOCTb
B AOCTOBEPHOCTU MNOSlyYaeMmblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae

noTepun AaHHbIX U YCTPaHAET /:|,y6n|/|pOBaH|/|e npu nonyyvyeHnn AByx KOMWI O4HOro nakeTa.

UDP (User Datagram Protocol / lpoTokon gentarpaMmm nonb3oBarersisi) — 3T0 NPOTOKOJ
obmMeHa AaHHbIMKM C OrpaHMYEHAMM Ha NepecbiflaeMble AaHHbIE MO CETU, UCMOMb3YHLLEN NPOTOKON
IP. MpoTtokon UDP sasnseTca anbtepHatuBon npotokony TCP. MNMpeumywectso npotokona UDP
COCTOMT B TOM, YTO 415 Hero Heobs3aTenbHa AOCTaBKa BCEX AaHHbLIX U HEKOTOpPbIE NaKeTbl MOryT
ObITb MNponyLleHbl, ecnn ceTb neperpyxeHa. 3To o0cobeHHO yaobHO npu nepegaye
BMAEOMaTepManoB B PeXWME pearibHOro BPEMEHW, MOCKONbKY HE WMMEET CMbicna MOBTOPHO

nepedasaTh yCTapeBLUYIO MHOPMaLMIO, KOTopas BCe paBHO He ByaeT oToGpakeHa.

UID (User identifier) — wugeHTndmkatop nonb3oBatens. [lpumenntenbHo k RFID

naeHTudukaummn UID moxeT 0603Ha4YaTb YHUKaNbHYIO YacTb KOfa KapTbl 4OCTyNa.

URL (Uniform Resource Locator / EaguHbIM yKasaTenb pecypcoB) — 370

cTaHgapTM3MpOBaHHbBINA cnocob 3anucu agpeca pecypca B ceTu MHTepHerT.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6paysepos, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, pannom, Meama-noTokoM Unm ApYrMMu AaHHbIMMU.

Wiegand / Burang — npoBOAHOM WHTEPMENC CBA3N MexXay YCTPOWCTBOM YTEHUSA
naeHTndmkaTopa u KOHTPONIEpPOM, LUMPOKO NPUMEHSIEMbIA B CUCTEMAX KOHTPOMS U ynpaBneHus

poctynom (CKY[). NMpoTokon He nogpasymeBaeT obpaTHyo CBA3U U paboTaeT B OOHY CTOPOHY.

AnNroputm cxaTusi BUOeo — 3TO MeToAMKa YMeHbLUeHUst pasmepa daina umndpoBoMn
BMOEO3anucu MocpeacTBOM  yaaneHust rpaduyeckmx SfeMEHTOB, He  BOCMPUHMMAEMbIX

4yerioBe4eCknM rmas3om.

Bepudmkauma — npouecc npoBepkn UNU MNOATBEPXKOAEHUS Kakmx-nnbo ycrnosum,

anropuTmMoB, NPOrpaMm v npouenyp NyTEM UX COMOCTaBMEHNS C 3TANOHHbIMW AaHHbIMMN.

Bbl,qepxu(a — WHTEepBan BpeMeHWn, B Te4eHne KOTOpOoro ceeT BOSﬂ,eﬁCTByeT Ha Yy4acCToOK
CBETOYYBCTBUTEINTIBHOIO Matepuana unmu CBeTO‘-IyBCTBI/ITeJ'IbHOI;I MaTpuubl Ons coobueHns emMy

onpenenéHHon aKcnosmunn.
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NaeHTudpmkauma — npouenypa BbISIBNEHUST YHUKANbHbIX MPU3HAKoB obbekTa ¢ Uenbto

BbISIBNEHWNS HAanNuuusi permctpaumm obbekta B cMCTEME MO ero naeHTudmkaTopy.

Kogek — B cnuctemax cBs3n kogek — 3To 06bl4HO kogep/aekoaep. Kogekm ncnonbayoTtes B
WHTErpMpoBaHHbIX LEensax WM MuKpocxemax Ans npeobpa3oBaHus aHanoroBblX BUOEO- U
ayguocurHanoB B umdposon dopmaTt and nocnegyowen nepegadn. Kogek takke npeobpasyet
npuUHMMaeMble UMGPOBLIE CUrHanbl B aHanorosblin dpopmaTt. TepmuH «Kogek» Takke MOXeT
OTHOCUTBbCA K KOMMpeccun/gekoMnpeccun, n B 3TOM crniyyae oH OOblMHO O3HA4YaeT anroputMm Unm

KOMMNbIOTEPHYIO NporpamMmMmy ana ymeHblleHus obbema d)aﬁHOB n nporpamMm.

Hopmaano 3aMKHYTble KOHTAaKTbl — TakKad KOHCTPYKUUA OaT4yUKa, KOTOpasda B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTAaKTbl, @ B aKTUBHOM — PAa3OMKHYTbIE.

Hopmaano Pa3OMKHYTbIe (Hopmaano OTKprTbIe) KOHTAaKTbl — TakKadA KOHCTPYKUUA
AaTtyuKka, KoTopad B NAaCCUBHOM COCTOAHUUN UMeeT Pa3OMKHYTble KOHTaKTbl, a B aAKTUBHOM —

3aMKHYTbIE.

Ownbka BTOpPOro poaa — B CUCTeEMax pacno3HaBaHUA NnLl, CUTyauua, Korga pe3ynbtaTtomMm
I/I,El,eHTVICbI/IKaLI,VIM ob0bekTa ABMNSeTcs NOXHoe OTKNoHeHue. Owunodka BTOpPOro poaga roBopuUt o ToMm,

YTO 3apPErMCTPUPOBAHHbI YenoBek Obin OLIMGOYHO OTBEPrHYT.

Owunbka nepBoro poga — B CMUCTEMAXxX pacno3HaBaHus NL, CUTyaLus, Korga pesyrnbTaTtom
naeHTMdrKaumMn obbekTa sSBNsieTcst NoxHoe pacno3HaBaHue. Owmbka NepBoro poda roBOpuT O

TOM, YTO Yy>KOW YerioBek Obin oWMBOYHO NPUHAT 3a 3aperncTPMPOBAHHOIO.

Mukcenb — 3T0 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lundposoe nsodbpaxeHue. Liset

N UHTEHCUBHOCTb KaXX0ro nmukcesna coctaBndeT KpOoLIeYHYyto obnactb I/I306pa)KeHVIFI.

MpoTtokon — cTaHgapT, onpegenswwmin nosegeHne YHKUMOHaNbHbIX 6n0OKOB npu
nepegaye gaHHbIX. PopMann3oBaHHbIe NpaBuia, onpeaenstowmne nocneaosaTensHOCTb U hopmar
COOBLWEeHN, KOTOPbIMM OBMEHNBAIOTCS CeTEeBblE€ KOMMOHEHTbI, fexalme Ha O4HOM YPOBHE, HO B

pa3HbIX y3nax.

PaspelueHne n3obpaxeHUss — 3TO KONMMYECTBO NUKcenen (Todek) Ha eauHuLy nnowaam
n3obpaxeHus. MiamepsieTca B Meranvkcensx unm otobpaxaeTcs B BUae ABYX BEMUYMH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BhicoTta u LnprHa TaKkke B JaHHOM Cly4Yae U3MepdarTCA B NMUKCEnAX.

TepmuHan pgoctyna — 93TO 3MEKTPOHHOE YCTPOWCTBO, MpeAHasHaydeHHoe [Anis
OCYLLECTBMEHNSI KOHTPONS AOCTyna Ha Kakom-nmbo obbekT (kunon gom, oduc m gp.). Jlvuo,
xenawwee nonyduntb AOCTYN Ha OOBLEKT, OOMMKHO NPONTU MAEHTUMKALMIO MO OMNpedesieHHbIM
npusHakam 4epe3 TepMuHan pJoctyna. YCTPOMCTBO MOHTMPYEeTCAa Ha Todkax npoxoga (Ha

TYPHUKETAX, OKOJ10 D,Bepeﬁ) N NoAaKNnK4aeTCa K 3JIEKTPOHHOMY 3aMKy UM KOHTPONEepy TOYKU

PykoBoAcTBO no akcnnyarauumn TepmuHanos goctyna Beward TFR cepun m

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




npoxoga. NMoMmmo pyHKLUNIN KOHTPOMS AOCTyna yCTPOUCTBO MO3BOMSIET BECTU BUAEOHabnogeHne

3a TEPPUTOPUEN C MOMOLLLIO BCTPOEHHOW BMAEOKaMepbl.
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