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Ilepeyenb cokpaieHui

* LAN - Local Area Network (ioxaibHast ceTh);

e BOJIC - BOIIOKOHHO ONTHYECKas JIMHUS CBS3H,

e TIO - mporpamMMHOE 0OecIieueHHe;

*  Konduryparop - [10 «Tpombon IP-Konduryparop»;

e II3B - mynst 3BykoBoro Bemanus TpomOoH «IP-I13By;
*  BII - BeeiBHAs manens Tpombor «IP-Blly»;

*  MO/MO8 - momyib onoBererus Tpom6on «IP-MO8y;

*  BO/BOS - 610Kk onoseuienus: TpomooH «IP-BO8»;
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IP-I1O - nporpammuoe obecrnedeHne 3ByKkoBoro Bemanus TpoMOoH «IP-I10x»;
ISS - Intelligent Security Systems cucrtema BUACOHAOTIONCHUS W aHAIMTHKH,
PO - pykoBOACTBO MO 3KCIITyaTallNu;

[ITKII - moxxapHBIi MPUEMHO-KOHTPOIBHBIA TPUOOP;

VPN - virtual private network (BupTyaiabHast 4acTHas CETh);

DHCP - Dynamic Host Configuration Protocol (mpoTokon quHaMHUUECKON HACTPOUKH y37a).

KopoTkun nyTb K MHpopmaLmm

CkauvaHo c sec.ru



1. Kparkas undgopmauus

OTa MHCTPYKIMS MOCBSIIEHA HACTPOHKE (PDYHKIIMOHAILHBIX 0JIOKOB cucTeMbl « TpoMOoH IP» ¢
MTOMOIITEIO TIporpamMmHoro obecneucHust « Tpombon IP-Korduryparopy. s nomydenus oOmux cBeneHU o
CUCTEME, JIOCTYITHBIX (QYHKIUAX, IPUHIIUIIAX IOCTPOCHHUS U MPOYEeM 00paTuTeCh K JOKyMeHTy «Cucrema
3BYKOBOTO BelllaHus U omnoBetieHus « Tpomoon IP». PykoBoacTBo o skciutyaranuu. JIBTP.425641.005PDy,
pacronoxxeHHOMY Ha caiite www.trombon.org B paznene «JloxyMeHTarws.

WHcTpykuus onrchiBaeT BOZMOXKHOCTH M AITOPUTM HACTPOHKHU IPOrPAMMHOTO 00eCIIeUeH s ¢ BepcHen
He Hwke 77. Ecau Bepcus Baliero KOH(GUIrypaTopa OTAMYaeTCsl OT yKa3aHHOM, BBl MOJKETE OOPaTUTHCS B
xkomnanuio OO0«COYI«TpoMOOH» AJis MOMyUYEHUsI HOBOW BEPCHH WIIM 3arpy3UTh €€ CAMOCTOSITEIILHO
(aoBbie Bepcun 110 pacmomoskeHbl Ha caliTe Www.trombon.org B pazzaeine «JlokymMeHTarus»).

2. Kak paboraer cucremMa u JUisl 4ero Hy;keH KOH(pUryparop

Cucrema «Tpom0oH [P» cipoektupoBaHa TakuM 00pa3oM, 4To it e€ paboThl He Tpedyercs
LEHTPaIbHBIA cepBep. PYHKINHU IICHTPAIBHOTO CepBepa pacupeaesieHbl MKy QYHKIMOHATBHBIMU
O10KaMH, 4TO TO3BOJIAET U30aBUTHLCS OT JAOMONHUTEIBHOTO YCTPOMCTBA I pabOThI M (YHKITHOHHUPOBAHHSI
cucteMbl. B mporiecce paboThl CBEPSIFOTCS X3MI-CyMMBI (DaiijioB KOHPUTYpaIUK, TAKUM 00pa3oM
rapaHTUPYyeTCsl, YTO Bce PYHKIIMOHATBHBIC OJIOKHM HAXOJATCS B OJMHAKOBBIX YCIOBUSAX U OMEPUPYIOT
OJTMHAKOBHIMH JJAHHBIMH.

Hacrpoiika BeimonHsieTcs ¢ momomisio cnenuainbHoro 110 « Tpom6on [P-Korduryparopy, KoTopsrii
MOeT OBITh ycTaHoBIeH Ha nro60ii [1K (HoyTOyK) oz ynpasieHreM onepaundoHHbIX cucteM Windows nin
Linux. ®aiin koHPHUTYpaItui co3aaéTcs U OTIpaBIsieTcs Ha QYHKIIMOHAIBHBIE OIOKH.
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3. Ioakawoyenne GyHKIMOHAJIbHBIX 0JIOKOB CHCTEMbI K CETH
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Pucynok 1 - Cmpykmypa cemu npu ucnonvzoganuu cucmemst « Ipomoon 1Py

«TpomboH IPy» cTpouTcs 1Mo MpUHIMITY pacipeaeaEHHON cucTeMbl. B kauecTBe MEe:KOIOUHBIX CBS3EH
WCTIOJB3YeTCs CeTh, mocTpoeHHas o Moaenu TCP/IP. bonpmmHCTBO (DyHKIIMOHANBHBIX OJOKOB CHCTEMBI
ocHateHs! moproM LAN, npu 3ToM KaHaJIbHBIH ypOBEHb (HEMOCPEACTBEHHO KaHall Iepeadn JAHHBIX
(Network Access Layer)) He urpaet posim.

Ecnu crpoutes cucrema, He Tpebyromas CepTUPHULIUPOBAHHON JIMHUH CBSI3H, MOXKET OBITh MPHUMEHEHA
mr00ast JTMHIS, HCTIONB3YIOIIast II0ObIe BUABI Kadenel cBsa3u (BuTtas mapa, BOJIC, uimy MHBIC THIIBI), a TaK ke
TEXHOIIOTUH OECITPOBOIHON NIepeaavyH JaHHbIX, Takue kak WiFi, ¢ MCronp30BaHuEM CTOPOHHUX
KOMMYHHUKAIIMOHHBIX yCTpOﬁCTB. MoskeT OBITh TaKKE UCIOIBL30BaHa CymeCTByromas CCTh NpPCANpPUATUA.

Jlyist mpUMEHEeHHs CUCTEMBI B KauecTBe cucTeMbl COYD, WK UHBIX IPUMEHEHUH, TPEOYIOIINX
O6H33TeJ'IBHOﬁ CepTI/I(i)I/IKa]_[I/II/I HI/IHI/Iﬁ CBA3H, CTpOI/ITC;[ OTOCJIbHAA CETh C UCIIOJIB30BAHUEM
KOMMYHHKAIIHOHHOTO 000pYI0BaHuUs, CEPTUHHIIUPOBAHHOTO B COOTBETCTBUHU ¢ TamMokeHHbIM PeriiameHToM
Tamosxkennoro Coroza TP EADC 043/2017

Jnst OonbmHcTBa (PyHKIMOHANBHBIX 0JI0KOB cucteMsbl « TpomOoH [Py Toukoii BXoza B ceTh ABISIETCS
nopt LAN. Takum 00pa3omM, 4TOOBI MPOU3BECTH MIEPBOHAYAIBHBIN 3aITyCK CUCTEMBI, HEOOXOAUMO
HOAKJIIOYUTH BCE (PyHKIIMOHAJIbHBIE OJOKU B CETh IIPH OMOLIM KOMMYTallMOHHOTO 00opynoBanus. C 3aBoaa
(byHKIHOHATBHBIE OJIOKH CHCTEMBI MIOCTABIISIOTCS C MIPEAYCTaHOBICHHOM HacTpoiikoiil cetr - DHCP, Ho
MOTYT OBITH TIEPEHACTPOCHBI HAa Pa0OTy B PEKUME CTaTHUECKOW aapecaruu. [Jig mepBoro BKITFOUSHHS
HeoOxonumo Hanmnune B cetd DHCP cepsepa. B kxadecTBe 3TOro MOXKeT BBICTYHAaTh OOBIYHBIN
Mmapipytu3zarop (poyrep). B I10O «Tpom6on IP-Konduryparop» naunnas ¢ sepcuu 63.0 Bcrpoen DHCP
cepsep. [lepeBoxa pyHKIMOHANBHBIX O0KOB crcTeMbl 13 DHCP B pesxkxumM crarnyeckoit anpecaryn
MPOHU3BOAUTCS MTOCPENCTBOM KOH(UTypaTopa.
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4. Tpomoon IP-Konguryparop

«TpomboHn IP-Konduryparop» npeacrasiser coboii mporpaMMHOe oOecriedeHne Uil HaCTOIBHOTO
KOMITBIOTEPA IO YIPaBICHUEM OTNepanoHHbIX cucTeM Linux (muctpulytus Debian/Ubuntu .deb) u MS
Windows Bepcuu 7 u Boiiue. [10 pacnipoctpansiercs 6ecriaTHo, JOCTYIHA IS 3arpy3KH ¢ oQUIIMaIbHOro
caifra «COYD TpomOon».

C nomompto nporpammsl « Tpombon IP-Konguryparop» moxxH0 00HOBUTE HA00P 00OPYIOBAHUS
YCTaHOBJIEHHOTO Ha OOBEKTE 10 BEPCUH MPOTPAMMBI.

4.1 3anyck npuJioKeHUus
Ha Windows 3anycture nporpammy Configurator.exe

Ha Linux Bemonute komanmy ./Configurator

TpomboH Ip kKoHdurypaTop 76.150 x
YcTpoiicTea: ObHoBuTb | | fpyran cetb | | 192.168.11.14 Ha enp0s3 v
Tun BepcvAa  Homep Anpec Mak agpec Hma MiH Np/CKpLITbIE 3BOHKK  JONOMHUTENBHBIE HACTPOHKH
@ DHCP Cepeep || O0HOBWTL MO Ha yCTPORCTBaX || 3aMep IMHWK CBA3) CTPOAKE CETH Hasan Oane Boixog

Pucynox 2 - «Tpombon IP-Konghueypamop» OcHogHoe okHO npocpammuyl
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5. Pabora ¢ npujiokeHuemM

5.1 Odnapy:xeHnue
5.1.1 B co0cTBeHHOII TOACETH

BriOepuTe HYKHYIO MOJICETh B IIPABOM BEPXHEM YTy, HOKMUTE KHONKY «OOHOBUTHY. [Iporpamma
BBIMOJTHUT TIOUCK 000pymoBaHus cucteMbl « TpoMOoH IPy» B mpenenax BoIOpaHHOI MOJCETH, B KOTOPOt
3amytieHa nporpamma (Pucyrox 3).

Ipumeuanue-3anpoc npoucxooum nymém mpancisiyuu cepeuchoco coodujeHus Ha
WUpoKosewamenbHulll aopec HoOcemu.

TpomboH Ip KoHdurypaTop 76.150 x
YeTpoWcTEa (MyNbThl 3BYKOBOTO BELWWAHWA: 1, YCMNMTENW:S, Bbi3bIBHbBIE MaHenw:3): O6HOBHTB Opyran ceTe | | 192.168.11.14 Ha enp0s3 -
Tun BepcvAa  Homep Anpec Mak agpec Hma M#WH Np/CKPbITbIE 3BOHKK  JONOMHWTENbBHLIE HACTPOWKK

Yoanmtens  76.150  IP-¥YM25-B 192.168.11.150 00:00:00:00:00:00 IP-YM25-B
Younutens  76.150  IP-YM150-B 192.168.11.151 00:00:00:00:00:00 IP-YM50-B
Younutens  76.150  IP-YM120-B 192.168.11.152 00:00:00:00:00:00 IP-¥YM120-B
Younutens  76.150  IP-¥YM600-B 192.168.11.155 00:00:00:00:00:00 IP-YM600-B
Younutens  76.150  H2-TIP 192.168.11.156 00:00:00:00:00:00 H2-7IP
Younutens  76.150  H3-10IP 192.168.11.157 00:00:00:00:00:00 H3-10IP
Younutens  76.150 TH10-IP 192.168.11.158 00:00:00:00:00:00 TH10-IP

Youn120 76.150 IP-¥M120 1%2.168.11.153 00:00:00:00:00:00 IP-¥YM120
Yeun240 76.150  IP-YM240 192.168.11.154 00:00:00:00:00:00 IP-YM240
BN 76.150  IP-BM_mc... 192.168.11.159 00:00:00:00:00:00 IP-BN 192.168.11.162 * || CkpbiTbie 380HKH: [la bl
BN 76.150  IP-BM_mc... 192.168.11.160 00:00:00:00:00:00 IP-BN 192.168.11.162 ¥ || CkpbiTbie 380HKH: [la b
BN 76.150  IP-BM_mc... 192.168.11.161 00:00:00:00:00:00 IP-BN 192.168.11.162 w || CkpbiTbie 3B0HKH: [la b
n3e 76.150  IP-N3B 192.168.11.162 00:00:00:00:00:00 IP-N3B
BO8 76.150 IP-BO8 192.168.11.163 00:00:00:00:00:00 IP-BO8
MYC 76.150  IP-MYC 192.168.11.164 00:00:00:00:00:00 IP-MYC
MO8 76.150  IP-MO8 192.168.11.165 00:00:00:00:00:00 IP-MO8
MO8 76.150 IP-MO8 192.168.11.166 00:00:00:00:00:00 IP-MO8
MP12 76.150  IP-MP12 192.168.11.167 00:00:00:00:00:00 IP-MP12 192.168.11.165 -
KommyTaTtop 76.150 IP-K8-AKB 192.168.11.168 00:00:00:00:00:00 IP-K8-AKB
KommyTatop 76.150  IP-K24-AKB 192.168.11.169 00:00:00:00:00:00 IP-K24-AKB
@ DHCP Cepeep ObHoeuTe MO Ha ycTpoWcTeax || 3aMEP NIMHKMMK CBA3W HacTpoika ceTi Hazan Janee > Brixopg,

Pucynox 3 - Obuapysrcenue ycmpoiicme

Y6enuTech B TOM, 4TO BCE yCTpOMCTBA HalieHbl. CBeleHUs1 000 BCEX HAMJICHHBIX YCTPONUCTBAX
0TOOpakaroTCs B JIEBOM BEpXHEM yIiTy. Eciii He Bce U3 MOMKITIOUEHHBIX YCTPOMCTB HE OTOOPaXKaroTCs B
CITUCKE, TOBTOPHO HAXXMHTE Ha KHOTIKY «OOHOBUTHY.

Ecnu mo kakuM-To IpUYIMHAM KaKHe-ITH00 yCTPOWCTBA HE 0TOOPaKatOTCs B CIIHCKE, TO MPOOyHTE
npojenars npoieaypy copoca IP anpeca. [logpoOHee 06 3TOM U3I0KEHO B PYKOBOJICTBAX IO SKCIUTyaTalluu
K COOTBETCTBYIOIIEMY (DyHKIIHOHATBHOMY OJIOKY.

Ipumeuanue - B cnyuae, ecau nocie nasxicamus Ha kHonky « O6HOGUMbY 6 CNUCKE He NOSAGULOCH HU
00HO020 ycmpoticmea, oopamumecs K NYHKmMY 7 HACMOosAwell UCmpyKyuu OJisl peueHUs B03MONCHbIX NPOOIeM.

5.1.2 B apyrux nojaceTtsix

Cucrema «Tpom6oH [P» Taxke MoxxeT paboTaTh B cirydae, ecir (yHKIHOHAIEHBIE OJOKH
pacronararorcsi B Ipyrux NoAceTsIX. 3ajada aAMUHICTPATOPa - 00ECIEUNTh CBI3aHHOCTh YCTPOUCTB, a
MMEHHO; 00eCTIeuuTh MpsiIMOi HocTyt 1o [P agpecy oT oqHOTO yCTpOHCTBA K IPyTOMY. DTO MOXKET OBITh
peann30BaHO Pa3IMYHBIMU CLIOCO0aMH, HaIIPUMeEP HACTPOMKOM MapiipyTu3auu win yepe3 VPN TyHHeNb.

B ciyuae, ecii KOMITOHEHTBI CHCTEMBI PACTIONAraloTCs B pa3HBIX TOACETSX, 3allyCTUTE pexkuM «/J[pyras
CeTbY.
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YcTpoicTea (MyNbThl 3BYKOBOTO BELLaHWA: 1, yCNWTeNn:9, Bbi3bIBHbIE NaHenn:3):

O6HOBKTD Jpyraa ceto | | 192.168.11.14 Ha enp0s3 -

Tun Bepcva Homep Apnpec Mak agpec Hmna MWH Np/CKpbITEIE 3BOHKKM  JONOMHWTENbHDIE HACTPOMKH
Younutens  76.150  IP-YM25-B  192.168.11.150 00:00:00:00:00:00 IP-¥YM25-B
Younutens  76.150  IP-YM150-B 192.168.11.151 00:00:00:00:00:00 IP-YM50-B
Younutene 76150 IP-YM120-B 152.168.11.152 00:00:00:00:00:00 IP-YM120-B
Younutens  76.150  IP-YM600-B 192.168.11.155 00:00:00:00:00:00 IP-YM600-B
YoanuTtens 76,150 H2-TIP 192.168.11.156 CKaHMPOBaHMe YCTPOICTE B apyroficeTn X
Younutens  76.150  H3-10IP 192.168.11.157
Younutens  76.150  TH10-IP 192.168.11.158
Y120 76150  IP-YM120  192.168.11.153 CeTe/macka; 10.10.10.0/24
Youn240 76,150 IP-YM240 152.168.11.154 I T e 140 |
BN 76.150  IP-BM_mc... 192.168.11.159 ) ’ - | w || CkpbiTble 3B0HKM: [1a -
BN 76.150 IP-BM_mc... 192.168.11.160 oK OTMeHa L ¥ || CkpbITble 3B0HKK: Jla >
BN 76.150  IP-BM_mc... 192.168.11.161 | ¥ || CkpbITble 3B0HKK: [la o
nse 76.150 IP-M3B 192.168.11.162 00:00:00:00:00:00 IP-M3B
B0O8 76.150 IP-BO8 192.168.11.163 00:00:00:00:00:00 IP-B08
MYC 76.150  IP-MUC 192.168.11.164 00:00:00:00:00:00 IP-MUC
MO8 76.150 IP-MO8 192.168.11.165 00:00:00:00:00:00 IP-MO8
MO8 76.150 IP-MO8 192.168.11.166 00:00:00:00:00:00 IP-MO8
MP12 76,150 IP-MP12 192.168.11.167 00:00:00:00:00:00 IP-MP12 192.168.11.165 -
KommyTatop 76.150 IP-K8-AKB 192.168.11.168 00:00:00:00:00:00 IP-K8-AKB
KommyTatop 76.150  IP-K24-AKE 192.168.11.169 00:00:00:00:00:00 IP-K24-AKB
@ DHCP Cepeep DbHoBKUTE MO Ha ycTpoWCTEaX || 3aMep JINHAKW CBA3W HacTpoika ceTu Hazan Janee > Boixop,

Pucynok 4 - Jlpyeas cemo

B aTOM pexumMe KoHPUrypaTop oOpaniaercsi K yCTpoHCcTBaM MOCIIEI0BATENBLHO, a He Yepes
[IMPOKOBEIATEIBHBIN 3aIPOC.

Ipumeuarnue - Mozym 6vims 0obasneHbl YCMPOUCmea U3z pasusix H0OCemel.

5.2 O0HoBJIeHHE YCTPOMCTB

Ecnu Bepcus ycTpolcTB OTIIMYAETCs OT BEPCHUU KOH(UTYpATOpa, TO OHA MOACBEYNBAETCS KPACHBIM
LBETOM.

[Iporpamma «Tpom6OoH IP-Konduryparop» comepxuT B cede 0OHOBICHUS s BCeX (PYHKIIMOHAIBHBIX
omoxoB cuctemMbl « TpomOoH IP» 1 mo3BoOJIsIeT OOHOBUTH UX JI0 BEPCHH caMOro KOH(HUTyparopa.

st OOHOBIIEHHS POIIMBOK Ha yCTPOHCTBaX HaxKMUTe KHOIIKY «OO0HOBUTH [10 Ha ycTpoiicTBaxy,
MI0CTIE ATOTO MOSBUTCA COOOIIEHHE O TOM, UTO MpOoLeaypa 3amyieHa (Pucynox 5).

v N
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VcTpolcTBa (MYNbThl 3BYKOBOMO BELAHWA: 1, YCUUTENW:S, BbIZbIBHbIE NaHenn:3): DBHoBWUTD Opyran cetb | | 192.168.11.14 Ha enp0s3 -
Tun Bepcua Homep Apnpec Mak agpec WmMA MuH Np/CKPLITEIE 3BOHKK JLONOAHHTENbHEIE HACTPOHKH
Younutens 76.2 IP-¥M25-B  192.168.11.150 00:00:00:00:00:00 IP-¥YyM25-B
Younutens 76.2 IP-¥M150-B 192.168.11.151 00:00:00:00:00:00 IP-YM50-B
Younutens 76.2 IP-¥M120-B 192.168.11.152 00:00:00:00:00:00 IP-¥M120-B
Younutens 76.2 IP-¥M600-B 192.168.11.155 00:00:00:00:00:00 IP-¥YMG00-B
Younutens 76.2 H2-TIP 18™ " 7 T T T T T T
YounuTens  76.2 H3-10IP 19 MHbo X
Younutens  76.2 TH10-IP 19
Youn120 76.2 IP-YM120 19 OGHOBNEHWA Ha YTPoMCTBaX 3anyleHo. MogoxauTe U obHOBKWTE CNHCOK
Youn240 76.2 IP-¥ymM240 19 - YCTPOKCTE.

BM 76.2 IP-BM_uc... 19 i l CkpbITble 380HKK: [la >
BN 76.2 IP-BM_wuc... 19 OK l CKDbITble 3BOHKH: Jla bt
BN 76.2 IP-BM_K1c... 19%zrworrmres DT IFE OO T T TUE CKDbITbIe 3BOHKH: Jla bt
n3e 76.2 IP-N3B 192.168.11.162 00:00:00:00:00:00 IP-N3B
BO8 76.2 IP-BOS8 192.168.11.163 00:00:00:00:00:00 IP-B08
MYC 76.2 IP-MYC 192.168.11.164 00:00:00:00:00:00 IP-MYC
MO8 76.2 IP-MO8 192.168.11.165 00:00:00:00:00:00 IP-MO8
MO8 76.2 IP-MO8 192.168.11.166 00:00:00:00:00:00 IP-MO8
MP12 76.2 IP-MP12 192.168.11.167 00:00:00:00:00:00 IP-MP12 192.168.11.165 hd
KommyTatop 76.2 IP-K8-AKE 1592.168.11.168 00:00:00:00:00:00 IP-K8-AKE
KommyTatop 76.2 IP-K24-AKB 192.168.11.169 00:00:00:00:00:00 IP-K24-AKB
@ DHCP Cepeep H0BHTB MO 3aMep NIMHKUK CBAZW HacTpoiika ceTn Hanee > Boixog
Pucynox 5 - Obnoenenue 110 na ycmpoticmeax
Cnyctst HekoTopoe BpeMs (okono 10-15 cexyna) HaxxmuTe KHONKY «OOHOBHUTEY. 3arpy3UTCsl HOBBIT
CIIHCOK 000py/IOBaHus, Bepcusi 000pynoBanHus Oy/ieT 00HOBJICHA.
TpomboH Ip KoHbHrypaTop 76.150 X

YeTpoHETES (MyNbThl 3BYKOBOTO BEWAHMWA: 1, YCUNKMTENW:S, BbI3bIBHBIE NaHenn:3): O6HOBHUTL Opyran cetb | | 192.168.11.14 Ha enp0s3 -
Ten BepcvAa  Homep Anpec Mak agpec Hma MiH Np/CKpbITele 3BOHKKM  JONO/HWTENBHDIE HACTPORKA
Younwtens  76.150 IP-YM25-B 192.168.11.150 00:00:00:00:00:00 IP-¥YM25-B
Younawtens  76.150  IP-YM150-B 192.168.11.151 00:00:00:00:00:00 IP-¥YM50-B
Younmtens  76.150  IP-YM120-B 192.168.11.152 00:00:00:00:00:00 IP-¥M120-B
Yomnwtens  76.150  IP-YMG00-B  192.168.11.155 00:00:00:00:00:00 IP-¥YMG00-B
Yomnmtens  76.150 H2-TIP 192.168.11.156 00:00:00:00:00:00 H2-TIP
Yomnmtens  76.150 H3-10IP 1%2.168.11.157 00:00:00:00:00:00 H3-10IF
Yomnwtene  76.150 TH10HP 192.168.11.158 00:00:00:00:00:00 TH10-IP
Youn120 76.150  IP-¥M120 192.168.11.153 00:00:00:00:00:00 IP-¥M120
Youn240 76.150  IP-¥YM240 192.168.11.154 00:00:00:00:00:00 IP-¥M240
BN 76.150 IP-BM_mecnH 192.168.11.159 00:00:00:00:00:00 IP-BIN 192.168.11.162 * || CKpbITbIE 2BOHKM: [1a >
BN 76.150 IP-BM_wcn.B 192.168.11.160 00:00:00:00:00:00 IP-BIN 192.168.11.162 * || CKpbITbIE 2BOHKM: [1a >
BN 76.150 IP-BM_wcn.¥ 192.168.11.161 00:00:00:00:00:00 IP-BIN 192.168.11.162 * || CKpbITeIE 2BOHKK: [13 bl
n3e 76.150  IP-M3B 192.168.11.162 00:00:00:00:00:00 IPM3B
BO8 76.150  IP-BO8 152.168.11.163 00:00:00:00:00:00 IP-BO8
MYC 76.150  IP-MYC 192.168.11.164 00:00:00:00:00:00 IP-MUC
MO8 76.150  IP-MO8 192.168.11.165 00:00:00:00:00:00 IP-MO8
MO8 76.150  IP-MO8 192.168.11.166 00:00:00:00:00:00 IP-MO8
MP12 76.150  IP-MP12 192.168.11.167 00:00:00:00:00:00 IP-MP12 192.168.11.165 >
KommyTatop 76.150  IP-KB-AKB  192.168.11.168 00:00:00:00:00:00 IP-K8-AKE
KommyTaTop 76.150  IP-K24-AKB 1%2.168.11.169 00:00:00:00:00:00 IP-K24-AKB

@ DHCP Cepsep 3amep NMHHNA CBA3K HacTpoika ceTn < Hasapg Janee = Boixopn,
Pucynok 6 - Bepcusi obnosnena
Tlpumeuanue - Obnoenenue ycmpoiicme 6 Kongueypamope pabomaem nauunas ¢ sepcuu 61.0. Ecau
sauL KoMniekm 00opyoosarus bonee partel 8epcu, 0OPAMmumecs 6 CepEUCHbLI YeHmp 015l OOHOBIEHUSL.
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5.3 Hacrpoiika IP agpecanun

C 3aBoga (DyHKIMOHAIIBHBIE OJIOKH CHCTEMBI TIOCTABIISIOTCS C MPEyCTaHOBICHHOH HACTPOUKOIL ceTH -
DHCP (cnenano 3To As1st TOro 4To0bl Obljia BO3MOXKHOCTH HACTPAUBATh BCe (DYHKIMOHAIBHBIE OIOKH
OIHOBPEMEHHO), HO IOJDKHBI OBITH IIEpEeHACTPOEHBI Ha paboTy B peXKHUMe CTaTHIEeCKOH aapecarun. [
3TOro Ha)KMHTE Ha KHOIIKY «HacTpoiika ceTny.

YCTpoWCTEa (NYNEThI 3BYKOBOTO BELWAHKWA: 1, YCUIMTENKW:S, BbIZbIEHBIE MaHenwn:3): ObHOBWUTE Apyran ceTb 192.168.11.14 Ha enp0s3 hd

Tun BepcwA Homep Anpec Mak agpec [GLXE] MKH Np/CKpbITbIE 3BOHKK  [ONOAHWUTENBHbBIE HACTPORKKW
Younutens 76.150 IP-¥YM25-B 192.168.11.150 00:00:00:00:00:00 IP-YM25-B
Younutens 76.150 IP-¥YM150-B 192.168.11.151 SEmmem e et T

Mewnutens  76.150  IP-YM120-B 152.168.11.152 HacTpo#ika ceTH Ha YCTPORCTBaX x
Younutens  76.150  IP-YMG600-B 192.168.11.155
Yewmtens  76.150  H2-7IP 192.168.11.156 M3mennTb Ha DHCP agpec
Younurens 76.150 H3-10IP 192.168.11.157 ® ) {13MEHNTh Ha CTATMYECKMIt agpec
Younmtens  76.150 TH1C0-IP 192.168.11.158 =
Yonn120 76150 IP-YM120  192.168.11.53 | Doue/ibHbiA sApecs [192.168.0.20/24
Youn240 76.150 IP-¥YM240 192.168.11.154 | w3 no-ymonyaduw: | 192.168.0.1
BN 76.150  IP-BM_mnc... 192.168.11.159 . 2 ~ || CkpbiTble 3B0HKKW: [a —
BN 76.150  IP-BM_mc... 192.168.11.160 It 192.168.0.1 2 w || CKPbITbIe 3BOHKK: Ja >
BN 76.150  IP-BM_mc... 192.168.11.161  DNS2: 2 * || CkpbiTble 2B0HKM: [la =
n3e 76.150  IP-N3B 152.168.11.162
608 76.150  IP-5O8 192.168.11.163 2K T
MYyC 76.150  IP-M4C 192.168.11.164 00:00:00:00:00:00 IP-MYC
MO8 76.150  IP-MO8 192.168.11.165 00:00:00:00:00:00 IP-MO8
MO8 76.150  IP-MO8 192.168.11.166 00:00:00:00:00:00 IP-MO8
MP12 76.150  IP-MP12 192.168.11.167 00:00:00:00:00:00 IP-MP12 192.168.11.165 >
KommyTaTop 76.150  IP-K8-AKB 132.168.11.168 00:00:00:00:00:00 IP-K8-AKB
KommyTaTop 76.150  IP-K24-AKB 152.168.11.169 00:00:00:00:00:00 IP-K24-AKB
@ DHCP Cepeep DbHoenTb MO Ha ycTporcTEaxX || 3aMep JIMHMK CBA3W HacTpoika ceTn Hasan Janee > Brixop,

Pucynox 7 - Hacmpoiixka cemu

B none «HauanpHbI# agpec» BBEAUTE aipec Hadaja quana3oHa Beiadn [P agpecos ycrporicTBam ¢
yKa3zaHueM npeduKca MacKH MOACETH Yepe3 CUMBO «/»(CI31I).

B none «lln103 no yMoI4aHuio» BIUIIUTE aApPEC U032 0 YMOTYAHHUIO.
B none « DNSy» BrmmmTe anpec cepBepa JOMEHHBIX HMEH.

[Mocne naxxatus kHomku «OK» BceM 0OHapyKEHHBIM YCTpOMCTBaM OyAeT BBIIaH CTaTUYECKHI aipec,
MOCIeI0BaTeNIbHO, HAYMHAS C YKa3aHHOTo HadanbHoro. Hanpumep, eciu B Balei mojaceTa 3 ycTpoicTea u
BbIOpaH HauanbHbIN anpec 192.168.0.101, ycrpoiictBam OyayT Beiaans! agpeca: 192.168.0.101,
192.168.0.102, 192.168.0.103.

Ecnu B npornecce manunyisinuii ¢ [P agpecamu aipec kakoro-nmudo u3 ycTpoicTB OyJeT yTpadeH, TO
npoOyiite mponenarh npoueaypy copoca IP ampeca. [TogpoOHee 06 3TOM U3I0KEHO B PYKOBOACTBAX I10
AKCILTyaTaIly K COOTBETCTBYIOIIEMY (PYHKIIMOHATLHOMY OJIOKY.

AHanorngHbsIM 00pa3oM anapecanus nepecrpausaercs Ha DHCP.
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5.4 Berpoennsiii DHCP cepsep

Hauwnnas ¢ Bepcun 63.0 mporpamma « Tpom6on [P-Korduryparop» nmeet Bcrpoennsiit DHCP cepsep.
Jlns 3ammycka cepBepa HaKMUTE Ha cooTBeTcTBYOIY 0 KHOIKY (DHCP Cepgep).

YcTpoHcTEa (NYNbThl 3BYKOBOTO BELWAHWA: 1, YCUAWTENM:S. EbIZbIEHBIE NaHenn:3): | OBHoBMTL | | Jovraacets | 192.168.11.14 Ha enp0s3 -
DHCP CepBep

Tun BepovAa  Homep Apnpec 80HKKM  JlOMOSHWTENBHbBIE HACTROMKK
Younutene  76.150 IP-¥M25-B  132.168.11,
Younutens  76.150 IP-¥YM150-B 152.168.11,
Younutene  76.150 IP-¥YM120-B 152.168.11,
Younutene  76.150 IP-¥YM600-B 152.168.11,
Younutens  76.150  H2-TIP 152.168.11,
Younutene  76.150 H3-10IP 192.168.11)
Yomnmtens  76.150  TH1C0-IP 192.168.11,

Myn IP appecoe

Moun120 76.150  IP-¥M120 152.168.11)
Moun240 76.150  IP-¥YM240 152.168.11)
BN 76.150 IP-BM_uc... 192.168.11, |~ |[CkpbiTbie 380HKM: 13 v
BN 76.150  IP-BM_wc... 192.168.11} |_ ¥ || CKDbITbIE 3BOHKH: [la >
BN 76.150 IP-BM_nc... 192.168.11, |_ ¥ || CkpbiTbie 380HKM: [a =
n3e 76.150  IP-M3B 192.168.11,
BO8 76.150  IP-BO8 192.168.11,
MUC 76.150  IP-MUC 192.168.11,
MO8 76.150  IP-MO8 192.168.11 -
MO8 76.150  IP-MOB 192.168.11, Erh
MP12 76.150  IP-MP12 192.168.1 10w R R e e — hd
KommyTaTop 76.150  IP-K8-AKB 192.168.11.168 00:00:00:00:00:00 IP-K8-AKE
KommyTaTop 76.150  IP-K24-AKE 192.168.11.169 00:00:00:00:00:00 IP-K24-AKB
@ DHCP Cepsep D6HoenTb MO Ha ycTponcTEax || 3aMep JINHWK CBA3N HacTpoiika ceTn Hazan lanee = Boixopg,

Pucynox 8 - DHCP cepgep

Haxwmure Ha kHOTIKY «CTrapt» st 3ammycka DHCP ceprepa (Pucynok §), osne BBozia aipeca OCTaBisieM
IIyCTBIM, Aajiee pasnarorcs IP agpeca coracHo MoJCeTH Ballel JIOKaIbHOW CETEBOM KapThl.

Hpumeuanus:

1. DHCP cepesep ucnonvzyem nopmut 67 u 68. [{ns docmyna Kk Hum mo2ym nompebosamvcs npasa
AOMUHUCIMPAMOpa.

2. Hanuuue 6 oonoii cemu 08yx u 6onee DHCP cepeepos modicem 6b136amb cepbEésHble cemegble
npobnemvl. Yoeoumeco 6 mom, umo @ cemu omcymcemayem opyeoti DHCP cepsep, npesicoe uem 3anyckamo
DHCP cepsep.

[pu Brmrouernn DHCP cepBepa B cTaryc Oape U3MEHHUTCS [IBET HA 3€TEHBIN.
Teneps MOXXHO MOAKIIOYAaTh YCTPOHCTBA B CETb.

[Ipu BeIDAYE ampeca ycTpoicTBY, OyaeT BRIBOOAUTHCS COOOIIEHHE B CTAaTyC Oap, paciojoKeHHbIH B
HIDKHEW 9acTH OKHa KoH(uryparopa, 1 B okHo DHCP cepgepa.
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YCTpoicTEa (NYNbThl 3BYKOBOTO BELWaHWA:1, yCMIMTENM:S. BhizbiBHbIE NaHenu:3): | OBHoBMTE | | Npvraa ceth | | 192.168.11.14 Ha enp0s3 -
DHCP Cepeep

Tun BepcvAa  Homep Apnpec 80HKKM  JlOMOSIHWTENbHbIE HACTPOMKK
Younutene  76.150 IP-¥YM25-B  152.168.11,
Yeounutens  76.150 IP-YM150-B 152.168.11,
Younutene  76.150 IP-¥M120-B 132.168.11,
Younutene  76.150 IP-¥YM600-B 152.168.11,
Youmnutens  76.150  H2-TIP 192.168.11,
Younutene  76.150 H3-10IP 192.168.11)
Yomnutens  76.150  TH1C0-IP 192.168.11,

Myn IP agpecos

Wcnonesyemelid agpec 192.168.11.14

Yeun120 76.150 IP-¥YM120 152.168.11,
Younz40 76.150 IP-¥M240  132.168.11,
Bn 76.150  IP-BM_nc... 192.168.11, |_ > | CkpbITble 380HKK: [a -
BN 76.150 IP-BM_uc... 192.168.11, |~ |[CkpbiTbie 380HKM: f1a bl
BN 76.150 IP-BM_Mc... 192.168.11) |_ ¥ | CKPbITbIe 3BOHKH: [a bl
nse 76.150 IP-N3B 192.168.11)
BO8 76.150 IP-608 192.168.11}
MYC 76.150 IP-MYC 192.168.11)
MO8 76.150 IP-MO8 192.168.11) -
MO8 76.150  IP-MO8 192.168.11| Cron
MP12 76.150 IP-MP12 192.168.1 1ivwer TR e _— il
KommyTaTop 76.150 IP-K8-AKEB 152.168.11.168 00:00:00:00:00:00 IP-K8-AKB
KommyTatop 76.150 IP-K24-AKB 152.168.11.169 00:00:00:00:00:00 IP-K24-AKB
DHCP Cepeep ObHoewnTb MO Ha ycTponcTEaX || 3aMep JINHMW CBA3W HacTpoika ceTu Hazan Hanee > Boixop,

Pucynox 9 - DHCP cepgep

Korna Bcem ycTpoiictBam OyayT BBIIaHBI aipeca, MoxHO 3akpeiTh okHO DHCP cepBepa, nepeBectu
YCTpOICTBa B peXUM CTaTHUECKON aapecaruu (cM. MyHKT 5.3), mocie yero octanoBuTh DHCP cepaep.

5.5 Hacrpoiika pyHKIHOHAJIBHBIX 0JIOKOB

Jist monp30BaTens 10CTyNHA cieayionas nHpopManus:
*  THII yCTPOMICTBA;

*  Bepcus MPOTOKOIA;

*  cepuliHBIN HOMED;

* [P anpec;

*  MAC (Hardware) ampec.

BenuTe HacTpoiiku 000pyIOBaHUS B COOTBETCTBHUHU C TPEOOBAHUSIMH KOHKPETHOTO 00bekTa. OOIHit
napamMeTp, JOCTYITHBIHA I BBOJIA HA BCEX YCTPOMCTBAX, - AMS YCTPOHCTBa» (JIt00ast cTpoka, ymoOHas Iy
YTEHUS U IOHUMAHUS, YTO UMEHHO 3TO 32 YCTPOUCTBO U I1I€ OHO PACIIOIOKEHO).

5.5.1 Hacrpoiika ycuiaurteseid MomHocTu cepun «T'pomoon IP-YM-B»

Hns ycunureneid MmomHoctu cepun « TpomOon IP-YM-By, a Taxske muist peaeBsix [P onosemareneit
JIOCTYTICH U1 HACTPOWKN MHUHHUMAJBHBII MPUOPHUTET AocTyma (qucio ot 1 1o 10, K yCHIuTe o IMeroT
JOCTYII TOJIBKO T€ TI0JIb30BATENH, Yel IPUOPUTET HE MEHbILIE MUHIUMAaJIbHOTO IPUOPHUTETA JOCTyna (A7s
MOJTy4eHUs] MHPOPMAIMH O TIOJIB30BATENSAX U IPUOPHUTETAX 0OpaTUTECh K #1.5.6 HACTOAIIeH HHCTPYKIMU 110
KoH(pUTyparmmn)).
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5.5.2 Hacrpoiika ycuiaureseid MomHocTu cepun « Tpomoon IP-YM»

Hns ycunureneid MomHoctu cepun « Tpom6on [P-YM» noctynHeI creayromue napameTpbl HacTPOHKH:

*  MUHUMAaIBHBIA IpropUTeT HocTyma (ancio oT 1 g0 10, K yCHIUTEN0 UMEIOT TOCTYH TOIBKO Te
MOJIB30BATENH, Yei MPUOPUTET HE MEHBIIIE MUHUMAIILHOTO MIPHOPUTETA TOCTYMa (s
MoNTy4eHHs] HH()OPMAITHH O TTOJIB30BATENAX U IPUOPUTETaX 0OPATUTECH K 7.5.6 HACTOsIIEH
WHCTPYKLHUH [0 KOH(PUTYpaLnn));

*  HEOOXOAWMOCTh U3MEPEHHS JJMHAN CBSI3U MEXKIY YCHIIUTEIEM H PEUEBBIMHU OIOBEIIATENIMH (1
- eciu TpeOyeTcst KOHTPOJIb IMHUN CBSI3H, HET - €CJIM TAKOW KOHTPOJIb HE TpeOyeTcs).

[Ipu pabore cuctemsl B kaguectBe COYD TpeOyeTcsi KOHTPOIb JIMHUH CBSI3U MEXKAY YCUIUTEIEM U
OTOBeLIaTeJIIMU. DTOT (PyHKIMOHAJT PEaIM30BaH B BUAE NEPHOANIECKOTO M3MEPEHUS UMIIeJaHCa JINHUH U
CpaBHEHHS TIOYYEHHOTO 3HAYSHHUSI C STATIOHHBIM 3Ha4eHUeM. J{J1si coXpaHeHUs! STAIOHHOTO 3HAYEHUS Ha
ycuiuTelne TpeOyeTcs BEITIONHATE U3MEPEHUE 3aBeIOMO HCIIPaBHON, CMOHTHPOBAHHOM nuHMUH. J{7151 3TOTO B
OCHOBHOM OKHE KOH(UTyparopa B HIDKHEH 4aCTH HAXKMUTE KHOIIKY «3amep JIMHUU CBS3M», OCTIE Yero
OTKpOETCS OKHO BBIOOpA KaHaNIa M YCHITUTEIS, TSl KoToporo Tpebyercs 3amep (Pucyrnok 10).

Buibop yCNMAKMTENA ONA 3aMepa IMHHMK CBA3K X

YeTpolcTeD Neenii kanan 30B Jlesblid kaHan 100B  MMpaebid kadan 30B  MNpaetid kasan 1008
92.168.1

92.168.1

32.168.1 2

92.168.1
92.168.1
92.168.1
92.168.1
192.168.11.153
192.168.11.154
92.168.11.159
92.168.1
92.168.1

Cﬂ OK % OTMeHa

Pucynox 10 - /luanoe 3amepa nunuii céasu

B OTKPBIBIIEMCA IXaJIOTOBOM OKHE BBIGCpI/ITe TC JIMHUU CBA3HU, K KOTOPBIM INOAKITIOYCHBI PEUYCBBIC
OIIOBCHIATCIIN.

[Tocne naxxatust kHonku «OK» HauHETCA MpoIiecc n3MepeHusl UMITEAaHCOB JTMHUH CBA3H. Bo Bpems
3TOro mpouecca OyaeT BO3BpaT B OCHOBHOE OKHO IIPOTPaMMBI.
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IHpumeuanue - Ipoyecc 3amepa moosicem Ovimb 00BONLHO ONUMETbHBIM, HO, KAK NPABUILO, He 3aHUMaem
bonee 0OHOU MUHYMBL.

T H HburypaTop 76.15 X
YCTpOHCTES (MYNLThI 3BYKOBOTO BELWAHWA: 1, YCUNKMTENW:S, Bbi3bIBHbIE NaHenn:3): O6HOBUTE Opyran cetb | | 192.168.11.14 Ha enp0s3 -
Twn BepcuAa  Homep Appec Mak agpec Mma MWH Np/CKpbITble 3BOHKN  JIONOMHUTENBHBIE HACTPOHKY
Younuteno 76.150 IP-¥M25-B  152.168.11.150 00:00:00:00:00:00 IP-YM25-B
Yeunutens  76.150  IP-YM150-B 192.168.11.151 00:00:00:00:00:00 IP-YM50-B
Younutens  76.150 IP-YM120-B 192.168.11.152 00:00:00:00:00:00 IP-YM120-B
Younutene 76.150 IP-¥YM&E00-B 152.168.11.155 00:00:00:00:00:00 IP-YM600-B
Younutens  76.150 H2-TIP 152.168.11.156 fo-maasmasanas e
Younutene  76.150  H3-10IP 192.168.11.157 WHGo x
Yeunutens 76.150 TH10-IP 192.168.11.158
Yeun120 76.150  IP-¥M120 152.168.11.153
Ycounzao 76.150 IP-¥M240  152.168.11.154 3amep 3ageplwéd
BN 76.150  IP-BM_mc... 1592.168.11.159 L ¥ || CKpbITble 380HKH: Jla b
BN 76.150 IP-BM_mc... 192.168.11.160 - - [ ¥ || CkpbITble 3BOHKK: Ja o
BN 76.150  IP-BM_nc... 192.168.11.161 oK [ ~ |[CkpuiTbie 380HKM: Ja -
Nn3e 76.150 IP-M3B 192.168.11.162 LV VRELVATIVAVITATIF R L A=
BO8 76.150  IP-BO8 152.168.11.163 00:00:00:00:00:00 IP-BO8
MYC 76.150 IP-MYC 192.168.11.164 00:00:00:00:00:00 IP-MYC
MO8 76.150  IP-MO8 152.168.11.165 00:00:00:00:00:00 IP-MO8
MO8 76.150  IP-MO8 152.168.11.166 00:00:00:00:00:00 IP-MO8
MP12 76.150 IP-MP12 192.168.11.167 00:00:00:00:00:00 IP-MP12 192.168.11.165 -
KommyTatop 76.150 IP-KB-AKB 192.168.11.168 00:00:00:00:00:00 IP-K8-AKB
KommyTtatop 76.150  IP-K24-AKE 1592.168.11.169 00:00:00:00:00:00 IP-K24-AKB
@ DHCP Cepsep O6HoBWTE MO Ha 3amep NHUHKWA CBA3K HacTpoika ceT < Hazan Janee = Brixop,

3aMep NMHWK CBA3K YyoUNWTenen 2/2. Mpolweawee spema 9

Pucynox 11 - Oxno unghopmayuu o 3a8epuienuu 3amepa
ITocne 3aBeprIeHHsI 3aMEPOB ATATOHHBIX 3HAYCHUH JIMHUW CBS3M, MO)KHO BEIOpaTh «/lay B moie
JOTIOJTHUTENBHBIX HACTPOEK JAJIsl YCUIIMTEIIS C allapaTHON MOJACPKKOHM 3aMepa TMHUH CBsI3U (Pucynox 12).

YCTpoRcTea (NYNEThI 3BYKOBOTO BELLAHMALT, YCMNMTENM:S, BbI3bIBHbIE NaHenK:3): ObHoBuTb | | Opyran cetb | | 192.168.11.14 Ha enp0s3 hd

Twn BepcwAa  Homep Appec Mak agpec Hma MHH Np/CKPBITEIE 3BOHKK  JLONONHHTENbHBIE HACTPOHKH
Younutens 76.150 IP-¥M25-B 192.168.11.150 00:00:00:00:00:00 IP-¥YM25-B

Yeunutene  76.150  IP-YM150-B 192.168.11.151 00:00:00:00:00:00 IP-YM50-B

Yeunutens 76.150 IP-¥YM120-B 192.168.11.152 00:00:00:00:00:00 IP-¥YM120-B

Yeunutens  76.150  IP-YM600-B 192.168.11.155 00:00:00:00:00:00 IP-YM600-B

Yeunutene  76.150  H2-TIP 192,168 T T T T

Yeunutene  76.150  H3-10IP 192.168 MNopTBepXAcHHE x

Younmtens  76.150  TH10-IP 152.168

Yenn120 76.150  IP-YM120 192.168 [nA 3Toro ycunuTena TpebyeTca TeCTMPOBaHME IMHWM CBA3N? I

1
Yenn240 76150  IP-YM240  192.168 A=

BN 76.150 IP-BM_mc... 192.168 I Oa Het |L CKpbIThble 3BOHKH: Jla o
BN 76.150 IP-BM_mc... 152.168 L — | v || CkpbiTble 3B0HKM: [a >
BN 76.150 IP-BM_mc... 192.168.11. :00:00:00:00: = || CKDbITbIE 3BOHKM: Jla -
nse 76.150  IP-M3B 192.168.11.162 00:00:00:00:00:00 IP-N3B
BO8 76.150 IP-BO8 192.168.11.163 00:00:00:00:00:00 IP-BO8
MuC 76.150  IP-MHC 192.168.11.164 00:00:00:00:00:00 IP-MUC
MO8 76.150  IP-MO8 192.168.11.165 00:00:00:00:00:00 IP-MO8
MO8 76.150  IP-MO8 192.168.11.166 00:00:00:00:00:00 IP-MO8
MP12 76.150  IP-MP12 152.168.11.167 00:00:00:00:00:00 IP-MP12 192.168.11.165 -
KommyTatop 76.150  IP-K8-AKB 192.168.11.168 00:00:00:00:00:00 IP-K8-AKB
KommyTatop 76.150  IP-K24-AKE 192.168.11.169 00:00:00:00:00:00 IP-K24-AKB
@ DHCP Cepeep 3amep NMHMKA CBA3N HacTpoika ceTu < Hazapg Janee = Brixop,

Pucynox 12 - Oxrno noomeepoicoenus 0 mecmupo8anu IuHUU C8A3U
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5.5.3 Hacrtpoiika BbI3bIBHBIX NaHesel cepun «Tpomoon IP-BID»
st BeI3BIBHBIX maHenei cepun « TpomOon [P-BI», nocTynHbl cneayromue mapaMeTpsl HACTPOUKU

(Pucynox 13):

* 1eneBoe ycrpoiicTso (IP agpec [13B nnm IP-I10, kyga Oyner moctynaTh 3BOHOK W HaXKaTHH Ha
KHOTIKY BBI30Ba);

*  3ampeT WIK pa3pelicHue Ha UCTIOIb30BaHUEe ()YHKIIMU CKPBITOTO 3BOHKA. HacTpoiika BRI3BIBHBIX
naneneit cepun « Tpom6on IP-BIT».

TpomboH Ip KoHbMrypaTop 76.150 x
YeTpoWcTEa (MyNbThl 3BYKOBOTO BELWWAHWA: 1, YCMNMTENW:S, Bbi3bIBHbBIE MaHenw:3): OBHOBUTE Opyran ceTe | | 192.168.11.14 Ha enp0s3 -
Tun BepcvAa  Homep Anpec Mak agpec Hma M#WH Np/CKPbITbIE 3BOHKK  JONOMHWTENbBHLIE HACTPOWKK

Younutens  76.150  IP-YM25-B 192.168.11.150 00:00:00:00:00:00 IP-YM25-B
Younutens  76.150  IP-YM150-B 192.168.11.151 00:00:00:00:00:00 IP-YM50-B
Yoanmtens  76.150  IP-YM120-B 192.168.11.152 00:00:00:00:00:00 IP-YM120-B
Younutens  76.150  IP-¥YM600-B 192.168.11.155 00:00:00:00:00:00 IP-YM600-B
Younutens  76.150  H2-TIP 192.168.11.156 00:00:00:00:00:00 H2-7IP
Younutens  76.150  H3-10IP 192.168.11.157 00:00:00:00:00:00 H3-10IP
Younutens  76.150 TH10-IP 192.168.11.158 00:00:00:00:00:00 TH10-IP

Moun120 76.150  IP-¥M120 152.168.11.153 00:00:00:00:00:00 IP-¥YM120
_Yoan240 26,150 1P-ym2a0 192 1 -

BN 76.150  IP-BM_wc... 132.168.11.159 00:00:00:00:00:00 IP-BN 192.168.11.162 || CkpbiTble 360HKN: Jla -
BN 76.150  IP-BM_kc... 192.168.11.160 00:00:00:00:00:00 IP-BM 192.168.11.162 ¥ || CKpbiTble 380HKH: 13 i
Bl 76.150 IP-BM_wnc... 19_2.168.11.161 00:00:00:00:00:00 IP-BIN 23168.11.162 ¥ || CKpbIThie 3BOHKK: Jla -
n3e 76.150 IP-N3B 152.168.11.162 00:00:00:00:00:00 IP-N3B

BO8 76.150 IP-BO8 152.168.11.163 00:00:00:00:00:00 IP-BO8

MUC 76.150  IP-MUC 152.168.11.164 00:00:00:00:00:00 IP-MUC

MO8 76.150  IP-MO8 152.168.11.165 00:00:00:00:00:00 IP-MO8

MO8 76.150  IP-MO8 192.168.11.166 00:00:00:00:00:00 IP-MO8

MP12 76.150  IP-MP12 152.168.11.167 00:00:00:00:00:00 IP-MP12 192.168.11.165 -

KommMyTaTop 76.150  IP-K8-AKB 192.168.11.168 00:00:00:00:00:00 IP-K8-AKB

KommyTtatop 76.150  IP-K24-AKE 192.168.11.169 00:00:00:00:00:00 IP-K24-AKB

@ DHCP Cepeep ObHoBUTE MO Ha y 3aMep JIMHWNK CBA3M HacTpoiika ceTu <Ha3zapg Janee > Boixop,
Pucynox 13 - Hacmpotixu 8vi36181Hb1X nameneti
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5.5.4 Hacrpoiika nmyjabTa 3B8yKkoBoro semanus «'pomoon IP-I13B»
I[J'ISI ITyJIbTa 3BYKOBOI'O BCIIaHWUA JOCTYIIHBI K HaCTpOI\/’IKC IpU KIIMKEC HAa JOMMOJIHUTCIILHBIC HaCTpOfIKPI

Hanpotus [13B:

. 30HBI IS KQKJOTO U3 TPEBOXKHBIX BXOAOB (yCHUIIUTEINHN, KOTOPBIE OyAyT OMOBEIICHBI TOCIIE
cpabaTbIBaHHUS TPEBOTH IO BXOAY);

. (aiin onoBemmeHns 47151 KayKA0TO TPEBOXKHOTO BxozAa ((aiin *.mp3 6e3 orpaHnueHuit o
JUTATENBHOCTH(3BYKOBOH (Daiiyl B MOMEHT BOCTIPOU3BEICHNUS TPOUTPHIBACTCS IMKITUIECKH)).

Taxoke s apropusanuu B [13B 3anarorcst monk3oBarenu (JIoruHbl) U napoiau. Uupopmarmro o
TMTOJIE30BATENSX, TTAPOJISIX U MIPHOPUTETOB BBl MOXKETE HAWTH B 71.5.6 HACTOAIICH HHCTPYKITUHN TI0

KOH(Urypauuu.

TpesoXHEIe CoobieHMA N3B - IP-N3B, 192.168.11.162 x
®aiin Tpesoru;
Bxop?2
Bxoa3

30HbI
IP-YM25-B
IP-YM50-B
IP-YM120-B
IP-YM600-B
H2-7IP
H3-10IP
TH10-IP
IP-YM120
IP-¥YM240

OK OTMeHa

Pucynok 14 - Hacmpotixa nynema 36yK08020 8euyanust

1 - BBIOOp TPEBOKHOTO BXO/a;

2 - Bri6op (haiina Bxona (naHHBIH ¢aiin OyaeT BOCIIpOU3BENEH Ha BEIOPAHHBIE 30HBI TPH 3aMBIKAHUHT
KoHTakToB Ha [13B);

3 - BwI00p 30HBI BOCTIPOM3BEICHUS.
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5.5.5 HacTtpoiika Moxy.isi conpsizkeHHus1 ¢ kKaHajaamu cBsi3u «Tpomoon IP-MYC»

Hnst monyns conpsbxenusi ¢ kananamu cBsist MUC «Tpombon [P-MUC» BeiOMpaeTcst 3ByKoBOM (haiin
TPEBOXKHOTO cooOtieHus (Paiin *.mp3 6e3 orpaHUYeHUH 110 ATUTETHFHOCTH), KOTOPBIA OyAeT BOCTIPOU3BEICH
B MOMEHT Ha)KaTus Ha KHOIKY «ITyck».

5.5.6 Hacrpoiika 0;10ka onosemenust < Tpomoon IP-BO8»

st 6noka onoBemenus « Tpomoon IP-BO8»:

® 30HBI BBICOKOH OITACHOCTH IS KaXKIOTO U3 TPEBOXKHBIX BXO/I0B (YCI/IJ'II/ITCJ'II/I, KOTOPEIC 6y,Z[yT
OIMOBCUICHBI B IEPBYIO OUCPEAb, ITOCIIC Cpa6aTLIBaHI/I5I TPEBOT'H 11O BXO,I[y);

*  (pait omoBemIeHNS TSI KOKIOTO TPEBOXKHOTO BXoma (daitm *.mp3 0e3 orpaHUdIeHHIt 110
JUTUTEIIBHOCTH ), KOTOPBIH OyIeT BOCIIPOU3BE/IET MPH 3aMBIKAaHUH OJTHOTO U3 TPEBOXKHBIX BXOJIOB;

*  JUIITENHHOCTH OIIOBEIICHHUS 30H BEICOKOH OITACHOCTH JUIS KayK/I0TO TPEBOXKHOTO BXOZA
(KOTIMYECTBO CEKYHN);

*  30HBI, ABIAIONINECS 30HAMHU TIepcoHana (yCHIUTENH, Ha KOTOpbIe OyIeT TPaHCINPOBAThCS
cooO11eHue 0 moXKape B MEPBYIO OYEPEb);

e (haiin omoOBeEIICHUS 30HbBI IIEPCOHAJIA;
*  JUIMTEJILHOCTH ONOBEUICHHMS 30HBI TICPCOHANIA;
*  (haiin obmiero cooOIEHus;

* pexum cOpoca (Bo BKIIagke 0600mEHHOE cooOIeHne)(HOpMaIbHbIH (ITOKa KOHTAKTHI HE
Pa30MKHYTCSI, HAKaTHEe KHOTIKH cOpOC OyAeT MPUBOAUTH K cpabaThiBanmio 10 ceKyHIHON
3aJIep>KKH MyCKa, a Jlanee BO30OHOBJICHHE BOCTIPOU3BEICHHUS ), COPOC MO HAXKATHIO KHOTIKH
(cOpoc 6e3 3aepKKH ITycKa), cOpoc Mo pa3MBIKaHUIO BXO/a (TP pa3MBbIKAHUN KOHTaKTOB
MPOUCXOANUT COPOC BOCIIPOU3BEACHHU)).

HacTtpoiika 6noka onoeeweHnA - IP-608, 192.168.11.163 x

Bxom1 Qaiin TpeBoru:
Bxop2
Bxon3
Brond 30Hbl BbICOKOW ONACHOCTH: JNUTenbHOCTb BOCNPOM3BEAEHNUA (CeKyHbI):
Bxoas
Bxoab IP-¥YM25-B
Bxoa? IP-YM50-B
Bxong IP-¥YM120-B
MepcoHan IP-YM600-B
0bobwénHoe coobluenne H2-TIP

H3-101P

TH10-IP

IP-¥YM120

IP-¥YM240

P-N3E
Pexum cbpoca: | HopmManeHbIi -
OK OTMeHa

Pucynox 15 - Hacmpotixa b6noka onoseujenus
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5.5.7 Hacrpoiika mony.isi onopemeHusi « Tpomoon IP-MO8»
5.5.7.1 O6mas nugopmanus. OCHOBHbIE HACTPOHKHU

Hunst momyns onosenieHust « Tpom6on [P-MOS8» nocTynHBI K HACTpOHKe CceAYIONIHE TapaMeTphl:

*  30HBI BBICOKOH ONACHOCTH JJIS1 Ka’KA0TO U3 TPEBOXKHBIX BXONOB (YCHIIUTEIH, KOTOphIE OyIyT
OIIOBEUICHKI B TIEPBYIO O4EPelb, TIOCIIE CpabaThIBAHUSI TPEBOTH 10 BXOAY);

e (aill/TeKCT OMOBEIICHHUS ISl KXKIO0TO TPEBOXKHOTO BXozaa ((aiin *.mp3 06e3 orpaHudeHui 1o
IUTUTETILHOCTH), KOTOPBIM OyAET BOCIIPOU3BENET IIPU 3aMBIKAaHUU OHOTO M3 TPEBOXKHBIX BXOOB;

*  JUTUTENFHOCTDH OIIOBEIICHHUS 30H BEICOKOH OTMTACHOCTH JUTS KayKI0TO TPEBOKHOTO BXO/IA
(KoIMYecTBO CEKYHN);

*  30HBI, SBISIOMIMECS 30HAMHU TIepcoHala (YCUIINTENH, Ha KOTOPbIE Oy[eT TPaHCIUPOBATHCS
COOOIICHHE O TIOXKApe B TIEPBYIO OUYEPEND);

*  (bailsr/TeKcT OTIOBEIIEHHUS 30HBI IEPCOHATIA;
*  JUIMTENILHOCTH OMOBEIICHUS 30HbI IEPCOHANA;
*  (paitsr/TekcT 001IETO COOOIICHNS;

*  TOJOCOBBIE MOJENH (TOJOC, KOTOPHIi OyIeT 03By9IHBaTh TEKCT BBEICHHBIN B ITOJIC BBOAA IS
TPEBOXKHBIX BXOJIOB, OOIIETO COOOIICHUS, TIEPEHAITPaBIICHIS CUTHAIA TPEeBOTH Ha apyrue MO u
03BYYMBaHHS KOMAH]I OT CHCTEMbI BUICOHAOIIOACHIS M aHATUTUKH [SS);

* omnoselnieHue o Tpesore apyrux MO, daiiin/TekcT TpeBOTH, 331epPKKa.

Jiist mosmHOIIEHHOM paboThl cucTeMbl B kKadectBe COYD tpebyercst ckoHpUTyprupoBaHHbIid « TpoMOOH
IP-MO8». HeoOxomnmo n00aBUTH (ITPHUBS3aTh) YCHIIUTENHA MOITHOCTH K BXOJIaM MOMYJIs onosemeHus. [{is
atoro BeienuTe « TpomOoH IP-MO8» B koH(DUTYpaTope HaBenuTe Kypcop Ha «JomoTHUTENbHbIC
HACTPOUMKW», KIMKHUTE 2 pa3a, mepejl BaMH MOSIBUTCS OKHO HACTPOMKH MOAys onoBemeHus (Pucynok 16).

HacTpoiika moayna onoeeweHna IP-MOB, 192.168.11.165 X
Bxoal Dain TpeBoru: Dain/Tekct
Bxoa2
Bxoa3
Bxopnd Bce 20HbI YBeJoMNATE YOanéHHble Moaynn OnoBeleHna
Bxopa5s
Bxon6 IP-¥M25-B Appec/WMMa YeemomnaTb 3agepxka, C Dain TpeBorun
Bxoa7 IP-YMS0-8 1 IP-MO8 ( = PeakumA
Bxoaad IP-¥M120-B
MepcoHan IP-¥YM600-B
O6obuwénHoe coobuieHne H2-TIP
H3-10IP
TH10-IP
IP-¥M120
IP-¥M240
0bwee coobeHne (oBWKWA ¢dann TpesorK): Dain/Tekcr
VYrpaBneHWe rofioCoBbiMW MOOENAMK s EISS 0K OTMEHa

Pucynox 16 - Hacmpotixa mooyins onosewjenus
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B HacTpoiikax MOmyiIs KayKI0MY TPEBOKHOMY «BXOAY», 30HE «IIEPCOHANA» U «0000ILEHHOMY
COOOIIIEHUIO» MTPUCBaUBaETCs aynuo (aii/Teket (Paii/TeKCT TPEBOrH), KOTOPbIH MPH 3aMbIKAHHI KOHTAKTOB
OyIeT BOCIIPOM3BOIUTH TPEBOXKHOE COOOIIICHNE TI0 JAHHOMY BXO/y B HACTPOCHHEIE 30HBI (Ha YCHITUTEIN ).
IIpu HeoOXOAMMOCTH TaK)Ke HacTpauBaeTcs ornoseieHue apyrux MO.

B cnyuae, ecnn xakoif 1100 U3 TPEBOXKHBIX BXOJIOB HE 3a€HCTBOBAH (HE HYXAAeTcs B HACTPOIKE), 3TH
TPEBOKHBIE BXOJII HEOOXOAMMO MPOMYCTUTH (1151 PU3MUECKOTO UX OTKIIoYeHus: Ha MOS. 3aMbikaHe 1O
KaKkoMy JTHOO M3 BXOZOB He OyIeT MpOBOIUPOBATH CPAOOTKY OMOBEIIEHHS).

Bxons! noxkapHoii curHanuzanuu npudopa « Tpombon IP-MOS8» pearnpyror Ha 3aMbIKaHUE KOHTaKTOB
Ha Beixozie [ITTKII. [Ing ynpaBneHus ormoBeImeHneM B aBTOMaTHYECKOM peXXMMe K BX0oaM Iprudopa
HEOOXOIMMO MOAKIMIOUNTE cToNbKo BhixonoB [ITKII, ckonbko umeercs 30H onoBemeHus. [1pu momydeHuu ot
[ITKII xomaHHOTO CUTHAIA (3aMBIKAHHs) Ha JIF0O0H M3 BXOIOB, IPHOOP IMEepeXoauT B pexkuM « TpeBoray
4TO MOATBEPKAAETCS 3axuranieM nHAUKaTopoB «IIOXKAP» 1 BbIBOOM Ha KpaH COOOILIEHHUS O TIOXKape
(mogpobHee o0 paboTe mprubopa, PyHKIHIX U BOBMOKHOCTSAX BBl MOXKETE MPOYUTaTh B PO K mpubopy
«Tpombon IP-MO8»).

5.5.7.2 KonrpoJsb jmuuii cessu ¢ ITIKII

Bxoap! nojkapHOW CUTHaNU3aMK MOLYJIS UMEIOT (QYHKIMIO KOHTPOJISI HCIIPAaBHOCTH JIMHUHN CBS3H C
IIKTI. 3ra GyHKIHsS MOXKET OBITh TPOTPAMMHO OTKIIIOUYEHA. B 3aBUCMOCTH OT HEOOXOIUMOCTH KOHTPOJIS
WCTIPaBHOCTH JIMHUH CBSI31, BO3MOXXHBI IBa BApHAHTa aHAIOTOBOTO NoAkIoueHus npudopa x ITTIKII:

* Bapuanr | aHaJ0roBOTO MOAKIIIOYEHHSI ¢ 00ECIICUeHHEM KOHTPOJISI UCTIPABHOCTH JIMHHUH CBSI3U.
Cxema nogxroueHust (Pucyrok 17). Huke nprBeieHbI mapaMeTphl CUTHAJIOB Ha BXOAAaX MOKapHOU
CUTHAIIM3AIMH pUO0pa MpH BKIIOUCHHON CUCTEMe KOHTPOJISI HCIIPaBHOCTH JIMHUN CBSI3H:

1. JJIMTCIIbHOCTh KOMaHJAHOT'O CUIHaJ1a (SaMLIKaHI/ISI) Ha BXOI€ an/IGOpa HC MCHECC 0,3 CCKYHIBI;

2. CcOmpOoTHBIECHHUE UcTIpaBHOTO ek da ¢ pa3oMkHyThIM KoHTakTOM [ITKII nomkHO ObITh 4,7 KOM
+25% (MHMS UCTIpaBHA, KOMAHIHOTO CUTHAJIA HET);

3. compoTuBlieHHE UCTIPaBHOTO Iuieka ¢ 3aMkHyThIM KoHTakToM [ITTKIT momkuo 0bITH 2,4 KOM
+25% (IMHUA UCTIpaBHA, KOMAaHIHBIN CHTHAII €CTh);

4. npyrve 3HauCHHs CONPOTUBIICHHS JIMHHUU CBSI3U, BOCIIPUHUMAIOTCS IPUOOPOM KaK aBapus JIMHUU
cBs3u ¢ [ITIKII. Ha nepenneit manenu moxyns 3axuratorcs uaaukaropsl «K HEMCITPAHOCTby,
COOTBETCTBYIOIIME HOMepY HeucnpaBHbIX JUHUU cBsi3u ¢ [IIIKII u nanukarop
«HEWCITPABHOCTDb» (puc. 1, mo3. 5, 28). [Ipubop BrIKIIIOYacT pese Ha Beixone «Heucnp.» u
MEPUOUIECKU U3ACT 3BYK 3yMMepa.
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Cxema aHAJTOTOBOIO TIOIKTIOYEHAA BXOI0B MOJKAPHOH CHTHATH3AITHH
npuGopa «TpomGon IP-MOS8» k BeIxomaMm TTTTKTI
¢ obecriedyeHHEM KOHTPOIA HCIIPABHOCTH THHHH CBA3H.

TIpuGop ynpaBIeHHI

ITpmoop IpHeM HELH o
O ) D — «TpomGon IP-MOS8»
Paspem
&%  BERIXO! «Bxoapl moszapHoil
Pijbi{::m m{ﬁlﬁl Jlmrum cBaszu ¢ TITIKTT CHrHa:[maLmHl:)
I: — Bemxoza 3omsBI 1 —% » 30Ha 1 BXOO
Bemxon 3oHBI 1 ﬁ 2| 3omna l odommmit
Bemxong soHer 2 I 3 3oHa 2 BXOO
Bemxoa soHBI 2 ! ! 4| 3oHa 2 oOmrmit
Bexon 3oHBI 3 : : 5| 3oHa 3 Bxox
Bemxoa 30HBI 3 : | 6| 3omHa 3 oOmmit
Bemxon 3ousr 4 | i 7 3o0Ha 4 BxOoO
Bemxoa 3ousl 4 | | 8 | 3oma 4 obmmit
Bexon 3oHBI 5 | | 9| 3o0Ha S Bxox
Bexon 3oHBI 5 | I 10| 3oHa 5 ommmit
Bemxoxn Ttima Bemxon zoHBL 6 I | 11| 3oHa 6 BXOX
«OTKPBITHIH Bemog 30HBI 6 [ | 12| 3oma 6 obmmit
KOLTICKTOP» R1 :
Bemxox 3omer 7 e 13| 3oHa 7 BXOX
Bemxon zouer 7 ﬁ 14| 3oHa 7 ob0mHiH
Bemxoa 3ousr 8 15| 3ona 8 Bxox
Bemxog 3ol 8 16| 3omHa 8 obmmit
Rl = R2=47 xOm

Pucynox 17 - Koumpons ucnpagnocmu iUyl ces3u.

* Bapuanr 2 aHaJI0roBOr0 MOAKIIOYEHNS UCTIOIB3YETCs MPH OTKIIOYEHHOM KOHTPOJIE
WCIPaBHOCTH JUHHHA cBsi3u. CxeMa MOoAKIIIoYeHHs BX0onoB npuodopa k Berxogam [ITKIT 6e3 koHTpons
WCIIPaBHOCTH IMHUU CBs3U (Pucynox 18). IlapaMeTpsl CUTHAIOB HA BXO/AaX MOXAPHON CUTHATU3AINH
npubopa NpH OTKIIIOUEHHOM CHCTEME KOHTPOJIS HCIIPABHOCTHU JIMHUN CBSI3H JOJKHBI OBITh CICAYIOLIMMU:

1. AAMTENbHOCTH KOMaHIHOTO UMITYJbCa (3aMBbIKaHUs) Ha BxoJe mpubopa He MeHee 0,3 CeKyHbI,

2. COMpOTUBJIECHHE 3aMKHYTOTO KOHTAKTa, TOAKIIOYCHHOTO KO BXOIY MPUOOPA, C YIeTOM
COTIPOTHUBIICHUS TIOABOJSIIETO Ka0elis He TOJHKHO npeBbimarh 1 kOm;

3. ocraroyHoe HampspkeHue Ha 3aMKHyToM Beixoze IITIKII e nomkHo npessimars 0,8 B.
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Cxema aHATOoroBOro MOAKITIOYUSHHA BXOI0B I10Kap HOH CHIHATH3a ITHH
nprdopa «TpomGon IP-MO8» k Bexoaam ITITKIT
Oe3 o0ecIieteHHA KOHTPOJIA HCIIPABHOCTH JTHHHT CBA3H.

ITpudop Ipuem HBIH HpuGop
Kotrpons sl Iomaprui «TpomGor [IP-MOS8»
Paspem
HHBITH ] «Bxompl moxmapHoi

Pz‘::z:m ﬁﬁ?ﬁliﬂ Jlwurrmm cesaszm ¢ TITTKIT cp{maimamali

‘: Bremxoa 3omer 1 30Ha 1 BxoO
Bemoa 3oHeI 1 2| 3oHa 1 obmmit

Bemxosn sossl 2 3 30Ha 2 BXOO
Brxon z0HBI 2 4| 3oHa 2 obmHit

Bemxoa 3oHEI 3 5| 3oHa 3 BxOO
Brxon zoHBL 3 6| 3oHa 3 oDmIHE

Bemxoa 3onsr 4 7| 3oHa4d Bxong
Bemxoa 3oHeI 4 8| 3oHa 4 obmrmit

Bremxoa 3oHEL 5 Q 30Ha 5 BXOO

Bremxoa 3oHEL 5 10| 3oHa 5 ormmit

Berxon Tumma Bemxozn soHBI 6 11| 3oHa 6 BxOO
«OTRpBITBIE Bemxosn soHBI 6 12| 3oxHa 6 obmImi

KommerToPY Bemoa 3ousl 7 13| 3oma 7 Bxox
Bremxomd 3oHBI 7 14| Soma 7 obmrmit

Bemxoa 3oHsl 8 15| 3oHa 8 Bxox
Brexoa 3oHBI 8 16| 3oHa 8 odmrmit

Pucynox 18 - be3 obecneyenusi KOHMpPOLs TUHUL CEA3U.

5.5.7.3 YBenomiieHue Apyrux mojayJieii onoseunienus u 30H. Qouiee cooduenune

Haunnas ¢ Bepcuu 77 ycrpoiicta « Tpombon [P-MO8y, o6nanaror pyHKIIMOHAIOM
MYJIBTHCUCTEMHOCTH (Korzaa Heckoidpko MOS8 paboTaroT B OTHOHM crucTeMe (pa3zieneHie CUCTEMBbI Ha
noxapuble 610kn). [TogpoOHee 06 3ToM BbI MOXkeTe mpouecThb B PO x mpubopy «Tpombon IP-MO8y).

st HaCTpOWKM yBEAOMIICHHS APYTHX MOIYJIEH 0 TpeBore He0OXOIUMO B OCHOBHOM OKHE HACTPOWKH
Moayns onoBemieHus (Pucyrok 16) yCTaHOBHUTB TaJOUKy B CTONOLE « YBEIOMIISATHY HAPOTUB HEOOXOAUMOTO
MO, ycTaHOBUTb 33Jep>KKy M Ha’KaTh Ha KHOIIKY Ha3HAYEHUS PEaKIMH, II0CJIE YEro OTKPOETCSI OKHO
HacTpoiiku peakuuu (Pucynox 19).

Peakuwa x

e CBpOCMTL PEKALMID

OK OTMeHa

Pucynok 19 - Hacmpotixa peaxyuu
3mech Bl MOXKETE BBIOpaTh (haiiyn, KOTOPHIH OyleT BOCIPOU3BOAUTLCS Ha MEPeIaBacMOM MOJYJIS
OTIOBEIIICHUS 1 BCEX BRIOPAHHBIX B «0OOOIIICHHOM COOOIICHUI» 30HAX WU HAIKCATh TEKCT, KOTOPHIi Oymer
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03BYYHBATBHCS C TOMOLIBIO TOJIOCOBBIX MOJIETICH, 3arpy>KEHHBIX B MOIYJIb OMOBEIIEHU (1IoApoOHEee 0
TOJIOCOBBIX MOJICIISIX BBl MOXKETE MPOUYECTD B 1.5.5.7.4 HACTOSAIIECH MHCTPYKIMH IO KOHQHUTYPALIUH).

B ciyuae, eciu cpaborana TpeBora 1o HECKOJIBKAM MOIYJISIM OIOBEIIECHHS OJHOBPEMEHHO, - OyAeT
BOCHPOM3BEEH (hailyl i 03BYUYEH TEKCT OOIIET0 COOOIIEHHUS TSl BCeX MOAYJEH (HacTpauBaeTcst B OTHOM
13 HECKOJIBKUX MOZyJel Ha BKJIaake 0000menHoe coodmenne). s 03BydHBaHUs TEKCTa HEOOXOAUMO
MOCTaBUTh TaJiouKy HanpoTuB «@aiin/TekcT» 1 BBECTH €ro B CBOOOIHOE MOJIE.

Obuwee coobwerne (obwmia dainn Tpesork): I:I Dain/Teker

Pucynox 20 - Obwee coobwenue (aiin mpesozu unu mexcm)
5.5.7.4 ToaocoBble Moaean

B Momyne onoBenieHus peaqu3oBaHa CUCTEMa 03BYYHBAHUS TEKCTOBBIX COOOIICHUH C MTOMOIIIBIO
TOJIOCOBBIX MOAEIICH, IS ATOTO HE0OXOIUMO B OCHOBHOM OKHE HACTPONKH MOIYJIS OITOBEIICHUS HAXKaTh Ha
KHOTIKY « YTIpaBJICHUE TOJI0COBBIMU MOEIISIMUY, TIOCIIE YETO OTKPOETCSI HOBo€ OKHO (Pucyrnok 21).

YnpaeneHue rofiocoebiMM MOgENAMIA x

Azblk Pazmep MD5 x3ww Azbik Pazmep MD5 x3w
Italian | Russan |
Ceorgian * Russia
Kazakh ¥ dmitri
Luxembourgish ¥ medium
MNepali
Dukch
Morwegian
Polish
Portuguese
Romanian +
Russian
 Russia
¥ denis
w dmitri
-~ rmedem
b irina
b ruslan
b Slovak
b Slovenian
» Serbian

-

d vy v vy v v vwvww

3arpy2dTte ronoca Ynanute Bcé

100%

OK OTMeHa

Pucynok 21 - Ynpaenenue eonocogvimu mooensimu

Ilpumeuanue - 3azpysrka eonocogvix mooeneti mpebyem nOOKOUEHUEe K UHMEPHEem).

Uto0bI 3arpy3uTh CHUCOK JOCTYITHBIX TOJOCOBBIX MOZIENei, HEOOXOAMMO HaXKaTh KHOMIKY «3arpy3uTh
roJIOCay, MOCJIE Yero B JICBOW TaOJIMIIC IOSBUTCS CIIMCOK JOCTYITHBIX SI3IKOB M MOJIEIICH.

Jlu1s 3arpy3Ku TOJI0COBOI MOZIEH B MOJTYJIb OTIOBEIICHHUS, HEOOXOIUMO Pa3BEPHYTH JPEBO MOJCIH JI0
MOCJICAHEH BKJIAJKH KaK IMOKa3aHO BBIIIE, BEIOPATh MOJIENb (TECTOBOE COOOIICHUE HAYMHACT
BOCHPOHM3BOIUTHCS B aBTOMATUIECKOM pesknMe. OCTaHOBUTH | M TECTOBOE + COOOIIEHHE MOYKHO

Ha)KaB Ha KHOIIKY )H HaXKaTh KHOIIKY.

VYnanuTe ronocoByro Moaenb ¢ MO8 MOXXHO ¢ TOMOIIbIO KHONIKKA = MJIU « YAAJIUTh BCEY.
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5.5.7.5 Uurerpauus c ISS SecurOS

Haunnas ¢ Bepcuu 76, ycrpoiictBa MOS8 uMeIoT BOZMOKHOCT PEAKITHU Ha ICTEKIINH OT CHCTEMBI
BHICOHAOTIONCHNS U aHATUTHKY KoMItaHuu [SS. JIJiss HacTpoKy peakIuii (OMOBEIICHHs) Ha JSTSKITHH OT
SecurOS, HE0OXOIUMO B OCHOBHOM OKHE HACTPOWKM MOAYJIS onoBeweHus (Pucyrox 16) HaxaTh Ha KHOIIKY
¢ morotunioM «ISSy, mocie gero otkpoeTcss MeHto nHTerpanuu (Pucynox 22).

HuTerpaumna c 155 Secur0Os x
TROMKO) 2SS

92.168.11.200:8888
admin MpepeaTh Kamepbl
(111 1]

¥l Kamepbl | PeakumW = Cbipoil Bbigog JSON

Id MmA AKTHEHO

11 Kamepa 1 AKTMBHO

3anpocMTh CNMCOK KaMmep

OK OTMeHa

Pucynox 22 - Humezpayus c 1SS SecurOS. Cnucox xamep.

B otkpriBmiemcst okae Heooxonumo BBecTH [P agpec cepsepa SecurOS B popmare
XXX.XXX.XXX.XXX:8888 (rme 8888 - mopT ncmnonszyemblii cepBepoM ), JIOTHH, APOJIb U HAXKATh HA KHOIIKY
«3ampoCcuTh CITMCOK KaMepy.

Tlpumeuanus:

1. Hopm sawezo cepgepa SecurOS mooicem omaunwamovcs. /[na ymounenus: ungopmayuu
obpamumecs K pyKosoOCm8y K SKCNIyamayuu cepeepa, a maxoice k Hacmpotixkam SecurOS;

2. Jlns nacmpotiku unmezpayuu cepgep SecurOS 0ondicer Obimb NPeOSAPUMENLHO BKIIOYEH.

ITocne n3noxeHHBIX BBILIE Ollepaliii BO BKIaake «Kameps» 0To0pa3aTcsi akTUBHBIE KaMePbl, KOTOpPhIE
MOKHO HCIIOJIB30BaTh Ul HACTPOMKH peakimid Bo Bkiaake «Peakuum» (Pucynok 23).
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WMHTerpauma c ISS Securos x

92.168.11.200:8888

admin MNpepear Kamepbl
(L1 11

iy Kamepbl | Peakuuu | Cobipoi Bbisog JSON

Kamepa CobbiTne $ann 30HbBI YBeAOM/IATL 30HbI MEpCOHana

1 - Id: 1, Kamepa 1 * || [leTeKTop cKONAeHWA niojein ¥ Hu ogHoRn = ® Peakyma

OK OTMeHa

Pucynok 23 - Unmezpayus c ISS SecurOS. Hacmpotixa peaxyuii.

Jist HACTPOWKH peakLuii 1o JeTeKTopaM HeoOXOANMO HaXKaTh Ha KHOIIKY «+» M IMociie OyayT TOCTYITHBI
K HACTPOMKE CIeIyIoINe TapaMeTphI:

*  Bribop kameps! (kamepa, Ha KOTOPOH HACTPOEH AeTeKTop B cucteme SecurOS);

*  CoOpITHE (BEIOOP JAETEKTOpPAa HACTPOSHHOTO Ha KaMepe ( IIpeIBapuTEIIbHO HACTPOSHHOTO B
cucteme SecurOS));

»  @aiin (paiin *.mp3 6e3 orpaHUYCHU 110 ATUTEILHOCTH, KOTOPBI OyJIeT BOCIIPOU3BE/ICH B 30HY
WJIA TEKCT KOTOPHIH OyJieT 03By4YeH C TIOMOIIBIO TOJIOCOBOM MOJIENH (3arpy3Ka TOJI0COBBIX
Mojesieil onucana B 1.5.5.7.4 HacTosIIeH HHCTPYKIMU 110 KOH(UTypaiun), 3arpyxeaHoi 8 MO
pu cpaboTKe AETEKTOpa);

*  3ownbI (BBIOOp ycwiuTenel MouHocTH Wi [P omoseriareneit s BocripousseaeHus (aiina niu
O3BYYHBAHHS TEKCTOBOTO COOOIIEHHS);

*  VBeaoMJIATh 30HY MepcoHaia (BKIIFOUCHHE OMOBEIICHHS 30HBI IIEPCOHAIA MPU cpaboTKe
JIETEKTOpA).

Ilocne HaCTpOfIKPI BCEX H€O6XOI[I/IMLIX peaKLII/Iﬁ COXpaHiACM HaCTpOﬁKH Ha’XXaB KHOIIKY «Ox».
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5.6 Co3nanue moJb3oBareen

IMocne HaxkaTus kHOTKY «Jlanee», OCHOBHOE OKHO (Pucyrok 2) MporpaMMbl CMEHUTCS SKPAHOM
co3manus noib3oBareneit (Pucyrok 24).

TpomboH Ip koHbMrypaTop 76.150 x
HacTpokika nonb3osaTensi:
Kma Maponb MpropnTeT

1 admin admin 10

2 security 1234 1

3 manger 4321 2

4 director 56789 3

5
Maponk Ha KOHPHUrypaumo

TekylwWi naponb: HoBbiit naponk:

MoATEEpXASHWE NAPONA:
@ DHCP Cepeep | O6HoBWTL O Ha ycTpoMcTBax | 3amep JIMHMK CBA3M | COXPaHUTL KOHGKT | HacTpoika ceTu < Hazapn CKONMPOBaTh KoHGHr Bbixon

Pucynok 24 - Cozoanue nonvzosameneii

Beenute nMeHa, mapoiau U MPUOPUTETHI MTOJIH30BATENEH.

5.7 Coznanue napoJisi 321U ThI OT HECAHKIIMOHMPOBAHHOI0 U3MEHEHUs! KOHuUrypanumn

J11s 3a1uTel 000PYI0BaHUS OT HECAHKITMOHUPOBAHHOTO M3MEHEHHUS KOH(UTYPAIUY PEAYCMOTPEH
napoib KoHGurypanun. [lo ymomgannio nmapons HeT. Takke 0TCyTCTBYeT KECTKOe TpeOOBaHUE IO YCTaHOBKE
JTAHHOTO ITapoJIsl, OJTHAKO, B IEJAX 0€30MaCHOCTH PEKOMEHAYETCS YCTaHABIUBATh U OEPEKHO XPaHUTh

JIAHHBIN TapoIib. B ciydae yrepu 3arpy3uTh HOBYIO KOHQUTYpaIHio MOXKHO OyzeT Juinb dyepe3 CepBUCHBIN
ueHTp «TpomMOoH».

5.8 3arpy3ka koHpurypauuu

Haxmute kinapuiny « CKOmMpoBaTh KOHGOUT» IS OTHPABKU (aiiia KOHPHUTypalruy Ha BCe yCTPONCTBA,
OTpaXEHHBIE B CIIMCKE HA MPEIBIAYIIEM dKpaHe.

[Nocne omepanuii, NpoJeNaHHbIX B 1.5, CHCTeMa CKOH(UTYPUPOBaHa U TOTOBA K HCIIOJIb30BAHHIO.
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6. loGaBiieHne U ynajieHHe YCTPOICTB, H3MEeHeHUe KOHQUrypaunu

B cnyuae, ecnu TpedyeTcs 706aBUTH OMHO MM HECKOJIBKO YCTPOMCTB, MM UCKIIIOUYUTH YCTPOHCTBA U3
cocraBa KOHQUTYpAIHH, CHCTEMY HEOOXOIMMO HACTPOHTH C TOMOIIBIO KOH(pUTYpaTopa 3aHOBO, TO €CTh
NPOMTH BCE MIarv HACTPOHKHU CUCTEMBI, ONTMCAHHBIE B /1.5 HACTOSILETO PYKOBOACTBA UM BOCIIOIB30BAThCS
¢byHKIMeH 3arpy3ku KOHQHUTYpaLuy ¢ YCTPOMCTBa [UIsl YIOOHOH B OBICTPOH MepeHaCTPOHKH BCEX YCTPOHCTB.

Jiist monrpy3ku Bcex paHee 3arpy>K€HHbBIX Ha yCTpOIcTBa TaHHBIX (MMEHa, IPHOPUTETHI (ailyibl ¥ 1p.) B
KOH(UTypaTop HEOOXOIUMO KIMKHYTh MPaBOH KHOIIKOM MBIIIH IO JIFOOOMY paHee HAaCTPOSHHOMY
yCcTpoHCTBY U BeIOpatTh «IlomyunTs koHGUTypanuio ¢ yrpoiictay. Konduryparop pazoupaer Bce panee
HACTPOEHHBIE MTapaMeTPhl U 3aONHAET IYCThIE MO HAIPOTUB YCTPOICTB.

TpomboH Ip kKoHdurypaTop 76.150 x
YeTpoRcTea (MyNbTel 38YKOBOTO BELLAHWA: 1, YEMNWTENW:, BbI3bIEHBIE NaHenw:3): O6bHoBuTe | | OpyraA ceth | | 192.168.11.14 Ha enp0s3 -
Tun BepcwAa  Homep Anpec Mak agpec [GLXE] MWH Np/CKpbITbIE 3BOHKKM  JIONOMHUTENBHBIE HACTPOWKW

Younutene  76.150  IP-YM25-B 192.168.11.150 00:00:00:00:00:00 IP-YM25-B
Younutens  76.150  IP-YM150-B 192.168.11.151 00:00:00:00:00:00 IP-YM50-B
Younutens  76.150  IP-YM120-B 192.168.11.152 00:00:00:00:00:00 IP-¥YM120-B
Younutens  76.150  IP-YM600-B 192.168.11.155 00:00:00:00:00:00 IP-YM600-B
Younutene  76.150 H2-TIP 192.168.11.156 00:00:00:00:00:00 H2-7IP
Yoanutens  76.150  H3-10IP 192.168.11.157 00:00:00:00:00:00 H3-10IP
Yoanutens  76.150  TH10-IP 192.168.11.158 00:00:00:00:00:00 TH10-IP
Youn120 76.150 IP-YM120 152.168.11.153 00:00:00:00:00:00 IP-¥YM120
Youn240 76.150 IP-YM240 152.168.11.154 00:00:00:00:00:00 IP-YM240

BN 76.150 IP-BM_mc... 192.168.11.159 00:00:00:00:00:00 IP-BN 192.168.11.162 > || CkpbiTbie 380HKK: [la -
BN 76.150  IP-BM_mc... 152.168.11.160 00:00:00:00:00:00 IP-BN 192.168.11.162 ~ || CkpbiTbie 3B0HKH: [la i
BN 76.150  IP-BM_mc... 192.168.11.161 00:00:00:00:00:00 IP-BN 192.168.11.162 ~ || CkpbiTbie 3B0HKH: [la -2
n3e 76.150 IP-N3B 192.168.11.162 00:00:00:00:00:00 IP-N3B
608 76.150 IP-BO8 192.168.11.163 00:00:00:00:00:00 IP-608
MHC 76.150  IP-MHC 192.168.11.164 00:00:00:00:00:00 IP-MHC
M 55 00:00:00:00:00:00 IP-MO8

NonyunTh KOHDUIYDaLKKo YETPORCTBa
00:00:00:00:00:00 IP-MO8

M 57 00:00:00:00:00:00 IP-MP12 192.168.11.165 -
KommyTatop 76.150 IP-KB-AKB 192.168.11.168 00:00:00:00:00:00 IP-K8-AKB
KommyTatop 76.150  IP-K24-AKB 192.168.11.169 00:00:00:00:00:00 IP-K24-AKB

| HacTpowTh ceTh

@ DHCP Cepeep O6HoBWUTE MO Ha YCcTPONCTEaX || 3aMep JIMHUM CBA3K HacTpoika ceTu Hazan Janee > Boixop,

Pucynox 25 - Ionyuenue konguzypayuu ¢ ycmpoiicmaa.

B cnyuae, ecniu Bwl ycTanaBiuBanu napoib Ha KOHQUTYpaIUIo, TO TOTpedyeTcs ero BBECTH B
OTKPBIBIIEMCSI OKHE, B CIydae, €CIIH [1apoJib He OblII YCTaHOBJIEH, OCTaBbTE M0JI€ ITyCThIM M HAXKMUTE KHOIIKY

«OK» (Pucynox 26).
3arpy3Ka KoHGMrypaumm x
Maponb kKoHGUrypauuu | MokeT BbiTh NyCcThiM
- OK OTMeHa

Pucynox 26 - 3anpoc napona na
KoHueypayuo
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B cnyuae ycnexa 3arpy3ku BceX JaHHBIX, paHee 3arPYKEHHBIX Ha YCTPOMCTBA, KOH(UTYPATOP BBIIACT
coobmenne «Korduryparms O6bu1a 3arpyeHa, a BCe CBOOOTHBIC MO OyAyT 3aIlOJIHCHEI TaHHBIMHU.
HMudo X

KoHdwurypauma Goina sarpyxeHa

OK

Pucynok 27 - 3aepyska
KoH@ueypayuu
Ecnu ke 3arpy3ka OyaeT HeynadHOH 1Mo Kakol JINOO MpHYHHE - KOHUTYpaTop BBLAACT COOOLICHUE 00
atoM (Pucynox 28).

Ownbka x
e Owwnbka pazbopa KoHbUrypaLmm

OK

Pucynok 28 - Owubdxa 3azpysku
KOH@ueypayuu.

Ipumeuanue - OwubKu 3a2py3Ku KOHGUISYpayuu Mo2ym 603HUKamy 8 ciyuae, eciu Bul 06Hosuu
ycmpoticmea 00 nocieoHell epcult (8 ces3u ¢ pacuiupenuem Qyukyuonana cucmemst « Tpomoon IPy).
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7. Bo3MokHbIe P00JIeMbI IPH PadoTe ¢ KOHPUTYPATOPOM

1. B xoH(puryparope He MOSIBISIOTCS YCTPONUCTBA MTPYU HAXATUU HAa KHONIKY «OOHOBUTEY. [IpUUnHbBI:
*  Heckonbko ceTeBbIX KapT.

Pemenne: BriOparh B mpaBoM B BEpXHEM YTy KOH(PHUTYpaTopa, Ty CETEBYIO KapTy K KOTOpOH
MOAKIIIOUEH CETeBOH Kabelb U KOTopasi 00eCleynBaeT CBA3b C yCTPOUCTBAMHU.

*  Hacrpoiiku 6panamayspa.

Pemenne: Jlo6aButh B uckimrodeHus nporpammy «Konduryparop» (Windows 10
“ITapametpsr’-“be3zomacHocTs’-“Windows-“bpannmasp u 3amura cetn”-“Pa3pemuTs
paboTy ¢ MpUIoKEHUAMHA Yepe3 OpaHaAMasp”’, B IOSABUBIIEMCS OKHE HEOOXOIUMO HAlTH
«Configurator xx.exe» BbIOpaTh «/I3MEHUTH TAPaMETPBI» MOCTABUTh TAJIOUKy «JacTHas»

nanee «OK»).

* B ceru orcyrcrByer DHCP cepBep (Bce ycTpoicTBa ¢ 3aBoJa MOCTABIAIOTCS ¢ AMHAMHYECKOH
azpecarueii).

Pemenne 1: B xonduryparope Bkimtounts BcrpoenHsiii DHCP cepsep.

Pemenne 2: OOpaTUTHCSA K CHCTEMHOMY aAMUHHUCTPATOPY Ul YTOUHEHHS HH(pOpManuu o
CETU U HACTPOHKE.

* HalIK ycraHoBieHa NOACETh OTIMYHAS OT HOACETH YCTPOUCTB.

Pemenne: B ciyuae, ecnu yctpoiicTBa HacTpanBaroTcs B nepBbiit pa3, DHCP cepsep
Ha3HayaeT yCTPONCTBaM ajipeca B 3aJIJaHHOM UM Juana3oHe. [TpoBepbsTe HACTPOUKH Ballen
CeTeBOM KapThl U YyCTAHOBHTE ajpec B Toil ke noacery, uto 1 DHCP cepsep. B ciyuae ecnu
yCTpO¥cTBaM OBLT paHee MPUCBOCH PEKUM CTaTHIECKOH ajpecalini, epeBeIuTe HaCTPOIKU
CETEBOM KapThl B MTOJCETh, PABHO3HAUHYIO ITOJICETH YCTPOICTB.

2. B xoupuryparope orobpaxkarorcst He Bce ycrpoiicTa. [IpuanHbL:

*  Koudmukr IP agpecos B cucreme (y OMHOTO WM HECKOJIBKUX YCTPOMCTB YCTAHOBIICH OJIUH U TOT
xe [P agpec).

Pemenne 1: B koHuryparope B HacTpoiiKax CeTH BBICTABUTh HHOW AWAIAa30H IS
CTaTUYECKOM aJpeCcalnH.

Pemenne 2: COpocuts ycTpoicTBO 10 3aBosckux HacTpoek DHCP, nmocpencTBoM HaxkaTust
Ha kHOTIKY «COpoc IP» (st monomauTeNnbHON MHbopManuu 1o copocy IP anpeca
00paruTech K pyKOBOJCTBY I10 IKCIUTyaTallid K KOHKPETHOMY pHUOOpY)

3. llpu oTkpeITHH KOHGUTYpATOpa MOSBISETCS OMMOKA O HEBO3MOKHOCTH MPOCTYIINBAHAS MTOPTA.
[IpuuuHsL:

* B npyrom oxHe yxe OTKpBIT KoHGuryparop uin « Tpom6on IP-I10»

Pemenue: 3aKpLITI> mporpaMmsal, a B Cjiyda€ €CJIM OHU HEC OTKPBITLI, 3aBEPIIUTL NPOLECC
Uepe3 TUCTIETUCD 3aaa4.

* Tloptsl 6006 1 6007 ncronp3yrOTCS APYTUMHU IpOrpaMMaMu
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Pemenne: OOpaTuThesl K CHCTEMHOMY aJIMUHHCTPATOPY WIH CAMOCTOSTEIBHO ONPEACIIUTD
KaKUMH [TPOTpaMMaMH 3aHSTHI MOPTHI, MOCIIE YeT0 OCBOOOANTE UX JUISI HACTPOHKH CHCTEMBI
«TpomboHn IP» uepes koHpuUrypaTop.

4. Tlpu KoHPUT'YPHPOBAHHU CHCTEMBI MTOSBIISIETCS] OLIMOKA O TOM, YTO KOH(UT CKOITMPOBAH HE Ha BCE
YCTpOMCTBA WM IPOUCXOAUT 3aBUcaHue rporpaMmel « TpomboH [P-Konduryparop». [Tpuaunst:

* HecooTBeTcTBUE BEPCHUU OTICPAIIMOHHON CHCTEMBI CHCTEMHBIM TPeOOBaHUS IPOTPAMMEI

Konduryparop paboTtaeT mmoj yripapieHHEM ONEPAIlMOHHBIX CUCTEM HaunHas ¢ Windows 7
Service Pack 1 u Brl1IE.

* IIpoGnemsl ¢ ceTblo.

Pemenme: obecreunth OecriepeOOHHYO CBA3b YCTPOUCTB MEXIY COOOM.

8. CBenenud 00 M3roroBureie

Uzrorosurens: OO0 «COYD «TpomOoH»

www.trombon.org, info@trombon.org, +7 (499) 788-92-16

Anpec npoussozactea: 390029, . Psa3ans, yn. BeicokoBonbrHas 40A, nurepa b

Cnyx0a nognepkku, cepBucHBIN 1ieHTp: 127018, . Mocksa, yn. Cknagodnas, 1.1, ctp.1
b1l Cramkomut, mogbe3n 2, 3tax 2, oduc 1720

Tenedonsr: +7 (800) 444-14-73; +7 (495) 789-39-18
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