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PykoBoacTBo no skcnayatauun. UMC KoHTakT

HacToquwee pykoBOACTBO MO 3KCNayaTauMuM pacrnpocTpaHseTcs Ha
«LleHTpanbHyt0 MOHUTOPMHIOBYH cTaHuuo «KoHTakT» (manee - LMC
KoHTakT wmnu npubop), nNpefHasHayYeHHY AN npuéMa COOOLLeHUR OT
OXPaHHO-MOXAPHbLIX MAHEeNeN pasNMyHbIX MPOM3BOAMTENEN MO KaHanaMm
GSM CSD (pns ucnonHenms GSM/IP) u npoBogHon TenedOHHOM NUHKUK (N9
ucnonHenus PSTN/IP) u nepepaun nx B MoHutopuHrosoe 0O no npotokony
Surgard yepes Ethernet coeguHeHue.

PykoBOACTBO COAEPXMT CBEAEHUS O KOHCTPYKUWMW, NpUHLMNE AeACTBUS,
csoncTBax LUMC KoHTakT, eé cocTaBHbIX YacTel U yKasaHus, HeobxoanMble
ANS  npaBuNibHOW M 6e3onacHoM 3KchayaTauuu  (MCMoNb30BaHUMS MO
Ha3HayeHwuto, TEXHUYECKoro obcnyxuBaHus, XpaHeHus 2
TPaHCMOPTUPOBAHUS).

PykoBOACTBO MO 3KChayaTauuu COCTaB/IEHO B 0ObeMe, AOCTATOYHOM ANis
o6yueHna n nocnegyowen pabotol ¢ UMC KoHTakT.
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Oo6Lwee onucaHue

Ha3sHaueHue

LleHTpanbHass MOHWTOPMHIOBas CTaHUMS «KOHTaKT» - YyHMBEpCa/bHbIN
npubop, NPUHUMAKOLWMIA OAHHbIE OT OXPAHHO-MOXAPHbIX NaHenen Nbbix
nNpousBoAMTENEN U NOALEPKMBAKLLMIA TPaHCAAUMIO B itoboe nynbTosoe M0
(nopaepxumBatowwee npotokon Surgard). Mpubop umeeT ABa MCNONHEHUS:

e LleHTpanbHas MOHUTOpPMHIoBas cTaHums «KoHTakT» GSM/IP;
e LleHTpanbHag MOHUTOpMHIoBas cTaHuns «KoHTakT» PSTN/IP.

LleHTpanbHas MOHMTOpUHroBas ctaHuusa «KoHtakr» GSM/IP
UMC «KoHTakT» GSM/IP MOXeT NpuHMMaTb COODOLWEHUS OT OXPaHHO-
NoXapHblX naHenei no kaHanam CSD u DTMF u nepepasatb ux B
MoHuTOopuHrosoe MO no npoTtokony Surgard.

LleHTpanbHas MOHUTOPUHroBas ctaHuusa «KoHntakt» PSTN/IP
UMC «KoHTakTt» PSTN/IP MoxeT npuHMMaTb COOOLLIEHMS OT OXPaHHO-
NoXapHbIX NaHesen No ropoackomn TenecdoOHHON CeTU 1 nepenaBaTb UX B
mMoHuTopuHrosoe N0 no npoTtokony Surgard.

~ BHUMAHME! B cnyyae paznuyuli 8 TTX, KOHCMpyKuuu u uHOUKayuu
o Mexdy pykosodcmeoM nois308amess U nacnopmom, UHpopMayur
8 nacnopme c4umame 6osee npuopumemHod.

WWw.ritm.ru 4 n3 35

/2R .
« » SEC.RU KopoTkuii nyTb K MHchopMaLyn CkauaHo c sec.ru



http://www.ritm.ru

“ % SEC.RU

PykosoacTeo no akcnayataumu. LMC KoHTakT

TexHuyeckue XapPaKTepUCTUKH UucnosiHeHuUqa
«KoHTaKkT» GSM/IP
Mapametp 3HaueHHne
JInHKs cBs3m Cetb GSM
CraHpapt GSM 850/900/1800/1900

M3nyyaemas MolwHocTb, BT

2 (Ha vactote 850/900 MIw)
1 (Ha vactoTte 1800/1900 Mrw)

Tun nepepauyu yepes cetb GSM

Lundposas (CSD)
fonocosas (DTMF)

rlpOTOKOﬂ obMeHa ¢ OXPaHHbIMK NaHENAMU

Ademco ContactID

MpoTokon obmeHa ¢ cepeepom MMLH

Surgard

rlO,CL,CLep)KMBaeMbIe OXpPaHHbIE NMaHenn

Putm™m, ISECO, Ademco, Paradox,
C-Nord, Visonic, HaBurapg n
Lpyrue, noaaepxusatolume

Ademco ContactID

Cnocob noakntoyeHue K cepsepy MUH

TCP/IP (Ethernet)

MamsaTb, COBbITHI 30
HanpskeHne 0CHOBHOro MCTOYHMKA NUTaHus, B 220
HanpsikeHne pesepBHOro MCTOYHMKA NUTaHus, B 12#2
MakcumanbHoe 3HepronoTpebneHue B AeXYPHOM pexume, A 0,25
MakcumanbHoe 3HepronoTpebneHve 1

B pexxuMe Npuéma AaHHbix, A

[abapuTHble pa3mepbl, MM 47x150%x150
[nanasoH pabounx Temnepatyp, °C —25...+50
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PykosoacTeo no akcnayataumu. LMC KoHTakT

TexHun4yeckue XapPaKTepUCTUKH UcnoJiIHeHus
«KoHTaKkT» PSTN/IP
Mapametp 3HaueHune

JInHng cBa3m

lopoackas TenedoHHas
cetb (I'TC)

Tvn nepenayu AaHHbIX

fonocosoi (DTMF)

3aluMTa OT CKAYKOB HaMPSXKEHUS B
npoBoAHON TenedOHHOW ceTn

+

npOTOKOﬂ obMeHa ¢ OXpPaHHbIMK NaHENAMU

Ademco ContactID

Mpotokon obmeHa ¢ cepsepom MLH

Surgard

I'Io,u.,u.epxmsaeMble OXPaHHble NaHenn

Putm, ISECO, Ademco, Paradox,
C-Nord, Visonic, HaBurapa n
Lpyrue, NoaaepXxuBatoLLme

Ademco ContactID

Cnoco6 nogkntoyexue k cepsepy MLH

TCP/IP (Ethernet)

MamaTb, cobbITUI 30
HanpsikeHne 0CHOBHOrO MCTOYHMKA NUTaHUS, B 220
HanpsikeHne pe3epBHOro MCTOYHMKA NUTaHus, B 12#2
MakcumanbHoe 3HepronoTpebneHune B AeXYPHOM pexume, A 0,15
MakcumanbHoe 3HepronoTpebnexue 03

B peXMMe NpUéMa AaHHbIX, A ’
[abapuTHblEe pa3mepbl, MM 47x150x150
[nanasoH pabounx temnepatyp, °C —25...+50
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KOHCTpYKUUS

anI60p BbIMOJIHEH B NJ1IACTUKOBOM KOpnyce U uMeeT:

e MoHoxpoMmHbIn LCD - amcnnei;

* PasveM ana nopgknwouveHus K MK no Ethernet;

» PasbeM gns nogknyeHus agantepa nutanma 220 B;

e KnemMmbl ons NOOKNOYEHUS BHELLHErO UCTOYHMKA NuTaHma 12 B;

e Pa3béM ansg nogknoyeHUs AMHAMUKOB;

» Pa3béM gns NoAKAYEHUS K TOPOACKON TenedOHHON NUHUK
(B ucnonHeHnumn «Kontakr» PSTN/IP);

o Cnot ans yctaHoBkM SIM-KapTbl M pa3béM A9 NOAK/IHOYEHUS BHELLHETN
GSM-aHTeHHbI (B ucnonHeHun «KoHtakm» GSM/IP);

e MHamkaTopbl pexxuMoB pabotbl u LAN-coeguHeHus.
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PykosoacTeo no akcnayataumu. LMC KoHTakT

UcnonHeHue LULMC «KoHTakT» GSM/IP

o o

GSM LC D LAN

PucyHok 1. MepenHas naHenb

WWW.RITM.RU Made in St.Petersburg, Russia
220V

GSM SPK LAN +12V-

O O ™

PucyHok 2. 3agHas naHenb

3neMeHT HasHaueHue
GSM (uHamkaTop) CBETOAMOAHBIN MHAMKATOP perncTpauum npubopa B ceTu.
LAN (nHamkaTop) CBeToaMoAHbIN MHAMKaTOp cocTosiHus LAN-coeamHeHus.
LCD Xuaokokpuctanimueckuin gucnnen.
GSM SMA-pasbém ana noaknoyeHns GSM-aHTeHHbI.
SPK Pa3béM 419 NoaKNOYEeHNI OUHAMUKOB.
LAN Pa3béM ansa noakntoueHus K KomnbioTepy yepes kabenb Ethernet.
+12V- Pa3béM Ang noaknoyeHns BHeLWHero nutaHua 12 B.
220V Pa3béM ans nogkntoueHns cetesoro nutanms 220 B, 50 .
www.ritm.ru 8 n3 35
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PykosoacTeo no akcnayataumu. LMC KoHTakT

UcnonHeHue LLMC «KoHTaKkT» PSTN/IP

®) o

LCD

PucyHok 3. MNepenHas naHenb

WWW.RITM.RU Made in St.Petersburg, Russia

220V

PSTN SPK LAN +12V-

PucyHok 4. 3agHas naHenb

3neMeHT HasHaueHue
PSTN (MHaukarop) CBETOAMOAHbIN MHAMKATOP BXOASLLENO BbI30BA.
LAN (HamkaTop) CBeToaMoAHbIN MHAMKaTOp cocTosiHus LAN-coeamHeHus.
LCD Xuaokokpuctanimueckuin gucnnen.
PSTN Pa3bém ang noaKNHYEHUS K ropoacKon TenedOHHOM MHUN.
SPK Pa3béM 519 NOAKAOYEHNS AUHAMUKOB.
LAN Pa3bém ang nogkntoueHuns K KomnbioTepy yepes kabenb Ethernet.
+12V- Pa3béM Ang noaknoyeHna BHeLWHero nutaHua 12 B.
220V Pa3béMm ans nogkntoueHuns cetesoro nutanms 220 B, 50 T,

KoMnaeKT nocCTtaBKM U AONOJIHUTENIbHOEe
o6opyaoBaHue

KoMnnekT mocTaBkM M MCMOAb3yeMOE AOMoNHMTENbHOE 06opynoBaHue
npveeaeHbl B nacnopte npubopa.
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UHaouKauua

UcnonHeHue UMC «KoHTakT» GSM/IP

Mpu6op nmeeT HaMKaTOop GSM, NOKA3bIBAKLLNIA TEKYLLMIA PEXMM PabOoTbl, U
uHgukaTop LAN, oTobpaxatowmn Tekywee coctosiHme LAN-coeanHeHums.

CoctosiHue uiaukaropa GSM 3HaueHune
Muraet yacTo (3 pasa B CekyHAy) YctaHoBneHa GPRS-ceccus
Muraet penko (1 pa3 B cekyHAy) MogeM He 3apeructpupoBaH B cet GSM

OnmHouHble Benblwkwm (1 pas B 3 cekyHAbl) MogeM 3apernctpupoBaH B cetu GSM

He roput MogeM BbikNoUeH
CocrosiHue uHaukaropa LAN 3HaueHune
He roput CoepnHenuns no nopty 10000 HeT
[opUT NOCTOSAHHO YcTaHoBneHo coegnHeHne no nopty 10000

UcnonHeHue LLMC «KoHTaKT» PSTN/IP

Mpubop umeet nuamkatop PSTN, nokasbiBaoWmii TEKYLLMIA pexum paboTsl,
n nHamkatop LAN, otobpaxatowwmin Tekyuiee coctoaHne LAN-coeauHeHus.

CocrosHue unaukatopa PSTN 3HaueHune
He roput TenedoHHas nnHUa cBoboaHa
Muraet Bxopawuii TenedoHHbIV BbI30B
TOpUT NOCTOSIHHO YcTaHOBNEHA CBSI3b C OXPAHHOM MaHeNbto
CocTtosiHue nHaukaropa LAN 3HaueHune
He roput CoepnHenuns no nopty 10000 HeT
[opuT NOCTOSHHO YcTaHoBneHo coegmHeHne no nopty 10000
www.ritm.ru 10 u3 35
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NMoAaroroBKa K pabore
Bbi6op Tapudga GSM!

[nsa pabotbl yctaHoBUTE B Npnbop SIM-kapTy cotoBoro onepartopa GSM.
Ucnonb3yite  Tapudbl  COTOBOro  omepaTopa €O  CAefyloLUMHK
MOAK/IOYEHHBIMU YCIYraMu:

» Lindposoit kaHan nepenaum aaHHbix CSD;
» [onocoBol KaHan nepefayun aaHHoix DTMF.

OnTuManbHbIv Tapud 061anaeT CneayWMMm XapakTePUCTUKAMM:

1. WmeeT nocekyHAHYO TapudurKaLmLO.
2. MMeeT MaKCMManbHO HU3KYl CTOMMOCTb 1 MUHYTbI/CEKYHAbI
pa3roeopa.

Bbi6op u yctaHoBKa SIM-kapTbi!

~ YcmaHoska u  usenedeHue SIM-kapmel  npoussodumcs  npu
o OMKAKYEHHOM nuMauu npubopa.

B npubop ycTaHaBnmBaeTcs ogHa SIM-kapTa cTaHAapTHOro pasMepa.

Mepep ycTtaHoBkoOW SIM-kapTbl YCTaHOBUTE €€ B MOOWbHbLIA Tene@oH U
oTkAtounTe 3anpoc PIN-koaa B COOTBETCTBUM C MHCTPYKLMEN Ha TenedoH.

1) Ans ucnonHenuns LUMC «KoHTtakT» GSM/IP.

WWw.ritm.ru 11 n3 35
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~ Bce nodknwyeHus npou3godume npu OMKAKYEHHOM NUMAHUU
o npu6opa.

lepen nepBbiM WMCNONb30BAHMEM HacTpolTe npubop npu  MNOMOLM
nporpamMmebl HacTporku (ana ncnonHeHnsa UMC «Kontakt» GSM/IP).

1. OTKpOMTE HMXKHIOK KPbILLKY M yCTaHOBMTE SIM-KapTy B AepykaTenb, a Takxke
nogkntoumte GSM-aHTeHHy K pasbémy GSM (ang ncnonHeHns GSM/IP).

2. Mopkntoumnte ropoackyto Tened@oHHy nuHuio (FTC) k pasbvémy LINE Ha
3aaHen naHenu npubopa (ong ncnonHeHns LUIMC «Kontakr» PSTN/IP).

3. Toakntounte npubop K MaplupyTM3aTopy, PpOyTepy WAU YCTPOWCTBY
co cnyx6oi DHCP. MNpubop nonyuaet IP-agpec ot cnyx6bbli DHCP unu
MCMONb3YeT HACTPOWKM, yKazaHHble B daine «network.json»?, 3anncaHHoM
Ha SD-kapty, yctaHoBnEeHHyto B pasbeM MicroSD-1.

4. YcranoBuTe npubop B NpeanoYMTaeMoM Mecte paboTbl.

~ He ycmanasnusaiime npubop 8 HenocpedcmeseHHol 6auszocmu
o 0m UCMOYHUKO8 3/1EKMPOMA2HUMHbLIX NOMEX U 3KPAHUPYRUUX
nosepxHocmed.

5. Topkntounte Kabenb CETEBOro NUTAHMS K pasbeémy 220V, a Takke UCTOYHUK
pe3epBHOro nuTanmsa 12 B kK pasbémy +12V-

~ lpu  nponadaHuu ocHosHo2o numaHus (220 B) npubop
o asmomamuyecku nepelioém HA numaHue om pe3epsHozo
ucmoyHuka (12 B).

6. lMpubop aBTOMATUYECKM BKAKYMUTCS MNPWM MNOJAYe HaA Hero MuTaHuS.
Hoxautecb Bxoga npubopa B pabounit pexmMm (Ha 3KpaHe MosBUTCS
Hagnucb «OxuaaHme 3BOHKaY).

7. TopknwumMTecb MNPOrpamMMon HaCTpoMKM K npubopy M HacTponTe
napameTpbl Nnepeaayn AaHHbIX (CM. pasgen «[lporpaMMa HaCTPOMKm»).

2) CM. paspen «PyyHas HacTpoiika ceTeBbiX MapaMeTpoB».
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8. [lnapabotbl npubopa B VPN-ceTn Heo6x0aMMO NoMecTUTb haiin «vpn.json»®
C KOpPEKTHbIMU HACTPOMKAMM MOAKIHOYEHUS HA BHELUHWIA HaKOMUTESb,
yCTaHaBnMBaeMbii B pasbeM SD1. CrpykTypa daina «vpn.json» npuBeneHa
B pasgene «[punoxeHue 1» Ha cTpaHuue 34. [laHHble Ans 3anosHEHUS
(aina Bbl MOXeTe 3aNpOCUTb y Ballero CUCTEMHOIo afAMMHUCTpATopa.

3) https://goo.gl/nUfh7B
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Bsaumopgeucreme C  OXpaHHbIMMU
naHenammu

I'IpM BO3HMKHOBEHUMU CO6bITM9I, OXPaHHO-NOXapHasa nNaHenb NnepenaeT ero B
UMC no HAaCTPOEHHbIM KaHaaM CBA3N.

Obpamume 8HUMaHUe, Ymo 8 Kayecmse UOeHMuUGUKaMopa

\~ 06bekmo8020 npubopa MOHUMOPUH208AS CMAHUUS NpuHUMaem
monbKko cmaHdapmHelli 4embIpEX3HAaYHbIl HoMep, nepedasaemsili
npubopom 8 nocsiike Ademco ContactlD.

Takum 06pazom, 015 KoppekmHol pabomel, 0693amensHo:

e cHumume 2ano4ky «llepedasame IMEI modema no kaHanam
ces3u CSD u SMS ContactID» e pasdene «KaHanwl ces3u»
Npo2pammbl HaACMpPOUKU naHenu;

e 3adalime yHUKaNbHbIG HOMep 0bObekma 8 npoepamme
HacmpouUKu naHenu (cM. pykosodcmeo Ha NAaHeb).

[Onsa nepepaum coobuwenunii ot naHenm B LULMC HeobxogmMo 3aiTu B pasaen
«KaHanbl cBSA3M» NpOrpamMmbl HACTPOMKM MAHENN U YKa3aTb:

1. KaHan cBsizu:

e CSD Contact ID - undposoi kaHan cetn GSM (pns ncnonHenuns LIMC
«KoHTakT GSMy);

e« DTMF Contact ID - ronocoBo kaHan Ans nepegayn cobbiTM Ha
MOHWTOPMHIOBYI0 CTaHLMIO B TOHaNbHOM pexume no GSM (ans obowmx
UCMNONHEHWUN);

* [lpoBogHaa nuuua DTMF Contact ID - ronocoBoi kaHan gng nepepauu
COObITUIA HA MOHMTOPUHIOBYIO CTaHLMIO Yepe3 ropoAcKyH TenedoHHyH
ceTb (B9 060MX UCNOSTHEHUI).
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2. [MapaMeTpbl COEAMHEHMS:

» TenedoHHbI HOMep SIM-kapTbl, yctaHoBneHHon B UMC (ng ncnonHeHms
UMC «KoHTakT» GSM/IP);

» Tened@oHHbI1 HOMep, Ha3Ha4eHHbIN npubopy I'MC (ans ucnonHexnms LLIMC
«KoHTakT» PSTN/IP).

3. lMpoyve napaMeTpbl COEAMHEHWS, TakKMe KakK KOJMYECTBO MOMbITOK
COeAMHEHMUS, HOMep 06bEKTa, pa3aen U T.4.

\ lodpobHee npo HAcmMpoliKy KaHAN08 C893U CM. 8 pyK0BOOCMBAX HA
‘ OXPAHHO-NOXAPHbIE NAHENU.
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Pab6oTa ¢c npubopom

BknwoueHue

[ns BkntoveHmsa npubopa noganTe Ha HEro NUTaHuMe.

lMocne mogauu NUTaHMA BKJKOYEHUE an6opa nponcxoouT B cne,u,y+ou.|,el71
nocnenoBaTeIbHOCTU!

1. Ona ucnonHeHunsa «UMC KoHtakTt» PSTN/IP:

e Ha akpaHe ortobpaxaeTcq  KkpaTtkas  wuHdbopMaums O
npoussoauTene;

 [lpnbop nepexoant B paboumin pexuMm (Ha dKpaHe noseBnseTcs
Hagnucb «OxunaaHue 3BOHKay).

2. Ona vcnonHenna «LUMC KoHTakT» GSM/IP:

e Ha 3kpaHe otobpaxaeTcs  KpaTkas  MHdopmauus 0
npou3BoauTeNE;

e Ha 3kpaHe oTobpaxaeTcs Tekyuas Bepcus BcTpoeHHoro Or0;

« lpoucxogut perncrpaums B cet GSM (nosiBnsieTcs Hagmnuchb
«Perncrtpauus B cetm»);

 [pubop nepexoaut B paboumit pexxuM (Ha 3KpaHe MosiBAseTcs
Haznucb «OXnaaHue 3BOHKa»).
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NMonyyeHue BXoAALWMNX COOOLLEHUN OT OXPAHHbIX
naHeneu

Mocne Bxopa B pabounii pexmMm npubop B aBTOMATUYECKOM pexume
0XMAAET BXOASALWMX COOBLLEHUI OT OXPaHHO-NOXAPHbIX NAHEeNEN.

Mpu nonyyeHun Bxoaswwero coobweHMsa oT NaHenu, oHo oTobpaxkaeTcs Ha
3kpaHe UMC B TeueHne NpuMepPHO TPEX CEKYHA,.

Bxopswee coobuweHne 3anucbiBaeTcs B namaTb npubopa (BOCTYNHO
xpaHeHue 0o 30 BXOoASLWMX COOBLLEHNN).

= MMonyyeHHoe om nawvenu coobujeHue omobpaxaemcs HA 3KpaHe
5 LUMC 8 suode:

<Bxodsujee 2on0coeoe><N? menegpoHa omnpasumensa>

Mocne nonyyenus coobuieHns LUMC cHoBa HaxoauTCcs B paboyem pexume u
OXXMAET HOBbIX COOOLLEHNA OT OXPAHHbIX NaHenen.

MNepepaua NONYYEeHHbIX COO6LEHN A B
MOHUTOpPUHrosoe MO

lMocne nonyyeHuss coOOBLLEHMS OT MAHENM MOHMTOPUHIOBAs CTaHLMA
nbliTaeTcs nepenatb ero B MoHMTOpUHrosoe [10.

Ecnm nepepava gaHHbIX B MOHMTOPUMHIoBoe MO HEBO3MOXHA, TO HA 3KpaHe
LUMC 6ygeTt nepnoauyeckm nosenstbca coobuweHne «Het ceasm ¢ MLUH».

LUMC nmeeT BHYTPEHHIOI0 MaMsTb, MO3BONAIOLWYO XpaHUTb A0 30 BXOASALWMX
coobuweHuni. Takum ob6pasom, npu oTcyTcTBuM cBA3m ¢ MLLH, Ha akpaHe ByayT
NepuoaMyYecku NoKasbiBaTbCs HenepenaHHble xpaHawuecs B namatn UMC
coobuieHus.
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[ns nepepaun cooblueHnit B MOHUTOPUHIoBoe MO Heob6XxoaMMO HaCTPOUTb
BXOAALME NOTOKM B 3TOM [10:

1. MNpu pabote c MO PCN6 co3paite BupTyanbHbli COM-nopT c
nomolubto cneumansHoro MO, Hanpumep, VSPE*, 1 3atem:

e [lo6aBsbTe notok «Bxoaswmit - DSC Surgard (MoHWTOpMHroBas
ctaHuma «KoHTakT»)» B nporpamme InetServer;

* B kauectse TCPClient VSPE ykaxute nony4eHHbI npubopoM no
DHCP IP-agpec v nopt 10000.

¢ B kavecteBe COM-nopTa yKaXuTe HACTPOEHHbLIA B 3MynaTope
nocnenoBaTenbHbliA NOpT;

¢ Ykaxute napameTtpbl COM-noprta:

» CkopocTb (6uT) - 19200;
e buTbl gaHHbIX — 8;

e YETHOCTb — HET;

¢ CronoBble 6uTblI — 1.

2. Mpun pabote c MO RITM-Link pobaBbTe BXOAAWMI MOTOK 4epes
kaHan csa3u TCP/IP:

» B kauectBe npotokona ykaxute Input TCP Surgard (Client).

¢ Ykaxute IP-agpec MOHWTOPWHIOBOM CTaHLUMW, NOAYYEHHbIN OT
DHCP, n nopt — 10000.

\ lModpobree npo Hacmpoliky RITM-Link yumaiime 8 pykosodcmge
‘ aomuHucmpamopa RITM-Link, docmynHom no Ha oguyuansHoM
calime npou3godumesss WWw.ritm.ru.

3. Mpu TpaHcnaummn aanHbix ot LMC B 10 cTOpOHHMX pa3paboTumKoB
HaCTPOMTE TPAHCNALMIO,ONUPASCh Ha AOKYMEHTaLMIO pa3paboTumKoB
nanHoro MO.

~ Mocne ycnewHol nepedayu coobujeHus 8 MoHumopuHzosoe [10,
o 0HO ydansemcs u3 namamu LIMC.

4) http://www.eterlogic.com/downloads/SetupVSPE.zip
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PykoBoacTBo no skcnayatauun. UMC KoHTakT

HacTpouka npubopa

Mpubop aBTOMaTUYECKM MPUHUMAET COOBLEHMs OT OXPaHHbIX MaHenen u
npenaéT nx B MoHutopuHroeoe 0.

[na koppekTHoi paboTtbl LIMC ponxHbl 6biTb BbIMOMHEHLI Chaeaylolmne
yCN0BUS:

1. [HonkHa 6biTb HACTPOEHA Nepefaya CobbITMI OT OXPaHHbIX NAHeNen
B UMC no kaHanam cBa3u (cM. pasgen «Bsawmmopeicteue ¢
OXPAHHbIMW MAHENIMU» Ha CTpaHuue 14).

2. JomkHa ObITb HacTpoeHa mMepefaya MoJyYeHHbIX COOOBLLEHMI
B MoHuTopuHrosoe [10 (cM. pasgpen «[lepegava nonyyYeHHbIX
coobuweHnit B MoHuTOpUHrosoe MO» Ha cTpaHuue 17).

3. OcHOBHble NapaMeTpbl NOAKJIYEHUS M Nepeaayn AAHHbIX LOMKHbI
6bITb HACTPOEHbI B NPOrpamMMe HaCTPOMKMK.

NMporpaMmma HacTpOMKHU

~ lpoepamma Hacmpoliku docmynHa mossko 05 ucnonHeHus «LUMC
o Koumakms» GSM/IP. UcnonHeHue «UMC Kowmakms PSTN/IP He
npednonazaem 00NOAHUMENbHOU HACMPOUKU.

[ns nogknoyeHMs K nporpamMmme HaCTPOMKM BbINOJIHUTE Cleayowue OencTBus:

1. Mopkniounte npubop K MK ¢ noMowpio kabens Ethernet.

2. Co3painTe BupTyanbHbii COM-noprt.

3. Ckayvaiite nporpamMmy HaCTPOMKK®,

4. Ons nopknwouveHus K npubopy BbibepuTe  MYHKT  MEHI0
«CoennHeHne» — «[1OAKNHOUUTLCA» UAN HAXKMUTE KHOMKY s,'.'i

5. B nosiBuBLIEMCS OKHe coefiMHeHUs (puc. 5) BbibepuTe:

» Homep ucnonbsyemoro COM-nopra;

» Bepcuio yctaHoBneHHoro ®MO (ykasblBaeTcs Ha 3arnaBHOW
CTpaHu1Le nacnopra);

» CkopocTb nepefayn gaHHoix no COM-nopry.

5) http://www.ritm.ru/documentation/program/MS_v_1.0.011.zip
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R
|

Com-nopt  COM3:

BriSEpUTE EEPOMHD MPOLUMEKK
"I VER 02,001,031

(@ HaumHaa ¢ VER 02.001.032

Ckopocts COM-nopta | 19200 - |

Ok J | Cancel |

Pucyrok 5. CoeagunHexune

Mocne Haxatna kHomkn «OK» npousonper noakiluyeHue nporpamMMon
HacTponku K LUMC.

BHewHWIM BUA OKHA NporpaMMbl HACTPOWKM MPUBELEH HA PUCYHKe 6.
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@ Mporpamma sactpoitkn MS GSM v 1.0.011

» (=[5 et

Dain  CoeguHeHue

% & | o
Dfiume HacTpoiku —
Konwsectso Handshake |5 -

IaurensHocte Handshake:
180 me
7190 e
7100 Mo
@ 110 M

Hactpoiikn

OnvrenerocTe KissOff

(T105cex () Z2ecer
@ 1 cek ) 25 cex
1.5 cer ek

BHYTPEHHM 3yrrep
(7)) BRANYETE

(@ He BRAKYETE

_laa
@) HeT

CkopocTe COM-nopra | 19200 o

MomoLus

MogHiraTe TpYGKY NpK NEPENDAHEHMM BHYTPEHHEN NaMATH

JaTeneHocTe nayssl neped Handshake

' 05cex () Gcer
@ 1cer 10 cex
T2 cek

JreneHocTe nayssl nepea KissOff
100 pc

@ 150 Mo

(70200 me

MNepenaya HorMepos TenedoHos Ha PCN
*) NepefaBaTt
@ He nepegaeats

| .’ O4HCTHTE:
| CospatmTe

Com-nopiBepcua Npolwnexn
.

PucyHok 6. lMporpamma

HaCTPOMKHM

WWw.ritm.ru
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dneMeHTbl MHTEepdeica NnporpaMMbl HACTPOMKHU

JnemMeHT

HasHauyeHune

MeHto «®Dann»

CnyxuT Ans BbIXOAA M3 NporpaMmbl HacTpoiiku (Paiin — Beixop)

MeHto «CoegmHeHne»

BbIBOAMT Ha 3KpaH AManoroBoe okHo noaxatoyverus k UMC:
* [lns nopkntouyeHus Bbibepute
«CoegmHeHune» — «lMoaKNUUTLCA;
* [lnga oTkntouyeHus Bbibepute
«CoepuHeHne» — «OTKUNTHC.

MeHto «HacTtporiku»

Cnyxut png coxpaHeHus/3arpysku/
YCTaHOBKM HAaCTPOEK MO YMOMYaHUIO:
e [lna coxpaHeHWs Npou3BeLEeHHbIX HACTPOEeK B
daiin .ini Bboibepute «HacTpoiikn» — «CoXpaHUTbY;
o [lns 3arpy3ku HacTpoek u3 daina Bbibepute
«HacTpoiku» — «3arpysutby;
e [1na Ucnonb30BaHUs HACTPOEK N0 YMONYaHUIO
Bbl6epute «Hactpoiiku» — «HacTpoliku no
YMOJTYQHMIO HA AAHHOM CTpaHuULey,;

MeHto «lMoMoLb»

Mcnonb3syetcs ans BbiBoAa MHGOPMaLMK O
npoussogutene («Momouwb» — «O nporpamMme»)

3

[ =1 Mcnonb3yetcs ans noakatoyenms k LLMC nporpamMmoit HacTpoku.
HaxaTne skBMBaneHTHo Bbibopy «CoeanHeHne» — «IoaKNUUTLCA»
«[MoaKntounTLCA»
3 Mcnonb3yeTcs Ans KOppekTHOro oTkoueHns UMC
b OT MPOrpaMMbl HaCTPOWKK. HaxkaTne 3KkBMBaneHTHO
KOTKHOYUTBCS» BbI6opy «CoeamHeHne» — «OTKHOUUTLCS»

«[MpounTaTh HACTPOMKMK
C JAHHOW CTpaHMLLbI»

Mcnonb3yetcsa Ans npoyteHns HacTpoek u3 namsatn LIMC

«3anucatb HaCTPOMKM
C JAHHOW CTpaHMLbI»

Mcnonb3yetcs Ans 3anucu Hactpoek B namsatb LIMC

|

«HacTpo#ku no
YMONYaHMIO Ha
[QHHON CTpaHuLe»

Mcnonb3yeTtcs AN yCTaHOBKM HAaCTPOEK MO YMOMYaHMIO.
HaxaTune akBuBaneHTHo Bbibopy «HacTpoiiku» —
«HacTpo/ikn no yMonuaHuio Ha JaHHOM CTpaHuLe»

OuHCTHTE

Mcnonbayetcs ans ounctkm obnact obmeHa (kéntas
0611aCTb BHWA3Y OKHA NPOrpaMMbl HACTPOWKHK)

Coxpatiie

Mcnonb3yeTcs ANg coxpaHeHUs coobLeHnit
13 ob6nactn obMeHa B dain .txt

WWw.ritm.ru
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MapameTpbl U HACTPOMKHU

\ Handshake - cueHan Hayana mpaHcasyuu, Komopeili nepedaemcs

‘ 0m MOHUMOPUH20800 CMAHUUU K 0XpaHHol naxenu. Kozda naHens
cogepwaem 8bi308 Ha LIMC, nocnedHsas omnpasnsem el Cu2Han o
MOM, 4mo CMAHYUs 20Mo8a npuHsMs coobueHue om naHesu.

KissOff - cuzHan okoH4aHus ceaHca ces3u, Komopeili nepedaemcs
0m MOHUMOPUH20800 CMAHUUU K OXPAaHHOU naHesu.

Mapametp HasHaueHue
KonmuecTso MakcrumanbHoe KonmMyecTBo 3anpocoB (curHanos «HandShake»),
KOTOPOE MOHUTOPUHIOBAsH CTaHLIMS MOCBIIAET HA OXPaHHYIO NaHenNb.
HandShake P P 4 parihy
Mo ymonuaHutio - 2
[nutenbHoCTb [nutenbHocTb UMNynbcoB HandShake.
HandShake Mo ymonuanuto - 100 mMc
JIUTENbHOCTb
LIL'Iay3bI nepen [nutenbHOCTb Nay3bl nepes umnynscamu HandShake.
Mo ymMonuaHuio - 2 cekyHAbl
HandShake y yHa
[NnuTtenbHocTb LnutenbHoctb Mnynbca KissOff.
KissOff Mo ymonuanuio - 1 cekyHaa
JIUTENbHOCTb .
A [nutenbHoCTb Nay3bl nepes umnynbcoM KissOff.
naysel NEpEA Mo ymonuanuio 100 mc
KissOff y

Bkntouatb/He BKAOYATL 3ymmep. [pu BKAOUEHUM
3yMMep COMpOBOXAAET 3BYKOBbIMU CMrHanaMu Tekyluue
COObITUS HA MOHUTOPUHIOBOM CTAHLMU (BXOAALLME
3BOHKM, Habop curHanoB HandShake u KissOff u 1.4)

BHyTpeHHuMI1 3ymMmep

MNepenaBaTb/He NepenaBaTb HOMEpa Ha Ny/bT LEHTPASIbHOTO

MNepenaya HomepoB | Habnoaexus. Mpu Boibope nyHkTa «Mepenasatb» LLIMC nepenaet B
Ha PCN MoHuTOopuHrosoe 0 Homep

SIM-kapTbl, yCTaHOBNEHHOM B OXPaHHOM NaHenu

Mo ymonuaHuio LLIMC npuHUMaeT 3BOHKM faxe npu
nepenonHeHun NamMaTu. Ins MMHMMM3aLUMKU BO3MOXHOCTH NOTEPU
MoaHumats TpybKy Coo6LeHNs NOCTaBbTe AaHHbIM NapaMeTp B 3HaYeHue «HeT».
npu nepenonHeHuu B atom cnyyae coobuieHune He ByaeT OTNpaBNeHO NaHeNblo B
BHYTpeHHei namMatn | gaHHyto LUMC u octaHeTcs B naHenu, nnbo byaet nepenaHo

B apyryto LUMC (ecnm nocTpoeHa cucteMa U3 HeCKOMbKUX

LUIMC 1 HacTpoeHbl COOTBETCTBYIOLLME KaHANbl CBS3M)
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CKopoCTb Nepeaayn AaHHbIX MeXAY MOHUTOPUHIOBOM CTaHLMeEN
1 NyNbTOM LEHTPaNbHOro HabnoaeHNs (TO eCTb KOMMbIOTEPOM,
Ha KOTOPOM YCTaHOB/IEHO COOTBETCTBYHOLLEE NPOrpaMMHOe
obecneyeHune). YCTaHOBUTE TakKoe e 3Ha4YeHne CKopoCTH
nepenaun aaHHblx Yepes COM-nopt B nporpamme InetServer.
CKopoCTb yCcTaHaBIMBaETCS B 6UTax B cekyHAy (6buUT/c)

Ckopoctb COM-nopta

\ lpu mpaHcasyuu darHHbix 8 PCN6 3Ha4eHus ckopocmu nepedadu
‘ daHHbix yepe3 COM-nopm 8 npozpamme InetServer u 8 npozpamme
Hacmpoliku LUMC o6s3amensHO 00/m#HbI coenadame!
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PyuyHasa HacTpolika ceTeBbIX NapaMeTpoB

[lns pyyHoi HacTpoiku ceTeBbix NnapameTpoB (IP-agpec, wnto3, Macka, DNS)
Heo6xoaMMo MOMecTUTb dain «network.json»® Ha BHELWHWI HAKOMWUTEND,
yCTaHaBnuBaeMbli B pasbem SD1. lepepn 3TuM oTKponTe dain NobbiM
TEKCTOBbIM pefakTopoM (Hanpumep, Notepad) u BBeauTe nmapameTpbl B
COOTBETCTBMM C KOHGurypaumen Bawen cetn. [lpu HeobxoamMMocCTH
YTOUHSAMTE NapamMeTpbl CETU y BALLEro CUCTEMHOIO agMUHUCTpaTopa.

CrpykTypa darna «network.json»:
{
«ethO»{
«ip» : «192.168.13.91»,
«masks : «255.255.255.0,
«gate» : «192.168.13.1»,
«dns» : «8.8.8.8 8.8.4.4»

B danne «network.json» xpaHaTCa OCHOBHble mapaMeTpbl, HeO6XxoauMble
LN NOAKNOYEHUs Npubopa K IOKaNbHOW CeTw:

Mapametp 3HaueHue
ip IP-appec npubopa
mask Macka noacetn
gate OCHOBHO W03
dns Anpeca DNS (BBogsTcs Yepes «npoben»)

6) https://goo.gl/gFhiw)
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Mepbl NpeaoCTOPOIXKHOCTHU

MpaBuabHO 3KCNyaTUpyiTe npubop M cobntopfaiTe crepylowmne Mepbl
NpefoCTOPOXKHOCTY:

e XpaHuTe M UCMNonb3ymMTe nNpubOpP TOAbKO B CYXOM COCTOSIHWM.
lonagaHue XuOKoCTW, OOXAA WM WHOW Bnaru, a Takke pabota B
YCNOBUSIX MOBbILEHHOW BNAXHOCTU MOTYT NOBPEAUTb 3NEKTPUYECKYHO
cxemy npubopa;

e Mcnonb3yiite n xpaHuTte npubop B HesamnbineHHbIX MecTax. M3beranTte
pa3sMmelleHnss nNpubopa B CAMWKOM XapPKUMX WM O4Y€Hb XOMOAHbIX
MecTax;

» He noggepraite npubop CnnbHOM BUOPaLMKM AN Pe3KMUM yaapam;

e B cnyuae 3arpsasHeHus npotuparite npubop Cyxoi YMCTOM TKaHbto. He
MCMONb3YMTe NPU 3TOM XMMUYECKMe BeLLeCTBa UM MOKOLLME CPefCTBa.

* He okpawwuBaiite npubop, Tak Kak 4aCTUYKM WMHOPOAHBIX KPACOK M
MaTepuanoB MOryT NONAacTb BHYTPb U BbIBECTU €r0 U3 CTPOS;

» He pa3bupaiite 1 He peMOHTUpY/iTe NpUBOP CaMOCTOATENBHO.
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CeBepeHus 06 ytunusauum

MpubBop He COAEPXKNUT B CBOEM COCTABE APAroLEHHbIX METasNoB, ONaCHbIX
WU AA0BUTbIX BELLECTB, CMOCOOHbIX HAHECTU BpEA, 340POBbI0 YEIOBEKA MU
OKpYXKalolei cpeae, U He NpeacTaBAseT ONAaCHOCTU A5 XXU3HU, 300POBbA
NI0AEN M OKPYXKaloLWEN cpeabl MO OKOHYaHWM CpoKa CIYXKObI.

B cBsizn € 3TUM yTunusaumna an60pa MOXXeT Npon3BoanTbCA MO nNpaBuiam
yTnunusauumn 06LLI,eI'IpOMbILIJJ'IEHHbIX 0TX040B.
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TexHUuuyeckoe ob6cnyxupaHume

He pexe AByx pa3 B rof npoBepsiiTe COCTosHWe npubopa Ha npeameT
HaNuuMs MNOBPEXAEHWMIA Kopryca M pa3beMoB, NpU HeoOXOAMMOCTH,
3auMLLANTE KOHTAKTHbIE MOLWALKM.

He pexe onHOro pasa B Mecal NpoBepsiiTe HanuMuuMe CPencTB Ha CyéTe
SIM-kapTbl (815 ucnonHenmnsa UMC «KoHtakT» GSM/IP) n Ha cuéTe Bawero
onepatopa ['TC (ana ncnonHenuns LUMC «KoHtakt» PSTN/IP).
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CootBetctBUe NOCT P 53325-2012

Mpubop cootsetctByeT NOCT P 53325-2012 TONbBKO MpM MCNONB30BaHUU
CoBMeCTHO ¢ APM ¢ yCTAQHOBNEHHbIM TMPOrpaMMHbIM 0becrneyeHueM,
paspaboTtaHHbiM OO0 «HIMO «Putm»:

* GEORITM Bepcusg 2 (kommepueckoe HazBaHue GEO.RITM);
* PCN Bepcuga 6 (kommepueckoe Ha3BaHune PCN-6).

Mpu 3TOoM wWHAMKaums (TpeBora, HEUCNPaBHOCTb W MNpo4yee) AONXKHA
npousBoamtbcs B APM. MuTaHuMe npubopa LONXKHO OCYLECTBAATLCS OT
CTOPOHHUX pe3epBUPYEMbIX UCTOYHWUKOB C MHAMKALMEN HA UCTOUYHMKE.
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Mepbl 6e30nacHOCTH

Bce paboTbl, CBS3aHHbIE C HACTPOWMKOWM M 0BCNy>XMBaHMEM NpUBOPa, AOMKHBI
NPpOBOAMTLCS MEpPCOHANoOM, MMEeKWWWM Ang 3TOro COOTBETCTBYIOLLYIO
KBannduKaLumo.
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TpaHCNOpTUPOBKAa U XpaHEHUe

TpaHcnopTupoBka npubopa A[OMKHA OCYLWECTBAATbCS B YNakoBKe, B
3aKPbITbIX TPAHCMOPTHbLIX CPEACTBAX. YC/I0BUS XPAaHEHUS U TPAHCMOPTUPOBKM
[LOMKHbI COOTBETCTBOBATb ycnoBusaM 3 (XK3) no FOCT 15150. B nomeleHmsax
AN XpaHEHWUS He JONMXHO GblTb TOKOMPOBOASLLEN MNblAU, NAPOB KUCAOT U
Wenoyer, a TaKXe ra3oB, BbI3bIBAKOLWMX KOPPO3MIO M Pa3pyLLALOLWMX
U30N5LUMIO.
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PykoBoacTBo no skcnayatauun. UMC KoHTakT

FapaHTUM U3roToBuTens

M3roToBuTENb  rapaHTMpyeT COOTBETCTBMe npubopa TpeboBaHMAM
TEXHUYECKMX  YCNOBWMIA  Npu  COBNIOAEHUM  KJIMEHTOM  YC/OBMIA
TPaHCNOPTUPOBAHMUS, XPAHEHUS, MOHTAXa M SKCMayaTaLmm.

[apaHTWUiHBIM CpOK 3KcnayatauuMu — 12 ™MecqaueB CO AHA BBOAA B
3KCnAyaTaumio, Ho He bonee 18 MecsLEB C MOMEHTA U3rOTOB/IEHMS.

[apaHTUIAHBIM CPOK XpaHeHNS — 6 MeCsueB C MOMEHTA U3rOTOB/EHMS.

M3roToBuTENb HE HECET OTBETCTBEHHOCTM 3a KA4yecTBO KaHanoB CBS3M,
npenoctaBnsembix onepatopamm GSM u I'TC.

M3rotoBuTens ocTaBisieT 3a co6Oi MpaBO BHOCUTb WM3MEHEHUS, He
yxyplwawowme QyHKUMOHANbHOCTL npubopa, 6e3 npeaBapuUTeNbHOMO
yBE[LOM/IEHUS NOTpebUTenei.
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PykosoacTeo no akcnayataumu. LMC KoHTakT

KoHTaKkTHaa uHpopmMauums

LleHTpanbHbIit oduc: MockoBckuit oduc:
195248, Poccus, r.CaHkT-lNeTepbypr, 127051, Poccus, r. Mockaa,
np. JHepreTukos, 4. 30, kopnyc 8. 2-oii Konobosckuit nep., a. 13/14
+7 (812) 325-01-02 +7 (495) 609-03-32

www.ritm.ru info@ritm.ru
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PykosoacTeo no akcnayataumu. LMC KoHTakT

NMpunoxeHue 1

CTpykTtypa daitna «vpn.json»
{
«vpn»: |
«enable»: true,
«debug»: 1,
«delay»:10,
«mode»: «tap»,
«no _encryption»: true,
«address»: «11.22.33.44»,
«port»: 12345,
«auth type»: «psk»,
«group _login»: «login grp»,
«group password»: «password grp»,
«login»: «login»,
«password»: «password»
}
}

B daline «vpn.json» XpaHATCS OCHOBHble MapameTpbl, HeobxoauMble Ans
yctaHoBneHus VPN-coeguHeHuns:

Mapametp 3HaueHune
address Apnpec cepsepa aBTopusauum VPN
port MopT cepBepa aBTopu3auum VPN
auth_type Tun ayTeHTUdMKaLMK
group_login Mms rpynnbl ons ayteHTMdUKaumm
group_password TpynnoBoii naponb Ans ayTeHTUdbUKaLMM
login Mms nonb3oBatens
password Maponb nonb3oBatens

Takxe 015 KOppekmHOo20 NOOK/IOYEHUS YKAXUme HeobxoouMbie
‘ 3HaveHus napamemposg «enable», «debug», «delay», «modex.
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PykosoacTeo no akcnayataumu. LMC KoHTakT

UcTopuna UsMeHeHUuu

Bepcus [arta usmeHeHus OnucaHune

1.0 04.08.2016 Co3paHue LOKyMeHTa.

11 11.08.2016 M3MeHeHMs B MHAMKALMM U NOANMUCAX Ha
NaHensx B CBS3U C U3MEHEHUsMM B Npubope.

12 18.10.2016 [o6aeneHo onucaHue NPUHUMAEMOro
MHAEeHTUDMKATOpa 06beKTOBOIO Npubopa.

13 05.12.2016 McnpaBneHo onucaHue MHAMKaumum
peructpaumu B cetn GSM.
[obaeneHbl pasgensl «Mpunoxerue 1,

1.4 20.04.2017 «Py4yHas HacTpolika ceTeBbIX MapaMeTpoBy,
«CootseTtcteue FOCT P 53325-2012»
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