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Bepcus PO

Jlannoe PO nmMeeT onpeneneHHyo BEpCUIo, OTPAXKAIONTYI0 U3MEHEHHUSI B COOTBETCTBUU C TaOIUIICH

HIXKE.
JlaTa .
Bepcust . Kpartkoe onucanue u3mMeHeHu it
H3MeHEeHUui
0 09.2026 Co3maHue TOKyMeHTa.

Bepcus 11O
Jlannoe PD ommceiBaeT (GyHKIHMOHAN ONPEACIICHHONW Bepcuu mporpammHoro odecreueHus YC,
JICUCTBYIOIIEH HA MOMEHT €ro BBIYCKA.

Bepcus nporpammuoro odecriedenus YC — 1.0.1(.20260803).
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IlepeyeHb NPUHATHIX 0003HAYEHUI U COKPALLICHUI

Oo6o3nauenue /
Onpenesienune
COKpalleHHe

[Ipouecc nmpeaocTaBiIeHUs MOIb30BATENIO WM TPYIIE MOJIb30-
BaTeJed ONpeeNIEHHBIX MPaB Ha BHIIOJHEHUE ONPEECIICHHBIX

ABTOpH3anMA . .
NEICTBH, a Takke MPOLEeCC MPOBEPKHU MpaB JOCTyIa MpH MO-
NIBITKE BBITOJIHEHHUS] 3TUX JICUCTBUM.

APM ABTOMaTH3MpOBaHHOE pabouee MecTo — pabouee MeCTO OJHOU
U3 TPYMI HOTPEOUTENIs MPOrPAMMHOTO 00ecieUeHusl.

BII biiok nuranus YC.
JloMobOHHBIN KOMILIEKC - COBpEMEHHAasi CUCTeMa KOHTPOJIS J10-

JAK CTyIIa, BKJIFOYAOIas B ce0s OJI0KH BBI30BA, 3aMKH, JIBEPH, IJICK-
TPOHHBIE KJItOUH, a00HEeHTcKHe ycTpoiicTBa u MII aboHEeHTOB.

Ui Hcrounuk nuranus.
KitoueBoe yctpoiicTBo, nepudepuitHbIil CYUTHIBATENb UICHTH-

KY ¢ukaTopoB goctyna (B maHHoM jaokymente — mojens CRE-
715s)

MII MoOunbsHOE npuiiokeHue «ellom».

K [TepcoHanbHBIN KOMITBIOTED.

no [IporpamMmMHOe oOecrieueHue.

Iiatdopma [Tnardopma xoHPUTYpHpPOBaHUS, YIIPABICHUSI 1 MOHUTOPUHTA

P WHXCHEPHBIMH CUCTEMaMH KUJIOTO JOMa.

Moxsesn YacTb CTPYKTYpbl CTPOEHUS, BHYTPH KOTOPOM pa3MellaroTcs
KBapTHUPBHL.
CoTpyAHHMK OpraHu3alud, KOTOPOMY MPEAOCTaBICH TOCTYI B

CoTpyaHUK OpraHu3aluu APM, a taxxe onpezneneHHbI HAOOp Mpas (onpeaensercs opra-
HH3alKEN).
Touka mpoxoja, rie pacrnoyioKEeHbl OJJHO WJIM JBa YCTPOMCTBA

Touka nocryna (T/) POXO/Ia, TA€ p A sBa yerp
KOHTPOJISL M YIIPABJIEHUS IOCTYNOM (BXOJI/BBIXO).

YC Yerpoiictso conpspxenust (UD-CAN-3ip).

4ycC UpesBblyaiiHasi cuTyarusl.

CPU LentpansHoe oOpabaThiBaroIiee YCTPOWCTBO KOMITbIOTEpA
Nano Pi NEO CORE.

EMF OnekTpoHHble Kimoun cTanaapra Eltis Mifare.

ID YHUKaIbHBIN CETEBOM HOMEP KOHKPETHOTO YCTPOMCTRA.

MCU MukpokoHTpoJuiep (MUKpoCcXeMa IIIaBHOr0 Ipolieccopa) Ha ar-
napaTHoO# mIaTgopme ycTpoiicTaa.
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1 O06mue cBeaeHus

1.1 O pykoBojacTBe

Hacrosiee PykoBoaCTBO 10 3KCIITyaTauu (J1ajaee mo TeKety — PJ) comepXuT onrucanue ycTpom-
crBa conpsukenuss UD-CAN-3ip (manee mo tekcty — YC), €ro OCHOBHbIE TEXHUYECKUE XaPAKTEPUCTUKU U
yKa3aHUs1, HeOOXOAMMBbIe JIJIsl IPAaBUIIBHOM 1 0€30MacHOM YCTaHOBKHU U dKcIutyataiun YC B cocTaBe J0-
mModoHHOro Komiuiekca (maiee o tekcry — JAK).

Y C npennaznadeHno s paboTsl B coctaBe [P-cucteM koHTpois nocTymna Ha 0a3e mporpaMMHOTO
komruiekca «Ilnardopma» u kioueBsix ycrpoiicte CRE-71s (manee mo texcry — KY).

Hacrpoiika YC npou3BoAUTCS CIEAYIONIMMA CIIOCO0aMH:

» C nomomsto web-uarepdeiica YC.

» C nomotsio aBTOMaTHYecKoro paboyero mecta «llmardopmar (nanee mo rekery — APM).

B manHOM pyKOBOJICTBE pacCMOTpeHa HacTpoiika napamerpoB Y C ¢ momolisio web-unrepdeiica.

[lepen ycTaHOBKOM, MOJIKIIOYEHHEM U BBOJIOM CHUCTEMBI B JKCILTyaTallMI0 HEOOXOIMMO BHHUMa-
TEJIBHO MPOYHUTATh U U3YUUTH JaHHOE PD.

K pabote ¢ YC nomyckaercst nepcoHai, UMEIOMINN JOMyCK HE HUKE TPEThel KBann(pUKAMOHHOM
TPYIIBI 3JIEKTPUUECKON 0€30MacHOCTH, MOATOTOBICHHBIA B 00beMe MPOU3BOICTBA PadOT MO MOHTAXKY U
noxkitoueHuto YC.

Pucynku, mokazanusie B PO, HOCSAT TOJIBKO CIIPABOYHBIN XapakTep.

B cBsi3u ¢ nocTosiHHOM paOoTOM 110 COBEPIIEHCTBOBAaHUIO pa3padbarbiBaeMbIXx Y C, B MX KOHCTPYK-
IIUI0 MOTYT BHOCUTBHCSI U3MEHEHMSI, HE OTpaKEHHBIE B HacToseM PO, mpu 3ToM Npou3BoAUTENb HE 00s13aH
UHPOPMHPOBATH NMOTpeduTeNelt 0 Takux u3MeHeHusx. C akTyanbHOH Bepcueit PO MOXKHO 03HAaKOMUTHCS
Ha caiiTe mpou3BOaUTENs WWW.eltis.com.

Hacrosimee PO npennonaraet Hanmuuue y mojab30BaTesiss HEOOX0IUMOTO OTbITa M 3HAHUH B 00J1aCTH

CETEBBIX TEXHOIOTHM.
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1.2 PoJiu noJib3oBarTejiei

B 3aBucumocTH OT cBOMX (DYHKIHMI TOIH30BATENN UMEIOT OJIHY U3 POJICH:

» AIMHUHHCTPATOP OPraHU3alMM — JIUI0, OTBETCTBEHHOE 3a oOecreueHne OecriepeOoitHol pa-
60TbI U dddexTuBHOE Ucnosb3zoBanue [IK. imeer momHbIil 1ocTyn KO BceM GyHKIMAM U HacTporikam Y C
yepe3 Web-unrepdeiic u APM.

» YcTaHOBIIMK — (U3HUYECKOE JIUIO WU OPTaHU3AINS, 3aHIMAFOIIAsCS MOHTaXKOM, HACTPOUKON
U TeXHUYeCKUM o0ciyxuBanreM Y C U COMyTCTBYIOIIEr0 000pyAOBaHHUS.

» Ioab3oBaTesib (A00HEHT) — JIMIIO, UMEIOIICE JIOCTYIT Ha OXPAHAEMYI0 TEPPUTOPHUIO C HCITONb-
30BaHueM Kitodert nocryna (RFID-kapT, OpenokoB, MOOMILHOTO MIPHIIOKEHHST) Uepe3 TOUKH TOCTyNa (Ja-

aee no texcty — TH), yrpasisiembie YC.

1.3 [Ipeanmosiaraemoe uCnoJib30BaHue

YC UD-CAN-3ip —sto IP-koHTpOIIICp, IpeAHA3HAYCHHBIH JIJISI HCIIOIb30BAaHUS B COCTaBE CUCTEM
KoHTpoust goctyna. YC obecneunBaeT neHtpanu3oBanHoe ymnpasienue 10 30 KY mo cereBomy CAN-
uHTepdeiicy.

Y C npenna3HadeH Jjis:

» VYrpaBieHus: peKuMaM# paOdOThI TOUEK JA0CTyNa: KOmKpboimo», «3aKpeimoy, «Pexcum omkpol-
mbuix 0gepeiry, «Pexcum YC».

» Xpanenwus B mamsTH ciucka kaptup u UID xmroueit, nmeromux goctyn K Kaxaoi T/I.

» BzanmoneiictBue ¢ APM 11 mosmy4eHust CHUCKOB KITIOUYeH, KOH(OUTYPAIMOHHBIX (HalJIOB U CUH-
XPOHU3ALMH )KypHaJla COOBITUH.

» OOecrieueHnss aBTOHOMHO# paboTHI IpH noTepe cBsizu ¢ APM.

VYC noaxmrouaercs k cetu Ethernet ¢ momonrsio pazsema RJ-45 u k KY uepe3 nByXmpoBoiHyo
munuto CAN.

B cnyuae neyenegozo ucnonp3osanus, HenpasuUIbHOI IKCRIAYAMAyUU, HERPAGUILHO20 NOOKITIO-
YeHUsA, HEHAOIeHCAue20 6bINOJIHEHUA padom no oocayycusanuro u pemonmy YC — npouszeooumens ne
Hecem HUKAKOU OMeemcmeeHHoCmu 3a 110001 603HUKULUIL yuiepO, 2apanmuiinble 00A3amenbcmea npu
IMOM AHHYTUPYIOMCA.

K BoImonHeHuto padoT 1Mo 00CTyKUBAHUIO K PEMOHTY JIOMYCKAeTCsl TOJbKO 00yUYEHHBIN IEPCOHAIL.

SANNPEIMAETCAI:
» Jlomyck kK 00CTy)KUBaHUIO HE O0YUEHHOTO ITepCOHaA.
» Hcnonp30BaHne HEOPUTHHAITBHBIX 3aITACHBIX YaCTEH.

> HpOI/ISBO,Z[I/ITL TCXHHUYCCKHUEC U3MCHCHUA U MO,[[I/I(i)I/IKaI_II/II/I.
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1.4 TpeOoBaHus K yCTAaHOBKE

> YcraHnoBka MMPOU3BOAUTCA B 3aKPBITHIX TOMCIICHUAX, 3AllIUIICHHBIX OT IIPAMOTO BO3I[€I>’ICTBI/I$I

aTMOC(EpHBIX OCAJIKOB (J10K/1b, CHET).

> Dkcrmyatamus YC JIomycKaeTcst IpU TeMIepaType OKpysKaromero Bo3ayxa ot 0 no mmoc 40°C

(17151 3aKPBITHIX TOMEILIEHUN ).

» MecTo yCTaHOBKH JIOJDKHO OOecreunBaTh CBOOOIHBIN JOCTYII Uit OOCTY>KUBAaHUS U TIOJIBOJA

Kabeeii.

» [loBepxXHOCTh YCTAHOBKH JIOJKHA BBIZCpKUBaTh Bec Y C.

1.5 TpeOoBaHus K JIEKTPUYECKOMY NOAKIIOYCHUIO

» Y C 10JDKEeH MOJIKITF0YATHCS K HICTOYHUKY MTUTaHUS TIOCTOSIHHOTO TOKa om +10 0o +14B.

1.6 MapkupoBka

3aBojicKas HaKJIelKa pacmnoiokeHa Ha kopryce YC (Ha ThUIbHOM CTOPOHE).
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PD u HeykocHUTENBHO cOOMIONATh TPEOOBAHMS, U3JI0)KEHHBIC B HEM.
» Ilepen TeM Kak HadaTh MCMOJIb30BaTh Y C, HEOOX0AMMO 00s3aTelNbHO MPOUYUTATH AaHHOE PD.

DnexTpoHHas Bepcust PO xpaHuTcs Ha caiite npousBoauTesss Www.eltis.com.

» YC 0IKeH HCIOIb30BaThCsl TOIBKO 110 CBOEMY MPSMOMY Ha3HAYEHHUIO B COOTBETCTBUH C JaH-
HbIM PO.

» YcraHoBKa (MOHTaX/TIOJKIIIOYEHUE) JODKHA MPOU3BOAUTHCS TOJIBKO KBATU(UIIMPOBAHHBIMU
CHEeLUATUCTaMH.

» B ciyuae, eciu YC He paboTaeT T0DKHBIM 00pa3oM, HEOOXO0JMMO OOpaTHTHCS B CIIYKOY TeX-
HUYECKOU MOIECPIKKH TPOU3BOUTEIIS.

» 3ampeniaercs noaseprats Y C BO3IEHCTBHUIO BOJBI WM BJIard — 3TO MOXKET IPUBECTH K yIapy
TOKOM WK noBpexaeHuto YC.

» Ilepen nonxirouerreM Y C K HCTOYHUKY MTUTAHUS HEOOXOUMO yOEIUTHCS, YTO ITapaMeTphl
HaINpsOKCHUS] TUTaHUSI COOTBETCTBYIOT TPEOOBaHMSAM, YKa3aHHBIM MTPOU3BOIUTENIEM B SKCIUTYaTallMOHHOM
JOKYMEHTAIUH.

» Ilpu monTaxke YC HeoOX0anMo yOeIUThCs B HAJIS)KHOCTH KpeTiexa.

» IloBepxHoCTb, Kyna Oyaer kpenutbest Y C, T0DKHA BBIIEP)KUBATh €ro BEC.

» 3anpemaercs ycraHaBnuBaTh Y C B CBIPBIX U BIQKHBIX TOMEIICHHSX.

» 3ampeniaercsi XpaHUTh M UCTI0IK30BaTh Y C MpH Temreparype, BBIXOSIIEH 3a MpeIebl T01y-
CTUMOH.

» 3anpemaercs omyckatb Y C B BOJy U JFOObIE )KUAKOCTH.

» ]I 0O4MCTKYM MOBEPXHOCTEW YCTPOUCTB 3aIpeliaeTcs IPUMEHSITh OCH3WH, KEPOCHH U ITPOUHe
pPacTBOPHUTEIH, T.K. TO MOXKET IPUBECTH K OBPEKICHUIO TOBEPXHOCTH YCTPOMCTB.

» Bo Bpemst TpaHCTIOPTHPOBKH 1 XpaHeHus1 Y C TOHKEH HaXOIUTHCS B 3aBOJICKOH YIIaKOBKE.

:]
2 O0mue Mepbl 0€30MACHOCTH
Hepez[ YCTaHOBKOﬁ n BKCHHyaTaHI/Ieﬁ VC HeO6XO,Z[I/IMO BHUMATCJIIBHO O3HAKOMUTHCA C HACTOSITUM
10
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3 Onucanue ycTpoicTBa

3.1 Hazuauenue

Y C npenHazHadeHO IS SKCIUTyaTaluu B coctaBe |P-cuctemM KOHTpOIIs JocTyna B Ka4eCTBE 1IEH-
TpaJIbHOTO KOHTpOJUIepa, ynpasisitomero 10 30 KVY.

Y C obecrieunBaeT CAaHKIIMOHUPOBAHHBIN JOCTYII Ha 3aKPbIThIE TEPPUTOPUU U B IOMEILICHUS Yepes
TJ1 (nBepu, TYpHUKETHI, IIJTArOayMbl) HA OCHOBE:

» Jlanubix ot RFID-cuutsiBateneii (EMF).

» Hannbix ot MIL

» Komang ot APM «ITnardopmar.

3.2 Pexkxumbl padoThI

YC MoxeT paboTath B HECKOJIBKHX (DYHKIIMOHAIBHBIX PEXKHUMaX, KOTOPBIE OMPEEIISIOT JOTHKY
ynpasienus: TJ (311eKTpOMarHuTHBIMU 3aMKaMu JBepeii) u B3aumoeiictaue ¢ IP IK:
1. Pe:xxumbl pa6oThl TOUYEK A0CTYyNA (YNpaBjieHHe 3aMKOM):
» «3axkpeimoy (nopmanwvhutii pexcum). Bee T]I, ynpasnsiembie YC, IpUHYIUTEIBHO 3a0710KH-
pOBaHbI (IOCTYII 3aIlpellieH AJIs BCeX, KPOME aBapUHHBIX CIIy>KO MO CHIEUAIbHBIM MPOTOKOJIAM).
» «Omkpoimo». Bee T]/1, ynpasnsembie YC, NpuHYIUTENEHO pa30I0KUpOBaHbL. [IBeph MOKET
OTKPBITH JII000H KeTaromuii 0e3 UCTI0NIb30BaHus KIIOYeH.
» «Pexcum omkpoimuix 0gepeidy (pexum «UCy). CriennanbHbIA peXUM, aKTHBUPYEMBI Bpyd-
Hy!0 onepaTopoM ¢ APM st SKCTpeHHOTI0 OTKPBITUS BCEX ABepel (Hampumep, npu noxape). Ilpu aktu-

Baruu pexxuma YC YC nojaer kKoMaHly Ha OTKpbITHE BeeX ynpasisieMbix T/I.

2. CeTeBble pe:KMMBbI B3aUMO/IeHCTBHSA

» Ocnoenoii padouuit pexcum. OObIUHBINA peKUM padboTHI, pu KoTopoM YC ynpasnsier T/]
COIJIACHO TeKyIel KoHpUrypanuu (3arpy>KeHHbIM CIIUCKaM Kitodel u kBapTup). YC MoAKIIOYEHO K JI0-
kanpHOM cetu Ethernet, umeer cBsizb ¢ APM 1 ocyliecTBiIseT ABYCTOPOHHHUI OOMEH JaHHBIMU: TPAHCIH-
pyet koman el oT APM Ha cuntsiBatenu KY nmo CAN-muHe 1 oTIpaBiiseT coObITHS 00paTHO (IIPOXOAbI,
TPEBOTH).

» Aemonommuutit pexcum (pexcum omcymcmeusn ceazu ¢ APM). Pexxum paboTsl ipu motepe
cBs3u ¢ APM. VC npogomxaer paboTaTh 10 MOCieIHEN 3arpyKeHHOW KOHDUTYpalui U XpaHUT KypHaI

coObITHii TokanbHO. [Ipu norepe coenunenus ¢ APM YC nepexoaut Ha paboTy U3 BHYTPEHHEH MaMsTH.
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Y C nponosmkaeT yrnpasisTh JOCTYIOM 10 coxpaHeHHoMY cnucky UID kitoueit n kBapTHp, oOecrieunBast
Oecriepeboiinyro padboty 1K Ha o0wekTe. [locie BOoCCTaHOBICHHUS CBSI3U HAKOTLIICHHBIC )KYPHAIBI COOBITHIA

BBIFpYsKatoTcs B APM.

3.3 OyHKUuuuU

OcnoBubie pynkuuu YC:
1. Yopasienue kiaw4eBbiMH ycTpoiictBamu CRE-71s:
a. [Moxgnepxkka no 30 KY na onnoit CAN-nuHuM.
b. 3arpyska kondurypanuonusix ¢aitnos (KP) B kaxmoe KY.
c. [Tomyuenue u nposepka craryca KV (B cetu/He B cetn).
2. O6paboTKa coObITHIi JOCTYNA:
a. [Tpuem naenTudukaropa kiaoua ot K.
b. IIpoBepka mnpae gocTyna k KoHkpetHou T/I.
C. [IpunsiTue pemeHus 0 MpeAOCTaBICHUN AOCTYIIA HITH OTKas3e.
d. IMepenaua koMaH Ha OTKPBITHE 3aMKa depe3 KVY.
3. Benenmue :xypHaJia coObITHIA:
a. dukcanys Bcex MOMbITOK JOCTYIA (YCIEUIHbIX U HEYIaYHbIX).
b. ®ukcanus cucTeMHBIX COOBITHH (BKIIIOYCHHE, OOHOBJIEHUE, OIIHOKH).
. XpaHeHue xypHajua JokanbHo 10 30 aHel (mpu norepe CBs3M).
4. Uurerpauus c [lnargopmoii:
a. [Tosmyuenue koHpuUrypauu (CMcku Kitouei, keaptup, KO, cepruukar 6e30macHoCTH).
b. Cunxponu3anus xypHana coobituii ¢ APM.
5. PezepBupoBaHue H 0TKA30YCTOIHYNUBOCTD:
a. Xpanenue kirouen 6ezonacHoct u UID xirodeit 1yist aBTOHOMHOM pabOThI.
b. Watchdog nuist mepesarpy3ku pH 3aBHCAHHH.
6. UuauKkanus pe;kuMoB padoThl (Yepe3 CBETOHO/IbI Ha KOpITyCe):
a. BrikmmroueH.
b. BpemeHHbIi cOO¥.
C. JIe)KypHBIN pexXUM.
d. Pexxum otkpeIThIX ABepelt (Pexum UC).
e. HecoBnanenue noaxmoueHHbix KY ¢ koHpurypanuen.

f. OOHOBJIEHHE KOMIIOHEHTOB.

3.4 Cocras JIK

JIK Ha 6a3e YC npezacraBiser coO0i ceTeBoe pelleHue, npegHazHadeHHoe Uit uarerpauuu JIK
cepuu ELTIS B enunyio IP-ctpykrypy.
12
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CocTaB CUCTEMEBI BKIIFOYACT CJICAYIOIMC KOMIIOHCHTBI, IOKA3aHHBIC B Ta6JII/II_Ie 1.

Taoauna 1 — CoctaB cucTeMbl KOHTPOJIA 10CTyna (MpuMep)

Ne
u/n KommnoneHT Kparkoe onucanue
1 | APM ABTOMAaTH3HMpPOBAaHHOE pabouee MECTO — pabodee MeCTO OHOM
W3 TPy MOTPEOUTEINSI MPOrPAMMHOTO 00ECTICUCHUSI.
2 Y CTPOHCTRO conpsbicenus LlenTpanbHbIN KOHTPOJIEP CUCTEMBI
UD-CAN-3ip p ThoITEp '
KiroueBoe ycTponcTBO
3 CuuTthiBaTenb 1151 yrnpasienus onHou T/I.
(CRE-71s) AUt yTip Ao TJL

DnekTpoHHble Kiatoun crapnapra EMF, nponucannsie B 0ase
4 | UnerTtudukatopsl P sap » 1P

na"nHeix APM.
HcnonuurenbHbie N N
5 . DnexTpomarauTHeli 3aMok (EML300) wiu aHanoruyHerii.
yCTpOiicTBa
6 BcnomorarensHoe bnox nutanus (PS2-DS3) unu ananoruyHelii, KHOIKA BBIXOJA
000pyI0BaHHE (B-72) nnu aHamoruyHas.
7 CmapTgon ¢ yeTasoBIeHHbIM Hcnonp3yeTcs s yJaleHHOTO OTKPBITHS
MIT «edom» y y P )
CocTaB U KOJIH4eCTBO 000pY/10BaHUS ONpe/ieisieTcsl YCJI0BUSIMH KOHKPETHOI 0
IIpumeyanue! 3aKasa.
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3.5 Haznauenue komnonenToB /IK

3.5.1 Yempoiicmeo conpsiscenus UD-CAN-3ip
LeHTpanbHBIA yNpaBIAIOMIHMN 3eMeHT cucTteMbl. O0ecnieunBaeT cBsi3b ¢ APM, xpanenune 6a3bl

Kioueit, ynpasnenue KY, 00paboTky cOOBITHI U IOTUPOBAHHUE.

3.3.2 Kntoueeoe ycmpoiicmeo CRE-71s

KV, ycranaBnuBaemoe nenocpencrtsenHo y T/, Copepxkut BcTpoeHHbd cuuThiBaresib RFID u
YIPaBISET AIEKTPOMArHUTHBIM 3aMKOM. [TomydaeT kondurypamuro u komansl or YC nmo CAN-munHe. B

ciydae notepu cBsizu ¢ YC MoxkeT paboTaTh aBTOHOMHO 10 MOCJEIHEH 3arpyKeHHOI KOHpUTypauu.

3.5.3 bnok numanus

OOecrneunBaer IMUTAOIIUM HAIIPAKCHUCM YC, KY n QJICKTPOMArouTHLIC 3aMKH.

3.5.4 Dnexmpomaznummnuwiii 3amMoK

HcnonHuTensHOE yCTPOMCTBO, YCTAHABIMBAEMOE HA JIBEPH.

3.5.5 Knonka eévixooa

Y CTpoRCTBO U1l OTKPBITUS ABEPU U3HYTPU O€3 UCTOIb30BaHUS KII0YA.
3.5.6 Cmapmghon (moounvnoe npunoiicerue)

MIT «eJIOM» mo3BOJISIET MOIB30BATESIM OTKPBIBATh JIBEpHU yaaieHHO 1o SIP-BI30BY mim uepe3

KOMaHay B IIPHUIIOKCHUU.
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3.6 Texnuyeckue XapaKTepuCTUKH

OCHOBHBIE TEXHHUECKUE XapAaKTEPUCTHKH MPUBEICHBI B TA0IHUIIE 2.

Taoauna 2 — OCHOBHbIE TEXHHYECKHE XaPAKTePUCTUKH

XapakrepucTuka 3Ha4veHue
Wnrepdeiic cBsizu ¢ APM Ethernet 10/100 M6wut/c
Hutepoeiic cesazu ¢ KY CAN 2.0B .
(M301MpPOBAHHBIN)

Hoz[z[epxmBaeMLIe IIPOTOKOJIbI

TCP/IP, HTTP/HTTPS, OCSP

Hamnpspkenue nuranue nepemeHHoro Toka YC ~220B
Hanpsbxenve nutanus mocTOSTHHOTO Toka miaTtsl Y C 12B
MaxkcuManbHbld OTpebsieMblil TOK 1watel YC, He 0.6 A
Oosee ’
[Momnepxka KY uepes cereBoit CAN-unTepdeiic 10 30 mmT.
MakcumanbsHoe kosnuuectBo T /1 10 30 .

IP-anpec o ymosryaHuto (CTaTUYECKUH)

192.168.1.200
(3aBOJICKAst HACTPOIKA)

Jlorun web-unTtepdeiica admin
[Maposab Web-unTepdeiica (110 yMOTYaHHUIO) 123456
[lonnepxka unrepdeiicon CAN
XpaHeHue COOBITUH TIPH MOTEPE CBSAZH 1o 30 nHei

MakcumanbHas 3aJiepkka 00paboTKH COOBITUI

He 0oiee 100 mc

["abaputHbie pa3mepsl, He Oonee 200x160x50 mm
Macca (HeTT0), HE OoJee 0,5 xr
VYcnoBus aKcrulyatanuu (TeMIEparypa OKpYKaro- ot 0 10 +40°C

IIET0 BO3/IyXa)

VYcnoBus skciutyaTanuu (OTHOCUTENbHAS BIAXKHOCTD
BO3/yXa)

10 80% mpu 30°C

Cpok ciryxObr*

5 net

Cpoxk xpaHenus™, He 0osnee

3 roma

*Yka3zaHHBIE pPecypchl JEHCTBUTENBHBI MPH COOIOJICHUN MOTpeduTeneM TpeOoBaHUM

JICHCTBYIOIIEH IKCITyaTallMOHHOW TOKYMEHTAIWH.
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3.7 KOHCTPYKTHUBHOE MCIIOJITHEHHE

KoHncTtpyktuBHOEe ucnionHeHne YC BBIIIOJIHEHO B BHUJIE YJApONPOYHOIO IJIACTUKOBOIO KOpIyca
OpSAMOYTOJIBHOM (Gopmbl, ycranaBimuaemoro Ha DIN-pefiky mupunoii 35 MM. DTO TO3BOJISIET HA/ICKHO

3a¢ukcupoBath YC Mpu yCTaHOBKE.

3.7.1 Jluyesasn cmopona
Ha nunesoit cropone YC pacmnoyioxkeHbl CBETOANOIHBIE WHIAUKATOPBI COCTOSHUS:
» Hnouxamop «llumanuey, («POWer»): CHrHAIM3UPYET O HATMYUK HanpsukeHus 12B.

» Huouxamop «Pescum» («Statysy): mokassiBaer pexxum padotsr YC.

NHankaTop
«MntaHue»

NHankaTop
«Pexxmnum»

Pucynok 1 — JluneBasi cropona YC

Pexxum padorsr UD-CAN-3ip Cocrosinne cBeToaHo/a IHosicHenue

Ceetoauon «IIutanue» (3es1eHblii)

Brixntouen He cBeturcs Her nuranus UD-CAN-3ip

Caeroauoa «Pesxxum» (KpacHbIi)

IToka3bIBaeT, 4TO MpOLECC JKUB,
HO II0 KAaKOH-TO NpPHYUHE CH-
CTeMa B I1eJIOM KHM3HECIIOCOOHa
[TocTosiHHOE pPOBHOE CBEYEHUE
[TocrosiHHOE cBeueHue (0e3 MH- | CBETOAMOAA  O3HAuyaeT,  uTo
TaHUi) YCTPOMCTBO MCHIPABHO M HAaXoO-
JIUTCS] B OKUIAHUU KOMaH bl

Bpemennsrii cooii (ommbka, 3a- | He cBeTUTCS MOCTOSHHO, KOPOT-
BHCAHHE) Kasl BCIIBIIIKA KKIbIE 5 CEKYH]I

JIexKypHBIN pexuM

MeienHoe Mmuranue (Hampu-
Mmep, | cek. cerutcs, 1 cek. He
CBETHUTCS U TaK IO KPYTy) Moka
AKTHBHPOBAH PEKUM

MegieHHO€e 3allMKIEHHOE MHUTa-
HUEe OyJeT TOBOPUTH O TOM, UTO
Ha o0bekTe pexum UC

Pexxum otkpeIThix ABepeit (UC)
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Pexkum padorst UD-CAN-3ip

CocrosiHNEe CBEeTOIHO0AA

IlosicHeHHe

Creroauon «Pexum» (KpacHbIH)

He coBmamaror moaxiiroueHHbIE
KV u undopmanus u3z xkoHpury-
paruu

Tpu KOpoTKUX, 3aTeM TpU AJIHH-
HBIX MUTaHUS

Ecnm oTnuvaroTcs mosrydeHHbBIC
¢ APM pnannbie u (uznyecKku
nonkiaoueHuple k  YC KV
(OonbIIe/MEHBIIIC/HE  COBIIAJIC-
HUE CEPUIHBIX HOMEPOB)

Oo6noBnenune kommnoHeHToB (KVY,
CPU)

Yactoe muranue (MUraeTr Ioka
UJeT OOHOBJICHUE)

SIBHBI TpH3HAK Mporecca 00-
HOBJICHHsI,  OJIOKHpyeT  Bce
OCTaJIbHOE.

[IpriMeHHMO Tpu OOHOBJICHHH

O6HOBJ’I€HI/I6 KOMIIOHCHTA
(MCU)

HeckonbKo KOPOTKHX BCIIBILIEK,
3aTeM CBETOAMOJ OyleT OTKIIIO-
4yeH Ha Bpemst ooHosieHust MCU

[Tpusnak obnosnenuss MCU.
Ceeronuon ympasisiercs MCU.
HeBo3M0kHO MHUTaTh TOCTOSTHHO
ipu ooHoBiaeHnn MCU

3.7.2 Toinonan cmopona

Ha TBIIBHOM CTOpPOHE PpaCIIOIOKEHBI

CIICHUAJIbHBIC 3alICIKKW  1JId

yctaHoBku YC Ha

MetamnuecMkyto DIN-peiiky mumpuHoit 35 MM (Takke IpeayCMOTPEHbI OTBEPCTHS AJIi HACTEHHOIO

erHJ’IeHHfI), 3aBOACKasd HaKJIEHKa B OTBCPCTUA IJIs1 ITPOBOJOB.

KpenneHue
K DIN-peike

.....

OTBepcTme
Ana npoBoaos (5 wr.)

3aBoacKas
HaKnelKa

Pucynok 2 — TouibHas cropona YC

3.7.3 Buympennan komnonosexka

BuyTpu kopryca YC pacrosnoxeHsl:

1 IleyaTHas nuaTa, HA KOTOPOI PAaCHOJIOKEHbI:

» MUKpPOKOMITBIOTED.

» KiieMMHBIE KOJTOAKHM ¢ BUHTOBBIMH 3aknMaMu 11t noakiroueHnst kK CAN-mmmaaM A u B momo-

¢dornroro kKomiutekca ELTIS.

> KiieMMHas KOJ01Ka ¢ BUHTOBBIMH 32KUMaMHU I TTOAKIIOYEHNS] HCTOYHUKA nuTaHus +12B.

» Pazbem RJ-45 mns moaxmrouenus kadens Ethernet (TCP/IP).
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2 NcTOYHMK NUTAHUA:

BapuanTs! opranuzanun nutanus YC Ha 00bexTe:

» CraHgapTHbIN BapuaHT. [loKIr0YeHHE TUIAThI K BBIXOY UCTOYHHMKA NuTaHus (+12B mocrosH-
HOTO TOKa), BKJIIOYAEMOMY B PO3€TKY ceTH nepemMeHHoro Toka 220B/50I'1. McTtouyHuk nuTaHusl BXOJUT B
cocraB YC.

» Pesepsublil Bapuant. [loaxmoueHne miaTel HanpsAMyro K aTuHud +12B 6iioka 6ecriepe6oiiHoro

nutanus K.

KnemmHas
KonoAaKa
Ne1l

KnemmHas
KoNoAKa
(+12B)

KnemmHas
KONOAKMN
No2

MCTOYHUK
nuTaHua +12B

MUKpoKoMNblOTEP |

Pucynok 3 — Buyrpennsiss komnonoska YC
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3. 7.4 Onucanue KOHMAKMOE KI1EMMHbBIX KOJI0OOOK HIAM bl
Tabnuma 3 — PacimmdpoBka 0003HauYE€HNN CUTHAIOB KIIEMMHBIX KOJIOJIOK
Curnan Onucanue
KnemMmuasi kosoaka Nel
IN1 YHuBepcaabHbIN BXO/T
IN2 YHuUBepcaabHBIN BXO/T
Ol VYHuBepcanbHbIN BBIXO]]
02 YHUBepcaabHbINA BBIXOJ]
DATAO Bxonx unrepdetica Wiegand st moaKIIOUEHHS CUNTHIBAaTEIIEH (IIepBast mapa).
DATA1 Bxox unrepdeiica Wiegand uist moakitoueHus CUUTHIBaTENEH (1IepBast mapa).
DATAO Bxon unrepdetica Wiegand st moaKIIOYEHHS CUNTHIBAaTEIIEH (IIepBas mapa).
DATA 1l Bxonx unrepdetica Wiegand st moaKIIOYEHHS CUNTBHIBATEIIEH (IIepBas mapa).
KnemmHuast kostogka Ne2
GND OO0t IPOBOJ /IS BHIXOAOB yIPaBICHUS
OP1 Brixon ymipaBieHus 3aMKOM
B OTpunatenbHbIi CUTHAN yIPaBIAIONIET0 nHTepdeiica
A [TonoXuTenbHBINA CUTHAT YIPaBJISIOIIEro HHTepderica
GND OO0t POBOJ JUISL BEIXOAOB yIPaBICHUS
OoP2 Boixon ynpaBieHus 3aMKOM
Iepen noakiarvyenuem YC yoeauTech B TOM, UTO KOHIIbI IPOBO/IOB HE COMPUKA-
caloTcst Mexay cofoii. B npoTUBHOM ciiyuyae BO3MOKHA MOTEPs] KAKOr0-J1u00 CUr-
[pumeyanue! | gana.

KopoTkun nyTb K MHpopmaLmm
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3.8 KoMILIeKT nocTaBKH

B xomrutekT moctaBku Y C BXOIST:

Ne
HaunmeHnoBanme Koa-Bo
n/n
1 | YerpoiictBo conpsbkenust UD-CAN-3ip 1 .
2 | KommiexT kperieHus I x-T
3 3aBojicKas yIaKoBKa 1 mT.
DKCITyaTallMOHHAs TOKyMEHTAalUs (JIEKTPOHHbBIE BEPCUH) *:
4 | - ITacnopr 1 wr.
- PykoB0/ICTBO 10 9KCILTyaTaluu 1 mrT.

*JJEeKTPOHHBIE BEPCHUM MOXHO CKauaThb Ha O(QHIMAIBHOM CaiiTe MPOM3BOJHUTENS MO CCHUIKE:

www.eltis.com B pazzaeine «IIpomgyKius.
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4 BBoj B 3KCILIyaTaAlMIO

4.1 O0mme TpeOOBAHUA K YCTAHOBKE

[Tepen ycraHnoBkoi u MOHTaXOM JIK BHUMATEJIbHO M3Yy4YUTE MOPSAAOK JEUCTBUN, U3JI0KECHHBIN B

JIAHHOM pas3Jerie.

YcraHoBKa M MOHTAXK CHCTEMbI JO0JIZKHBI BBINIOJTHATHCHA TOJbKO KBaJII/I(l)](IHI/IpO-
BaHHbBIMH ClIeIII/IaJ'[I/ICTaMI/I!

IIpumeyanue!

MoHTaXX BCE€X KOMIIOHEHTOB CHCTEMBI JOJIDKCH IIPOU3BOAUTLCA B 00€CTOUYEHHOM COCTOSHUH. HpI/I
MOAKIIOYCHHUHU COCIUHUTCIbHBIX ITPOBOAOB HGO6XOI[I/IMO 00ecneyuTh KauCCTBCHHYIO CKPYTKY OI'OJICHHBIX
KOHIIOB ITPOBOJOB U XOpOHII/Iﬁ KOHTAaKT B KJICMMHBIX KOJIOAKAax.

HpI/I MOHTAaXKEC HCO6XO,Z[I/IMO CTpOro CO6J'IIO,I[aTI> MIpaBUJIBbHOCTD INOAKJIOYCHUA BCEX kabesei. JIro-

0as ommnoKa MOYKET IMPUBCCTHU K BBIXOAY U3 CTPOA KaKoro-JIM00 KOMIIOHEHTA CUCTEMEI.

4.2 YCTaHOBKA U MOHTAK YCTPOMCTB

4.2.1 Yemanoeka u monmasic YC
[lepen montaxom ¥YC HeoOxonumo o0xath Ha kadbene UTP pazvem RJ45 no crannapry TIA/EIA-

586B.

PeKOMeHI[yeTC}I YCTaHaBJIMNBATb VC B TEXHUYECKUX NOMCIICHUAX (IJ_II/ITOBLIX, CepBepHHX) B MC€C-
CTaXx, 3alllUIICHHBIX OT BOS}IGﬁCTBHSI BJIard YU IbLIN.

VC umeer MapKHUPOBaHHBIC KIICMMHBIC KOJIOAKH JJI ITOAKJITFOUCHWA ITUTAHWA, CAN-1IMHBI ¥ BHEIII-

HUX YCTPOUCTB.
MonTtax cetu Ethernet npousBoaurcs kabenem tuna UTP kateropuu Se u BblIe.

[Tpumep coenunenus YC ¢ apyrumu 0J10KaMH CUCTEMBI ITOKa3aH Ha pucyHkax [Ipunoxenus A.
4.2.2 Yemanoeka u moumase UIT

Uctounuk nuranus (MUI1) nogkmouaerca k YC, KY u aeKTpoMarHuTHEIM 3aMKaM COTJIACHO CXe-

MaM ITOAKJIIOYEHUs, TOKa3aHHBIM Ha pucyHkax IIpmioxenus A.

21

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




4.2.3 Yemanoeka u monmanic Knoueegvlx ycmpoiucme

KV ycranaBnuBarotcst HemocpeacTBeHHO y kKaxkaoi TJI (nBepu, TypHuKeTa). OHU MOIKITIOYAIOTCS
Kk YC no nByxnpoBogHoit CAN-1uHUY (BUTas mapa).

MonTtaxx CAN-IIMHBI TPOU3BOIUTCS KaOelieM TUIa «BUTas Mapa» (3KpaHUPOBAHHOW WM HEIKpa-
HUPOBAHHO) C BOJTHOBEIM conpoTuBicHreM 120 OM. Ha koHIIaX JIMHUU JTOJKHBI OBITH YCTAHOBJICHBI TEP-

MUHaJIbHBIE pe3ucTOpbl 120 OM.

4.2.4 Yemanosexka u monmasic 31eKmpomacHUmMHO20 3aMKa

DNIEeKTPOMArHUTHBIN 3aMOK YCTaHABJIMBAETCS HA MOJBUKHON U HETMOJBUKHON YacTH JABEPHU.

3amok noakmodaercs k UIT u x Beixogy «OP» YC depes perne wim HEMOCPEACTBEHHO (B 3aBUCH-
MOCTHU OT CXEMBI).

JIJIs MCKITIOUEHUST B3aUMHOTO BIJIMSIHHSI, TTPOBOJIA IMUTAHUS 3aMKa JIOJDKHBI OBITH MPOJIOKEHBI OT-

IeNBHO OT citaboTounbIx nemneir CAN.

4.3 JlemonTaxk YC

HpI/I HCO6XOI[I/IMOCTI/I JCMOHTAa>xKa VC nepea TeM, Kak MpPUCTYIIATh K ACMOHTAXKY, HCO6XO,Z[I/IMO
00eCTOUHTE CUCTEMY, OTKJIFOUUB HII. 3atem HCO6XO,I[I/IMO OTKJIIOYHUTb COCAUHUTCIILHBIC ITPOBOJA OT KJIICMM

VYCu HU30JIMPOBATh OI'OJICHHBIC KOHIIBI IIPOBOAOB. Cuate YC ¢ IoCcaa04Horo MecCra.

4.4 ITpoBepka MOHTaKa M BKJIIOYEHHE

[Tocne ycTaHOBKH OJIOKOB U MOHTa)Ka COEIMHUTENBHBIX MPOBOJIOB HEOOXOIUMO MPOBEPUTH CH-
CTEMY Ha OTCYTCTBHE OOpPHIBOB U 3aMbIKAHHIA.
3amycK CHCTeMbI OCYIIECTBIsIeTCs Tojaueit Hanpspkenust nutanust Ha YC u KY. O nanuuuu coenu-

HeHus YC no cetu Ethernet cBuaeTenbCTBYyeT BKIIIOUEHHE U MUTaHUE CBETO/IMO/1a Ha po3eTke RJ45.
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" vy
4.4.1 Ilepeoe exnrouenue YC

[Ipu nomaye nuraromero Hanpsixxenus Ha Y C:

Ne "
elictBus / Unaukanus
u/n A AMKAI
1 3aropaercs ceeroauon «Ilutanue» («Power») Ha nunesoi manean YC.

2 Hauunaercs 3arpy3ka onepanioHHOR cUcTeMbl, cBeToano | «Pexxumy» («Status») muraer.

[Tocne 3aBepuienus 3arpy3ku Y C nepexoaut B AexKypHbIM pexxuM. CBeToanon «Pexxum» roput

3
MTOCTOSIHHO.

4 YC nblTaeTrcsi yCTaHOBUTH COEIUHEHHE C cepBepoM KoHuUrypamuu mno 3aaanHomy |IP-ampecy
(umu yepe3 DHCP). Ceeronnon «Pexum» ropuT MOCTOSIHHO.

5 [Tpu ycnemnom mnonydeHuu koHurypauuun YC 3arpyxaer CIUCKH KIIOYeH U MepexoquT B

IITaTHBIN pexkuM paboThl. CBeToano ] «PeXrUM» TOPUT HOCTOSHHO.

23

U4 .
\ )) SEC.RU KopoTkun nyTb K nHcbopmauum CkauaHo c sec.ru




5 IoaroroBka Kk padore

5.1 Hacrpoiika napamerpoB YC

[Tocne BbIMONHEHUS ONepalyii, U3I0KEHHBIX B pa3zaene 4 nanxnoro PO, YC Heo6xonumo noaroro-
BUTH K paboTe, yCTAaHOBUB €r0 MapaMeTpPhbl B COOTBETCTBUU C TPEOOBAHUSMHU.

Hacrpoiika mapamerpoB Y C npousBoautcs ¢ nomouisio APM «Ilnardopmay winm yepe3s Web-un-
Tepderic.

B mannom PD onucan npouecc HacTpoiiku napamerpoB YC ¢ momornibio Web-unrepdeiica.

5.2 Bxoa B Web-unrepdeiic nacrpoexk YC

Web-unrepdeiic YC mo3BoJsieT BIIOIHATh CICAYIOIINE TCHCTBHS:
» Hacrpoiika napamerpoB YC.
» O6HoBIEeHUs IporpammHoro odecriedeHust Y C.

» IlpocMoTp cocTosiHuUs 1 J0r0B padoTsl YC.

Jiis Bxona B Web-unrepdeiic YC HE0OX0MMO TPOU3BECTH CIICTYIOIINES OTICPAIIHH:

HeiicrBus / Unaukanus

1 [Moaxmounts pazbeM YC RJ-45 k cetu Ethernet, coxepikaieit pabounii KOMIBIOTEp yCTaHOB-
IIMKA.

IMoaxmounts nmutanue YC.

Joxnarbest 3arpy3ku YC (mpumepHo 1-2 MHUHYTBI).
Ha pabouem xommbrotepe oTKpbITh Opaysep (Microsoft Edge / Firefox / Google Chrome).

AlwWN

5 B aapecnoii crpoke 6paysepa BBectH IP-anpec YC (no ymomuanuto 192.168.1.200, ecnu He uc-
nosab3oBaiicsi DHCP) u naxats «Entery.

5 B otkpsiBiieMcst okHe BecTd «MMs mosib3oBatess» (o ymomuanuto — admin) u «Ilapoas» (1o
ymomuanuio — 123456) mist mocryma k Web-untepdeiicy YC.

7 [Mocre ycmernHo aBTOpU3aIi OTKPOETCs riaBHast ctpanuiia Web-unrepdeiica.
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Bxoa B cuctemy

HMMA nonezoEaTens
- admin

g MNapons

TNorud no ymonyaduio: admin
[Maponk nNo ymonyaHuio: 12345

5.3 Onucanue pa3zziesioB u Bkiaaaok Web-unrepdeiica

Web-unrepdeiic coaep>XxuT HECKOIBKO pa3zeioB M BKIIAJIOK.

5.3.1 Pazoen «Cucmemay
B pasnene orobpaxkaercs nHpopmanus ¢ OOIMMH [TapaMeTpaMH.
Cucremuas undopmarus o mporeccope, ROM, RAM, Bepcust mpomuBKy, Bepcusi B3O KOHCOJH,
BpeMs pabOThI U CHCTEMHOE BpeMSI.
UD-CAN-%p Sppprem—" N

CHcroms .
9 o L Cucrema
= Commeiss nacTpidsn -

CHWCTONHER WDOPMAaUMNE O

Bpown w NTF

& Noopccop @ A
= V0.
Hacrsoda UO-CAN Gv? Processer res 3 (V1) 0 -
1) Coprmtmsat npuno J St v e e
-
4oz.07 -
" FETDOACTES W AT
“ayn
s Lo reciven -
= o
ROM © Coovous
[ R A L
.20 ¢ (rarbes 1,0.0. 20200003
o OO .
o “wee T . u.nm "e Lot esee)
k.t VT ia ’ e s
GLA0 . 0008, 18000 (Cwrepe/MNobiaw)

COpOC K 38B0ACKIM HACTPORKAM

Oupoms corvma 14 1 20000083

Pucynok 4 — Paznen «Cucrema»
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Tak xe B Paznene «Cucmemay pacnonoxeHbl KHONKH «COpoc K 3a800ckum nacmpouxamy, «lle-

pesazpyzka» u «Buviknouenuey:

COpoc K 3aBOACKUM HACTPONKam

@ praynpexaeume: 310 Asicrane neoBpITHMO!
COPOC € SABHACHAM NICTPOREIM NPWBTALT &
 CIMERNI0 BCEX DR IOSITENCDN HICTPOSE
o YRADETIO Cotetly HACTPOSK
« COPOCY YETHA st (OO atiirin, napone 12345)

o DABSDIREHIND TEXYIHER CECOMN — NOTPEOYETCH NORTOPHR X0y
» YETPONCTIG Tt MeOCcTyiiG No Spaibowy |P aspecy
o ABTOMETINECKOR Depeinyme yoIpolcTas

CHcTeMHBIE KOMaHAB!

Pucynok 5 — Knonku «Copoc k 3aBoICKUM HacTpoiikam», «Ilepe3arpy3ka» u « BoikioueHue»

5.3.2 Pazoen «Cemesvle HacmpoiKu

,HaHHLIfI pasaei COOACPKUT HHQ)OpMaHI/IH O CCTCBEBIX HaCTpOﬁKaX. Ilo3BoNnsieT OYMCTUTH CIIMCOK

DNS wiu npousBecTu T€CT CETH.

UD-CAN 3ip *1.0.1, Jeaeor) 2
CHETENS
o . CeTese HacTpoitku
T Comeawe “acTpodn : ‘
UD-CAN-Jip Cranwacmi IF
Q] Bpesas 0 NTP
74} Hacrpodea UID-CAN =
= . 192 3681 200 2552552550
L Capiwdauar npuro
0] YCTpoNCTES W ATSoun
+
1Ll )
% fwanocrma 19236811
] Jloew
na.nn x
& Obeounghne

& Cuens nepann

B coxParmTs & TECT CETH

Pucynok 6 — Pa3nesn «CereBble HACTPOHKN»
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5.3.3 Pazoen «Bpemsa u NTPy

Ha Brimanke «Bpemsi» 3agaercd TEKymuid 4acoBou mosic. [ atoro B nosie «HacoBoil mosIC» HYKHO

YKa3aTb €ro 3Ha4CHUC U HAXKATh KHOIIKY ((HpI/IMeHI/IT]) YacoBOM MOACY.

o] Cwcrama

(® Yacosoit nosc

Catapus HacTpoiun
©  Bpassn NTP
Hactpossa UD-CAN

CEQTMEWRAT THnno

; NTP-cepsepsl (0o 4)
W YCTRORCTES W arsoun
o L WOCTHIR
= Tiow

poul 1t
Divcansanne

g; Castna Napann ‘

l 3. po nty 8

Pucynok 7 — Paznen «Bpemsi u NTP

5.3.4 Pazoen «Hacmpoiika UD-CAN-3ip»
JlaHHbIN pa3zgen colaepkuT uHpopMalus 0 HacTpoikax cepBepoB. IIpu HacTpolike CBSKUTECH C
aaMuHucTpaTopoM Ilnardopmel UM COTPYIHUKAMU TEXHUUYECKON MOAJIEPKKU JUIS TIOTYUYEHUsT KOPPEKT-

HBIX aZIpC€COB.

@ G ¢ Hacipodka UD-CAN-3ip

- CATRRME SC THOR

Hacrpohkm capeapos

3]

Bpesn w NTF
72 Hactpoies UD-CAN
CAOTMUNEET MO nps Jcont-server dow! coud eitis com:RDSY
“ YCTPONCTEA i AIIOw

1 cont.servor dovi doud oltis com BBES
TaIHOCTHED con vor doy nud ot am

nips lcont-server dovt coud aitis com

Roepy

» (I Poerm sompum sces iapsmAtiose)

Pucynok 8 — Paznen «Hacrpoiika UD-CAN-3ip»
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5.3.5 Pazoen «Cepmughukam npuniosrcenus
B nannom pazzene otoOpakaercst nHGoOpManus o cepTudUKaTe, ero CPoKe M JaTe MEPEeBBITyCKa

HOBOTIO.

SR G B3 Texywwi ceptvdpukar

Laroaise swacTpods c

Bpoun w NTP
01 09 2027, 1Z 16 10 163 0K 110 ONOMMEHR COONA

Hacipokea UD-CAN

L ) COpraduent npuno

" YOIDOALTEG M s
+ 3arpyaka cepruduxara
o [msrsoctnes
o
5] en
OCHOBIINE B
T G nagonn

Pucynok 9 — Paznen «CepTudukaTt npujioKeHus

3.3.6 Pazoen « Ycmpoiicmeo u knwouuy
B nanHoM paznesie MOKHO MPOCMOTPETH 3alIMCAHHBIE HA YCTPOMCTBO KJIIOUH.

Kiroun MosxkHO OT(l)I/IJ'II)TpOBaTB 10 KBApTHUPE, a TAKIKC OTPECAAKTUPOBATD WIIN YAAJIIUTDh KIIHOY.

R

o : @ Koudmrypauyun
= ATOBLIN O T DOVM
coa 07082026 121023
Bpows ¥ NTP
HacTpoAes UID-CAN [0 Yctpoictea CRE-71
Capnuhmcar rpsno c
" YCTPORCTIN M I
So Dusnocies
Norw n
R Kniow
MIHOREE NN
o MEHN Tpan
- O
tness " v "
st rotsmment 72 %8
" ot v 7 v N

Pucynok 10 — Pazgen «YcrpoiicTBa M KIIOYI)
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3.3.7 Pazoen «/luaznocmuxa

B pasnene noctynusl pynkiuu: - Ping 3anannoro IP-agpeca nimu URL. - Traceroute 10 3agaHHOTO

IP-anpeca numu URL.

UD-CAN-3ip

ChcTema

Q Ping

= COTeSsn HACTDORM
Bpavs u NTF
Hactpoiea UD-CAN
) £ Traceroute

3 Copraimear npund

N YCTpOACTRA M KITouM

?ﬂ Anamocness

= Nom

OGnorneree

Coasiess napons

9

Pucynok 11 -Paznen «/luarnocruka

5.3.8 Paszoen «/lo2uy
HOSBOHHGT HpOCMOTpeTB 3aJaHHOC KOJIUYCCTBO yC

JUi1s1 110JTy4eHHs HY’KHO BBECTH [IEPUO/1 M KOJIMYECTBO HHTEPECYIOIINX OCIETHUX COOBITUI B IOJIE
«Kon-Bo nocnennux 3anuceit (0=Bce)» n Haxatb KHONKY «IIpumenuts». Ha sxpan BbiBenercs Tabiuia

COOBITUH C YKa3aHHUEM JIaThl, KOJIa COOBITUS, Ha3BaHUS COOBITUS U €T0 OMUCAHUS.

HCT ~
o Bl Cucrewsinie nom A
= Coreows wocipoi
pmees rarEmmee .
INFD Nocnegmml 100
Frpantn i NTT e e
= ! SMETITE n AT Cupte
acrmoNis UDCAN Y PN T HICTITE B Nocnisey Pwe rove
' CapmadimaT nymne
Noew con "
W FOTPORCTES M Enoran
— NESTE TR !
nedn
nas =
=~ Mern raporm

Pucynok 12 — Pa3nen «Jlorm»
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5.3.9 Pazoen «Oonosnenue»

Paznen npeanasznauen ayis ooHoBieHHs YC 1 €ro KOMIIOHEHTOB.

VO (& OBHOBNEHUe NPOLIMBKN

LopmwdanaT npane

W VEIDORCTHT W 1S

Pucynok 13 — Paznen «O0HOBIeHHE»

3.3.10 Pazoen «Cmena naponsn

B nannom pa3aciic 1mojab30BaTC/ib MOXKET CMCHUTD TGKYH_II/Iﬁ mapoJib.

el HOTRA
= ATeOLE WACTIGRGS
Bpsses ¢ NTF
cmodan LOCAN
CApTadasarT TpR
Camosa napons
" YUTROR YE4 m eom
o JAmarsocTusn o
(7]
O
Cuimnoswo
& Cotnid) DTN O

Pucynok 14 — Pa3nen «Cmena napoJis»

3.3.11 Knonka «Boriumuy
Knonka «Logouty mpu Haxkatuu BbIxoauT u3 Web-unrepdeiica. {11 Bo300HOBIEHHS pabOTHI C

Web-unrepdeiicom morpedyercsi 3aHOBO BBECTH JIOTHH M MAPOJIb.
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6 Padoora ¢c YC

[Tocne monTaxa u HacTporiku Y C roToB K paboTe.

YC paboTaet B 1e)KypPHOM PEKUME, BBITIOHSS CISAYIONINE OCHOBHBIE (DYHKITHH:

6.1 LlITaTHbI peskum padoThI

B mitatHoMm pexume YC:

» Ilpuaumaer 3anpocs! Ha goctyn ot KY (o RFID-kimovam unu gepes MII).

» IlpoBepsieT npaBa JOCTYyIIA O 3arpy>KEHHON KOHPUTYpALIUH.

» IIpu MOJIOKUTEIFHOM PEIICHNH MTOJIaeT KOMaHly Ha OTKpBITHE 3aMKa yepe3 KV.
» Dukcupyer coObITHE B )KypHaJE U EPEIaeT ero Ha cepBep.

» Yupasiser pexxumamu padotel T/ cormacHo komangam ¢ APM wim pydyHOMY TIEPEKITFOUCHUTO

B Web-unTepdetice.

6.2 Pe:xxuM «OTKpPBITO»

[Tpu aktuBanmu pexxuma «Omkpetmo» Bce TJ1, ynpasnsiembie Y C, pa3zonokupyrorcs. JlocTy ocy-
niecTBisieTcs 0e3 MPoBepKH Kiltouel. PesxnM akTUBHpYETCsl BpYUHYIO afMUHUCTpaTopoM uepe3 APM (pe-

UM OTKPBITBIX JABEpei).

6.3 Pe:xxuM «3aKkpbITO»

[Ipu akTuBanuu pexxuma «3axkpsuimo» Bce T]l, ynpasnsemble YC, HaX0IATCS B IITaTHOM PEXUME

pa6OTLI. I[OCTYH OCYHICCTBIIACTCA IIPU MMPUKIIAABIBAHNHN BAJIMAHOTO KJIFOYUa K CHYUTBIBATCIIHO KV.

6.4 Pexxum upesBbryaitno curyanuu (UC)

AKTHUBHpYeTCs onepaTopoM cucteMsl 6ezonacHocTi ¢ APM. Ilpu aktuBanuu:
» Bce ympasisieMbie 1BEpU aBTOMAaTHYECKH Pa30IIOKHPYIOTCS.

» YC nepexoauT B peXUM MOBBIIICHHOW TOTOBHOCTH.

6.5 ABTOHOMHBIH peKuM
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Y % SEC.RU

IIpu notepe cBsa3u ¢ APM VC aBromatnuecky NepexouT B aBTOHOMHBIN PEKUM:
» IIponomxkaer paboTaTh MO NOCIIEAHEH 3arpyKEHHONW KOH(PUTYpaInu.

» Kiroun npo1oyKarT OTKPBIBATH JIBEPH.
» XypHai coObITHI coxpaHseTcs JIoKaiabHO (10 30 nHeit).

» Ilociie BoccTaHOBIICHHS CBSI3U KypHAJI aBTOMaTH4eCKu nepenaercst B APM.
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7 Bo3MoOxHbIe HEMCTIPABHOCTH M METO/AbI UX YCTPAHEHHUSI.

B Ta6J'II/IHC HUKC ITPUBEACHBI BOSMOKHBIC HCUCIIPABHOCTHU VCu MCTOJbI UX YCTPAaHCHU.

Ne
/i HeucnpaBHocTh IIpyynHa ¥ METOABI YCTPAHEHUS
YC He BKIOUaercs, cBeToauonbl | OTCYTCTBYET NUTAHUE.
1 | HE ropsT. [IposepuTts noakmroueHue k NI, o6pwiB nau K3 B ienu UI1-
VYC (xnemmbl +12V, GND), npaBUIbHOCTD MOIKITIOYECHUSI.
YC ne nonydaer IP-agpec (cBeto- | He monkimrodeH ceTeBoit kabenb, HEMCIPAaBeH KaOelb WIIH
2 | muon Link na RJ45 ne ropur). MOPT KOMMYTATOpA.
[IpoBepuTh NOAKIIOYEHNE, 3aMEHUTH KAa0EIb.
YC ne Bunutr KV (craryc «He B | O6pwiB i K3 Ha CAN-nrHMEM, HEPaBUIIBHOE TTOIKITIOYE-
CEeTH»). Hue (nepenyrtanbl A u B), oTCyTCTBUE TEpMUHAIBHBIX pe-
3 3UCTOPOB.
[IpoBepuTh 11ETOCTHOCTD JIMHUU U MPABUIBHOCTH MOAKIIIO-
YEHMUSL.
Kittou He nmpomnucan B 6a3e NaHHBIX.
4 | Kiutou He OTKpBIBAa€eT JABEPb. .
[IpoBeputs HacTpoiiku yepe3s APM.
K3 B nienu ynpasienwust 3amxkom (OP, GND).
5 | [IoCcTOSIHHO OTKPBIT 3aMOK.
[IpoBepuTh 11eTb U UCIIPABHOCTH 3aMKa.
6 YC nepuoanuecku rmnepesarpyxka- | HecrabunbHoe nutanue, neperpes.
eTeA. [IpoBepuTh HaNPsKEHUE MUTAHUSA, YCIOBUS OXJIAKICHUS.
Kurou (RFID-kapra, 6peiok) He00X0AHUMO NOAHECTH K CYMTHIBATE/IIO U Y/IePKH-
BaTh 10 TeX MOp, NOKa ABepb J1ud0 oTKpoercs, 1nd6o YC BbliacT 3ByKOBOW CUTHAJ
WJIH T'0JIOCOBOE COO0IIeHHE O 3alpeTe JOCTyna.
Buumanue!

+« » SEC.RU
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8 INamMsATKA 1J151 MOJIHL30BATEJSA

B JaHHOM pa3acii€ NpUBEACHBI KPATKUE HHCTPYKI WU IJIA II0JIb30BaTEIICH CHCTEMEL.

st orkpeiBanus Asepu RFID-ki0uoM (kapToii/Opesnokom):

1. Ipunosxxure KiIr0d K cuntbiBareso KVY.
2. losxxauTech 3ByKOBOT'O CUTHAJIA M/WIIH HIeTYKa 3aMKa.
3. OTkpoiiTe nBeEpb.

J1st oTKpBbIBAaHMS IBEPH Yepe3 MOOMIbHOE npuiioxkenue «elOM»:

1. Otkpoiitre MII Ha cmapTdoHe.

2. Boibepure nyxknyto T/] B ciicke.
3. Haxxmute kHOTIKY «OTKPBITHY.

4. OTKpoOHTE BEPD.

st BbIX0aa U3 moMeeHusi (kHonka «Bbixom»):

1. Haxxmute kHOTIKY «BBIX0OM», PacONOKEHHYIO C BHYTPEHHEH CTOPOHBI IBEPHU.
2. JIBepb OTKPOETCSI, BBIMTUTE.

IIpu omuodke qocTyna (0TKa3 KJIK04a):

1. IIpoBeprTe, YTO KIIFOY MPUIIOKEH K CUUTHIBATEIIO TPABUIIBHO.

2. O0paruTech K aMUHUCTPATOPY LIS MTPOBEPKH MIPAB JIOCTYTIA.
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o

IIpuioxkeHue A
(o0s3aTeNBHOE)

IIpuMepsbl cxeM MOAKJIKOYEHUS

~ e
YCTPOUCTBO
COlPSKEHUS A Ky IM 3AMOK
UD-CAN-3ip CRE-71s EML300
B B
) S +U GND OP
Y1 Y2 GND OUT +12 -12  OUT +13 +13S
KHOIIKA BJIOK
BbIXO4A MATAHUA
B-72 PS2-DS3

Pucynok A.1 — Cxema noakirouenusi YC k ognomy KY

I (
YCTPOUCTBO A A iA
COlPSI)XEHUS A Ky Ky Ky
UD-CAN-3ip B CRE-71s CRE-71s B CRE-71s
B
) RB

[Tpumeuanue: Knemmsbl okoneunoro KY coenunstores npoBogamu «A» ¢ «RA», «B» ¢ «RB».

Pucynok A.2 — Cxema noakiodyenusi YC k Heckoiabkum KY
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«Ilnarpopmar»

—

A

Cers Unrepuer

Ethernet pazbém

UD-CAN-3ip
\ ),
e e e s e e e e S AT AT
| ]
: Hazuauense Curnan 4
i CurHans A :
: ynpasnaioLien :
! LUWHbI B . :
E OGmni GND |, E
| 1
| v ]
. KYCRE-7Tls |
|

Pucynok A.3 — Cxema noakiawdenusi YC k cepBepy
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