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1 MpuHUMN paboTbl cYMTbIBATENSA KOHTPONS A0CTyna

Mocne Nogayun NUTaHMA CYUTbIBATE b N3/Ty4aeT B6IN3K cebA BbICOKOYACTOTHOE 3/IEKTPOMArHUTHOE
none, 4yactotoir 13.56 MIy. MaccmBHas GeCKOHTAKTHaA KapTa MO/y4aeT OT HEro 3Hepruto,
AOCTaTOYHYlO Ana paboTbl BHYTPEHHEN 3/IEKTPOHHOM CXeMbl, U B OTBET Ha cneundpuyeckyto
KOMaHZAy CYMTbIBaTENA NepesaeT CBOM YHUKANbHbIN MAEHTUOUKALMOHHBIM HOMep. B aBTOHOMHOM
penume paboTbl cynUTbiBaTENA, NOAYYEeHWE OTBETa OT KApTbl COMPOBOXKAAETCA WHAMKAUMEN
CBETOANOAO0M U KPAaTKOBPEMEHHbIM 3BYKOBbIM CUTHANOM.

Danee cuntbiBaTeNb NpeobpasyeT MNPUHATBIN YHUKANbHbIM MAEHTUDMKATOP KapTbl B dopmat
Wiegand / Touch Memory.

1.1 HacTpomnkun no ymonyaHuio

CumTbiBaTEIb NOCTABAAETCA C HACTPOMKAMM MO YMOTHAHUIO:

- aBTOHOMHbI pexunm paboTbl;

- cBA3b C KOHTponnepom CKYL ocywecTtBnaetca no npotokony Wiegand-26;

- ngeHTndurkatopom nponycka asnserca UID KapTbl (Mam aaHHble OT cMapTdoHa);
- maaawmin 6ant UID KapTbl UTHOpUpYeTCS;

- BXOAHbIEe CUTHA/bl YNPABAEHUA MHOMKALMEN BKAOYAOT €€ HU3KUM YPOBHEM;

- npu O6H8py>K€HVIVI KapTbl CHUTbIBATE/Ib HE3AaBUCUMO OT KOHTPONN1EPA N3OaEeT KOpOTKMl‘;I 3ByKOBOl71

CUTHanN N KPAaTKOBPEMEHHO 3aXKUTaeT 3€e/1eHbIN cseTogmnoa.

1.2 Pexumsbl

CuntbiBaTenb npegHasHavyeH anAa pa6OTbI B ABYX peXunmax.

1.2.1  ABTOHOMHbIN PEXNM

B aBTOHOMHOM pe)KMme CcYUTbIBaTENb CAaMOCTOATE/IbHO ONpeaenseT HaauMuyme TpaHCnoHAepa
(cmapT-KapTbl) B HenocpeAcTBEHHOM 6/M30CTM  OT aHTEHHbl M nepefaeT MNPOYUTAHHbLIN
naeHTndukaTop no nHtepodeiicy Wiegand namn 1-Wire.

Mpu pabote B popmate Wiegand-26 anmTtenbHOCTb ogHOro 6uTta pasHa 2000 MKC, ANUTENBHOCTb
mmnynbca - 200 mKc.

HoBbI cunTbiBaTENb M3HAYaIbHO HacTpoeH BblaasaTb UID KapTbl, 6e3 maaawero 6anTta, B popmaTte

Wiegand-26 B aBTOHOMHOM peXKnume.
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1.2.2 Tlog4YnMHEHHbIN peXxum

B NnoAYNHEHHOM peXnme CYUTbIBATE/Ib HE NPOU3BOAUT HUKAKUX CaMOCTOATE/IbHbIX ,EI,e[/'ICTBMVI, a

BbINO/IHAET TO/IbKO KOMaHAbl OT yNnpaBAAOLWEro yCTpOﬁCTBa.

®opmaT KOMaHA pna paboTbl B MOAYMHEHHOM pPEXMME, a TaKKe OnucaHue 6MbanoTeku
pa3paboTymKa Haxo4ATCA B OTAE/IbHOM AOKyMeHTe - PgmGuide_SAM.pdf

[na paboTbl co cunTbiBaTENlEM B NOAYMHEHHOM PEXMME MCNOMb3ynTe Chneunanm3MpoBaHHoOE
npoBepoyHoe nporpammHoe obecneveHne - CLESCAR_SAM.EXE, gOKymeHTauus No KOTOpOMy
pa3melleHa B paiine Test UEM_SAM.pdf

1.3  Wugukauunsa

CunTbiBaTENb CHAbXKEH 3BYKOM3ny4dyatenem, a Take KpacHbiM 1 3esieHbiM cBeToANO4aMM.

Mo ymonyaHuto Npu OBHAPYKEHMM KapTbl CYUTHIBATENb M3L3ET KOPOTKMI 3BYKOBOW CUTHAN M
KPaTKOBPEMEHHO 3aKUraeT 3e/1eHblil CBETOAMOA.

[laHHaA MHOMKaUMA HWKAK He CBA3aHa C NpaBaMu KapTbl B CMCTEeMe, B KOTOPOW YCTaHOBAEH
CYMTbIBaTEND.

2 Bwnabl 6eCKOHTaKTHbIX KapT

Cucrema KOHTpPONA AO0CTyna Ha OCHOBe cunTbiBaTenemn MMKpoaM NnOoCTPpOeHa Ha caeayrouwmnx

KOMMOHEHTaXx:
® ycTpoWcTBa OrpaHWyeHMa [0CTyna (4BepuM B MNOMELLEHMAX, TYPHWUKETbI); KOHTPOANEpbI
ynpaB/aeHua YyCTPOMCTBAMM OrPaHUYEHNA A0CTYNa;

6ECKOHTAKTHbIEe CYMTbIBATENIM PAabOUYNX MECT a4MUHUCTPATOPOB CUCTEMbI KOHTPONSA AOCTYNA; o
6ECKOHTAKTHbIE CYMTbIBATENIM NMYHKTOB MPOMYCKA;
® GeCKOHTAKTHble KapTbl A/1A HACTPOMKM MapameTpoB CuMTbiBaTesel (MacTep-KapTa);

® bBecKOHTaKTHble KapTbl ANA aBTOPM3aLMM  BbINyCKa MacTep-KapT (KapTa-Kaiou);

6ECKOHTaKTHble KapTbl 418 NPONYCKOB (KapTa-nponyck).

B pabote cucTembl KOHTPOAA A[0CTyna y4vyacTBytoT 3 Tuna OEeCKOHTaKTHbIX KapT cTaHAapTa
ISO14443A, paboTatoumx Ha YactoTe 13.56MTu;:
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® Mifare Classic (ana KapTbl-KAto4a, MacTep-KapTbl U KapTbl-NPonycKa);
® Mifare Plus (819 KapTbl-K/04a, MacTep-KapTbl M KapTbl-NPOMYCKa);
Mifare Ultralight C (ana KapTbl-Knto4a 1 KapTbl-NPonycKa).

Kpome TOro B Kauectse KapT-NponycKkos, paboTatowmx B OTKPbITOM pPeXMME, MOXKHO MCNO1b30BaTb
KapTbl cTaHgapTos 1SO014443B 1 1ISO15693.

B none cuntbiBaTenA sceraa cneayet noAHOCUTL TOJIbKO OA4HY KapTy noboro n3 nogaepxumnBaembix

TUnos.

2.1 Kaprta-knoy

KapTa-Katou npumeHseTca Ans focTyna agMUHUCTPATOPa K KOHPUIYPMPOBAHMIO MacTep-KapT.

XpaHut 128-6MTHble macTep-katoum A n B gna goctyna K Mactep-KapTe, KOTOpbie reHepupyer
agmuHucTpatop CKYZ.

MacTtep-Kkato4um ana focTyna K 3TOM KapTe M3BECTHbI CYMTbIBATENIO.
JTa KapTa XpaHUTca y agmuHuctpatopa CKY n HUKOMY He nepeaaeTca.

AAMMHMCTpaTOp CKY anyHo npoBoAUuUT NepPCOHANN3ALUNIO KaXKO0ro HOBOro CHMTbiBaTeNA.

2.2 Mactep-kapTa

MacTtep KapTa npegHa3HayeHa A1 OECKOHTAaKTHOM HaCTPOMKM KOHPUrypauuu cyuTbiBaTenewn
KOHTPONA [OCTyMNa, a TaKXe [A/NA HACTPOWMKM napameTpoB pabouyero mecta agMUHUCTPATOpa

CUCTEMbI KOHTPONA A0CTYNA C LEeNblo CEPUMHOTO BbIMYCKa KapT-NpomnycKoB.

XpaHut 128-6uTHble macTep-kaoun A n B ans goctyna K KapTe-nponycky, a TakXe napameTpbl
KOHPUIypauum cunTbiBaTENS, KOTOPbIE co3aaeT agMmuHuctpatop CKYL.

MacTtep-Kntoum ana goctyna K 3TOM KapTe CHnNTbIBATENHO N3HAYa/IbHO HE N3BECTHbI, OHUN XPaHATCA B
KapTe-Kaw4e wn 3anucbiBaloTCA B 3alUMWIEHHYHO NaMATb CYUTbIBATENA B Npouecce e€ro

nepcoHannsauunmn.

3Ta KapTa xpaHuTca y agmuHuctpatopa CKY u BbiaaeTca paboTHUKAM Cny*KObl YCTaHOBKU AN

KOHbUrypaummn cuntbiBaTens.
2.3 Kapta-nponyck

XpaHut NaeHTMOMKATOP, KOTOPbIM co3gaeT aamuHucTpatop CKY/, M KOTOpPbI

nepegaetca no nHtepdericy Wiegand nnum 1-Wire npu nogHeceHMmM KapTbl K CYMTbIBATENIO.
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MacTtep-Kntoumn ana nocTyna K aTOM KapTe CH4UTbIBATENHO N3HAYa/IbHO HE U3BECTHbI, OHU XPaHATCA B
MacTep-Kapte W 3anncbliBaloTCA B 3allUlleHHY0 MNaMATb CYUTbIBATENNIA B Mpouecce ero

KOHUrypauum.

[na KapT u cuMTbiBaTENEN, UCNONb3yeMbix B obuieit MHOPACTPYKType, AOMKHbI ObiTb 3a4aHbl
OOMHAKOBble HOMepa cekTopa M 6710Ka A1 XpaHEHUA 3aLMLLEHHOMO MAEHTMOMKATOPA B KapTax-

NPOMNyCKax.

2.4 CwmaptdoHbl NFC un Bluetooth

B HacToAWwMMN MOMEHT cucTema nopaep:kusaeT cmapTdoHbl Ha 6ase Android 4.4 u Bbiwe C
noaaepXKon texHonornn 6eckoHTakTHoro obmeHa Near Field Communication (NFC) B pexume
Host Card Emulation (HCE)* n Bluetooth Low Energy (BLE)**, a Take cmapTdoHbl iPhone.

CMapTPOH MOXKET bbITb MCNONb30BaH B KAYECTBE KapTbl-NPOMnycKa: ANs 3TOro B NPUAOKEHUN ANA

CMapTPOHOB peanin3oBaH MexaHN3M "BMPTYaNnbHbIX KapT".

YHWKaNbHbIN OTKPLITbIA MAEHTUDMKATOP A9 BUPTYa/IbHbIX KapT CO34aeTca C/ly4aliHbim obpa3om U

COXpPaHAETCA B MaMATHU CMapTd)OHa.

3aKpbITbIN NAEHTUGUKATOP MOKET BbITb A06ABNEH K BUPTYa/IbHOM KapTe M COXPaHAEeTca B NaMATU

cmapTdoHa B 3awmdppoBaHHOM BMAe.

OTKprTbIl‘a nnn 3aKprTbIVI MAeHTMd)MKaTOpr nepenaroTca No paanoKaHany CHMUTbiBaTeENO U aNee -

no uHtepoeiicy Wiegand nnm 1-Wire oTnpasnaoTca Ha KOHTpoanep (xocT).

[na paboTbl Tpebyercs ycTaHOBNEHHOE Ha CMapTPOH CcreuMann3MpoBaHHOE MNPUIOXKEHME
MicroEM Virtual Card.

* UuTepdeiic NFC (HCE - Host Card Emulation) noaaepskusatoT obe moaenbHble AMHENKK cunTbiBaTenei CKA: UEM

Mifare/NFC SKD reader n UEM Mifare/NFC SKD BT reader.

** Mntepodeiic Bluetooth (BLE - Bluetooth Low Energy) noaaepskvmBaeTt TonbKo moaesibHas anHeinka UEM Mifare/NFC

SKD BT reader.

3 KoHdurypmpoBaHne 6eCKOHTaKTHbIX KapT

B cnyyae, ecnm pna  XpaHeHUs YHUKANbHOTO MAEeHTUOMKATOpa KapTbl-Mponycka cucTema
noapasymeBaeT MCMNO/b30BaHWE ee 3alMLEeHHOM 061acTu namaTtu, TpebyeTca npeaBapuTenbHO

CKOHPUIypUpPOoBaTb (M3roTOBUTL) TaKME KapTbl.

Ecnu e B KauectBe naeHTUGMKaTOopa byaeT ncnonb3oBaTbcs cobcTBeHHbIN Ny6anyHbIn UID KapTbl
(cornacHo ctaHpapTta 1SO14443A), TO WCMNO/b30BaHWE KapT-KAoyeKr, MmacTep-KapT U

AOMNOJIHUTENbHOIO NporpamMmmHoro obecneyeHua ans ux KOHPUrypuposaHua He obasaTtesnbHoO, a
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HACTPOMKN cunTbiBaTENEM MOTryT ObiTb BbIMNONHEHbl MPW MOMOLLWM MepeKatoyaTenei, CornacHo
AokymeHTaumm  Wiegand-Installation-Guide.pdf, wn pasgen "KoHdurypmposaHue" mMOKHO
NPOUrHOPMPOBaATb.

ECNM BO3MOMKHOCTb CMEHbI HAaCTPOEK CYUTLIBATENEN NPU NOMOLLM NepektodaTenei He yaobHa, To

MOXHO MCNOJ1Ib30BaTb KapPTbl-K/IFOYN N MaCTep-KapTbl 6es nepcoHann3aumnmn KapT-nponycKkos.

,ﬂ,ﬂﬂ M3roToB/1EHNA KapTbl-K/1l04a NOAX04AT caeayouine TUnbl KapT:
® MIFARE Classic (EV1) 1K/4K
® MIFARE Ultralight C

MIFARE Plus (EV1) 2K/4K

Onsa N3roToBNEHMA MacTep-KapTbl NOAXOAAT C/IeAyHOLME TUMbI KapT:
® MIFARE Classic (EV1) 1K/4K

® MIFARE Plus (EV1) 2K/4K

3.1 CuuTbiBaTENDb HACTONbLHbLIN pabo4yero Mmecta agMUHMUCTPaTopa

[ns KOHOUTYPUPOBAHMA KapT aAMUHUCTPATOPOM CUCTEMbI KOHTPOAA AOCTyNa MOryT MPUMEHATLCA
HACTO/IbHblE CYMTbIBATENM KOMMNaHUKU "Mukpo3IM":

® UEM Mifare/ICode/NFC USB reader

® UEM Mifare/ICode/NFC RS reader

[}

UEM MifareNFC SKD reader V4.0 (B nogYMHEHHOM perunme)

HacTonbHbIN CUMTbIBATENb MOAK/IOYAETCA K NEPCOHaNbHOMY KOMMNbioTepy (HOYTOYKY) nocpeactsom
nHtepoeica USB/RS.

YnpasnseTca npyu NOMoLM CNeLmanm3MpoBaHHOIO NPorpaMmmHoro obecneyeHuns paboyero mecra

aamuHucTpatopa CKY (npunoxkeHne WiegandTool.exe).

3.2 KoHdurypuposaHue

MpunoxeHne WiegandTool.exe npeaHasHayeHO AnA OOCAYXKMBAHMA CMAPT-KAPT CUCTEMDI
KOHTpONA u ynpasneHusa goctynom (CKY[), B KOTOPOM YHUKaNbHbIA MAEHTUPUKATOP MpPOnycKa
XPAHUTCA B 3aLWMLLEHHOM 06/1aCTU NAMATM KapTbl, @ 06MeH AAaHHBIMW OCYLLLECTBAAETCA C MOMOLLbIO

cumTbiBaTenei nponssoactesa AO "MukpodM" UEM Mifare/ NFC SKD reader.
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[ns nogrotoBKM 1 obcnyKnBaHMA cmapT-KapT CKY/ yTuanta noaaepkusaeT ntobble cumTbiBaTENMU
npounssoactea AO "MukpodM" (8 Tom uucne n UEM Mifare/NFC SKD reader) c Bepcueit
MUKponporpammbl 0x80 1 BbiLwe.

PaboTa c yTMNMTOM NOCTpOEeHa B cTUNe cnang-woy (macrepa).

B nt060i1 MOMeHT paboTy € yTUANTOM MOXKHO NpepBaTh, HaxKaB KHOMKY "OTMeHa" nam c nomoulpbto
KOombuHaumm knasmw Alt-F4.

3.2.1 [NoakntoveHne K cHUTbIBATENO

BHewWwHuM BUA CTAapTOBOIro OKHa yTU/INUTbl NnpuBeaeH Ha PUCYHKE HUXKE.

=

WiegandTool - Csa3e ¢ koMnbroTEPOM | @ . l-&l

Bepcua 2.38

Yoemtecs, yto cumtoisaTens UEM noaxknioueH k KoMmnbioTepy

BoiGepuTe nopt

|9500 v | BoifepuTe cKOpPOCTL M aApec Ha WiHe | 0
OtkpbiTe | OmkpoitTe nHTEPDEIiC

,

JWHTeppeiic USB sakpoiT.

I Omvena I

34ecb MOXHO Bbl6paTbh MHTEPENC, C MOMOLLbI KOTOPOro CYUTbIBATE/Ib MOAKNOUYEH K KOMMbIOTEPY.
3710 MmoxeT 6bITb USB nnn COM-nopt (RS232 nnm RS485).

[na COM-nopTa MOXKHO BblbpaTb CKOPOCTb 06MeHa (B TOM B C/ly4ae, ec/in cunTbiBaTelb paboTtaer
Ha CKOpOCTK, oT/InYHOM oT 9600 Kboga).

[na nopTta RS485 yKaxuTe agpec Ha WnHe (ykaxkute 0, ecn Ha WWHE BCEro O4MH CYMTbIBATENb).

Hdanee HeobxoAMMO HaxKaTb KHOMKY "OTKpbITL".

Ecnun onepaums npowna 6e3 ownboK, He0bxo0ANMMO HaXKaTb KHOMKY "[anee".

(( )) SEC.RU KopoTkuit nyTb K MHopMaLum

Cka4yaHo c sec.ru
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WiegandTool - Cease c komnbtoTEPOM | = | = li&l

Bepcusa 2.38

Yoemrecs, yto cumtoisaTens UEM noaxknioueH Kk koMmnbloTeEpy

USB BuiGepuTe nopt

OmkpoitTe nHTEpDEIiC Modbus

Bepcua cuumsiBaTens 33B0ACKME HACTPOMKK

|0<BF179D739A94 BepHyTs

MHTeppeitc USB otkpbiT yenewHo. CunTbiBaTens roTos K paboTe.

Oanee > I OmveHa

3.2.2 Pabota c KapTOMN-KMO4YOM

KapTa—Kmoq XPAHUT KNKOYK ANnAa AOCTyna K MacCTep-KapTe, KOTOPblE A0/1KHbI 6bITb npeaBapuTesibHO
3aMncCaHbl B CHUTbIBATE/Ib MYyTEM 06Hapy>Keva KapTbl-K/1l04a CHYUTbIBATENEM.

Ona paboTbl € 3TOM KapToi, Nocne 3amnycka NpPOrpammbl BbINOAHUTE AENCTBMA, OMUCAHHbIE B
pasgene "MoaKNOYEeHME K cUnTbIBaTENO" .

Mocne yero OTKPOETCA OKHO, NpeaHasHavyeHHoe anA pa6OTbI C KapTOl‘;l-Kl'IPO‘-IOM.

4 .
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WiegandTool - Kapra-knrou =2 @Alﬁl

YBepuTe co cuMTbIBaTENA

BCE KapTbl ¥ MOMECTUTE
{* KapTa«nioy yxe nmeeTcs MMEIOLLYIOCA KapTy-Kioy

3apaiiTe KNouu, BpYYHYIO MK C NOMOLLBID ‘

KR K 2K XK XX XK 0K KX 2K 20K XX XK XX XX XX XX

® KBDTB'KI'IEO‘-I elle HE U3roToeneHa

Kntoy ana yteHua

{Knioy - 3T0 NOCNEAOBATENBHOCTL M3 32 WECTHaAUATEPUYHBIX LDD)

Kmou ana sanmon [XX30C00XK 0K 00K 0K XX XK XK XX XK X0 XK XX

Mpountams Crepems |

0K

< Hazan | Oanee > I OmveHa

3.2.2.1 N3rotoBneHue KapTbl-KIitoya
Ecan KapTa-KakoY ele He N3roTOBJ/1EHA, HeOGXOAMMOZ

e NOMECTUTb Ha CUYUTbIBATENb YMCTYtO KapTy Tmna MIFARE Plus, MIFARE Ultralight C nan MIFARE
Classic;

e 33JaTb ABa K/tYa (KAUYM MOMKHO 33a4aTb BPYYHYHO, HabpaB ANA KaKAOrO M3 Hux 32
LecTHaAuaTePUUHbIX LMdPbI, NN aBTOMATUYECKM, HaXKaB KHOMKY "'reHepaTopa"); e HaXKaTb KHOMKY

"3anncaTb".

4 .
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WiegandTool - Kapra-katou — X

Y6epuTe co cuMTbiBaTENS
BCE KapTbl ¥ MOMecTMTE

« Kap‘ra«mou €lule HE U3roToeneHa

" Kapra«nioy yxe umeeTca YNCTYIO KapTy
3apaiTe KMouM, BPY4YHYIO MNK C NOMOLLEBIO
Knioy ans yTeHus IE896EFA95922EDDA699ACDDSO60507F1

{(kntoy - 370 NocneaoBaTENEHOCTL M3 32 WeCTHaAUaTEPUYHBIX LDP)

Knioy ana sanucu |91DE20FDMO?DB?FTBZFDC3EOC30C7EC

3anucam I

< Hasan ] Omvena

3.2.2.2 [MpumeHeHne KapTbl-KITo4va

Ecnn KapTa-Knwou yiKe cywecTByeT, TO A1A paboTbl ¢ macTep-KapTamu M KapTamu-nponyckamm

HEO6XOAVIMO €ee Npo4YnTaTb I'IpOFpaMMOl‘;IZ NOMeCTUTb €€ Ha CYHUTbIBATE/Ib, HaXaTb PaANO-KHOMKY

[}
"KapTa-kntou yxe nmeetcs"; HaxkaTb KHonKy "Mpountath".
[}
o WiegandTool - Kapra-kntoy — X
" KapTa«nioy ele He U3roToBneHa MoMeCTUTE Ha CUNTLIBATEND

(¢ Kapra«nioy yxe umeercs: MMEICLLIOCR KapHTy KN

3apaiTe KMoYM, BPYYHYIO UMK C NOMOLLEBIO EPaTOf I

Kntoy ana yteHua I

(KHIOH - 3T0 NOCNEAoBaTENEHOCTE M3 32 WeCTHa aUuaTeEPUYHbBIX LIMQD)

Kntoy ana 3anucu |

MpounTate I

< Hasan | Ha I Ommvena I

4 .
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Ecnu onepaumsa npowna 6e3 ownMboK, HeobXxoAMMO HaXKaTb KHOMNKy "Janee".

" KapTa«nioy ewe He W3roTosneHa ¥YBepuTe co cunTbBaTENS

BCE KapTbl U NOMECTUTE

(¢ KapTa«nioy yxe umeeTcs UMEIOLLYIOCH KapTy-Knioy
3apaiiTe Koy, BPYYHYIO MK C NOMOLLBIO
Kniou ang yTeHns l::'-";; KK DK KK XK XK XK XK XK XK XK K XX XK XX XX

{Kntoy - 3T0 NoCcNeaoBaTENBHOCTL M3 32 WECTHaAUATEPUYHBIX LAPP)

Knioy ang 3anucu |',\'.}" HOK K XX 20K XX XX XK XK XX XX XX XX XX XX XX

MNpountat Crepems |

0K

< Hasan I [anee > I Omvena

3.2.2.3 CTupaHue KapTbl-Kntoya

Ecau Tpe6yeTcn MNONNHOCTbIO OYUCTUTb KaAPTYy-K/IKOY, TO MNocCne e€e YTeEHUA, HAXMUTE Ha KHOMKY

"Crepetn".

BHumaHume! [laHHaA onepauMa nNpuBeseT K yTpaTe OCHOBHOrO K/toya Ballel cUcTeMbl 4OCTyna,
MOCTPOEHHOW HAa CTMpaemoWl KapT e-katoye. Mocne CTMpaHMs OCHOBHOMO KAKYa, Bbl yTpaTUTe
BO3MOXHOCTb OBHOBANATb CYLLECTBYIOLIME W CO343aBaTb HOBble MacTep-KapT bl. Bbl Takke He
CMOKeTe CTepeTb K/luM W3  cuuTbiBaTens 6e3 HeobXogMMOCTM OTMPaBKM  YCTPOMCTBA

npounssoguTento.

3.2.3 Pabota c macTtep-kapToun

MacTep-KapTa XpaHUT KAUYM ONA A0CTyNa K KapTe-Mponycky M HacTpoMKu cuymTtbiBaTena UEM
Mifare NFC SKD reader.

B cucteme KOHTpONA A0CTyNa AONXKHbI 6bITb efIMHble KUK A0CTyna ANA BCeX KapT-Nponyckos. B
CBA3UN C 3TUM OONOJIHUTE/NIbHbIE MACTEP-KaPTbl C HOBbIMU MaACTEP-KAKOYaMN MOTYT ObITb CO34aHbl
TO/IbKO C LUesblo O6pa3OBaHVIF| noarpynn AocTtyrna B oOpraHms3auun. JlonyckaeTcAa TaKXke
KOMMpoBaHMe Co34aHHbIX MAaCTEP-KapPT C nocieayrolwlmm UaMeHEHNMEM NAPaMETPOB - TOraa Konmu

MOXHO 6Yﬂ,eT MCNoNb30BaTb B OTAE/IbHbLIX NoArpynnax 4ocrtyna.

[na paboTbl C MacTep-KapTou NpeaBapuUTENbHO TPebyeTca NCNOb30BaTb KapTy-K/tou.

4 .
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Ecnn KapTbi-Kntoya y Bac HeT, cnepBa ee Hy)XHO C034aTb, BbINOJIHMB AeﬁCTBMﬂ 13 pasgena

"M3roToBnieHNe KapTbl-Kawo4a".

Ecau KapTa-KAko4Y y BaC MMeEETCA, €€ HYXHO Nnpo4YntaTtb, BbINO/IHUB AeﬁCTBMﬂ 13 pasgena

"MpumeHeHMe KapTbl-Kato4va".
Mocne BbINONHEHWUSA 3TUX AeNCTBUI yOepuTe KapTy-KNtoY CO CYUTbIBATEN .

Cnepytolime TpU OKHa NpeaHa3HavyeHbl gns paboTbl C MacTep-KapTou.

3.2.3.1 N3roToBrneHne mactep-kapTbl

Ecnn macTep-kapTa elle He U3roToB/ieHa, HeobxoanMo:

e TMOMECTUTb Ha CYUTbIBATENDb YNCTYIO KapTy TMna MIFARE Plus nnmn MIFARE Classic;

e YCTAHOBWTb CTaHAAPTbl KapT, C KOTOPbIMK AOMKHbI byayT paboTaTb HacTpavMBaemblie mactep-

KapTOW CYMTbIBATENMU;

e Ha)XMWTe Ha KHonky "Janee".

WiegandTool - Mactep-kapTa = Ell-&l

VYoepuTe co cuMTLIBATENS
BCE KapTbl U MOMECTATE
" MacTepapTa yXe uMeeTcs YHCTYIO KapTy

¢ MacTep«apTa elue He N3roTOBNEHa:

Cranpapm! RFID
[V 1SO 14443-A
[V 1SO 144438
I~ 1SO 15693

[Fressrrere]
=l o |

< Hazan | Oanee > I OmmeHa

JanbHelLwme warn onucaHbl B pasgene "MameHeHWe HacTPOeK MacTep-KapTbl".

4 .
\ )) SEC.RU KopoTkuit nyTb K MHdopMaLmm CkayaHo c sec.ru




uDesign s

3.2.3.2 [lpumeHeHne macTtep-KapTbl

Echm  mactep-kapTa  yxke  cywectsyeT, HeobxoauMmo:
NOMECTUTb €€ HA CYUTbIBATENb; HaXKaTb PaAMO-KHOMKY
"MacTtep-kapTa yxe umeeTca";  HakaTb  KHOMKY
"MpoumnTats".

Ecnun onepauwms npowna 6e3 owmnboK, Bbl yBUAUTE C/ieaytollee OKHO:

WiegandTool - Mactep-kapra o] @ [
" MacTep«apTa ewe He M3roTOBNEHa YGepure co cunTbiBaTENR
BCE KapTsl M NOMECTUTE
{¢ MacTepapTa yXe uMeeTca MMEIOLLYIOCA MacTep-KapTy
Cranpaptsl RFID

v 1SO 14443-A

v 150 14443-B

I~ 1SO 15693

croen
™ WsroTosums Kormio: 3anvcats |

0K

< Hazan | Oanee > I Omvena |

Tenepb MOXHO MnMpw HGO6XO,EI|MMOCTM M3MEHUTb HaCTDOVIKM CTaHAaAPTOB U TUMNOB KapT, COXpPaHEHHbIE

B 3TOM MacTep-KapTe, U3roTOBUTb KOMMUIO KapTbl WM HaxkaTb KHOMKy "[anee" ana yToyHeHun
napameTpoB.

[danbHenwmre warn onucaHbl B pasgene "M3meHeHWe HACTpoeK macTep-KapTol" (nau

"KonunpoBaHue macTep-KapTbl", C/IM TaKKe HYXKHO U3roTOBUTb ee KoMnuu).

3.2.3.3  CtupaHune mactep-kapTbl

Ecnn TpebyeTcs MOMIHOCTbIO OYMUCTUTL MacTeP-KapTy, TO MOC/JE €€ YTEHUS HaXKMMUTE Ha KHOMKY
"Crepetb".

BHumanue! [laHHaA onepauua nNpuBeAeT K yTpaTe MACTep-K/Ato4yen Ballel cucTembl AOCTyna,
NMOCTPOEHHOM Ha CTMpPAaeMon MmacTep-KapTe. ocne cTUpaHMA KAoYen MacTep-KapT bl Bbl yTpaTUTe
BO3MOHOCTb OOHOBNATL CyLLECTBYHOLIME U CO34aBaTb HOBble KApTbl-NPOMycKa, ecn y Bac HeT
AOMOJIHUTENbHbIX KONUA CTUPAEMOI MacTep-KapThbl.

4 .
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3.2.3.4  KonupoBaHue macTep-KapTbl
Ona KonupoBaHMA MacTep-KapTbl HEOBX0ANMO:

e MPONTM onepauunmn B NyHKTe "U3rotoBneHne mactep-kaptbl" nam "MpumeHeHne mactep-kapTbl”,

€C/IM MacTep-KapTa y¥Ke U3roToB/eHa;

[ ] n ",
yCcTaHOBUTb ¢nar "M3rotoBuTb Konuto"; HaxKaTb
KHOMKy "3anucaTtb".

Ecnmn onepauma npowna 6e3 oWMOOK, TO B TONbKO YTO U3FOTOBNEHHOM Ayb6anKaTe macTep-KapTbl
MOXHO U3MEHWUTb HAaCTPOMNKK. 1A 3TOro HeobxoAMMO HaxKaTb Ha KHonky "[danee".

[anbHelwme Wwarun onucaHbl B pasaene "MameHeHne HaCTpoek mactep-KapTbl'.

3.2.3.5 W3meHeHue HacTpoek MmacTep-KapThbl

Mepen n3meHeHMeM HAaCcCTPOEK MacTep-KapTy HYXKHO CO34aTb COrnacHo pasgeny "UsrotosnexHue
MacTep-KapTbl", 1M60 NPUMEHUTD YXKe CO34aHHYI, COrNacHo pasaeny "MpumeHeHne macTep-
KapTbl".

Cnepytowiee OKHO NpefHasHauyeHoO ANA W3MEHeHMA MapaMeTpoB WHTepdelica nepesayu

naeHTndmKaTopa.

o~

WiegandTool - Wiegand-npotokon = Ell-&l

BriBepuTe npoTokon

T 1-Wire

Wiegand-58 Lj

l_l—T Janucam

< Haszan | DOanee > I Omvena

Onsa natepoerica Wiegand Bo3amorKeH BbIbop 13 nonynspHbiX BapuaHTos: Wiegand-26, 33, 34, 37,
40, 42 nnn 58.

4 .
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Kpome TOro, npefocrasneHa BO3MOXKHOCTb peanns3oBaTb CcBOW cObCTBEHHbIN BapPHWaHT, 3a4aBaA
TakKne napameTpbl, KaK KON4YecTBoO 6uTtos AaHHbIX, Hain4me mn TuUn butos YETHOCTH, nepunos
CUrHana n oanTeNbHOCTb MMNynbCa.

WiegandTool - Wiegand-npotokon o @ I-E‘;hl
BriBepuTe npoTokon KonuyecTtso
Wi BMTOB AaHHbIX
B HauaneHbiit KoHeyHbin
& Wiegand BuTueTHocT [V 56 vV ButyetHocM
Even " Even
Odd ¢ QOdd

YTouHuTE PoOpMy cUrHana

Mepuoa curHana, MKc j 2000

[nuTensHOCTs MMNynbCa i’ﬁ
= 3anucam

< Hasan | Oanee > I Omvena

Y wuHTtepodeiica 1-Wire (no-gpyromy oH eule HasbiBaetca "Touch memory" wau Dallas) Bce
napameTtpbl GUKCMPOBaAHbI.

B cneayroulem  OKHe  YTOYHAKTCA napameTpbl MHONKaUUn, 6m0Ty3a n
3a4EPHKKNU.
(( )) SEC.RU KopoTkui nyTb k MHbopmaLum Cka4yaHo c sec.ru
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WiegandTool - MHankaumna n Barotys [-= | = l-&hl
MHamkawa
CeeTomons! 3eyK
KpacHbiit 3eneHbii
Ynpaenexue co CTOPOHb! KOHTPONNEPa r r r
{ranouka - BbICOKMM YPOBHEM, MHEYE - HUSKIM)
ABTOMHAMKELMA NPY 0BHaPYXEHWW TPaHCNOHASPa o v v
BrioTys
ID wHppacTpykTypel  min Mowtocts Bluetooth -40 dBm max

374708 FF —_—

Wma cunToisaTens [18] [uEM SSERIALS|

MNaysa nocne oBHapyxeHnA TpaHcnosaepa, mc ot 1 ao 255 | 8 3anucats I

< Hazan I OmveHa ‘

CunTbiBaTeNb CHabXeH ABymMA cBeToaAnodaMM (KpaCHbIM n 3eneHbIM) 1 3BYKOM3Nny4vaTenem.

Ecnn koHTponnep CKY[ umeeT BO3MOXHOCTb YyNpaB/iAaTb 3TMUMM CPeacTBaMK, TO Heobxoaumo
334aTb YPOBEHb CUTrHasa (HU3KUIA MU BbICOKMI), KOTOPbIM BK/KOYAETCA TO WUAM UHOE CpeacTBO
NHAMKaUUK.

KpOMe TOro, Hago YTOYHWUTb, AONA KaKUX Cpeacrts MHAOWKAUMKM BKAKOYEHO aBTOMaATUYeECKOE

conpoBoXaeHme npuknagbiBaHNA KapTbl K CHUTbIBATENIO.

B rpynne ynpasnenua "batotys" 3agatotcs ngeHtndukatop (ID) HOpacTpyKTypbl, CUMBOIbHOE MUMSA

CYUTbIBATENS, MOLLHOCTbL NepeaaTymka Bluetooth.

ID MHOpPACTPYKTYpPbl UCNOMb3YETCA ANA TOro, YTOObI NPUNONKEHWUS Ha CMapPThOHAX Mor/IM Noao6paThb
HY)KHYIO BUPTYaJIbHYIO KapTy AnsA paboTbl C KOHKPETHbIM CYMTbIBAaTENEM, OH TeHepupyeTcs Ha
OCHOBE [N1aBHOrO K/lOYa, XpaHAlWeroca B KAwo4-KapTe. OAHAKO Bbl MOXKeTe 3aJaTb CBOW
naeHTndukaTop B popmate HEX, 4 6anTa.

MouwHocTb nepeaaTymMka Bluetooth B cumTbiBaTENne MoOXKeT ObiTb YCTAHOB/NEHA BPYYHYH B
AvanasoHe oT -40 Abm (HaMmeHbllaa MOLWHOCTb, CaMOe KOPOTKOe paccTosHWe cpabaTtbiBaHMA
NPUNOXEHUA Ha cmapTpoHax, npumepHo 10-30 cm.) ao 4 abm (Hambonbluas MOLLHOCTD,
NO3BO/IAOWLAA AaKTMBMPOBATb CYMTbIBATENb HAa MAKCMMAZIbHOM PACCTOAHMU B HECKOJIbKO METPOB,
3aBMCALLEM TaKXKe OT MoAenyM CMapTPoHa). YCTaHOBKA MOLLHOCTM CuYMTbiBaTeNelr Mno3BonseT
KOHPUrypupoBaTb UX MO0 ANA KOHTPOAA AOCTYNa K ABepu B NomeuweHue, nnbo ans npoesga

TpaHCnopTa Yepes BopoTa.

4 .
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Nma cuntbiBaTensa nossonsetr naeHTMGULMPOBATbL CYUMUTLIBATENb B NMPUNOKEHUN HA CMapTPoHax,
YTO HYXXHO KaK A8 PYYHOM, TaK M ANA aBTOMATUYECKON aKTUBALMKU CYUTbIBATENSA CMAapPTPOHOM U
MOXeT MNPUMEHATbCA COBMECTHO C aKTMBauuen cuuTbiBaTene nNo  wnaeHTUduUKatopy
MHOPACTPYKTYpbl. JanHa UMeHU cunTbiBaTeNA He JO/KHA NpeBblwaTh 18 cMMBONOB.

Maysa nocne obHapyxkeHus KapTbl Mifare Plus TpebyeTca Ans 3anuTbiBaHUA KapTbl SHEPTUEN.

[anee oTKpbIBaeTCA OKHO Ana paboT bl ¢ npodpunamu.

B HOBOM OKHe MOXHO 33agaTb A0 12 npodwunein, KoTopble NPeAcTaBAAT cObO pasnuyHble
KOHpUrypaumm cnocoboB NosyYeHmsa YHUKaAZIbHOTO NAeHTUOMKATOPa U3 KapTbl NPOMNyCKa.

Mpy noaHeceHUM KapTbl-MPOMNYCKa, CYUTbIBaTENb NepebupaeT 3anporpaMmuMpoBaHHble B Hem
npodunan 4o Tex Nop, MOKA C OAHMM M3 HUX KAPTOUYKa He ayTEHTUOUUMPYETCS YCNELHO U He BEpHeT
CBOW YHWUKA/bHbIN HOMEp.

Ona Kaxaoro npoduna HeEOOXOAMMO YTOYHUTb, YTO MMEHHO ByaeT ABAATLCA UAEHTUDUMKATOPOM
nponycka CKY: UID kapTbl ("OTKpbITbIM MAeHTUOUKATOP") AN AaHHble, PACNONOXKEHHbIE B ee
3aWmLLeHHoM obnactn namatu ("3akpbITbii/3alMWEHHbIA naeHTUdUKaTop").

WiegandTool - Mpoduan l-o| @ l-&l
|ﬂpo¢:mnb A ZI HobBasnms I Ynanuto | Tun KapTt IBce ™I LI
¢ OTKpbITHIA MAEBHTUDUKETOP [” Monyyams Ha ocHose EMV (BmecTto UID kapsi)
I~ C wHBepcueil GaitTos ™ WrHopuposaTe Mnagwwmit GanT

" 3aKkpbiToiit MASHTMPUKATOP [

[nHa naeHMPuKaTopa B GaitTax Cmewerne naeHMOUKaTOpa B BuTax

CexTop I Bnok [ 3apaiiTe Knioyn BPYYHYIO MNK C MOMOLLBIO i pa I

Knioy anA yteHuA |

Kntoy ang sanucu l

-
3anucats I
| 3anpemuTs BO3BPAT K HACTPOMKAEM

|

I Omvena ]

JonyctTmmo ncnonb3oBaHWe TOJIbKO O4HOro I'IpOd)Ml'IFI C OTKPbITbIM le,eHTVI(I)VIKaTOpOM.

4 .
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Mpu co3gaHMM MacTep-KapTbl, B Hell aBTOMATMYECKM MPOMUCLIBAETCA BCEro OAWH npodunb -
OTKPbITbIN MAeHTUPUKATOP. ITOT nNpoduab NO3BONSAET BbIYNTbIBATL 3aBOACKME YHUKa/bHbIE
NAEeHTUOMKATOPbI YNNOB BECKOHTAKTHbIX KapT ANnA Nt0boro TMna KapT.

YTobObl 334aTb KOHKPETHbIA TWUM KapTbl, WCMNO/b3yeTe BbIKUAHOMW CMUCOK C MepeyHem
noaAepKMBaemblx TUMOB.

WiegandTool - Mpoduan o] @ (w3
Iﬂpowmnb A _'_I HobGasnms Ynanuto | Tun Kapt |Bce uia _'_l
¢ OTKpbITLIA MAEHTUDUKETOP I” Monyyams Ha ocHose EMV e
I~ CwHsepcueit Gaittos ™ WrHopuposaTe mnamwwit 6; MIFARE Ultralight C
P MIFARE Plus
" 3aKkpbIToiit MABHTUPUKETOP I : =M AW MIFARE DESFire

[niHa naeHMPuKaTopa B GaitTax Cmewerne naeHMoUKaTopa B GuTax

CekTop I Bnok 3apaiiTe Knioun BPYYHYIO MNK C MOMOLLBIO i pa |

Knioy anA yteHuA |

Kntoy ang sanucu |

-
3anucats I
|~ 3anpemuTs BO3BPAT K HACTPOMKAEM

< Hazan I Ommena

Ecnan Bbl NpY aBTOHOMHOM peXXume paboTbl CYUTbIBATENA UCNO/b3YeTe OTKPbITbIN NAEHTUPUKATOP
(OTKpbITbIM peXKMM), TO Bbl MOXKETE BbIOPATh ONUMIO NOAYYEHMA NAEHTUDMKATOPA HA ocHoBe EMV.
Ecnm aTa onuma akTMBHA, TO NPU NOAHECEHMM K CYUTbIBATENO CMAPTPOHA € BKAOYEHHbIM NFC nau
6aHKOBCKOM KapTbl, CYMTbIBaTENb OYyAET cO34aBaTb YHUKANbHbIN OTKPbITbIM MaeHTudumkaTop (UID)
KapTbl/cmapTdOHa Ha OCHOBAHMM CTAaTUYECKMX YHUKANbHbIX AAHHbIX KapTbl/cmapTdoHa B none,
KOTOpble CYMTbIBaTeNb MNOAYYUT ABTOMATMYECKM. M TONBKO NpM HeyaayHoM NOMbITKe TaKoro
CYUNTbIBAHUA, OyAEeT MCMNo/b30BaTbCA  OObIYHbLIA  OTKPbLITbIN  MAEHTUPMKATOP  COrMIacHO
ncnonblyemomy npotokony. Ha Hayano 2021 200a 3mo eOUHCMBEHHAA B03MOMCHOCMb
ucronb3oeams iPhone 6 kayecmee NFC nponycka, 6e3 Hawe20 MObUAbHO20 MPUMOHEHUS,
ucnone3yrouje2o Ha iPhone monbko Bluetooth. BayKHO: NONYYEHHbIV T aKMM 06pa3om OmKpsIMabili
udeHmugukamop He Hecem 8 cebe HUKAKUX epCOHAsIbHbIX, 8 MOM Yucse MaamexHbix, OGHHbIX
nons3osamesns cucmemel: udeHmugpukamop obesznuyusaemcsa NPO2PAMMHO, a cYUmMebligamens U
cucmema 8 UesioM He COXPAaHAIOM U He repedarom makue 0aHHble. T eM He MeHee, ecin Bbl
NAaHUpyeTe UCNONb30BaTb AaHHbIN METOL CO34aHMA OT KPbIT Or0 MAEeHTUPUKaATopa B CBOEM
cucTeme [0CTyna, TO Bbl KaK opraHu3aTop/Bnagenel, cuctembl 40CTyna 06s3aHbl NpeaBapuTenbHO
NnonyyYnTb CcOrlacMe BCEX ee MNo/b30BaTenie Ha 06paboTKy MX NepcoHasNbHOM MHbOopMaLmu,

NOCKOJIbKY cHumelieamersrib 6ydem o6pau40mbc;7 K CcucCmemHbIM T1punoxeHuUam Ha Kapmax/
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CcMapm@oHax, HO MOosbKO 074 YmeHus cmamuyeckoli uHgopmayuu, HaxodAawelicaA mam 6
OMKpbIMOM docmyne: HUKaKMX GMHAHCOBbIX ONepaLunii, HUKaKMX onepaumin 3anucu/M3meHeHnn B

6aHKOBCKMX KapT ax UM NAATEXHbIX MPUIOKEHMAX HA CMAPT POHAX CYMTbIBATE/Ib CAMOCTOSATENIbHO

He BbINOJHAET .

Echrv  Bbl M3MmeHuTe/gobaBuTe nNpoduab Ha WCNONb30BaHME 3aKPbITOro (3alMLLEHHOrO)
npeHTnduKkaTopa/perkmma, To g1s Takoro Buaa Npodunsa Hy>KHO byaeT 3a4aTb HOMEpP CEKTopa U
6/10Ka KapTbl-MPOMyCcKa ANA XPaHEHMA YHUKaANbHOMO WAEHTUOMKATOpa Nponycka, Tun
MCMNONb3YEeMOM KapTbl, @ TAKXKe KoY A0CTYNa K CEKTOPY.

WiegandTool - Mpoduan l-oe| @ l-&'ﬁl
Iﬂpommnb B ZI HobBasnms Ynanuto I Tun Kapt IMIFARE Plus LI
- e r
I~ C wHBepcueit GaitTos Bk
& : [ CucnonbsoBarem mMBEPCUBMKELIMN KNoYed

[nuHa naeHMduKaTopa B HanTax 3 Cmelermne noeHeukatopa s Gutax | 0

Cextop I 0 bBnok| 1 3anaiTe KNouw BPYYHYI0 MAK C NOMOLLBIO

Knioy ang ytenna IAA 28 3E FD AD 06 2E C6 BF C2 60 42 5B FF BA 49

Kntoy ana sanucu l48 76 DC 8D BE8F 60 CFCA 326053 F3 DA 3991

-
3anucams I
| 3anpeTuTs BO3BPAT K HACTPOMKAEM

< Hazan OmveHa

Ona kapt Ultralight C abcontoTHbIM Homep BaoKa nepeBoaUTCS B agpec cneayowmm obpasom:
Mf_UIl_Page = (AbsBlockNo % 9 + 1) << 2.

Kpome TOro, B HactTpoikax npoduns Bbl mo¥xeTe BblbpaTh AnBepcMdULMPOBATL MU HET KUK
KapT-nponyckoB. Ecnv BbibpaHa auBepcMdmrKaLma, TO KAOUYM AOCTYNA K CEKTOPaM KapT-NpPonycKoB
OyLyT pPasHbIMU ONA KAXKAOM OTAENbHOM KapTbl-NMPOMycKa, u 6yayT BbIMUCAATLCA HAa OCHOBAHMM

06LLEero MmacTep-Kato4a M YHUKANbHbIX OTKPbITbIX MAEHTUPUKATOPOB NPONYCKOB.

Mpodunnm moxkHo A06aBnaTb (A0 12 wWTyK) Npu nomolm KHonku "Jobasutb". Mpu 3TOM HOBbIN
npodunb nonyumt csobogHyl NaTUHCKYy0O OyKBy 0603HauyeHuMsa U byaeT AobasBieH B KOHel,
BbIKMAHOIO CNUCKA.

YoaneHne npoduneir nNpousBoguTCA NpPU  MNOMOLWM KHOMKWM "Ypoanute". [OnA  ypaneHus

npeaBapuUTe/ibHO BbibepUTE HEHYXKHbI NPOPUIb B BbIKWAHOM CIIUCKE.
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WiegandTool - Mpoduan =2 @li&l

Mpocpuns E L] HoGasums Ynamm | Tun Kapt IMIFARE Classic LI

Mpoduns A ‘ r
Mpoduns B ‘

Mpoguns C HTOB I U
Mpoduns D
TMpoduns E W : [ C ucnonbsoBaHnem mMBEPCHMDUKELIM KNIOYEN

[nHa uaeHMMKaTopa B Baitax | 3 CMelleHne MAEHTMDMKATOPE B BUTax I 0

CexTop I 3  bnok| 2 3apaiTe Kntouy BPYYHYIO UNW C MOMOLUBIO  FeHepaTopa I

Knioy ana yteHua |15 68 FA51158D

Kntoy ana 3anucu |F7 C5B8F555 7F

-
3anucams |
™ 3anpemums BOSBPAT K HACTPOMKAEM

< Hazan | OmveHa

Echn Bce napameTpbl MPOTOKONA 33gaHbl, HeobxogMmo HaxKaTb KHOMKy "3anucate" obuwme
napameTpbl, a TaKXKe OBHOBNEHHbIM CNUCOK Npodunert AO0CTyna K KapTam-nponyckam 6yayt

COXpaHeHbl B MacTep-KapTy.

Mpu nocnegytolem HaxKaTumM Ha KHoMKy "danee", oTKpPoeTca OKHO paboTbl C KApTaMU-NPONYCKaMM.

3.2.4 PaboTta c kKapTOM-NpPonyckom

KapTa-nponyck ncnonb3yeTca Npu HENOCPeACTBEHHOM NPOXoAe Yepes ABepu.

B KayecTse KapTbl-nponycKa TaKXe MOKeT 6bITb  MUCMONb30BaH CMapPTHOH,

noaaepxusarowmin TexHonorno NFC HCE (amynaums kapT NFC), nnbo BLE (Bluetooth Low Energy)

[na paboTbl C KapTOM-NPOMNYyCKOM nNpeaBapuTeNnbHO TpebyeTca WMCNoNb30BaTb KapTy-KAY WU

MacTep-KapTy.

Ecnn KapTbl-K/loya y Bac HeT, crepBa €e HyXXHO c034aTb, BbINONHMB AeNCTBMA M3 pasgena

"M3roToBneHne KapTbl-Kawo4ua".

Ecnn KapTa-kato4 y Bac MMeeTcA, ee HYXHO MpouyuTaTb, BbIMNOAHUB ,El,eVICTBMﬂ 13 pas3gena

"MpnmeHeHne KapTbl-Kato4a".
Mocne BbINOAHEHMA 3TUX AEUCTBUI yOepuTe KapTy-K/kY CO CHMTbIBATENA.

Ecnnm macTep-KapTbl y Bac HET, CMepBa €e HY)KHO c034aTb, BbINOAHWB AEWCTBUA U3 pasgena

"M3roToBneHne mactep-KapTbl".

4 .
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Ecnv mactep-kapTa y Bac MMeeTcA, ee HYXHO MpOYUTaTb, BbINOMHWB AEWUCTBMA W3 pa3gena
"MpumeHeHne macTep-KapTbl".

Mocne BbINONAHEHWUS 3TUX AeNCTBUI yoepuTe macTep-KapTy CO CHMTbIBATENA.

B cneaytoLem OKHE MOXHO M3rOoTOBUTb BECKOHTAKTHYIO KapTy-Nponyck, 1Mb0 BUPTyanbHYHO KapTy-
nponyck Ha cmapTdoHe, a TaKKe NPOYUTATb UM U3IMEHUTb UAEHTUDUKATOP B YXKE MMetoLelics
KapTe-nponycke.

Ecnmn paHee B HAacTpoOIMKax macTep-KapTbl B KayecTBe naeHTMdumKaTopa nponycka 6bin BoibpaH UID

KapTbl, TO 4aHHOE OKHO HE UCNOJ1b3yeTCA.

3.2.4.1 [Mponycka B Buae 6eCKOHTaKTHbIX KapT

3.2.4.1.1 WarotoBneHne KapTbl-nponycka

[na W3rotoBNeHMA KapTbl-NpPoMnycka Ha oOcHoBe KapT Tuna MIFARE Plus u MIFARE Classic
[ONYCKaeTcA MCNosb3oBaHMe ObiBlieit B ynoTpebneHum KapTbl €O CBOOOAHBIM CEKTOPOM,
UMEIOLLMM KIOYM MO YMONYaAHUIO (BCE eAMHUYKM), NPU 3STOM eAMHCTBEHHOE OrpaHUYeHue - Bce
KapTbl-NpONycKka B AaHHOW CUCTEMe KOHTPOANA AOCTyna AOJ/IKHbl MMETb OAMH W TOT e Homep

CEKTOopa ANA XPaHEHUs YHUKANbHOTO naeHTMuduKaTopa.
OrpaHuyeHus B ucnonb3osaHmm 6/y kapt MIFARE Plus SL3 1 MIFARE Classic:

- He0BX0AMMO Hanmume cBOBOAHOrO CEKTopa C eAUHUYHBIMWU KAOYaMM U YTeHnem/ 3anucbio no

KAwouy A;
- Homep cBO6OAHOrO CEKTOPA AO/IKEH COBNAAATb C HOMEPOM CEKTOpPaA B MPONycKax gaHHoi CKY/,.
HJononHutensHo ana kapt MIFARE Plus:

- nocne nepesoaa KapTbl B T=CL ayTeHTUOMKALMA UCNONb3YEMOro CEKTOPA AOMKHA ObITb AOCTYMNHA

6e3 KaKnx-nMbo A0NONHUTENbHBIX ONepayymi.
dononHutenbHo ana kapt MIFARE Plus EV1:

- KapTa fonxKHa umetb ATS, rge TO = 0x78.
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WiegandTool - Kapra-nponyck

Mpoouns B

{¥ WsroToBuTb HOBLIA NPONYCK

[T

[ PabBoTa co cmapTdoHamu npu nomolun QR+«onos

" MpounTate/WsmeHnts

3apaiiTe MAEBHTUDUKATOP, BRYYHYIO UMK C NOMOLLBIO

(o] @ [k

Kaptol u cmapTdonsl ¢ NFC
Y6epuTe co cCuMTbIBaTENA
BCE KapTbl ¥ MOMECTUTE
YUCTYIO KSPTY MK CM3pPTHOH

Integrated code (LSB) Facilty code  Card number (MSB)
| 2B 025C Hex | 5C | 5C022B
| 6029867 Dec | 92 | 6029867
[T Asto- WHkpemeHT | 3anucate I
|
< Hazan Oanee > Omvexa

~

[Ons nsrotoBneHma Kaptbl-nponycka ¢ UID, xpaHAwWmMMcs B 3alumnLeHHON 061acTU NamaATn KapTbl:

e TMOMECTUTE Ha CYUTbIBATENDb YMCTYO KapTy Tuna MIFARE Plus, MIFARE Ultralight C nan MIFARE

Classic; BbibepuTe NyHKT "MU3rotoBUTb HOBbLIN NpPOMycK";

e ybeautech, 4To ranoyka "PaboTa co cmaptdoHamm npu nomoum QR-kopos" HE ycTtaHOBNEHS;

e B nosie "Integrated code" cnesa ot ciioBa "Hex" yKakute yHUKaNbHbIA MAEHTUPUKATOP KapTbl B

dopmaTe HEX:

- ana Wiegand-26: 3 6ainTa;
- ona Wiegand-33: 4 6aiTa;
- ana Wiegand-34: 4 6aiTa;
- ana Wiegand-37: 5 6anT;
- ana Wiegand-40: 5 6auT;
- ana Wiegand-42: 5 6aiT;
- ana Wiegand-58: 7 6auT;

- ana 1-Wire: 6 6aur.

Bbl Tak)Ke MorKeTe 3a4aTb UAEHTUOMKATOP NyTEM BMMUCbIBAHWUA NO OTAE/NbHOCTM 3Ha4YeHunn Facility

Code (kog noapasgeneHus) u Card number (Homep KapTbl).

SEC.RU
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KaK anbTepHaTUBa, Bbl MOXKETE 334aTb 3HAYEHMA NONEN B AeCATUYHOM dopmaTe,
BOCMO/1Ib30BaBLUNCL AYOANPYIOLWLMMM NOAAMM BBOAA, PACMOIONKEHHBIMW NMOA, NONAMM BBOAA
3HaYyeHuWA B WeCTHaguaTepnuyHom dopmate Hex.

MOHO Pa30BO yBENNYUTL 3HAYEHME HA 1 NpK NomoLLM KHOMKK "UHKpemeHT", nnbo yBennumsaTb

aBTOMATMYECKM NPU NOMOLLM rafioykm "AsTo".

e HA)XMUTe Ha KHOMKy "3anucatb".

3.2.4.1.2 YTeHue n nameHeHne HacTpoeK KapTbl-nponycka

[nsa yteHna naeHTMduMKaTopa KapTbl-nponycka ¢ UID, XpaHALWMMCA B OTKPLITOM UK 3aLMLLEHHOM

06/1aCcTM NaMATU KapTbl: NOMECTUTE HA CYMTbIBATE/Ib KapTy-NPONYCK;
e BblbepuTe NyHKT "MpounTaTh/U3meHnTL";

e ybeguTech, YTo ranoyka "Pabota co cmaptdoHamm npm nomowm QR-kogos" HE ycTaHOBNEHS;

e Ha)XMuTe Ha KHonKy "lMpoumnTatb".

WiegandTool - Kapta-nponyck = El‘l%l

Mpoduns B Kaptbl u cmapteoHsl ¢ NFC

YA TBI
" WsroTosvTb HOBLIA NpONYyCK YGepute co cumTbiBaTENs
MpounTats BCE KapTbl M MOMECTUTE

* TpounTatse/WsmeHnTs:
KapTy-IponycK Mnu CMapThoH

[~ PafBoTa co cmapTdoHamu npu nomolum QR+«onos

3JanaiTe MABHTUPUKATOP, BRYYHYIO MK C NOMOLLBID |

Intearated code (LSB) Facilty code  Card number (MSB)
| 58 28 97 Hex | 97 | 972858
| 9906267 Dec | 151 | 9906267

[T ABto- WHKpemeHT | I

< Hazan | OmveHa

[na nsmeHeHua naeHTMdUKaTopa KapTbl-nponycka ¢ UID, xpaHAWwMMcA B 3aWMLLIEHHOM 06/1acTK

NaMATU KapTbl:

e NMOMECTUTE Ha CHNTbIBATE/Ib KaPTYy-NPONYyCK;

4 .
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e BblbepuTe NyHKT "Mpountath/U3meHunTL";

e ybepguTecb, YTo ranoyka "Pabota co cmaptdoHamm npu nomowm QR-kopos" HE ycTaHoBNEHa;
Ha*XMuUTe Ha KHonky "MpouunTtath";
e W3MEHWUTE YHUKa/bHbIN MAeHTUPUKATOP KapTbl (MOXKHO Pa30BO YBE/IMYUTL 3HAYEHME Ha 1 npu

NOMOLLM KHOMKK "MHKpemeHT", "nbo yBennunsaTb aBTOMaTUYECKM NPM NOMOLLM ranovkun "Asto");
e HaXXMWTe Ha KHOMKy "3anucaTb".

3.2.4.2 T[lponycka B Buae BMpTyasribHbIX KapT Ha cMapTdOHax C
nHtepdencom NFC

Ona paboTbl B KayectBe HGECKOHTAKTHOro nponycka B cucteme, Ha Android-cmaptdoHe yepes
¢dyHKUmio NFC:

1) fo/MKHO  BbITb  YCTAHOBAEHO Cheunaans3MpoBaHHoe npunoskeHue: https://
play.google.com/store/apps/details?id=ru.microem.virtualcard

2) B HacTpoMKax cMapTpoHa AonKeH bbiTb akTMBUpPOoBaH moaynb NFC.

3.2.4.2.1 WN3aroToBrneHne BUpTyanbHOW KapTbl-Nponycka

C TouKM 3peHus pabotbl ¢ npunoxeHmem WiegandTool npoueaypa M3roToBAEHUA BUPTYasIbHOM
KapTbl-Nponycka Ha cmapTdoHe, B caydyae npumeHeHua TexHonorum NFC, aHanornyHa npoueaype

M3roToB/IEHNA DECKOHTAaKTHOM KapTbI-NponycKa:

WiegandTool - Kapra-nponyck =n Ell-ﬁid

.\

Mpoduns B KapTo! u cmapTdonsl ¢ NFC

* V3roToBuTL HOBLIA MPONYCK Y6epuTe co cunTbiBaTENA
BCE KapTbl ¥ MOMECTUTE
" Mpowtats/Wsmernts P

YUCTYIO K3PTY UK CM3pPTHOH

)

[~ PaBota co cmapTdoHamm npy nomowm QR+«onos

3JanaiTe MASHTUPUKATOP, BRYYHYIO MK C NOMOLLBIO

Integrated code (LSB) Facilty code  Card number (MSB)
| 2B 02 5C Hex [ 5C | 5C022B
| 6029867 Dec | 92 | 6029867
[T Asto- WHKpemeHT 3anucats I
|
< Hazan Oanee > OmveHa
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[na N3roToBNeHUA 3aLMNLLEHHOTO NAEHTUDUKATOPA BUPTYaNbHOM KapTbl NPONycKa:

e CO34aWTe  HOBYIH  BUPTYaZbHYO  KapTy uWAM  Bblbepute  yxKe CYLLEeCTBYIOLLYIO
BUPTYaANbHYIO KapTy B HAacTponKax npunoxeHma MicroEM Virtual Card Ha cmapTdoHe; nonoxute
[

cmapTdOH Ha cunTbiBaTenb; B WiegandTool BbibepuTe NyHKT "N3roToBUTb HOBbIM NpONycKk";

ybeautecb, 4to ranoyka "Pabota co cmaptdoHamum npm nomowm QR-kogos" HE ycTaHOBNEH]; @

® B none "Integrated code" cnesa ot cnosa "Hex" yKa)kuTe YHUKaNbHbIN NAEHTUPUKATOP KapTbl B

dopmare HEX:

- ana Wiegand-26: 3 6aliTa;
- ana Wiegand-33: 4 6aliTa;
- ana Wiegand-34: 4 6aliTa;
- ana Wiegand-37: 5 6aiT;
- ana Wiegand-40: 5 6auT;
- ana Wiegand-42: 5 6aiT;
- ana Wiegand-58: 7 6auT;
- ana 1-Wire: 6 6aunr.

Bbl TaK:Ke MoKeTe 3a4aTb UAEHTUOMKATOP NyTeM BNUCbIBAHMA NO OTAE/bHOCTM 3HaYyeHun Facility
Code (Kog nogpasgeneHna) n Card number (Homep KapTbl).

Kak a/1bTEPHATMBA, Bbl MOXKETE 3a4aTb 3HAYEHUA nonen B AEeCATUHHOM d)opmaTe,
BOCNO/1b30BaBLINUCb ,EI,y6fIMpyl'OLIJ,VIMVI nonamu Beoaa, pacnonoXeHHbIMK no4d nonAMM BBOAA

3HaYyeHun B WecTHaauaTepuyHom popmate Hex.

MOHO Pa30BO YBENYUTb 3HAYEHME HA 1 Npu nomoLLm KHONKK "UHKpemeHT", nnbo yBennumeatb

aBTOMATMUYECKM MPU MOMOLLM rafiodKkn "ABTO". e HAaXKMUTE Ha KHOMKY "3anucaTtb".

3.2.4.2.2 YTeHune n nameHeHne HaCcTpoeK BUPTyasibHOW KapTbl-Nponycka

C TOYKM 3peHnna paboTbl ¢ npunoxeHnem WiegandTool npoueaypa UTeHUs BUPTYanbHOW KapTbl-
Nponycka Ha cMapTPOHE N U3MEHEHMA ee  UAEHTUOMKATOpa, B C/lyYae NPUMEHeHUn
TexHonormn  NFC, aHanormyHa npoueaype  UTeHus n N3MeHeHun

6ECKOHTAKTHOM KapTbl-NMpomnycKa.

[NA YTEHUA OT KPbIT Oro UM 3aLMULLEHHOTO MAEHTUPUKATOPA BUPTYaNbHOM KapT bl-MPOMNycKa:

4 .
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e BblOEPUTE YIKE CYLLECTBYIOLLYIO BUPTYaNbHYHO KapTy B HACTPOIMKax npunoxkeHusa MicroEM Virtual
Card Ha cmapTdoHe;

e €C/IN CYMTbIBAETCA OTKPbITbIN MAEHTUdMKATOP co cMapTdoHa Ha 6a3e AHApoua, yCTaHOBUTE B
NPUIOKEHUM CMapTPOHA Ha rNaBHOM CTpaHuue ranodky "OAHOKpaATHO nepenaTb OTKPbITbIN
naeHTndmKatTop";

NOMecTUTe Ha CcuYuTbiBaTeNb CMapTdOH; BbibepuTe
NyHKT "Mpountate/U3meHunTL";

ybeauTecb, 4to ranoyka "Pabota co cmaptdoHamum npm nomowm QR-kogos" HE ycTaHOBNEHA; @

Ha*kKMUTe Ha KHonKy "Mpountatb".

WiegandTool - Kapta-nponyck = El‘l-&l

Mpoguns B Kapme!l u cmapTtdonsl ¢ NFC

" W3roTosuTs HOBBLINA NPOMYCK YBepure co cunTbiBaTENA
MpounTat BCE KapTb! ¥ MOMECTUTE

* TpounTats/MsmeHnTs:
KapTy-NpOMycK Unu CMapThoH

[~ PaBoTa co cmapThoHamm npy nomoum QR+«onos

JanaiTe MABHTUPUKATOP, BRYYHYIO MK C NOMOLLBID |

Integrated code (LSB) Facilty code  Card number (MSB)
| 5B 28 97 Hex | 37 | 972858
[ 9906267 Dec | 151 | 9906267

[~ AsTo- MHermeHTl ‘ |

< Hasan | Omvena

[Na U3mMeHeHUs 3aWMLLEHHOTO AEHTUGUKATOPA BUPTYANbHOM KapTbl-NPONycKa:

e BbINONHUTE NOCNE[0BATE/IbHOCTb ,EI,el\/iCTBVIl‘;I npu 4YyTeHUU 3alnuieHHoro

naeHTMdMKaTopa BUPTYaIbHOM KapTbl-NPOMNYCKa, ONUCAHHYHO BbIlE;

e U3MEHUTE YHUKANbHbIN MAEHTUPUKATOP KapTbl (MOXKHO Pa30BO YBENMYUTb 3HAYEHUE Ha 1 npu
NOMOLLM KHOMKN "UHKpemeHT", Tnbo yBennymBaTb aBTOMaTUYECKU NPM NOMoLLM rano4dykum "AsTo");
e HaXXMWTe Ha KHOMKY "3anucaTb".
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3.2.4.3 T[lponycka B BuAe BMpPTYyaribHbIX KapT Ha cMapTdOHax C
nHTepdencom Bluetooth

Ona paboTbl B KayecTBe OECKOHTAKTHOro nponycka B cucteme, Ha Android-cmaptdoHe
nocpeactsom Bluetooth:

1)  pOMKHO 6bITb YCTAaHOB/MEHO CMeLUann3npoBaHHoOe npunoxenue: https://

play.google.com/store/apps/details?id=ru.microem.virtualcard

2) B HacTpoWKax A0NXeH bbiTb aKTMBMPOBaAH Moaynb Bluetooth.

3.2.4.3.1 WarotoBneHne BUpTYyarbHOW KapTbl-Nponycka

C TOuYKM 3peHun pabotbl ¢ npunoxkeHnem WiegandTool npouenypa M3rotoBneHUs BUPTyanbHOM
KapTbl-NpoOMNycka Ha cmapTdoHe, B Cayyae NpPUMeHeHus TexHonorum Bluetooth, aHanornuyHa
npoueaype M3rotosneHUs GECKOHTAKTHOW KapTbl-MPOMycKa, O4HAaKO nepegaya MHbopmaumm ot
WiegandTool B npunoxeHne Ha cmapTPoHe ocyLecTBaAeTca Npy nomowm rpadpmyeckmx QR-Koaos.

WiegandTool - Kapra-nponyck =n Elli&l

Mpoduns B KapTo! u cmapTdoHsl ¢ NFC
* W3roToBWTL HOBLINA NpONYCK YBepute co cunTbiBaTENR
BCE KapTbl ¥ MOMECTUTE
" MpounTams/MsmeHnTs

YUCTYIO K3pTy N CMapTHOH

-
*

¥ Pabota co cmapTdoHamu npu nomoun QR+«onos

3anaiTe MAEHTUDUKAETOP, BPYYHYIO UMK C MOMOLUBID  TEHEepaTopa |

Integrated code (LSB) Facility code  Card number (MSB)
[ 34 4F 1IC Hexl 1C | 1C4F34
| 1855284 Dec | 28 | 1855284

[~ AsTo- MHermeHTl 3anuca I

OtmeHa
Ona  mnsrotosneHmsa BUPTYa/IbHOM KapTbl-NponycKa C 3aLWMLLEHHbIM
NAEHTUPUKATOPOM:
e CO34ailTe HOBYIO  BUPTYaNibHYIO  KapTy uWauM  Bbibepute  yxe CYLLLECTBYIOLLYIO

BMPTYaNbHYIO KapTy B CMMCKE KapT B HAaCTpoliKax npuaoxeHunsa MicroEM Virtual Card Ha cmapTdoHe;

e OTKPOMTE HACTPOMKM BUPTyasbHOM KapTbl Ha cmapTdOHe, nepengutTe no  CCbljKe

"No6aBnUTb/U3MEHUTb 3alUMLLEHHbIN naeHTudumKkaTop";
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https://play.google.com/store/apps/details?id=ru.microem.virtualcard
https://play.google.com/store/apps/details?id=ru.microem.virtualcard
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e MpY HEOBXOAMMOCTU paspelnTe MNPUIOKEHUIO Ha CMapTPOHEe MONb30BaTbCA KaMepoW; B

WiegandTool BbibepuTe NyHKT "MU3rotoBMUTb HOBbLIN Nponyck";
e Yybeautecnb, 4To ranoyka "Pabota co cmapTdoHamm npu nomowm QR-KogoB" ycTaHOBNEHa;

e B nose "Integrated code" cnesa ot ciioBa "Hex" yKakute yHUKaAbHbIA naeHTUPUKATOP KapTbl B
dopmarte HEX:

- ana Wiegand-26: 3 6aliTa;
- ana Wiegand-33: 4 6aliTa;
- ana Wiegand-34: 4 6aiiTa;
- ana Wiegand-37: 5 6aurT;
- ana Wiegand-40: 5 6aiT;
- ana Wiegand-42: 5 6auT;
- ana Wiegand-58: 7 6auT;
- ana 1-Wire: 6 6aunT.

Bbl TakXe MoskeTe 3a4aTb MAEHTUUKATOP NyTEM BNUCbIBAHUA NO OTAENbHOCTU 3HavyeHu Facility
Code (kog noapasgeneHus) u Card number (Homep KapTbl).

Kak anbTepHaTMBa, Bbl MOXKETE 33/aTb 3HAaUYEHMA Noel B AecATUYHOM dpopmare,
BOCMO/1b30BaBLUMCH Ay6AMPYHOWMMM NONAMMN BBOAA, PACMONONKEHHBIMW NOZA NOAAMMU BBOAA

3Ha4YeHnA B WeCTHaguaTepn4IHOM d)opmaTe Hex.

MOHO Pa30BO YBENINYUTb 3HAYEHME HA 1 NpK NomoLLM KHONKK "UHKpemeHT", nnbo yBennumeatb

aBTOMATMYECKM MNPU NOMOLUM rasodkun "Asto".

e HaXXMuTe Ha KHOMKY "3anucaTb";

QR-kog ana cmaptdoHa

MPOCKaHUPYITE 3TOT KOA NP1 NOMOLLM NPUNOXKEHUA Ha cMapTdoHe
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e B OTKPbIBLIEMCA OKHE HaXXMuUTe Ha KHonky "Haxmute u npoumtante QR-Kop, cnpasa”,
NoAOMXKANTE, NMOKa Ha AMANIOrOBOM OKHE OTpUCyeTCA Kog; nogHecute cmapTdOoH K aKkpaHy MK u

npockaHupyite QR-Kkog;

e NPW YyCMEeLWHOM NPOXOXKAEHUN NPoLLeAyPbl NPUIOKEHNE HA CMapTdOHe yBeaOoMUT Bac 06 3Tom,
N Bbl MOXETE 3aKPbITb AManorosoe okHo ¢ Kogom B WiegandTool;

e Npu OLWMBKE Bbl MOXKETe NOBTOPUTL MOMbITKY CYMTbIBAHMA KOA4A UAW NPEKPaTUTbL NpoLeaypy Ha
cmapTdoHe, BEPHYBLUMCb B HACTPOWMKN BUPTYasIbHOM KapTbl.

3.2.4.3.2 YTeHune n nameHeHne HacTpoek BUPTyasribHOW KapTbl-Nponycka

C TOukM 3peHua pabotbl ¢ npunoxkeHnem WiegandTool npoueaypa UTEHMA 3aLWMLLEHHONO
naeHTMOMKaTopa BMPTYasIbHOM KapTbl-MPOMNycka Ha CMapTdoOHE U ero U3MEeHeHusa, B C/yyae
npUMeHeHuns TexHonornm Bluetooth, aHanornyHa npoueaype YTEHUA U USMEHEHNA BECKOHTAKTHOM
KapTbl-NPONycKa, ogHaKo nepeaaya nHoopmaumm ot WiegandTool B npunoxkeHune Ha cmaptdoHe
ocywiectTBnAeTcA npu nomowm rpaduyecknx QR-KogoB, a B 0OpaTHy CTOPOHY - MyTem
KONMPOBAHMA CNEeLNaNbHOM CUMBOJIbHON CTPOKMW.

WiegandTool - Kapra-nponyck ol @ I-E(hl

Mpoduns B Kapmol u cmapTdoHsl ¢ NFC
" WsroTosuTs HosbIA nponyck YbepuTte co cunTbiBaTENA
MpounTat BCE KapTb! ¥ MOMECTUTE
* Mpountate/Wsmernts

KapTy-iponycK Unu cMapTdoH
¥ PaboTa co cMapTdoHamm npu nomotun QR+«onos

3apaiTe MABHTUDUKATOP, BRYYHYIO UMM C NOMOLLBIO |

Integrated code (LSB) Facilty code  Card number (MSB)
| 00 00 00 Hex | 00 | 0000
| 0 Dec | 0 | 0

[T AsTO- MHermeHTI ‘ I

< Hazan | OtmeHa

[Nna yTeHns 3aWMW,EHHOTo MaeHTUdUKaTOpa BUPTYaNbHOM KapT bl-NpPonycka:

e BblbepuTe yKe CyLLeCcTBYIOLLYIO BUPTYa/IbHYHO KapTy B CMIMCKE KapT B HACTPOWMKaAxX NPUIOXKEHUA
MicroEM Virtual Card Ha cmapTdoHE;
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e OTKpPOWTE HACTPOWMKU BUPTYaNIbHOM KapTbl Ha cmMapTdoOHe, nepenaute Mo  CCblsKe
"[106aBUTb/U3MEHUTb  3aLUMLLEHHbIN MAEHTUOUKATOP"; NpuM HeobxoAMMOCTM paspelumTe
NPUNOXEHUIO Ha cmapTdoHe nonb3oBaTbcA Kamepon; B WiegandTool BbiGepuTe NyHKT
"Mpountats/N3meHUTL";

e ybeauTecb, 4To rasioyka "Pabota co cmaptdoHamu npu nomowm QR-KoaoB" ycTaHOBNEHA;

e HaXMuTe Ha KHonKy "MpouunTaTh".

fe- ™

QR-koa ana cmapTdoHa

MPOCKaHUPYITE 3TOT KOA NPK NOMOLLM NPMAOXKEHUA Ha CMEPTHOHE

2

1 BBEAMTE CHOAE TEKCTOBLIN Koa W3 cvapTdoHa |

[

® nopgHecute cMapThOH K aKkpaHy MK 1 npockaHupyite QR-Koa;

npu OLKNBKe Bbl MOXeTe NMOBTOPUTb MONbITKY CYNTbIBAHUNA KOAa U NPEKPATUTb nNpoueaypy Ha

cmapTdoHe 1 B NporpaMmme, BepHYBLUNCb B HACTPOIKM BUPTYaIbHOM KapTbl.

e TNPU yCNewHOM NPOXOXKAEHUN NpoLeaypbl NPUNOKEHNE Ha CMapTHOHe yBeAOMUT Bac 06 3Tom

1 0TO6PA3UT CUMBO/IbHYIO CTPOKY;

e CKOMUPYTe 3Ty CTPOKY B none Beoga WiegandTool; Bbl MoxeTe KONMpoBaTb BU3yasibHO, 1M60
BOCMO/Ib30BATbCA CPEACTBAMM 3NEKTPOHHOW CBA3M MeXAy YCTPOWCTBAMM; MNpPU  YCNeLHowW

npoBepKe Koga nporpammont WiegandTool, aktueupyetcs KHonka "OK";
e T0OC/Ie 3TOrO Bbl MOXKeTe HaxaTb Ha "OK" 1 3aKpbITb Ananorosoe okHo ¢ Kogom B WiegandTool;

e TMPOYUTAHHBIN U3 MPUNOKEHUA Ha CMAPTPOHe 3aLUMLLEHHbIA UAEHTUOUKATOP BUPTYaNbHOM
KapTbl oTobpasutca 8 WiegandTool.

[Nna n3smeHeHMA 3aWMLLEHHOTO NAEHTUDMKATOPA BUPTYaIbHOM KapTbl-NPonycKa:
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e BbINOJIHUTE MOC/NEA0BATE/IbHOCTb AencTBuUiA npu  4YTeHuu 3alUULLEHHOTO
naeHTUPMKaTopa BUPTYaANbHOM KapTbl-NPOMNYCKa, ONMUCAHHYHO Bbille;

e B none "Integrated code" cnesa ot cnoBa "Hex" UameHUTe YHUKaNbHbIM MAEHTUOUKATOP KapTbl B
dopmare HEX:

- ana Wiegand-26: 3 6aliTa;
- ana Wiegand-33: 4 6aliTa;
- ana Wiegand-34: 4 6aiiTa;
- ana Wiegand-37: 5 6aiT;
- ana Wiegand-40: 5 6auT;
- ana Wiegand-42: 5 6aiT;
- ana Wiegand-58: 7 6ai;
- ana 1-Wire: 6 6aunr.

Bbl TaKkKe MoKeTe 3a4aTb UAEHTUOMKATOP NyTeM BNUCbIBAHMA NO OTAE/NbHOCTM 3HaYyeHun Facility
Code (Kog nogpasgeneHna) n Card number (Homep KapTbl).

Kak a/IbTEPHATMBA, Bbl MOXeETE 3a4adTb 3HAYEHUA nonen B AECATUHHOM (bOpM&Te,
BOCNO/1b30BaBLUNCb ,Cl,y6l1VIpy}OLU,VIMVI nonamun BBOAA, PACMONIOXKEHHbIMKU No4 nNoNAMKM BBOAA
3Ha4YeHnA B WeCTHagUuaTeEPUYHOM d)oplv\aTe Hex.

e HaXXMuTe Ha KHOMKY "3anucaTb";

o’ o

QR-kog ana cmaptdoHa

MPOCKaHMPYITE 3TOT KOA NPM NOMOLLM NPUACKEHMA Ha CMEPTdOHE

® nopgHecute cmapTPoH K 3KpaHy MK 1 npockaHupyiite QR-KoA; NpY yCNEewHOM MPOXOXKAEHUN

npoueaypbl NPU/IOXKEHWE Ha CMapTdoHe YyBeAOMWUT BaCc 06 3TOM, M Bbl MOMKETE 3aKPbITb

Ananorosoe okHo ¢ Kogom B WiegandTool;
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e Npu oWwmnbKe Bbl MOXKETE NOBTOPUTb MOMbITKY CYUTbIBAHUA KOAA UAM NPEKPATUTb NpoLeaypy Ha
CMapTPoHe, BEPHYBLUINCb B HACTPOMKM BUPTYaSIbHOM KapTbl.

3.2.5 3aBeplieHune paboTbl C NporpamMmmMmon

Bbl moeTe BbINOMHATL onepauun no pabote ¢ KapTamu-nNponyckamMu CTO/NbKO pas, CKOMbKO
NOHaZobMTCA: MOKa MNPUAONKEHME 3anyWeHo, OHO "NOMHUT' HeobxoaAuMble HACTPOMKMK,
BbIYMTAHHbIE U3 K/HOY- U MaAcTep-KapT.

MpY HEOBXOAMMOCTU MPUNOKEHUE MOMXKHO 3aKpPbITh, HAXKaB HA "KPeCTUK" B NPaBOM BEPXHEM YI/y.

TaKKe Bbl MOMKETe Npu nomolm KHonok "[Janee" AONTU A0 KOHLA NpOrpammbl U 3aBepLUUTb ee
Tam, Haxas "loToBO":

WiegandTool - 3aseplierune paboTel

3TO BAXHO!

KapTy«nio4 1 MacTep-«apTy XpaHUTE B HaASXHOM MecTe

Hukomy He BblaaBainTe KapTy-Knoy

< Haszan I [oToBO I

4 [ocTtyn no KapTam-npornyckam n cMapTdooHam

[na poctyna no KapTe-nNponycKy, NOAHECUTE KapTy K CHMTbIBATENIO, AOKAUTECH 3BYKOBOrO CUrHaa.

B 3aBucumocTm oT BbibpaHHOro nHTepdelica (1-Wire nnm Wiegand), npu ycnewHOM cYUTbIBaHUU

KapTbl-Nponycka unu cmaptdoHa, naeHTUdMKatop OyaeT OTCblNaTbCA MO COOTBETCTBYHOLLEMY
nHTEpdency.

Ona poctyna no cmapt ¢oHy Android:
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aKTMBUPYMTE Ha cMmapTdoHe B HacTpolikax moaynb NFC, nnbo Bluetooth (B 3aBucMMmocTH oT

npeAnoYnTaeMoro BaMu nHTepdeica akTMBaLmm cunTbiBaTenen);

2) 3anyctuTe npunoxerue Virtual Card MicroEM, ybeguTecb, YTO B HAaCTPOIMKax NPUIOKEHMUA
BK/IIOYEH HYHbIM BaM MHTepPdENC, U NPUNOKEHUIO AaHO paspelleHne Ha UCNob30BaHME 3TOro

nHTepoelica;

3) npu ncnonb3oBaHun nHTepoderica NFC, nogHecuTe cmapTPoH K CUMTbIBATENIO, AOXKAUTECH

3BYKOBOIO CUrHasna CHUTbIBATENA,

4) npu ucnonb3oBaHun uHTepdenca Bluetooth, nogHecuTe cmaptdoH K cumTbiBaTEN!O,
ybeaunTech, YTO CUUTbLIBATENb NOABUICA B CMMCKE Ha MNABHOM CTPAHULLE NPUIOMNKEHUA, HAXKMUTE Ha

KHOMKY "AKTUBMpPOBATL", AOKANTECH 3BYKOBOrO CUrHaNa CYUTbIBATENS;

5) B LIe/IAX SKOHOMMUU SHEPTUM, NPU XKenaHuu aeaktnsmnpyinte moaynb NFC nam Bluetooth B
CMapTPOHE;
6) b6onee NoApOOHYIO MHCTPYKUMUIO MO paboTe C MPUIOKEHMEM Ha cMapTdoHe yuTanTe B

AokymeHTe Wiegand - Mobile.pdf

[Nna nonyyeHMs MaKCMMaNbHOrO pPaCCTOAHMA CUMTbIBAHMA OGECKOHTAKTHbIX KapT WAM Mpu
nucnonb3oBaHum uHTepderica NFC Ha cmapTpoHe, nogHocuTe KapTy craeaylowum obpasom:
AEpXKUTE KapTy MapannenbHo K NMOBEPXHOCTU CYUTbIBATENs, NPUABUranTe KapTy MeaneHHO no
HanpaB/AIEHMIO K CUMTbIBATE/IO A0 TEX NOP, MOKa He NOABUTCA CBETOBAA /UM 3ByKOBaA MHAMKALMA.
YT106bI NPOUNTATL KapTy ele pa3 Heobxoanumo ybpaTb ee U3 NoAA CYMTbIBATENA U NOAHECTU CHOBA.

Ona poctyna no cmapTdoHy iPhone:
1) 3anyctute npunoxkenue Virtual Card MicroEM;

2) nogHecuTe cMapTdOH K cumuTbiBaTento, ybeautecb, YTO CUUTbIBATENb NOABWU/ICA B CMUCKE Ha
rNIAaBHOM CTPAHULIE NPUIOKEHUA, HAXKMUTE HA KHOMKY "AKTMBMPOBaATb", AOXANTECH 3BYKOBOIO

CUrHana cYnTblBaTeNS;
3) B LenAX 3KOHOMMUU SHEPTUN, NPU XKeNaHUU AeaKTUBMpPYMTe moaynb Bluetooth B cmapTdoHe;

4) bonee nogpobHYH WHCTPYKUMIO NO paboTe C NpUNOXKEHMEeM Ha CMapTPoHe uuTaiTe B

norkymenTe Wiegand - Mobile.pdf

4.1 BbluuTbiBaHME naeHTudumnkatopa no nHtepgency RS-485

BblunTaTh MAEHTMPUKATOP MOMKHO TPeMA crnocobamu:

e npotokon UEM;
e npotoKkon Modbus;

e npotokon OSDP.
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4.1.1 cnonb3oBaHue npotokona UEM

JononHnTenbHo noYuTaTb NnocneaHnin  CYMTaHHbIN  nAeHTUPUKaTOP MOMHO Mo
nHTepoelicy RS-485 B TeyeHMe 3 CeKyHA, MO UCTEYEHUM KOTOPbIX OH ByaeT yaaneH us namatm
cumTbiBaTenA. a1 3Toro Hy»XXHo oTnpasuTb KomaHAay 58 98 01 no Hawemy NPOTOKOAY,
ONMMWCaHHOMY B AOKYMEHTALMWN Ha HAacCTO/IbHbIE CYMTbIBATE/IN Ha cainTe npounsBoauTenda. OTBET Ha
KOMaHAy NPUAET TaKKe B COOTBETCTBMU C MPOTOKOJIOM, ONMCAHHbIM B OKYMeEHTaunun. Kpatkoe

onucaHue KoMmaHAabl:
// 3anpoc 0x58 0x98 0x01

// Otser: ACK[1l], TotalSize[1], Standard[1], ID[TotalSize-2] //
TotalSize[1] — Obuwas annHa anemeHTa (BKAtoyana TotalSize)

//  Standard[1] :

// 0x01 - 1SO14443A

// 0x02 - 1S014443B

// 0x04 - 1SO15693

// 0x10 - EMV

// 0x20 - Bluetooth

// 0x40 - 3alMLIEHHbIN PeXUM
// 0x80 - CMapTdpoH

Mpumepbl:

Mifare 4 byte UID
58 98 01

0006 01 94 C8 A6 03

Mifare 7 byte UID
58 98 01

0009 01 04 82 6F F2 04 3E 80

1SO14443B
5898 01

00 06 02 6F 33 24 02
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4.1.2cnonb3oBaHne npotokona MODBUS

CunTbiBaTeNb NOAAEPKMBAET CTaHAAPTHYIO KOmaHay npoTokona MODBUS RTU (uHTepdeic RS-
485).
0x03 Read Holding Registers

YTobbl HayaTb paboTatb No npotokony Modbus, AocTaToyHO HayaTb OTNPaBAATb KOMaHAbl B
COOTBETCTBMM C NPOTOKO/NOM, rae nepsblit 6alT KomaHabl — agpec (M3 CTPYKTypbl KOMaHA,
npoTtokosa Modbus).

KoHdurypauums

Mpu M3roTOBAEHUM CYUTbIBATENb NOAYyYaET agpec Ha wnHe RS485, pasHbiit 0, n Npon3BoAUT 06MeH
AaHHbIMM Ha ckopocTu 9600 604,

EcTb BO3MOXKHOCTb NEPEK/IoYUTb CKOPOCTb Ha 19200, 38400, 57600 nnm 115200 6oa.

Onsa pabotbl no npotokony MODBUS RTU agpec cumtbiBaTena gonxeH 6biTb B npeaenax ot 1 go
247.

Tpebyemble agpec M CKOPOCTb YCTAaHAB/IMBAKOTCA C MOMOLLBIO MUKpOMepeKaoUyaTenen (JOKymeHT
Wiegand-Installation-Guide.pdf).

4.1.3Ncnonb3oBaHne npotokona OSDP

CymnTbiBaTENb NOAAEPKUBAET OTKPbITHIN U 3aLMLLEHHbIA pPexkMMbl NpoToKosia OSDP. YTo6bl Ha4aTtb
pabotatb no npotokony OSDP, AOCTaTOYHO HayaTb OTNPaBAATb KOMaHAbl B COOTBETCTBUWU C

NPOTOKO/IOM, rae nepBbln 6aT KomaHabl — 0x53 (M3 cTPYKTypbl KOMaHA npoTokona OSDP).
0x60 Poll Request (an1a nonyyeHua naeHtTuduKaTopa KapTbl).

KoHdburypauus

Mpn M3roTOBAEHUM CYUTLIBATENb NOAYYaAET agpec Ha wnHe RS485, pasHbin 0, n npon3BoanT obmeH
AaHHbIMUM Ha ckopocTh 9600 6oa.

ECcTb BO3MOXKHOCTb NEPEKOYUTL CKOPOCTb Ha 9600, 19200, 38400, 57600 naun 115200 6og4,
Onsa pabotbl no npoTtokony OSDP agpec cunTbiBaTeNs A0/xKeH bbiTb B npeaenax ot 0 go 126.

Tpebyemble agpec U CKOPOCTb YCTAaHABNMBAIOTCA C MOMOLLbIO MUKpONepeKkntovaTenei (LOKYMeHT
Wiegand-Installation-Guide.pdf).
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