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ZY XEL

NETWORKS

ZyWALL USG FLEX 100/100W/200/500/700

MexceTeBble aKpaHbl USG FLEX

Hoseliwmne mexceTeBble akpaHbl USG FLEX obecneunBatoT eguHyto nnatpopmy
ynpaBneHua u3 061aka, pacluMpAOT U YCUAUBAIOT 3aLLMTY OT MEXCETEBOrO 3KpaHa A0
TOYKM AOCTYNa C UCNO/Ib30BaHMEM aBTOMATUYECKOro pearMpoBaHuA. 3aHOBO
pa3paboTaHHan cepua USG FLEX cBOAUT K MMHUMYMY 3arpy3Ky BblYUCAUTENbHOWM
MOLLHOCTM KOMMNbIOTEPA U YBEIMUMBAET A0 MAaKCMMyMa NPOU3BOAUTENBHOCTb
MeKCeTeBOro sKpaHa, obecneunsasn pocT A0 NATU pas npoussoamTenbHoctn UTM,
r'MOKOCTb ynpaB/ieHns U3 0b61aKa M 3aLUTy COBMECTHOM paboTbl. NpumeHeHne
MEKCETEBbIX 9KPAHOB 3TOW CepMM NOMOraeT obecrneynTb 6e30nacHOe NoAKAIYEHNE K
MHTepHeTy nonb3oBaTeneli B KOMNaHWAX Masioro u cpefHero busHeca.

Mpeunmyuwiecrea

EauHan cetb. Nebula.

MbI npeacTasnsem Hosyto ceputo USG FLEX B cemelicTBe YCTPOICTB NOA ynpaBieHNnem
Nebula, ucnonb3sytowmx nocnegHo0 Bepcmo MuKkponporpammsl ZLD5.0. MpocToe
pa3BepTbiBaHWE MEKCETEBOro IKpaHa He rapaHTUpyet 6e30nacHOCTb NPU LLMPOKOM
[,0CTYNe K HeHaZeXKHbIM YCTPOMCTBAM, NONb30BATENAM U NMPUNOKEHUAM.
PeBontoumoHHoe pewweHmne Nebula obecneurBaeT KoHUenuuio 6esonacHocTu Zero-
Trust ans opraHn3aumin ¢ ayTeHTMdUKaLmMen goctyna u 3awuweHHbim Wi-Fi.
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MOXHO MBKO MEHATb PeXxnm
ynpaBaeHUs MexKay aBTOHOMHbIM
1 ynpasneHvem n3 obnaka Nebula

TouyHoe BbiABNEHUE yrpo3 B
o61auHOM perume

HageskHas MHOroslenoHHas
cUcTeMa 3almThl

dUNbTP KOHTEHTA NO agpecam
DNS n URL gns 6e3onacHoi
paboTbl B web

ABTOMaTMyecKaa nsonauma yrpos Ha
rpaHuLe cetun

Secure WiFi rapaHTupyet
6€e30nacHOCTb PaboTbl yAaNEeHHbIX
nosnb3osaTtenemn

[ByxdaKTOopHas ayTeHTUdMKauma —
elle ogHa MMHMA 060POHBI
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TouHOe BbifiBNEHUE KMGepyrpo3

B obnake Zyxel Security Cloud cobupaetca nHpopmauma o6 yrposax 13
Pa3/IMYHbIX UCTOYHUKOB. MexceTeBble akpaHbl cepumn USG FLEX B
pexunme Cloud Query gna 6os1ee TOYHOM 3aLLMTbI OT BUPYCOB
MCMOob3YIOT 061a4HY0 633y AaHHbIX C MUAIMAPAAMM CUFHATYP.
dyHKumMa Cloud Query npoBepseT X3Ww-Koa, NoAo3puTenbHoro ¢aina 3a
HECKOJIbKO CEKYHA, M NO3BO/IAET TOYHO BbIABUTb Yrpo3y.

---- 3anpoc B 061aKko

ID HeussecTHOro daina___ - GREEEE Pe3synbrat: 3aparkeH
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USG FLEX

Hap,e)KHaﬂ MHOroswesioHHaA 3aWuTa

B USG FLEX ncnonb3yeTca MHOrosweioHHan cuctema 6e3onacHocTy,
3aLWMLLAIOLLAA OT Pa3HbIX TUNOB KaK BHYTPEHHUX, TaK U BHELLHUWX Yrpo3.
MHoOecTBeHHble CNyKbbl 6@30MacHOCTM NO3BO/IAIOT OrPaHNYMBaATb
MNCMNONb30BaHWE MOCTOPOHHUX NPUIONKEHUIN UK calnToB. Zyxel
npegaaraeT Ny4WNUn B 0TPAcaM KOHTEHT-GuabTp no DNS, ycTpaHaowmin
6enble NATHa BO BCeM 3awmndpoBaHHOM TpaduKe TLS 1.3 6e3
HeobxoanmocTn SSL-uHcneKkumu. MprumeHeHWe 3TUX CEPBUCOB

NONTHOCTbIO IMKBMNANPYyeT cnabble mecTa B cucteme 3alWunThbI BalUew ceTu.
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TexHWYecKas cneumonkaums
ZyWALL USG FLEX 100/100W/200/500/700

Wcuepnbisatowan nidpopmauma 06 yrposax

[na makcumanbHoM 3awmTbl Bawwein cetn B USG FLEX ncnonbsytotca
nofpobHble cBeseHUn 06 yrposax, npeaocTaBasemble AMgepamm
TeXHON0rMi nHGOpPMaLMOHHOM BesonacHocTH, 4To obecneynsaeT
MacwTabupoBaHue B peasibHOM BpemeHu nHGopmauum o dainax m
yrposax. lMpumeHeHue 6a3bl AaHHbIX, B KOTOPYO cobupaeTca
MHPopmauma 06 yrposax U3 pasHoobpasHbIX UCTOYHMKOB, NOBbIWAET
TOYHOCTb BbIABNEHUSA BPEAOHOCHOTO Koga. Kpome Toro, 6e3onacHocTb
MCNoNb30BaHWA MHTepHeTa yyYlaeT KOHTEHTHbIW GUAbTP, a ANA
OorpaHUYeHus JOCTyNa K 9KCTPEMUCTCKOM MHPOopMaLMm TakKe
npumensietcs ¢punbTp CTIRU (Counter-Terrorism Internet Referral
Unit).

Zyxel
Security
Cloud

YnpouieHHoe YyHUPpULUPOBAHHOE INL,EH3UPOBaHUEe

Mbl 3HaeM, YTO OMbIT NOKYMNKW U NPOA/IEHUS IMLEH3UI O4MHAKOBO BaXKeH
ON1A HalWmMX NapTHepoB. Mbl ONTUMU3UPOBAAMU NAaTGOPMY yripaBAeHUA
NMueH3npoBaHuem m obecneunnv egmHoobpasHbIi NyTb MUrPaLLMmK
MeXK Y NOKaNbHOW MHOPACTPYKTYPOI 1 Hawwel obnayHol NaathopMont.
Mbi 3a60TMMCA O TOM, YTOBbI HALIKM NaPTHEPbI MOFAN BbICTPO
a[anTMpPoBaTbCA K besonacHom cpeae 6e3 NWHUX X10MNOT, HO NPU 3TOM
COXpaHAA rMbKOCTb ANA TEX, KOMY HEOBXOAMMO NPUMEHATL Ty XKe
6€30MacHOCTb NPY Pa3INYHbIX CLLEHAPUAX NOCTPOEHMUS CETU.

MoAanNuCcKK Ha cepBUChI
6e3sonacHoctu Zyxel
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MosblWweHHaaA NPou3BOAUTENIbHOCTb

MpumeHeHne HOBOM NiaTtdopmbl obecneymBaeT ysennmyeHune
NPOM3BOAMTENbHOCTU MEXCEeTEBOro aKkpaHa Ao 125%. 3a cyer
MaKcMmanbHou npounssogutensHoctv UTM go muHUMyMa
COKpallaeTca noTpebieHne BbIYMCAUTENBHBIX PECYPCoB, a Npu paboTte
B pexkume Cloud Query npoussogutenbHocTs UTM 40NOAHUTENBHO
ysennymnsaetca Ha 500%.

Gains Up to 125%

Firewall Performance

Gains Up to 500%

UTM Performance

MpeBeHTUBHAA 3awWwmTa OT yrpo3 ¢ nomoubio CDR

®yHKumn Collaborative Detection & Response (CDR) ugeHtmduumpyert
yrpo3bl B BalLWX BU3Hec-npoLeccax, AaHHbIX M MOb30BaTeNAX U
CBAI3aHHbIE C HUMMW PUCKK. TTPU UCMONBb30BAHNM MEXKCETEBBIX IKPAHOB
USG FLEX c ynpasneHnnem Nebula ceteBoli agMUHMUCTPaTOP MOKET
3aZaBaTb NOIMTMKM HE30MacHOCTM C NOMOLLbto Npasu. Korga
MeXKCeTeBOW 3KpaH 06HapPYKMBaAET Ha OAHOM M3 NOAK/OUYEHHbIX K HEMY
KNMEHTOB KMbepyrposy, To OH CUHXPOHU3MPYET MHbOPMaLUto 06 3ToM
yrpose c ueHTpom ynpasneHus Nebula, a 3atem pearnpyet Ha
KMbepyrposy v M30aMpyeT CKOMNPOMETMPOBAHHOTO KAMeHTa (Mau
K/IMEHTOB) Ha YPOBHE TOYKM A0CTyNa Ha rpaHuLe Balel ceTu. 1ot
dyHKUMoHan USG FLEX onTmanbHO NoaxoamT Ana NoCcTpoeHus
OeLeHTPaNn30BaHHOM KOPNopaTUBHOM CeTeBOM MHPPACTPYKTYpPbI 1
aBTOMaTU3auUMM Npoueayp noaaepskaHua 6e3onacHoOCTM ceTu.

OpauH ypoBeHb 6e30MacHOCTU 4N1A BCeil ceTu

C nomouibto paspaboTtaHHoi Zyxel HoBol dyHKLMK Secure WiFi Bbi
CMOXKeTe CO3/aBaTb NOJIHOCTbIO HACTPOEHHbIE M FOTOBbIE K paboTe
TOYKM JoCTyna, penavumpytowme SSID Bawero odpuca u
aBTOMAaTUYECKM Pa3BepTbiBaOWME 3aWMNLLEHHBIA TYHHENb A5
6€eCLUOBHOIO NOAKAOYEHMA K KOPNOPATUBHOM ceTn. MpumeHeHne
Secure WiFi obecneynsaeT 6e3onacHoe 1 npoctoe (No moaenu
plug-n-play) passepTbiBaHWE yaaneHHbIx paboumx MecT Ha Ballem
npeanpuaTUn.

YpaneHHoe pabouee
mecTo

Cetb odpuca

YpanexHaa USG FLEX Series

TodKa ocTyna

3alWmLeHHbI
TyHHenb

TexHWYecKas cneumonkaums
ZyWALL USG FLEX 100/100W/200/500/700

KopoTkun nyTb K MHcpopmavmu
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OsyxdaKTopHas ayTeHTUdUKauma yaydluaeT 6e3onacHoCcTb

OpHo cucTeMbl Napoieit HeJoCTaTouHO AnsA obecneyeHuns 6esonac-
HOCTW A0CTyNa K Ballel cetn. Heobxoaum ele oAvH MeXaHU3M
ayTeHTUGMKALMMN YTOBbI MOMHOCTBLIO UCKKOYUTL PUCK HEABTOPK30-
BAHHOrO A0CTyna K 6a3am AaHHbIX Balleid KOMNAaHUK, Y4eTHbIM 3anncim
3/1EKTPOHHOW MOYTbI M APYTMM LLeHHbIM pecypcam. Mcnonbsys
pa3paboTaHHyto Zyxel AByxdaKTOpHYIO ayTeHTUMKaLmio (2FA). Bawa
OpraHn3aLmsa CMOXKET TOYHO MAEHTUGULMPOBATL NOb30BaTENEN,
3anpalumBatoLLIMX AOCTYN K KOPNOPaTUBHOM CETU C yAaNEHHbIX
HacTO/bHbIX MK ¥ IMYHBIX MOBUIbHBIX YCTPOMCTB.

CkauaHo c sec.ru




KomnnekcHaa Web-punbrpauus

USG FLEX obecneunBaeT paclumpeHHble GyHKUMOHaIbHbIe BO3MOXHOCTU Web -dunbTpauumn n 6esonacHoctb 61arogapa MOWHOMY COYETaHUIO
duUNbTPOB Ha OCHOBE KaTeropuii 1 penyTauun. JMHaMUYECKNI1 aHaIN3 COAEPXKMMOTO CalToB onpeaenaeT, NPUHALNEKUT SN OH K HeXKenaTeNbHON
KaTeropmu, Hanpumep asapTHble Urpbl, NOPHOrpadumsa, Urpbl U MHOroe apyroe. HepasHo A06aB/IeHHbIV KOHTEHT-GKUALTP No DNS npegnaraet
NyYwnii Noaxoa, K nposepke goctyna K Web-caiitam, ocobeHHo ecnv Web-caliT ucnonbsyet 3awmdpoBaHHOe yKasaHue nmexu cepsepa ESNI
(Encrypted Server Name Indication) n noatomy TpaauumoHHasa ¢unbtpauma URL-agpecos He MOXeT aeHTUdMLMpPoBaTb LOMEH 3TOro caiTa.
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AHaNUTUUYECKKE OTYETbI U YINybaeHHblA aHanus yrpos Bce BO3MOXXHOCTU AN MHOYCTPUMU FTOCTENPUMMCTBA

Ha ocHOBHO KOHCO/IM MesKceTeBbIX 9KkpaHoB cepumn USG FLEX MekceTeBble aKpaHbl ZyWALL USG FLEX He To/IbKO 3aluMLiaeT Bawy
BbIBOAWTCA B YAO6HOM A/151 YTeHUA GpopmaTe CBOAKA CTAaTUCTHKM MO ceTb, HO W MNoaAepKMBaeT QGYHKUWUM FOCTEMNPUMMCTBA, BK/tOYaA
TpaduKy n rpaduueckme Amarpammbl CTaTUCTUKK yrpos. Mpu dYHKUMOHAN XoT-cnota (BUANMHT) U yBEANYEHNE MAKCUMaIbHOTo
MCNO/b30BaHNK cepeunca SecuReporter MOXHO NONYYNTb YrAy6aeHHbIN KO/M4YecTBa Nosib3oBaTenieil. Bbl moxeTe NpMobpectn BpeMeHHyo
aHasn3 yrpos ¢ Koppesiaumnen cobbiTuin, Ha OCHOBE KOTOPOTO Bbl NVLEH3MI0 4TOBbl NNaTUThb TOMLKO 33 Te dYHKLMMK, KOTopble Bam
CMOKeTe BbIABUTb TEHAEHLUMWN U3SMEHEHUA COCTOAHMUSA CETU U cellyac HyKHbl.

npeanpuHATbL NPEBEHTUBHbIE MePbl 415 OTPaXKeHUa KubepaTak.
OTobpakeHue Bcex CobbITUIA B CETM Ha OAHOMW LEeHTPaIn30BaHHOM
KOHCOM YNPOLLAEeT ynpas/ieHne PasHbIMU KIMEHTAMM M YCTPOMCTBAMM.

TexHuyeckas cneundukayma 4
ZyWALL USG FLEX 100/100W/200/500/700
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JInyeH3umn Ha cepBUCbI, NOCTaBAAeMble BMecCTe C OGOPYAOBGHMEM

@ ®yHkumoHan Nebula @ ABTOHOMHbBIN PYHKLMOHAN

MepBas nokynka* MpoaneHue nognucok

CepBUCbI/KOMNOHEHTbI ABTOHOMHbIN Nebula Cloud Komnnekr OTpenbHbie

pexum NINLEH3nI NINLEH3UN

KoHTeHTHasa ¢punbTpauma L ] LN [ ]
AHTUBMPYC o @ e ®
IPS/IDP ® ® [ N ] -
MaTpy/ib NPUNOMKEHUI ® @ e -
® @
L] @ e
UTM SecuReporter SecuReporter
Premium
[ () e

CoBMecTHOe 0bHapyXeHue u -
pearvposaHue (CDR)
AHTUCNam L - N R
CUHXpOHM3auua npodunen - @ [ N -
6e3onacHocTn

Hosnitalit YnpasneHue xoT-cnotammu ® - ® R

ospitali
P v (6unnuur)*!
YBennyeHve MakcMmanbHoOro ® - ® -
KOZIMYecTBa nosib3oBaTesnen*?
B bundled

Nebula Professional Pack - o -

Nebula Bepcumn*?
Nebula Plus Pack - - ® -

_— 3awndp. TYHHENMPOBaHME U
Secure WiFi p. Ty P - - - [ N

MaKCMMYM TOYEK O0CTyna

*: Bundled sepcus (-0102F): 30 aHeit +1 roa / non-bundled sepcus (-0101F) : 30 gHent (tpuan)
*1: YnpasneHue xoT-cnotamu (BUANKUHT) AOCTYNHO ToabKo ans USG FLEX 200/500/700

*2: YBe/iMyeHMe MaKc. Koa-Ba Nosib3oBaTenei 4ocTynHo Toibko ana USG FLEX 500/700
*3: Nebula Pro Pack B komnnekre 6yaeT soctyneH Tonbko ans bundled sepcun (-0102F).

JNnueHsupyembii cepBuc DYHKUUA

Nuuensua UTM

KoHTeHTHan ¢unbTpauma BnokmMpoBaHMe AOCTyNa K OMacHbIM U NOA03PUTE/IbHBIM Web-caliTam

IPS/IDP TwartenbHaa NPoBepPKa NakeToB Ha HaaM4ne BPeLOHOCHOrO KoAa, UCMOJIb3yeMOro A1A aTak U3 MHTepHeTa
MaTpynb NPUNONKEHNIA ABTOMaTMYeCKan KnaccuduKauma NpUoKeHN n peryimpoBaHmMe UCNOAb30BaHNA UMK CETEBbIX PeCypCcoB
AHTUBUPYC CKaHupoBaHue $alinoB Ha HaIMuMe BPeLOHOCHOTO KoAa U APYTUX Yrpo3 B LWto3e uam obnake

6e3onacHocTu Zyxel

CoBmecTHOe o6HapyKeHue ABTOMATMYECKOE M30IMPOBAHMNE YIPO3 Ha rPaHuLe CeTU
n pearnposaHue (CDR)

AHTUCNam BbicTpoe o6HapyKeHue 1 610KMPOBKa cnama/GpuLLnHIa B 31EKTPOHHOM nouTte

SecuReporter VIHTeNNeKTyanbHan aHaNUTUKa 1 oT4eTbl Ha 6ase obnaka

CuHxpoHu3auua npodunei Y,06HbI MHCTPYMEHT A1 CUHXPOHM3aLuMK npodunei 6e3onacHoCTH, UCMONb3YEMbIX B Pa3HbIX CETAX
6e3onacHocTH KOMMaHMM

JinueHsua ana nHayctpum roctenpummcrsa (Hospitality)

Ynpas/ieHue xoT-cnotamm Pa3Hble MeTOAbl KOHTPO/IA AOCTYMNa K CeTU
(6nnnuur)
YBenunyeHne MakcumanbHoro YBenunyeHnme MakCMmasnbHO AOMYCTMMOrO YMC/Ia aBTOPU30BAHHDbIX MO/b30BaTesIen

KOZIMYeCTBa Nosib3oBaTesnen

TexHuyeckas cneundukayma 5
ZyWALL USG FLEX 100/100W/200/500/700
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Cneundpukaumm

Mopgenb USG FLEX 100

®dotorpadua npoayKra

USG FLEX 100W

USG FLEX 200

Cneuundukaums ob6opyaosaHus
CraHgapt WiFi -

802.11 a/b/g/n/ac

Moptbl 10/100/1000 M6uT/cek RJ-45 1x WAN, 1 x OPT (WAN/LAN),

1 x WAN, 1 x OPT (WAN/LAN),

2 x WAN, 1 x SFP (WAN/LAN),

3 x LAN 3 x LAN 4 x LAN/DMZ
MopTbl USB3.0 1 1 2
KOHCO/IbHbIM nopT [Oa (RJ-45) Oa (RJ-45) [Oa (DB9)
MOHTaX B CTOMKe - - Oa
bes BeHTUNATOpA Oa Oa JiE]
EMKOCTb M NPOU3BOAUTENBHOCTL*!
MNMponyckHaA cnocobHOCTb MeXXceTeBoro 900 900 1,800
skpaHa SPI (M6ut/cek) *2
Mponyck. cnocobHoctb VPN (M6ut/cek) 2 270 270 450
MponyckHana cnocobHoctb VPN IMIX 100 100 160
(M6ur/cek) 3
Mponyck. cnocobHoctb IDP (M6ut/cek) ** 540 540 1100
Mponyck. cnocobHoctb AV (M6ut/cek) 4 360 360 570
Mponyck. cnoco6Hoctb UTM (AV u IDP)™ 360 360 550
MakcumanbHoe YUCNO OAHOBPEMEHHbIX 300 000 300 000 600 000
ceccmit TCP™S
Makcum. uncno TyHHenel IPsec VPN™6 40 40 100
OaHOBpeMeHHbIX noab3oBaTteneit SSLVPN 30 30 60
Konuuectso uHtepoeiicos VLAN 8 8 16
OpHOBPEMEHHO aBTOPU30BaHHbIX NONb30- 64 64 200

sarteneii (no ymonuaHuio/makcumym)”"2

Speedtest Ha ogHOM rurabuTHom KaHane ™11

MNMponyckHaa cnocobHOCTb MeXKceTeBoro 760
aKpaHa SPI (M6ut/cek)**
CepBucbl 6e3onacHocTn

760

810

AHTUBUpPYC*’ Ja [Ja [Ja
IPS/IDP* [a [a [a
Natpynb npunoxkeHuin*’ [Oa JiE] Jik]
AHTUCNAM [a [a JiE]
KOHTeHTHbI punbTp *’ Oa Oa Oa
SecuReporter Premium*’ Oa [Oa [Oa
CoBmecT. 06HapyKeHue u pearuposaHue *’ [la [Oa Oa
WHcnekums SSL (HTTPS) Oa [Ja [Ja
2-pakTopHasa ayteHTUUKaLma JiE] Oa Oa

VPN IKEV2, IPSec, SSL,L2TP/IPSec  IKEv2, IPSec, SSL,L2TP/IPSec IKEV2, IPSec, SSL,L2TP/IPSec
Microsoft Azure Oa JIE! JIE!
Amazon VPC [a JiF] Ja
Yucno ynpasnsembix TOYEK A0OCTyNa no 8 8 8
YMONYaHUIO
PekomeHayemoe maKCcumasibHOe YNCNo 10 10 20
TOYEK A0CTYNa B OAHOW rpynne
Cepsuc Secure WiFi’ Oa Oa Oa
MaKcumanbHoe 4UCcno ToYeK [ocTyna, 6 6 10
MCNO/Nb3YIOLWMX TYHHENN
MaKkcumanbHoe 4ncno ynpasasembix 24 24 40
TOYeK pocryna
TexHu4yeckan cneumounkalma 6

ZyWALL USG FLEX 100/100W/200/500/700
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Mogenb USG FLEX 100 USG FLEX 100W

USG FLEX 200

YnpasneHue coeguHeHUAMMU

Pexkum ynpaBneHus us obnaka (Nebula) [Ja [Oa

YnpasneHue xoT-cnotamm *’ - -

MopapepKa NPUHTEPOB KBUTAHUMIA ™/ - -
MaKCMManbHOE YMCNO NPUHTEPOB

[la (SP350E) / 10

Device HA Pro - -

Tpe6oBaHUA K NUTaHUIO

UCTOYHUK nuTaHuA 12 B NOCTOAHHOTO TOKa,

Makcumym 2 A

12 B NOCTOAHHOrO TOKa,
Makcumym 2 A

12 B NOCTOAHHOrO TOKa,
Makcumym 2.5 A

MakcumanbHoe 12.5 125 13.3
aHepronoTpebneHue (Barr)
TennosbigeneHune (BTU/uac) 42.65 42.65 45,38

dusnuyeckmne XapPaKTepUCTUuKn

Bes ynakosku Pasmepbi (LLIXIxB) (Mm) 216x147.3x33 216x147.3x33

272 x 187 x 36

Bec (kr) 0.85 0.85 1.4
BynakoBke Pasmepbi (LLIXIxB) (mm) 284 x 190 x 100 284 x 190 x 100 427 x 247 x 73
Bec (kr) 1.40 1.40 2.23 (6e3 MOHTaXKHbIX CKOB)

2.42 (C MOHTaXKHbIMW CKOBamm)

e Agantep NUTaHUA
e Kabenb RJ-45 - RS-232 ann
NOAK/IIOYEHUA KOHCOMN

° AganTep nNuUTaHuA
e Kabenb RJ-45 - RS-232 gns
NOAKNOUYEHUSA KOHCONU

AKceccyapbl B KOMNAEKTE NOCTaBKM

* AganTtep NuTaHuA
e Habop Ana MOHTaxXKa B CTOMKe

TpeboBaHMA K OKpY:KaloLel cpege

3Kcnayatauua Temnepatypa 0°C-+40°C 0°C-+40°C 0°C-+40°C
BnayKHOCTb 10% - 90% (6e3 BbInageHua 10% - 90% (6e3 BbinageHua 10% - 90% (6e3 BbinageHua
KOHZeHcaTa) KoHZAeHcaTa) KOHAeHcaTa)
XpaHeHne  Temnepatypa -30°C - +70°C -30°C - +70°C -30°C - +70°C
BnaKHOCTb 10% - 90% (6e3 BbinageHun 10% - 90% (6e3 BbiNnageHua 10% - 90% (6e3 BbiNnageHua
KOHZeHcaTa) KoHZAeHcaTa) KOHAeHcaTa)
MTBF (4acos) 989810.8 989810.8 529688.2

CepTuduKatbl

EMC FCC Part 15 (Class B), CE
EMC (Class B), BSMI

FCC Part 15 (Class B), CE
EMC (Class B), BSMI

FCC Part 15 (Class B),CE
EMC (Class B), C-Tick
(Class B), BSMI

be3onacHocTb LVD (EN60950-1), BSMI LVD (EN60950-1), BSMI

LVD (EN60950-1), BSMI

TexHuyeckas cneundukayma 7
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Mogaensb USG FLEX 500 USG FLEX 700

®dotorpadus npoaykTa

MopTbi 10/100/1000 M6uT/cek RI-45 7 (WAN/LAN), 1 x SFP (WAN/LAN) 12 (WAN/LAN), 2 x SFP (WAN/LAN)
MopTbl USB3.0 2 2

KOHCO/IbHbINM nopT [Oa (DB9) Oa (DB9)

MOoHTaX B CTOMKe [a [a

bes seHTUNATOpPA - -

EMKOCTb M NPOU3BOAUTENbHOCTL*!

MNMponyckHaa cnocobHOCTb MeXXceTeBoro 2 300 5400
sKkpaHa SPI (M6ut/cek) *2

Mponyck. cnoco6Hoctb VPN (M6uTt/cek) *3 810 1100
MponyckHasa cnoco6Hoctb VPN IMIX 240 550
(M6wut/cex) *3

MponyckHaa cnocobHocTb IDP (M6ut/cek) 1500 2 000
MponyckHasa cnocobHoctb AV (M6ut/cek) 800 1450
MNponyckHasa cnocobHoctb UTM (AV 1 IDP)™* 800 1350
MakcumanbHoe YUCcno oaHOBPEMEHHbIX 1 000 000 1600 000
ceccuii TCP™S

MaKcMM. YMCI0 OAHOBPEMEHHDbIX TYHHenen 300 500
IPsec VPN"¢

OpHOoBpemeHHbIX nosib3oBatenei SSL VPN 150 150
Konuuectso unrepdeiicos VLAN 64 128
OpaHOBpeMeHHO aBTOPM30BaHHbIX NO/b30- 200/300 500/800

Barteneii (no ymonuanuio/makcumym)*”®

Speedtest Ha ogHOM rurabutHom KaHane ™!

MNMponyckHaa cnocobHOCTb MeXceTeBoro 810 840
aKpaHa SPI (M6ut/cek)**
CepBucbl 6e3onacHocTn

AHTUBUpPYC*? [Oa [Oa
IPS/IDP*’ Oa Oa
Natpynb npunoxkeHuin*’ Oa Oa
AHTUCNAM Oa Oa
KoHTeHTHbI dunbtp*’ [Oa [Oa
SecuReporter Premium*’ [Oa [Oa
CoBmecT. 06HapyKeHue u [Oa Oa
pearupoBaHue *’
UHcneKuusa SSL (HTTPS) Oa Oa
2-pakTopHasa ayteHTUGUKaLMA Oa Oa
VPN IKEv2, IPSec, SSL, L2TP/IPSec IKEv2, IPSec, SSL, L2TP/IPSec
Microsoft Azure Oa Oa
Amazon VPC Ja Ja
Yucno ynpasnsembix To4EK A0OCTyNa no 8 8
YMONYAHUIO
PekomeHayemoe maKkcMmanbHoe YUCNo 60 200
TOYEK A0CTyna B OAHOM rpynne
Cepsuc Secure WiFi’ Oa Oa
MaKcumanbHoe YMC/Io TOYEK A0CTyNa, 18 66
MCNOb3YIOLWMNX TYHHENN
MaKcMmanbHOe YMCNo ynpaBaAembIX ToOYeK 72 264
Aoctyna
TexHWYecKana cneumpunkauma 8
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Pexkum USG FLEX 500 USG FLEX 700

ynpa B/lIeHue coeguHeHnamu

Pexkum ynpasneHua us obnaka (Nebula) Ja [Oa
YnpaBneHue xor-cnotamu *’ [Oa [Oa
MoapepKKa NPUHTEPOB KBUTAHLUMIA ™/ [Oa (SP350E) / 10 [Oa (SP350E) / 10

MaKCUMa/ZibHOE YNUCNO0 NPUHTEpOB

Device HA Pro Oa Oa

Tpe6oBaHMUA K NUTaHUIO

UCTOUYHUK NUTaHUA 12 B nocToAHHOrO ToKa, 4.17 A 100 - 240 B nepemeHHoro ToKa, 50/60 Iy,
Makcumym 2.5 A

MakcumanbHoe 24.1 46
sHepronoTpebneHune (Batr)

Tennosbigenexue (BTU/uac) 82.23 120.1
Bes ynakosku Pasmepb! (LLXMxB) (mm) 300 x188 x 44 430 x 250 x 44
Bec (kr) 1.65 33
Bynakoske Pasmepbi (LLXIxB) (mm) 351 x 152 x 245 519 x 392 x 163
Bec (kr) 2.83 4.8
AKceccyapbl B KOMNJEKTE NOCTaBKU e ApganTtep nuTaHmA ° ApganTtep NnUTaHuA
* CnnoBoi Kabenb * Habop ona MOHTaKa B CTOMKe

* Habop AnAa MOHTaxa B CTOMKe

TpeboBaHuA K OKpyKaloweii cpeae

dKcnnyartauma Temnepatypa 0°C - +40°C 0°C - +40°C
BAaXKHOCTb 10% - 90% (6e3 BbinageHwus 10% - 90% (6e3 BbiNnageHWa KOHAEHCATa)
KOHZeHcaTa)
XpaHeHue Temnepatypa -30°C-+70°C -30°C-+70°C
BNaKHOCTb 10% - 90% (6e3 BbinageHua 10% - 90% (6e3 BbiNnageHWa KOHAEHCaTa)
KOoHAeHcaTa)
MTBF (4acos) 529688.2 947736
AKRyCTUYECKMIA LUym 24.5 pbA npw paboTe npu 24.5 pbA npw paboTe npu Temnepartype
Temnepatype ao +25°C, 41.5 gbA npu 00 +25°C, 41.5 nBA npy makcMmanbHon
MaKCMMabHOM CKOPOCTM BpalLeHua CKOPOCTM BPaLLLEHNA BEHTUAATOPA.
BEHTUAATOPA.
EMC FCC Part 15 (Class A),CE FCC Part 15 (Class A),CE
EMC (Class A), EMC (Class A),
C-Tick (Class A), BSMI C-Tick (Class A), BSMI
BesonacHocTb LVD (EN60950-1), BSMI LVD (EN60950-1), BSMI

*: JT1a Tabnuua ana mukponporpammel ZLD 5.0 n 6onee nosgHein Bepcun.
*1: Ha NpaKT1Ke Npou3BOAMTENBHOCTb MOKET BbiTb MEHbLLE U3-3a YCN0BUI PabOoTbl CETU M aKTUBHbIX MPUNOXKEHWIA.
*2: MaKkcvMmanbHaa NponycKkHas cnocobHocTb B cooTBeTcTBMM ¢ RFC 2544 (UDP-naketbl no 1518 6aiitos).

*3: NponyckHas cnocobHocTb VPN B cootetctaum ¢ RFC 2544 (UDP-nakeTbl no 1424 6aiita). IMIX: MponyckHas cnocobHocTs UDP namepsnach Npu UCNoNb30BaHUM KOMBUHALMM NaKeToB
OnvHoM 64, 512 n 1424 6anTos (6:3:1).

*4: MponyckHan cnocobHocTb AV (B pexxume Express) u IDP usamepsanach ¢ NOMOLLbIO CTaHAAPTHOW YTUAUTbI TECTUPOBaHUA npoussogutensHoctr HTTP (nakeTtol HTTP no 1460 6aitos).
TecTMpoBaHWe NPOU3BOANNOCH C HECKO/IbKUMU MOTOKaMU.

*5: MaKcMManbHOE YUC/IO CECCU U3MEPAIOCH C MOMOLLBIO CTaHAAPTHOW yTUAUTBI TecTupoBaHua IXIA 1xLoad.

*6: Bkntouas Gateway-to-Gateway u Client-to-Gateway.

*7: Ana ncnonb3oBaHMA 3TON GYHKLUMM U PACLUMPEHUA ee EMKOCTU HYXKHA NULEeH3nA Zyxel.

*8: 3TO MaKCMMasbHOE YNUC/I0 OAHOBPEMEHHO aBTOPU30BAHHbBIX MOb30BATENEN.

*9: dyHKuma SafeSearch goctynHa ¢ uHcnekumei SSL n He Ucnonb3yeTcs B MOAeNAX, NPeAHa3HAYeHHbIX A1 Manoro busHeca.

*10: NoapepuBaetcs ¢ avueHsuelt Hotspot Management.

*11: TecTbl Speedtest npoBOAUAM C UCNONb3OBAHMEM OLHOMO KAMEHTa U KaHana WAN 1 T6uT/cek B peanbHOM CETH, U Ha UX Pe3y/bTaTbl MO0 NOBAWUATL KAYECTBO KaHana cepBuc-
nposaigepa.
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Cneuundukauma becnpoBogHo cetu

Moaenb USG FLEX 100W

CooTBeTCTBUE CTaHAAPTaM 802.11a/b/g/n/ac

YacroTa 6ecnpoBogHoOii ceTn 2.4/5T1Tuy,
Konuuecteo paguomogynei 2
Yucno npeHtudpukatopos SSID 8
MakcMmanbHaa MOLHOCTb CLUA (FCC) 2.4 Ty, 25 aobm, 3 aHTeHHbI
nepeaaTunKa (MakCUMyM AMA o)) a (FcC) 5 Ty 25 ABM, 3 aHTeHHbI
BCeX KaHanos)
Espona (ETSI) 2.4 Ty, 20 pbm (EIRP), 3 aHTEHHbI

Espona (ETSI) 5 Iy, 20 pbm (EIRP), 3 aHTEHHbI

3 CbeMHbIe aHTEHHbI

YuUcno aHTeHHbI

YcuneHune aHTeHHbI 2 nbu ana 2.41Ty,

3 abu ana 51Ty,

¢ 802.11n: ao 450 M6éut/cek

¢ 802.11ac: go 1300 M6uTt/cek

e CLLA (FCC): 2.412 - 2.462 Tw,

e Espona (ETSI): 2.412 - 2.472 1Ty,

e TaBaHb (NCC): 2.412 - 2.462 Ty,

e CLLUA (FCC): 5.150 - 5.250 '"w; 5.250 - 5.350 Tw;
5.470-5.725Tu; 5.725 - 5.850 Iy,

e Espona (ETSI): 5.15 - 5.35 Mw; 5.470 - 5.725 Ty,
e TaitBaHb (NCC): 5.15 - 5.25 Mu; 5.25 - 5.35Ty;

CKOpOCTb Nepesayun AaHHbIX

YacToTHble Anana3oHbl 241TTy

(IEEE 802.11 b/g/n)

50Ty
(IEEE 802.11 a/n/ac)

4
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5.470-5.725T1Tuy,; 5.725-5.850 Ty,

YyBCTBUTENIBHOCTb NPUEMHUKA 24101Ty 11 M6ut/cek < -87 abm HT20<-71 pbm
54 M6ut/cek < -74 nbm HT40 < -68 abm
50Ty 54 M6uT/ceK < -74 abm HT20, MCS23 <-71 pbm

HT40, MCS23 < -68 ABMm
VHT40, MCS9 < -62 aBbm

VHT20, MCS8 < -66 gbm
VHT80, MCS9 < -59 abm

®YHKLUUUN NPOrpammHOro

° Kputepumn nonmTunkK: 3oHbl, IP-agpec
Ha3HauyeHMA/UCTOUYHMKa, NONb30BaTeNN,

Be3onacHOCTb 3N1€KTPOHHO NOYTbI
¢ [Tpo3payHbIii nepexsaT noytsl SMTP 1 POP3

obecneueHun Bpema e OB6HapyKeH1e cnam 1 GpULLIMHTa B
3}'IeKTpOHHOl7| noyte
Bbe3sonacHocTb OG6Hapy)XeHue u npeaoTBpaLLeHue e NopaeprKKa «4epHoro» 1 «benoro» cnucka

CepBucbl 6e3onacHoOCTH

® CepTodumLMpOoBaHHbIN ICSA merkceTeBoM
3KpaH KOprnopaTUBHOro Kaacca

® PeXkrmbl mapLupyTM3aTopa n mocTa

® /lHCMeKuMA NaKeToB C XpaHeHeM
COCTOAHMA

e [[pmeHeHne NONNTUK C yH4ETOM
KOHKPETHOro nonb3osartena

¢ SIP/H.323 NAT traversal

e [lopaeprkka ALG ana HacTpamBaembix
nopTos

* O6HapyKeHue u 3almTa oT
aHOMaNWi NPOTOKO/I0B

e O6Hapy»KeHWe v 3almTa OT aHOMaNNI
Tpaduka

e O6Hapy»KeHue v 3almTa oT dayaa

* 3awmra ot DoS/DDoS aTtak

YHUMUMpOBaHHbIE NONUTUKM 6e30nacHoCTH

* YHUPUUMPOBAHHbBIM MHTepdElic
ynpas/ieHUA NoAUTUKaMU

e MopAepKKa KOHTEHTHOW GUAbTpaLMK,
naTpyNA NPUIOKEHWUI, MEXCETEBOTO
aKpaHa (ACL/SSL)

TexHWYecKas cneumonkaums
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BTOpXKeHwuii (IDP)

® Pexxum mapLipyTmsaTopa n mocTa

° CKaHMpoOBaHWe Mo CUrHaTypam M
noseseHnto

e [logaepKa Nonb30BaTENLCKUX CUTHATYP

* ABTOMaTU4ecKkoe 06HOBNEHWE CUTHATYP

MaTpynb npunoxeHuii

® [PaHyNAPHbIA KOHTPO/Ib CaMblX BaXKHbIX
NPUNOXKEHWUN

* NaeHTUOMKaLMA U KOHTPOIb MOBEAEHMSA
NPUNOXKEHWUN

¢ Moppeprkka 30+ KaTeropuii NPUNOMKEHU

® AyTeHTUdMKaLMA NoNb30BaTENEN

o CTaTUCTUKA M OTYETbI B PeasibHOM BpeMeHH

AHTUBUPYC

* [IOTOKOBbI MEXaHM3M CKaHUPOBaHWA
(perkum Stream)

¢ Moaaep»Ka npotokonos HTTP(s), FTP(s),
SMTP(s) n POP3(s)

e OTCyTCTBME OrpaHUYEHNt Ha pasmep daitna

e ABTOMaTuyeckoe obHoBNeHMe CUTHATYp

10
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oTnpasuTenem
e MNopaep»kka nposepkn DNSBL

®unbtp yrpos URL

* BnokunposaHue web-caitos Botnet C&C

* BIOKMpOBaHWe cKomnpomeTupoBaHHbIX URL-
agpecos

¢ [logaepKa BHELWHNX YepHbIx cnuckos URL-
agpecos

KoHTeHTHaa punbrpaums

e dunbTp fomeHoB HTTPs

¢ NMopapaep»xkKa SafeSearch (6esonacHbI NouUck)

¢ [lpumeHeHune 6enoro cnncka web-cantos

® YepHblit M 6enbiit cnucok URL,
6710KMPOBKa NO KNKOYEBLIM CNOBAM

* HacTpanBaemble npeaynpexaeHuns u
URL-nepeHanpasneHue

* Yucno kateropuit URL yseanyeHo go 111

eMoaaep:kka CTIRU (Counter-Terrorism
Internet Referral Unit)

CkauaHo c sec.ru
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IP-ucknoueHunn

® [paHynApHbIA KOHTPOAb IP-aapecos
oTnpasuTenel u nosayyatenen

e[loaaeprKKa CMUCKOB UCKAOYEHUI ana
IDP, aHTMBMpYCa U PpuabTpa yrpo3 URL

VPN

IPSec VPN

¢ YnpasneHue kntodamu: IKEv1 (x-auth, mode-
config), IKEv2 (EAP, configuration payload)

e LLiIndposaHue: DES, 3DES, AES (256-bit)

e AyteHTUOUKauma: MD5, SHAL, SHA2
(512-bit)

e Perfect forward secrecy (DH rpynnsi) 1, 2, 5,
14, 15-18, 20-21

e Noanep»kkKa ceptndmratos PSK n PKI (X.509)

¢ |IPSec NAT traversal (NAT-T)

¢ Dead Peer Detection (DPD) 1 obHapy:keHue
NMOBTOPHbIX MNAKEeTOB

¢ VPN KOHUeHTpaTop

* MapLpyTusnpyemble TyHHebHble
nHtepdelicol (VTI)

¢ baslaHCMPOBKA HarpysKku 1 pesepBrpoBaHme
VPN

* GRE over IPSec

* NAT over IPSec

® L2TP over IPSec

* HacTtpoiika knneHToB Zyxel VPN

e [loaaep»Ka KaneHTos iOS ans
L2TP/IKE/IKEV2 VPN

SSL VPN

¢ Nopaepkka Windows 1 Mac OS X

e [logaepKKa pexmma noaHoro
TYHHEe/IMPOBaHUA

* Noapep:kKa 2-gpakTopHOM ayTeHTUdMKaLum

Cetb

YnpaBsneHue 6ecnpoBoaHOI ceTbio

e Mopnaeprkka Bepcum 3.60 KOHTpoINEpPa
Toyek goctyna (APC)

e Mopaeprkka Touek goctyna 802.11ax Wi-Fi 6
n WPA3

* Moanepxka 802.11k/v/r

* M30naumA Tpaduka 6ecnpoBOAHOM CETU Ha
ypoBHe L2

e BkntoueHne Wi-Fi no pacnucanuto

e [InHamuyeckuit Bbibop kaHanos (DCS)

e [OBbIWEHHbI NPUOPUTET AManasoHa 5
[Ty, n NnpepoTBpaLLeHne 3aannaHna
KANEHTOB

* ABTOMOKPbITME 30H OTK/IIOYEHHbIX TOYEK
[0CTyna Ana cTabunbHOTo M HafeXKHoro
NOKpbITUA

* HacTpavBaemblit web-nopTan asTopusauum

eMoaaepskka WiFi Multimedia (WMM)

¢ WiFi Multimedia (WMM) wireless QoS

e [Moaaep’KKa NPoToKoNa 0bHapyKeHUA
CAPWAP

° MynbTtn-SSID ¢ VLAN

e Moapeprkka ZyMesh

e [loaaepKKa COBMECTUMbIX TOYEK J0CTYNa

TexHu4yeckan cneumounkalma
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e O6HapyKeHMe YyKMX ToUeK gocTyna

LLinpoKononocHbIN Aoctyn no

COTOBOI4 CeTH

e Pe3sepBHoe coeanHeHre WAN ¢ nomoLLbio
USB-moaemos 3G 1 4G*

° ABTOBO3BpaT NPV BOCCTAHOB/IEHNM
OCHOBHOro coegmHeHna WAN

Mopaepxkka IPv6
o [1BONHOM CTeK
e TyHHenuposaHue IPv4 (6rd and
6to4 transition tunnel)
o SLAAC, ctaTuuHbI IP-agpec
* DNS, DHCPV6 cepBep/KaneHT
o CTaTMyecKaa MapLlpyTmM3aumsa v NONUTUKK
¢|PSec (IKEv2 6in6, 4in6, 6in4)

CoeauHeHue

® Pe}XMM MapLipyT13aTopa, MocTa 1
TMOPUAHBIA pexum

e Ethernet n PPPoE

e NAT n PAT

o NAT Virtual Server Load Balancing

e TernposaHue VLAN (802.1Q)

* BupTyanbHbie nHTepdeiichl (alias interface)

* MapLpyTtunsauma Ha 6ase NOAUTUK (C ydeTom
KOHKPEeTHOro nosib3oBaTens)

o NAT Ha 6a3e noanTuK (SNAT)

* GRE

o [lnHamuueckaa mapwpytusauma (RIPv1/v2 n
OSPF, BGP)

* DHCP KnueHT/cepsep/peTpaHcasaTop

¢ Moppeprka Dynamic DNS

o WAN-TpaHku gns 3 u 6onee noptos

® OrpaHuyYeHne Ceccuii oA OTAENbHbIX XOCTOB

e [apaHTUpPOBaHHAsA NOA0CA NPOMYCKaHUA

® MaKcuMmanbHas noaoca NponycKkaHus

® \cnosib3oBaHMe NOAOChI MPOMYCKAaHUA C
Y4YeTOM NPUOPUTETOB

e OrpaHuy4eHre NoaoChbl MPOMYCKaHUA Ans
OTAEeNbHbIX NOAb30BaTeNel

e OrpaHuyYeHre NoaoChbl MPOMNYCKaHUA Ans
oTAenbHbIX IP-agpecos

® YnpasaeHune nonocom
NPONYCKaHUA A8 NPUNONKEHWNIA

* Mopaep:kka Link Aggregation*!

YnpasneHue

YnpaeneHue u3 obnaka Nebula

e Be3 orpaHMYeHNn Ha YNCNI0 PErncTpupyembIx
YCTPOMCTB M LeHTPaIM30BaHHOe ynpaBaeHue
(KoHbUrypUpoBaHME, MOHUTOPUHT, KOHCONb,
oTobpaskeHue yctpoicte Nebula Ha
reorpadu4ecKoi KapTe 1 KapTe NOMeLLEHWIA)

e PacnucaHue BKAOYEHUA ceTeBbIX PYHKLUM
(SSID/PoE/npaBuna meKceTeBoro pbiHKa)

o AyTeHTUdMKauma Ha 6ase MAC-agpecos 1
802.1X

e Web-nopTtan asTopusauum

AyTeHTUPUKaLMA

11

KopoTkun nyTb K MHcpopmavmu

¢ JlokanbHasA 6asa AaHHbIX Nosib30BaTeIen

® BHewHAn 6a3a faHHbIX NONb30BaTENEN:
Microsoft Windows Active Directory, RADIUS,
LDAP

o AyteHTudumKauma IEEE 802.1x

° AyTeHTUdUKALMUA Ha web-nopTane

o AyteHTudumkauma XAUTH, IKEv2 n
EAP VPN

¢ [puBasKa agpecos IP-MAC

¢ Mloaaep:KKa 2-pakTopHOM
ayTeHTUOUKALMM aMUHUCTPATOPOB C
ncnosb3oBaHuem Google Authenticator

YnpaBneHue cuctemoi

* PosieBOE aMUHUCTPUpPOBAHUE

* MHoros3bluHbIi web-uHTepoeic (HTTPS
WHTTP)

* NHTepdelic KoOMaHAHOM CTPOKM
(koHcoNb, web-KoHcob, SSH 1 telnet)

e SNMP v1, v2c, v3

® «OTKaT» K Npeaplayluein KoHourypaumm

* ABTOMaTMYECKOE pe3epBHOE KoNMpoBaHue
KOHOUrypaumnm

e O6HOB/IEHWE MUKPOMPOrPaMMbI C
ncnonb3osaHuem FTP, FTP-TLS u Web

e OnoBelleHNE O BbIXOAE HOBOW
BEPCUMU MUKPOMPOrpammbl 1 ee
aBTomMaTuyeckoe obHOBNEHME

e [1Ba 0b6pasa MUKpOMNporpaMmmsl

e Cloud CNM SecuManager

¥ypHanbl cob6bITUI U MOHUTOPUHT

© JToKaNbHbIN }KypHa BCEX COObITUI

¢ MoaneprkKka Syslog (Ao 4 cepsepos)

o MpeaynpexaeHns No 3NeKTPOHHOW noyTe (8o
2 cepBepoB)

© MOHUTOPWHT TpaduKa B peasibHOM BpeMEHMU

L4 BCTpOeHHbIe exeaHeBHble OTYeTbl

e Cloud CNM SecuReporter

*: Cnucok moaenein, nogaepxvsatowmnx USB-mogems! 3G 1

4G, pa3melLeH Ha CTpaHuLe nNpoaykTa B pasgene 3G dongle

Ha web-caiite Zyxel

*1: 3Ty GYHKLMIO NOAAEPKMUBAIOT TONIBKO MOZENN
USG FLEX 500/700

CkauaHo c sec.ru




CnncoK coBMeCTUMbIX TOYEK A0CTyna

3awundpoBaHHble TYHHENN ANA NOAKNIOUEHUA YAANEHHDbIX ToueK goctyna (Secure Wi-Fi)
dyHKuma Secure Wi-Fi MekceTeBOM 3KpaH C Yucno Touek aocryna, Touku agocryna,

¢yHKumen Secure Wi-Fi OAHOBPEMEHHO UCMOJb3YIOLWUX  NoAaAepXKuBatowme GyHKLUIO
TYHHeNAun Secure Wi-Fi
ATP ATP100(W) 6 * WAX650S
ATP200 10 * WAX610D
¢ WAX510D
ATP500 18 « WAC500
ATP700 66 * WAC500H
ATP800 130
USG FLEX USG FLEX100(W) 6
USG FLEX200 10
USG FLEX500 18
USG FLEX700 66
VPN VPN50 10
VPN100 18
VPN300 66
VPN1000 258

CepBuc ynpasneHUa TONKaMM A0CTyna

Mpoaykr YHuduumnpoBaHHbie TOYKM AOCTyNna YHuduMuUpoBaHHble TO4YKKU aoctyna cepum Unified Pro

Mogenu e NWA5301-NJ ¢ WAC5302D-S ¢ WAC6103D-I ¢ WAC6552D-S
e NWA5121-NI * WAX510D ¢ WAC6503D-S e WAC6502D-E
e NWA5123-ACHD * WAC5302D-Sv2* e WAC6502D-S ° WAX650S
e NWA5123-AC * WAC500* e WAC6303D-S * WAX610D*
e NWA5123-NI o WAC500H* e WAC6553D-E

LleHTpanusoBaHHoe [a [a

ynpasneHue

ABTOMaTMUUECKas HaCTpoMKa Oa JiE]

Mepepaya AaHHbIX JloKanbHasn JloKanbHasn/TyHHeNbHan

ZyMesh [a Oa

*: HauvHas ¢ sepcum KoHTponnepa APC3.0, MeKceTeBble 3KpaHbl MOMYT PAacno3HaBaTh TOYKM AOCTYMNA, UCMOAb3YIOLWME MUKpOnporpammy Hosee AP C3.0, Kak COBMECTMMbIE TOYKMN
poctyna (Forward Compatible AP). Pecennepbl MoryT npoZBurate HoBble TOYKM AocTyna Zyxel ¢ noanepskko 6a3oBbix GyHKLMI 6€3 06HOBNEHUA MUKPOMPOrpamMmmbl KOHTpoOEPa.

TexHuyeckas cneundukayma 12
ZyWALL USG FLEX 100/100W/200/500/700

v N\ .
\ 7 SEC RU KopoTkun nyTb K nHdopmauum Cka4aHo c sec.ru




MpuHTep KBUTAHUMIA

Mogaenb XapakTtepuctukm NoapepxuBaembie mogenu
SP350E e KHonkwu: 3 ¢ USG FLEX 200 ¢ \VPN50 * USG60(W) e ZyWALL 110

e lLinpmHa pynoHa bymaru: 58 (+O/-1) MM e USG FLEX 500 ¢ VPN100 e USG110 e ZyWALL 310

* NHuTepdeiic: nopt RJ-45 10/100 e USG FLEX 700 ¢ VPN300 e USG210 e ZyWALL 1100

M6wuT/cek ¢VPN1000 °USG310
e \cTOYHMK nuTaHuA: 12 B nocToAHHOrO * USG1100
* USG1900
TOKa, 5 A makc.
* USG2200

e Pasmepsbl (LUxMxB): 176 x 111 x 114 mm

e Bec: 0.8 kr
*: Tpebyetca NMMUEH3UA Ha YNPaBAEHWE XOT-CroTamu

TpaHcusepbl (onuun)
Moaenb CKopocCTb KoHHeKTOop JANnHA BONHbI MakcumanbHoe  Tun onTUYECKOro DDMI
paccrosiHue Kabena

SFP10G-SR* 10-Gigabit Duplex LC 850 Hm 300 m Multi Mode JiF]

SFP+
SFP10G-LR* 10-Gigabit Duplex LC 1310 Hm 10 km Single Mode Oa

SFP+
SFP-1000T Gigabit RJ-45 - 100 m Multi Mode -
SFP-LX-10-D Gigabit LC 1310 Hm 10 km Single Mode [a
SFP-SX-D Gigabit LC 850 HMm 550 m Multi Mode JiF]
SFP-BX1310-10-D** Gigabit LC 1310 um (TX) 10 Kkm Single Mode JiF]

1490 Hm (RX)
SFP-BX1490-10-D** Gigabit LC 1490 um (TX) 10 km Single Mode JiF]
1310 Hm (RX)

*: 10-Gigabit SFP+ nopaep:usaet Tonbko USG2200-VPN
*1: SFP-BX1310-10-D v SFP-BX1490-10-D Hy»KHO MCMO/b30BaTh Napamu.
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