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BG\,UARD I'nasa 1. Mepwvl npedocmopoosicnocmu

MnaBa 1. Mepbl NnpegoCTOPOXKHOCTU

MNMepen ncnonb3oBaHMEM YCTPOMCTBA HEOOXOAMMO NOMHUTbL HUXKecneayLlee.

[aHHbI NpoayKT yaosneTBopsieT BceM TpeboBaHmsam 6esonacHocTn. OgHako, Kak 1 nobon
anekTponpubop, B cryyae HenpaBUSIbHOTO MCMONb30BaHMSA MOXET Bbi3BaTb NoXap, 4TO, B CBOM
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4vaeB 06513aTeNlbHO U3y4YnTe UHCTPYKLUIO.

BHUMAHUE!
Wcnonb3yiiTe npu 3KcriyaTauuu TOMbKO COBMECTMMble YCTpoiicTBa. Mcrnonb3oBaHWe YCTPOWMCTB, He

OD.O6peHHbIX npounssoauTenem, HegonycTtumo.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTauymum!
N3berante ANUTENbHOrO MCMNOMb30BaHUA WKW XpaHeHUs Kamepbl B HebnaronpusaTHbIX
YCINOBUSIX:

e [lpn cnMWKOM BbICOKMX UMM HU3KMX TemnepaTypax (pabovas TemnepaTypa yCTponcTBa
oT -40°C go +50°C).

e W3beranTte nonagaHnsi NPSIMbIX COSTHEYHbIX NyYen B TeYeHUe ANNTENbHOrO BpEMEHHU, a
TaKke HaxoxaeHus nobnnM3ocTn oTonuTENbHbLIX U 06orpeBaTenbHbIX NPUOOPOB.

e W3beranTte 6nM30CTN C BOAOW UM UCTOYHMKAMM BNAXHOCTW.

e W3berante 6nM30CTM C yCTpoMCTBamMK, ob6nagaromumm G6onNblLUMM 3NEKTPOMArHUTHLIM
A eKTOM.

e Heponyctuma yctaHOBKa Kamepbl B MECTaX C CUNbHOW BUbpaLmen.

BHUMAHUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSKUTECH C cepBUCHBbIM LieHTpom OO0 «HIIM «beBapny».

B cny4yae HeKoOppeKTHOM paboTbl Kamepbil:
e [lpn oBHapyxeHun gbima nnu Heobbl4HOrO 3anaxa;
e [lpn nonagaHun Bogbl NN ApYrnx NHOPOAHbLIX OOBHEKTOB BHYTPb;

° |_|pl/l nageHnn Kamepbl U1 noBpeXXaeHmn Kopnyca,

BbinonHuTe cnepyrowmne AeMcTBUN:
e OTKNIOYMTE Kamepy OT UCTOYHWUKA NUTaHMSA U OTCOeAMHUTE BCE OCTarbHble NPOBOAA;
o Csxutecb ¢ cepBucHbIM LeHTpom OOO «HIIM «besapa». KoHTakTHble AaHHble Bebl

MOXXeTe HauTu Ha caunTte http://www.beward.ru/.
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BG\,UARD I'nasa 1. Mepwvl npedocmopoosicnocmu

TpaHcnopTupoBKa

I'IpV| TPaHCNOPTUPOBKE KaMepbl MNOJNIOXKNTE KaMepy B YNaKOBKY npoun3soaunTend unm nobon

/:l,pyr017| MaTepunan cooTBeTCTBYOLEro Ka4ectsa 1 yoaponpo4HOCTU.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM Crnydae He BroKMpynTe LMPKYNSLMIO BO34yXa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArkylo Cyxylo TKaHb AOns MPOTUPaHUS BHELWHWX noBepxHocTen. [ins
yAaneHus TpygHOBbIBOAUMBIX NATEH UCMONb3ynTe HeBOoNbLLOe KONMYECTBO YMCTSLLEro CpeacTBa,
nocrne 4ero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3ynTte netyyne pacTBOpuTENnM, Takme Kak crnvpTocogepxalime cpencrsa wnu

GeH3WH, TaK kak OHM MOTyT NOBPEAUTb KOPMYyC Kamepbl.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B1076FRV



Be\,UARD I'nasa 2. Obwue ceedenus

MnaBa 2. O6wme cBegeHud

BEWARD B1076FRV — ato npodeccuoHaneHasa IP-Bngeokamepa B MeTanMyeckom
repMeTMYHOM KOopnyce, COOTBeTCTBYyOWEM cTaHgapTy IP66, paspaboTaHHad and NpMMEHEHUs B
YINNYHbIX CUCTEMAX KPYrnoCyTOYHOro BMAEOHabNioaeHNs, B LUMPOKOM AnanasoHe TemnepaTyp (oT
-40 po +50°C). Kamepa ocHaweHa VIK-ceeTtoguooamm TpeTbero MOKOMEHUS C AalfibHOCTbIO
nogceetkn go 40 meTpoB. Takume TexHOMOrMM, Kak OBOMHOe ckaHupoBaHue (Double Scan),
WHBEPCUS  3acBeYeHHbIX yyacTkoB  u3obpaxeHuss (High  Light Inversion), cuctema
wymonoaaeneHus (3DNR ¢ perynupoBKon YyBCTBUTENBHOCTU), @ TakkKe NPOCTOTa MOHTaXHbIX U
NyCKOHanaao4HbIX paboT, BbIFOAHO OTNMYalOT AaHHY0 MoOAeNb, NO3BONSAs €M COOTBETCTBOBATb
BbICOKMM TpeboBaHUAM, NpeabaBAsiEMbIM K COBPEMEHHbLIM CUCTEMAM BUAEOHAOMIOAEHNS.

Puc. 2.1

IP-kamepa BEWARD B1076FRV nossonsieT npocmaTpuBatbh BUOEO B pearibHOM BpeMeHU
Yyepes cTaHaapTHbIM NHTepHeT-6pay3aep.

Kamepa cnocobHa BblgaBaTb BUOEOMNOTOK B hopmaTax cxatus H.264 n MJPEG. dopmart
H.264 aBnsaeTcs naeanbHbIM BapMaHTOM MpU MCNOSb30BaHUN Kamepbl B cpefe C orpaHuYyeHHOm
nosocon nponyckaHus. MNMpu ero Ucnonb30BaHUN AOCTUraeTCa HauMeHbLINn TpaduK 1 xopoluee
kKayectBO usobpaxeHusn. dopmar MJIPEG npegHasHayeH gngd 3anmcu 1M BOCMNPOU3BEAEHUS
BNOEON300paxKeHMsT B HAUMy4LLEM Ka4yecTBe, HO Npu 3TOM TpebyeT B6onbLUMX CETEBbIX PECYPCOB U
GonbLue cBo6OAHOrO NPOCTPAHCTBA Ha KECTKOM AUCKe (B Criyvae 3anucu).

Kamepa B1076FRV nogkntovaeTca K ceTn npyv NOMOLLKW NpoBoAHOro uHTepgenca 10BASE-
T/100BASE-TX.

Mogoepxka kapT namsatM ¢dopmaTta MicroSDHC, nossonseTr caenatb CUCTEMY
BMAeoHabnoaeHnsa ewe Gonee HagexHOW: BaxHash MHopmauusi He nponageT npu notepe

PykoBoacTBo no noakstoyeHuto IP-kamepbl B1076FRV



Be\,UARD Inasa 2. Obwue ceedernus

COedNHEHUs1, B NMOJSTHOM OObeMe OHa 6y,£|,eT COXpaHeHa Ha KapTe namMATu. B panbHenwem, ee

MOXXHO OyaeT BOCMpPOM3BECTU Kak HENOCPeACTBEHHO C KapTbl, Tak U yaaneHHO Nnocre yCTpaHeHus
TEXHUYECKMX HENOMaAoK CeTu.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B1076FRV



Be\,UARD I'nasa 2. Obwue ceedenus

2.1. OcobeHHOCcTH |IP-BUgeokamepbl BEWARD B1076FRV

e [loBblweHHoe pa3pelieHne 550 TBJ1 (aeHb), 600 TBJT (Houb)

o [lo 25 kagpoB B cekyHAay npu nobom paspeLleHum

o VIK-cBeTogmoabl TpeTbEro NOKONEHNSA C AanbHOCTLIO nofcseTkn 00 40 MeTpoB

e lltaTHOE BKNOYEHME BO BCEM Mana3oHe paboumnx Temnepartyp (XonogHbIn ctapT)

e 3awuTa OT BHELLHEro BO34ENCTBMA NO cTaHaapTy IP66

o [loppepxka kapT namaty Tmna MicroSDHC (onuus)

e [IpodeccuoHanbHoe NnporpammMHoe obecrnevyeHne B KOMMNIeKTe

e [logoepxka OOHOBPEMEHHOro KOAMPOBAHWA ABYX MOTOKOB B hopmaTax H.264 wn
MJIPEG

o ABTOMaTU4eckas perynuposka gnadparmel (APL)

e PacwupeHHbIn guHammyeckun gnanasoH (WDR)

o Llndposas cuctema wymonogasnenus (3D NR)

e BcTpoeHHbIi BeG-cepBep ans HabnoaeHnst 1 HaCTPOMKK

e Bo3MOXHOCTb NpOCMOTPa 3annMcaHHbIX ParnnoB C MOMOLLbIO BCTPOEHHOrO nieepa

e BcCTpoeHHbIN geTeKkTop ABMKEHUS

e TpeBOXHble BXOA, BbIXOA

e AyavoBxopn, ayaunoBbIXoq

o OTnpaBka kagpoOB 1 BUOEOPOSIMKOB MO 3NIEKTPOHHON noyte n Ha FTP

PykoBoacTBo no noakstoyeHuto IP-kamepbl B1076FRV n



BG\,UARD Inasa 2. Obwue ceedernus

2.2. OCHOBHbIe XapaKTepPUCTUKHN

Ceto4yBcTBUTENLHLIN 3remeHT: M3C 1/3” Sony

O6bekTunB: BapudokanbHbin, f4.0-9.0 mm

YysctButenoHocTb: 0.07 5k (geHb) / 0.005 5k (Houb) / 0.001 nk (DSS @ 2 k/c)
CkopocTtb paboTbl 3aTBOpa: oT 1/50 cek go 1/100000 cek

OpHoBpemeHHoe kogupoeanue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG
CkopocTb kagpoB: 4o 25 KaApoB B CEKyHOY AN BCEX paspeLueHnii

BCTpPOEHHbIN MHOTO30HHbIN AETEKTOP ABMXEHUSI C PErYITMPOBKOW YyBCTBUTENBHOCTH

[o 10 ogHOBpPEMEHHbLIX NOAKITHOHYEHNI

OTtnpaBka KagpoB MO 3MEKTPOHHOW noudte, Ha FTP-cepBep 1 Ha kapTy namatM no
pacnncaHunio, NePUoaNYECKN 1 NP BO3HUKHOBEHWUN TPEBOXHOMO COBbITHS.

OTtnpaBka Buageo Ha FTP cepBep M KkapTy naMmsatM MO pacnuMcaHuio Wu  npu
BO3HMKHOBEHMMN TPEBOXXHOIO CObbITHS.

Mutanmne: 12 V, 0.825 A DC

Pabouas TemnepaTtypa: ot -40 go +50°C

Mopaepxmaemsble npotokonsl: TCP/IP, IPv4, UDP, HTTP, FTP, SMTP, NTP, RTP,
RTSP, DHCP, DNS, DDNS, PPPoE, UPnP.

2.3. KomnnekT nocTtaBKu

Kamepa ¢ ycTtaHOBNEHHLIMW KPOHLWITENHOM 1 06bekTuBom f4.0-9.0 mm
KomnnekT kpenexa

Kntoy wecTturpaHHbin

Kntou ong goctyna K naHenu ynpaeneHus

Kabenb aHanorosoro Buaeosbixoga (BNC)

KoMnnekT TepMunHanbHbix 6nokoB

CD-guck ¢ nporpaMmHbiM obecrnedeHremM 1 JOKyMeHTauunemn

BHUMAHUE!

BEWARD ocTtaBnsieT 3a coboli npaBo Ha n3MeHeHWe Komnnektaumm IP-Bugeokamep n nameHeHune nobbix

XapaKTepucTuk obopynoBaHusi 6e3 npeaBapuTeNibHOro YyBeaoMIIeHMS.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B1076FRV



Be‘,UARD Thaea 3. PCZS’Mepr U OCHOBHblE 2jleMeHNnlbl yCWlpOZZCIH@Cl

FnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOUCTBA
3.1. Pa3mepsbl IP-kamepbl B1076FRV

256,5 102,1
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Puc. 3.1
Pasmepbl yka3zaHbl B MUNNIMMETpPaX.
3.2. OCHOBHbIe 3N1eMeHTbl
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Puc. 3.2

O6bekTuB (1): BapndokanbHbin 06bekTnB 4.0-9.0 MM NpegHasHa4veH ans npoeLmpoBaHus
ONTUYECKOro N300paXKeHNss Ha MaTpuly BUAeOKamMepsbl.
UK-noaceeTtka (2): asa WMK-ceetoamona ¢ ganbHocTbio noaceeTtkn go 40 metpos. Mpu

He4OCTaTOYHON OCBELLEHHOCTU (Hanpumep, B TEMHOE BPEMSi CYTOK) KaMepa NepexoauT B PEXUM

PykoBoacTBo no noakstoyeHuto IP-kamepbl B1076FRV m



I'nasa 3. Pazmepwvl u ocHOBHbIE 271eMenmbl YCmpOoUucmea

«Houb» (4epHo-Genoe n3o6paxeHue) n akTUBMpYyeT WHdpakpacHyt noacseTky. MK-nogceeTtka
AIBMSIETCA anbTepHaTMBOM CTaHOAPTHbIM NaMnaMm OCBELLEHUS, HO MNpM 3TOM Mano 3ameTHa
OKpY>KatoLLM.

Datumk ocBeweHHocTH (3): POTOSNEMEHT, NpefHasHaYeHHbI O aBTOMAaTUYECKOro

nepexoga kamepbl 13 pexumma «[eHb» B pexum «Houb» n 0BpaTHO Mpu M3MEHEHMM YPOBHS
BHELUHEro OCBELLEHMS.
BuHT perynupoBku yrna o63opa (4):

CNYXXUT [ONs YCTaHOBKM pasmMepa 30Hbl
BMOEOHabnoaeHns nyTeM n3aMeHeHus yrna ob63opa kamepebi.

BuHT perynupoBku ¢poKycHoro paccrosiHua (5). cnyxuT Ons perynupoBkuM dookyca
Kamepbl 4515 NONy4YeHUs YeTKOro n3obpakeHus.

ConHue3almnTHbIN KO3bIpeK (6) npenaTcTeyeT nonagaHunio NnpAMbIX CONTHEYHbLIX nyqe|7| Ha

0OBbEeKTUB U KOpNyc KaMepbl, UCKNoYasi, TakuM ob6pa3oM, BO3MOXHOCTb MOSIBIIEHUS CONHEYHbIX
6nMKoB Ha M306paXkeHnn, a Takke BO3MOXHOCTb Neperpesa kamepb.

KpoHwTenH (7): npegHasHayeH AONA KpenneHuss U yCTaHOBKM paboyero nonoxeHus
Kamepbl (CM. NYHKT 4.3).

)

s

ANV

ALARN_DUTA+ /AL

10

13 14 15
Puc. 3.3

C6poc HacTpoek (8): gaHHas KHOMKa npegHasHadeHa anga cobpoca Bcex HaCTPOEK Kamepbl
B 3aBofckue yctaHoBku (Puc. 3.3). [ina cbpoca HacTpoek HeobXxoaMMOo HaxaTb KHOMKYy cbpoca Tpu
pasa C NpoMeXyTkamMun B OAHY CEKyHOY MEXAy HaxaTusimu.

Pa3bemM nutaHua (9): npegHasHaveH Ang nogaynm nutaHusa ¢ napametpamu 12 B, 0.825 A
(Puc. 3.3).

CeTteBoM pa3beM (10): pasbem Ansa NOAKMYEHNs Kamepbl K ceTu IHTepHET, poyTepy unu
KoMmyTaTopy npu nomowm ctaHgaptHoro 8P8C (RJ-45) wtekepa (Puc. 3.3).

PykoBoacTBo no noakstoyeHuto IP-kamepbl B1076FRV



BC\VARD I'nasa 3. Pazmepwvl u ocHOBHbIE 271eMenmbl YCmpOoUucmea

TpeBoxHble Bxoa (12) m Bbixoa (11): npegHasHayeHbl ONS MOAKMYEHUS BHELUHUX

ycTpouncTts Tpesoru (Puc. 3.3).

TpeBOXHbI BXOA CAYXWUT ONs MNOAKMHOYEHUS BHELIHUX OATYMKOB (HanpuMmep, AaTyuka
obbema). CpabaTbiBaHME TPEBOXHOIO COOLITUSA MPOMCXOAWUT MPU 3aMblKaHUM UNN Pa3MbIKaHUK
(3apgaeTtca B HacTporkax kamepbl) kKOHTakToB « ALARM_IN+» 1 «<ALARM_GND-».

TpeBOXHbIV BbIXOA CRAYXWUT AN NOAKMYEHUS UCMONMHUTENbHBIX YCTPOWUCTB (Hanpumep,
n3sewartens). B cny4yae HacTynneHusa TpeBOXHOro cobbiTus, NPy MOMOLLM BCTPOEHHOro perne
3amMblkatoTcAa NMbo pasmbikatoTcs KoHTakTbl kKALARM_OUT A+» n «ALARM_OUT B-».

Pazbem craHgapta RS485 (13): npeagHasHayeH [Ans NOOKIHOYEHUA COBMECTUMOrO
YCTPOWCTBA YNpaBneHnsi 3KpaHHbIM MEHIO KaMepbl (IPKOMCTUK/KNaBuaTypa).

AyavoBxogp (15) n Bbixopa (14): npegHasHayeHbl ANs NOAKITYEHNS BHELWHETo akTUBHOIO
MUKpodoOHa M akTMBHOro AuHamuka (Puc. 3.3). Bbl MOXxeTe opraHu3oBaTb OBYCTOPOHHWUIA KaHan
CBA3N Mexay onepaTtopoM, YnpasnsloWmMM Kamepon 4epe3d Beb-mHTepdenc, 1 4YernoBeKkoMm,

HaxoOsALMMCH B 30He HabnoaeHus.

Puc. 3.4

AHanoroBbIl BugeoBbixoa (16): pasbeM, npegHasHayYeHHbIN ANs BbIBO4A aHanoroBoro

BMgeocurHana ¢ kKamepbl Ha BHelLHee ycTponcteo (Puc. 3.4).

NMPUMEYAHUE!
[aHHbIN pasbem NpedycMOTpeH, npexae Bcero, Ans yaobcTBa yCTaHOBKU HarpaBneHus ob63opa kamepbl
npu ee MOHTaxe, NyTeM NMOAKMIOYEHUS| K HEMY MOPTATUBHOIO MOHUTOPA C NMOMOLLBIO kKabens 13 koMmmnekTa

NOCTaBKW.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B1076FRV



Be‘,UARD Thaea 3. PCZS’Mepr U OCHOBHblE 2jleMeHNnlbl ycmpoﬁcm@a

Perynatop spkoctun UK-noaceeTkn (17): CAYKUT 419 NU3SMEHEHUSA APKOCTU MHGpaKpacHOM

noacsetku (Puc. 3.4).
I>)KOMCTUK ynpaBneHusi 3KpaHHbIM MeHIo (18): cnyxuT Ons HacTPOMKM OCHOBHbIX
napameTpoB kamepbl B OSD-MeHI0 nocrne ee YCTaHOBKM C y4eTOM OCOBGEHHOCTEeN KOHKPETHOro

obbekTa (Puc. 3.4).

PykoBoacTBo no noakstoyeHuto IP-kamepbl B1076FRV



Be‘,UARD I'nasa 4. Yemanoexa u nooknouenue IP-kamepol

naBa 4. YcTtaHOBKa 1 nogkntoyeHue |P-kamepbl

4.1. O6wue cBeaeHns o noaknoveHum IP-kamepbl B1076FRV k cetn

IP-kamepa B1076FRV MoxeT nogkntoyaTbCsa K fiokanbHon cetn nubo cetn VHTepHeT npu
nomow nposogHoro coeanHenus (Ethernet). MopgkniodeHne MOXeET OCyWECTBNATLCA Kak
Hanpamyto Kk TK, Tak ©“ npu nomowm BCNOMOraTtenbHOro ceTeBoro 06OpyAOBaHUS
(mapwpyTtusatopbl, komMmyTatopbl). B HacTosiwee Bpemsa Haubonee nonynsipHeiM Cnocobom

NOoAKITIKO4YEeHUA K CETU MHTepHeT ABNAETCA NOAKNIo4YeHNne Yepeal BblAENTEHHYIO JNTMHUIO Ethernet.

N ‘—\S - ////

Q “ MapmipyTusarop

L

Puc. 4.1
OCHOBHbIE Warn n pekoMmeHgaumm no ycTaHoOBKE M HAaCTPOWKe Kamepbl onucaHbl ganee B

[AaHHOM pyKOBOACTBE.
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4.2. PekomeHgauum no yctaHoBKe

B paHHOM pa3gene npueeneH KpaTKVII7I CMNCOK peKOMeH,EI,aLI,VIVI, KOTOpble HeO6XO,EI,VIMO

Y4nUTbIBaATb NMPU MOHTaXe oGopynosava |P-BI/ILI,eOHa6J'I}OD,eHVIFI.

PekomeHgauuu no pa3MeLleHno KaMmepbl:

IP-kamepa BEWARD B1076FRV npegHasHadyeHa ansd OCyLLeCTBIEHNS
BMaeoHabnogeHns ¢ npegenbHon TemnepaTtypon akcnnyartauum ot -40 go +50°C.
N3Berante nonagaHns Ha kKamepy NPAMbIX COMHEYHbIX NyYen B TeYeHue ANUTENbHOro
BPEMEHM, a TaKKe HaxoXOeHWs nobrm3ocTn OTONUTENbHbLIX W oborpeBaTenbHbIX
npnbopos.

HenpaBunbHass paccTaHOBKa Kamep BMAEOHAOMNO4eHUS NpuBEAET K MOSABIIEHWUIO
HexxenaTtesnbHbIX «CnenbiX» 30H, KOoTopble ©OyayT ocTaBaTbCsl BHE MNONSA 3peHust
oneparopa.

N3Gerante 6nmn3ocTy ¢ BOAON NN UCTOYHMKAMW BNAXXHOCTMW.

N3Gerante 6nM30CTM C YCTPOMUCTBAMU-TEHEPATOPaMM MOLLHbIX 3NEKTPOMAarHUTHbIX
BOJTH.

Y6eouteCcb B BO3MOXHOCTM  pasMeLleHMsi YCTpoOMCTBaA C Yy4yeToM nogsoda
coeavHUTENbHbIX Kabenewn.

N3berante cnocoba KpenmeHus Kamepbl, OOMYCKalLWero 3HauyuTernbHYyK BuOpauuto.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa [ABWKEHUS U 4YEeTKOCTb
n3o6paxkeHnsi B LIENoMm.

Kamepbl BuageoHabniogeHns Heobxoaumo pasmewlatb Tak, YTOObl  UCKIHYUTb
crniydyanHoe wnu cneumanbHOe MNOBpPEeXAeHMe W M3MEHeHWe HanpasneHus ob3opa
Kamepbl.

HanpaeneHne o63opa (30Ha BMAeoOHAbNOOEHMS) KamMepbl AO0SMKHO ObiTb TBEPAO

onpeneneHo Ha MOMEHT YCTaHOBKMW.
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PekomeHpaumu no npoknagke Kabensi Tuna «BUTasi napa:

B Kopuaopax xenatenbHO npoknagbiBaTb MyYKM INEKTPUYECKMX U  CrabOTOYHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALLMM MO pasHbiM CTEHAM.

HonyckaeTcsi B ogHOM Kabenb-kaHane npoknaabiBaTb BUTOMAPHbIE M 3rEKTpUYeckue
kabenn B pasHbIX OTCEeKax WM CeKUuusx, MUMeLWmMX ChsfowWwHble MpoAosSibHbIE
neperopogkMm € npegerioM OrHecToMkocTM He MeHee 0,25 4 u3 Hecropaemoro
Martepuana ToNnbko B paboumx 30HaAX Ha paccTosHuMM He Bonee 15-TM MeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

OnekTpuyeckme n cnaboTtoyHble kKabenu gonyckaeTcsa NpoknagpiBaTe napannensHo Ha
paccTosHuM He MeHee 50 MM Apyr OT Apyra B pasHbiX Kabernb-kaHanax unu cekumsx
kabenb-kaHanoB. Ecnu Hanps»KeHHOCTb 3MneKTpuyeckoro nons, obpasyouierocs oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To HEO6XOOMMO YBENUYNTL PacCTOSIHNE
MeXay OneKTPU4eckuMM U  crnaboTouHbIMM  Kabensamm unM  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX MOMEX.

ButonapHble n anekTpudeckne kabenu OOMKHbI NepecekaTbCsl TONMbKO Nog MpsiMbIM
yrrom.

HeakpaHupoBaHHble BMTONApHble Kabenu OOSMKHbl MPOXOAUTb Ha PacCTOSHUWN He
MeHee 125 MM OT rasopaspsigHbix flamn AHEBHOro ceeTa (JIIOMMHECLEHTHbIX flamn) u
APYrMX BbICOKOBOMbTHBIX YCTPOWCTB, COAEPXKaLNX paspsaHUKA.

HeakpaHupoBaHHble BUTONApHbIE Kabenu JOmMKHbI NPOKNaablBaTbCA HA PACCTOSHUN He
MeHee 1.5 MeTpPoB OT MCTOYHWUKOB CUSbHbIX 3NIEKTPOMArHUTHbIX NOMEeX, 06pasyroLmnx
HaNPSYKEHHOCTb 3N1IEKTPMUYECKOro nosns cebiwe 3 B/m.

PacnpepenutenbHble yCTPOUCTBaA C 3a4enaHHbIMU HESKPAHNPOBAHHBbIMW BUTOMAPHBLIMK
kabensmMn [OOMMKHbI pacnonaraTbCA Ha pPacCTOstHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWIbHbIX 3MEKTPOMarHUTHbIX MNomMeX, OobpasyloWmx Hanps»KeHHOCTb
3MEKTPUYECKOro nomns cebille 3 B/m.

Mpoknagka BWUTOM Mapbl MeXAy TovKkamMu MNOAKMIOYEHUA [OMKHA MPOU3BOAMTLCA
LenbiMn Kyckamu, Npu 3TOM HanpaBfieHuMe Tpacchbl crneayeT 3apaHee npoaymatbh Tak,
4YTO6bI €€ NPOTSHKEHHOCTL Bblna Kak MOXXHO MEHbLLE.

MuHumaneHbI pagnyc mnsrmba gns kabena — 4deTblpe guameTpa kabensa (unu 1
AnmM=2,5 CM), HO CyLLeCTBYIOT pekoMeHAaauuMm pasmellatb kabenb Takum obpasom,
4yTO6LI 06ecneunBaTb U3rnb paguycom 2 aronma (5 caHTUMETpPOB).

MakcumanbHas AnnuHa cermeHTa AomkHa obiTb He 6onee 100 meTpoB.
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4.3. MoHTax IP-kamepbl

Puc. 4.2

Ana moHTaxa |P-kamepb! BbINOMHUTE crieaylowme AenCTBUs:

LWar 1: pacnakynte IP-kamepy.

Lar 2: HameTbTe OTBEPCTMA HA MOBEPXHOCTU CTEHLI/NOTOMKA ANa KpenneHusa |P-kamepbl.
Mpoceepnute oTBepcTUS. BcTaBbTe nnactukoBble Aobenn B OTBEPCTUS.

LWar 3: 3akpenuTe IP-kamepy npy NOMOLLN BUHTOB M3 KOMMNSIEKTA NOCTaBKMN.

[anee, 4Tobbl YCTAHOBUTL YCTPOMCTBO B Tpebyemoe paboyee MonoxeHue, HeoOXxoaumo
nony4nTb n3obpaxxeHne ¢ Kamepbl HA MOHUTOPE.

LWar 4: nogkniounte Kamepy K CeTu anekTpocHabxeHus, ucnonb3dysa 6nok nutanms 12 B,
pekoMeHgoBaHHbIN BEWARD.

LWar 5: nogknio4mTe Kamepy K KOMMYyTatopy UM MapLipyTusaTopy.

LWar 6: BbinonHMTE AeNCTBUS, onncaHHble B [NaBe 5, n nonyunte nobpaxeHne ¢ kamepbl
Ha MoHUTOpe Baluero komnbtoTepa.

Takke Bbl MOXeTe BbIBECTM M30OpaKeHne C kKaMepbl Ha NOPTaTUBHbLIA MOHUTOP,
NOAOKIHOYEHHbIV K €6 aHanoroBoMy BuaeoBbixoqy (Ha PucyHke 3.4 0603HaveH Homepom 16) ¢

NOMOLLIbIO Kabena n3 KomnnekTa nocTaBKMy.

NMPUMEYAHMUE!
Pasbem aHanoroBoro BUAEOBbIXOZA NPedyCMOTPeH TOMbKo AN yAoGCTBa perynvpoBKU HanpaefeHus
0630pa kamepbl U ee (HOKYCUPOBKM B NPOLIECCEe MOHTaXa nyTeM NOAKMNIoYEeHUs NOPTaTUBHOMO MOHUTOpA.

Mo OKOHYaHMK NpoLecca perynMpoBkK kabenb OT 4aHHOTO pasbema AOSHKEH BbiTb OTKIHOYEH.

LWar 7: HacTpownTe yron o63opa 1 pokyc Kamepbl C MOMOLLbIO PErySIMPOBOYHbBIX BUHTOB (Ha

PucyHke 3.2 0603Ha4YeHbl Homepamu 4 n 5 COOTBETCTBEHHO).
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LWar 8: oTperynupyiiTe HanpasneHne o63opa kamepsbl. s 3Toro ocnabbTe BUHTHI 1, 2 1

pe3b6oBoe coeauHeHre 3 KpOHLITENHA KaMmepbl MPU MOMOLLM LWECTUTPaAHHOTO KItoya 13

KOMNMeKTa NoCTaBKu, pa3BepHUTe kamepy B Tpebyemoe NonoxeHne 1 3ataHuTe BUHTLI (Puc. 4.3).

Puc. 4.3
LWar 9: nomecTnTe CoeanHUTENbHYIO YacTb NPOBOAA B HEAOCTYNHOE AN nonagaHusa Bnaru

MECTO UNN B MOHTaXHYI0 KOpPOOKY CO CTeneHbio 3aluTbl OT BHELIHeW cpefbl He meHee |IP54
(cTeneHb 3awWnTbl 3aBUMCUT OT MecTa pa3melleHus), Hanpumep — TYCO 67051 ¢ pasmepamu
120x80x50 mm. Mecta BBOAa kabenen JOMKHbI OblTb JONONHUTENBHO 06paboTaHbl repMeTrkamu

C BbICOKOW CTeneHblo agre3un kK matepuany kabens (MBX) n MOHTaxHON KOPOBKu.

BHUMAHMUE!
MoHTaxxHas Kopobka He BXOAMT B KOMMIIEKT MOCTaBKM Kamepbl 1 NpuobpeTaeTcs oTAeNbHO.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl B1076FRV
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I'nasa 4. Yemanoexa u nooknouenue IP-kamepol

Mcnonb3ysa coeguHuTenbHbli Kabenb ¢ pasbemom RJ-45, nogkniounte |P-kamepy K

nokansHom cetu (k LAN-uHTepency mapLipyTtusatopa).

B cnyyae HeoGXxoOAMMOCTM cCoeauHUTENbHbIA Kabenb MOXHO NPUOGPecTn OTAENbHO UMK,

npu Hann4nm HeobxoaAnMbIX mMatepmnanoB, MHCTPYMEHTOB U OnbiTa, NU3ArOTOBUTb CaMOCTOATESIbHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) c pazbemom RJ-45

C ogHOM CTOPOHDI

C [pyron CTopoHbl

CHM3Y:

: beno-opaHxeBbI

: OpaHxeBbliit

1_8
LT

: Beno-3enénbin

CuHun

CMEPEAM: %
1 8

: Beno-cuHnn

: 3enéHbin

: beno-kopnyHeBbIn

o|N|jo|la[Alw|(N=

: Kopu4iHeBbIn

CHM3¥:

CMEPEAM: %
1 8

: beno-opanxeBbi

: OpaHxeBblit

1_8
LI

: Beno-3eneHbin

: CnHmn

: Beno-cuHum

: 3enéHbin

: beno-kopuyHeBbIn

OIN|O| AR [WIN|=

: KopuyHeBbii

,D,J'IFI MN3roToBJ1IEHUA

«npsimoroy» kabena Heobxoaummebl: kabenb UTP (BMTasa napa kateropmm

5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpyn Takom nopsigke noaknodeHuss nap (ykasaHHom B Tabnuue) obecneynBaroTcs

rapaHTMpoBaHHbIE Mpoun3BoguTenemMm BeJIMYMHaA W pacnpeneneHne 3agepxek pacnpoctpaHeHndA

cuUrHana, a cnefoBaTenbHO, M 3asiBNeHHast CKOpoCcTb nepeaadn aaHHbix 100 MouTt/cek.
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MnaBa 5. HacTtpounka npoBoaHoro coeanHeHnsa ansa Windows 7

Ins Toro, 4ytobkl IP-kamepa B1076FRV pabGoTana B Bawwel nokanbHON ceTn COBMECTHO C
Apyrum obopynoBaHMeM, HEOOXOAMMO BbINOMHUTE €€ NOAKIIOYEHNE B COOTBETCTBUM C TEKYLLMMM

HacTporkamMu AaHHOW CeTu, A4S Yero, B CBOK ovepedb, He06XoaMMo onpeaenTb 3T HACTPOWKMN.

NMPUMEYAHME!
OnuncaHne yCcTaHOBKM W HacTpounkm coeguHenusa ans Windows 7 BbinosniHeHoO Ha npumepe Windows 7
MakcumanbHas. Berneactene aToro, Ha3BaHUS HEKOTOPbIX MYHKTOB MEHI0O M PYHKLMIA MOryT OTimn4vaTbes

oT Bawen sBepcumn Windows, ogHako anroputm npuBeaeHHbIX AENCTBUI SBMSETCA YHUBEPCArbHbIM.

5.1. OnpepeneHue napaMmeTpoB NPOBOAHOM SIOKaNIbHOW CeTU

B cnyyae nogknioyeHnss no kabento Ethernet Heobxogumo onpegenuTtb  Tekywime
HaCTPOWKN NPOBOAHON CETH.

Onsa pgoctyna K TeKywWMM HacTpoWMKam MNpPOBOAHOW IOKanbHOW CeTU UCMOonb3ynte

KOMMbIOTEpP, NOOKINIOYEHHbIV K aTON ceTu. Haxxmute lyck — lMaHenb ynpaeneHus (Puc. 5.1).

@ Internet Explorer
C

a Skype BEWARD

| X5 Microsoft Office Excel 2007 Aorymesmu

— Vzo6paxeHns
4 .,J BrokHoT

Mysbika
E DVR Server

Wrpe:
m BRSController

Komnerotep
Q BEWARD IP Visor

m BEWARD Player

T Caywd
wogiy, Crywbnl

Maxens ynpasnexns
YecrpoiicTea n npuHTEpEI

TMporpaMmMel Mo yMoAYaHnD

]
0@, Cny#Bkl KOMNOHEHTOB .
Cnpaeka n noggepxka

» Bce nporpamme

[Sacepiuicrne pabotor | |

Puc. 5.1
B oTKkpbiBlEMCA AOManoroBOM OKHe BbibepuTe NyHKT [[IPOCMOTP COCTOAHMA cCeTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).
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P

-4y || Tovcsnanensympoerena 5]

HaCTpOﬁKa napamMeTpoB KOMNbHOTEPa MpocmoTp:  Kateropua ¥

Cuctema u Be30NacHOCTb YueTHble 3aNWcK NoNb30BaTENER N
MpoBepka COCTOAHNA KOMNLIOTERE CEMEH...
ApXMBUPOBAHNE A3HHBIX KOMMNBIOTERS @' JoBaBneHune 1 yAANEHNE YHETHBIX 3aNnCei
Mounck u ncnpasnenne npobnem none3oBaTensi

@' YeTaHoBKa POAWTENBCKOTD KOHTPONA ANA BOEX

— nonb3oBaTENER
| IpocmoTp cocToAHmA ceTH 1 3343y

BuiGop napameTpoe gomMaluHedd rpynnel u obwero OdopmneHue 1 nepcoHannsauma
AOCTYNa K AaHHbIM ; WMzmeneHne Tembl

' WMzmenenne dona pabouero crona
Hactpoiika paspeluenna 3kpana

ObopynosaHme ¥ 38YK
MpocmoTp ycTpoicTe M NPUHTEROB
[obaenenne ycrpoiicTea Yachl, A3bIK M PETMOH

i CreHa packnagku KNasnatypel WaKn Jpyriax
I'IporpaMMhl .. cnocoBoe BECAR

¥aaneHne nporpammel Mzmenenne Asbika uHTepdeiica

CneunansHble BO3MOXHOCTH
Pekonmengy Windows nap poli
Onmummusauma nsoBpakeHna Ha 3Kkpate

Puc. 5.2

B oTKpbiBWEMCSA AnanoroBom okHe HaxmuTe [[MogknioyeHue no nokanbHowm cetu] (Puc.
5.3).

Manens ynpasneqns -
ACOMBLUHAA CTPaHNLA

m' I MpocmoTp nonkHoii kapTel
V3MEHEHWE NapaMeTpos = cum -

apanTepa BEWARD Heckoneko cetei Nureprer
3meHUTE gononHUTENBHBIE (3707 KomMntoTER)

MpocmoTp OCHOBHbBIX CBEAEHWIA O CETW W HACTPORKa NoAKAOUEHWA

napameTpel cBLLErD JocTyna MpocmoTp akTHEHEIX CeTel MeaknioueHne nAn OTKAKOUEHNE

Cems 4 Tun goctyna: WHTepHeT
OBLyecTEEHHaA CeTh MogknroueHua:

WNzmeneHune ceTeselx napaMeTpos

gl Hacrpoiika HoBOrD NOAKAOYEHNA WK CETH

Hacrpoiika BecnposogHere, WWpokenonocHoro, MogemHoro, nparore uan VPN-nogeawoueHnn
WK 2KE HACTPOMKE MAPLUPYTUIaTOPa MAKM TOYKK ACCTyNa.

‘5. MogKnHYUTECA K CETH

HOAKHH)NEHHE WNKU NOETOPHOE NOAKS K EECI"H
CETEBOMY COEZMHEHWNHD WKW Nogrnioderne k VPN,

ﬂ Brifiop gomawned rpynnel n napamerpoe obuiere goctyna

Cra. Takcke ,ﬂOCI'_‘.’I'I K ¢aﬁnaM W NPUHTEREM, PACNCNOXKEHHBIM Ha DY THX CETEELIX KOMNBHOTEDAX, MK

Py Wit ers M3MEHEHNE NapameTpos obulero gocTyna,

Jomalunas rpynna YeTpaHenne Henonagok

CeoiicTea obospesatena JwarHocTika n NCNpasnenne CeTesbix NpoBaem MAN NoayHeHne cBEAeHA of ncnpasnerng,

Puc. 5.3
NMPUMEYAHUE!

I'Ip|/| HaNM4YnUM HECKONbKNX NOOKIHOYEHUN BblﬁepI/ITe TO, K KOTOPOMY NiaHNpyeTcAa NOAKIMHYNTb IP-Kamepy.

PykoBoacTBo no nogknioyeHuto IP-kamepbl B1076FRV
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B oTkpbIBLLEMCA OKHE HaXxXmuTe KHornky [CBoncTBa] (Puc. 5.4).

L"’J CocroaHue - MoaxnroyeHne No ACKansHoH CeTn u

Ofume

Moakniouerne

IPv4-nogknioyeHme: WHTEpHET

IPvE-noaKnoHeEHKE: Bes nocTyna K MHTEpHETY

COCTORHME CPeqbl: MoaknroHeHo
AnnTensHocTe: 04:47:33
CKopocTe: 100, 0 MBuT/c

AKTMBHOCTE

OTnpasneHo —— &w! = [puHATO
o
BaiT: 79 188 140 I 805 509 770

[ '@'Cﬁcﬁcrsa I[@'O'rmlouwrb] [ﬂuarHocrma ]

Puc. 5.4
B AawnanoroBoM OKHE CBOWCTB CETEBOrO MOLKITHOYEHUS HeobxogumMo BbIOpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

U Moakaroueie no MoKansHoi ceTk - ceoiicTEa ﬂ

Cet | [pcryn

Moaxniouerne yepes:

l.-? Realtek RTLE139/810x Family Fast Ethemet ceTesoil ag:

CMEYEHHEIE KOMMOHEHTEI WCNONb3YHOTCA 3TMM NOKNIOYEHUEM
Bl aspersky Anti-Vinus NDIS 6 Fitter -

gﬂnanpOBu.MK nakeTos QoS
gCnyxﬁa AOCTYNE K Sainam 1 npuHTepam cetei Micr—
- g P/IF

roxon MHTepHeTs Bepciun § (T¢ §)
- B [poTokon MHTepHeTa eepcun 4 (TCP/1Pvd) .
]

v i llpaiieep B/B Tononora KaHaNEHOr o YPOBHA

m

-4 DTseT4K 0BHEPYXEHMA TONONOTMM KaHANEHOTO YPoE ~
[l m | [l

YeTtaHosuTn... Yaamnm | CsoiicTea I

Onucanne

MpoTokon TCP/IP - cTaHaapTHeI NpoToKon rnoSansHen
CeTed, 00ECMEYMBAIILMIA CEASE MEXK Y PA3IM4HBIMIA
BSEHMODE“CTBWOLUMMM CETAMA

Puc. 5.5
OTKpoeTcsi OKHO, B KOTOPOM oOToOpa)kaeTca MWHgopMaums O HacTporkax CeTeBOoro
noaknoyeHnsa. Bo3moxHbl ABa BapmaHTa HacTporku IP-agpeca ceteBoro noaknoveHms Baiwero
MK:
1. Nonyuutb IP-apgpec aBTOMaTu4vecku: IP-agpec HasHayaeTcs aBTomaTtudeckn DHCP-
cepsepom (Puc. 5.6). Ecnu IP-agpec Bawewmy [MK Bbigaetcs aBTomatMyecku, toraa Aang

onpeaeneHns napameTpoB JoKanbHOW ceTn nepenanTe K NyHkTy 5.1.1 gaHHoro PykoBoacTea.
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—
Ceoiicrsa: MpoTokon WMintepreta sepcn 4 (TCP/IPv4) @u

OBwne | ANbTEPHATMEHEA KOHDMM YPALIA |

MapameTpil IP MOMYT HA3HEHATLCA AETOMATMHECKH, ECIM CETh
NOAASPHUBAET 3TY BOSMONHOCTE, B NpOTUBHOM Cliyuae napameTpel
IP MOXKHO MONY4MTE Y CETEBOMD 3AMMHACTRETOPaE,

) MonyuuTe IP-aapec aBTOMaTUYECKH I

(71 Mitnonb30BaTe CNEdyROWWA IP-anpec:
IF-aapec:
Macka noaceTi:

QCHOBHOA W3

ony4uTe aapec DNS-cepsepa aBTOMaTHHECKK I

() Mcnonb3osaTe cneayowme agpeca DNS-cepeepos:

MpeanouHT aemelid DHS-cepeep:

ANbTepHaTHEHEIR DMS-cepeep:

MNoATEEPAMTE NEPEMETPAI MK BhIXDAE LonoarmrensHo

Puc. 5.6

2. Ucnonb3oBaTb cnepyrowmn IP-agpec: IP-agpec 3agaeTtcs nonb3oBaTeneM BPYYHYHO
(Puc. 5.7):

CeoifcTea: MpoTokon WuTepheTa separn 4 (TCP/IPv4) lég

Obwme

MapaMeTpil IF MOrYT HA3HEHATHCA SBTOMETHHECKM, ECTH CETh
NOAAEPHUBEAET STY BOIMOXHOCTE, B NPOTHBHOM Cly4ae napaMeTphl
IP MOAHO NONY4WTE Y CETEEO0rD aOMMHWUCTPATOPE.

() Mony4mTs IP-3APEC SBTOMATHHECKM

WenonezoeaTe ciegyiowmii IP-agpec: I

IP-appec: 192.168. 0 .
Macka noaceTu: 255,255 . 255 .

OcHOBHOI WS 192 .168. 0 .

Monyunte anpec DNS-cepsepa asTOMATHHECKKM

(@ Wnonb30BaTe CNeAYIOWME aApeca DNS-cepBepoB:I
MpeanounTaensdi DNS-cepeep: 192.168. 0 . 1

AneTepHaTheHEI DNS-cepsep:

[ NoaTEEpAKTE NapaMeTphl NpK Sbixone

Puc. 5.7

3anvwunTte, Nnbo 3anomHMUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble napamMmeTpbl KOMMbKTEpa, TO TMocrne HaCTpOVIKI/I KamMepbl 6yp,eT

HEBO3MOXHO BEPHYTb MX B NepBOHavyanbHOE COCTOSHME AF1S1 BOCCTAHOBMNEHUS MOAKIMIOYEHNS K NTOKaNbHON
ceTtu n/vnmn cetn NIHTepHer.
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5.1.1. OnpepeneHue napameTpoB ceTu Npu AuMHamu4veckom IP-agpece

NMPUMEYAHMUE!

OaHHbIi nyHKT PykoBOACTBa npeaHasHayeH AN onpederieHvs napameTpoB JOKarbHOM CeTu Mpu
HasHa4veHwun |IP-agpeca Bawewmy MK aBTomatuvecku (DHCP-cepsepom).

[ns onpegeneHnst TEKyLUMX HACTPOEK KOMMNbKTEpa B JIOKANbHOW MPOBOAHOM CETU
HaxxmuTe lMyck — Manens ynpaeneHus (Puc. 5.8).

@ Internet Explorer
C

@ Skype BEWARD

|X 2| Microsoft Office Excel 2007 L=

,_./‘ Bnoknot

Myzeika
E DVR Server

Wrpsi
m ERSController

KomneroTep
m BEWARD IP Visor

Manens ynpasnetna
m BEWARD Player

YcrpoiicTea n npuHTEpPBI

,:':%r CriysBbi
= Mporpammbl Mo yMOA4aHA

-]
a@o Cy#6bl KOMNOHEHTOE
Cnpaska u NogaepxKa

»  Bcenporpammel

o N - P —————————
‘ Haimu npozpamme u datine | 3aBepiienne paboter | b |
g s |

A

T B 8 &
Puc. 5.8

B oTKkpbiBlEMCA AOManoroBOM OKHe BbibepuTe NyHKT [[IPOCMOTP COCTOAHMA cCeTU M
3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).
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- ¢ [ oo eroness mpcerens 9|

HacTpolika napameTpos komnstoTepa MpocuoTp:  Kateropua ¥

MpoBepka COCTOAHUA KOMMBIOTERE CEMENH...

[g | Cwcrema v BesonacHocTs YueTHble 3anuck NofbsosaTensi n

ApxUBMPOBEHNE A3HHBLX KOMMBIOTEDE '@' JloBaeneHue n yaaneHne yueTHeX 3anncei
Mouck u ucnpasneqne npobnem nofkzoBaTeneil

'@' ¥CTaHODEKE POAMTENBCKONC KOHTPOAR AR BOEX

] noe3osaTenei
W o CCMOTP COCTORHKMA CETH M 33434

Boifop napameTpos AoMaluHER rpynnel n oBuerc OCDDPMJIEHI‘IE.‘ W NepCcoHannsauma
ACCTYNa K A3HHBIM MzmeHeHne Tembl

ObopyaosaHWe W 3BYK

Wsmenenne dona pabouere crona
HacTpoiika paspelueHua 3kpada

MpocmoTp yeTpoiicTs u NpuHTEpos
HoBasnerme ycrpoiicTsa Yachbl, ASbIK M pervoH

CreHa packnagku KN3BMatypel WK Apyrix

I'Iporpauuhl | / cnocoboe BEOAa

¥AaNEHUE NpOrpamMuel [smaenenne asbika nHTEpdeica

CneumnanbHble BO3MOXHOCTH
Pekomengyenbie Windows napametpel
OnTumuzayua n30BpaeHn Ha 3KkpaHe

Puc. 5.9

B oTkpbiBLIEMCSA AManoroBom okHe HaxmuTe [[loaknioyeHue no nokansHou ceTtu] (Puc.

5.10).

oo

HTepHET b LleHTp ynpaenexua ceTamm u oBmm qocTynom - Mouck & nanenu ynpasnerua P

Manens ynpaenexns -
ACMALLIHAR CTPaHMLA

Wzmerenne napameTpos
apanTepa

WSMEHUTE AONOAHUTENBHBIE
napameTpel obLIErs AocTyna

Cra. TaKcKe
Bpanamaysp Windows
fomaluHas rpynna

CeoiicTea ocBozpesatena

NMPUMEYAHMUE!

[NpoCMOTP OCHOBHBIX CEEASHUA O CETH W HACTPORKA NOAKAKYEHUA

- = MpecMotp noanoi KapTel
. e

BEWARD Heckoneko ceteit Wnreprer
(3ToT KomMnbroTEp)

MpocmoTp aKTUBHBIX CETER MogxntoqeHne nin oTKAMOYEHHE

Cets 4 Twn goctyna: WHTepHeT
OBuwecTEeHHaA CETE MoaknoueHna:

Msmenenne cetessx napamerpos

@ HacTpoiika HoBOMO NOAKNFOYEHNUS AW CETU

HacTpoiika GecnpoBoaHoro, LUMPOKONOAOCHOTO, MOAEMHOTo, npamaro nan YPN-nogkaoqedns
WNK KE HACTPOIKA MApLUPYTUSATOPa WK TOUKK J0CTyNa.

MoAKNHYUTECA K CETH

Mogkntouenne nan NOBTOPHOE NOAKAFGHEHKE K BECNPOBOAHONMY, NPOECAHOMY, MOJEMHONMY
CETEEOMY COBAMHEHND Wn nogntoderine K VPN,

Buiop pomalunei rpynnel n napameTpos obLyere qoctyna

AocTtyn k aiinam u NpUHTEPaM, pacnoNoKEHHBIM H3 APYTUX CETEBLIX KOMMBHOTEPAX, MK
M3MEHEHME NAapaMeTpoE oBLLEro gocTyna.

@ YcTpaHenue Henonagok
AWarHoCTUKE W MCNPAENEHNE CETEBLIX NpoE. i 0B MCnpaeneHuK.

Puc. 5.10

MpY HanMUuYUM HECKOMNbKMX CETEBbIX MOAKMOYEHWI BbiGepuTe TO, K KOTOPOMY MilaHUPYeTCs MOAKIOYUTD

IP-kamepy.

PykoBoacTBo no nogknioyeHuto IP-kamepbl B1076FRV
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B oTkpbIBLIEMCSH OKHE HaxxmuTe kHonky [CBeaeHusn] (Puc. 5.11).

I'nasa 6. Ilooknouenue IP-kamepol k cemu Unumepnem

[ Cocrostue - MogkAoseHue No AOKaNsHOH ceTi u

Ofme

MoaknoyeHue
IPv4-noaknoqeHme:
IPVE-NOAKAKOHEHNE:!
CocToaHWe cpeakl:

ANMTENEHOCTE:

CropocTs:

WHTepHeT

Be3 A0CTYNE K MHTEPHETY
MoaknioyeHo

04:47:33

100.0 MauT fc

AKTUBHOCTE

OTnpasneHo —— ;‘V! ——  [puHATO
&

BaiT: 79 188 140 I 805 508 770

[ |Skiﬁcﬁcrﬁa ] [@OTmmquTb] [ AuarHocTuka ]

Pwuc. 5.11
B okHe «CBegeHMs 0 ceTeBOM MOOKIOYMEHUU» npeactaBneHa cnegyowas nHgopmaumns

(Puc. 5.12):

LononHuTensHele CBEASHWA 0 CETH:

CeoiicTE0 SHavetme

OnpeneneHHLI ANA Mo ..
COrvcanue Realtek: RTLE168C(P)/8111C(P) Famity P|
PuzmyecKuil agpec 00-24-1D-57-45-30

HCP tnioueH Oa

ec |Pvd 192.168.0.14

Macka nopcem [Pvd 255.255.255.0
Aperpa nonyveHa 11 aneapa 2011 7. 10:27:11
Aperpa wcTekaeT 11 pespans 2011 r. 10:27:11
Wntos no ymonyanao P, 152.168.0.1
DHCP-cepeep IPvd 152.168.01
192.168.0.1

DMNS-cepeep [Pvd
WINS-cepeep IPvd
CryxGa NetBIOS yepes... Oa

TNokaneHen IPvEagpec... feBl:3126:2820:8112:163%11
Wnioz no ymonuanme [P

DMNS-cepeep [PvE

4 | 11

Puc. 5.12
Ecnn B atom okHe Bbl yBupenun ctpokn — «DHCP BkniouveH - Oa», «Agpec IPv4 -

XXX XXX XXX. XXX (FOe «XXX.XXX.XXX.XXX» — 3HayeHue |P-agpeca),— 3HaunT IP-agpec Bawemy MK
HasHa4yeH aBToMaTmyecku. Macka nopceTtu ykasaHa B cTpoke [Macka nopgcetu IPv4], agpec
ceTeBoro wni3a — B crpoke [Wnto3 no ymonuyanuw IPv4], agpec DNS-cepBepa — B CTpoke
[DNS-cepBep IPv4]. 3anuwute, nnbo 3anomHuTe p[aHHble napameTpbl (IP-agpec, Macka
nogcetn, Ceteson wnto3, DNS-cepsep).
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BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble napamMeTpbl KOMMbiOTEpPa, TO MOCMEe HaCTPOMKM kKamepbl Oyaet
HEBO3MOXXHO BEPHYTb MX B NepBOHaYanbHOE COCTOSAHME A1 BOCCTAHOBMNEHNS MOAKIMIOYEHNS K NTOKaNbHON

ceTu u/unu cetu VlHTepHeT.

BHUMAHUE!

Ecnu B okHe «CBegeHusA o ceteBOM nogkntoveHumn» Bol yBuaenn ctpokn — «DHCP BknroyeH - Oar,
«IPv4-appec aBTOHAaCTPOMKM - XXX.XXX.XXX.XXX» (A€ XXX.XXX.XXX.XXX — 3HadeHue IP-agpeca),— 3HaumT
Bam He yganocb nogkntountecs K nposogHon cetn (DHCP-cepeep He npucsoun IP-agpec Bawemy [1K).

[MpoBepbTe NpaBMMbHOCTL MOAKIIOYEHMS K MPoBOAHOW ceTu. B cnyyae HeobxogumocTtu, obpaTtutech K

Balwemy cucteMHOMy agMUHUCTPaTOPY.

5.2. \3ameHeHMe napameTpOB JFIOKarilbHOW CeTU ASIA NPOBOAHOIO NOAKIIYeHUsA

K IP-kamepe
Mo ymonuyaHuio IP-kamepa B1076FRV wumeetr IP-agpec 192.168.55.160. YT06bI
NOAKMIYUTBECH K Kamepe AN nepBoHayanbHOW HACTPOMKM Heobxoaumo, 4Tobbl Baw komnbioTep
Haxoawusncs B TOW e NoaceTn, YTto n kamepa. Npu atom IP-agpeca kamep, KOMNbIOTEPOB U NHOObIX

APYrnX YCTPOWCTB B CETU HE AOMKHbI CoBMNaaaTb Mexay coboi.

BHUMAHUE!
IP-kamepbl BEWARD B1076FRV no ymonyaHuto nmetot IP-agpec 192.168.55.160. Ecnn Bl nnaHupyeTte
NOOKITOYUTL HeCKoSbKO |IP-kamep, TO Ansa nckroyveHns KoHgnukra IP-agpecoB nogkntodvante kamepbl No

oAHon 1 nameHsiiTe nx IP-agpeca Ha nobble cBoboaHbIe B Baluel nokansHom ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4yTo Baw T[IK, nogkmtwo4veHHbIM K npoBogHOW ceTu, U IP-kamepa, duanyecku
MOAKIIOYEHHas K TOM xe ceTu, Nnbo Hanpsamyto k Bawemy MK, HaxogsTca B ogHon noacety, Bol MoxeTe

cpasy nepeiTu k NyHkTy 5.3 AaHHoro PykoBoacTea.

0na nameHeHus TeKyWmnx HaCcTpoekK KoMnbrTepa B nokaneHomn I'IpOBO,El,HOVI CeTn HaXMuTte

Iyck — MaHenb ynpaeneHusi (Puc. 5.13).
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| X2 Microsoft Office Excel 2007

-
d’j Baoknot
@ DVR Server
@ ERSController
@ EEWARD IP Visor
m BEWARD Player

g
s, CnyxBel

L

9‘, CryBel KOMMOHEHTOR

» Bce nporpamme

| Hatimu npozparmel u ghaiinbi

Puc. 5.13

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).

HacTpoiika napameTpos KOMMNbTepa

CeTh i MHTenHeT

&h @ocmorp COCTOAHMA CETH W 3a,qa

Brifop napameTpos gomaluHei rpynnet n oéuerc
ACCTYNE K A3HHbBIM

Cwcrema v BesonacHoCTs
MpoBepka COCTOSHUA KOMNEHTERE
ApxXMENPOBAHNE JAHHELX KOMMEHTERE
Mowck 1 ucnpaenermne npoBnem

Q6opyaoeaHne U 38yK
MpocroTp yCrpoiicTe n npuHTEpCE
JoBasnenne ycrpoicTea

Mporpammel

¥paneHwe nporpamMmel

Puc. 5.14

Vsobpaxenna
Mysbika

Wrpei

Komnetotep

Marens ynpasnenna
Yerpoiictaa n npuHTEpBI
Mporpamme! No ymonuaHumo
Cnpaska 1 NoALepHxKa

3 ¥

asepLueHne paboTel

B OTKpbIBWUEMCA OMaroroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

Mpocmotp:  Kareropua ¥

YUeTHble 3anKcK NoNb30BaTENEH U

ceMelt...

'@J JloBaeneHne n yIaNEHNE YHETHBIX 3aNHCei
noAL30EaTENEd

@' YcTaHoBKa POAMTENECKOTD KOHTPONR ANA BCEX
nob30BaTENEl

OdopmaeHne M NepCcoHaNMsaLIMA
V3MeHEHNE TEMBI

MzmeHenmne doHa pabouerc cTona
HacTpoiika paspeluena skpaHa

Yackl, A3bIK U pervoH

CMeHa packnagkn KNaBnaTypel WM Apyrux
cnocoBoe BBoda
WMsmerenne asbika nntepdeiica

CneunansHele BO3MOXHOCTU
Pexomengyemere Windows napamerpel
OnTumisaums n30Bpaxkenna Ha 3KpaHe

B oTkpbiBLIEMCA OKHE HaxmuTe «lloaknovyeHne no nokanbHomn cetn» (Puc. 5.15).
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Manens ynpaenexna -
AOMBLUHAA CTPaHNLE

apanTepa

Cra. TaKoKe
Bparamayap Windows
Aomaiman rpynna

CeoiicTea oBospesatenn

NMPUMEYAHMUE!

W3mereHne napameTpos

Msmenmts ACNONHUTENBHBIE
napameTpel obLLEre AocTyna

@@ i: <« Cete u MinTepher v LlenTp ynpasnenua cetAmmn n oBum goctynom - || TMouck & nares

MpoCMOTP OCHOBHbLIX CBEASHWUIA O CETU U HACTPOWKa NOAKAKYEHWIA

&k; “, 0 MpocmoTp nonHoi kapTel
=

BEWARD Heckonsko ceTei WrTepHeT
(3TOT KoMMBIOTER)

MpocMmoTp akTneHER: ceTei

MogknioueHe WNKM OTKIIOUEHKHE

Cems 4 Tun goctyna: WnTtepHer

Moaknrouenna: @ Noaknrouenne no
NOKaNBHOW CETH

HacTpolika GecnpoBciHoro, LWMPoKONoADCHOrD, MOAeMHero, npaMore wan YPN-noaknrodedna
WAN 3KE HACTPOHKE MapLUpYTH3aTopa WK TOHKN A0CTyna,

OBLwecTEeHHaA CeTh

zmeHEHNE CeTEBBEX N PaMeTpoB

ﬁl Hacrpoiika HoBOrO NOAKAMONEHNA MK CETH
-2

‘s. MegrnrounTsoa K ceTn

MoAKNHOYEHNE NN NOBTOPHOE NOAKAHEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOLEMHOMY
CETEBOMY COEAMHEHWID MAW nograrodenne k VPN,

Q‘& Brifiop gomawuned rpynnel u napamerpos obuwero gocTyna

Joctyn K daiinam n NpUHTEPaM, PACNONCKEHHEIM HE APYTHX CETEBBIX KOMMNEBHTEDAX, WK
W3MEHEHWE NAPaMETPOE OGLLI,EI'O AocTyna.

¥cTpanenne Henonagok

JnarHocTika n WCNPaBnNeHNE CETEBLIX I'IpOﬁJ'IEM HAK NONYYEHNE CEELEHWI 0 WCNPaBneHn.

Puc. 5.15

I'IpM HanM4MM HECKOSbKMX CETEBbIX MOAKMOYEHUN Bbl6epVITe TO, K KOTOPOMY niiaHNpPyeTCA NOAKIIOYUTb

IP-kamepy.

B oTkpbiBLUEMCA OKHE HaxmuTe kHoMnKy [CBomncTBa] (Puc. 5.16).

[l Cacroatue - MogkntoueHne No NoKaNbHO ceTH u
A

Ofiwme

MoakmoyeHe

IPv4-noaknodeHme: WHTepHeT
IPvE-ToaKMOYEHHE: Bes nocTyna k MHTepHeTY
CocTosHWe cpedbl: MogknoqeHo
AnuTensHOCTE: 04:47:33

CropocTb: 100.0 MBuTfc

CBEAEHMA.. .

AKTUBHOCTE

|
OTnpasneHo —— %! ——  [MpuHATO

BaliT: 79 188 140 I 805 509 770

| [ @Cﬂoﬁcrﬂa ][@O‘rmmuu‘rh] [ﬂuarHochKa ]

Puc. 5.16

B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoammo Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).
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@ MoaknoyeHe NO ACKANLHOM CETH - CECHCTER u

Cem | Oocyn

MNogxnioyetne yepes:

l_-? Realteke RTLE135/810x Famity Fast Ethemet cetesoit an:

OmeyeHHbIE KOMMOHEHTEI HCNONb3YIOTCA 3TMM NOAKNIDYEHWEM

B Kaspersky Arti-Virus NDIS 6 Fitter -
v .Q Mnannposwwk NakeTos QoS

[w] gc.nyxﬁa OOCTYNE K painam 1 I'IpHHTE-pEM ceTtei Micrg—,
=& [p P

-. i npOTOK.OJ'I HHTepHem BEpCHA -HTCF‘ IF‘v-iI .

v o [1 paiisep B/B TONONOra KaHansHOro YPoOBHA

& OTBETYMK 0GHEPYKEHWA TOMONOrAn KEHEIﬂbHOI'O )"pOE -

[l 1

chHoanTh... Yoanm | Cﬁoncma I

Onvcanme

MpoTtokon TCP/IP - cTaH@apTHeI npoTokon rnofansHemx
ceTel, ofecneyMBalolmnil CEBASE MEXOY PasSIMYHEIMA
ESEHMODB“CTE)‘TOLLLHMH CETAMW.

oK ] [ Omvena

Puc. 5.17

B nosBuBLUEMCA OKHE HeO6XOD,I/IMO YCTaHOBUTb 3Ha4YeHusa IP-a,u,peca n MacCkKM noaceTu.

Bbibepute nyHkT [MUcnonb3oBaTtb cneaytowun IP-agpec] n Beeante csobogHbli IP-appec 13

noaceTn kamepsbl, Hanpumep 192.168.55.20, n Macky noacetu — 255.255.255.0. OcTtanbHble

3Ha4yeHuns BBOOUTb HET HeobxoanmocTu (Puc. 5.18).

Ceoiictsa: MNpotokon WMktepreta sepcun 4 (TCP/IPv4) s

L2

Ofwme

MapamMeTpsl IP MOryT HASHEYSTLCA BETOMSTHHECKH, ECTM CETh
NOLAEMHMBAET STY BOSMOMHOCTL, B NpOTHBHOM cny4ae NapaMeTphl
IP MOMHO MONYYKTE ¥ CETEBOM0 AAMMHUCTPATOPA.

() MNony4uTe IP-anpec aETOMATUHECKM

(@ Wnone3oBaTe cnenyrowmi IP-agpec:
IP-agpec: 192 . 158 . 55 . 20

Macka nogceTi: 255 .255.255. 0

OCHOBHON LWMho3:

Mony4uTe anpec DNS-Cepeepa aBTOMaTHHEKK

(@ Wonb3osaTh cnedyowWe agpeca DNS-cepeepos:

MpeanounTaemsIi DNS-cepeep:

AnbTepHaTHBHEIA DNS-cepeep:

[CINoaTeepamTs NapaMeTphl NpM Buixoae

l[ OK ] I OTMeHa

Puc. 5.18

[ns npumeHeHns1 nsMeHeHnn HacTpoek HaxmuTe KHomnky [OK] Bo BCcex OTKPbITbIX OKHaX.
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5.3. MonyyeHue goctyna Kk IP-kamepe ¢ nomouwbio 6pay3epa Internet Explorer

Ana poctyna Kk kamepe ¢ nomollbto Gpaysepa Internet Explorer 3anyctute ero un B
afpecHon cTpoke BBeauTe 3anpoc: http://<IP>:<port>/,— rge <IP> — IP-agpec kamepbl, a <port> —

3HaveHme HTTP-nopta. MNocne atoro HaxmuTte [MepenTtn], nnéo [Beopa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD B1076FRV no ymon4yaHuto umeeTt IP-agpec 192.168.55.160, HTTP-nopT 80.

NMPUMEYAHUE!
Ecnn gna HTTP-nopta ucnonb3yetca 3HadeHue 80, Toraa Ans [ocTyna K Kamepe 4yepe3 OGpaysep

[0CTaTOYHO BBECTU B agpecHon cTpoke «http://[<IP>/», rge <IP> — IP-agpec kamepbl.

a'.‘_-_:;” :?7‘ http://192.168.55.160/ P-3X H (2 Mycran crpannya {I"D i\.\? éﬁ?

Puc. 5.19

5.4. MNony4yeHue gocrtyna K Be6-nHTtepcency IP-kamepbl
Mocne 3arpy3ku cTpaHuubl Beb-mHTepdbenca kamepbl npu nomowm Gpaysepa Internet

Explorer Bbl yBnante okHo aBTopusaumm (Puc. 5.20).

NMPUMEYAHUE!
[ns koppekTHoi paGoTbl BEG-nHTepdeiica IP-kamepbl Heobxoauma Bepcust Gpaysepa Internet Explorer

He Huxe 9.0.

Ona npocmoTtpa wu3obpaxeHna ¢ |IP-kamepbl u4epe3 ©Opaysep Internet Explorer
ucnonbe3yTca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
COCTaBe W 3arpyaeT X HemnocpencTBEeHHO C Kamepbl ANA nocrnenyowen yctaHoBku. B HxHen

YacTu OkHa bpaysepa NosiBUTCS BCnbiBaloLlee onoBeLeHme cucteMbol 6esonacHocTtu (Puc. 5.20).
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L o
e@ AN hitp://192.168.55160/10gin.asp £ ~ & || WY Asropuzaumn X S0 ke

BEWARD [ Enaiish |

Bxop B cuctemy BHuMmaHue

Wmz: [INA NpOCMOTPa EMASON3I0BPAHEHUA C KAMEDE!
HEOGX0AMMa YCTaHOBKE ActiveX.
Mapoms: [ ] ) .
Tocne yenelHoil ycTaHoBky ActiveX yianuTe chalinsi
Cookies (5e30MacHOCTs-=Y JanuTe KypHAN
0G03PEEATENA-=Y|ANUTE) ANA M30EKAHUA OLLKGKN
EXO[1a B CACTEMY, 8 TAHE Y/0CTOBEPLTECE B
NPaBNNEHOCTH MMEHM MOMs30BaTeNA N NaponA

Jarpyaka thaitna ActiveX: 3arpyaute dainn

Bl X0THTE BEINOAHWTE MAKM coxpannTe xdview.exe (954 KB) ¢ 192.168.55.1607 | BeinonHMTE ‘ ‘ CoxpatuTe ‘V| | OTmenHa X

Puc. 5.20

Haxmnte Ha KHONKy [BbINONHUTBL] AN yCTaHOBKN KOMMOHEHTOB ActiveX.

BHUMAHUE!

YcTaHoBKa KOMMOHEHTOB ActiveX, HeoBXxoAuMMbIX AMs MPOCMOTpa M306paXxeHus C Kamepbl, BO3MOXHa
TonbKko Ha 32-6uTHyt0 Bepcuto Bpaysepa Internet Explorer .

Cuctema 6e3onacHoctn Gpaysepa Internet Explorer 6ygeT aBTomMaTtudeckn GrokupoBaTb
yctaHoBky ActiveX. [ns npoaormKeHUs YCTaHOBKW HaXMuTe KHOMKy [YcTaHOBWUTB] B OKHe
noaTBepxaeHnsa yctaHosku (Puc. 5.21).

Internet Explorer - NMpeagynpexgenve cucTemel BesonacHocTk ‘ g

YCTaHOBWT b 3TO NporpaMMHioe obecneuenne?

@ MMa: ActiveX Control (2013.11.04
Wzpatens: BEWARD Co., Ltd

@ﬂononHmeano [ ¥CTaHoBWTb l [He ycra:—taarunaaml

NOBPEAMTE KOMMBKOTED. CNEAYET YCTAHABNMBATE MPOrPaMMel, MOMYHEHHEIE

@ DEine! 13 MHTEpHETA MOrYT ObiTe MNONESHE!, HO STOT THM Gaina MoweT
i
TONLKO 0T A0BEPEHHOM M3AETENA, DaKTOopEI DUCKA

Puc. 5.21
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lNocne aToro MOSABUTCS OKHO, VIH(*)OpMI/lpyI'OLLI,ee Bac o HGO6XOD,I/IMOCTVI 3aKpbITUA BeO-

Opaysepa ans yctaHoBku. 3akpounTe Internet Explorer n Haxmute kHonky [OK] (Puc. 5.22).

rWarning @1

IE windows must be close before install ooy, OK?

oK | OTmena

S —————————————

Puc. 5.22
3aTeM, OTKPOEeTCH OKHO YCTaHOBKM KOMMOHeHTOB ActiveX. Haxxmute kHorky [Install] (Puc. 5.23).

- B
OCX Install 3]

Install Uninstall Close

. —
—

Puc. 5.23
Mocne ycnelwHon yctaHoBku Bbl yBnaute coobueHne «Register OCX success» B HMKHEN

cTpoke okHa. Haxxmute kHonky [Close] ans Bbixoga u3 okHa yctaHoBku (Puc. 5.24).

. B’
OCK Install [

Install Uninstall Close

Register OCX success

Puc. 5.24
NPUMEYAHME!
B onepauuoHHon cucteme, otnmdHon ot Windows 7, unu B 6paysepe, otnnyHom oT Internet Explorer 9.0,
Ha3BaHWS MEHIO WM CUCTEMHbIE COOOLLEHMS MOryT OTNMYaTbCs OT Ha3BaHWA MEHK W CUCTEMHBIX

coobuwwenun B gpyrnx OC cemerictea Windows nnu B gpyrmux 6paysepax.

NMPUMEYAHMUE!

Mpu yctaHoske ActiveX gna OC Windows 7 wnun Vista npu BKNIOYEHHOM KOHTPOSE Y4YeTHbIX 3anvcen
OyoeT OOMONMHUTENbHO MPOM3BOAMTBCS GNMOKMPOBKA YCTaHOBKM, O 4em nonb3oBatento 6ygeT BblAaHo
OOMOoNHUTENbHOE onoBelleHne. [ns paspelleHus yCcTaHOBKM HeODXOAMMO YTBEpPAMTENbHO OTBETUTbL B

noABUBLLEMCA OKHE.
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B agpecHon ctpoke bpaysepa BeeauTte IP-agpec kamepbl n HaxmuTe [Enter]. OTkpoeTcsa
OKHO aBTopu3auuun. Beeante umsa nonb3oBartens v naponb. 1o yMOnyaHuio Mcnonb3yeTcs nms

nonb3oBartensa — admin, naponke No ymonyaxumio —admin (Puc. 5.25).

BHUMAHUE!

Mocne aBTopusaumm Bbl MOXeTe M3MEHUTb MMS MNOMb3oBaTens U naponb B MeH Hacmpolka —
CucmemHble — [Monb3oeamenu. Ecnn yTepsiH naponb unv uMs nonb3oBatend, To |P-kamepy MOXHO
BEPHYTb K 3aBOACKMM yCTaHOBKaM. [1nsi cbpoca HacTpoek HeobxoauMO B TeYeHe OECATU CEKYH HaXaTb

KHOTMKy cbpoca Tpu pasa ¢ npomexxyTkamu 6oree 1 ceKyHabl Mexay HaxaTusiMu.

BEWARD | » kameral ==

Bxop B cuctemy BHuMaHue

Mg OnA npocMoTpa Euneouaoﬁ_paeruﬂ C KaMepkl
HeoOxoguma ycTaHoBKa ActiveX.
p Mocne ycnewHon ycTadosrw ActiveX yoanute Gannel
Cookies (BeaonacHoCTe-=YOannTe ¥ypHan
Bxop Brixon 0f03peEaTENA-=Y0ANNTE ) ANA M3GEXAHUA DWHEKA

EXOQA B CUCTEMY, 3 TAlDKe YOOCTOBEPLTECH B
NpagunEHOCTH MMEHW NoNL30BATENA W NaponA.

Jarpyska taina ActiveX: 3arpyants dann

Puc. 5.25
Mocne ycnewHon aBTopu3aumm Bel nonyumMte JOCTyn K afieMeHTam yrnpaBneHns Kamepbl 1

n3obpaxeHuio ¢ Hee (Puc. 5.26).
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£://192.168.55.160/mainview.asp L~ & || WYBcepun

@ i [

MpocwoTp | Hactpoiikm | Bexoa |

| IP KAMEPA

A E

Tpesora XKypran

@ Yeenuuexve @
@ Dokyc @
© nvadparma @

Puc. 5.26
Ecnn no kakmm-to npuymHam yctaHoBka ActiveX npowrna HekoppekTHo, Bbl MoxeTte
YCTaHOBUTb HEOBXOAMMbIE KOMMOHEHTbI BPY4YHY0. [InNa 3TOro, Ha CTpaHuLe aBTopmnsaumm HaxXMuTe

CCbIfKY, Kak nokasaHo Ha PucyHke 5.27:

= &8

BEWARD | 1P kamePa.

Bxog B cuctemy BHuMaHue

WHg: Ona npocmMoTpa amneouaoﬁ_pamewﬂ C Kamepkl
Heolxoguma ycTaHoeka ActiveX.
P Mocne yenewHol yeraHoekW ActiveX yoanuTe dainsl

Cookies (BeaonacHocTb-=¥0annTe ypHan
ofo3peraTend-=YOanuTe) ANA nademaHna owndkn

BXO[3 B CUCTEMY, @ TAKKE YOOCTOBEPLTECE B

NpaBnnbHOCTH MMEHN NONL30BATENA M NaPonA.

Jarpyaka maﬁnaAdiveX pyanTe dain

Puc. 5.27

[ns Hayana npougecca yCTaHOBKM HaXXMuUTe KHOMKy [BbinonHuTb] (Puc. 5.20).

Hanee, cnegynte npuBeAeHHON Bbilwe MHCTPYKUMK (cM. Puc. 5.22-5.26).
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5.5. \ameHeHMe HacTpoek noakno4veHus |P-kamepbl Yepe3 Be6-nHTepdenc

lNocne noakntoyeHns K IP-Kamepe HeOGXO[J,VIMO N3MEHUTL ee HaCTpOIZKM TakKnm o6pasoM,

YTOOLI OHA Haxogunacb B OAHON NOACETU C oCTanbHbIM OGOpyD,OBaHVIeM.

BHUMAHUE!

[nsa coBmecTHON paboTbl HECKOMNBKUX YCTPONCTB B OOHOW NoaceTn HeobxoamMmo, YTobbl Yy HUX coBnaganm
nepBble Tpu YacTu IP-agpeca, 1 NOMHOCTLIO COBMNaana macka noaceTu.

Hanpumep, IP-agpec Bawero [K: 192.168.0.20. IP-agpec pa3geneH TOYKaMy Ha 4eTblpe okTeTa. B
OaHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okTeT — 0, 4 okTeT — 20. Bam Heo6Xo4MMO N3MEHUTL
IP-agpec kamepbl Tak, 4ToObl UX MepBble TPM OKTeTa coBnaganu, To ecTb |IP-agpec kamepbl OOIMKEH
nmeTb Bug: 192.168.0.XX. YeTBepThili OKTET IP-agpeca kaxaoro ycTponcTBa o6a3atenbHO AOMMKeH ObiTh

CBOUM.

[na nameHeHnst ceTeBbIX HACTPOEK B BEG-NHTEpdeNce HaXXMUTE B rMaBHOM MEHIO KaMepbl
kHonky [HacTpowmka] n nepengute B meHto Cemb — LAN (Puc. 5.29).

~

BelWARD IP KAMEPA< e M =

MpocMoTp | HacTpoike Brixon

JoKanbHbE HACTPOHKK * Hactpoiika LAN

OCHOBHEIE HACTPOWKK

Ayauo DHCP []
B tp-aapec
® Cems
OCHOBHEIE Macka noacetn
"L L3
PPPOE —
UPNP MAC-agpec O
E-mail Npeanoyntaemsii DNS
FTP
DDNS AnsTepHaTUBHLIR DNS
-
Yeegomnedne
3annce
Tpesora
TepMMHan
CUCTEMHBIE v
Puc. 5.29

B tekctoBbix nonsx [IP-appec], [Macka noacetu], [WUnto3], [Mpeanountaembin DNS],
[AnbTepHaTUBHBLIN DNS] HY)XHO BBECTU Takne 3HadeHus, YTobObl kKamepa nonana B 04Hy NoaceTb
C ocTanbHbIM 0b6opygoBaHveM (Puc. 5.29). [ina atoro obpatuTech K paHee 3anMcaHHbIM, TEKYLLUM
HacTpovikaM NPOBOAHOM nokanbHOM ceTu (CM. NyHKTbl 5.1 nnn 5.1.1) n, B COOTBETCTBMM C HUMU,

yCTaHOBMWTE BbllLieyKa3aHHble napameTpbl.

NMPUMEYAHMUE!
B cnyyae HeobxogumocTW, ANS HAcCTPOWKW CeTeBbiX NapamMeTpoB YCTPOMCTB obpatuTech K Baiwemy

ceTeBoOMy aMUHNUCTPATOPY.
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[na npyuMeHeHns M3MEeHEHUI CeTeBbIX HAacTpPOeK KaMepbl HaXXmMuTe KHOnky [CoxpaHuTb],
nocre 4yero NOABUTCA yBeJOMIEHNE O Nepes3arpyske yCTPoncTBaa.
lMocne nepesarpysku, IP-kamepa GyaeTt gocTtynHa no 3agaHHomy Bamu IP-agpecy. Ha aTom

HaCTp0I7IKa npoBOAHOIO NOAKNMK4YeHNA |P-KaMepr 3aBepLlieHa.
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5.6. Bo3BpaTt HacTpoek noakntoyeHus NK B nepBoHa4yanbHble 3Ha4YeHUs

Ytobbl BEPHYTb 3Ha4YeHunA NpoBOOHONo CeTeBOro NOAKNMKYEHNA K YCTaHOBJIEHHbIM paHee
3Ha4YeHuAM, BbINONIHUTE cnenywmne nencTeus.

Haxwmute lMyck — Manenb ynpaeneHus (Puc. 5.30).

9 Internet Explorer
@ Skype BEWARD

NoxymenTsl

| X5 Microsoft Office Excel 2007
H

ﬂ BnokHot
@ DVR Server

Wrpel
w BRSController

Kowmnbrotep
w BEWARD IP Visor

Manens ynpasnexnn
m BEWARD Player

Ycrpoiicrsa n npusTepsi

Y Com
o, Cmpbe
Mporpammsi No yMon4aHno

Q
ﬁ, Cry>kBel KOMMNOHEHTOE "
Cnpasxa n noaaepxxa

»  Bcenporpammel

e
Sanepuenne paboror | ¥ |

[ Hadmu npozpanmae: u gatie:

Puc. 5.30
B oTKkpbiBLEMCA AOManoroBOM OKHe BblbepuTe nyHKT [[IPOCMOTP COCTOAHUA ceTU MU

3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.31).

@ » [aHens ynpaeneHua

HaCTpDﬁKa napameTpoB KOMNbHOTEPA MpocmoTp: Kateropua ~

HpDEEpKE COCTOAHWA KOMNEBHOTEDS 4 CeMeﬁH“,

% Cucrema v Dez30NacHOCTL YueTHble 3an1cK Noas3oeaTenel n

ApPXMEMPOEIHNE A3HHBIX KOMMEIOTERE B [loBaenenme n yaaneHue yueTHbI 3anncei

Mewck u ncnpasneqne npoGnem nonssceaTensi

'@' ¥CTaHOBEKA POAWTENECKOTD KOHTPONA ANA BCEX
— Motepder nons3ceaTensi
[poCMOTP COCTORHKMA CETH 1 sa,a,a
BriGop napametpos gomaluHen rpynnel v eBwere ) OgopmaneHWe M NepcoHannsauma

|
ACCTYNE K A3HHBIM lamMEHEHKE TEMEI

' WMzmenenme dona paboyere crona
. :’ Ob6opyaosaHue ¥ 3BYK 5 .
- acTpoiika paspeLleHUA 3KpaHa

MpocmeTp ycTpeicTe v NpuHTEpoE

[loBaenenue ycrpoiicTea Yachl, AZLIK M PErMoH
- CrEHE packnagky KNaBMaTypbl WaN ApYrix

—— npDrpaMMbl ".;_._. cnocobos BEOAR
k L Y AaneHue Nporpammbl MzneHenme asbika uHTepdeiica
Cneuuaﬂthle BO3IMOXHOCTH

Pekomengyemeie Windows napamerpel
OnTurnzanma n2oBpaxeHia Ha 3KpaHe

Puc. 5.31
B oTkpbIBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.32).
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Manens ynpaenexma -
ACMALLIHAA CTPaHMLA

WsmeHeHmne napameTpos
ananTepa

MamennTs gononHnTensHele
napameTpel oBLyere AocTyna

Cha. TakcKe
Bpanamay3sp Windows
Jomawnas rpynna

Ceoiictea obospesatens

MpocMoTp OCHOBHBIX CBEAEHMA O CETM M HAaCTPORKa NOAKNHOUYEHWA

h’ MpocmoTp NoAHOR KapTel
o
Heckoneko cetei

A

BEWARD

@

Wrreprer

(370T KoMnBrOTER)

MpocroTp akTMEHBX CETE

MogKntoYeHne N OTKNFOMEHKNE

Cems 4
OBLIECTBEHHAR CETE

Tun goctyna: [ HTEPHET

MogknoueHus:

WMameHeHue ceTeseix napameTpoe

&
fsu

¥

Hactpoiika HOBOrO NOAKAKOYEHNA MAW CETH

Hactpoiika Becnposogrere, WnpokonoaocHero, Mogemiore, npamoro wan YPN-nogkaroserns
WM KE HACTPOMKA MApLUPYTUIaTOPa KA TOUKK AoCTyNa,

MogkntounTeca K ceT

MoAKNHOYEHWE WK NOBTOPHOE NOAKNHYEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COEAMHEHNIO WK Nograroyenne k VPN,

BriBop gomalwneil rpynnel n napameTpos obuiero goctyna
Ooctyn k daiinam v NpUHTERaM, PacnonoXKeHHBIM Ha ADYTUX CETEBBIX KOMMBROTEREX, W

W3MEHEHWE NapamMeTpos obulero gocTyna.

¥CTpaHEHME HENONAZDK

[narHocTika u nCNpaBneHne ceTeabix npok i 0B ncnpaeneHnn.

Puc. 5.32

B oTkpbiBLIEMCS OKHE HaxmuTe kHonky [CBoncTBa] (Puc.5.33).

U Cocroamue - Mogkmouenne no NoKansHoii ceTn i u

Ofwue

MNoaxntoyeH1e

IPV4-NOAKNIOHEHHE: WHTEpHET

IPvE-NOAKIIKOYHEHME: Bes noctyna Kk MHTepHeTy
COCTORHWE CPEfbl: MNogrnioYero
04:47:33

100.0 MéuT fc

ANUTENEHOCTE:

CKOpOCTE:

AKTHEHOCTE

-
|
OTnpaBneHo —— &! = T[pMHATO

79188 140 I 805 509 770

[ @Caou'craa ][@D‘rmow‘rh] [,ﬂ,marHocrwca ]

Puc. 5.33
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOro MOAKMOYEHUS HeobGxoaMmo BbliGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.34).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MoaknioveHne yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

- [poToKen

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA B
i OTBETYMK oﬁHapyxemn TONONOrMN KEHENEHOTD YPOE ™

[l | [

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.34
OTKpoeTCs MEHIO, B KOTOPOM HEOOXOAMMO YCTaHOBUTb 3HAYEHUSA HayanbHbIX HACTPOEK,
3anucaHHbIX Bamu paHee (CM. nyHKTbl 5.1, 5.1.1 gaHHoro PykoBoacTea).
Ecnu mnsHavanbHo IP-agpec Bawemy MK HasHauyancs aBTomMaTuyecku, Torga Bblbepute
nyHkTbl [Monyuntb IP-agpec aBtomatuyecku] wn [[onyunts appec DNS-cepsepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] onsa Bcex oTKpbITbiX OKOH (Puc. 5.35).

Ceoiicrsa: Mpotokon Mnteprera sepcnn 4 (TCP/IPv4) lélg

OBlWMe | AnbTepHATHEHER KoHbHT YpaLNa ‘

MNapameTpil IP MOryT Ha3HAYETECA SETOMATUHECKH, BCIM CETE
MOAAEPHUBSET STY BOMOKHOCTE. B NPOTUBHOM CyJae NapaMeTpel
IP MOXKHO MOAYYWTE ¥ CETEEOr0 ANMMHWCTPATOPA.

|D Mony4nte IP-agpec asTOMaTHHECKN I

©) McnonbsosaTs creayrowmi IP-agpec:

IP-appec:
Macka noaceTh;

OCHOEHORA W3

| (@ Mony-uTe anpec DNS-cepsepa a5TOMETHHECKM I

(7) Mcnonb308aTh cneayiowne agpeca DNS-cepsepos:

MREANHT 3EMbIR DNS-CepEep:

ANbETepHaTHEHEIR DNS-cepeep:

MNoATSEpAUTE NEPEMETPEI MPK BeIX0AS LOMOAHATENSHD. ..

Puc. 5.35
Ecnn mnsHavanebHo IP-agpec Bawemy MK 6bin 3agaH BpyyHylo, Torga BblbepuTe MyHKT
[Ucnonb3oBatb cnegylowmn IP-agpec] n 3anonHute Heobxogumble nond (cM. nyHkT 5.1

AaHHoro PykoBogcTtea), nocrie yero HaxmuTe kHorky [OK] ansa Bcex oTKpbIThiX OkoH (Puc. 5.36).
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Ceoiictsa: Mpotokon WkTepHeta sepcrn 4 (TCP/IPv4) &lg

Ofwme

MapameTpel IP MOTYT HE3HEHATECA AETOMATUHECKM, BCIW CETE
NOAAEPHUBSET STY BOSMOXKHOCTE. B NPOTUBHOM Clyyae MapaMeTpel
IP MOXKHO NONYSKMTE ¥ CETEBO0r0 aAMMHMCTPATOpE,

() Mony4uTe IP-anpec aBTOMETHHECKM

@ MecnonesosaTh cneayowmil IP-agpec: I

IP-appec: 192.188. 0 .
Macka noaceti: 255,255 . 255 .

OCHOBHOH WAKo3: 192,188 . 0 .

MonyuuTe aapec DNS-cepeepa aBTOMaTHYRIKM

@ Wcnone3oBaTh cieayrowme anpeca DNS-cepsepos)
MpeanounTaemsli DMNS-cepeep: 192.188. 0 .1

AnsTepHaTHEHEI DNS-cepeep:

l:‘ nOﬂ.TEEDnMTb NapaMeTpel NPU BelXoae ,uOI'IOJ'IHMTEJ'IbHO

Puc. 5.36

5.7. TpoBepka npaBUNBLHOCTM HACTpPoeK Mnoakno4vyeHusa IP-kamepbl K
NIoKanbHOM ceTun
[na KOHTpoNA npaBUMbHOCTM CETeBbIX HAaCTPOeK KaMepbl W KOMMNbTEPa HYXHO
NoAKMYNTLCS K Kamepe Yepes 6payaep Internet Explorer.
3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblGepuTe cTpoky [Internet Explorer].

Beegoute B agpecHonm cTpoke IP-agpec, npucBOEHHbLIN Kamepe  (Hanpumep,
http://192.168.0.99) (Puc. 5.37).

P~
e@ 2 hitp://192.168.0.99/ £ = 5 X || @ Mycran crpariua X (o) o1 cel

Puc. 5.37
Mpn NpaBuUnbHbLIX HACTPOMKax OTKPOETCA OKHO aBTopu3auun. [ns aBTopusauun BBeauTe
UMs nonb3oBaTtens u naponb, nocne vero Haxmute [OK] (Puc. 5.38).

BHUMAHUE!

Mms nonb3oBaTtens no ymonyaxuto: admin. MNaponb no ymonyaxumio: admin.
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=D IS

BEWARD | 1P kaMERA

Bxopa B cuctemy BHumaHue

Wma: [admin OnA npocuoTpa Bnaeou30BpakeHnA ¢ KaMepkI
HeolxogumMa ycTaHoeka Activel.
P Mocne yenewHol yetaHoakw ActiveX yganute ganne

Cookies (EeaonacHocTe-=Y0anuTe ¥ypHan
ofo3pesarend-=YOanuTe ) AnA nademanna owndkn

BXOLE B CUCTEMY, A TAKGKE YOO0CTOBEPLTECE B

NpaennbHOCTH MMEHW NONL30BATENA M NApoNA.

3arpyaka taina ActiveX: 3arpyante dain

Puc. 5.38
Mpn nNpaBMNbHO BBLIMOJTHEHHLIX AENCTBUAX Bbl cMoXxeTe 3anTu B BebG-uHTepdenc yepes

Gpaysep v yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepsbl (Puc. 5.39).

V) hitp://192.168.0.99/mainview.asp WWET

® i [=

Mpocwotp | HacTpofiku |

3anncs Bocnpouaseaenue Pazrosop

@ Yeenuuerue @
@ oy @
@ Iuadparma @

Puc. 5.39
NMPUMEYAHUE!
B cnyyae HeygayHoOro coefuHeHUs C KaMepoW, NpoBepbTe NPaBUNbHOCTb MOAKMHOYEHUS K NMPOBOAHOM
CeTu, BEpHUTEChb B Ha4ano AaHHOW rMaBbl U NOBTOPUTE HAcTPoWiKy. B cnyyae HeobxoamMmocTu obpatutech

K Bamemy CUCTEMHOMY aAMUHUCTPAaTOopy.
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MnaBa 6. NogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wume cBeaeHUA 0 noakno4vYeHun IP-kamepbl kK ceTn UHTepHeT
Mpu yctaHoBke |IP-kamepbl B1076FRV Ha o6bekTe 06bl4HO TpebyeTcs MMeTb K Hel A0oCTyn
He TOMbKO M3 NoKanbHOW CeTU JAaHHOro 06beKTa, HO 1 U3 ceTn MIHTepHer.

B atom cnyyae ana ogHoBpeMmeHHOW paboTbl KOMMbOTEPOB, HOYTOyKOB, IP-kamep u

apyroro obopyaoBaHus B ceTn MIHTepHEeT, Yalle Bcero, NCnonb3yeTcs MapLupyTmM3aTop.

Mpn opraHusaumm poctyna K IP-Bugeokamepam u3 cetu VIHTepHeT, kak npasuro,

NCcnonb3yTcsa creayloLwmne Tpu BapuaHTa:

1. NmeeTca BblaeneHHbIM NpoBangepoM BHeLHMKA cTatudeckun IP-agpec wnn PPPOE-
coeavHeHue. lMpu atom, aaHHbIn IP-agpec (unn PPPoE-coeguHeHne) ucnonb3yeTtcs
ANA NOAKNIOYEHNS TONbKO 0AHOW |P-kaMmepbl 1 HE MOXET ObITb Ha3Ha4YeH eLe Kakomy-
nmnbo yCTponcTBay.

2. VimeeTcs BblOenNeHHbI NpoBanMgepoM BHELWHWA cTaTudeckuin IP-agpec, KkoTopbin
ncnonb3yetca Ona nogknoveHna K cetun VIHTepHeT oOduCHOM wnn  gOMalUHEN
noKanbHOW CeTW, K KOTOPOW, B CBOK oyepedb, NaHWpPyeTCs MOAKIYUTbL OOHY WNn
Heckonbko IP-kamep. Npn TakoM NOAKMYEHUU Ucnonb3yeTcsa mapwpyTtusatop. [pu
9TOM 4YUCMO MOAKMYaeMblX Kamep 3aBMCUT, B OCHOBHOM, OT Konu4yecTBa
nepeHasHavyaeMbIX MapLUpyTU3aTOPOM MOPTOB.

3. [lpoeangep He BblaensieT BHeWHWW ctatudeckun IP-agpec. IP-agpec HasHa4yaeTcs
npoBangepom AMHaAMUYECKM, TO €CTb TaK, YTO NPU KaXAOM HOBOM MOAKITHOYEHUU 3TOT
agpec npucBavMBaeTCsl 3aHOBO M M3MeHsieTca B npouecce paboTbl (Takas cuTyauus
ocobeHHO xapakTtepHa npu paboTte 4vepes ADSL u GPRS). B atom cnyyae, 4tobbl
obecneunTtb BO3MOXHOCTb MOAKMOYEHUS OOHOW WM HECKOSMbKMX Kamep K cetn
MHTepHeT, BHe 3aBMCMMOCTM OT TOro, Kakou IP-agpec BbligeneH npoBangepom B
OAHHbIA MOMEHT, HeobXxoaMMO 3afencTBOBaTb MHTEPHET-CryxObl, paboTtatowme c
OVWHaMUYECKUMU agpecamu.

[anee, 3T BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam u3 cetn WHTepHeT OyayT

paccMoTpeHbl nogpobHee.
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6.2. MNoakntoyeHne npu crTaTUYecKoOM BHewHem I|P-agpece wnu PPPOE-

coeAVHEHUNn

6.2.1. Ucnonb3oBaHue ctatndeckoro IP-agpeca

Ana nogkniodeHns IP-kamepbl kK cetu MHTepHeT HeobGXOAMMO M3MEHUTb ee CceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMYy4YEeHHbIMW OT NpoBangepa. Kak npasuno, nposangep
npegocTaBnsieT crneylowme ceteBble HacTpouiku: IP-agpec (B gaHHOM cnyyae, CTaTUYECKui),
Macka nogcetn, Ceteon wnto3 u agpec DNS-cepsepa.

[ns nonydeHua goctyna K IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy IP-agpecy
Heo6xo4nMO BbINONHUTE CreayoLwme Wwarw:

War 1: nogkntounte IP-kamepy Hanpsamyto Kk Bawemy K.

LWar 2: nameHnTe ceTeBble HACTPOWKM NPOBOAHOIO coeanHeHus |IP-kamepbl (CM. NyHKT 5.5
OaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpoOMKaMu, npefoctaBneHHbiMn Bawunm NHTepHeT-

nposangepom (Puc. 6.1).

BEWARD P KAMEPA S | S
v DHCP []
o Ceme
OcHoBHsle Macka noacetm
" wnos
PPPOE
UPNP MAC-aapec O
E-mail MNpeanouyKTaeMelid DNS
FTP
DDNS AneTepHaTHEHBIA DNS
VPN
RTSP CoxpaHuTh
YeenoMneHne
3an1cs
Tpesora
TepMuHan
CHCTEMHBIE v
Puc. 6.1

War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

Ecnu Bce napameTpbl yKasaHbl BEPHO, kKaMepa OoSKHa ObITb 4OCTYNHA B ceTu VIHTepHeT.
B npvBegeHHOM Npumepe npoBangep NnpeaocTaBun crneayowme JaHHbIe:

IP-agpec: 80.65.23.173

Macka noacetun: 255.255.255.252

OcHoBHow wnto3: 80.65.23.174

DNS-cepsep 1: 80.65.20.1

DNS-cepsep 2: 80.65.16.1
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B obwem cnyyae, anga obpaileHus k IP-kamepe 4Yepes ceTb VIHTEpHET B agpecHOn CTpoke
Opaysepa BBoguTca cnegywowmn 3anpoc: http://[<IP>:<Port>, roe <IP> — IP-agpec kamepbl,
<Port> — 3HayeHne HTTP-nopta. Tak Kak B JaHHOM npumepe ucnonb3yetca 3HadveHne HTTP-
noprta, 3agaHHoe no ymondauuto («80»), TO, 4TOOLI OOpaTuTbCs K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxoammo HabpaTb 3anpoc «http://80.65.23.173».

NMPUMEYAHUE!
Mpu nopknioyeHun K kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHwuio (3HadeHue paBHO «80»),

3anpoc B agpecHon cTpoke Gpaysepa nmeet Bua: http://<IP>,—rae <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHue PPPoE-coeaguHeHuns

MHTepHeT-npoBangep He Bcerga MoxeT obecneymTb NOAKMNOYEeHWe no cratmyeckomy |P-
agpecy. Yauwe Bcero, npoBangep opraHudyet pgoctyn k cetm WHTepHeT uepes PPPOE-
coeavHeHune. B aTom cnyyae, oH npegoctaBnsaeT aboHEHTY UMSA Nonb3oBaTens 1 Naponb.

IP-kamepa B1076FRV nopaepxumBaet PPPoE-coegmHeHue. [Ona ero ucnonb3oBaHus
Heo6xoanMO BbINOMHUTL CreayoLme LWarw:

War 1: nogkntounTte IP-kamepy k Bawlen nokansHom cetu unu Hanpsmyto K MK (cm. Masey 5).

LWar 2: songute B MmeHto PPPOE HacTpoek IP-kamepbl: Hacmpolika — Cemb — PPPOE.

LWar 3: B TekcToBbIX nonsax [[lonb3oBaTtens], [[Maponk] BBeANTE 3HAYEHUSA, NONyYEHHbIE

oT NHTepHeT-npoBangepa (Puc. 6.2).

=) - ~
Be\VARD IP KAMEPA 4 it (=
Mpocmotp | Hactpoiikn | Beixoa
*_Hactpoiixa PPPOE
Ayauo PPPOE
Bugeo Anpec
e CeTs
OCHOBHBIE
= PPPOE
Bpema B CeTH
UPNP
E-mail
CoxpaHWTh
e [ Coparm |
DDNS
VPN
RTSP
YeegomMmneHue
3anuce
Tpeeora
TepMuHan
CHCTEMHLIE W
Puc. 6.2

LWar 4: Anga npuHATUS U3MEHEHU HaXXMUTe KHOMNKY [CoOXpaHUTb].
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BHUMAHUE!

[nsa BCTynneHuns ceTeBbIX NapamMeTpoB B cuny TpebyeTca nepesarpyska yCTpOUCTBa.

War 5: nogkntouunte IP-kamepy K BolaeneHHon cetu Ethernet.

BHUMAHUE!
Mocne noaknioyeHus IP-kamepsbl K BblgeneHHol cetu Ethernet, oHa 6yneT goctynHa B ceTu VIHTepHeT nop

IP-agpecom, NpMcBOEHHbIM el Bawimm npoBarigepom n otobpaxaemebliM B none [Agpec] (cm. Puc. 6.2).

NMPUMEYAHME!

Ina yoobcTtBa, 0 nomnyyeHun oT npoBangepa IP-agpeca kamepbl, Nof KOTOpPbIM OHa OOCTYMHa B CETU
UHTepHeT, Bam MoxeT BbiTb COOBLLEHO Ha YKa3aHHbIN Bamu agpec anekTpoHHOM nouThl (pyHKumMsa «IP-
yBegomneHve»). [Onsa HacTpovku [daHHOW onuuu, noxanyncra, obpatutecb k PykoBoactsy no

KCcnnyatauun.

Ona obpaweHuns k IP-kamepe uyepes ceTb WHTepHeT, B agpecHom cTpoke Opaysepa
BBOAUTCA criegytowmn 3anpoc: http://<IP>:<Port>/,— rge <IP> — IP-agpec kamepbl, Ha3Ha4Y€HHbIN
Bawwum nposangepom npu ycraHosrneHnn PPPoE-coeanHeHnus, <Port> — 3HadyeHne HTTP-nopTa

(no ymonyaHuto pasHoe «80»).

NMPUMEYAHUE!
Mpu nopkntoyeHun Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymMonyaHwuio (3HadeHue paBHO «80»),

3anpoc B agpecHown cTpoke 6paysepa umeet Bua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B1076FRV



Be‘,UARD I'nasa 6. I[lookniouenue IP-kamepwvl k cemu Hnmepnem

6.3. NoakntoyeHne 4epe3 ceTb WMHTepHeT K |IP-kamepam, HaxoasWUMCA B

NOoKanbHOMU ceTu
Ecnu goctyn B ceTb VHTEpHET ocylecTBnsaeTca no BolgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NoKanbHON CeTU UCMOoNb3yeTcs MapLupyTmM3aTtop.

BHUMAHUE!

Ona ucnonb3oBaHWs [aHHOrO MeToda MOAKMoYeHUs Heobxoaumo 3apaHee npuobpectn y Bawero
npoeangepa MYBNNYHBLIA CTATUYECKWUWM IP-agpec. lMposaiigep npedocTaBnsieT, Kak MpaBumsio,
OVNHAMUYECKNA BHYTPEHHWIA IP-agpec, KOTOpbI [OOCTyNeH TOMbko B MOACETM npoBaiiaepa.

[MoaTomy yTouHMTE TUN ncnonb3dyemoro Bamu IP-agpeca 3apaHee.

[ns Toro, 4tobbl noaknounThes K IP-kamepe 13 cetn MIHTepHeT, Haao obpaTtutbes no IP-
agpecy, BblgaHHOMY NpoBangepoMm («BHELWHUN» IP-agpec mapLupyTmsartopa), U K onpegeneHHoMy
nopTy.

BHUMAHUE!
Mpn obpaweHnn n3 cetn WHTepHeT Onsi Bcex Kamep, HaxoOslMXcs B OOHOM FlOKanbHOW ceTw,
cyllecTByeT Tonbko oauH IP-agpec (IP-agpec, BblgaHHbIN npoBangepom). Moatomy Ans JocTtyna K 9Tum

KamepaMm HeoOXoaMMO Ha3HA4YMTb KaXkgon cBoe 3HaveHne HTTP-nopra.

[nsa aTtoro TpebyeTcsa BbINOMHUTL Criegyowme AeNCTBUSA:

o /13meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKAMU, NMPUHATBIMU
B Bawen nokanbHon cetn (CM. NyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rfioKarnbHOu ceTn).

e Hactpoutb yHKUUIO NepeHanpaBneHuss noptoB. [aHHaa dyHKUMS no3Bondet
nepeHanpaesnatb obpalleHna u3 cetu VIHTepHeT K KakoMy-nubo yCTPOMCTBY,
NOOKIOYEHHOMY K nokanbHonm ceTtu, ¢ BHewHero WAN-unHTepderica mapLipytmsatopa
Ha ero BHyTpeHHUNn LAN-uHTepcenc un obecneuymBaeTcsa nNpakTU4ECKM NOObLIM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cyuwectByeT ABa cnocoba HaCTPOMKM MaplpyTusaumm (nepeHanpasneHus

nopToB):

1. wucnonb3oBaHue TexHonorun UPNP B maplipyTusaTope u kamepe;

2. py4dHas ycTaHOBKa NapameTpoB TabnuLbl MapLUpyTM3aLuu.
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6.3.1. Ucnonb3oBaHue TexHonorum UPnP

MycTb TpebyeTcs obecneunTb NPOCMOTP U3 ceTn VIHTepHeT BuaeomnsobpaxeHus ¢ oaHon
IP-kamepbl. CunMTaeM, YTO MOAKMYEHME K NOKanbHOMW CeTU U ceTu VIHTEPHET yXe yCTaHOBMEHO.
MapwpyTunsatop nmeeT cnegyromnn nybnuyHbIn ctatnyeckuin IP-agpec, BblgaHHbIM NpoBanigepomM
Ana nogknoyeHnsa k cetn MHtepHeT: 173.194.122.201.

[nsa opraHusauuun goctyna K IP-kamepe ns cetn IHTepHeT ocTaeTcs caenaTb crefytollee:

o PaspelwwnTtb ncnonb3oBaHne n HacTpouTb oyHkumnio UPNP Bawwero maplipyTtunsaTopa.

NMPUMEYAHUE!

Hactpoiika pyHkumm UPNP MapwpyTusatopa gomkHa ObiTb onucaHa B npunaraemMon K HeMy MHCTPYKLUN.

BHUMAHUE!
He Bce mogenn maplipyTtusatopoB nogaepxmsarTt yHkunio UPNP ons nepeagpecaumn noptos LAN- 1

WAN-uHTepdencos. Ecnn Baw mapwpyTtusatop He nogaepXxvBaeT OaHHY OYHKUMIO, TO OH Tpebyet

OOMOSTHUTENbHON HACTPONKM (CM. MYHKT 6.3.2).

e PaspelmTb UCNOMNb30BaHNe U HAacTPOUTb hyHKUuo UPNP IP-kamepbl.

BHUMAHUE!
Mpn mncnonb3oBaHun UPNP ypaneHHbln NpoOCMOTP BMOEONOTOKa C ABYX U 6Gonee kamep MOXET He
paboTtatb, nMbo paboTaTb HekoppekTHO! Ecnu y Bac Bo3HMKNM npobnembl, HaAcTponTe napameTpbl

nepeHanpaBneHns NopToB BPY4UHY (CM. MYHKT 6.3.2).

YTto6bI HacTpouTb oyHKUuMo UPNP IP-kamepbl BbINONHUTE cnegylowmne AencTBus:
War 1: skntounte onumo [UPNP] B HacTponkax IP-kamepsbl. [Ins aToro nponante B MEHIO

Hacmpoliika — Cemb — UPNP 1 noctaBbTe «ranoyky» psaom ¢ [Bknrounts] (Puc. 6.3).
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: B = ~
Be\WARD IP KAMEPA > ti 3
Mpocmotp | Hactpoiiky | Beixon
*_Hactpoiica UPNP
Ayavo UPNP
e Cems
OcHoBHuIE
LAN UPNP-cepsep |192.168.1.1
PPPOE
Mo aHHsx | 5001
= UPNP PTA
E-mail HTTP-nop
FTP
3HAUEHWE NMOPTa AaHHBIX
DDNS
VPN 3HadeHue HTTP-nopTa
RTSP
YeegoMneHune

3anwuce - - "
*  Mpw soibope pexuma "Bpy4Hyr" HasHaueHne ByaeT SMNoAHEHO TONBKO ANA 38A8HHOMD NOPTa, ECAW NOPT 38HST, TO NEpeaspecauns

Tpeeora BuiNONHEHa He ByaeT.
TepMWHan *  Tpu suifope pexuma "ABTo" HaZHaueHWe NOpToE BYAST NPOMCKOAMTS B NOPAAKE NPUOPWTETA; BCAM NOPT 3&HAT, TO NOMSITKE HAZHAYEHWA

OyAeT aBTOMATHYECKA NOBTOPSTECA A0 YCMNEWHOro Sa5EPWEHNA ONEPaUMA.
CucremHsie ) A P Aoy - i P _"‘ -
*  [opT AaMHBIX: NEpeaapecalMa NopTa AaHHbIX YCTPOACTES HA BHEWHWA CETEBOR NOPT MapLWPYTUIaTopa.

*  HTTP-nopt: nepeaapecauvs HTTP-nopTa ycTPORCTEA Ha BHEWHWA CETEBOR NOPT MapWpyTHIaTOPa.
Puc. 6.3

War 2: Boibepute [Pexunm] nepeagpecauumn noptoB. [1pu BbiGOope pexunma «Bpy4uHyro»
Ha3HayeHne GyaeT BbIMNOMHEHO TOMbKO ANSA 3a4aHHOro NOopTa; ecniv NopT 3aHAT, nepeagpecaunst
BbINOMHATLCS He OyaeT. [Npu BbiGope pexuma «ABTO» HasHa4vyeHne NopToB GyaeT Nponcxoantb B
nopsigke npuopuTeTa; ecrnv MnopT 3aHAaT, TO MNOMbiTKa HasHayeHuss OyaeT aBTOMAaTUYECKU
NMOBTOPATLCA 40 YCMNELHOro 3aBepLUeHns onepauun.

War 3: sBeaute B none [UPnP-cepBep] «BHYTpeHHU» IP-agpec mapwpyTtusatopa (IP-
agpec LAN-nHTepderica mappyTtusaTtopa).

War 4. eeeaute B none [HTTP-nopT] 3HadyeHne nopta HTTP ana gaHHom kamepbl npu
Joctyne K Hel u3 cetn MiHTepHeT. Hanpumep, nycTb B kadectBe HTTP-nopTta ana gocrtyna us cetu
NHTepHeT ncnonb3yetca nopt 81. To ecTb, 4TOObLI 06paTuTLCA K IP-Kamepe B nnokanbHOM ceTu, no-
npexHemy wucnonedyetca nopt 80, a npwu 3anpoce notoka u3 cetn WHTepHeT Oyaet
ncnonb3oBaTbed nopt 81 (Puc. 6.3).

LWar 5: BBeguTe B none [MopT AaHHbIX] 3HAa4YeHWe NopTa AaHHbIX ANA aHHOW Kamepbl npu
aoctyne K Hen u3 cetn NHTepHeT. PekomeHayemble 3HadeHns: 1124-7999.

LWar 6: Ana npumMeHeHnss HaCcTPoeK HaXxXMUTe KHOMNKy [CoxpaHuTb).

BHUMAHUE!

[ns npyMeHeHns ceTeBbIX NapameTpoB TpebyeTcs nepesarpyska ycTponcTea.

BHUMAHUE!
3HaveHus npu nepeHanpasneHnn COOTBETCTBYHOLUMX MNOPTOB Ha IP—Kamepe M Ha MapupyTtusatope
OOIMKHbI ObITb OAMHAKOBBLIMU. Kpome TOro, HaCTpOI7IKI/I CeTeBOro noaknoyeHust IP-kamepbl SOSTKHbI ObITb

KOPPEKTHBIMM.
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Tenepb, 4TOOLI NONY4YMTb AOCTYN K Kamepe M3 ceTn MIHTepHeT, Hago obpatuTbCa K HEer no
IP-agpecy, BblgaHHOMY nNpoBangepoM («BHeWwHUn» IP-agpec maplipytmusaTtopa), 1 Ha3Ha4YeHHOMY
en nopty HTTP.

B paccmoTtpeHHOM npumepe IP-agpec mapwpyTtusaTtopa - 173.194.122.201. HTTP-noprT,
Ha3Ha4YeHHbIN Kamepe Ons nepeagpecaunn — «81». 3HauuT, ona obpalleHns K kamepe n3 ceTu
NHTepHeT Heobxoaumo B agpecHom CTpoke Opaysepa HabpaTb 3anpoc:
http://173.194.122.201:81/.

Takum xe 06pa3om MoXeT BbITb HACTPOEHO HECKOSNbKO Kamep, Hago Nullb NS KaX4ou n3

HUX 3adaTb CBOWU, YHUKallbHble 3Ha4YeHNA NOPTOB.

6.3.2. HacTpowka py4yHon nepeagpecaumm NOpPTOB MapLupyTusaropa

Ecnn Baw mapuwpytmnsatop He noggepxuBaet TexHonornto UPnP, nubo gaHHas onuums
paboTaeT HEKOPPEKTHO, Toraa He06X0AMMO HacTPOUTb Nepeagpecaunio MOPTOB BPYYHYHO.

PaccmoTpum  3agady nogkmntodeHust |P-kamepbl K ceTM  WHTEpHET C  NOMOLLbH
mMapuwpyTtmsatopa TP-Link TL-WR2543ND (HacTpoika 6onbLUMHCTBA (PYHKUMA MapLUpyTU3aTopoB
pa3fiMyHbIX MOAENEN BLIMOSHAETCH CXOXNM 06pa3om).

CuuTaem, 4TO MOAKIKOYEHME MapLUpyTM3aTopa K NOKanbHOW ceTu u ceTn NHTepHeT yxe
HacTpoeHo. MapuwpyTusaTop UMeeT crnegyowmi nybnuyHbin ctatudeckni |P-agpec, BblaaHHbIV
NHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytunsartopa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B agnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — «BHyTpeHHun» IP-agpec wmapwpyTtusatopa (IP-agpec LAN-uHTepdperica
MapwpyTtusatopa), «192.168.1.199» — IP-agpec kamepbl. [OnNsg HaCTPOWKM UCMNOSb3yEM
KOMNbIOTEP, MOAKMIOYEHHLIN K 9TOM FTOKarnbHOW CETW.

Ona nogkniodeHna IP-kamepbl K cetn UNHTepHeT TpebyeTcs HasHauuTb NOpThl, 4Yepes
KoTopble ByaeT oCcyLecTBNATLCA BHELUHWUA AOCTYMN K €e HAaCTPOWMKaM M K BUAEONMOTOKY C kKamepbl. B
NoKanbHOM CeTn 3TW NOPTbl MO YMOMYaHUID UMEKT cnegyowme 3HadeHua: HTTP-nopt — «80»,
MopT AaHHbIX — «5000», RTSP-nopT — 554.

BHUMAHUE!
Mpn obpaweHun un3 cetn VHTepHeT Ans BCeX Kamep, HaxoAsdlWwMxXcs B OAHOW NoOKanbHOW CeTw,
CyLLIeCTBYET TONbKO oAuH IP-agpec (BblgaHHbIM npoBavgepom). [osToMy ons A4OCTyna K 3TUM Kamepam

H806XOD.VIMO Ka)K,EI,OI7I Ha3Ha4YnTb CBOU rpynnbl NOPTOB.
[na nameHeHus nopToBs IP-kamepbl BbINONHUTE crnegyoLlimMe AenCcTBUS:

| BHUMAHMUE!
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MopT AaHHbIX 06A3aTenbHO AOMKEH TPaHCNMPOBaTLCS «NOPT B NOPT». COOTBETCTBEHHO, ANs BCEX Kamep

Heob6xoagumMo 3agaTb pas3nnyHble 3Ha4YeHnda nopTta AaHHbIX.

War 1: B BeG-uHTepdenice kamepbl OTKponTe pasgen mMeHiwo Hacmpoika — Cemb —
OcHo8Hble.
War 2. seeante B none [[MopT AaHHbIX] HOBOE 3HAYeHWE, OTNIMYHOE OT 3HAYEeHMs No

yMonyaHuto. Hanpumep, nycTb B ka4ecTBe nopTa AaHHbIX ucrnonbayetcst nopT «5001» (Puc. 6.4).

Be\VARD IP KAMEPA pr:m Hajréjm BE; “
Ayavo MopT AaHHEX
e CeTb
® JCHOBHEIE -
o
PPPOE
UPNP
E-mail
FTP
DDNS
VPN
RTSP
YBeA0MNEHKE
3anuce
Tpeeora
TepMuHan
CUCTEMHBIE v
Puc. 6.4

War 3: ana npuMeHeHns HAaCTPOEK HAXXMUTE KHOMKY [CoxpaHuTb].

Taknm o6pas3om, NopTel ANA AOCTynNa K aHHOW Kamepe BHYTPW fokanbHOW cetn byayT:
HTTP-nopT — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».

[na BTOpon Kamepbl MOXHO BblbpaTb cnegytowme noptbl: HTTP-nopt — «80», lMopt
AaHHbIX — «5002», RTSP-nopT — «554» n T.4.

Kamepa HacTpoeHa. OcTtanocb NpaBuibHO HACTPOUTL MapLLPYTMU3ATOP.

[na HacTpoMKM MapLupyTU3aTopa BbINOSIHUTE crneaywme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec mapwpyTtu3aTtopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLIEMCA OKHE aBTOpM3aLUK BBeAMTE NOrMH 1 naposnb. Mocne

yOadHom aBTopm3aunm OTKPOETCS OCHOBHAsi CTpaHuLa HacTpoek mappyTtusdaTopa (Puc. 6.5).
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= . 450M Wireless N Gigabit Router
Tp LlNK Model Ho. TLWR2543ND

Quick Setup
WPS

Network

3.13.27 Build 121207 Rel.61955n

Firmware Version:
Wireless

3 Hardware Version: WR2543ND v1 00000000
USB Settings

Forwarding LAN

Security MAC Address: 90-F6-52-75-BD-62

Enrsatd Coutrol IPAddress:  192168.1.1

Access Control
Subnet Mask: 255.255255.0

Advanced Routing

Bandwidth Control
IP & MAC Binding Wireless

Dynamic DNS Wireless Radio: Enable

SIS SIONS Name (SSID):  TP-LINK

Puc. 6.5
War 2: Bbibepute nyHKT meHio Forwarding — Virtual Servers. B nossBuBLIeMCH MeEHIO

HaxkmuTe kHonky [Add New] (Puc.6.6).

Tp_LI NK° 450M Wireless N Gigabit Router
Model No. TL-WR2543ND
NEUE
wPs
Network
Wireless D Service Port Internal Port IP Address Protocol Status Modity
DHCP
USB Settings
Forwarding
Virtual Servers
- Port Triggering
-DMZ
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS
System Tools
Puc. 6.6

War 3: po6aBbTe npaBuna nepeHanpasneHns noptos Ans IP-kamepsl (Puc. 6.7). 3apanTte

cnegyouine napameTpsbil:
[Service Port]: ykaxuTte nopT, KOTOpbIA ByaeT ncnonb3oBaTbCca AN A4OCTyna K kKamepe 13

cetn NHTepHer.

NMPUMEYAHMUE!
Bo wusbexaHne KOHMNUKTOB He MCMONb3ynTe AN nepeHanpasneHns MnopToB 3aperncTpyMpoBaHHbIe

3Ha4yeHus. PekomeHayeTcs ncnonb3oBaHne nopToB AnanasoHa 1124-7999.

[Internal Port]: ykaxxute nopT, MCNONb3yeMbIN B JAHHbIN MOMEHT 4SS 4OCTYMNa K Kamepe U3

nokansHom ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, 4159 KOTOPOW HAacTpanBaeTCcs nepeHanpasneHme.

OcrTanbHble NYHKTbl HEe TPebyT HACTPONKMW.
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Hob6asbTe npasuno anga nopta HTTP (Puc. 6.7).

TP-LINK'

NEUE

Quick Setup

wpPs

Network

Wireless

DHCP

USB Settings
Forwarding

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Add or Modify a Virtual Server Entry

450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Service Port:
Internal Port:
IP Address:
Protocol:
Status:

Common Service Port:

81 (O6-XX or XX)

80 (XX, Only valid for single Service Port or leave it blank)

192.168.1.199

Al v
Enabled b
~Select One--

Puc. 6.7

LWar 4: HaxmuTe KHOMKY [Save], 4Tobbl coxpaHuTb npasuno. MNpasuno gobaeneHo (Puc.

TP-LINK'

Status

Quick Setup

WPS

Network

Wireless

DHCP

USB Settings

Forwarding
irtual Server

- Port Triggering

-DMzZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Virtual Servers

ID  Service Port Internal Port IP Address
181 80 192.168.1.199
[ AddNew.. | [ EnableAll | [ DisableAll | [ Delete All |

Protocol
Al

Status
Enabled

Modify
Modify Delete

Puc. 6.8

LWar 5: Tem e cnocobom fobasbTe npasuno ansa nopta RTSP (Puc.6.9).
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= o 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
ID  Service Port Internal Port IP Address Protocol Status Modify

1 8 80 192.168.1.199 Al Enabled Modify Delete
2 3001 554 192.168.1.199 Al Enabled Modify Delete

Wireless

DHCP

USB Settings

Forwarding
Virtual Server [ AddNew.. | [ EnableAl | [ Disable All | [ Delete Al |

- Port Triggering

-DMZ

-UPRP
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.9

LWar 6: n ewe oaHo npasuno ang lNopta gaHHbIX (Puc. 6.10).

BHUMAHUE!
HTTP-nopTel 1 RTSP-nopThl Kamep MOXHO nepeHanpasnsTb C MOMOLbIO BUPTYansHOro cepeepa, 04Hako

MOPT AaHHbIX Kamep A0mKeH BbiTb pasHbIM U TPAHCIMPOBATLCS «MOPT B MOPT»!

= . 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

DHCP 1 81 80 192.168.1.199 Al Enabled Modify Delete

USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete

Forwarding 3 5001 5001 192.168.1.199 Al Enabled Modify Delete
Virti or

- Port Triggering [ AddNew.. | [ EnableAl | [ Disable Al | [ Delete Al |

- DMz

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.10
War 7: Ecnu Bbl ucnonb3yeTte Heckonbko kamep, To Bam HeobxoamMmMo noBTopuTh warun 2-6

Ans octanbHbIX kamep (Puc.6.11).
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] . 450M Wireless N Gigabit Router
TP-LINK HModel o, TLWRZ543HD

Status

Quick setup

wpPs

Network

Wireless 1D Service Port Internal Port IP Address Protocol Status Modify
S 18 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modity Delete
e—— 3 5001 5001 192.168.1.199 Al Enabled Modity Delete

Virtual Servers 4 82 80 192.168.1.198 All Enabled Modify Delete
- Port Triggering 5 3002 554 192.168.1.198 Al Enabled Modify Delete
-DMZ 6 5002 5002 192.168.1.198 All Enabled Modify Delete
-UPaP 7 8 80 192.168.1.211 All Enabled Modify Delete
SOCHNy 8 3003 554 192.168.1.211 All Enabled Modify Delete
Fooasiatonfol 9 5003 5003 192.168.1.211 Al Enabled Modify Delete
e [“AddNew.. | [ EnableAll | [ Disable Al | [ Delete All |

Advanced Routing
Bandwidth Control
1P & MAC Binding J Next |

Dynamic DNS

System Tools

Puc.6.11

HacTponka mapLupyTusaTopa 3aBepLueHa.

Tenepb, 4TOBbI NONY4YMTb AOCTYN K Kamepe 13 ceTn MIHTepHeT, Hago obpatuTbCa K Her no
IP-agpecy, BbldaHHOMY nNpoBangepom («BHeWwHu» IP-agpec mapwpyTtusartopa), 1 Ha3Ha4eHHOMY
e nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapuwpyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbIM Kamepe ans nepeagpecaunn,— «81». 3HaunT, Ona obpalweHus K Kamepe U3 cetu
WHTepHeT Heobxoanmo B agpecHom CTpoKe Gpaysepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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Ipunooicenus

MpunoxeHus

MpunoxeHune A. 3aBoaAcCKNe YCTaHOBKU

Hwxe npuBeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAHOBOK

HanmeHoBaHue

3HauyeHue

IP-agpec

192.168.55.160

Macka nogceTtu

255.255.255.0

LWnto3 192.168.55.1
Mmsa nonb3oBatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTOopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopT 554
SMTP-nopt 25
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MpunoxeHue B. NapaHTUMHbIE 06s3aTenbCcTBa

B1. O6wue cBepgeHud

a) Mepepn nogkntoyeHnem obopyaoBaHMs HEO6X0OMMO O3HaKoOMUTbCA ¢ PykoBoacTBOM Mo
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHel cootsetctBoBath [OCT 15150-
69, NOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCNOJTHEHMNSI YCTPONCTBA).

B) [1nsa noBbllWEHNS HageXHOCTK paboTbl 060pyaoOBaHMS, 3aWUTbl OT OPOCKOB B NMUTAIOLLEN
ceTn n obecneyeHns GecnepebOMHOrO NMUTaHWS cnegyeT WUCMNoNb3oBaTb CeTeBble UNbLTPbI U

ycTponctea 6ecnepebonHoro nnTaHus.

B2. dneKkTrpomarHMTHass COBMeCTUMOCTb

3710 060opygoBaHME COOTBETCTBYET TpeOOBaHMAM SMEKTPOMarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsikeHue paguonomMex, co3gaBaemMblX annapaTtypol, COOTBETCTBYET
FOCT 30428-96.

B3. dnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, YkasaHHbIM B PyKOBOACTBE MO aKcnnyaTauuun ans
KOHKpEeTHOro ycTponctea. [Ona yCTPOWCTB CO BCTPOEHHbIM WCTOMHMKOM MUTaHUS — 3TO
nepemeHHoe HanpskeHne 220 B +10%, yactotom 50 Iy +3%. [Ons ycTpOWCTB C BHELUHUM
afanTepoM NUTaHUS — CTabMNM3NPOBAaHHLIN UCTOMHUK nuTaHna 5 B £5% wnnu 12 B £10% ansa

YCTPOWCTB C 12-BONbTOBbLIM NUTaHMeM. HanpsikeHne nynbcaumi — He 6onee 0.1 B.

B4. 3azemneHue

Bce yctponcTsa, umerome BCTPOEHHbIN BNOK NUTaHWUs, OOIMKHbBI ObiTh 3a3eMMeHbl nyTem
MOAKIMIOYEHNss K creumanbHbiM po3eTkaM  SMeKTPONUTaHUs C  3a3eMieHueM unu nytem
HenocpeacTBEHHOrO 3a3eMfeHus Kopryca, €cCnM Ha HeM npefycMOTpeHbl cneuuarnbHble
KpenexHble anemeHTbl. 3a3emneHve SMneKTPOonpoOBOAKN 34aHUSA OOMKHO ObiTb BbIMNOMHEHO B
cooTtBeTCcTBMU C TpeboBaHuamu MYS (MpaBuna Yctponctea InekTpoyctaHoBok). ObopyaoBaHme
C BbIHOCHbIMWM 6nokamn nUTaHWs W agantepamMy Takke OOMKHO ObiTb 3a3eMneHo, ecnu 3To
nNpeaycMOTPEHO KOHCTPYKUMEN Kopriyca WMvM BUMKW Ha LWHype nutaHusa. MoHTax BO3AYLUHbIX
NVHUIA anekTponepesayn u NUHWUA, NPOKNaAblBAaeMblX MO HapPYXXHbIM CTeHaM 30aHWA U Ha
Yyepakax, JOImKeH ObiTb BbIMOSTHEH 3KPaHMPOBaHHbLIM Kabenem (Mnv B MeTannopykase), U IMHUN
OOMMKHbI ObITb 3a3eMrneHbl C ABYX KOHUOB. [lpyyem, ecnvm oaMH KOHeL, 3KpaHa MoaKmnovaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHus, TO BTOPOM — MOAKMYaeTCa K 3a3eMeHuo Yepes

paspsgHUK.
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B5. MonHuesawuTa

MonHuesawmta gormkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKuMs No yCTPOMCTBY
MOMHWe3aLwnTbl 3gaHni n coopyxeHnn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, OCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA W NUHWUKA, UOYLLMX MO Hapy>XHOW CTeHe
30aHUA 1 NO YepAayvHbiM MOMELLEHMAM, Ha BXxodax ob6opyaoBaHWs AOMKHbI ObiTb YCTaHOBMEHbI

yCTpOVICTBa MOJTHNEe3alnTbI.

B6. TemnepaTypa u BnaxHocTb

MakcumanbHble 1 MUHMMarbHble 3Ha4YeHUss TemnepaTypbl dKCnnyatauum n XpaHeHus, a
Takke BNaxHocTn, Bbl MoxeTe nocMoTpeTb B  TEXHUWYECKOM OMNUCaHWUM  KOHKPETHOro
obopynoBaHus. MakcumanbHas pabodvas Temnepartypa — 3TO Temneparypa, Bbllle KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPMyC YCTPOMCTBA B NpoLiecce ANUTenbHon paboThbl.

B7. PasmelleHue

Ana BeHTMNSAUMM yCTpOMCTBaA HEOOBXOAMMO OCTaBWUTb Kak MWHMMYM Mo 5 cMm cBOGOAHOrO
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenwu ycTtpowuctBa. [lpu ycTaHoBke B
TENEeKOMMYHMKALUMOHHBLIA  Kad wunum  CTOWKY AofmkHa ObiTb  obecneyeHa Heobxogumas
BeHTUnAuuA. [na 3TOoro pekoMeHAyeTCsl ycTaHaBnmMBaTb B WKady cneumanbHbid  6nok
BEHTUNATOPOB. TemnepaTypa OKpyXKalLWero BO3gyxa W BEHTUNAUMSA OOIMKHbI obecnevmBaTtb
HeobXxoauMbIA  TemnepaTypHbin  pexnm obopyaoBaHusA (B COOTBETCTBMM C  TEXHUYECKUMM
XapaKkTepucTMkamMmm KOHKPETHOro 060pyaoBaHus).

MecTto ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTh Creayowmm TpeboBaHNSaM:

a) OTcyTCcTBUE 3aNbINEHHOCTU NOMELLEHMS.

6) OTcyTCcTBME B BO3AYyX€E NapoB Baru, arpeccuBHbIX cpes.

B) B nomewleHunn, roe ycrtaHaenuBaeTca 0OOOpydoOBaHWE, He [OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaeTtca pasmewaTb Ha 060pyAOBaHUN NOCTOPOHHME MpeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHne Heobxogmmo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee OL4HOro pasa B
rog C Uenbio yaaneHus n3 Hero neinv. 3To no3sonut obopygoBaHuio paboTtaTb 6e3 cboeB B

Te4yeHune npoaomknTeribHOro BpeMmeHun.

B9. Moaknio4yeHne nuHtepdencos
O6opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBMM C HA3HAYEHUEM WU TUMOM

YCTaHOBJEHHbIX NHTEP(ENCOB.
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B10. MapaHTuitHbIe 06s3aTenbLCTBA

OOO «HIIMN «beBapg» He rapaHTupyeT, YTo 06OpyaoBaHne GyaeT paboTaTb AOMKHLIM
00pa3om B pasnuyHbiX KOHUrypaumsix n obnactax NpMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
yTO 0GopynoBaHMe obs3aTenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHUAMWU KIMEHTa npwm
€ro NpMMeHeHUN B cneumduyecknx Lensx.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbIM 0b6si3aTenbCTBaM Npu
NOBPEeXOeHUN BHELWHUX WHTepdencoB obopyaoBaHus (CeTeBblX, TeNeOHHbIX, KOHCOSMbHbIX W
T.M.) 1 camoro o6opynoBaHUsl, BO3HUKLLEM B pe3yrbTaTe:

a) HecobntogeHnst NpaBuI TPaHCNOPTUPOBKM U YCNOBUI XPaHEHWS;

0) dhopc-mMakopHbIX 06CTOATENBCTB (TaKNX Kak noXap, HaBOAHEHME, 3EMITETPSACEHNE 1 Ap.);

B) HaApYLLEHUSA TEXHUYECKNX TpeboBaHW MO pasMeLLEHNIO, MOAKMYEHMIO U SKCMnyaTauumu,

r) HEMpPaBUITbHbIX OEWCTBUIA NMPU NEPENPOLLNBKE;

[) NCNONb30BaHNA He NO Ha3HaYeHWIo;

€) MEeXaHUYEeCKUX, TEePMUYECKMX, XUMUYECKUX W WHbIX BMOAOB BO3OEWCTBUM, €CNU UX
napaMmeTpbl BbIXOASAT 3@ paMKuM AOMYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NnpeayCcMOTPEHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

X) BO3OENCTBMA BbICOKOTO HanpsbhkeHust (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4ecTBO WU
T.M.).
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MpunoxeHue C. lNMpaBa n nogaepxka

C1. ToproBasa mapka

Copyright © BEWARD 2014.

HekoTopble nyHKTbI HacTosiwero PykoBoacTBa, a Takke pasgenbl MEHK YnpaBreHus
obopynoBaHus MoryT 6bITb M3MeHeHbI 6e3 NpeaBapuUTENbHOIO YBELOMINEHUS.

BEWARD saBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «beeapa». Bece

OCTalibHble TOProBble MapKn npuHaanexart ux sragenbuam.

C2. OrpaHn4eHue OTBETCTBEHHOCTH

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTtBa OyayT paboTatb
OOIMKHBIM 0Bpa3oM BO BCEX cpedax W MPUIOXEHUSAX, U He OaeT rapaHTUn U NpeacTaBrieHun,
noapasymMmeBaeMblX WU BbIPaXeEHHbIX OTHOCUTENbHO KayecTBa, paboumx XapakTepucTuK, Wnu
paboTtocnocobHOCTM Npu ucnonb3oBaHun B crneundmdecknx uenax. OO0 «HIMM «besapg»
NpUNoXnno Bce ycunus, 4tobbl caenatb 310 PyKOBOACTBO MO aKkcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTcs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPOMycKKn, KOTOPble, BO3MOXHO, NPOM3OLLIAN NpY HanMcaHnm gaHHoro PykosoacTtea.

WHdpopmauua B nobon Yactn PykoBoacTBa No aKcnnyataumMm N3MeHseTcs U OOMNOSHSAETCS
OO0 «HIMMN «beBapa» 6e3 npeaBaputensHoro yeegomnenms. OO0 «HIM «besapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTW 3a NtoOble NOrpeLlHOCTN, KOTOPble MOTYT COAEPXaTbCsA B 3TOM
Pykoogctee. OO0 «HIIN «Besapa» He 6epeT Ha cebs OTBETCTBEHHOCTM U HE 4aeT rapaHTuin B
BbiNycke OOHOBMNEHWUA WNN COXPaHEHUN HEU3MEHHOW KaKOM-NMbo MHGOpMauum B HACTOALLEM
PykoBoacTtBe no akcnnyatauum, U ocTaBnsieT 3a cobGOW NMpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B Nnioboe Bpemsi 6e3 npegsapuTenbHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMaUuio, KOTopasa sBNseTcs
HenpaBUNbHOMW WNW HENOMHOW, wunu BBOAMT B 3abnyxaeHwe, Mbl Oyaem Bam «kpawviHe

Nnpu3HaTesibHbl 3a Bawu KOMMEHTapun n npeanoxeHuns.

C3. NMpenynpexpaeHna FCC

910 06opyaoBaHMe BbINO NPOTECTUPOBAHO M NMPU3HAHO YAOBETBOPSAIOWMM TpeboBaHWSAM
NoNoXeHuss O LMPOBLIX YCTPOWCTBAX, NpuHagnexawmx K knaccy A, 4vactu 15 T[lpasun
depepanbHon kommccum no ceasm (FCC). OTu orpaHnyeHns 6binn paspaboTaHbl B LEnsx
obecneyeHns 3aWmTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPU MCMOSb30BaHUN
obopyaoBaHNsa B KOMMeEpPYECKMX uensx. 910 obopyaoBaHMe MOXET M3nyyaTb, reHepupoBaTb U
ncnonb3oBaTb 3HEPruio B paguodactoTHOM AumanasoHe. Ecnn gaHHoe obGopypoBaHune 6yger
yCTaHOBIEHO W/unn BygeT Mcnonb3oBaTbCs C OTKNOHEHMSIMM OT HacToswero PykoBoacTBa, OHO

MOXeT OKa3blBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paganoceA3n, a npu yctaHoBke B Xunom
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B atom cnyyae Bnageney G6yaet o6s3aH ucnpaBnsiTb

nocnencTtena speaHoro BO30ENCTBMS 32 CBOWN CYET.

C4. NpepynpexpeHne CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PagMoONOMeEXnN BO BHELLHEM OKpYyXeHuun. B atom cnydyae

nonb3oBaTtesb MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPDI.

C5. Noppepxka
Ons uHopMaunnm OTHOCUTESNIBHO CcepBUCa U NOAOEPXKKW, MOXanyncra, CBSXXWUTEChb C
cepBucHbIM LeHTpom OO0 «HIIM «beBapay. KoHTakTHble aaHHble Bbl MoXeTe HaWTu Ha canTte

http://www.beward.ru/.

Mepen obGpaweHueM B Cnyxby TeXHMYECKOW MOAAEPXKKWU, MOXamnyncTa, noarotoBbTe
cneayoLyo nHpopmMaumio:

o TouHoe HammeHoBaHue 1 IP-agpec Bawero obopygoBaHus (B criydae npunobpeTteHus
IP-o60opynoBaHus), ata nokynku.

e CoobuyeHuns o6 owmnbkax, KOTopble NOSABMANNCL C MOMEHTA BO3HUKHOBEHMS NPOBNeMbI.

e Bepcua npowuvBkM M 4epe3d Kakoe obopymoBaHwe paboTano yCTPOWCTBO, korga
BO3HMKNa npobnema.

e [lpousBegeHHble Bamu genctena (No waram), NpeanpuHaTbie And camoCTOATENbHOMo
peLlueHnst npobnemsol.

e  CKpUMHLUOTbLI HACTPOEK U NapaMeTpbl NOAKITHYEHMS.

Yem nonHee OyaeTt npeacrtaeneHHas Bamu mHdopmaums, Tem ObicTpee cneunanucTbl

CEePBUCHOrO LieHTpa CMOryT noMoyb Bam pelumnTs npobnemy.
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MpunoxeHue D. Mmoccapumn

3GP — mynbTumMeannHbIi KOHTENHep, onpeaendembln NapTHEpckuM [NpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MynbTumeammnHbix cnyx6 3G UMTS.
MHorvne coBpemeHHble MOBWnbHbIE TeneOoHbl NMET (PYHKUMM 3annucu U npocMoTpa ayavo u

Bugeo B hopmate 3GP.

ActiveX — aTO cTaHAapT, KOTOpbIM paspeLlaeT KOMMNOHEeHTaM NPoOrpamMmmMHOro obecneveHus
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-OB), UCMONb3yemMoro Ans ux
co3gaHus. Beb-Opaysepbl MOryT ynpaBnsiTb anemeHTamu ynpaeneHus ActiveX, gokymeHTamm
ActiveX un cueHapusmmn ActiveX. OnemeHTbl ynpaBneHuss ActiveX 4acto 3arpyxakwtca WU
WHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvsaembl. Cama no cebe faHHas TexHOMorus He
SIBMISIETCS KpoccnnatopMeHHOM U nogaepXnueaeTcs B noriHoMm obbeme Tonbko B cpede Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummerpnyHaa wuudpoBas
aboOHeHTCKasA INnWHMA) — MOAEMHas TEXHONOorus, npeBpalawas aHanoroBble CUrHanbl,
nepefaBaemMble MOCPEACTBOM CTaHAAPTHOM TeNnedOHHON NNHUK, B LMAPOBbIE CUrHanMbl (NakeTbl

Ll,aHHbIX), Nno3BOJIAA BO BpeMA pa6OTbI coBepLlaTb 3BOHKWN.

Angle / Yron o63opa — 370 yron, KOTOpbI 06pasyloT nyyn, CoeauMHSOWNE 3a0HI0K TOYKY
00beKkTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pacCTOsiHME W Yalle BCero
BblpakaeTca B rpagycax. OOblMHO yron 3peHuMs W3MEpPSieTCs Ha §nuH3e, (POKyC KOTOpOM
yCTaHOBIEH B GECKOHEYHOCTb. B 3aBMcMMOCTU OT yrna 3peHus, o6bekTuBbl 4ENST Ha TpU Tuna:
LUMPOKOYrofbHble, HOpMaribHble M ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale Bcero Mcnonb3ylTcsa A5 NaHOPaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onbwe. HopmanbHble 06bEeKTUBLI UMEIT yron 3peHus oT 45 no 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro o6bekTnBa coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegeneHna appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOST HU3KOr0 YPOBHS, NpegHasHayYeHHbIn Ons
onpegeneHns agpeca kKaHanbHOro ypoBHS NO M3BECTHOMY apecy ceTeBOro ypoBHs. Hanbonbluee
pacrnpocTpaHeHne 3TOT MPOTOKOM nony4mn Gnarogapsa NOBCEMECTHOCTM ceTel |P, NoCTpOeHHbIX
noeepx Ethernet. 3T1oT npotokon wucnonb3dyetca ans cedasm IP-agpeca ¢ MAC-agpecom
ycTporctBa. 1o nokanbHOW ceTu TpaHcnupyeTcsa 3anpoc ans noucka ysna ¢ MAC-agpecowm,

cooTBeTCTBYOWMUM IP-agpecy.

Aspect ratio /| PopmaTt 3KkpaHa — 370 popmaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaZpoB.
O6bwwmn dopmat kagpa, WUCMOMb3yeMbI ANS  TENEBU3NOHHBIX 3KPAHOB U KOMMbHOTEPHbIX
MOHUTOpPOB, cocTaBnsaeT 4:3. TenesngeHne Bbicokon YyeTkoctn (HDTV) ncnonesyet chopmat kagpa
16:9.

PykoBoacTBo no noakstoyeHuto IP-kamepbl B1076FRV m



Be\,VARD Ipunooicenus

Authentication / AyteHTudmkauma — npoBepka nNpuHaLNEXHOCTU CcyObekTy AocTyna

npeaobsBreHHOro UM uaeHTMdukaTopa; noAaTBepxaeHne noanuHHocTn. OguH M3 crnocoboBs
ayTeHTMdMKauMm B KOMMbIOTEPHOM CUCTEME COCTOUT BO BBOAE Ballero MNorib30BaTenbCKoro
naeHTudukaTopa, B NPOCTOPEYUN HasblBAeMOro «JorMHom» (login — perucrpaunoHHoe nmsa
nonb3oBatend) W napond — HeKoW KoHduaeHUMansHOW WHdOpMauMM, 3HaHMe KOTOpOu
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NMonyyms BBEAEHHbIV NONb30BaTENEM JTIOMMH
N Naposib, KOMNbIOTEP CPaBHUBAET UX CO 3HAYEHMEM, KOTOPOE XpaHUTCSA B cneuuarnbHon base

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / AP[] (ABTOoperynupyemasa anadparma) — 3T0 aBTomaTU4ecKkoe perynmposaHue
BENMWYUHbI guadparMbl O KOHTPONSA KONMMYecTBa CBeTa, Monajatwolero Ha marpuuy.
CywecTByeT OBa BapuaHTa aBTomaTudeckon perynmpoBku gmadpparmbl: Direct Drive n Video

Drive.

Biterate / ButpenTt (CkopocTb nepeaaymn AaHHbIX) — GyKBanbHO, CKOPOCTb NPOXOXAEHUS
OuTOoB MHOpMaunn. BUTpenT NpUHATO MCnonb3oBaTb NPU U3MeEpPeHUM 3PPEKTUBHOM CKOPOCTH
nepegadn WHdopmauMm No KaHany, TO eCTb CKOPOCTW nepedayvn «nonesHom WHgopmMauum»

(noMMMO TaKoBOM, MO KaHany MoOXeT nepeaasaTbCsi CryebHasi HdopMauus).

BLC (Back Light Compensation / KomneHcauua ¢oHOBOM 3acBeTKW, KOMMNeHcauus
3agHero cBeTa). TUMWMYHBLIA NPUMEP HEOOXOAMMOCTU MCMONb30BaHUA: YEnoBEK Ha (DOHE OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 0OLLYy0 OCBELEHHOCTb CLEHbI,
«BMAMMOM» Kamepon Yepe3 ob6bekTnuB. COOTBETCTBEHHO, Manas durypa 4enoBeka Ha GonbLLIOM

<

CBEeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKoW" BCen KapTUHKW. BkritoveHue pyHkumn «BLC»

MOXET B NOAOBHbIX cny4yaax ncnpaButb pa60Ty ABTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHusi cepBmcoB (Cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcumn 10.2. Cnyxba Bonjour npegHasHavaeTca
ANS UCMONb30BaHUS B JNOKarnbHbIX CETAX U UCNONb3yeT CBeAeHUs (3anucu) B cryxbe AOMeHHbIX
nmén (DNS) ansa obHapyxeHuss Opyrmx KOMMNbOTEPOB, PABHO KakK U UHbIX CETEBbIX YCTPOWUCTB

(Hanpumep, NPMHTEPOB) B GrivKaNLLIEM CETEBOM OKPYXXEHUW.

CIDR / becknaccoBasi agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTog IP-agpecaunn, No3BONALWMI TMOKO ynpasnsaTb NPOCTpaHCTBOM IP-agpecoB, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauunn. Kcnonb3oBaHMe 3TOr0 MeToga MNo3BOfdeT 3KOHOMHO
NCNoNb30BaTb OrpaHUYEHHbIN pecypc |IP-agpecoB, NOCKOMNbKY BO3MOXHO NMPUMEHEHNE Pa3fMyHbIX

MacoK nofceTen K pa3nuyHbiM NoAceTAM.

CCD / MN3C-maTpunua — 370 CBETOYYBCTBUTESbHbIN 3N1IEMEHT, NCNOSb3YHLLMINCSA BO MHOMUX

LMGPOBbIX Kamepax M MpeacTaBnAloWMA coBOM KPYMHY WUHTErpanbHylo CXemy, COCTOSILLYK U3
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COTEH ThbICAY 3apAnoB (I'II/IKCGJ'IGVI), KOTOpblE npeoGpasyroT CBETOBYHO 3SHEPIMKd B 3N1EKTPOHHbIE

curHansl. Pasmep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EpuHbin  wn30BbiM  UHTepdenc) — cneuudomkauus, onpegensawowas
B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT mucnonb3oaTb CGl-nporpammy ansa o6paboTkm AaHHbIX POPMBI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCMONb3yeMblA TUM MNOYyNpPOBOLHUKA,
KOTOPbIA MUCMNONb3yeT Kak oOTpuUaTenbHYl0, TaK W MOMOXUTENbHYIO 3MNEKTPUYECcKyo Uuenb.
MockonbKy TONbKO Of4Ha U3 3TUX TUMOB Lienen MoxeT ObiTb BKNoYeHa B noboe aaHHOe BpeMs, TO
Mukpocxembl KMOlMa noTpebnsatoT MeHbLUe 3feKTPO3IHEPTMK, YeM MUKPOCXEMbl, UCMONb3yoLme
TOMbKO OOMH TUM TpaHaucTopa. Takke gatunkm nzobpaxeHus KMOIT B HEKOTOPbIX MUKpPOCXEMaX
cogepxaTt cxembl 06paboTKkM, OAHAKO 3TO NPEUMYLLECTBO HEBO3MOXHO ucnonb3oBaTtb ¢ [13C-

AaT4ynkamun, KOTopble ABNAKTCA TakKe bonee AopormMm B Npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa Ans
Ha3Ha4YeHWs1 NOCTOSIHHOTO AOMEHHOIO UMEHM YCTPOMNCTBY (KOMMbLIOTEPY, CETEBOMY HAKOMUTENIO) C
AnHamnyeckum IP-agpecom. 31o moxeT 6bIThb IP-agpec, nonyyeHHbin no DHCP vnun no IPCP B
PPP-coeanHeHnsax (Hanpumep, npyv yganéHHoM [JocTyne 4epe3 mogem). [pyrne mawuHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeguHeHne C 3TOM MaLUWHOM MO AOOMEHHOMY UMEHMN.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AauHamnyeckon
KOHdUrypaumm ysna) — 310 CETEBOWM MPOTOKOJS1, MO3BOMNSIOWINA KOMMbIOTEPAM aBTOMaTU4ECKU
nonyyatb IP-agpec v gpyrne napametpbl, Heobxognmble onsa pabotel B cetn TCP/IP. JaHHbIN
NPOTOKON paboTaeT no MoAenn «KNueHT-cepBep». [ns aBTOMaTM4YecKonW KoHUrypaumm
KOMMNbIOTEP-KITMEHT Ha 9aTane KoHurypauum CeTeBOro YCTponcTBa obpawaerca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 3TO nporpaMma, KoTopasi HasHadaeT knueHTam |P-agpeca BHyTpu
3aflaHHOro AvanasoHa Ha onpedeneHHbln nepvos BpeMeHu. [aHHyto (OYyHKUMIO MOAAepKMBaloT

NpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTopbI.

Digital Zoom / LlucdpoBoe yBennyeHue — 310 yBenuyeHve pasamepa kagpa He 3a cuyet
ONTWUKK, @ C NOMOLLbIO KaappOBaHWs NOMYyYEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hu4ero He
yBENMYMBaET, a TOMbKO Bblpe3aeT HYXHYI 4YacTb Wu300paxeHuss U pacTarmBaeTr ee Ao

nepBoOHaYanbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKe AOMEHbI MOryT BbITb UCMOMb30BaHbI
OopraHmsaumsiMiM, KoTopble XOTAT UEHTPanun30oBaHHO yNpaBnsaTb CBOMMM KOMMbiOTEpPamMu (Ha
KOTOpbIX yCTaHOBMEHbI onepaunoHHble cuctembl Windows). Kaxablh nonb3oBaTenb B pamMkax

AOOMeHa nony4vyaeT Y4YeTHY 3alncCb, KOTOpas 06bIYHO paspelwlaet 3apernctpupoBatbCAa "
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ncrnonb3oBaTb tobon KOMMNbOTEP B OOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKTEP MOryT ObITb

HaloXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX UMEH ABNAETCA cepsep, KOTOprVI

ayTeHTMd)VILI,VIpyeT nonb3oBaTteneun B ceTu.

Ethernet — nakeTHasi TexHoMoOrMsi nepedayn AaHHbIX NPEUMYLLECTBEHHO B JOKamnbHbIX
koMnbloTepHbIX ceTax. CraHpapTtel Ethernet onpepensoT npoBoAHble coeauHEHUs U
3NeKTpUYeckme curHanbl Ha u3nd4eckoM ypoBHe, dopMaT KaapoB W MPOTOKOSbl yrpaBreHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackue yctaHOBKM MO YMOSI4aHUIO — 3TO YCTaHOBKWU,
KOTOpbl€ N3Ha4anbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPYXKaeTCsi C 3aBOAaA B NepBbIv
pa3. Ecnu Bo3HMKHET HEOOXOOUMOCTb NepeycTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTAHOBOK
MO YMOMYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ans GONbLUMHCTBA YCTPOWCTB, M OHA MOJSTHOCTbIO

nepeycraHasinBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSIb30BaTENEM.

Firewall / Bpangmayap — GpaHamayap (MexceTeBoMn 3kpaH) paboTaeT Kak 6apbep mexay
ceTaAMMU, Hanpumep, MeXxay nokanbHon ceTbio U WHTepHeToM. bpaHamayap rapaHTupyeT, 4To
TOJbKO 3aperncTpMpoBaHHbIM Nonb3oBaTtensm 6ygeT paspeleH JOCTyn U3 OQHOW CeTU B APYryto
ceTb. bpaHamayapom moxeT 6bITb NporpammHoe obecneyeHne, paboTatoliee Ha KoMMbloTepe,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE annapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTosiHne — u3MepsieMoe B MUIIMMETpax (OOKyCHOe
paccTosiHne 06beKTMBa Kamepbl, onpeaensioLlee WUPUHY ropu3oHTanbHOM 30HbI 0630pa, KoTopoe
B CBOI ovepedb usmepsdeTtcsa B rpagycax. Onpenenderca Kak pacctodgHne OT nepeaHen rnaBHoOm
TOYKM o nepegHero dokyca (ana nepegHero hOKyCHOrO pPacCTOSIHUA) U KaK pacCTodHue OT
3aHewn rmaBHON TOYKM 00 3aaHero dhokyca (aAng 3agHero ookyCcHoOro paccrtosaHus). MNpu atom, nog
rMaBHbIMKM TOYKaMW MNOAPA3YMEBAOTCA TOYKM nNepecedyeHus nepegHen (3agHen) rnaBHOM

NIIOCKOCTN C ONTUYECKON OCbIO.

Fps / KagpoBasi yactoTta — KONMYECTBO KagpoB, KOTOPOE BMaeocucteMma (KomnbtoTepHas

urpa, Tenesusop, DVD-nneep, Bugeodanin) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom saBnseTtca nonHoe BugeomsobpaxeHne. B dopmate 2:1
YepeccTpoYyHOM  pasBépTkM uMHTepdenca RS-170 u B dopmatax MexagyHapoaHoro
KOHCYNbTaTUBHOIrO KOMUTETa NO paguoBeLLaHuIo, Kagp co3fgaeTcs u3 AByX oTAeNbHbIX obnacren
NNHWIA YepecCTpOYHON pasBepTkn 262.5 nnu 312.5 Ha vactote 60 unu 50 My Anga Toro, YToOHI
copmmpoBaTh MOMHbIN Kagp, KOTOpbIM 0ToBpa3uTca Ha akpaHe Ha yactote 30 wnm 25 y. B
Buaeokamepax C MNpOrpecCUBHOM pPasBepTKOW Kaxabl Kagp CKaHUPYeTCA MOCTPOYHO U He

ABNAETCH YEPECCTPOUHbIM; 6ONBLUMHCTBO M3 HUX OTOBpaxaeTcs Ha YactoTe 30 n 25 Ny,

FTP (File Transfer Protocol / [lpoTtokon nepepauu ¢annoB) — 3TO NPOTOKOS

NPUIIOXEHWS, KOTOpbIN ucnonb3yeT Habop npotokonoB TCP / IP. OH ucnonb3ayetcs, 4TOObI
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obmeHuBaeTca parnamum Mexagy KomnbtoTepamu/yctponctsamm B cetn. FTP  nossonsier

nogknoyaTbca K cepsepam FTP, npocMaTpuBaTb CooepKMMOe KaTanoroB U 3arpyxaTtb hannbl ¢
cepBepa unu Ha cepsep. NpoTokon FTP oTHocuTcs K MpoTOKONam MNpUKNagHOro ypoBHA U ANnd
nepegayn AaHHbIX UCNOMNb3yeT TpaHCnopTHbIM NpoTtokon TCP. KomaHabl n AaHHble, B OTNMYKe OT
GonbLlUMHCTBA ApYrMx NPOTOKONOB rnepedarTcs no pasHbiM noptam. [Nopt 20, oTKpbiBaeMbI Ha
CTOpPOHE cepBepa, Ucnonb3yeTca Ana nepefadn gaHHbelx, nopTt 21 - Ang nepegaym komaHg. MNopt

ana npuemMa gaHHbIX KInMeHToM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MonHbIM Aaynnekc — NONHbIA Aynnekc npencraBnsier cobom nepepady
OaHHbIX OOHOBPEMEHHO B OBYX HarnpasfieHusax. B cucteme 3ByKOBOCNPOU3BEAEHUS 3TO MOXHO
onucaTtb, Hanpumep, TenedoHHbIMM cucTeMaMu. Takke NonyaynrekcHasi cBs3b obecneymBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpasJieHN 3a OOVH pas.

G.711 — craHgapT ana npeacraeneHus 8-6utHom komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takmm obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoadhdmumeHT ycuneHma — KoadhpuUNEeHTOM ycuneHust aBnsetcsa KoadhuumneHT
YCUNEHUsT W OKCTEHTa, B KOTOPOM aHamnoroBbld YCUNUTENb YCUNUBAET Cuny curHana.
KoadbdpmumeHTbl yecmunenunsa obbl4HO BbipaxatoTcs B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yl'lOTpeGVITeJ'IbeIM crnocobom ans n3MepeHna ycuneHua ycunmtens.

Gateway / MexceTeBOW LIMKO3 — MEXCETEBbIM LUMIO30M SBNSAETCA CeTb, KoTopas
[AeNCTBYeT B Ka4eCcTBe TOYKM BXoAa B Apyryl ceTb. Hanpumep, B KopnopaTuUBHOW CeTU, cepBep
KOMMblOTEPa, OEVCTBYIOLLIMI B Ka4YeCTBE MEXCETEeBOro LUM3a, 3a4acTylo Takke AeUCTBYeT U B
KayecTBe MPOKCU-CepBepa M cepBepa CeTeBOMN 3alinTbl. MexceTeBoN L3 YacTo CBS3aH Kak C
MapLLpyTU3aTOPOM, KOTOPbI pacrno3HaeT, Kyda HanpaBnsATb NakeT AaHHbIX, KOTOPbIA NPUXOaUT B
MEXCETEBOW LUMIO3, TaK U KOMMYTaTOPOM, KOTOPbIA NPeaoCcTaBnsieT UCTUHHLIA MapLipyT B U U3

MeXXCeTeBOoro wn3a and AaHHOro nakeTta.

H.264 — 37O MexayHapOAHbIA CTaHA4apT KOAMPOBaHWUS ayauo U BUAeo, (apyroe HassaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbI CTaHOAPT COO4EPXUT pag HOBbIX
BO3MOXHOCTEN, MNO3BONSAKLINX 3HAYUTENBHO MOBLICUTL 3MEKTUBHOCTL CXKaTUs BMOEO MO
cpaBHeHuto ¢ 6onee paHHuMmn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
6onbLyto MrMBKOCTb NPUMEHeHUs B pa3HOobpa3Hbix ceTeBbix cpedax. Micnonb3yeTtcs B LMPOBOM

TenesnaeHun BbiCokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / NMpoTokon nepegayn runeprekcra) — 310 Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumMeguna cannamn) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemerictee npotokonos TCP/IP. B gaHHOM npoTtokone ntobor naket nepegaeTca 4O NOMyYeHus

nogreepXxgeHma o ero npasuiibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awMwéHHbIN NPOTOKON nepegadun
rmneprekcra) — pacwupeHne npotokona HTTP, noggoepxmBatowee wudpoBaHue. [daHHble,
nepefaBaemMble no npotokony HTTP, «ynakosblBaloTCA» B KpunTorpadpuyeckmin npotokon SSL
unn TLS, Tem cambiM obecnevnBaeTca 3aluuTa 3TUX AaHHbIX. B otnuune ot HTTP, ana HTTPS no

ymonyaHuio ncnonbsyetca TCP-nopt 443.

Hub / CeTeBOM KOHLEHTPATOP - CETEBOMN KOHLEHTPATOP UCNONb3YeTCs AN NOAKMYEHNS
MHOIOYMCMEHHbIX YCTPOMCTB K ceTn. CeTeBON KOHLEHTpaTOp NepeaaeT BCe AaHHble B YCTPOWCTBA,
NOAKMOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOMbKO nNepeaaeT OaHHble B YCTPOMCTBO, KOTOpoe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTeBon NpPOTOKON ynpaBRsOLWMNX
coob6LweHun) — ceTeBon NPOTOKON, BXxoasAwWwmn B ctek npotokonos TCP/IP. B ocHoBHom ICMP
ncrnonb3yeTca And nepegadn coobuieHnn o6 owmbkax M OpYrnx MCKMIOYUTENbHBIX CUTyauusx,
BO3HUKLUMX MNPV Nepegave AaHHbIX, HAaNnpuMep, 3anpalimBaemMasi ycryra HegocTynHa Unu XoCT unm

MapLpyTn3aTop He oTBe4aloT.

IEEE 802.11 / Ctanpapt IEEE 802.11 — 370 cemencTBO cTaHAapToB AN 6ecnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopocth 1 wunu 2
M6uTt/cek Ha nonoce 2.4 [Tu. Ctangapt xe 802.11b 3agaeT ckopocTb nepenadn AaHHbIX 11
M6wuTt/cek Ha nonoce 2.4 I'Tu, B To BpeMs kak ctaHaapTt 802.11a no3BonseT 3agaTtb CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpoyHasa pas3BepTKa — 3TO BMOEO3aNNCb CO CKOPOCTbIO 50
n3obpaxeHnn (Has3biBaeMbIX NONAMWN) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocrneaoBaTeNbHbIX MNOMs
(nonykagpa) 3atem obbeauHswTca B 1 kagp. YepeccTpodHas passepTka Obina paspaboTtaHa
MHOrO JIeT Ha3aj 41 aHanoroBoro TeneBnaeHUs N 40 CUx Nop WKpoKo npumeHsieTcs. OHa gaet
xopowme pesynbTaTbl NPU NPOCMOTPE ABWXKEHWS B CTaHOAPTHOM M300pakeHwun, XOoTs Bcerga

CYLLLECTBYET HEKOTOPOE UCKaXEHNEe N30BpaxeHus.

Internet Explorer (IE) — cepusa 6paysepos, paspabartbiBaemas kopnopaunen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbIx cuctem cemenctea Windows. Aensietcsa Hanbonee

LUMPOKO ncnonb3yembiM Be6-6paysepom.

IP 66 (Ingress Protection) — 310 cTaHgapT 3awnTbl 060pYyAOBaHMS, KOTOPbIA ONUCbIBaET
nbine- 1 BRaro- 3awuTy Kamepbl BuaeoHabniogeHusa. lMepsas undpa obo3HavaeT ypoBEHb
3aWnTbl OT NonagaHus TBEPAbIX YacTuy (Hanpumep, umdpa 6 o603HaYaeT NOMHOE UCKNOYEHNE

nonagaHunA I'IbIJ'II/I). BTOpaﬂ LlM(bp& obosHavaeT YpOBE€Hb 3alnTbl OT nonagaHuA KUAKOCTEN
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(Hanpumep, undpa 6 obosHayaeT 6e3ynpedHyto paboTy kamepbl NP BO3AENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BpEMEHHOM O6J'IVIBaHI/II/1.)

IP-kamepa — uUMdpoBas BUAeOKamepa, OCOBEHHOCTLIO KOTOpPOW ABMNSEeTcs nepeaada

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonbaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt O6beaMHeHHOM rpynnbl
aKcneptoB B obnactu c¢otorpachmn) — oavH M3 NONyNsipHbIX rpaduyeckux opmaTos,
NPUMEHSEMbIA ON1s XpaHeHns hoTon3obpakeHnn 1 NogobHbIX UM nsobpaxkeHun. MNpu cosgaHmm
n3obpaxeHmsa JPEG nmeeTcs BO3MOXHOCTb HAaCTPOMKM UCMONb3yeMOro koadduumeHTa cxaTtusl.
Tak kak npu 6Gonee Hu3koM koadppuuneHTe cxatms (T.e. CaMOM BbICOKOM KadecTBe)
yBennumeaeTcs obbem danna, CywecTByeT BbIOOpP Mexay KayecTBOM M306paKeHus u o6beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 310 Mepa namepeHus CKOpOCTM NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeaeneHHoe KONMYecTBO BUTOB NPOXOAAT 3a4aHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa BbluMCnUTeNbHas CeTb) — KOMMNbIOTEPHAs CeTb,
nokpblBatoLasi 06bI4HO OTHOCUTENBHO HEBOMbLUYKD TEPPUTOPUIO NN HEBONbLUYD rPyNny 34aHUA

(aom, oduc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHY0 reorpauUecKyto 30Hy.

Lux / Jllokc — eguHuua namepeHus oceellleHHocTU. OnpeaensieTcsl Kak OCBELLEHHOCTb
NOBEPXHOCTU Nnowaabio 1 KB.M. CBETOBbIM MOTOKOM 1 noMeH. McrnonbayeTtca ansi 0603HaveHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-appec (Media Access Control address / AnnapaTtHbi agpec ycTpoMcTBa) — 3TO
YHUKanNbHbIN NOEHTUMUKATOP NPUCOEANHEHHOrO K CETU YCTPOMCTBA UK, TOYHEE, ero nHTepdenic

OnA NOAKMKYEHNA K CETI.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MeEpeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3a4aHHYHO TOYKY. OTOT NapameTp 06bIYHO
ncrnonb3yeTcs, 4Tobbl NpeacTaBUTbL «CKOPOCTb» ceTu. JlokanbHas ceTb [ofkHa paboTaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBbli MeTOA BUAEOCKATUS, OCHOBHOW OCOOEHHOCTbIO
KOTOPOro SBMNSAETCS CXaTue KaKAoro OTAENbHOro Kagpa BMOEOonoTOoKa C NMOMOLLBI anropytMa
cxkatma wusobpaxenun JPEG. lMpu coxatum metogom MJIPEG mexkagpoBas pasHuua He

YYNUTbIBAETCA.

MPEG-4 — 310 MexayHapoaHbl CTaHAapT, UCNONb3yeMbld NPENMYLLECTBEHHO NS CKaTus
undcpposoro ayamo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMNONb3yeTcs AN BeLaHus
(noTokoBOE BMAEO), 3anUcK UNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLUMPOKOBELLaHKA, B KOTOPbIX akKTUBHO NCNONb3yeTCA CKaTue Ll,l/lq.)pOBbIX BMOEO U 3BYKaA.
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Multicast / FTpynnoBasa nepega4va — cneunanbHas dopmMa LUMPOKOBELLAHUS, MPU KOTOPOW

KOMMM nakeToB HanpaensawTca onpedenéHHoMmy MNOAMHOXeCTBY agpecaTtoB. Hapsgy c
NPUNOXEHUAMW, yCTaHaBMMBaKOLWUMKU CBA3b MeXOy WCTOYHMKOM W OOHUM nonyvartenem,
CYLLLECTBYIOT TakMe NpunoxeHus, rae tpebyetcs, 4ToObl MCTOYHMK NoOcbinan nHdopmMmaumo cpasy
roynne nonydatenen. [lpu TpaguuunoHHon TexHonornn |IP-agpecauun TpebyeTcs Kaxgomy
nonyyaTento UHgopmaLMM nocratb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaunn npeacraenseT cobon pacwmperne IP-
agpecauumu, No3BONAKLLEEe HAanpaBnUTb OOHY KOMUIO NakeTa cpasy BceM nonydarensMm. MHoxecTBo
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKpeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynnbl MOMAyYatoT TOMNbKO YreHbl 3TOW rpynnbl.

TexHonornsa IP Multicast npegoctaBnseT psag CyLeCTBEHHbIX NPEUMYLLECTB MO CPaBHEHMIO
C TPaAMUMOHHbIM Noaxoaom. Hanpumep, AobasrneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobom
Heobxoaumoe yBenuyeHne nponyckHOW CNOCOBHOCTU ceTU. 3HaYnUTENbHO COKpallaeTCs Harpyska
Ha nocbinalvwWwun cepBep, KOTopbli 6Gonblle He [OO0S/MKeH noadepXuBaTb  MHOXECTBO

ABYXCTOPOHHUX COeaUHEHWIA.

Ana peanusaumn rpynnoBoM agpecauun B fOKanbHOW CeTu HeobxoaouMmbl: MOoAAepKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
ONs OTNpaBKK 3anpoca 0 NpUCoeMHEHMM K rpynne 1 NonyvyeHrMn rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapTOW, MPUNOXEeHWe, UCnonb3ylolee rpynnoByl agpecauuio,
Hanpumep, BMAEOKOHepeHUnsa. TexHonorma «MynbTukacT» mcnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cTatumyeckas M guHammyeckas agpecauums. [lpumepom
ctatnyeckmx agpecoB sgenstotca 224.0.0.1 — agpec rpynnbl, BKMovawowen B cebs Bce y3nbl
nokanoHon cetn, 224.0.0.2 — BCce MapLlpyTu3aTopbl fokanbHOW ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [N MPOTOKOMOB MapLipyTU3auun u gpyrux
HU3KOYPOBHEBbLIX MPOTOKOMIOB  NOAAepXku rpynnosor agpecaumn. OcTanbHble agpeca
ONHAMWYECKNn  UCMOMb3ylTCA  NpunoxeHmsmu. Ha  cerogHAWHWN  OeHb  BOMbLIMHCTBO
MapLLpPYTM3aTOPOB NOAAEPKUBAIOT 3Ty ONUMIO (B MEHIO 0ObIYHO eCTb onuus, paspelatowas IGMP

MPOTOKOMN UKW MYIbTUKACT).

NTP (Network Time Protocol / lMpoTokon CUHXPOHU3ALUMN BpPEMEHU) — CeTeBOW
NPOTOKOM ANS CUHXPOHU3aLUMN BPEMEHU C mUcnosnb3oBaHnemM ceten. NTP ncnonb3yet onga cBoemn

paboTtbl npotokon UDP.

NTSC (National Television System Committee / Ctanpgapt NTSC) — ctaHgapt NTSC
SIBMSIETCA TENEBMU3MOHHLIM 1 BuaeocTangaptom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacneBow ctaHapT, onpeaensaoLwmnmn

NPOTOKOIbI B3aMMOOENCTBUSA TaKUX yCTpOIZCTB, KaK |P-KaMepr, BunaeoperncTpaTtopbl 1 CUCTEMbI
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ynpaeneHna Buaeo. MexayHapodHbelh ¢opyMm, CcO34aBlUMKA  AdaHHbIA - cTaHdapT, OCHOBaH

kKomnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy ¢ uenbto

pa3paboTKn U pacnpoCTpaHeHNs OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BUAeOoHabnioaeHus.

PAL (Phase Alternating Line / TeneBu3snoHHbin ctaHpgapT PAL) — TeneBW3NOHHbIN
ctaHgapT PAL aBndaetcs npeobnagarlowmm TeneBM3MOHHBIM CTaHA4apTOM B cTpaHax EBponbl.

TeneBun3anoHHbIN ctaHgapT PAL goctaBnsieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHue 4yepe3 Ethernet) — TexHonornda, nossonstoLlas
nepegasaTb yAanéHHOMY YCTPOMCTBY BMECTE C [OaHHbIMU JIEKTPUYECKYIO 3JHEpruio 4vepes

CTaHOapTHYLO BUTYIO napy B cetn Ethernet.

Port / TMopT — wnaoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIN pPecypc, BbiaenseMbli
NPUMOXEHMUIO, BbINOSIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3U C MNPUIIOXKEHUSIMM,
BbINOSIHAEMbIMW Ha APYrMX CeTeBbIX XOCTax (B TOM YMcne C APYrMMU NPUNOXEHNSIMU Ha 3TOM Xe
xocte). B 0Bbl4HOM KNMEHT-CepBEPHON MOAENU NpunoxeHne nnbo oxuaaeT BXOASAWMX OaHHbIX
UM 3anpoca Ha CoeduHeHue («crnywaeT nopT»), NGO NochbITaeT AaHHble WNKU 3anpoc Ha

COEeAMHEHMNE Ha U3BECTHbIV NOPT, OTKPbLITHIN NPUNOXEHNEM-CEPBEPOM.

PPP ([MpoTtokon ABYXTOYEYHOro COeAMHEHWUA) — TMpPOTOKOS,  MO3BONSANOLLNIA
ucnonb3oBaTb MHTEpdEnc nocrnedoBaTenbHON nepefayn Ans CBA3M Mexay ABYMS CeTeBbIMU

ycTponcteamn. Hanpumep, nogkntodeHue MK k cepsepy nocpenctBoM TeNedOHHON NIHUK.

PPPoE (Point-to-Point Protocol / [lpoTokon coeanHeHUs1 «TO4YKa - TOUYKa») — NPOTOKON
Ons  nogknioyeHusa  nonb3oBaTenen cetn  crtaHgapta  Ethernet k UHTepHety  uepes
LLIMPOKOMOMOCHOE CoeanHeHNe, Takoe kak NimHua DSL, 6ecnpoBoaHoOe yCTPOMCTBO U KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMPOKONONOCHOMO MoAema nosib3oBaTeny nokanbHOW ceTn MoryT
nonyyaTb AOCTyn C WHAMBMAYANbHOW MPOBEPKOM MOASIMHHOCTUM K BbICOKOCKOPOCTHLIM CEeTAM
OaHHbIX. O6beauHaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT apPEKTUBHBIN CNOCOO CO3AaHMA OTAENbHbBIX COEANHEHWI C yOAaNEeHHbIM CepBEPOM

ONnAa KaXXgoro noJjib3oBaTternd.

Progressive scan / [porpeccuBHOe CKaHMpPOBaHME — 3TO TEXHONOMNSA npeacTraBneHns
KagpoB B BMAEOHaOMOAEHMM, NPU KOTOPOW KaXabl Kaap BOCMPOM3BOAUTCHA MO OAHOW NIMHUKM B
nopsigke WX pasMeLleHust Kaxkayl LecTHaguaTyl [JOM  CekyHAabl. To ecTb CcHavana
nokasbiBaeTcs NuHUA 1, 3atem 2, 3atem 3 u Tak ganee. Takum obpa3om, n3obpaxxkeHne He BbeTcs
Ha oTAenbHble nonykagpbl. B 3ToM cnyyae nNONHOCTbIO mcyesaeT 3pdeKT MepuaHus, No3ToMy

Ka4eCTBO OTCHATOro BUAeO nony4yaetca ©onee BLICOKMM.

RJ45 — yHUMUUMPOBAHHbLIM pas3béM, UCMOMNb3YyEMblA B TENEKOMMYHMKauusx, umeet 8

KoHTakToB. Mcnonbayetcs ansa cosgaHus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbl.
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Router / MapwpyTtnusaTop — 3TO YCTPOWCTBO, KOTOPOE onpepensder TouKy Onvkanwen

CeTN, B KOTOPYK NMakeT AaHHbIX OOJTKEeH ObITb HanpasJieH KaKk B CBOM OKOH4YaTENbHbIN NYHKT
Ha3Ha4YeHu4. MapmpmisaTop cosgaet  wuvnm nogaoepXxmeaeTt  cneunarnibHyro Ta6n|/|u,y
MapLupyTmn3aumn, Kotopasa CoxXpaHdAeT I/lH(bOpMaLl,I/II'O, KaK TOJIbKO OHa OoCTuraeTt onpepneneHHbIX
NYHKTOB Ha3Ha4YeHUuA. MHorga MapLlpyTmn3aTtop BKIYeH B Ka4decCctBe 4YacCcTu CeTeBOoro

KOMMYTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIM NPOTOKOS B peXUMe peanbHOro
BpeMeHU) — aTO npoTokon IP ong nepefayn gaHHbIX (Hanpymep, ayauo Unu BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke gaHHble, Heobxoanmble Onis
BOCCTaAHOBJIIEHMSI TOflocCa UNN BUAEOM300pakeHns B NPUEMHOM Yy3fe, a Takke OaHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG n 1. n.). B 3aronoBke gaHHOro npoTokona, B 4aCTHOCTH,
nepegarTcsl BpEMEHHas MeTKa M HOMep nakeTa. AT napamMeTpbl NO3BONSIOT NPU MUHUMATbHbIX
3agepXkax onpenenuTb MOpPsSiAOK M MOMEHT OEKOAMPOBAHMST KakKOoro naketa, a Takke
WHTEepnonupoBaTb NOTEPSIHHbIE MaKeTbl. B kayecTBe HmKenexawlero nNpoTokona TPaHCNOPTHOro

YPOBHS, Kak NnpaBuno, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepegayn NOTOKOB B pexume
peanbHOro BpeMeHu) — 3TO NPOTOKON YrNpaBreHusl, KOTOPbIV CIYXUT OCHOBOW AN COrnacoBaHus
TPaAHCNOPTHbLIX NPOTOKOSOB, Taknx kak RTP, MHOoroagpecHon nnn ogHoaapecHon nepegayn n ans
cornacoBaHunsa ucnonb3yembix kogekoB. RTSP MoXHO paccmaTpmBaTb Kak nynbT ANCTAHLMOHHOMO
yrnpaBneHnss NOTokaMu OaHHbIX, NpeaocTaBnseMbiMyM cepBepoMm Mynbtumeana. Cepsepbl RTSP
00blYHO wucnonb3ytoT RTP B KayecTBe CTaHOaApTHOrO npoTokona Ans nepefadv ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatm TMna SD) — cdopmaT kapTbl naw-
namaTv, paspaboTaHHbIN AN UCNONb30BaHWS B OCHOBHOM B MOPTaTMBHLIX YyCTpowucTtBax. Ha
CEroAHSALWHUA [eHb LMPOKO WCMOMb3yeTcs B  UUMPOBbLIX YCTPOMCTBAX, Hanpumep: B
¢oToannapatax, MoOUNbHbIX TenedoHax, KIK, kommyHuMkaTopax wn cmapTdoHax, GPS-

HaBuratopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbLIM 3aTBOP — 3TO 3NEMEHT MaTpuubl, KOTOPbIA MO3BOMSET
perynvpoBaTb BpPEMSI HaKOMIEHWUs JIEeKTPUYecKoro 3apsiga. dTa [geTanb OTBevyaeT 3a
ANUTENbHOCTb BbIAEPXKKM M KONMMYECTBO CBETA, MOMNABLUEro Ha MaTtpuuy nepes opmMupoBaHnem

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / lNpocTton npoTtokon nepegayn NouYTbl) —
npotokon SMTP wucnonb3dyetcs AN OTCbIMKM W MOMYyYEeHUS SMEeKTPOHHOM noyTbl. OaHako
MOCKOMbKY OH SIBNSAETCH «MPOCTbIM» MO CBOEW CTPYKTYpPE, TO OH OrpaHMUYeH B CBOEN BO3MOXHOCTU
No BMECTMMOCTU COOOLLUEHWI Ha MoryYaroLlem KOoHUe, U OH OBbl4HO MCMOoMb3yeTcs C OAHUM U3

AOBYX Opyrmx npoToOKOJI0B, POP3 nnu NPOTOKOJIOM UHTEPAKTUBHOIO A0CTYyNa K 3J'IeKTpOHHOI7I noyrte
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(I'IpOTOKOJ'I |MAP) oTn MPOTOKOJ1bl MO3BOJIAKOT MNMOJIb30BATEJTHO COXPaHATb COO6LL|,€HVIF| B NMOYTOBOM

ALWMKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [lpoTokon 3awuweHHbIX
cokeToB / MpoTOKON TPAHCMOPTHOrO YPOBHA) — 3TW ABa NpoTokona (npotokon SSL asnsetcs
npueMHuKkom npotokona TSL) saBnawTca  kpuntorpadmnyeckumn npoToKoNamu, KOTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B 6onblumHCTBE cnyyaeB npoTtokon SSL ncnonb3yetcs
yepes npotokosn HTTP, 4to6bl chopmmpoBaTb NPOTOKON 3aLMLEHHON nepegayvn runeprekcTa
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOMO, Hanpumep, B VHTepHeTe AN OCyLLeCTBeHns
(OMHAHCOBLIX TpaH3akuu B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnYEecKoro Krtoya, YTobbl NOATBEPXKAATb UOAEHTUYHOCTL CEpBepa.

Subnet mask / Macka nogcetn — GuTOBasd Macka, onpegenswoulasi, kakas 4actb |IP-
agpeca ysna ceTu OTHOCUTCA K adpecy CeTu, a Kakas — K afgpecy camMoro yana B 3TOW CETW.
Hanpumep, ysen c IP-agpecom 192.168.55.160 1 mackon nogcetn 255.255.255.0 HaxoguTca B
cetn 192.168.0.0.

Switch / KommyTatop — KOMMyTaTOpoM S$BMSIETCA CETeBOE YCTPOUCTBO, KOTOpoe
COefVHAEeT CErMEeHTbl CETU BMECTE M KOTOpoe BblOvpaeT MapLupyT AMs Nepecbiikn YyCTPOUCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMyTaTOp sBNsieTcs 6onee npocTbiM U
Gonee ObICTPbIM MEXAHU3MOM, YEM CETEBOW MapLupyTusatop. HekoTopble KOMMyTaTopbl UMET

byHKUMIO MapLUpyTM3aTopa.

TCP (Transmission Control Protocol / [lpoTokon ynpaBneHusa nepegayen) — oguH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbld ONs ynpaBneHus nepenaden
OaHHbIX B ceTax u nogcetsax TCP/IP. TCP - 3aTo TpaHCMNOPTHbLIN MeXaHu3M, NpedoCcTaBsoLWwmm
NOTOK AaHHbIX C NpeaBapuUTenbHOM YCTaHOBKOW COeAMHEHNS, 3a CHET 3TOro AatoLmi YBEPEHHOCTb
B AOCTOBEPHOCTM NONyvyaeMblX OaHHbIX, OCYLLECTBMNSIET MOBTOPHLINM 3amnpoc [aHHbIX B cryvae
noTepn AaHHbIX W yCTpaHseT AybnupoBaHue npu noryvYeHun ABYX KOMUK OAHOro nakerta (CMm.
Takke T/TCP).

TTL (Time to live) — npeaenbHbIi Nepnog BpEMEHU U YMCNO UTEPaLMIA UK NEPEXOO0B,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CylleCTBOBaTb 4O CBOEr0 MCYE3HOBEHUHA. 3HayeHue
TTL mMOXeT paccmMaTpmBaTbCH Kak BEPXHSAS rpaHULa BPEMEHU CyLLleCcTBOBaHuUSA IP-gentarpammbl B
cetu. lNone TTL ycTtaHaBnvBaeTcs oTnpaBuTenemM gentarpaMmmbl U YMEHbLUIAETCSH KaXablM Y35IOM
(Hanpumep, MapLpyTU3aTOpoOM) Ha MNyTU €ro CrnegoBaHWsl, B COOTBETCTBMM CO BPEMEHEM
npebbiBaHWs B OaHHOM YCTPOWCTBE MMM COrnacHo npotokony obpabotkn. Ecnv none TTL
CT@HOBUTCS pPaBHbIM HYrO 4O TOro, Kak gerTtarpamma npubyaeTt B NyHKT HasHaveHusl, TO Takas
aentarpamma otbpacbiBaetcd u  oTtnpasutento otcbiiaetca ICMP-nmaket ¢ kogom 11 —

((npeBbILIJeHI/Ie BpEeMEHHOro nHTepBana».
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UDP (User Datagram Protocol / lpoTtokon pewntarpamm nonb3oBaTtensd) — 370

npoTtokon ofbMeHa [aHHbIMA C OrpaHWYEeHWsIMA  Ha MepecbllaemMble AaHHble MO  CeTw,
ucnoneayowien npotokon IP. TNpotokon UDP gaensetca anbTepHaTuBon npoTtokony TCP.
Mpeumywectso npotokona UDP coctouT B TOM, 4TO ANs Hero HeobssaTenbHa OOCTaBKa BCEX
AaHHBIX N HEKOTOpbIe MakeTbl MOryT ObiTb NPOMYyLEHbl, ECNN CETb NeperpyxeHa. 3T0O 0COGEHHO
yaobHO Npu nepegaye BunageomaTepuanoB B pPEXMME peanibHOro BPEMEHW, NMOCKOMbKY HEe UMeeT
CMbICnia MOBTOPHO MepefaBaTbh YCTapeBLWYK WHGOpPMaUMIo, KOTopas Bce paBHO He Oyget

oTobpaxeHa.

UPnP (Universal Plug and Play) — TexHonorus, nossondwowas nepcoHanbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanpuMmep, OXpaHHOMY 06opyaoBaHuIo,
pasBriekaTenibHbIM  YCTPOMCTBAM WM UHTEPHEeT-LUn3aM) COoeaguHATbCA  Mexay cobon
aBTOMaTMyeckn n pabotatb COBMECTHO udepes3 eauHyk ceTb. [Mnatdopma UPnP ctpoutcsa Ha
OCHOBE TaKMX WHTepHeT-cTaHgapToB, kak TCP/IP, HTTP un XML. TexHonorms UPnP
noaaepxunBaeT ceTeBble MHAPACTPYKTYpbl MpakTUyeckn noboro Tuna - Kak NpoBOAHblE, TaK U
OecnpoBoaHbie. B 1x 4nMcno, B 4acTHOCTU, BXoaaT kabenbHbin Ethernet, 6ecnposogHbie cetn Wi-
Fi, ceTm Ha ocHoBe TenemOoHHbIX NUHWUA, NUHUIA anekTponuTaHus u np. lMoggepxka UPNnP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EpuHbIM yKasaTenb pecypcoB) — 370

CcTaHOapTU3NPOBaAHHbIN cnocob 3anucu ajfpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon NnpoToKon nepegayv JaHHbIX) —
NPOTOKOM, CO34aHHbIn crneumanbHo Ansa GSM-ceTel, roe HYXHO YyCTaHaBnMBaTb CBSA3b
nopTaTMBHbIX YCTPOMUCTB C ceTbto WHTepHeT. C nomowibto WAP nonb3oBatenb MOBGUNBHOroO

YCTPOWCTBA MOXET 3arpyxaTtb U3 ceTu IHTepHeT ntobble UMdpoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmm HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6paysepor, u Bbigatowmn MM HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpanuuen,

n3obpaxxeHnem, annom, Meama-noToKoM Unm ApYrMMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «becnpoBogHasi TOYHOCTb») — TOpProBas Mapka
npombiwnenHon rpynnel «Wi-Fi Alliance» gns 6ecnpoBogHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlboe obopygosaHue, cooTBeTcTBylOWee cTaHgapTty |EEE 802.11, moxeT ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus cooOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 370 6ecnpoBogHas nokanbHasi CeTb, UCMOMb3yloLas B
Ka4yeCcTBe HOCUTENS pPaaMOBOIIHbLI: 6ecnpoBOgHOE MOAKIIOYEHME K CETU KOHEYHOrO NOoNb30oBaTenNs.

[1ns oCHOBHOW CeTEBOM CTPYKTYPbI 0OLIYHO MCMONb3yeTcs kKabenbHOEe coeguHEHME.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHauYeHHbIN 49 NoslyaBTOMaTUYeCKOro

co3gaHunA 6eC|'IPOBO,EI,HOl7| JoMallHen ceTu. HPOTOKOJ'I npn3BaH OKa3aTb MOMOLLb NOJ1Ib30BATENAM,
KOTOpble HEe obnapatoT LUIMPOKNUMMN 3HaHNAMU O Oes3onacHoCTN B 6eCI'IpOBOD,HbIX ceTdax, U Kak
cnencrteme, UMerT CNOXHOCTU Npu OCyLeCTBINEeHUN HaCTpOeK. WPS aBTomaTnyeckn obo3HavaeT
MMA Ccetn n 3agaet LIJI/I¢)pOBaHVIe, ana 3awnTtbl OT HECAHKUMOHMPOBAHHOIO AOCTyna B CeTb, Npu

3TOM HET H606XO,EI,I/IMOCTI/1 BPY4YHYHO 3alaBaTb BCE NMNapaMeTpbl.

Anroputm cxaTusi BUOeo — 3TO MeToaMka YMeHbLUeHWst pasmepa daiina umndpoBon
BMOEO3annMcu MocpeacTBOM  yAaneHust rpaduyeckmx SnemMeHToB, He  BOCMPUHMMAaeMbIX

4yenoBe4yeCKM rna3om.

BapudokanbHbil 06bLEKTUB — OOBLEKTMB, MO3BOMSIOLWMIA MCMOMb30BaTh pPasfnyHble
hOoKyCHble pacCTosiHUsi B MPOTMBOMOMOXHOCTE O0OBbEKTUBY C  (PMKCMPOBAHHBLIM  (DOKYCHbLIM

pacCTOsIHUEM, KOTOPbIV UCMONb3YeT N OAHO PaccTosiHME.

Butas napa — Buag kabens cBs3W, npeacTaBnsieT coboW OAHY WNM HECKoNbKo nap
N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLIThIX MIACTUKOBOW O0GOMOYKOMN.
CBvBaHME NPOBOAHWUKOB MPOU3BOAUTCS C LIENbO0 MOBbILEHUS CTEMEHW CBA3M Mexay cobol
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHMTHasi noMexa OfIMHAKoBO BNusieT Ha o6a nposoaa napbl)
N MOCNEAYIOLWEro YMEHbLUEHNUS 3NEKTPOMArHUTHbLIX NMOMEX OT BHELUHUX WCTOYHWMKOB, a Takke

B3aMMHbIX HAQBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

Bbigepxka — MHTEepBan BpeMeHW, B TeYeHMe KOTOpPOro CBET BO3OEWCTBYET Ha y4acTok
CBETOYYBCTBUTENBHOrO MaTepuarna Wnu CBEeTOYYBCTBUTENbHOW MaTpuubl ANs COOOLLEeHUs emy

onpenenéHHon aKcnosnunn.

[eTeKkTop ABMXKEHUSA — 3TO annapaTHbii NGO NPOrpaMMHbIA MOAYSb, OCHOBHOW 3agaven

KOTOPOro ABndeTcs o6Hapy>|<eH|/1e nepemMeLlarlnxca B none 3peHnd Kamepbl 0OBbEKTOB.

[eTekTop caboTtaxa — 9TO NMPOrpamMMHbIA MOAYMb, KOTOPbIA MO3BONsieT ObHapyxuBaTb
TakMe cuTyauuu, Kak: pacOoKyCUpOBKa, NEpeKpbITUE UK 3acBeYMBaHUE U300paKeHns, OTBOPOT
Kamepbl, 4YacTuyHas noTtepst curHana. [NpuvHUMn OencTBUsi OCHOBAH Ha aHanu3e B pexume
peanbHOr0 BPEMEHM W3MEHEHMSI KOHTpacTa JfoKamnbHbiXx obnacten kagpoB W3 BMAEONOTOKA,
nosly4aemMoro ¢ Teriekamepbl-getektopa. [letektop caboTaka aBTomMaTUYECKN BbiOMpaeT obractu
KagpoB, MO KOTOPbIM HEOBXOAMMO OUEHMBaTb M3MEHEHME KOHTPACTHOCTU BO BPEMEHU WU, ecrnv
N3MEHEHME KOHTPACTHOCTM B 3TuUX obGnactax npesBblllaeT HEKOTOPbIi OTHOCUTENbHbIA MNOpPOT,

NPUHNMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Owvacdparma (ot rped. didphragma — neperopopgka) — 310 oTBepcTne B 0ObekTuBe
Kamepbl, KOTOpoe perynupyeT KONMuMYecTBO CBeTa, nonajawlwero Ha martpudy. W3meHeHne
pasmepa guadparMbl MO3BOMSET KOHTPONMPOBaTb LUEnbld psad nokasaTtenen, BaXHbIX A5

nony4yeHuna Ka4yeCTtBeHHOro |/|306pa>KeH n4.
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[loMeHHOe UMs — 3TO onpefeneHHas bykBeHHasi nocrnegoBaTenbHOCTb, 0603HavatoLLasn

nMma canTta unu ncnonbldyemad B UMEHaX JJIEKTPOHHbIX MOYTOBbIX ALLUMKOB. ﬂOMeHHbIe MMEHa
0aloT BO3MOXHOCTb agpecaunn UMHTepPHEeT-y3r0oB U pPacroJyioOXEeHHbIX Ha HUX CETeBbIX pecypcoB

(Beb-cantoB, cepBepOB AMEKTPOHHON NOYThI, APYrMX cnyx06) B yaobHom anga yenoseka opme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTtBo, obecneymBarollee MNOACBETKY oObekTa

HaGJ'II'O,EI,eHI/IFl C nsny4yeHnem B I/IH(bpaKpaCHOM Onana3oHe.

Kamepa «aeHb/HOUYb» — 3TO BUAeoKkaMepa, npeaHasHavyeHHast Ans paboTbl KPYrinocyTO4YHO
B pa3HbIX YCMOBUSIX OCBELLEHHOCTU. B ycrnoBumax sipkoi ocBeLeHHOCTU n3obpaxeHue useTHoe. B
TEMHOE BpEMsi CYTOK, KOrga sipkuiA CBEeT NponagaeTt, M HauMHalTCs CyMepku, mnsobpaxeHue

CTaHOBUTCA qepHo—6enoe, B pe3yJibTaTe 4ero noBbillaeTCcA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsisan Kogek aTo obbldHO Koaep/aekonep. Kogekn ncnonb3yroTca B
WHTErpMpoBaHHbIX LENnsaX WM MUKpocxemax pAns npeobpa3oBaHVs aHanoroBbiX BUOEO- U
ayamocurHanoB B umdpoon dopmat ana nocnegywouwen nepegadn. Kogek takke npeobpasyer
npuHMMaemMble UNMPOBbIE CUrHanbl B aHanoroebli ¢opmat. B kogeke opgHa MUKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHWs aHanoroBoro curHana B UMdpoBon M LMPOBOro curHana B
aHanoroBbIn. TepMuH «Kogek» Takke MOXeT OTHOCUTBCH K KOMNpeccumn/gekoMnpeccun, n B aTom
crny4vae oH 06bl4HO O3HA4YaeT anropuTM UNN KOMMbIOTEPHYIO NPOrpaMmmy AN yMeHbLleHus obbema

dhainos 1 nporpamm.

HOpMaanO 3aMKHYTbIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTopasda B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbIE.

HOpMaanO PAa3OMKHYTble KOHTaKTbl — TakKad KOHCTPYKUMA OaTyuka, KOTopad B

NacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

O6G1bLEeKTUB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHayeHHas ans

CbOKyCI/lpOBKI/I NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHoOweHne curHan/lym — YMCNEHHO onpeaensieT coaep)XaHwe napasuTHbIX LLIYMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblue 3Ha4yeHMe OTHOWEHMSA curHan/wym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKEHUI nMmeeT V|306pa>|<eHV|e.

Mukcenb — 3TO 0HA M3 MHOXECTBA TOYEK, COCTaABNSAOLLMX LI,I/ICprBOG M306pa)KeHMe. LlBeT

N UHTEHCUBHOCTb KaXX0ro nmuKkcesnsa coctaBndeT KpOoLIeYHYyto obnactb I/I306pa)KeHI/Iﬂ.

Mpokcu-cepeep (Proxy - npeacraBuTeNnb, YNOJIHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHbIX CEeTAX, MO3BOMANOLWAA KIWEHTaM BbIMOMHATb KOCBEHHbIE 3anpocbl K ApYyrum
ceteBbiM cnykbam. CHayana KNMeHT MOAKIIOYaeTCs K NPOKCU-CEpBEPY U 3anpalinmBaeT Kakou-
nnbo pecypc, pacnonoXeHHbIN Ha Apyrom cepeepe. 3aTteM Npokcu-cepeep NnBo nogknovaeTcs K

yKazaHHOMY cepBepy M Mony4YaeT pecypc Yy Hero, Nvbo Bo3BpallaeT pecypc U3 COGCTBEHHOro
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KaLlla. I'IpOKCM-cepBep NO3BOSISIET 3aLMLLATb KIMEHTCKUN KOMMbKOTEP OT HEKOTOPbLIX CETEBbIX aTakK

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KIMMEHTa.

MpoTtokon — cTaHgapT, onpedensAlwWmMn noeegeHne QyHKUMOHanNbHbIX 6510KOB npu
nepegade AdaHHbiX. Popmanu3oBaHHble MpaBuna, onpeaenstowme nocrneagoBaTenlbHOCTL W
dopMaT COOOLLUEHU, KOTOPbIMU OOMEHMBAIOTCS CETEBbIE KOMIMOHEHTbI, Nexalwue Ha OAHOM

YPOBHE, HO B Pa3HbIX y3nax.

PaspelueHne n3obpakeHUss — 3TO KONMMYECTBO NUKcenen (ToYek) Ha eauHuLy nnowaam
n3o6paxeHusi. MamepsieTcss B Meranukcensix unv otobpaxaeTtcs B BUAe ABYX BENMUYMH — BbICOTbI U

LUMPUWHBI N306paxeHus. BeicoTa 1 WpuHa Takke B JAaHHOM CryYae U3MepsitoTCsi B NMUKCENSIX.

PyyHasa anacpparma — npoTMBOMNONOXKHOCTL aBTOMaTUYeCKon anadparmbl, T.€. HACTPoOnKa
anadparMbl  Kamepbl AOMKHA BbINOMHATBCA BPYYHYHO AONS perynMpoBKM KONM4YecTBa CBETa,

AJocTturarowiero 4yBCtBUTENIbHOIoO 3fieMeHTa.

CBeTocuna o6beKTUBA — 3TO XapaKkTepucTuka, nokasblBaroLlasi, Kakoe KonmyecTBo cBeTa
cnocobGeH mnponyckaTtb AaHHbI 00bekTnB. Yem Oornblle MakCUMarbHbIA AMaMeTP OTKPbITOM
anadparmbl (MM, COOTBETCTBEHHO, YeM MeHbwe F-yucno), Tem Gonblliee KONMMYECTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O NNOCKOCTb, N TEM BblLLE CBETOCUI1A obbekTuBa.

Cumnnekc - npu CUMMIEKCHOM CBSA3N CETEBOM Kabenb WM KaHamn CBSA3NM MOXeT

MCNoNnb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TONMbKO B OOAHOM HanpasieHunn.

YnuyHas Buaeokamepa — 3TO kamepa BuaeoHabnodeHusi, koTopasi obnagaet Bcemu

HeobxoaAnMbIMUK XapakTepnuctnkamm 3allnTbl OT BITUAHUA BHELUHeNn cpeabl And pa6OTbI Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOoTopas pAaeT uBeTHoe u3obpaxeHue. [lo
onpeaeneHnio MaTpuubl Bugeokamep YepHo-benble, a ans nonyvyeHus LBETHOro msobpaxeHus
BO3MNe KaXKAOW A4Yerkn MaTpulbl OpMUMPYOTCA LBETHble hunbTpbl. NepBbin UAbTP NPUBHOCUT
KpacHY0 COCTaBNAOLLYIO LiBETA, BTOPOW 3EMEHYI0, a TPETUN CUHIOW. Taknm o6pasom, Tpy S4enku
CTaHOBATCS OAHOWM Toukon B uBeToBoM opmate RGB. CniegoBaTtenbHO, BMECTO Tpex NMUKcenemn

Ha pe3ynbTUPYOLLEM U300paKeHUN Mbl MONy4YaeM TOSbKO OAMH.

AnekTpomexaHnyeckun WUK-cbunbTp — npepcraBnder cobor YCTPOMCTBO, KOTOpoOe
CMOCOGHO B OOHOM pexume noaaeBnAaTb MHPaKpacHbI Anana3oH nNpy NoMowy MHpakpacHoro
WK-dpunbTpa, a B apyrom pexmme VK-cunbTp ybrpaeTca anekTpoMexaHuyeckn, Takum obpasom,

aenasa AOCTYNHbIM BECb CNEKTP CBETOU3NTYYEHNA.
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