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1 ObLUWME CBEOEHUA

1.1 Bugeokamepa npegHasHayeHa Anis paboTbl B COCTaBe KoOMIrekca
BunaeoHabnogeHna  Ond HENPEepbIBHOW  TpaHCcnauMM  Buaeou3obpakeHus
C OXpaHseMOW  30Hbl  Ha cUCTeMbl  OTOBpaxeHWd,  3anucu,  XpaHeHus
N BOCMpou3BeAeHns Buaeon3obpaxeHus.

1.2 Bugpeokamepa  npegHasHadeHa TONbKO  Ans NpodpeccmoHarnbHOro
NCMNONb30BaHUSA N paccyMTaHa Ha HeNPepbIBHYHO KPYrIIOCYTOYHY paboTy.

1.3 Bugeokamepa npeaHasHayeHa TOSbKo ans paboTol B XKUIbIX,

KOMMeEPYECKUX N npomn3BoaCcTBeHHbIX 30HaX.

U4 .
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2 TEXHUHECKUE XAPAKTEPUCTUKH

OCHOBHbIE TEXHUYECKME XapakTepuctnukn wm3genna npeancrasrieHbl HWXKe

(Tabnvua 2.1).

Tabnuua 2.1 — OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKN*

Kamepa

MaTtpuua

1/2,9" KMOT1

PaspellueHune BngeonsobpakeHms

2688x1520 nukcenen

Cucrtema ckaHnpoBaHus

[MporpeccuBHas

CkopocTb 3aTBOpa

ABTO/PyyH., 1/3~1/100000 c

MunHumanbHasa oCBELLEHHOCTb

0,005 ntokc/F1.4 (LiBeTHOM pexunm);
0 mokc (MK-nogceeTka BKI1.)

COOTHOLLEHNE «CUTHAN-LUYM» bonee 56 nb
BuaeoBbixon HeTt
OcobeHHoCTH

[anbHocTb VK-noacBeTku 50 m

[1eHb-HO4b

AsTo (ICR)/UBeT/M/b

KomneHcauma gooOHOBOW 3aCBETKU

BLC/HLC/WDR 120 gb

BanaHc 6enoro ABTO/PyyH.
PerynupoBka ycuneHus ABTO/PyYH.
LLlymonopasneHue 3D

Macka KoHMaeHUManbHOCTH J[10 4 30H

Ob6beKkTmB

Tun obbekTmBa

2,8 MM, (bUKCUPOBAHHbIN

MakcumanbHoe packpbiTne
Anadparmbol

F1.4

“ % SEC.RU
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Yron o63opa

[op.: 107°, BepT.: 56°

Bugeo

MeTopg cxaTtunsa BugeocurHana

H.265/H.264/MJIPEG

dopmat BrnaeonsodbpaxxeHus

AMn(2688x1520/2560x1440)/
3Mn(2304x1296/2048x1536) /
1080P(1920x1080) / 1,3Mn(1280x960) /
720P(1280x720) / D1(704x576/704x480) /
VGA(640x480) / CIF(352x288/352x240)

YacTtoTa kagpos

OCHOBHOW NOTOK

1 ~ 25/30 k/c (4Mn)

[lononHUTENbHbLIM NOTOK

1 ~ 25/30 k/c (D1)

[lononHUTENbHBIN NOTOK 2

1 ~ 25/30 k/c (720P)

CkopoCTb nepeaayn JaHHbIX

3 kbut/c ~ 8192 k6ut/c (H.264),
3 kbut/c ~ 8192 kbut/c (H.265)

3BYK

MeTop cxaTusa ayanocurHana

G.711A/G.711MU/AAC/G.726/PCM

AyauokaHan 1 Bxona, 1 BbIxoa
MwukpodooH BcTpoeHHbIN
BunaeoaHanutuka

BugeoaHanutnyeckne doyHKumm

[lepeceyeHne nUHUK, KOHTPOSib obnacTw,
Knaccudgukaumss obbektoB  (Yenosek  /
TpaHCNOPTHOE CPEACTBO)

[eTekuus

OOHapyxeHne [OBWXeHWsl, 3akpbiTne /
pacoKycMpoBka OObEKTMBA, W3MEHEHME
CLIEHDbI

O deKkTUBHbIE 30HbI BU3yanbHOro pasnuyeHuns odovekros (BS EN 62676-4)**

O6HapyxeHue (25 nukcenen/m)

[0 63,6 m

HabnogeHwe (63 nukcens/m)

[0 25,4 m

“ % SEC.RU
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PacnosHaBaHue (125 nukcene/m) | go 12,7 m
NaoeHtndoukaumsa (250 nukcenen/m) | oo 6,4 m

CeTb

Ethernet 10/100 Base-T, RJ-45

CoBMeCTUMbIN NMHTEPHET Bpay3ep
Beb6-uHTEpdenca

Internet Explorer ans Windows

Wi-Fi HeTt
IPv4, IPv6, HTTP, HTTPS, TCP, UDP, ARP,
RTP, RTSP, RTCP, RTMP, SMTP, FTP,
[MpoToKonbl SFTP, DHCP, DNS, DDNS, QoS, UPnP,

NTP, Multicast, ICMP, IGMP, NFS, PPPoE,
802.1x, SNMP

CtaHpgapTbl obMeHa

ONVIF (Profile S/Profile G/Profile T), CGl,
P2P, Milestone, Genetec

MakcnmanbHoe KONM4YecTBO
OAHOBPEMEHHbIX NOAKNHYEHUI
K BeB-UHTEPhency

20

[on. pasbembl

Cnort KapTbl NaMATH

Micro SD, He bonee 256 [0

TpeBOXHbIN BXOA, BbIXO4

1 Bxona, 1 BbIxoa

[‘po3o3awmTta

YpoBeHb HanpsbkeHus 3awmTsl Up | 4 kB
OObwume ceBepeHUs

KonnyectBo oaHOBpPEMEHHO 3

TpaHCITnpyembiX BUOEOMNOTOKOB

HanmeeHme ANEeKTponnMTaHnA

12 B noCcTOAAHHOro TOKa

[MoTpebnaemasi MOLLHOCTb

He 6onee 8,3 BT

NutaHne PoE

IEEE 802.3af

“ % SEC.RU
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[unana3oH pabounx TemnepaTyp Ot -40 °C po +60 °C

OTHOCUTEnNnbHaA BNAXXHOCTb
0110 % 4o 95 %

BO3ayXxa

CteneHb 3awmTbl 060NM04KN IP67
AHTMBaAHAaNbHasA 3awWwmTa IK10

[[@abapuTHble pa3mepbl 89,1x111,7x111,7 mm
Macca 0,516 kr

CoBMecTMOCTb € akceccyapamu | BR-106, BR-205

*TexHn4yeckne XapaKTeEPUCTUKN MOTYT OTIIMYHATbCA OT 3aABJ1I€HHbIX.

**B ycnoBusix 4OCTAaTOYHOM OCBELLEHHOCTM M NPU OTCYTCTBUN HEONAronpusiTHbIX
norogHbix ycnosun. OGHapyXeHne — OBHapyXeHWe OBWKEHUS WU Hanmuus
obbekta B kagpe. HabniogeHwe — onpegeneHne OCHOBHbBIX XapaKTepucTUK
obbekTta. PacnosHaBaHue — pacrno3HaBaHWE XapakTePUCTUMK U y3HaBaHue
obbekta Mo BM3yanbHbIM Mpu3HakaMm. WpoeHTudukauusa —  ycTaHOBREHME
NTMYHOCTU/HOMEPHBIX 3HAKOB aBTOMOOMIS.

\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru
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3 KOMIMINEKTHOCTb

CoctaB wusgenus npn NoCTaBKe (KOMI'IJ'IeKT NOCTaBKN BI/Iﬂ,eOKaMepbl)

npeacraesneH Huxe (Tabnuua 3.1).

Tabnuuya 3.1 — KomnnekT noctaBku*

HanmeHoBaHue O6o3HavyeHue Kon.
Buaoeokamepa «BOLID VCI-242» AUOP.202119.010 1 Wr.
5%'85%‘%3"321023“"””3’3Ta””“ SACIMA | ALLOP.202119.010 PO | 1 aka.
Hakneinka moHTakHasa « Tpadapet 1w,
ANsi KpenneHnst Buaeokamepbl»

Haknenka nidpopmupyrowas «Benerca 1w,
BMAeoHabnoaeHne»

[epmeTuYHas kabenbHas mydTa 1 wr.
LUypyn 4x25 3 wr.
[obenb 6x25 3 wr.
Kntou T10 «3BE3ao4ka» 1 wr.

*O6opyaoBaHMe MOXET OTNINYATLCS MO KOMMEKTaLUMK.

U4 .
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4 KOHCTPYKUUA

BHeLWHUN BUAO M OCHOBHbIE 3rIeMEHTbI BUAEOKaMepbl NpeacTaBnNeHbl HUXe
(PucyHok 4.1).

Avoabl NK-noaceeTku, N OaTynk OCBELLIEHHOCTU NO3BONSAIOT
OCYyLEeCTBNATb BUAEOHabNogeHNe B YCNOBUAX HA3KOW OCBELLEHHOCTH.

O6bekTnB € PUKCMPOBAHHBIM (OOKYCHbIM pPacCTOsiHUEM npefHa3HaveH
ANS co30aHus BUAEOKaMEPON OEeNCTBUTENBHOIO ONTUYECKOro n3obpaxkeHus.

Kabenb Bugeokamepbl SABNSETCS KOMOMHMPOBAHHBIM UM BKIOYaAET B cebs
ceteBoM Kabernb, kabenb nuUTaHWA, ayamo Kabenb W TPEBOXHblE KOHTaKTbI
(PucyHok 4.1).

BcTpoeHHbIN MUKPOOH

_— __ MoHTaxHoe ocHoBaHe

Kopnyc

T

Ob6bekTuB

»

[voa Kabenb

MNK-noaceeTku

\
W

W
PucyHok 4.1 — BHelwHWI BUA 1 OCHOBHbIE 3f1IEMEHTbI BUAEOKaMepbl

BHyTpn Kopnyca ycCTpOMCTBa HaxoO4MUTCS KHOMKa annapaTHoro cbpoca
(RESET) n cnot gnsa kapTel namatn «Micro SD».

KHonka annapatHoro cbpoca (PucyHok 4.2) ucnonb3yeTtca ans Bo3spaTta
K HAacTpoukam Mo ymon4daHuio. Ecnn HaxaTtb v yaepxumBaTb 3Ty KHOMKY B TeYeHue
5 cekyHA, KOHUrypauus CUCTeMbl BEPHETCS K 3aBOACKMM HAaCTPOMKaM.

Kapta namatn «Micro SD» (PucyHok 4.2) (He BXoguUT B KOMMMEKT

I'IOCTaBKI/I) MCMNOJIb3YETCA AJ14 3alnc BUOEONOTOKa.

U4 .
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PVICyHOK 4.2 — PacnonoXeHne KHOMKK arnnapatHoro 06poca 1 CIrioTa Ansa KapTbl
NnamMmAaTn

U4 .
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5 MOHTAX U AEMOHTAX
5.1 MEPbI BE3ONACHOCTU

1. Kpabote cwusgennem pgonyckaetca  KBanuMUUMPOBAHHLIM  MepcoHan,
N3y4YMBLLMI HaACTOsILLEE PYKOBOACTBO.

2. Bce paboTtbl No MOHTaxXy W Hanagke npou3BoauUTb C cobnogeHnem
TpeboBaHUN  OENCTBYOLWMX  HOPMATUBHBLIX  AOKYMEHTOB MO TEXHUKE
B6e3onacHocTn.

3. Jlnua, npousBoasLIMe MOHTaX M Hanagky, OOSDKHbI MMeTb YOOCTOBEpPEHue
Ha npaBo paboTbl C AneKkTpoycTaHoBKamu HanpsxkeHnem go 1000 B.

4. MoHTaX Npon3BOaUTb TONLKO NPU OTKNKOYEHHOM Hanps>KeHUU nMuTaHus.

5. [Ans MoHTaxHbIX paboT HeobxoaAnMMO MCNONb30BaTh UCMpaBHbLIN, Ge3onacHbIn
N YyOOOHbIN MOHTaXXHbIN MHCTPYMEHT.

6. MoHTax npon3BoAnTL TOMBKO Ha YMCTOW, CyXOM YCTAHOBOYHOW MOBEPXHOCTU
Npwn OTCYTCTBMM aTMOCEepPHbIX OCaAKOB, MOBbLILLEHHOW BNaXHOCTU W UHbIX
HebnaronpUATHLIX YCITOBU.

7. Bce Bngbl paboT ¢ nuagenuem Bo BpeMs rpo3bl 3anpeLuarTcs.

8. MoHTax npousBoguTb ©e3 NoBpeXOaeHNA  KOHCTPYKUUW.  BbINONHEHHbIN
MOHTaX [ofmkeH obecneymBatb rePMETUYHOCTb BHYTPEHHEW KOHCTPYKLMU
N SNEKTPUYECKOro NOAKMIYEHUS BUaeOKaMepbl.

9. Heobxogumo wucknounte obpasoBaHue, nonagaHue Wnu BO3OENCTBUE
KOHOEeHcaTa, oanekTpopaspsiga, CTaTUYecKoro  anekTpuyecTBa,  rpsiau,
XXWOKOCTU, OMacHbIX BELLECTB W Mycopa Ha NMOBEPXHOCTWU, Ha 3JIEKTPOHHbIX,

onTNUYECKUX, KOHCTPYKTUBHbIX N JNIEKTPUHECKNX dNTEMEHTAX BUAEOKaMeEpPbI.

5.2 MoaroToBKA U3OENUA K MOHTAXY

BHUMAHWE!
3anpeljaeTcsa MNepeHocuTb, AepXaTb, 3akpenndartb, nogBeLmBaTh
Bugeokamepy 3a kabenib — 9TO BedeT K MnoTepe rapaHTMmM U NOSIOMKe
yCTpouncTBa.

U4 .
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BHMMAHWE!

Cneuuwanuct no MOHTaXy, rnpu HeobxoaMMOCTN, MOXET WMCMNONb30BaTb
MHYIO TEXHOJIOTMIO YCTAaHOBKU W KpeEneXHble 3J1IeMeHTbl, HE BXOAsALlne
B KOMIUJIEKT MNMOCTaBKN, €CJin 3TO HE HapyLllaeT KOHCTPYKUUIO, HE BITUAET
Ha pa60Ty yCTpOVICTBa n obecneymBaeT Ha4EeXXHOCTb CUCTEMBbI.

Boibepute tUn kpennenus (Tabnuuya 5.1), obecneymsarowmnm Hambonee
aopeKkTMBHOE pacrnonoXxeHne BUOEOKaMeEpPbl B 3aBUCMMOCTU OT peLlaemMomn

3agauw.

Tabnuua 5.1 — Tunbl KpenneHusa BUaeoKamepsbl

Twn kpennexns ’ MoHTaxHas kopobka ‘ KpoHwTenH MpumevaHne
- - CraHpgapTHoe
lMoTonoyHoe e ‘5
LS opu3oHTanbHas opueHTaums
BR-205
ANy
- - BepTukanbHas opvieHTaums
BR-205
HacTteHHoe ,
-
- ) "opu3oHTanbHas opveHTaums
BR-106

Bbibepute MecTo KpenneHuss Buaeokamepbl C Yy4ETOM rabapuTHbIX

pasmepoB u3genuna (PucyHok 5.1) wunypobctBa paboTbl C MOHTaXHbIM

MHCTPYMEHTOM.
41.0 eI
S NN 2109.9
A A " ”"U ‘I //’/ \ N\ \I//—
| ] /7 \ ©98.2
l i ™
o \ ’5 / \ |
= ‘ |-‘,‘ + I 3047
I“\ "‘; \Q. /‘: ,Ji’/
N\ / \\ \, (%)/) ///
N\ / N
S \‘-\ e '
Y N \\\ /

PucyHok 5.1 — NabapuTHble pa3mepbl Buaeokamepbl

Y6eouTtecb, 4YTO MOHTaXHasi TMOBEPXHOCTb CMOCOOHa BblAEPXUBATb

TPEXKPATHBLIN BEC KamMmepbl N KPOHLUTENHA.

U4 .
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BHAMAHWE!

Mpwn MOHTa)e NpPoBOAAa SMEKTPONUTAHUS U BbIXOAOB cnedyeT OCTaBUTb
[0OCTaTOYHOE MPOCTPaAHCTBO A1 FIerkoro Aoctyna npuv ganbHenwem
obcnyxnBaHumM ycTponcTea.

5.3 MOHTAX

BHUMAHUE!

MoHTaX n nyckoHanago4yHble paboTbl N34enus, BKAOYaa PerynmnpoBky
obbeKkTMBa, nMPOBOAUTL MpPU OKPYXKAalOLEN TemrepaTtype He HUXe
ntoc 10 °C, OTHOCUTESNIbHOM BRaXHOCTUM Bo3gyxa He Bbiwe 80 %,
Npwv OTCYTCTBMM  MOBbILEHHOrO  UCNapeHuss 1 napoobpasoBaHuS,
ycuneHHon subpaumn.

5.3.1 MNoTono4yHoe KpensieHne BuageoKamepbl

1. Cnomowbio  KKO4a U3 KOMMMEKTa MOCTaBkM  OTCOeMHUTE  Kopnyc
OT MOHTa)XHOro OCHOBaHUS BUOeOKamepbl.

2. Vlcnonb3ya TpadapeTt U3 KoMmnrekTa nocTtaBkuM BUaeoKamMmepbl, OTMETbTE TOYKU
KpensieHns Ha yCTaHOBOYHOW MOBEPXHOCTU W npocBepnute 3 OTBEpCTUSA
(anameTp 6 MM, rnybuHa He meHee 25 MM) B YCTAHOBOYHOW NOBEPXHOCTM.

3. Ncnonb3ya KpenexHble 3reMeHTbl W3 KOMMeKTa MoCTaBKu, 3akpenuTe
MOHTa)XHOEe OCHOBaHMEe Ha YCTaHOBOYHOW MOBEPXHOCTMW.

4. MNMpucoegnHnte  KOpPNyc K MOHTa@XHOMY  OCHOBaHUIO BuaeoKkamepbl

(PncyHok 5.2).

£

PucyHok 5.2 — [oTonioyHoe KpenneHue Buaeokamepbl

v N\ .
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5.3.1.1 NMoTono4Hoe KpensneHue BUAeoKamepbl HA MOHTaXXHYK KOpPOOKyY

MOHTaXHON  KOPO6KM

BHewHun Bug  mrabaputHble  pasmMepbl

npeacTtasneHbl HWXKe (PucyHok 5.3).

4,5 MM

?106,0 MM
@70,0 MM

8,0 MM

~G3/4

)
5 MM

LJ
g

|

35,0 MM

AWAYIY

. 1M32mm | N7
~ & ‘ @5,5 MM
8,5 MM

y, ?111,2 MM

S\

(374

082,4 MM

P
A

N 0840 mm N
98,0 MM

PucyHok 5.3 — MoHTaxHas kopobka BR-205
TOYKM KpenneHus

1. Wcnonb3ysl ~ MOHTaXHyl0  KOpOOKy, = OTMeTbTe

Ha YCTaHOBOYHOW MOBEPXHOCTU N NpocBepnuTte 3 oTBepCTUsa (guameTp 6 M,

rnybuHa He meHee 25 MM) B yCTAaHOBOYHOW NOBEPXHOCTMW.

kabenb OT BnaeoKamMmepbl BHYTPb MOHTaXXHOM

2. AKKypaTHO nNpOTOSIKHUTE
KOPOOKKN 1 3aKkpenuTe BUAEOKaMepPY Ha MOHTaXXHOM Kopobke (PncyHok 5.4).

PucyHok 5.4 — INoTono4Hoe KpenneHne BuaeokaMepbl HA MOHTaXHYH KOPOOKY

CkauaHo c sec.ru
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5.3.2 HacTeHHOe KpenneHue BuaeoKamepbl

1. Cnomowbio  KM4Ya U3 KOMMMeKTa MOoCTaBkM  OTCOedMHUTE  KOpnyc
OT MOHTa)XHOro OCHOBaHUS BUOEeOKaMepbl.

2. Vicnonb3ya TpadapeT M3 KoMNnekTa NocTaBkn BUAeOKaMepbl, OTMETbTE TOYKU
KpenmneHns Ha yCTaHOBOYHOW MOBEPXHOCTU W npocBepnute 3 OTBEepCTUd
(anameTp 6 MM, rnybuHa He meHee 25 MM) B YCTaHOBOYHOW NOBEPXHOCTM.

3. icnonb3ya KpenexHble 3feMeHTbl W3 KOMMAEeKTa MOCTaBKKu, 3akpenute
MOHTa)XHO€e OCHOBaHMWEe Ha YCTaHOBOYHOW MOBEPXHOCTMW.

4. MNpucoegnHnte  KOpPNyc K MOHT@XHOMY  OCHOBaHMIO BYaeoKamepbl
(PucyHok 5.5).

PucyHok 5.5 — HacteHHOe kpenneHne Bngeokamepbl

5.3.2.1 HacTteHHOe KpenneHue BuaeoKamMmepbl HA MOHTaXHYH KOpPOOKy BR-
205

BHewHun Bua v rabaputHble  pasMepbl  MOHTaXHOM  KOPOOKK

npencraBneHsl HUxe (PucyHok 5.3).

U4 .
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4.5 Mm

8,0 MM

G3/4
. @106,0 MM

@70,0 MM
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PucyHok 5.6 — MoHTaxHas kopobka BR-205
1. Ncnonbays MOHTaXXHYHO KOpOOKy, OTMETbTE  TOYKM KpenneHus

Ha YCTaHOBOYHOW MOBEPXHOCTM U NpocBepnuTe 3 oTBepcTUs (AMameTp 6 MM,

rnybvHa He MeHee 25 MM) B yCTaHOBOYHOW MOBEPXHOCTY.

kabeno OT BnaeoKamMmepbl BHYTPb MOHTaXXHOoM

2. AKKypaTHO MpOTOSKHUTE
KOPOOKKN 1 3aKkpenuTe BUAEOKaMepPY Ha MOHTaXXHOM kKopobke (PncyHok 5.7).

PucyHok 5.7 — HacTeHHoe KpensnieHne BugeokaMmepbl HA MOHTaXXHOW KOpoOke

5.3.2.2 HacTteHHOe KpenneHue Buaeokamepbl Ha KpoHwTenHe BR-106

BHUMAHWE!
KpoHwTenH BR-106 He BXOAUT B KOMMNSIEKT NOCTaBKM BUOEOKAMeEpbI.

BHelwHun Bua n rabaputHble pasMmepbl KPOHLWITENHA NpeAcTaBreHbl HUXe
(PucyHok 5.8).

CkauaHo c sec.ru
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76.0

4-M4 90° BQU
/ #94. 0

269.0
SN |44 900 BQu

160.0

PucyHok 5.8 — BHewWwHUI BUg, 1 rabaputHble pa3mepbl KpoHwTenHa BR-106
1. OcnabbTe UKCUPYIOLMA  BUHT U OTCOEAUHUTE MOHTAXHYK MNNacTUHY
OT KpoHwTenHa (PucyHok 5.9).

2. MCI'IOJ'Ib3yF| MOHTaXHYHo nnaTuHy, OoTMEeTbTe TOYKN KpenjieHnd

Ha yCTaHOBOHHOVI NOBEPXHOCTMN.

3. lMNpoceepnute 4 oTBepcTua (amametTp 6 MM, rmybuHa He meHee 25 MMm)
B YCTA@HOBOYHOM MOBEPXHOCTU W BCTaBbTe B HUX [Alobenu Kn3 KoMmnnekra

NOCTaBKU KpOHLUTeVI Ha.

4. Cpenante CKBO3HOE OTBEpCTUE B YCTAHOBOYHOWM MOBEPXHOCTM ANSA BbiBOAA

kabens K BnaeoKamepe.

MoHTa)XHas nnacTuHa /
\. m——

- @

PucyHok 5.9 — HaCcTeHHbIN KpOHLWITENH

PUKCUPYIOLLNA BUHT

5. Ncnonb3ya wypynbl K3 KOMMEKTa [MOCTaBKkM KPOHLWITENHa, 3akpenuTe
MOHTaXXHYIO MMaCcTUHY KPOHLUTENHA Ha YCTAaHOBOYHOM MOBEPXHOCTN.

6. lNpucoeguHure MOHTaXXHYO nnacTuHy K KDOHLUTENHY N 3aTaHUTE
OUKCUPYIOLMIA BUHT.

7. CHUMUTE Kopnyc Buaeokamepbl.

8. 3akpenute Buaeokamepy Ha KpoHwWTenHe. C NOMOLLBIO KNYa M3 KOMMJSIeKTa

NOCTaBKMN BKPYTUTE BUHTLI 1 3aKpenuTe Kopnyc Ha yctpouctee (PucyHok 5.10).
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PucyHok 5.10 — HacTteHHOe kpenneHue Bugeokamepsbl

5.4 HACTPOUKA HANMPABNEHUA OB BbEKTUBA

[na HacTponkn Tpebyemoro HanpasneHns o0bekTMBa C NOMOLLbIO KNtoya
N3 KOMMAEKTa MNOCTaBkW CHUMUTE Kopnyc c yctponctBa. OcnabbTe cTonopHble
BUHTbI W OTperynupynte nonoxeHnme oObekTMBa, HanpaBuB OObBLEKTMB
BuaeokamMmepbl Ha 30HYy HabnogeHns (PucyHok 5.11). 3aTaHUTE CTONOPHbIE BUHTDI
ONa ukcauum  nonoxeHnss obbekTuBa, HadeHbTe KOopnyc Ha yCTPOWCTBO

n 38(*)MKCMpyVITe, NCIMOJ1b3yA KIMTHOY U3 KOMIMJ1EKTa NOCTaBKU.

PucyHok 5.11 — HacTpowka HanpasneHnsa obbekTnea

5.5 JEMOHTAX

[eMoHTax  BuOeokamMepbl  MNPOM3BOAUTCSA B oOpaTHOM  nopsiake

Nnpn OTKIMOYEHHOM HanpA>XeHUn nnTaHnA.
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6 MOAKNKYEHUE

Kabenb Bmaeokamepbl ABNSieTCA KOMOMHUPOBAHHLIM U BKNOYaeT B cebs
ceTeBon Kabenb, Kabenb nuUTaHUs, ayauoBxXod, ayauMOBbLIXOA W TPEBOXHbIE

KOHTakTbl (PncyHok 6.1, Tabnuua 6.1).

TpeBOXHble KOHTaKTbI

\\W"»
Ly ‘2 . t"Kaﬁem:, nUTaHUsA

S

9. Ayavoexon

Lo
‘ . \_ AyauvoBbixoq

CeTteBoi kabenb

PucyHok 6.1 — Kabenb Buaeokamepbl

Tabnuua 6.1 — HasHauyeHne pa3bemoB kabens Buaeokamepbl

Pasbém Ha3HauyeHue
POWER OnektponutaHne DC12V.
RJ-45 Ethernet nopr.
AUDIO IN AygunoBxos.
AUDIO OUT AyaunoBbixos.
ALARM IN1 TpeBOXHbIN BXOS, 1.
ALARM OUT TpeBOXHbIN BbIXOS.
ALM GND 3asemrieHue.

U4 .
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CeteBon  kabenb—  kabenb cpasbémMoMm RJ-45  npegHasHauveH
Ans coeguHeHnsa ceteBoro obopyaooBaHus kabenem UTP  cat.5e (He BxoauT
B KOMMSIEKT MOCTaBKN BUOeOKaMepbl) Ond nepefadn BUOEONOTOKa B LUdpOBOM
dopmaTe no cetn Ethernet npu nomowwm dmsmdeckoro ctaHgapta 10/100BASE-T
(ckopocTb nepegayn padHbix 10/100 MBut/c cooTBeTCTBEHHO). Takke Kaberb
Cc pasbémMoMm RJ-45 npegHasHayeH ONA OCYLWECTBIEHUA NUTaHUSA BUOEOKaMepbl
no TexHonorum «PoE» (anekTponutaHmne ocyLlecTensaeTcs 6e3 ncnonb3osaHnsa 6rnoka
NUTaHWS, NyTeM MOAKITHOYEHNS YCTPONCTBA CETEBLIM Kabenem K UCTOYHMKY MUTaHUS
PoE (ceteBoun Bugeopernctpatop ¢ PoE noptamu/PoE-nHxekTop). TexHonorna PoE
He OKa3sbIBaeT BMSHMS Ha KA4YecTBO nepenayn gaHHblX. [epegaya gaHHbIX Mo ceTu
Ethernet 1 nutaHne Bmaeokamepbl No TexHonormm «POE» MOXET OCyLLecTBATbCA
ogHoBpemeHHo. KpasbéMy RJ-45 mMoxeT nogknovaTtbCAa  KOMMYTaUMOHHOE
obopynoBaHue, POE-nHXeKkTop, ceTeBON BUOEOPErNCTPATOP, KOMMBIOTEP.

Kabenb nutaHua — kabenb € pasbeMoM nuTaHusa (5,5x2,1), npegHasHaveH
ANS OCYLLECTBIEHNST ANEKTPUYECKOrO NUTaHNS BUAEOKaMepbl OT UCTOYHMKA MUTaHUS
(brnoka nuTaHus) HanpskeHnem 12 B NOCTOSIHHOMO TOKa.

Ayaono BXO4 — KIEMMHbIA pasbeMm And MOLKIHYEHNS BHELUHEro UCTOYHMKA
3Byka (MUKpO(oHa). YCTpomcTBa, NOAKMHOYAEMble K AaHHOMY BXOAy, B KOMMMEKT
MOCTaBKN HE BXOASAT.

Ayouo BbIXO4 — KINEMMHbIN  pa3beéM AN NOOKIMOYEHUS  YCTPOWUCTB
BOCMpOU3BEOEHNS 3ByKa (aMHaMuK, FPOMKOroBOpUTESDb). YcTponcTaa,
NOAKIYaeMbIe K JaHHOMY BbIXOAY, B KOMMSIEKT NOCTaBKM HE BXOAST.

TpeBOXHbIN BXOA/BbIXO4 — KIEMMHbIA pa3bEeM AS1S1 NOAKITIOYEHUS] KOHTaKTOB
B3aMMOAENCTBYIOLLUMX OAaTYMKOB WM YCTPOWCTB, W MNO3BOSMSIIOLLUMX BuOeoKamepe
pearnpoBaTtb Ha onpeaeneHHoe cobbiTue. MoakntoyeHne TPEBOXHbIX

BXO40B/BbIXO4OB ONMCaHO B pasaerie 6.2 HaCcTosALWEro pykoBoACTBa.
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BHUMAHUE!

[na 0ONONHUTENBbHOW 3aLlUMTbl U repMeTn3auunm npoBoAoB UCNONb3ynTe
repMeTUYHYI0 KabenbHyto MypTY N3 KOMMnekTa NOCTaBKU
BUOEOKaMepbI.

1. Ncnonb3yss COOTBETCTBYIOLLUME MNPOBOAA, KaK yKasaHO Ha MapKUpOBKe,
noaknounTe Ux K 6noky nutaHnsa. HeBepHoe coednHeHVe MOXeT NpUBECTH
K MOBPEeXAeHUI0 U/Unn HenpasurbHOMY (PYHKLMOHUPOBaHUIO 060pya0BaHUS.

2. Vcnonb3y4a ceTeBon kabernb, NOAKNIOYNTE BUAEOKaMepy K BUOEOperncTpaTopy
MNWU  KOMMNbIOTEPY B 3aBUCUMOCTU OT BbIOpAHHOW CXeMbl MOAKMYEHMS,
BasoBble cxembl NoAKMNOYEHUs NpeAcTaBrieHbl Hwxke (PucyHok 6.2,
PucyHok 6.3, PucyHok 6.4). HeBepHoe coeOuHeHWE MOXET TMNpUBECTU

K noBpexaeHumto n/vinu HernpasuiibHOMY ql)yHKLI,VIOHMpOBaHM}O 060pyﬂ,OBaHMﬂ.

' Ka6enb UTP cat.5e
Bupeokamepa

KomnbioTtep

PI/IcyHOK 6.2 — Cxema Noakn4YeHus BUOEOKaMepbl K KOMMNbOTEPY

Kab6ensb UTP cat.5e

Kab6enb UTP cat.5e

' KommyTtatop
Bupeokamepa ~
Komnumep =
Ry e,
PucyHok 6.3 — Cxema noaknoyeHnsa BugeokamMmepbl K KOMMAbOTEPY Yepes
KOMMyTaTop
Moxutop

Bupeokamepa {!;‘l;» £ ' Bupeokamepa
(-] L —

—

Ka6enb UTP cat.5e
Buaeoperucrpatop

Kab6enb UTP cat.5e

Kommytatop

PucyHok 6.4 — Cxema noaknioyeHns BUaeokaMephbl K BUAeoperncTpatopy

U4 .
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BHMMAHWE!

3anpeluaeTcs yCTaHaBnMBaTb Bunaeokamepy BHE NMOMELLEHNS
Npwv OTCYTCTBMM AOMNOMNHUTENBHON repmeTudaumm kabenbHbiX BBOAOB!
[ns obecneveHus BNaro3awmThbl NOOKITHOYEHHbIX pa3beéMOB
peKkoMeHOyeTCa WCNONb30BaTb EPMETUYHYIO KabenbHyt MydTy,
N OCYLLECTBNATb MOAKMNIYEHME BHYTPU TEPMETUYHOM  MOHTaXXHOW
KOpOBKMU.

6.1 YCTAHOBKA rEPMETU4HOW KABENIbHOU MY®Thbl

lepmeTnyHas kabenbHad MydTa (BXOAUT B KOMMMEKT  MNOCTaBKU
BUAEOKaMepbl) npegHasHaveHa and obecrneyeHns repMeTU4yHOro CcoeauHEHUs

npu nogknoveHnn pasbéma RJ-45 kabens Buaeokamepbl.

Konnayok OcHoBaHue MydThbl

Brynka

YNnoTHUTENBbHOE KOMbLO

PucyHok 6.5 — OnemMeHTbl repMeTuyHON KabenbHOM MydThI

<ﬁ__‘

FepmeTuyHas kabenbHas MydTa KOHCTPYKTMBHO COCTOWUT M3 OCHOBaHWS

MydbTbl, Konnayka, BTYMKU U YNNOTHUTENbHOro Konbua (PucyHok 6.5).

1. HapgeHbTe ynnoTHUTENbHOE KOMbLO Ha pasbém RJ-45 kabens Buaeokamepsbl

e hims

PucyHok 6.6 — YnnoTHUTernbHoe KonbLo

(PncyHok 6.6).

2. AkkypaTHO npoTsaHuTe pa3béM RJ-45 ceteBoro kabens uyepes Konnaudok,

a 3aTeM 4Yepes ocHoBaHne My Tbl (PUCYHOK 6.7).
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Smss

PucyHok 6.7 — Konnayok

3. CoeguHnte pasbeéM RJ-45 ceteBoro kabens c pasbéMom RJ-45 kabens

Bungeokamepbl (PucyHok 6.8).

—EEC S -~ (Er—

PucyHok 6.8 — CoegnHeHune pasbema RJ-45

4. HapeHbTe paspes3aHHyl0 BTYNKY Ha ceTeBOM kabenb Mexay Kornavykom

N oCHoBaHMeEM My Tbl (PUCyHOK 6.9).

= l g Em

PucyHok 6.9 — BTynka repmeTu4Hon kabenbHon My bl

5. CoBMeCcTUTE KONMNa4YoK C OCHOBAHMEM TrepMeTudHoOn KabenbHon MydThbl
N NNOTHO 3akpyTuTe Konnayok (PucyHok 6.10) oo obecrneyeHns repMeTU4HOro

coegmHeHuns (PncyHok 6.11).

PucyHok 6.10 — CoBmeLLeHne Konnayvka ¢ OCHoOBaHMEM repMeTUYHON KabenbHOoM
MY ThI

==

PucyHok 6.11 — N'epmeTnyHOE coeanHeHne

U4 .
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6.2 NogKNIOYEHUE TPEBOXXHbIX BXOOOB/BbIXOOOB

YcTpouncTea, NoAknoyaeMble K TPEBOXHOMY BXOAY, BbIMOMHAT OYHKLMIO
dopMupoBaHUA curHana, OTNpaBfISEMOro BuAeOKamMepe, MNpu HacTynreHun
TPEBOXHOIO COBLITUS.

Bupeokamepbl MOryt ogHO3Ha4yHO onpenenstb O4HO M3 ABYX COCTOSAHUM
Ha BXoAsdLWen NMUHUM TpeBOrn. Ecnv Ha nuHMM TPEeBOXHOro BXxoda OTCYTCTBYHOT
NOAKMIOYEHHbIE YCTPOWUCTBA, N NIMHUS pa3oMKHyTa (oTcyTcTBYET
COMpOTUBIIEHNE) — BUAEOKaMepouW [daHHOe COCTOsHME onpefensieTcs  Kak
nornyeckaa «1». Ecnn nuHua 3amkHyta Ha «Alarm GND» wnu conpotusneHue
meHee 500 OM — coCcTosiHME Ha TPEBOXHOM BXOAe onpeaenseTcs Kak JIormyeckun
«0».

MapameTpbl TPEBOXHbIX BXOA0B NpeAcTaBneHbl Huke (Tabnuua 6.2).

Tabnuua 6.2 — NapameTpbl TPEBOXHbLIX BXOA0B

MapameTp 3HayeHue

Han AXKEeHNEe Ha KOHTaKTaXx TPpeBOXHbIX
P P +5 B DC

BXOA0B
Tok 3amblkaHna Ha GND <2 MA
ConpoTtusneHune cpabaTbiBaHNS 0 ~ 500 OM

TPEBOXXHOIO BXo4a

CxeMa nMOOKMOYEHUS  TPEBOXHOIMO  BXoda nNpeacTaBneHa  Huxe
(PncyHok 6.12).

Afarm exog. VCl [

Mpuem

GND

|
PucyHok 6.12 — Cxema noakroveHns TpEBOXHOIo Bxoaa

U4 .
\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru




BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 28

YcTponcTtea, NoAKnoyYaeMble K TPEBOXHOMY BbIXO4y, NpefHa3HayYeHbl, Kak
npaBuno, [Ond co3daHus  3BYKOBOrO NMOO  CBETOBOrO  npeaynpexneHus
O HacTynreHnnm coObITUSS  TPEeBOrM  NPU MOMyYEHUM TPEBOXHOIO  CuUrHana
HenocpeaCcTBEHHO OT BUAEOKaMepbl.

TpeBoXHble BbIXxOObl BUAEOKaMepbl HOPManbHO Pa3OMKHYTbIl. [nsa Takux
KOHTaKTOB 6e3 nogayn NUTaHus UM He B COCTOSIHUM TPEBOIM MeXAy KOHTaKTamu
«GND» n «Alarm OUT» conpoTuBneHne cTpemuTca K 6eCKOHEYHOCTU (KOHTaKTbI
pasoMKHYTbI). [1py co3gaHnn TPEBOXHOIO COBLITUA KOHTAKT Mexay HuMu byaet
3aMKHYT U CONPOTUBIIEHME CTAHET NPMBNUanTensHO pasHbiM 0.

[MapameTpbl TPEBOXHbLIX BbIXOAOB rnpeAcTaBneHsbl Huxe (Tabnvua 6.3).

Tabnuua 6.3 — MNapameTpbl TPEBOXHbLIX BbIXOA0B

MapameTp 3HayeHue

OMNMyCTUMbIN mana3oH HanpAa>XeHu4,
Hony A P DC +3.3-+5B
nogaBaemMoro Ha TPpeBOXXHbIN BbIXOL

HdonycTmbin HOMWHambHbLIN TOK | 25 A
Ha TPEBOXXHOM BbIXO4e

BHAMAHUE!

KoHtaktel «ALM INGND»/ «ALM OUT GND» (3a3emneHue
TPEBOXHOro BxoAa / 3a3eMreHne TPEBOXHOIO BbiIX04a) KOHCTPYKTUBHO
aBnaTca obwumn ana Bugeokamepbl. B Tom unicne ans ocHoBHOWM
nnaTbl.

6.3 YNIUYHOE 3ALWMUTHOE 3A3EMINIEHUE

BHMMAHWE!

[MpaBuna opraHv3auun 3awuMTHOrO 3a3eMrleHUa perfiaMmeHTUPYTCS
nokymeHtamu  «[lpaBuna ycTpomctBa anekTpoyctaHoBok»  (MYI).
maBa 1.7. «3asemneHne u 3alnTHble Mepbl 3NeKkTpobe3onacHOCTU»
nrOCT 12.2.007.0-75.
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[Mpu opraHM3aumMm 3alUUTHOrO 3a3eMneHuUs OOMKHbl ObiTb COOMAEHbI

crneayLLme YyCroBus:

1. PacctosHue wmexagy ceTeBbiM Kabenem W BbICOKOBOSIbTHOM JIMHUEN WK
npudopamMn OOMKHO coCTaBNATb He MeHee 50 m;

2. Kabenu cHapyxu 34aHun, Mo BO3MOXHOCTU, [AOJTKHbl OblTb MNPOMOXEHbI
no4 HaBeCoOM UIn KpblLLEn;

3. MNpu npoknagke kabenewn B rpyHTe ANs BbiBOgAa Kabernen Ha NOBEPXHOCTb
cnegyeT UCMNonb3oBaTb MeTannuMyeckyto Tpyby, 3a3eMSiEHHYHO C OOHOM
N3 CTOPOH Ha rnybuHy He meHee 0,5 M. lNpoknagka kabenen B OTKPbITOM BUAe
He JonycTUMa;

4. Ha TeppnTOopmnax C NOBbLILWEHHOW OMAaCHOCTLIO MOPaXXeHUs MOSTHUEN, a TaKke
B6SIM3M  YCTPOMCTB  C CUSIbHBIMW ~ MArHUTHbIMW  MNOSMIAMW,  TaKMX  Kak
BbICOKOBOJSIbTHbIE TpaHC(opMaTopHble NoacTaHuuu, Heobxoamma ycTaHOBKa
rPO303aLLUTHbLIX YCTPOMUCTB UNU MOJSTHNEOTBOOB;

5. pososzawmta 30aHus, kKabenem Y YyCTPOMCTB  CHapPYXW, UMEOLLMX
NOOKIIOMEHME  BHYTPW  34aHUs, [OOMMKHbI WMMeTb obulee 3asemrieHve
n cooTBeTcTBOBaTh TpeboBaHuam MY3 (rnasa 1.7);

6. [lpoBOOHMKM B cUCTEMe 3a3eMneHnsa O0MKHbI MMEeTb paBHbIN NoTeHumnan. Bece
yCTpOUCTBA 3a3eMfieHUs [OOJDKHbl CTPOro COOTBETCTBOBATb [OKYMeHTaMm
no anekTpobe3onacHOCTW, a Takke WMEeTb 3awuTy OT NoMmeX. 3anpeLueHo
noakmnoyeHne 3asemneHnsa Ha nuHuMio  «N»  3nekTpocHabXeHuns, a Takke
nepeceyeHne c gpyrumu nposogamu. ConpoTuBieHNE CUCTEMbI 3a3eMIleHNs
He OO/MKHO npeBbiwate 4 Om, nNnowagb MNOMEepeyHoro ceveHus kabens

3a3eMneHus AoKHa CoCTaBnaTb He MeHee 25 MM 2.
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[Mpy nuTaHn ceteBon Buaeokamepbl Mo TexHorormm PoE, ocyliectenseTcs
NOAKMIOYEHNE C ranbBaHMYECKON Pa3BsA3KOW CUrHambHbIX JIMHUWA U HEABTOHOMHbLIM
MCTOYHUKOM BTOPUYHOrO anekTponutaHua. B cooTBeTcTBUKM C TpeboBaHusmn [1Y3,
KOpPNyC WCTOYHMKA NuUTaHus (KoMMmyTaTopa, BuaeopeructpaTtopa, PoE uHxekTopa)
Ha LUMTKE  OrEeKTpPonuUTaHusl, KKOTOPOMY OH MOAKMIOYEH, a Takke Kopnyc
BMOEOKaMepbl OOMmKeH ObiTb 3a3emneH. [lpy aToM pekoMeHOyeTcsl YyCcTaHOBKa
OOMOSTHUTENBHbBIX YCTPOMCTB rPO303alUMTbl CETEBOr0 Kabensi co CTOPOHbI Kamepbl
N BUOeoperncTpaTopa. 3aseMneHne YCTpoMUCTB rpo303amnTbl Kaberns BbINONHAETCA
B COOTBETCTBUM C COOTBETCTBYIOLLIMM PYKOBOACTBOM MO 3KCMyaTaLumu.

Mpy NnTaHnn ceTeBon BUAEOKAMEPbLI OT OTAENbHOIO0 UCTOYHMKA NUTaHUSA
(brnioka nuTaHusa, PWUIM) — HeobxoaMMO Takke OCYLIECTBMATL 3a3eMsieHne

NOoAKJTIOYEHHOIro NCTOYHUKa NMNTaHnA.

6.4 YCTAHOBKA MOJTHUEOTBOAOA

_ - ayraR=60m

MONHUeYNOBUTENb

3a3emNeHne B eOKaMepbil
\
3azemnenue Kabena Ethernet—

\ N BUAEOKaMepa A0/HHA DbiTb YCTAHOBEHA MEsiK r,
3azemnenne Gnoka nutaHma wam PUT 344 A paa y Ay iy

. 06pa30BaHHbIX OKPYKHOCTAMM C Pafrycom 60 M,
"‘*]' .. NepecexatoLnx BEPXHIOW YacTb MOIHWUEYNOBUTENA W
| Lo “..NOBEPXHOCTH 3eM/IW

3a3eMAOWMIA Kabenb
C COMPOTUBNEHNEM MeHee 4 Q) .-

.~ MeTaniuyeckan Tpyba

. AM3INEKTPUYECKMIA cTonG

PucyHok 6.13 — YcTaHOBKa MofHMeoTBoaa
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[Mpn ycTaHoBKE BuOeOKaMepbl HEOOXOAMMO M30MMPOBaThb 3a3eMISAOLLNIA
kabenb OT MeTannNuyeckux 4actenm Buageokamepbl. [lpoknagky kabens
3a3emrieHnss HeobXoOMMO OCYLLECTBIIATL Ha PacCTOSHUM OT BUAEOKaMepbl, eé
METannM4eckoro  KpPOHLUTEMHA W BCEX MOAOKMIOYEHHbIX KHen  kabeneun
ON1S1 CHUXKEHUST MOLLHOCTU 3MEeKTPOMAarHMTHOro Mons, cosgasaemMoro npw ygape
MOMHUX B MOJSIHMeYynoBuTenb. PaccTtosHMe Mexgy OCHOBaHMEM  CTEpPXHS
MOSTHNEYNOBUTENS U MECTOM YCTaHOBKM KaMepbl BUAEOHAONOAEHNA O0SIKHO
cocTtaBnsaTb He meHee 0,5 M. lNpu npoknagke kabens Heobxoaumo obecneynTb
OTCYTCTBME OCTPbIX YrIOB 1 3arnboB TOKONPOBOASALLEN LUMHbI.

O6wasq BbicoTa MONHMEOTBOAA, ANA YPOLLEHNA pacyYeToB, AOMKHA BbITb
He MeHee  pacCTOsiHUS  OT NOBEPXHOCTU  3eMnn [0 HauBbICLLEW  TOYKM
YCTaHOBJIEHHOW BuAeoKamepbl, YMHOXeHHoW Ha 1,5. Hanpumep, npu yctaHOBKe
BuaeokaMmepbl TaK, YTO HauBbICLlAs TOYKa KPOHLUTEWHA YCTaHaBMBaeMoW
Buageokamepbl OyaeT HaxoguTbCA Ha paccTosiHAM 6 M OT NMOBEPXHOCTU 3EMIU,
BbICOTa MOSIHMEOTBOAA AOMMKHA OblTb HE MeHee 9 M.

Hanbonee npaBunbHbIM SBRSETCA pasfeneHne KOHTYpPOB rpoMoOTBOAA
N 3aLMTHOrO 3a3eMIIEHNSA 3NeKTPonprnbopos.

B cnyyae ecnu yctaHOBKa OCyLLeCTBNSeTCHA Ha 0bLWmMin C MONMHMEOTBOAOM
MeTannmyeckmin crtonbd, Heobxoaumo obecneynTb INEeKTPOU3oNALMI0 Kamepbl
OT KOHCTPYKLMU, HA KOTOPYH OHa KPenuTCs.

He pekomeHayeTcs 3a3eMnAaTb Ha OOHY U Ty Xe TOKOMPOBOAALLYIO JNIUHUIO
3a3eMfieHMs] MOSMTHNEYNOBUTESNb U 3a3emrieHne anekTponpudopos. B npoTtnBHOM
cnyyae BO3MOXEH BbIXOA4 W3 CTPOS BCEX 3a3eMNEHHbIX TakuMm obpasom

YCTPOWCTB.
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7 BEB-MHTEP®ENC

7.1 NMOAKNIOYEHUE K BEB-UHTEP®ENCY

OTtkponte Ha komnbtoTepe ©Opaysep Internet Explorer wu BBeaute
B OTKpbIBLLEMCSI OKHe ©Opaysepa B agpecHom cTpoke IP-agpec Bugeokamepbl,
nocne 3TOr0 aBTOMATUYECKN C BUOeOKamMepbl 3arnyckaeTcs MpurioXeHue
C CUCTEMHbLIM coobLleHMeM, rae nofib3oBaTenio npegnaraeTca  npu NepsoMm
NoaKMoYeHMn K Beb-uHTepdency Buaeokamepbl ycTaHoBUTL  Beb-nnarvH
(PucyHok 7.1). Haxmute «CoxpaHuTtb dann» Ons pesepBHOro COXpaHeHUs
Ha KOMMNbIOTEPE YCTAHOBOYHOIO Maketa AN 3Toro nnarmHa m  «3anycTutb»

Anst aBToMaTU4eCKoW YCTaHOBKM KOMIMOHEHTOB niarnHa.

BHNAMAHUE!

[na aBTomartndeckomn yCTaHOBKM Beb-nnarnHa TpebytoTcA
agmMuHucTpaTuBHble npasa B OC Windows.

Buaoeokamepa rno ymonyaHuio MMeer:

— mMacky noacetun 255.255.255.0
— IP-agpec 192.168.1.108

— M4 nonb3oBaTtensa: admin

Bbl cobupaeTech OTKPbITh:

’ WNapnarens:
¥ ' webplugin.exe ; BOLID ZAO NVP
un

asaaowmincs: Binary File (1,3 MB) V. c:ADownloads\webplugin.exe
v3 http://192.168.1.102

Bbl XOTUTE COXPaHUTL 3TOT Qann? V| Bceraa cnpawveaTh npy 0TKpLITUAN 3TOFO daitna

‘Coxpanmb ¢.a;1n\ l Otmena ‘ v Pannu uz VHTepHeTa MOryT 66iTh
| e y .

PucyHok 7.1 — YcTaHoBKa nnarmHa ans nogknoveHns Kk Beb-nHrepdency

Mpn nepBomM 3anycke Beb-UHTepdenca BuOeOKamMepbl Heobxoaumo

NPONTY NpoLeaypy MHMLMANM3aLmMm, COCTOSILLYIO U3 YETbIPEX LLAroB:
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War 1 (PucyHok 7.2): Bbibepute pervoH (CTpaHy) W A3blK CUCTEMDI

Beb6-uHTEpPdEnca.

&) PervoHanbHbIe HACTPOAKA aCTPORKa HACOBOIO NOACA Hactpo#ika napona

Creaywuwi war

PucyHok 7.2 — Hnumanusauusa nonb3oBaTtensa «admin»: Bbl6op si3blka 1 permoHa

War 2 (PucyHok 7.3): YcTtaHoBuTe Haubonee yaoobHbIM dopmaTt aaTbl
n4yacoBouM Mosic. Tekywee BpeMs MOXHO 3adaTb  BPY4YHyHO, UK

CUHXPOHN3NPOBATb C CUCTEMHbLIM BpeEMEHEM KOMIMbIOTEPA.

(%) PervoHanbHble HACTPORKH (©) Hacrpofixa uacoaoro nosca Hactpoika napons

Dopmar gare | FHYY-MM-DD

Uacosoi noac | (UTC+03:00) Mocxea, Canxr-Merepbypr, Baarorpan

MR 2024-02-02 0%:33:28

EyAeT uameneHo Ha 2024-02-02 09:33:28

PucyHok 7.3 — MHnumanusauma nonb3oBatens «adminy»: BblOOp BpeMeHU 1 AaTbl

U4 .
\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru




BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 34

War 3 (PucyHok 7.4): CreHepupynte napofib  MNonb3oBaTesns.
[nvHa napona gomkHa 6bITb HE MeHee 8 CMMBOSOB, NapoSflb MOXET COCTOSITb
N3 3arnaBHbIX U CTPOYHbLIX OyKkB natmHckoro andasuta (A-z), apabckmx umdp
(0-9) wncneunanbHbliX cumBonoB. B uenax obecnedeHns 6GesonacHOCTU
Npuv co3gaHuM  Naponst  HeobxoAMMO  UCNONb30BaTb  HE MEHee  ABYX
TMMNOB CUMBOJIOB. PekoMeHayeTCs Takke ykasaTb pe3epBHbI aapec 3MeKTPOHHON
MNOYThbl, C MOMOLLbI KOTOPOro BO3MOXHO BOCCTAHOBUTb Maposfib MONb30BaTens,

€Cnn OH ByaeT yTpadeH.

(%) PervoHansHble HACTPORKH () Hacrpoika 4acoBoro nonca (¥) Hactpoika naponn

PucyHok 7.4 — Hnyyanusauunsa nonb3oBaTtend «admin»: co3gaHue napong

War 4 (PucyHok 7.5): Bkniouute cepsuc P2P, 4ytobbl nomouvb Bam
B yOanéHHOM YynpasrieHun Bawmm yctpouctBoMm. [locne BkntoyeHns P2P u
noaknyeHnst K cetm Heobxogmmo 3Hatb IP-agpec, MAC-agpec ycTponcTBa,
SN ycTtponctea, wuma ycTpouctea M T1.4. Bcsa cobpaHHas umH@opmaums
ncnonb3yeTcs TOMbKO ANA yAanéHHoro goctyna. Ecnu Bbl HE XOTUTE BKIOYaTh
dyHkumo P2P, cHumunte dnaxok (Bbl MoxeTe HacTpouTb AaHHYK QYHKUMK

no3xe, pasgen 8.1.3.12 HacToOALLEro pyKoBOACTBA).

\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru




BOLID VCI-242. Bepcus 4. PykoBoacTBO Nno aKcnnyataumu 35

(©) Permonamisie HacTpoRks (©) Hacrpoika vacosoro nosca () Hacrpoixa napoan -~ PP

=

HTOBbI NOMONS B3M B YASAEHHOM YMPIBAEHIK BaWNM YCTPORCTEOM, BMOUNTE cepamc P2P. Mocae BXMOuEHHR P2P 1 MOKMOYEHIR K CETH HaM HEOBXOAMMO SHaTs IP-
aapec, MAC-aapec yTpoRcrea, SN yCTPOACTES, WS YCTPOACTEa 1 1. 4, BCA COBPaNMAR HEOPMALIMA WCOMBIYETCA TORSKO AR YAGNENHORO A0CTYN ECAM Bbi He XOTHTE
xmonaTs Synxipo P2P, Cramante $Aaxox

PucyHok 7.5 — MHMumanusauma nonb3oartens «adminy: cepsuc P2P

Beeante Bawe mmsa nonb3oBaTtens u naposb, HaXXMUTE KHOTKY «Bxoa»

(PucyHok 7.6).

BOLID

[Monb3oBatens

[Maponb 3abbLu Napons?

PucyHok 7.6 — Bxog B Beb-nHTephenc suaeokamepol

[Mocne ycnewHoOM aBTOpM3aUUM OTKPOETCA OKHO Beb-uHTepdelica
Bnaeokamepbl (PucyHok 7.7). B OTKpbITOM OKHe BebG-uHTepderica Ha naHenu
npocmoTpa Buaeonotoka ©OyaeTr cpasy MWMATU  HenpepbiBHaAs TpaHCcnAuus
OCHOBHOrO  BMAEOMNOTOKA  «3axXBa4ye€HHOro»  BUAEOKAMEPOM  U30bpaxeHus

peanbHOro BpeMeHM!.

4 -
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LA S ol o B - B TR DR 4

PucyHok 7.7 — (maBHOe MeHIo BeB-nHTepdenca

7.1.1 BoccTtaHoBrIeHUe naporns nonb3oBaTerns

Ecnn naponb ans Bxoga B BeG-uHTepdenc Buaeokamepbl YTpaudeH,

Heo6xoaMMo NPOUTU NpoLedypy ero BOCCTAHOBIEHNS.

BHMMAHWE!

BoccTtaHoBneHne naponsd nonb3oBaTensa BO3MOXHO TOMbKO B TOM
cnyyae, ecnu BKoYeHa pyHKums «COpoc naponsa», a Takke ykasaH
pe3epBHbIN  agpec 3MeKTPOHHOW noyTbl nonb3oBaTens (Bknagka
«lMonb3oBaTtenb»). B NpoTMBHOM cnyyae, napofib  BOCCTAHOBUTH
HEBO3MOXHO, n OocTyn K BUgeokamepe BO3MOXEH TONbKO
NPV BOCCTAHOBIIEHNUN  3aBOACKMX  HACTPOEK C NMOMOLbLI  KHOIMKK
annapartHoro copoca.

[Mpu BxO4e B cucteMy BBeauTe MMS Norb3oBatens n HaxmuTte «3abbinu
naponb» (PucyHok 7.8).

BOLID

( A Nonb3osarens

& Napons 3abbinv napons?

PucyHok 7.8 — Hnumanusauunsa ¢doopmMbl BOCCTAHOBIEHUS Maposis Nofb3oBaTtens
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[anee HeobXxoOMMO NPOMUTU npoueaypy BOCCTaAHOBMEHUS, COCTOSILLYHO
M3 BYX  WAaroB, COrMacHO  WHCTPYKUMAM,  cogepxawmxca B popme
BOCCTAHOBNEHUS:

LWar 1 (PucyHok 7.9): OTckaHupyinTe otobpasmsumnmnca QR-kog, Mcnonb3ys
Kamepy  MoOOMNbHOro  TenedoHa (MM  MpPUNoXeHue,  NpegHa3Ha4YeHHoe
ans ckaHmpoBaHust QR-kogoB), M oTnpaBbTe  pes3ynbTaT  CKAaHUPOBaHMUSA
Ha 9NIeKTPOHHYKD noyTty password@recovery.bolid.ru. Ha pesepBHbIn  agpec
SMIEKTPOHHOM NOYTbl nonb3oBaTenss OyaeT OTnpaBfeHO MUCbMO C KOO4OM

BOCCTaHOBMNEHUS!, KOTOPbIM HeEO6X0ANMO BBECTU B rpadpe «Beante kog».

PucyHok 7.9 — BoccTtaHoBneHe napons norb3oBaTend: 3anpoc koaa
BOCCTaHOBIIEHMNA

War 2 (PucyHok 7.10): CreHepupynTe HOBbIM naposib. [dnvHa napons
AOSMKHa ObITb HE MeHee 8 CMMBOSIOB, MapoSfib MOXET COCTOATb W3 3arnaBHbIX
N CTPOYHbIX  OyKB NatuHckoro andasuta (A-z), apabeckmx uncpp (0-9)
N cneumanbHbIX cMMBOMOB. B uenax obecneyeHus 6es3onacHOCTU Npu co3gaHum

naponsd HeO6XO,£I,I/IMO ncnoJsJsib3oBaTtb He MeHee ABYyX TUMOB CUMBOJIOB.

U4 .
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(v ) Kop BOCCTaHOBNEHMA —— ——— o C6poc napons

Mons3oea... admin

Hosbin WHTeHCMBHOCTL:

napons
JLAMHa Napons JOMXHa BbiTh OT 8 710 32 CUMEO/IOE.
CoaepxKaTh: 6YKBLI BEPXHETO M HUXKHErO PervcTpa,
undbpbI M CeumanbHbie 3Hakm (CamBsonsl " ; :
HEAOMYCTUNbI).

lMNoaTBepXAEH
BeeAuTe Napob CHOBa.

PucyHok 7.10 — BoccTtaHoBneHve napons nonb3oBaTens: CoO3AaHne HOBOro
napons

7.2 TMABHOE MEHIO BEB-MUHTEP®ENCA

[MaHenb rmaBHoOro MmeH Beb-uHTepdenca (PucyHok 7.11) npegocTasnstoT
OOCTYN K ynpaeneHuto u pabote c Bugeokamepon. CTpyKTypa rfaBHOMO MEHIO

Beb-uHTEphenca npeacrtasneHa Hmxe (Tabnuua 7.1).

CETED i aumene a 4 WO Ramn | O X

Npocmotp BugeoananuTi Ka Kamepa

= © @

Coburmun Cucrema Apxue Buaco

PucyHok 7.11 — NaHenb rnaBHOro MeHo Beb-nHTEepdenca

Tabnuua 7.1 — dyHKUMOHAI rNaBHOrO MEHIO

PyHKUMA 3Ha4yeHue

MeHto BKntoyaeT B cebs BoceMb KOHUrypawmim:
PyHKUMOHaN
— [MpocMoTp — Nnepexo B peXxnm peanbHOro BpeMEHMU;
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PyHKUMA 3Ha4yeHue

— BupgeoaHanutnka — HacTporka BuOeOaHaANIUTUKN  4Yepes
BUaeokamepy;

— Kamepa — HacTponkun nsobpaxeHus, Bu4eo, ayamo;

— CobbITna — HaCTPOWKU TPEBOXHbIX, ayamo n
NHTEeNNeKTyanbHbIX COObITUI;

— Cuctema — npocmoTp uHdopmMauum, obline HacTPOWKM,
obHoBneHue MO;

— ApxuB BMAEO — NOUCK N BOCNPOU3BELEHNE BUOEO;

— ApxuB nsobpaxeHunmn — MOUCK n BOCMnpoun3BegeHne
n3obpaxxeHuu;

— besonacHocTb — NpoBepKa COCTOSIHUS U HAaCTPOMKa (PyHKUMM
BGe3onacHOCTN yCTPOMUCTBA.

] KHONKN nepekritoyeHnst CTpaHuL, B riaBHOM MEHIO.
-~ KHomka nepexofa B rnaBHOE MEHH0.

MeHto ans npocMoTpa U ynpasrieHnsA HaCTpOIZKaMM Bbl60pa ThNa

TpeBor M NpoCcMOoTpa XypHalia TpeBor BnaeoKamepbl
Npy oBHapy>XeHU BUAEOKaMepom TPEBOXHbLIX COObITUI.
Tpesora () YBepgoMmneH...A
Bce tvnel
O6Hap. ... 3anonxe... Ouwwéka...
3aKpbITH... BHewHs... ¥rpo3a ...
Ayawop... Bugeoa... W3meHe...
Mpo6ne...
Bka. (3
O63op
Rl JEPSi TpI:m ucmluplmxa A'm:::"x“ﬁ
Quuctute
Tpesora . )
Bknounte N BblbepUTE  HYXHbLIN  TUN
TpeBorn.
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PyHKUMA 3Ha4yeHue

KHorka nepekxkniyeHnsa TemMbl.

KHonka nepekrnioyYeHnAd A3blka.

2 admin

- — fepesarpy3ka sngeokamepbl,;

— BbIX0[ M3 Y4ETHOWN 3anuncu.

MeHio BKntoYaeT B cebs BOCEMb KOHMUrypauui, C NMOMOLLbIO
KOTOPbIX MPOUCXOAUT HacTpoWiKa:

— Jlokan. napameTpbl;
— Kamepa;

— Certb;
n — CobbiTHns;
— 3anucb 1 XpaHeHue;
— Cwucrewma;

— CucrtemHasa nHgpopmauus;

— XXypHan.

b4 KHorka nepexoga B NMOMTHO3KPaHHbLIN PEXNM.

7.3 PA3OEN rMABHOIO MEHIO «[TPOCMOTP»

Paspen rmmasHoro wmeHw «llpocmoTtp» (PucyHok 7.12) BKMOYEH
MO YMOSYaHUIO C OTKPbITUEM Beb-nHTepdenca, no3sBongeT npocMaTpmBaTth
Ha 9KpaHe  KOMMbKOTEepa  BUAEOMOTOKM U n3obpaxeHna  (Buaeokagpsbl),

TpaHCNMpyeMble C BUAEOKaMepbl.

U4 .
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fesBONOe s
= e e

el © o = € o ' . 3

1 — lNaHenb ynpaBneHnsa BUOEONOTOKaMu
2 — OkHO npocmoTpa
3 — lNaHenb ynpaBneH1Msi OKHOM NPoCcMoTpa
4 — NaHenb AencTeum ¢ 06bLEKTOM NpoCcMOoTpa
PucyHok 7.12 — CTpykTypa pasgena rnaBHoro mMeHo «l1pocmoTp»

Bbi3oB pasgena rnaBHOro MeHw «[1pocMOTp» U3 APYroro COCTOSHUSA

[MpocmoTp

BeO-MHTepdenca Npon3BoaNTCS HaXXaTUeM KHOMKK B rMaBHOM MEHHO.

7.3.1 Bbibop BUOeonoTokKa

Bulbop  BuMgeonoTtoka  Ansi ApOCMOTPa  Ha 9KpaHe  KOMMbHTepa
BbIMONIHAETCS  CMNOMOLWbK NaHenn Bblbopa BuaeonoToka. WHTepdenc

npencrasneH Huxe (PucyHok 7.13).

M KaHan 1 o

OCHOBHOW NOTOK
Aon. notok 1

HNon. notok 2
PucyHok 7.13 — NaHenb Bbibopa B1uaeonoToka

OnuncaHune BMOEONOTOKOB NpeacTasneHo Hxke (Tabnuua 7.2).

U4 .
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Tabnuua 7.2 — OnucaHme BUAEONOTOKOB

MapameTp OnucaHue

«OcHoBHOM | OTOOpa)keHne OCHOBHOrO BWOEOMNOTOKA MO YCTaHOBIEHHOM
MOTOK» CUCTEMHOWN KOHoUrypaumm suaeokamepsl.

OTtobpaxxeHne nepBOro  OOMOSIHATENBLHOrO  BWOEOMNOTOKA

«[on. notok 1» N _
No YyCTaHOBJSIEHHOM CUCTEMHOW KOHOMUrypauum Buaeokamepsbl.

OTobGpakeHne BTOPOro  AOMONTHUTENBHOMO  BMAEOMNOTOKA

«[lon. NoToK 2» - N
Nno YCTaHOBJSIEHHON CUCTEMHOWN KOHJIUrypaumm Buaeokamepsl.

7.3.2 OenctBUA ¢ OOBLEKTOM NpoCcMOTpa

Boibop genctBuin C O6bEKTOM MPOCMOTPA BbINOSHAETCA C MOMOLLbIO
naHenn [OencTBuMiM C OObEKTOM npocMoTpa. WHTepdenc npencraBneH Huxe
(PucyHok 7.14).

22 EABA @0 ¢

PucyHok 7.14 — NaHenb AencTBmi ¢ 00 bEKTOM NPOCMOTpa oTobpakaeMoro
BMaeonoToka

CBegeHnst 0 OYHKUMSAX  3NIEMEHTOB NaHenn AOencTBuMiA  C OOBbEKTOM

npocMoTpa oTobpaxaeMoro BMAEONOTOKa NpeacTasneHbl HWke (Tabnuua 7.3).

BHMMAHWE!
OnucbiBaemMble OENCTBUS NPUMEHUMbI  TOMBbKO K OKHY MNpOCMOTpa
BebG-uHTEpdelnca.

Tabnuua 7.3 — OyHKUMM 3MEMEHTOB NaHenn AeUCTBUA C OOGBbEKTOM npocmoTpa
oTobpakaeMoro BMAEONOTOKA

JdnemMeHT PyHKUUA
) «BcnomoraTtenbHas 0@
YCTaHOBKa» BbizoB nHTepdenca ynpasieHuna
BMOeoaHarnnTUKoun.

A .
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dnemMeHT PyHKUMA
a «TpeBora» N+

Haxatnem Ha 9Ty KHOMNKY CuUCTeMa aKTUBUPYETCA
CuUrHan TpeBorun.

Tpee. ebog1
« TpeBOXHbIN L
BbIxoq, 1»

HaxaTtnewm Ha 3Ty KHOTKY aKTUBNpyeTCA
TpeBO)KHbIIZ BbIXO4 BUOEOKaMeEpPbI.

- ol O]

Koraa BuaeounsobpaxeHne HaxoauTcsl B MICXOOQHOM
COCTOSAAHMW, C MOMOLLbIO JIEBOM KHOMKA «MbILLNY
MOXHO BblOENMNTb Kakon-nmnbo y4yacTokK
«ndposoit symy» | ANA yBENNYEHMA. He B McxogHOM  COCTOSAHMU
MO>HO nepetackmeaTb 30HY yBENMYEHNS
B 33JaHHOM  AuanasoHe. [ns BOCCTaHOBIEHUSA
npeablayLero COCTOAHUSA creayeT HaxaTb npaByto
KHONKY Mblwn. Koneco nNpPoOKPYTKM — «MbILLN»
MNO3BONSET YBENUYMBATbL WMNW YMEHbLUATb pasMep
BNOEON300paKeHUs.

Do a

Haxxatmem Ha 3Ty KHOMKY cucTema 4epes
Beb-nHTEeppenc cagenaetr OOWH MOMEHTambHbIN
CHAMOK W COXPaHWUT €ero Ha HocuTenb [AaHHbIX
B YKa3aHHY0 narky.

0] «CHUMOK»
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dnemMeHT PyHKUMA

TpOWHON CHUMOK

(ol s - (R )

[Mpn HaXxxaTuM  Ha 3Ty KHOMKY CUCTEMa 4epes
Bl | «TpoiiHOM CHUMOK» | Be6-MHTepdbelic  caenaeT  TPOMHOW  CHUMOK
Ha BWOEOMOTOKE  CYacTOTOM  OAWMH  CHUMOK
B CEKyHOY W COXPaHUT Kak OTAeSNbHble TPU CHUMKa
Ha HOCUTEINb JaHHbIX B YKa3aHHYH nanky.

B @ P

[Mpn HaXXaTUM Ha 3Ty KHOMKY CUCTEMa 4epes
Beb-uHTEephenc HayMHaeT BbINOMHATL
C L «ApXMB BUOEO» | HenpepblBHYIO 3an1Mcb BUAEOMNOTOKA Ha HOCUTEMb
OaHHbIX B YKasaHHyk nanky. COoCTOsHMEe HakaTomn
KHOMKA  MMeeT  MnoAKpalleHHbIn  BWO  CUHEN

pacuBETKN e nOBTOpHOG HaXXaTue BbIKIMKO4YaeT
BbIMOJIHEHNE 3arincin.

f) «Aygmo» L
BkrnoueHne/oTKNioYeHe ayamoBbIXoaa.

w ¢

¢ «[Ananor» Mpwn HaxaTum Ha BU3yarbHbIN WHCTPYMEHT
npoucxoauT BKIOYEHNE/OTKITIOYEHME 3BYyKa
C Kamepbl.

Hactpoikm nsobpakeHna  ~

PucyHok 7.15 — IHCTpYyMEHTbI HAaCTPOMKN N306paxkeHnst B OKHe NpocMoTpa

U4 .
\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru




BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 45

®PYHKUMN  MHCTPYMEHTOB HAaCTPOMKN Kn300pakeHUst B OKHE MpocMoTpa

npeacrasBneHbl HWxe (Tabnuua 7.4).

Tabnmua 7.4 — OYHKUMM MHCTPYMEHTOB HAacTPOMKM BUOEOU300pPaKEHUS B OKHE
npocmoTpa

MapameTp PyHKLUUA

E HacTpolika sspKkoCcTy BUOEeon3obpaxeHus.

. HacTponka KOHTpacTHOCTM BUOEON300paKeHns.
HacTtponka

H B1aeomnsobpakeHus

HaCTp0|7||<a HacCbILLEHHOCTU BVIﬂ,eOVI306pa>KeH n4a.

HaCTp0|7||<a LBETOBOIO TOHa B|/|,£|,90V|306pa>|<eH|/|;|.

BoccTaHoBneHue CUCTEMHbIX 3HaYeHui
Cbpoc MO YMOMYaHMIO AN SPKOCTU,  KOHTPACTHOCTMH,
HaCbILLEHHOCTU U LIBETOBOIO TOHA.

OneMeHT ynpaBneHuns = npegHasHayeH Ansa KannbpoBKM COOTBETCTBUSA
Mexay usobpaxeHueMm u pakTuyeckumu pasmepamum OOBLEKTOB B Morfie 3peHus
kamepbl (PucyHok 7.16).

KanubpoBka ynydwaeTt kayecTBo paboTbl BMAEOAHANUTUKUA B YCIOBUSX
N3MEHeHUs mMacwTaboB NpeaMeToB, CBA3AHHOrO C WX YyAaneHWemM OT TOYKM

CbEMKMN.

Haxmute «BcnomoraTtenbHas ycTaHOBKa» B MPaBOM BEPXHEM YrIy =
n Bblbepute «BuageoaHanutukay, Ha n3obpakeHun nosiBuTca durypa yenoseka.
[laHHOEe none MOXHO NepeTawuTb B HY>XKHOE MOJTOXKEHNE.
OTperynupyinTe NonoXeHne U pasmepbl GUrypbl YeroBeka crnegyowmmm
cnocobamu.
e [lepeTawmre npunNOMOLLM MbIWM YroN  NPSIMOYronbHWKa B dopme

yerioBeka,

U4 .
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e Haxmunte «BcnomoratenbHas YCTaHOBKa» B J1IeBOM HUXHEM YyIIy N BBEOUTE

Bcnomor. ycraHoBKa v

pa3Mepbl BPY4YHYHO.

PucyHok 7.16 — NIHCTPYMEHT HacTpOWMK/ BUAeOaHanmTnuK1 B OKHe NpocMoTpa

7.3.3 YnpaBrieHne OKHOM npocMoTpa

NHTepdenc naHenu ynpasrneHUs OKHOM MPOCMOTPa NpeacTaBneH Huxe
(PucyHok 7.17). OnemMeHTbl NaHenu ynpasfieHUs OKHOM MpOCMOTpa MO3BOSIAKOT
ynpaBnATb NapamMeTpamu, OTBEYalLWMMN 3a Ka4ecTBO U yaoOCTBO OTODpaxeHus

B OKHE MpocMoTpa.

[:1 & 3 “u
PucyHok 7.17 — NaHenb ynpasneHns OKHOM NpocMmoTpa

CeepeHus 0] (*)yHKLI,I/IFIX AJIEMEHTOB MNMaHesnn yrpasJiieHns OKHOM

npocmoTpa npeacTasneHbl HXe (Tabnuua 7.5).

Tabnuua 7.5 — OyHKLMM 3N1EMEHTOB NaHeNM ynpaBneHns OKHOM NpocMoTpa

ANeMeHT ynpaBneHus PyHKLUMNA
@
[Mepexon, B PeXUM NCXOAQHOro pasmepa
n3obpaxeHus (opuruHan) oTobpakaemoro
[i:1) «OpurnuHan» BMOEOMOTOKA. CnyxuTt Ana oTobpaxeHus

[IeCTBUTENBHOIO pa3mepa opuriHana Buaeokaapa
NOTOKOBOrO  BMOEOU3obOpaxkeHust 1 3aBUCUT
OT paspeLleHnsi NoToKa ABOMYHbLIX AaHHbIX Kaapa
TpPaHCNMpPyeMoro B1AeonoToKa.
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AneMeHT yrnpaBrieHus PyHKLUUA
~ Opur. cooTHoWweHwWe cTopoH  Adaptive
= «CooTHOLWweHne |Bbibop npeaycTtaHOBKM  COOTHOLUEHUSI  CTOPOH
CTOPOH» BUaeonsodpaxeHus Ha 3KpaHe npocMoTpa.
3HaueHus: «OpurnHanbHOEe COOTHOLUEHNE CTOPOH»
N «AJanTUBHbINY.
MuH. 3agepxka  + [ocToaHHana  Belcokasd NAaBHOCTE
Bbibop npeayctaHOBNEHHOrO 3Ha4YeHUs1 napameTpa
3a0€EpPXXKN CKOPOCTM TpaHCcnauMnm BUOEONOTOKA.
«Perynunposka 3HadeHus: «MuHMManbHas 3agepXKa»: pPexum
=] NN1aBHOCTUY» peanbHOro BpeMeHu; «locTostHHaA»: HopMarbHbIW;
«Bbicokag nnaBHOCTb»: CBOOOAHbLIN. 3Ha4veHue
MO YMOMYaHUIO — «[TocToAAHHaAY. 3agepxka
obecneuynBaet Bydepusauyuto noToka
Ans yny'dleHus KayecTBa oTobpaXeHus
TpaHcnauun.
+ B, Beikno4uTe
«
au eOrIapHaaBJ'IIAI:I-IT?/IKVI» Haxxmute KHOMKy, 4TOBbl OTOOpPa3nUTb akTUBHbIE
A npaBuna BUOEOAHANUTUKA Ha dKpaHe MnpocMoTpa
B1OE0M306paxeHus.
G v Bin.  BbIKaHouMTh
«30HbI
4 2CMO3HABAHNSIY Haxmute KHOMKy, 4TOObl OTOOpPa3nMTb  30HbI
P pacno3HaBaHus Ha 3KpaHe npocmMmoTpa
B1Oeon306paxeHus.
:
[Mepexon B MNOMHO3KPAHHbLIA PEXUM OTOBpaXKeHus.
3aBUCUT OT paspeLLEHNsT SKpaHa U pexuma padoTbl
- I'I . | MOHMTOpa KOMMNbIOTEPA, WUCKaXaeT oTobpakeHune
u | «HIONHOSKPAHHBIVIY | 1 operRUTENBHOMO pa3mepa opurMHana
n3obpaxxeHus BMOEOMNOTOKA. Bbixog
N3 MOSTHOSKPAHHOIO  peXmma  OCYyLLeCTBIseTcd
ABOWHbIM LLEMNYKOM MbILLUN UM HaXXaTUEM KHOIMKM
«Esc».

U4 .
\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru




BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 48

7.4 PA3OEN rMABHOIMO MEHIO « BUOEOAHANUTUKAY»

Pasgen rMaBHOrO MEHI0 «Buoeoananutumka» npegHasHa4eH
ANs akTuBaumMm  BuOeOaHanNUTUYECKMX  QYHKUMA: CXema, BWOeOaHanuTuka
(nepecevyeHne nuMHUK, KOHTPONb obnactu). UHTepdenc npencraBneH Huxe
(PucyHok 7.18).

IP-xamepa izl lMpocmoTtp X BuaecaHanutuka

£} Hactpoika npaeun A

Cxema

PucyHok 7.18 — Pasgen rmaBHoro meHwo «BugeoaHanutukar»

7.4.1 NMoapasaen meHo «HacTpouka BUOAeOAHANUTUKNY

7.4.1.1 NyHKT MeHIo «Cxema»

[MyHkT MeHio «Cxema» npegHasHadyeH [Ang akTuBauuw/geaxktnsaunm
BuageoaHanutudecknx  yHKUun. AkTMBauus/geakTuBauus BUOEOAHANUTUKM
OCYLLECTBNAETCA OAHOKPATHbIM HaXaTueM WHTepakTUBHOW KHOMKW. NHTepdenc

npencrasneH Huxe (PncyHok 7.19).

PucyHok 7.19 — INyHKT MmeHio «Cxema»

7.4.1.2 ®yHKuMAa «BunaeoaHanutukar»

PyHKuMA «BupgeoaHanutuka» npegHasHayeHa [Ond KOHPUIypupoBaHUS
napamMeTpoB M rpauka  BbIMOMIHEHUS  BUOEOKaMepou  BuAeOaHaNUTUYECKUX

YHKUUMI: NepecedeHne NUHUN, KOHTPOsb obnacTtu.
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BugeoaHanutuka — 3TO NHTENNEKTYyanbHbIN aHanuna
NOTOKOB BMAeoOHabnogeHna ©n  BuOeOdaHHbIX apxuBa BUAEOHabnoaeHus.
BuoeoaHanutuka BbINONHSAET aBTOMaTUYECKOE BbISABMIEHWE pas3fNMYHOro poaa
AaHHbIX W OETEKTUPOBaHME 3apaHee 3anporpamMMmMpoOBaHHbIX CODbLITUA TPEBOT.
BugeoaHanutuka, BbINonHAeMaa  BUOAEOKAMEPOMW,  UCMONb3yeT  OYHKLUUM
AEeTEKTOPOB BUAEOKAMEPblI M MNO3BOSMISIET OnpeaennTb B AaHHbIX BWOEONOTOKA
aHanUTU4eckne cutTyaumm no cobCTBEHHBIM U NepudepunHbIM - AeTeKkTopam,
No aHanu3dy  TPEKOB BMAEONMOTOKOB, pacrno3HaBaHMio  obpasoB. [paHuuy
npegynpexgawowen nuHMM  obnactu  NPUMEHEHUs  npaBuna  AeTekuuu
BuaeoaHanuTuUKKU criegyet genatb NpoCTOM U He MPUMEHATb BUOEOaHanNUTUKY
K CTPYKTYPHO CITIOXXHbIM 06nacTsm.

BugeoaHanutmka KOHTponMpyembix O6bekToB/Bellen (Uenen) Ha cueHe
BuaeoHabnogeHns, BbinonHaemMas BMgeokaMmepon, BKIo4aeT B cebs:

[MepecevyeHne NUHUM — BO3HUKHOBEHME CUrHarna TPeBOru, B criyvyae ecnu
OOBbEKT, COrnacHO YCTAHOBMIEHHOMY MO KOHTPOMO HanpaBfiEHUIO [OBWXEHUS,
nepeceyeT npeaynpexanarLLyro JIMHULKO.

KoHTponb o6nactun — BO3HWKHOBEHME CUrHana TPeBOru, B Crlydae ecnu
0OBbEKT YacTblo UMM LENMKOM MOSABUIICA BHYTPU KOHTYpPa KOHTPOSIMPYEMOM 30HbI,
UM Korga OBWXKYLLAACS LUenb Mnepecekna Ha BXoA/BbIXod npeaynpexaatoLyto

NNHUIO (3aMKHYTBIWN KOHTYP) KOHTPOSTIUPYEMOW 30HbI.

Co3s0aHue npasuna sudeoaHanumuku «llepecevyeHue nuHUU»

[obaBbTe HOBOE MpaBumno , N yKaxute TuUn

«lMepeceyeHne nuHMM». C NOMOLLBID MbIXM HAPUCYNTE KOHTPOSbHYIO FNHUIO
Ha BugeonsobpaxeHnn (PucyHok 7.20).
3aBepLUeHNE PUCOBAHUSA OCYLLECTBNSAETCS HaXaTMEM MNpPaBOM KHOMKM

MbIlWKW. AKTUBHOE npaBuno snaeoaHarimTmKu 6yp,eT BblAENEHO XENTbIM LIBETOM.

Ons ynaneHus npasuna Bolbepute @ «OUNCTUTBLY.
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Yaanute

PucyHok 7.20 — CosgaHue npasuna suaeoaHanutukm «lepeceyeHmne imHUn»

Mocne co3paHus npasuiia BUOEOAHAIIUTUKN YKaXUTE MapaMeTpbl

dyHKkuun (Tabnuua 7.6).

Tabnuua 7.6 — OYyHKUMKM N 3HAYEHNA NapamMeTpoB BKNagku «BuaeoaHannTuKmny:
«lNepeceyeHne nuHNy

MapameTtp PyHKLUA

quCTBMTeJ'IbHOCTb YcTtaHoBKa YyBCTBUTEJIbHOCTU OETEKUNN.

HanpaBneHve [OBWxeHMe 0ObEKTa, mnepecekaloLlero

HanpasneHune
P obnactb: A—B, B—A, oba.
OUNBLT HacTtpoiika obbekta TpeBoru getektopa (Yenosek w/mvnu
P MoTopHOe TpaHCMOPTHOE CPEeaCTBO).
Hactponka HepenbHOro rpaduka aboTtbl npaBuna
PacnucaHne P a pacp P P

BnaeoOaHarmMTunKNn.

ABTOMaTM4eckasl 3anmcb BUOEOMNOTOKa npn BOSHNKHOBEHUN

ApxuB BMOEO
TPEBOXXHOIO CObbITUS.

[Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet
OtnpaBka Email |aBToMaTn4ecku OTnpaBnNATb SJTEKTPOHHYIO noyTy
3alaHHOMY noslydaTento 0 BO3HUKHOBEHUN TPEBOTU.

AKTuBaums TPEBOXHOIO BbIXoaa BUAEOKaMepbl

TpeBOXHbIN BbIXOL,
Npwu HaCTYNMEHNN TPEBOXKHOIO COBbLITUS.
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MapameTp PyHKLUA

[‘onocosoe [Mpw BKITHOYEHUU napameTpa, aygouodpann byneTt
onoseLleHne BOCNpoM3BeaeH Npu cpabaTbiBaHUN CUrHana TpeBoru.

[Mpw BKMOYEHUM NapaMeTpa, cMcTema Buaeokamepbl 6yaoet
CHumMoOK aBTOMaTUYECKU COXpaHsTb n3obpaxxeHuns
npw BO3HUKHOBEHUM COOLITUIN TPEBOT.

Co3s0aHue npasurna sudeoaHanumuku «KoHmposne obracmuy

BI'IOJJ,I'IyHKTe MeHIO «BuaoeoaHanutuka» pgobaBbTe HOBOE npasuIo

, N ykaxxute Tun «KoHTponb o6nactu». C NomoLbio MbILLN

BPY4YHYO, MO0 C nomollblo KHomkn «O6nactb», HapUCYWTe KOHTPOSIbHYIO
obnacTb Ha BuaeounsobpaxeHum (PucyHok 7.21).
3aBeplleHne pUCOBaHUS OCYLLECTBIISIETCA HaXaTMeM npaBOM KHOIMKU

MbIlUK. AKTUBHOE npaBunino BMUAOEOAHAJIUTUKA 6y,qu BblgeJieHO CUHMM LIBETOM.

Ons ynaneHnus obnactu Bbibepute @  «OUMCTUTBLY.

TMpegsuywmi D6HOBMTL Mo ymonuanmo
PucyHok 7.21 — Co3gaHue npaBuna BuaeoaHanntukn «KoHTponb obnactmy»

Mocne co3gaHusa npasuiia BUOEOAHAJIUTUKN YKaXXUTE MNMapaMeTpbl

dyHkumn (Tabnuua 7.7).
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Tabnuua 7.7 — OyHKUMM N 3HAYEHUS1 NapaMeTpoB BKNagkn «BuoeoaHanUTUKny:
KoHTponb obnactu

MapameTp PyHKUUA

L‘|yBCTBl/ITeJ'IbHOCTb YctaHoBKa YyBCTBUTEJIbHOCTU OETEKUUN.

«lMosiBNeHne» — Uenb 4YacTbld WM LENMKOM OKa3larnachb
B KOHTPONUPYEMOW 30HE;

< «[lepeceyeHune» — BMXKYLLLAACS enb nepecekna
[lenctBue P , A yi 4 P
KOHTPOJIbHYHO 30HY;
«BHYTpU» — OBMXywasca uenb BHYTPU KOHTPOSMPYEMOM
30Hbl.
HanpaBneHne  aBwxeHne obbekTa, nepecekaroLwero
HanpasneHune

obnactb: A—B, B—A, oba.

MuHumanbHaa |lNapameTp  pabotaeT  Npw BKNIOYEHHOM napameTtpe
npogosmxkutens- | «BHyTpu». 3HavyeHne napameTpa B guManasoHe oTlc
HOCTb o 60 c.

MoBTOp BpemeHn |[lloBTOpHOE cpabaTbiBaHMe TpeBorn. 3HavyeHne napameTpa
TpeBoru B AnanasoHe ot 0 ¢ go 300 c.

HacTtpoiika obbekta TpeBorn getektopa (Yenosek wu/mvnu

PunbTp MoTopHOe TpaHCMOpPTHOE CPeaCTBO).

Hactponka HegenbHoOro rpaduvka paboTel npasuna
BUOEOAHANUTUKMN.

PacnucaHue

ABTOMaTM4eckas 3anmcb BUOEONOTOKa npn BO3HNKHOBEHUN

ApxuB Bngeo
TPEBOXXHOro CcobbITUS.

[Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet
OtnpaBka Email |aBTomMaTnyeckm OTNpaBnNATb 3MEKTPOHHYIO noyTy
3aJaHHOMY noslydaTento 0 BO3HUKHOBEHUN TPEBOTIN.

AKTuBaums TPEBOXHOIO BbIXoaa BUAEOKaMepbl

TpeBOXHbIN BbIXO,
NpWY HAacTYNSIEHUN TPEBOXHOIO COBLITUS.

[flonocosoe [Mpw BKITHOYEHUU napameTpa, ayauodpann byneTt
onoseLleHne BOCNpOM3BEAEH Npun cpabaTbiBaHUN CUrHana TpeBoru.

U4 .
\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru




BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 53

MapameTp PyHKLUA

[Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet
CHuMOK aBTOMaTUN4YECKU COXPaHATb n3obpaxeHuns
NpwY BO3HUKHOBEHUN COBLITUIN TPEBOT.

7.5 PA3OEN MABHOIO MEHIO « KAMEPA»

Pasgen rnaBHoro wmeHiwo «Kamepa» uvmeer Tpu nogpasgena:
«N306paxeHney, «Bugeo», «Ayamo» (PucyHOK 7.22) Onst KOHOUIypuUpOBaHUS

HaCTpOEeK BUOeOKaMepPbl.

IP-xamepa 1= MNpocMmoTp BuaeoaHanutMka

5]
£
1=

=

[=]

PucyHok 7.22 — Pasgen rmaBHOro MeHo «Kamepa»

7.5.1 Noppazaen meHwo «N300paxeHue»

[Mogpasgen MEHIO «306paxeHne» npegHasHayeH
AOS99 KOHPUrypnpoBaHNA YCTAHOBOK MO KaXXOAOMY M3 TPEX ONTUYECKUX npodomnen
HacTpomkn Bugeokamepbl. WHTepdenc nogpasgena mMeHw «M3obpaxeHue»

npencraeneH Huxe (PucyHok 7.23).

Pexum paGoTsl BT00NPeA ) Hac cyena flens/Hovn

MNpoduns Hens

Pexum Bbikn (©]
W3oBpaxenne

IKCNOINUMA
DOH, 3acBeTKa

Bananc 6enoro

NpotusoTyMan

AFSA

PucyHok 7.23 — Noapasgen meHto «M3obpaxeHne»
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[Tocne BLINOMHEHUS KOHMUIypupoBaHWA MO NMPOMPUIAM  OMNTUYECKUX
napamMeTpoB Buaeokamepbl HeOBXOAMMO COXPaHUTb UX C MOMOLLBIO  KHOMKM
«lMpnuMeHnTb» Ha NaHen coxXxpaHeHnsa N MHMUManNuU3aumm HacTPOEK.

Buoeokamepa nosBonser KoOHurypuposaTb OMTUYECKME MapaMeTpsbl

no Tpém npocpunsam (PucyHok 7.24).

Pexaam paboThl ABToONpeaencHue (@) HacTpawBaemas cueHa JeHb/Houb

PucyHok 7.24 — NMogpasnen meHio «3o06paxeHney: ABToonpeaerneHue /
HactpanBaemas cueHa / [JeHb/Ho4b

KoHgourypmnpyemble ontTudeckme npoounmn HacTpoek Bngeokamepbi:

—  «ABTOONpeneneHne» —  HOPMasiM3oBaHHbIA  Mpohusib,  MOXeT
MCMNonb30BaTbCH Kak eAnHbIN NMPOounb CyTOK, SN Kak cneynanbHblid ONTUYECKUN
npodounb;

— «HactpanBaemas cueHa» — npounb AN yCTaHOBKM OMNpenernéHHoro
BpeEMEHM B kKayecTBe BblOpaHHOro npodpuns (PucyHok 7.25);

— «[leHb/Ho4ub» — npodunb anst AHEBHOW/HOYHOMN OCBELLEHHOCTM.

HacTpoiku pacnucaHua A

fede @ Hous @ [octosHHaa @ [Mepepnuid ceer @ loacsetka @ CuibHas NOACBETKa Huskan ocBelleHHOCT

® [lonbaoeatenbckuinl @ [lonb3oBaTeNbCKMAZ

Ypanutb OuMcTUTL Mo ymonvanuio

0o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

AxBapb
QeBpansb
MapTt
Anpenb
Mai
WioHb
Hronb
Asryct
CeHTabps
OkTA6ps
Honatpb
Jexabpb

Konup.
Konup.
Konup.
Konup.
Konup.
Konup.
Konup.
Konup.
Konup.
Konup.
Konup.

Konup.

PucyHok 7.25 — HacTponkun pacnucanus: «Hactpansaemas cueHa»

MapameTtp [Mpodunb npegHasHadeH On9 KOHPUrypupoBaHUa YCTaHOBOK
CyTOuYHOW (24 4acoBoW) nocnefoBaTeNnbHOCTM MNPUMEHEHUA  ONTUYECKUX

npodunen B pabote Bngeokamepbl (PUCyHOK 7.26).
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Mpoduns JeHb

JeHb

(o)
Houb
lNMocToAHHas
lMepeaHun ceet

MNMopaceetka
CwnbHas nojceeTka
HW3Kas OCBELLEHHOCT

lNonb3oBatenbckuind v

PucyHok 7.26 — MognyHKT rnaBHOro MeHio «M3obpaxeHue: MNpodunnb»
Bknapgka «U3o6paxeHune: UN SSA»

Bknagka «WM3obpaxeHue: UM SSA» nosBonsieT onpenenntb YCroBus
oKpyXatwlen cpefbl (4oXab, TymaH, noacBeTka, MepuaHue, OCBELLEHHOCTb) U
caoenaTb BuaoeounsobpaxeHne 6onee 4véTkuM. UHTepdenc npeacTtaBrieH Huxe
(PucyHok 7.27).

[Mpodwunb Jenb

NN SSA Pexim B, @

306
3obpaxeHue Bin.

Boikn.

banaHc 6enoro
Jerb/Houb

WK-noaceetka

PucyHok 7.27 — Bknagka «3obpaxeHue: NN SSA»

BHMMAHWE!

Mocne BkntoveHns UM SSA HekoTopble HACTPOMKUM U300paKeHus:
Qkcnoauuma, PoH. 3aceeTka, [NpotnBotymaH n AFSA, 6yayT OTKMOYEHDI
Mo YMOJTHaHUIO.
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Bknaaka «M3o6paxeHue: NU3obpaxeHne»

Bknagka «W3o06paxeHue: N3obpaxeHney» nossBondeT KOHUrypupoBaTb,
KOppekTMpoBaTb nNapamMeTpbl U3obpaxeHus Buaeokamepbl Afs BbIbpaHHOro
ontnyeckoro npoduna (PucyHok 7.24). NHTepdenc napameTpa «MN3obpaxeHne»

npeacrasneH Hmxe (PncyHok 7.28).

Mpodwab JeHb

WA SSA QunbTp CraHgapTHbIA
WN3oBpaxkeHue

Apkocte -
IKCMO3INLNA

(DoH. 3aceeTKa KonTpact — + 50

BanaHc 6enoro

HacbllweHHOCTE — 50

feHb/Houb

PeakocTs - + 50

WK-noaceeTka
MpoTMBOTYMaH Famma

AFSA

+

MNoeopot 18

3epkano

PucyHok 7.28 — Bknagka «M3obpaxeHune: N3obpaxeHune»

®PYHKUMM M gmanasoHbl 3HAYEHU HacTpoek napameTpa «M3obpaxeHue:

N306paxeHne» npeactaBneHbl HWxe (Tabnuua 7.8).

Tabnuuya 7.8 — dyHKUMM NapamMeTpoB BKaakn «M3obpaxeHne: NsobpaxeHne»

MapameTtp PyHKLUA
«M4Arkmny — KOHTPaCTHOCTb N306paXXeHNe MeHbLLE, OTTEHOK
cnabee;
PunbTp «CTtaHgapTHbIn» — UAbTP U300pakeHUs1 Mo yMOMNYaHuio,

oTobpaxaeT hakTU4eckmin UBeT n3obpaxeHus;
«HacblWweHHbIN» — n3obpaxxeHne ApKoe, HacblLEHHOE.

HacTtponka obuwen apkoctn mnsobpaxeHuda. Yem 6Gonblue
ApkocTb 3HayeHue, TeM sp4vye un3obpaxeHne 6OygeT. 3HayeHue
HaxoauTtca B ananasoHe ot 0 go 100.

Hactponka koHTpacTa BuageousobpaxeHus. Yem Oonbuie
KoHTpacT UYNCMIEHHOE 3HayeHue, TEeM Bbllle KOHTpacT. 3HayeHue
HaxoguTca B anana3oHe ot 0 go 100.
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MapameTp PyHKLUA

HacTponka HacbILWEHHOCTU BuaeomsobpaxeHusi. Yem
OonblUue YNCNEHHOE 3HAYeHMe, TEM HacbIWEHHEE («4YnLLEe»)
UBeT. OTO 3HA4YeHMe He oOKasblBaeT BUSIHUS Ha obLuyto
SIPKOCTb BCEero BNnOeon3odpaxxeHus. LiBeT
HacbIlWeHHOCTb | BUAEOU300paXeHUs MOXEeT  CTaHOBUTbCHA CITULLIKOM
CUNbHBIM MNPU Ype3MEPHO BONbLIOM 3Ha4YeHun. [nsa cepon
YacTu BWOEOU300paXKEHUS] BO3MOXHO WCKaXeEHue, ecnu
OanaHc 6enoro HenpaBunbHbIA. 3HA4YEeHWEe HaxoauTcs
B Anana3oHe ot 0 go 100.

HacTponka ypoBHSI pPe3KOCTU Kpasi Ha usobpaxeHun. Yem
fbonblwe 3HadeHne, Tem bOonee YETKMM CTAHOBMUTCS Kpaw
PeskocTb Ha nsobpaxeHun. Ha nsobpaxeHnn reHepupyeTcsa LUyMm,
€CI1 3Ha4YeHne YCTaHOBIIEHO CIIMLLKOM BbICOKMM. [lMana3oH
3Ha4yeHun ot 0 go 100.

HacTtporika «llamma» — nopora SpKOCTM Un300paxkeHus.
[Mopor dpkoCTM  Kn300paxeHus  perynupyetcsa  depes
HESNIMHENHBIN  PEXUM  PErynmpoBkM, 4TOObI  ynyywunTb
ONHaMUYeCcKnin amanasoH otobpaxeHus naobpaxeHus. Hem
amma Gonblie 3HayeHue, TeM spye n3obpakeHue CTaHOBUTCS.
[lnanasoH 3HaYeHnn ot 0 no 100. BuayarneHo,
Npw BKNIOYEHHOW raMma KOppeKunn TEMHble obrnacTu Kkagpa
CTaHOBATCA BWAHbI Nyylwe, HO KOHTPACTHOCTb CBETMbIX
Y4aCTKOB CHMXaeTcs.

MoBopoT  um300paxeHus.  [penctaBnsieT  MOBEPHYTb

[MoBopoT n3obpaxeHne B 3aBUCUMOCTM OT crnocoba  KpenneHus
BUOeOKaMepbl.
HacTtpolika «3epkano» no3BonsieT BM3yarnbHO
3epkano

KOHTPONMPOBaTb KOMMOHOBKY Kagpa WU HAaCTPOWKY PEe3KOCTMW.

Bknagka «U3ob6paxeHune: Akcno3mumna»

Bknagka «W3obpaxeHne: 3kcnos3vumsa» no3BoONsieT KOHurypuposaTh,
KOppEeKTUpoBaTb NapameTpbl IKCNo3numnmn n3obpaxeHus. MNapameTpbl 3KCNO3nLMK
BNUSAIOT Ha APKOCTb, KOHTPACTHOCTb U LBeTonepeaayvy nsobpaxeHua. MHTepdenc
npeactasneH HWxe (PucyHok 7.29).
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MNpodwnb

W1 SSA
W3oBpaxeHune
JKCno3numa
DoH. 3aceeTka
BanaHc 6enoro
[eHb/Houb
WK-noaceeTka

MpoTMBOTYMaH

Jenb

AHTU-MepLaHue YAuuHbIA CBET
Pexum AeTO
SKCMOKOPpPEKLMA — oo—

3DNR [ @)

Yeoun. 3D -

2D NR —

58

AFSA

PucyHok 7.29 — Bknagka «306paxeHune: JKcnosmumns»

®OYHKUMM U Ouanas3oHbl 3HAYeHWUn HacTpoek napameTpa «M3obpaxeHue:

akcno3mumay npeacrasneHsl HUXe (Tabnuua 7.9).

Tabnuua 7.9 — dyHKUMM NapameTpoB BkNagku «M3obpaxkeHne: SKCno3nums»

MapameTp PyHKUMA

Boibop  3HayeHusi  «AHTU-MepuUaHMe»  NPOU3BOAUTCA
13 BbiNagalwoLLero cnucka 3HadeHun. 3HavyeHus: «Ynu4Hbin
ceet», «50Tu», «60 Mu». MapameTp  Heobxoanm
ONS yganeHmsa MepuaHma  n3obpakeHus, BO3HMKaoLEero
OT OCBETUTESNbHbIX NPUOOPOB.

AHTN-mepuaHune

Pexnm «ABTo». [Ina pexxuma aBTOMaTUYECKOWN 3KCMO3ULMN
obwan spkocTb um3obpaxeHna OyaoeTr aBTOMATUYECKU
perynmpoBaTbCs B COOTBETCTBMM C PA3NIUYHON SPKOCTbIO
CLIEHbI B HOPManbHOM Anana3oHe 3KCNo3uLmm.

Pexnm «lMpunopnteT ycuneHus». YcuneHue 3KCnosuuum
CbEMKM BbICTaBMAETCA BPYYHYIO, napamMeTpbl auadparmbl

Pexum 3KCMO3NLMMN BbIYUCTIAIOTCS NPOLIECCOPOM aBTOMAaTUYECKM.

Pexnm «lNproputeT BbigepXKM». Bblaepxkka akcnosuumm
CbEMKM BbICTaBMAETCHA BPYYHYI, NapamMeTpbl auadparvbl
9KCMo3nuum BbIYMCIIAIOTCH NPOLLECCOPOM aBTOMATUYECKN.

Pexnm «locTosaHHas» no3BondeTr BPY4YHYH BbICTaBNATb
3Ha4YeHns BbIOEPXKKU U anadhparmel.

Hactponka «2D». Hem Bbllle ypoBeHb MogaBreHus Lyma

2D NR
N300paXkeHns, TeM MeHbLLIEe CTaHOBUTCS LUYM N306paxKeHns.
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MapameTp PyHKLUA

HacTtpownka 3KCMOKOpPpPEKLMN. JKcnokoppeKkums —
NPUHYONTENbHOE BBEAEHWE MOMpaBkM B U3MEPEHHYIO
OKCNOKOPPEKLMS | 9KCMO3NLMIO  AN9 KOMNeHcauun  ownbok  M3MepeHus.
[MapameTp MOXHO KOppeKkTupoBaTb B pexumax «ABTO»,

«lMocTogHHas».
[Mepekntoyarternb BKITHOYEHNA/OTKITIOYEHMS dyHKUMM
3D NR BbIMOJTHEHUS noaaBneHus lwyma n3obpaxxkeHus

3D dounbTpauuen.

Hactporika «Ycun. 3D NR». Yem Bbile ypoBeHb
Ycun. 3D nogaBneHnsa wyma nsobpaxeHuns, TeM MeHbLle CTaHOBUTCH
LLIYM U300pakeHus.

Bknagka «U3o6paxeHune: ®oHoBasi 3acBeTKa»

Bknagka  «M3obpaxeHue: ®PoHoBas  3acBeTka»  npegHasHayeHa
Ans Bblbopa npeaycTaHOBNEHHONO pexmnma GYHKUMKM  KOMMeHcauuMm 3agHero
cBeTa, KOMMeHcaumm BCTPEYHOW 3acBeTkM. JTO NO3BOSMSET  ynpaBnATb
aBTOMaTUYECKON PEryrIMPOBKOM YCUITEHUSA U 3MEKTPOHHbLIM 3aTBOPOM He MO BCEW
nnowagmn sKpaHa, a no ero LeHTpanbHOW YacTu, YTO NO3BOSISET KOMMNEHCUPOBATL
M3NULWEK OCBELLUEHUs, Mellalwmi BOCNPUATUIO U300paXeHus. IKCho3nuum
BNUSAIOT HA APKOCTb, KOHTPACTHOCTbL M LBeTonepeaayvy nobpaxenus. MHTepdenc

npencraesneH Huxe (PucyHok 7.30).

Mpodwnb NeHb

NI SSA Pexcim Bbika.

WN3o6paxeHne
P Beikn.

JKCNO3MUMa
BLC

(DoH. 3aceeTka
HLC
Banauc 6enoro
WDR
lenb/Ho4b
AnanTauma cueHsbl
WK-noaceeTka
lMpoTMBEOTYMaH

AFSA
PucyHok 7.30 — Bknagka «3o06paxeHune: PoHoBasa 3acBeTKay
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®PyYHKUMM M gmanasoHbl 3HA4YEeHWn HacTpoek napameTpa «WM3obpaxeHue:

doHoBas 3acBeTka» npencraBneHbl HWxe (Tabnuua 7.10).

Tabnuua 7.10—- O@PyHKUMM napameTpoB BkNagkn «W3obpaxeHne: PoHoBas
3acBeTka»

MapameTp PyHKUUA

PYHKLMA KOMNEHCaUUN NOACBETKU. ApKne NCTOYHUKKN CBeTa
(namnbl, MOHUTOPBLI 1 T.4.) Nonas Ha n3obpaxeHne B nose
3peHns BuaeoKamepbl, NMPUBOAAT K OCMENfeHno B Kagpe,
HepasnMYMMOCTN [feTanen B TEeMHbIX ydacTkax. [ns Toro
HLC 4YTOObLlI JeTann B TEMHbIX TOHax ObLIM nydlwe pasnUyYnUMb
Heobxoaumo ybpaTb M3 pacdéTa cpefHen APKOCTU AaHHble
MCTOYHMKM cBeTa. PYHKUMSA KOMMEHCaLMn SIPKON 3acCBETKU
MacKMpyeT SpKMe UCTOYHWKM CBeTa aBTOMaTU4EeCKOW
mMackoun. BennunHa macku perynupyetca (PucyHok 7.31).

PYHKUMA KOMNEeHcauun noacBeTKN naobpaxeHnsa. OyHKLMS
BMOeOoKaMepbl MO aBTOMATUYECKON PErynupoBKe YCUNEHUS
Mo UEHTpanbHOM YacTu Wn3obpaxeHnd, 4YTO MNO3BOSSET
KOMNEeHCUpoBaTb  U3MULLIEK  OCBELLEHUS,  MeLLatoLLni
HOpPManbHOMY  BOCMPUATUIO  M3006paxeHust.  DyHKUuSA
no3BosnsieT u3bexarb MNEepPeKnovYeHNs U3 pexmma «HOYb»
B PEXUM «OeHb» Npw KpaTKOBPEMEHHOM 3acBeTke
doTogaTymka B pe3ynbTtarte pesKoro nepenaga
OCBELLEHHOCTN M NOMyYUTb KaydecTBEHHOe u3obpaxeHue
Aaxe Mpu ycnoBuun, 4YTo 0BBLEKT HaxoguTcsa Ha (POHe SPKO
ocBewWwEHHOro y4yactka. O6bl4HO, KOrga e 3a O0bEKTOM
eCTb SIPKMA CBET M HanpasfieH MnpsMo B 0ObekTuB, TO
anadpparma cyXxaeTcs, n 00beKT nepegHero
nnaHa BbIMSANT TEMHbIM N Pa3MbiTbiM Ha U300paKeHUu.
brnarogapa dyHkuum BLC oTBepctne auacdparmbl Bcé
paBHO  OTKPbIBAaeTCA  LWMPOKO, TaK 4YTO  OOBbEKThbI
Ha nepegHeM nnaHe MonyyarTCAa CBETMbIMA U YETKNMU
Aaxe Ha oOHe SIPKOro ceeTa.

BLC pexum
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MapameTp PyHKLUA

AnnapaTtHo-peann3oBaHHasd dyHKUMS pacLwmpeHus
OWHaMUYEeCKoro guanasoHa Matpuubl 418 KOMNeHcauum
noaceetkn unsobpaxeHus. PyHkuma WDR  nossonsieT
nosny4aTb BbICOKOE Ka4yeCcTBO B1Aeoun3obpakeHus
WDR npu nobom nepenage YPOBHEWN OCBELLIEHHOCTMN.
Mokazatens WDR wu3amepsietca B geumbenax (gb). OH
paccynTbiBaeTCA Kak OTHOLWEHME OCBELLEHHOCTU CaMoro
SAPKOro M CaMoro TYCKNoro o6bekta, HaxXOAALWNXCA B CLEHe
BungeoHabnogeHus (PucyHok 7.32).

Bbikn. OTknroyeHne yHKUMIM NOOCBETKMN.

(DyHKLI,I/IFI C naMeHeHnem cueHbl OJ14 NnoBbilLEHUA KadecCTBa

anTauusi CueHbl
A H H n3obpakeHus:.

Pexim LC

H
I—_ +50I

PucyHok 7.31 — HacTtpownka BennunHel macku « HLC»

Pexm WDR

—  oa— +50I

PucyHok 7.32 — Hactponka BenninHbl mackmn «\WDR»

Bknapgka «U3obpaxeHue: banaHc 6enoro»

Bknagka «MN3o0bpaxeHue: BanaHc oenoro» npegHasHaveHa
Anst Hactponkn 6anaHca 6enoro uBeTa, Korga CHUMaeMbln BUaeokamepomn 0enbin
npeamMeT unmeeT Ha N300pakeHUn XENTbIA, CUHEBATbIN WU OPYrne OTTEHKU
(HO He Genbin). B3TO HecooTBeTCTBME Genoro LBeTa Ha n3obpaxeHun BbI3BAHO
ocBeweHneM u TpebyeT HacTpomkm 6GanaHca ©Oenoro ueta. WHTepdenc

npencraeneH Huxe (PucyHok 7.33).
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MNMpodwuns JeHb

VI SSA Pexmm ABTO
N3oBpaxeHune AsTo

3Kcno3nyma

EctectBeHHBIA
(DOoH. 3acBeTKa

YAMYHOE OCBELLEHNE
banaxc 6enoro

Jexb/Houb

YAuuHbIn cBET
MocTofHHaR
WK-nogceetka

Mo 3agaHHOR 06BAacTn
[NpoTMeoTYMaH

AFSA
PucyHok 7.33 — Bknagka «/3o06paxeHue: banaHc 6enoro»

3Ha4YeHus pexmnmon banaHca benoro no BblNagarvLwnm CrMnNUCKaMm

npuBeaeHsbl HMXe (Tabnnua 7.11).

Tabnuua 7.11 — dyHKUMM NapaMeTpoB BkNagkun «M3obpaxeHune: banaHc 6enoro»

MapameTp PyHKLUMUA

ABTOMaTU4eckasi KomneHcauus 6enoro uBeTa B npegenax

ABTO Temnepatypbl ueTta 1800 K ~ 10500 K.

KomneHcauma B kKagpe ocBelleHUs OT eCTeCTBEHHOIo cBeTa

EcTtecTBEeHHbIN
BHYTPW KOMHaTbI.

Ynun4yHoe KomneHcauusa B Kagpe ocBeleHUnd OT YIIM4YHOro Be4YepHero
ocBelleHne CBeTa.

KomneHcauns B kagpe OCBELLEHUS OT eCTECTBEHHOIO CBETA
Ha ynuue.

YnuuHbin cBeT

KomneHcauusa B kagpe OCBELLEHUS PY4YHOW pPeryrimpoBKOM

MocTosiHHas
BGanaHca KpacHOro n CUHero LBETOB.

Mo 3agaHHOM KomneHcauus B Kagpe ocBelleHns perynupoBKoOun
obnactu no BblbpaHHOM obnactn kagpa.

Bknagka «U3o6paxeHue: eHb/Houb»

Bknagka «W3obpaxenune: [deHb/Houb» no3BonsieT KOHMUrypupoBaTb
HaCTPOMKM aBTOMATUYECKOro nepekntoyeHna pexmnmoB «eHb/Houb». NHTepdenc

npeacrasneH Huxe (PUCyHok 7.34).
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Mpodunb leHb

WA SSA Pexim AETO

N3obpaxeHwne
YyBCTBUTENbHOCTD CpegHan
JKCno3nymns

DOH. 3aCBETKa 3adepxKa b cek.

bananc 6enoro

AeHb/Houb

WK-noaceeTka

[poTMEOTYMaH

AFSA

PucyHok 7.34 — Bknagka «MN3obpaxeHue: [leHb/Houb»

3HayeHuss  pexumoB banaHca 6enoro Mo BbiNagawWMM  CAMCKam

npuBeaeHsbl HMXe (Tabnuua 7.12).

Tabnuua 7.12 — dyHKUMM NapamMeTpoB Bknagkun «M3obpaxenune: [leHs/Houb»

MapameTp PyHKLUMUA
«Y/b» — NOCTOSIHHas (HeoTKkNO4Yaemas) paboTa
NK-cpunbtpa. Cbémka B 4EpHO-6enom LBeTe.
«ABTO» —  aBTOMaTUYEeCKM  OTKNOYaemas/Bkriovaemas
Pexum pabota WK-dunbtpa. CbéMka B 4Y€pHO-6enom uBeTe W

B NMOJIHOM LBETE.

«UBeTt» — NOCTOsIHHas (HeoTkNo4aemas) paboTa
NK-punbtpa. ChEMKa B UBETE.

UyBCTBUTENMBHOCTL JaTyMka CBeTa MO MepeksoyYeHnto
Mexay LUBETHOW W YEpPHO-6enon ChLEMKOW WN300pakKeHUn.
UyBCcTBUTENBHOCTD | [1peaycTaHoBNeHbl  3HadYeHus::  «Huskun», «CpegHuny,
Bbicokun». YnpasrneHue 4yBCTBUTESIbHOCTLIO [OOCTYIMHO
TONbKO B pexunme «ABTo» paboTbl NK-dunbTpa.

3apepkka nepeknioveHns mexay LBeTHbIM N YEPHO-0enbIm
3agepxka nsobpaxeHunem. lNpegycraHoBneHbl 3HaYyeHna: 2 ¢, 3 ¢, 4 ¢,
5¢,6c,7¢,8c¢,9c¢,10c.
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Buaoeokamepa nossonser KOH(puUrypmpoBaTb SJTIEKTPOHHbIN n
mexaHudeckun WUK-comnbTp Buaeokamepbl. ITOT  GunbTp obecneumsaeT
(B yCroBusIX OTCYTCTBUSI U HWU3KOW BHELUHEN OCBELLEHHOCTU BUAEOCHEMKN)
nonyyeHMe [OCTATOMHO YETKOro, pAeTanbHoro usobpaxeHus. PunbTp TUNa
«ICR» — aT10 ontuyeckun WK-cdounnbTp, pacnonoXxeHHbln nepen MaTtpuuen
BYaeoKaMepbl 1 MEXaHUYECKN caBUraeMbli yCTPOMCTBOM NpUBOAA BULEOKaMepbI.
B oHeBHOe Bpems unbTp cABUraeTca Ans YCTPaHEHUs  HexeraTtesibHbIX
a(peKkToB, BbI3BaHHbIX  MHMpPAKpacHbIM  uanydyeHnem. dunbTp  TUNA

«ONEKTPOHHbLINY» NCMONb3YeT NPOrPaMMHYH0 KOPPEKLNI0 N300paxxeHus.

Bknapgka «U3obpaxeHue: UK-noaceeTka»

Bknagka «WM3obpaxeHune: WMK-nogceseTka» Mno3BofsieT KOHUIypupoBaTb
HacTpouKkn paboTbl MHGPAKPACHOW MOACBETKN BUAEOKAMEPLI MO TPEM peXxumam,
OS5 OCYLLECTBNEHNS BuAEOHabNIAEHNA B YCIOBUSIX HU3KOW OCBELLUEHHOCTMW.
NHTepdenc KoHdurypmupoBaHus HacTpoek pabotel VIK-noacBeTkn Bnaeokamepbl

npencrasneH Huxe (PncyHok 7.35).

Mpodwmns JeHs

WA SSA Pexam AeTo

M3obpaxeHune
MocToAHHaRA

JKCNo3nLma
AsTO

MoH. 3acBeTKa
Boikn.
bananc 6enaro
JeHs/Houb
MK-noaceeTka |
[MpoTUBOTYMaH
AFSA

PucyHok 7.35 — Bknagka «MN3obpaxeHue: MK-noaceseTkay

Pexum «ABTO» — aBToOMaTU4ecKoe BKINOYEHNE NK-noaceeTkn
A51s1 OCyLLecTBeHNs BMAeoHabnogeHuns B YCITOBUSX HeaoCTaTOYHOM
OCBELLEHHOCTMW.
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Pexnm «llocTtosiHHaa» — py4dHoe KOHUrypupoBaHUE 3Ha4yeHus ApKOCTU
ceeTa VK cBeTogmMooB BUOeOKamepsbl.

Pexum «Bblkn.» — oTkno4veHue pa6OTbI MK-noaceeTkun BnaeoKaMepbl.

Bknaaka «M3o6paxeHue: NpoTuBOTYyMaH»

Bknagka «W3obpaxeHune: [MpoTmBOTyMaH» MO3BOMSET  OTKMAYaTb
N KOHpUrypupoBaTb HaCTPOWKM paboTbl durbTpa NPOTMBOTYMAaHa Mo TPEM
pexxumam (PucyHok 7.36).

MNpodwuns lens

A SSA Pexaim Bhikn.

306paxeHune
Beikn.

JKCNo3numa
MocToAHHaA

(DoH. 3aCcBeTKa
AgTO
BanaHc Genoro
Jens/Houb
WK-noaceetka
MNpoTueoTyMaH |
AFSA

PucyHok 7.36 — Bknagka «M3obpaxeHue: [NpoTuBoTyMaH»

KauyecTBO un300paxeHMss MOXeT cTaTb MMoXuM, €ecnu Buaeokamepa
paGoTaeT B OKpyXKaloLlen cpeae ¢ TyMaHoMm unu apiMoM. B aTom cnyyae pa6oTa
BKMIOYEHHOrO  PUNbTpa NPOTMBOTYMaHa 0becrneymT  KOpPEeKUMlo  KavecTBa
N300paxeHNsl B aBTOMaTtUYECKOM pPeXMMe UMM MO 3adaHHbIM  BPY4YHYHO

napameTpam ounbTpa.

BHVMAHUE!
MNocne BktoyeHUs pexnma «MpotuBoTymaH» napametp «AFSA» Gyaet
OTKITHOYEH aBTOMAaTUYECKM.

3HayeHna napameTpoB MO BbiNagalolWMM CrMckamMm npuBeneHbl  HUXe
(Tabnuua 7.13).
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Tabnuua 7.13 — dyHKUMM NapamMeTpoB BKNaakun «M3obpaxeHune: NpoTMBOTYMaH»

MapameTp PyHKLUMUA
3HayeHMss napameTpa BblIOMpalOTCa U3 BbiNagatoLllero
Pexxunm )
cnucka: «Bbikn.», «[locTogaHHaa», «ABTO».
MHTEHCMBHOCTb TymaHa (OblMKM). 3HayeHust napameTpa:
MHTEeHCMBHOCTL

«Huskumn», «CpegHunmn», «BbiCOKnn».

Bknagka «M3o6paxeHue: AFSA»

Bkrnagka «306paxeHune: AFSA» Nno3BoNigeT  OTKMwYatb U
KOH(purypmupoBaTtb HacTporku paboTbl punbtpa AFSA, 4TobObl NpenoTBpaTUTh

MepuaHne nsobpaxeHus. MHtepdenc npeacrasneH Hmxe (PucyHok 7.37).

Mpoduns JeHb

W SSA Pexcm Bbik.

WNao6
3obpaxeHue BLika.

JKCNO3NL KA
Bra.

DoH. 3acBeTKa
AsTO
banaxc 6enoro
JeHb/Houb
WNK-noaceeTka
MpoTueoTYMaH

PucyHok 7.37 — Bknagka «M3obpaxeHune: AFSA»

BHNAMAHUE!
[Mocne BkntoyeHus pexnma «AFSA» napameTp «lpoTuBoTymMaH» byaet
OTKITIOYEH aBTOMAaTUYECKMW.

BHMMAHWE!
Mocne BKkMtOYeHUs pexnma «ABTO» napameTp AFSA OyaeTt BKIHOYEH,
Korga kamepa OOHapyXuT mMepuaHue, U OTKIOYEH, Koraa MepuaHue
OTCYyTCTBYET.

3HayeHna napamMeTpoB MO BbiMadaroWwmM CcrnMckaMm MpuBeAEeHbl HUXe
(Tabnuua 7.14).
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Tabnuua 7.14 — dyHKUMN NapamMeTpoB BKNagkn «M3obpaxeHne: AFSA»

MapameTp PyHKLUMUA

3HayeHMss napameTpa BblIOMpalOTCa U3 BbiNagatoLllero

Pexum
cnucka: «Bbikn.», «Bkn.», «ABTO».

7.5.2 Noapasaen meHo «<Buaeo»

Moagpasaen meHo «Brnaeo» npegHasHadeH Ans NpocMoTpa M ynpaBneHns
napameTpamu OpMUPYEMbIX Kamepon BuaeodaHHbIx. [logpasgen  MeHwo
«Bunoeo» CTpyKTypHO nmeeT Tpu BKNaaku onst Heobxoammoro KoHmrypmpoBaHus
(PucyHok 7.38).

IP-xamepa & lMpocmoTp Kamepa

(«

M Ayauo

PucyHok 7.38 — lNogpasgen meHo «Buaoeo»

Bknagka «Bupgeo» CNYXuUT Ans KOHUrypuposaHus
napameTpoB popMUpyeMbIX BUOEOLAHHBLIX OCHOBHOIO W  OOMOJSTHATENBHOIO
NOTOKOB BUAEOCHEMKN.

Bknagka «HanoxeHne» CIYXUT A5s KOHpUrypuposaHus
napameTpoB HANOXeHUss  TemaTuM4yeckonm  BCromorateSsibHoM  MHopmauum
Ha Kagpbl NOTOKOB BUAEOAAHHbLIX  BUAEOCBEMKM AN MHPOPMALMOHHOIO

COMNPOBOXOEHNA KOHTPONUPYEMOWN BUAEOCHEMKM.
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Bknagka «ROI» cnyxuT  anst KOHpUrypupoBaHust  Ha nsobpaxeHuu
BUOEOCBHEMKM cneumnanbHblX rpaduyecknx obnactenm 30H ocoboro MHTepeca,
KoTopble OyayT nepefaBaTbCs B Tpaduke C NOBbLILWEHHBIM Ka4eCTBOM, NpU 3TOM
ocTanbHble 30Hbl NpocMoTpa 6yayT nepefaBaTbCs C 3aHWXKEHMEM KadecTsBa

NHpopmaunu.
Bknaagka «Bungeo»

Bknagka «Bwugeo» npegHasHadeHa ONS KOHOUIypupoBaHUS YCTaHOBOK
BugeonapamMeTpoB OCHOBHOMO W ABYX OOMNOMHUTENbHbIX BWOEO MNOTOKOB,
doopMmnpyemMbIx BUOEOKaMepPOW. NHTepdenc No KOHQUIypUpoBaHULO

napameTpoB npencTaBneH Hxe (PucyHok 7.39).

OcHoBHoil moToK Jlono.THHTeTbHBII NOTOK
Cxatne H.265 AONONHUTENBHBIA NOTOK [on. noTok 1 ()
SMART kogek NW-kogex Cxatve H.265
Paspelenmve 2688*1520 (2688x1520) Pa3peuuerne 704*576 (D1)
YacToTa Kagpos, K/C 25 YacToTa Kaapos, K/¢ 25
Tun 6uTpenTa CBR Twn 6utpenTa CBR
[mana3soH 3HadeHni 1024-8192 (Kb/s) [lmanasoH sHaqeHnA 188-1536 (Kb/s)
BuTpeiir Monb3oeaTensckuit (Kbfs) Bvpeiit 512 (Kb/s)
2304 (3-8192)(Kb/s) Wktepsan | Kagpos 50 (25-150)
WHrepsan | kKajpos 50

BopasHoiA 3HaK [ @

OToBpaxaeman cTpoka DigitalCCTV

T Mo pvonsawo
PucyHok 7.39 — Bknagka «Bugeo»

OyHKUMM W OManasoHbl  3HAYEHUA MNapaMeTpoB NPUBEOEHbI  HUXe
(Tabnuua 7.15).

Tabnuua 7.15 — OyHKUMM N Ananas3oHbl 3Ha4YeHU NapamMeTpoB BKNagkm «Buaeo»

MapameTp PyHKUMA

BkntoyeHne/oTknoveHne AOONOJTHUTEIbHOIO NOTOKa

Bkr.
BMAEOHabnogeHus.
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MapameTp PyHKUMA
3HauveHna napameTpa: «H.265» — kogek H.265, «H.264B» —
Cxatune kogek H.264B, «H.264» — kopgek H.264, «H.264H» — kogek

H.264H, «MJPEG» — kogek MJPEG.

Pexum KoampoBaHUsi KOHMUrypuMpyemMoro YyCTaHOBKaMu
SMART Kogek |Bugeonotoka. 3HadyeHue napameTtpa: «[llocTosHHas»,

«Smart kogek», «NN-kogek».

[MnkcenbHoe paspeLueHune Kagpa: 4M(2688x1520/

PaspelueHne

2560x1440)/3M(2048x1536/2304x1296)/
1080P(1920x1080)/720P(1280x720)/VGA(640x480)/
D1(704x576/704x480)/CIF(352x288/352x240).

Yactota  KagpoB B CEKYHAY. 3HaveHus napameTtpa
UacToTta kagpos
B AnanasoHe oT 1 go 50 c warom 1.
Tun nepefaym  OaHHbIX. 3Ha4eHus napametpa:
Tun GutpenTta «lMocTosHHbIMY — CBR  6uTpenT nepegayn  AdaHHbIX,

«lMepemeHHbIn» — VBR BUTpenT nepenaym AaHHbIX.

KauvectBo nepemeHHoro (VBR) Tuna nepepayv OaHHbIX.
3HayeHns napameTpa B AvanasoHe oT 1 go 6 c warom 1.

KauecTtBO
3HayeHne «6» COOTBETCTBYET fydwlemMy Ka4decTBy
nepemeHHoro (VBR) Tnna nepenayv gaHHbIX.
MakcnmanbHoe npefenbHoe 3Ha4YeHne CKOpPOCTU nepenayu
OAHHbIX. YcTaHaBnmBaemoe umdpoBoe 3Ha4yeHue

butpent namepsietca B Kb/c. 3HaueHns napameTtpa BblbuparoTca m3
Bbinagatowiero cnucka: 1280, 1536, 1792, 2048, 4096,
6144, «[Nonb3oBaTeNbCKUNY.

VHTeDBanN NHTepBan  |-kagpoB (ONopHbIX  Kagpos)  BblibMpaeTcs

IKap,ppOB B 3@aBMCMMOCTM  OT YacTOTbl BO3HWKHOBEHUSA  OBWKEHUS

B B1UOeoM306paxkeHuu.

BoasHou 3Hak

Mcnonb3oBaHMe BOASIHOrO 3HaKa MO3BONSAET OBHapPYXUTb
dakT nsmeHeHna Buaeo. BogsHom 3HaK No ymosniyaHuo —
Digital CCTV. B kayectBe cumBosSia BOOSAHOrO 3Haka MOXHO
Mcnonb3oBaTh TOMbKO UMpbl nnu Bykebl — He Gonee 128
3HAKOB.
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MapameTp PyHKUMA
TekcT BBMOE «BOAAHOIO 3HaKa»  Ha M30BpaKeHUsIX
BUOEONOTOKA. NcnonbayeTcs ANst UHTEPaKTUBHOIO
KOHTpOns n3obpaxxeHus BNOEOCHEMKM B Lenax
noaTee eHMss  Toro, 4To OTobpaxaembll  MOTOK
OTtobparkaemas ATBEPXA P
CTPOKa BuaeoHabnwgeHns He noameHdaetcs. 1o ymonyanuio

«BOOsHbIM  3Hakom» gaBnsietca TekcT «Digital CCTV»
(Lindpposoe BuaeoHabngeHue). CumBon TeKkcTa
«BOAOSAHOrO 3HaKa» MOXeT ObITb TONMbKO UKUdPON UK
OykBOW, B npegenax CTpokn AnnHon Ao 128 cMmBeonos.

Bknagka «<HanoxeHue»

Bknagka  «HanoxeHne»  npegHasHadyeHa  Ans KOHUrypuposaHus
3fIEMEHTOB HaNoOXeHNa MNoBepx WU3obpaxeHns BUOEONOTOKOB. HanoxeHue
BbIMNOJSTHAETCA 3JfIeMEeHTaMN: KOHTEeKCTHas HaAanucb, CUCTEMHas Haanucb u
3anpetHaa «Macka npuBatHocTuU». UHTepenc no KOHPUrypnpoBaHUIO
napameTpoB  npeacrtaesrneH  Huxe  (PucyHok  7.40, PwucyHok — 7.41,

PucyHok 7.42, PucyHok 7.43, PucyHok 7.44, PucyHok 7.45, PucyHok 7.46).

Bugeo HanoxeHue

| e @

Ounctuts

Wmsa kaHana

Bpems

No. Wms Yaanute
Pacnionoxexue

=1}

1 MpuBeaTtHas 30Hal
Wpuot

=]

2 MpwvBaTtHas 30Ha2
WN3ob6paxerue

= 1]

3 MpuBaTtHas 30Ha3
Monb3os. none

B

4 MpuBatHan 30Ha4

m O6HoBuUTbL Mo ymonuaxuo

PucyHok 7.40 — Bknagka «HanoxeHwue: [NpuBaTHas 3oHa»
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Bugeo

MpwvBaTHas 30Ha BRI ()
Wms kaHana
Beeaute TekcT KAM 1 +
Bpema
PacnonoxeHwve BbipaBHMBaHME TEKCTa = | =
Wpndt
W3o6paxeHne

Monb30B. none

O6HoBUTL Mo ymon4axuio
PucyHok 7.41 — Bknagka «HanoxeHuve: ma kaHana»

Buaeo Hanoxesune

lMpuBaTHasA 30Ha

o @

Wmsa kaHana
) Otobpaxeue Hea... (I
Bpema -
Pacnonoxexve
Wpwuot
WN3o6paxeHne
Monb30B. none
m O6HoBUTL Mo ymon4axuio
PucyHok 7.42 — Bknagka «HanoxeHue: Bpema»
Bugeo Hanoxetue

MpuBaTHas 30Ha Bk ()

Wma kaHana
BeeauTe TeKCT +

Bpems .

el BbipaBHuBaHWe Texcta = i;‘
Wpudt
W3o6paxeHne

Monb308. none

m O6HoBUTL Mo ymonvaxuto
PucyHok 7.43 — Bknagka «HanoxeHue: PacnonoxeHue»
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Bugeo HanoxeHue

lNpuBaTtHas 30Ha

Paamep wpudta ABTOONpeaenexme
Vms kaHana
LiseT Tekcra A
Bpema
PacrnonoxeHwve
Wpndt
W3o6paxerHune

Monb308. none

m O6HoBUTb Mo ymon4axuio

PucyHok 7.44 — Bknagka «Hanoxenuve: Wpudt»

Bugeo HanoxeHue

MpueaTtHas 30Ha Bka. ()
Vima kaHana
Bpems
PacrnonoxeHue
WpuoT
YcraHoeuTth

Monb3oe. none

MpumennTs O6HoBUTL Mo ymon4axuto

PucyHok 7.45 — Bknagka «HanoxeHue: N3obpaxeHne»

Bugeo HanoxeHue

MpwBaTHas 30Ha Bk Q
[HacipauBaemoe HajoxeHune R Vua canana Beeaue Texcr +
] o) . ]
| & Bpemsa
BblpaBHuBaHKe Tekcta = ‘ ;‘
PacnonoxeHve =
Wpupt
W3obpaxerune

O6HoBUTL Mo ymonuaxuto
PucyHok 7.46 — Bknagka «HanoxeHue: Nonb3os.. none»

U4 .
\ )) SEC.RU KopoTkun nyTb K MHpopmaLmm CkauaHo c sec.ru




BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 73

Bknapgka «ROI»

Bknagka «ROI» npegHasHayeHa Anga KOHUrypnpoBaHus
Ha n3obpaxeHnn BUOEOHABNOOEHNA 30H BbICOKOWM YETKOCTU BUOEOCHLEMKN.
NHTepdenc  no KoHpUrypmpoBaHuto napameTpoB npeacrasreH HUXe
(PucyHok 7.47).

BHMMAHUE!
®PyHKUMA He paboTaeT coBmecTHO ¢ SMART kogekom 1 NN-kogek.

IP-xamepa =) lNpocmotp Kamepa

EM WN3obpaxerine Buaeo HanoxeHue ROI

Kauecteo g — —
1 2 3 4 5 6
G

No. Nmsa Ypanute

= Bugeo |

o Ayauo

m OB6HOBUTL Mo ymonvaHuo
PucyHok 7.47 — Bknagka «ROI»

[daHHaa yHKUMSA npenocTaBnsgeT BO3MOXHOCTb MONb3oBaTeNnto camomy
yCTaHaBnMBaTb Ha M300paXeHMn B pasHbiX yyacTkax obnactu MOBbILLEHHOIO
KayecTBa BuageoHabnwogeHus. BblgeneHHas obnactb kagpa 3anucbiBaeTcs
C MakcumarnbHbiIM  Ka4yeCTBOM, a ocTanbHas 4acTb Kagpa u30bpaxeHus
3annCbiBaeTCA C MEHbLUMM paspelleHneM. OTO 3HAYUTENTbHO CHUXaeT O0BLEM
3anucu BWOEONOTOKA BnaeoHabnogeHus 6e3 notepn  CyLIECTBEHHOM
Tematmyeckon wuHdopmauum BuaeoHabnogeHnda. [lpumeHeHuMe no3BonsieT
CHU3UTb 00BbEM XpaHUMbIX BMaeo3anncen N pasrpysutb CeTeBYI0
NHQPACTPYKTYpy. DyHKUMA nNo3BONsSeT onTuManbHbIM 0bpa3oM coyeTaTtb
HebonbLWOoN pasmep Tpadurka OT KaMepbl U BbICOKOE Ka4yeCcTBO 3anncu Hambornee

Ba)XHbIX obnacrten naobpaxxeHus:.
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Bupeokamepa nopaepxveBaeT GopMuMpoBaHUE Ha nsobpakeHun kagpa
0o 4 obnacten, KayvecTBO KOTOPbIX MOXET OblTb pasnuyHbiM B Npegenax
NpeaycTaHOBMEHHbIX 3HayeHuM kKadectBa oT 1 go 6 cwarom 1 (4em Bbiwe
3Ha4eHVe — TeM Bbille Ka4eCTBO BHYTPU 30HbI).

[na co3paHnsa  obnactn Ha nsobpaxeHun kKagpa BuaeoHabnogeHus
HeobxoauMO yaepxaTb Ha U300paKeHUN «Mblllb» C HaXXaToOW fEBOWN KraBuLLEN
Ha «MbILLM» N OT 3TON MO3NLUN TAHYTb «Mbilb» BBEPX M BIEBO ANIA CO34aHUS
npsamoyronbHon obnactu. CosgaHHyto obnacTtb MOXHO MO3ULUWMOHHO YTOYHUTb
(M3MeHNTb) BbITAMMBaAA €€ «MbllWbO» 3a YrnoBble TOYKM 3TOM obnactu
(PucyHok 7.47).

7.5.3 NMNoppasgen meH «Ayano»

Mogpasgen meHw «Ayamo» CTPYKTYPHO MMeeT ABe BKNagku: «Ayauoy,
«YnpaBneHue dannammny. NHTepdeinc No KOHUIyppoBaHuUIo

napameTpoB npeacTaBneH Huxe (PucyHok 7.48).

IP-xamepa lMpocmoTtp

EN U3o6paxeHue Ayavo YnpaeneHve dannamu
= Bugeo

N Ayano

PucyHok 7.48 — lNogpasgen meHo «Ayano»
Bknagka «Ayano»

Bknagka «Ayguo» npeaHasHayeHa 4519 NpOCMOTpa UM yrnpaslieHUs
napameTpamMu (OPMUPYEMOro BMAEOKaMepon ayaumo notoka. WHTepdenc

npencrasneH Huxe (PucyHok 7.49).
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MpocmoTp Kamepa

=M Wsobpaxetive Ayano Ynpabneuue Gainamu

=
= B Tvn ayguoBxoaa Mic

n Ayavo _ -
OcHOBHOI MOTOK JlonoaHNTeTbHEII MTOTOK

w » o »
Cxatne G711A v [onoAHUTEIbHEIN NOTOK Jon. notok 1
Yacrota 8000 Cxatue GT11A

Yacrota 8000

Lymonoaaesetmne ‘:)

Uysc CTb M - + 100

TPOMKOCTb AWHaMMKa - + 100

OB6HOBWTL Mo ymonuaHnio
PucyHok 7.49 — Bknagka «Ayauo»

OYyHKUMM W OManasoHbl  3HAYEHWA MNapaMeTpoB NPUBEOEHbI  HUXe
(Tabnuua 7.16).

Tabnuua 7.16 — PyHKUMM 1 AMana3oHbl 3HAYEHU NapaMeTPOB BKNaakn «Ayano»

MapameTtp PyHKLUA

Bbibop HacTpamMBaemMoro ayauoBxoga: JMHEWHbIN BXOA,

Tun aygmnoBxoaa y
yA A BCTPOEHHbIN MUKPO(OH.

BKMloueHmue MocTaBbTe L) AONS BKMOYEHMS1  ayauo  KaHana
Ha OCHOBHOM W/UN JOMNONMHUTENBHOM BUOEOMOTOKE.

Pexnm o©xatna ayamonoTokoB BkovYaeT Bcebs PCM,
Cxatune G.711A,G.711Mu, G.726, G.723 wn ACC B pexume
no ymon4yaHuio — G.711A.

Yactota guckpetusaumn: 8000; 16000; 32000; 48000;

YacToTa 64000,

BkntoueHne/oTknodeHne  QYHKUUN  YCTPaAHEHUs]  LLYMOB
LLlymonoaaBneHue | M3 NONe3Horo ayamocurHana C LUenblo  MOBbLIWEHUS  €ero
KayecTBa.

UyBCTBUTENBHOCTb

PerynupoBka 4yBCTBUTENBHOCTN MUKPO(POHA.
MUKPO(OHa ynip y PO
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MapameTp PyHKLUA

['(PpOMKOCTb

PerynvpoBka rpoMKOCTM AMHaMUKa.
ANHaMUKa

Bknaaka «YnpaBneHue cannamm»

Bknagka «YnpaeneHue damnamm» npegHasHadyeHa Ons 3arpys3ku ayamo
davna ans ganbHeunwero ncnonb3oBaHMA rofiocoBbIX onoBelleHnn. NHTepdenc

npeactasneH HWxe (PucyHok 7.50).

Danger o climbing wav
Danger zone keep away wav
Deep water be cautious.wav

No parking here.wav

Vehicle

Warming zone keep off wov

You are under survelllance wav.

2
2
e
> FF BB BFGFBFBFFE

PucyHok 7.50 — Bknagka «YnpasneHvne doannamm»

7.6 PA3OEN IMABHOIO MEHIO « COBbITUA»

Pasgen rnaBHoro meHio «CobbiTusi» nNpegHasHadeH ANs NpocMoTpa U
KOH(pUrypupoBaHnss napamMeTpoB OOHapyXeHus BUOEOKamMepon [OBWKEHUS,
3aKpbITUSA nnu pacOKyCMPOBKU 00bekTMBa, N3MEHEHNS CLIEHbI
BMOEeoHabNoaeHns.

NHTepdenc pasgena rnaBHOro MeHw «ColbbiTva» uMMeeT nATb
nogpasnenoB: «TpeBOXHbIM Bxoa», «[pyrve cobbitnsa», «Buoeo cobbiTusy,
«Ayanogetekumay, «Knaccudukaums obbektoB». WHTepdenc npeacrasneH

Hwke (PucyHok 7.72).
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IP-xamepa & lMpocmoTp Kamepa Cobbitna

& TpesoXHbIA BXOA |
M /Ipyrue cobbiTna
© Bugeo cobbitus
% Ayanopetekuus

@& Knaccudukaumsa o6bex...

PucyHok 7.51 — Pasgen rnaBHoOro meHwo «CobbITusi»

7.6.1 NMoppasaen MeHo «TpeBOXHbLIN BXoA»

Moopasgen MEHI0 «TpeBOXHbIN BXOO» npegHasHayeH
ANs1 KOHPUrypupoBaHns napamMeTpoB akTMBaUUKM  pefie  TPEBOXHOIo  BXo4a

Bunaeokamepsbl. IHTepdenc npeacrasneH Huxe (PucyHok 7.52).

IP-kauepa Mpocmotp Cobbitva

& TpeBoXHbIA BXOJ,

Ba. C)

Tie CoBbITHA
8 fpy TpeBo>KHbIN BXO4 Tpesoral

() EfEoEiitE Pacnucanue Kpyrnocytouso [oBaBuTb pacnucaHue
) AyauogeTtekuyma

AHTMAW3EpUHT 0 cek. (0-100)
@& Knaccudukaums obbek...

Tun HO

+/loBaBuTe peakumio

B

Apxve Bugeo

AnwteneHocTs 3an... 10 cek. (10-300)

=]}

Crumok

Bt

TpeBOXHLIA BbIXOA

3anepxka 10 cek. (1-300)

MpumeHuTs OBHOENTD Mo ymonyaxuio

PucyHok 7.52 — lNogpasgen MeHo « TpeBOXHbIWM BXO4»
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OyHKUNK
(Tabnuua 7.17).

n

78

OManasoHbl  3HAYEHUIA NapamMeTpoB NPUBEAEHbI  HUXEe

Tabnuua 7.17 — OyHKUMM M OnanasoHbl 3HAYEHWA napaMeTpoB nodpasgena
MEHI0 « TPEBOXHbIN BXOO»

MapameTp

PyHKUUA

BknoyeHne

BkntoyeHne/oTKIo4YEHWE akTMBaL M pene.

TpeBOXHbIN BXO[,

Homep TpeBOXXHOro Bxoaa.

AHTUON3EPUHT

HacTtponka AnuTenbHOCTU BPEMEHU TPEBOXHOMO COOLITUS.
3HayeHune napameTpa B gmanasoHe ot 0 ¢ go 100 c.

Twn paTymka

«HO» — HOpManbHO OTKPLITLIN;
«H3» — HOpMarnbHO 3aKpbITbIN.

ApxuB BMOEO

ABTOMaTH4eckas 3annucb BMAEONOTOKa MpPU BO3HUKHOBEHUU
TPEBOXHOIro cobbiTnsa. 3HavyeHne napameTpa B AvManasoHe
oT 10 ¢ po 300 c.

Mpw BKNOYEHUN NapameTpa, cucTemMa Buaeokamepbl oyaeT

OtnpaBka Email |aBTOMaTnvecku oTNpaBnNATb 3IIEKTPOHHYIO noyTy
3alaHHOMY nosiy4yaTento 0 BO3HMKHOBEHUW TPEBOIW.
CHIMOK CospaHue MOMEHTarbHOro CHUMKa 0 CcoObITUMN
NPy BO3HUKHOBEHUW TPEBOT.
y YcTaHoBKa akTMBauum W HacTpoWKa BpPEMEHM akTusBauuu
TpPeBOXHbLIN

BbIX0[, 3aJepXka

nepuepunHbIX YCTPOWUCTB MpPY BOSHUKHOBEHUN TPEBOIN.
3HayeHune napameTpa B gmanasoHe ot 1 ¢ go 300 c.

[flonocoBoe
onoseLlleHne

[ns npaBunbHoOM paboTbl OMNOBELLEHUS K ayaMOBbIXO4Y
Bugeokamepa noaknoumte nepugepumHoe YCTPOUCTBO
(kOnoHKN) 1 BbibepuTe dann onoBeLLEHNS.

KopoTkun nyTb K MHpopmaLmm

CkauaHo c sec.ru
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7.6.2 MNoapasgen meHo «pyrue cobbITUA»

Mogpasnen MeHw «[pyrme cobbiTusiy npedHasHayYeH [AOnst HaCTPOMKM
napaMeTpoB KOH(PUIYPUPOBAHNSA  TPEBOXHOIO  COObITUS  MPU BO3HUKHOBEHMWM
owmnbok ceTn, oOWnbOK aBTopM3aLUN U  OOHapPYXeHUU BuOeOoKaMepoW
HEeAoMyCTUMOrO HanpPsXKeHUs1 NUTaHNS B 3NEKTPOCETM!.

Moapasnen meHwo «[pyrne cobbiTUS» CTPYKTYPHO MMeeT TPU BKMNaaKu
AN HEOOXOAMMOrO  KOHUrypupoBaHus napameTpoB: «Owwubka SD kapTbi»,

«Ownbka coegmHeHus», «lpobnembl ¢ nuTaHnem» (PucyHok 7.53).

IP-xamepa 1 MpocmoTtp Kamepa CobbiTua

& TpeBoXHbIA BXOA Owmbka SD-kapThl Owmnbka coenHeHns Mpofaenmsl ¢ NUTaHKMeM

B /Ipyrvie cobbitua
© Buaeo cobbitma
) AyaMofeTekuna

@ Knaccudmkaumna obbek...

PucyHok 7.53 — lNMogpasgen meHo «[pyrne cobbitnsa»
Bknapka «Owubka SD kapTbi»

Bknagka «Owwunbka SD kapTbl» npegHasHavyeHa A51s1 KOHOUIypupoBaHUs
napamMeTpoB TPEBOrM MO COBLITUAM, CBHA3AHHBIM  C UCMONb30BaHNEM  KapThbl
namMsaTn Bugeokamepbl. MHTepdenc npeacrasneH Hmxe (PucyHok 7.54).

KoHTponupyemblie TpeBoru:

«HeT SD kapTbl» — B cnote gnga KapTbl NamMaT BUaeoKamMmepbl OTCYyTCTBYET

kapTa namatn «Micro SD»;
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«3anonHeHne SD kapTbl» — Ha KapTe NamMsaTM HegocTaToYHO CBOBOAHOrO
MEeCTa 4115 BbIMOMIHEHUS COXpPaHEHNA AaHHbIX. Pa3amep octasluerocd csobogHoro
NPOCTpPaHCTBa Ha KapTe nMnamsaTu, MO KOTOPOMY BO3HMKAET CUrHam TpeBoru
MO 9TOMY COObITUIO, MOXHO YCTaHaBfMBaTb B MPOLEHTax OT EMKOCTU KapTbl
namMsaTn, 3agaBasi Hy>kHoe 3HayeHune B napameTtpe «CBoboaHO %(0-99)y»;

«Owmnbka SD kapTbl» — B BUAEOKaMepe BO3HUKIA HeycTpaHMmasi ombka

paboTbl KapTbl NAMSTMW.

Owwnbka SD-KapThl OwmnbKa coeguHEHNA Mpo&aemsl € TUTaHUEM

Het SD-kapThI ()

+[JoBaBunTe peakumo

3anonHeHue SD-KapTel ( J

Own6Ka SD-KapThl . @

+oBaEnTE peakumo

m OBHOBUTL Mo ymonyanuno

PucyHok 7.54 — Bknagka «Owmnbka SD kapTbi»

CDyHKLI,I/IVI N OaunanasoHbl 3HAYEeHUN napamMmeTpoB npmBegeHbl HWXe

(Tabnuua 7.18).

Tabnuua 7.18 — OyHKUMN U AnanasoHbl 3HaYEHUN NapamMeTpoB BKNagkn «Owmnbka
SD KkapTbi»

MapameTp PyHKUMA

BkntoyeHue/oTknoueHne  (PyHKUUMM  KOHQUIypupoBaHUs
BkrnitoueHve TPEBOXHOrO  COObITUSS  MPU BO3HUKHOBEHUN  OLLMOBKMN,
CBSi3aHHOM C MCNOSb30BaAHUEM KapTbl NaMATMW.

AKTuBaums TPEBOXHOIO BbIXoaa BUAEOKaMepbl

TpeBOXHbIN BbIXOS,
NpwY HacCTYyNSIEHUN TPEBOXHOIO COBLITUSA.
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MapameTp PyHKLUA

3agepxka akTuBauuuM TPEBOXHOMO BbIXO4a BUAeOKamepbl
3agepxka NpW HacTynfieEHMN  TPEBOXHOINO  CoObITMA.  3HadeHue
napameTtpa B guanasoHe ot 1 go 300 c.

[Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet
OtnpaBka Email |aBTOoMaTn4ecku OTnpaBnATb SJIEKTPOHHYIO noyTy
3aaHHOMY nosiydaTento 0 BO3SHUKHOBEHUN TPEBOIW.

Bknaagka «Owubka coeanHeHUs»

Bknagka «Owunbka coegmHeHna» npegHasHavyeHa anst KOHUrypupoBaHus
napamMeTpoB TPEBOMM MO COOLITUAM CETEBOr0  MOAKMOYEHUS  BUAEOKaAMEPDI.

NHTepdoenc npencrasneH Huxe (PucyHok 7.55).

Cwunbka SD-kapTwl Owwnbka coegUHeHMA MpoBaembl C TMTaHKMEM

PazpriB coeguH... ‘:}

+/106aBNTE peakL M

KoHdnukr IP-a... ‘:}

+/106aBEWNTE peakuno

lNpumeHnTb OBHOBWTL Mo ymon4aHui

PucyHok 7.55 — Bknagka «Owunbka coeguHeHnsa»

KoHTponupyemblie TpeBoru:

«Pa3pbIB coegnHeHna» — paspbiB COeANHEHUS CETU;

«KoHpnukT IP-agpecoB» — HenpasuibHOE MUCMNOMb30BaHNE U HEBEPHOE
Ha3HadeHue |P-agpecaunn Bugeokamepbi.

®PyHKUMM W OManas3oHbl  3HAYEHUW MapamMeTpoB NPUBEOEHbI  HUXe
(Tabnuua 7.19).
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Tabnuua 7.19 — OyHKUMM U gnanasoHbl 3HaYEeHUIN NapamMeTpoB BKNagkn «Owmnbka
coeVHEeHUs»

MapameTp PyHKUUA

BkntoyeHune/oTknodeHne  (PyHKUMM  KOHQUIYpUpOoBaHUS
BkrnitoveHue TPEBOXHOIO  COObITUSS  MPU BO3HUKHOBEHUN  OLLMOBKMN,
CBSI3aHHOM C MUCMOSIb30BaHNEM KapTbl MaMATH.

ABTOMaTM4eckas 3anmcb BUOEOMNOTOKa npn BOSHNKHOBEHUN

ApxuB BUAOeO
TPEBOXXHOIo cobbITUS.

ﬂ,J'II/ITeJ'IbHOCTb 3arncn nocne 3aBeplieHna TpeBOXHOIo

[nutenbHOCTb
cobbiTMs. 3HayeHMe napameTpa B ananasoHe oT10c
3anucu
no 300 c.
AkTuBaums TPEBOXHOIO BbIXO4a BUaeoKamepbl

TpeBOXHbIN BbIXO[,
Npwv HAcTyNIEHUN TPEBOXHOIO COBLITUSA.

3agepxka akTuBauuuM TPEBOXHOMO BbIXO4a BUAeOKaMepbl
3agepxka Npwv HAacTynfIEHUN  TPEBOXHONO  COObITMSA.  3HadeHwue
napameTpa B guanasoHe ot 1 go 300 c.

Bknagka «l[pobnembl ¢ nutTaHnem»

Bknagka «lMpobnemsol C NUTaHUEM» npegHasHayeHa
ANS1 KOHPUIYPUPOBaHUS NapamMeTpoB TPEBOrM MO COBLITUAM  OBHapYyKeHUs
HeZOMNyCTUMOro Hanps»KeHUs nNuTaHus B anektpocetn. NHTepdenc npencrasneH

Hwke (PucyHok 7.56).

Cwwbka SD-kapThbl Cwmbka coegnHeHna MpoBaembl C NUTaHWEM

MNnoxoe HanpsaXeHWe ()

Hanosxetue ()

+/1063EUTE PEAKLIMID

MpumeHKTL OBHOBMTD Mo ymon4aHuo

PucyHok 7.56 — Bknagka «[1pobnembl ¢ nuTaHMem»
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OYyHKUMM W OManasoHbl  3HAYEHWN MNapaMeTpoB NPUBEOEHbI  HUXe
(Tabnwuua 7.20).

Tabnmua 7.20— OyHKUMM W OManasoHbl  3HAYEHU NapaMeTpPOB BKMaaKu
«Mpobnembl ¢ NIMTaHNeM»

MapameTp PyHKUUA

BkrtoyeHne/oTknoYeHne  QYHKUMM  KOHUIYpUpOoBaHMUS
BkntoyeHue TPEBOXHOrO  COObLITUA  MPU BO3HUKHOBEHMU  OLLIMOKM,
CBSA3aHHOW C MCMONb30BaHWEM KapTbl NAMATH.

HanoxeHnune BkntoyeHune/oTkno4eHne coobLleHns o Tpesore.

Mpw BKNOYEHUN NapameTpa, cucTemMa Buaeokamepbl byaet
OTtnpaska Email | aBTomaTnyecku oTNpaBnsATb 3NEKTPOHHYHO noyty
3alaHHOMY nony4yaTento 0 BO3HUKHOBEHUM TPEBOTU.

AKTuBaumsa TPEBOXHOIO BbIXoAa BUAEOKaMepbl

TpeBOXHbIN BbIXOA,
Npu HaACTYNSIEHNN TPEBOXKHOIO COBbLITUS.

3agepka akTMBauun TPEBOXHOrO BbIXOAA BUOEOKaMepbI
3agepxka NpWv HAacTynfIEHUN  TPEBOXHONO  COObITMA.  3HadeHue
napameTpa B gnanasoHe ot 1 go 300 c.

7.6.3 NMoppaszaen meHwo «Buaeo codobITUA»

Mogpasgen meHw «Bugoeo cobbiTma» npegHasHavyeH Ans npocMmoTtpa U
KOH(pUrypmpoBaHmss  napamMeTpoB OOHapYyXeHUs1  BUOEOKaMepon  ABWKEHUS,
3aKpbITUA nnu pactOKyCMPOBKU 00bekTMBa, N3MeHeHNs CLIEHbI
BUAeoHabnogeHus.

NHTepdenc nogpasgena meHw «Bnaeo cobbiTusi» MMEET TpU BKIaOKW:
«OBHapyxeHne aOBwXKeHus», «3akpblTue obbekTuBa», «M3aMeHeHne CueHbl».

NHTepdenc npeacrasneH Huxe (PucyHok 7.57).
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1P-xamepa & MpocmoTp Kamepa Cobbitus

& TpesoxHbiil BX07 O6Hap. ABMXEHWUA 3aKpbITHe 06BEKTUEA W3meteHwe cLeHbl
M [pyrve cobbiTna

© Buaeo cobbitua |

W) Ayavoaetekuns

@ Knaccudwmkauma o6bex...

PucyHok 7.57 — NMogpasnen meHo «Buaeo cobbiTus»
Bknagka «ObHapyxeHue ABUXEHUA»

Bknaaka «OBHapyxeHue OBWKEHUSI» npegHasHayeHa
OS5 KOHPUrypnpoBaHna napamMeTpoB U rpaduka BbIMOMHEHUS BUAEOKaMepou

oBbHapyxeHna asmxeHus. IHTepdgenc npeacrasneH Hxke (PucyHok 7.58).

O6Hap. ABWKEHWA 3akpbiTMe oBbeKTMEa W3ameHeH e cueHb!

B @

Pacnucanwe Kpyrnocytouro v [JoBaeuTb pacnucaHwe

AHTHAMIEPUHT 5 cek. (0-100)

+/l063BUTE PeaKLMID

=11

Apxus Bugeo

AnuteneHocTb 3am... 10 cek. (10-300)

CHUMOK m

B

TpeBOXHbIN BbIXOA

3anepxka 10 cek. (1-300)

O6HOBWTE Mo yMoA4aHUo
PucyHok 7.58 — Bknagka «ObHapyXeHne aABMKEHU»

CDyHKLI,I/II/I MW OuanasoHbl  3HAYEHUN napamMmeTpoB npmBegeHbl HWXe

(Tabnuua 7.21).

Tabnuua 7.21 - OyHKUMM © OnanasoHbl 3HAYEHUA MapamMeTpoB BKIAOKW
«OBHapyxxeHne OBUKEHNA»

MapameTp PyHKUMUA

Bkn. BknoyeHne/oTknio4YeHe BuaeoaeTekTopa ABMKEHMS.
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MapameTp PyHKLUA

HacTtponka HegenbHOro rpadguka paboTbl BUAeogeTekTopa
OBWKeHUs. HacTpowky nepuoga MOXHO  BbIMNOSTHATb
Nnpu NMOMOLLM  KOPPEKTUPOBKN  BPEMEHHOro  MHTepBana
Ha NnaHenwu. [Ons 3Toro HaBeauTe Mbllb Ha BPEMEHHOM
WHTEepBan W HaXMuUTe  feByl  KnaBuwy  Mblln,
ckoppekTupynte nHtepsan (PucyHok 7.59).

PacnucaHue

MapameTp «AHTUAM3epuHr» (Anti dither) nossongaeTt 3agatb
WHTEpPBan BPEMEHW, B TeYeHWe KOTOpOro mnocreayolme
TPEeBOXHble cObbITMA ByayT KnaccupuunmpoBaTbCs Kak 0gHO
cobbiTre.

AHTUONIEPUHT

HacTponka 4yBCTBUTENBHOCTU BUOEOLETEKTOPA ABWXKEHMS
B obnactn obHapyxeHna (PucyHok 7.60). Yem Bbiwe nopor
4YyBCTBUTENBHOCTN, TeM 6onee BepoATHO cpabaTtbiBaHue
BMaeoaeTekTopa npu obHapyXeHun aBuxeHus. B cueHe
BMAEOKaMepbl BO3MOXHO HACTpPOUTb A0 YeTbipéx obnactemn
YyBCTBUTENBHOCTMW.

ObnacTb

ABTOMaTU4yeckaa 3anncb BUAEOMNOTOKA Mpu ODHapyXeHun
ApxuB BMOEO

OBWKEHUS.
[ANTENLHOCTb ONnTenbHOCTb 3anucu nocre 3aBepLUeHUsi TPEBOXHOMO
R cobbiTns. 3HavyeHme napameTpa B Aavana3oHe ot 10c

no 300 c.

[Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet
aBTOMaTU4YECKU OTnpaBnNATb SJTEKTPOHHYIO noyTy
OtnpaBka Email |3agaHHoMy nonyyatento 06 obHapyXeHun OBUMXKEHUS.
Afnpec nonydatensa SMEKTPOHHOM MOYTbl yCTaHaBrMBaeTCH
B NOAMYHKTE MeHI0 7.5.2.5.

Mpw BKNIOYEHUN NapameTpa, cucTemMa Buaeokamepbl byaet

CHumoK aBTOMaTUYECKN COXPaHATb N300paXkeHUs nNpy 0BHapyXeHuu
OBVKEHUS.
AKTMBaUus TPEBOXHOIO BbIXxo4a BMaeokamepbl

TpeBOXHbIN BbIXOS,
NpwY HacTyNSIEHUN TPEBOXHOIO COBLITUS.
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MapameTp PyHKLUA

3agepxka akTuBauuuM TPEBOXHOMO BbIXO4a BUAeOKamepbl
3agepxka Npw HaACTYNfIEHNN  TPEBOXHOIO  COObITUA.  3HaveHue
napameTtpa B guanasoHe ot 1 go 300 c.

[ns npaBunbHOM paboTbl  OMNOBELLEHMSI K ayanoBbIxoady

[‘lonocoBoe - <
Buageokamepa nogknoumte nepudepunHoe YCTPOUCTBO
onoseLleHne y
(KONOHKK) 1 BbIbEpUTE dhans ONoBeLLEHNS.
Bpewms BocnpousBegeHne ronocoBOro OroBeLleHus. 3HadeHue

BOCnpou3BeaeHna |napametpa B gnanasoHe ot 1 go 10.

+ Mnaw pacnucanms

6 7T & 9 M0 1 12 13 14 15 6 17 18 18 20 A 2 23 24
I T N PN Y ey P R FEeN FTY F R P e R PR PR PR P

PucyHok 7.59 — Bknagka «PacnvcaHve»

O6nactb X

O6nacts | | [ |
Nwma Areal

YyscTBUTEND.., — S— + 60

Mopor = + 5

m Ypanuts (1am HaxMuUTE NPaBYrO KHOMKY Mbili)

n OT’MeHa

PucyHok 7.60 — Bknagka «O6bnactb»
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Bknagka «3akpbiTMe 06 beKkTuBa»

Bknagka «3aKkpbITne obbekTuBa» npeaHasHayeHa
OS5 KOHPUrypupoBaHna napamMeTpoB U rpaduka BbIMOMHEHUS BUAEOKaMepou
oOHapyXeHna  3aKkpbITUS  unn  pacgokycupoBkm obbektmBa. WHTepdenc

npeacrasneH Huxe (PncyHok 7.61).

OBHap. gBiKeHNs 3akpbiTve obbekTBa W3meHeH e cUeHbl

Tun cobbiTua 3akpbiTe 06bEKTUBA

B @

MAowass NoKpbITHA 00 % (1-100)
[LanTensHocTs 1 cek. (1-300)
AnTausepunr 1 cek. (0-100)

Pacnucanme Kpyrnocytouro [lo6asuTs pacnvcatne

+/loBaBuTe peakuuo

Bt

Apxue Bugeo

[avtensHocTb 3an... 10 cek. (10-300)

=11

CHUMOK

=

TpeBoXKHbIN BbIXOZ,

3anepxka 10 cek. (1-300)

O6HOBMTE Mo ymon4aHuo
PucyHok 7.61 — Bknagka «3akpbiTue o6bekTnBa

®OyHKUMM U Oguanas3oHbl  3HAYEHUN MapamMeTpoB NPMBEOEHbI  HUXKE
(Tabnuua 7.22).

Tabnuua 7.22 - O®yHKUMM U OumanasoHbl 3HAYEeHUA MapamMeTpPoB BKIAOKW
«3aKkpblTMe 06beKTMBaY»

MapameTp PyHKUMA

«3aKkpblTMe 06beKTUBa» — AETEKTOP, PUKCUPYIOLLNIA MOMHOE

Twun cobbiTnd
3aKkpblTMe 0630pa Kamepbl.

BknioyeHne/oTkniodeHe  BugeogeTekTopa  «3akpbiTue

Bkn.
oObeKkTuBay.
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MapameTp PyHKLUA
[Mnowaab YcTaHoBKa ONUTENbHOCTU NPU BO3HUKHOBEHUN CODObLITUSA
NOKpPbITUSA, TpeBorn. 3HayYeHMe napameTpa B amanasoHe oTO0C

ANMNTENbHOCTb no 100 c.

MapameTp «AHTMAN3epuHr» (Anti dither) nossonseTt 3agatb
WHTepBas&i BPEMEHW, B TEYEeHMe KOTOpPOro mnocnepywoume
AHTUOM3EPUHT | TPEBOXHbIE COBLITUA ByayT KnaccuuumpoBaTbCs Kak OgHO
cobbiTe. 3HadeHMe napameTpa B aManasoHe oT0c
no 100 c.

HacTtponka HegenbHOro rpadguka paboTbl BMAeogeTekTopa

Pacnmcanme aswmxeHus (PucyHok 7.62).

ABTOMaTM4eckas 3anmcb BUOEOMNOTOKa npn BOSHNKHOBEHUN

ApxvB BUAOeO
TPEBOXXHOIo CObbITUS.

ONnTenbHOCTb 3anucu Mnocre 3aBepLUEHUs TPEBOXHOIO
cobbiTMs. 3HayeHMe napameTpa B ananasoHe oT10c
no 300 c.

AnnTenbHOCTb
3anucu

[Mpwn BKNOYEHUN NapameTpa, cuctemMa Buaeokamepbl byaet
aBTOMaTU4ECKN oTnpaBnaTb 3NIEKTPOHHYIO no4Ty
OtnpaBka Email |3agaHHoMy nonyyaTtento 06 oBHapyXeHun  OBWKEHUS.
Agpec nony4vatens afieKTPOHHOW MOYTbl YCTaHaBMIMBAETCH
B NOAMYHKTE MeHI0 7.5.2.5.

Mpw BKNOYEHUN NapameTpa, cucTemMa Buaeokamepbl oyaeT

CHuMOK aBTOMAaTMYECKN COXPaHATb M300paXeHust Npu obHapyKeHnn
OBWKEHUS.
AKTnBaUus TPEBOXXHOTO BbIXo4a BMAeOoKamepbl

TpeBOXHbIN BbIXO,
NpWY HAacTYNSIEHUN TPEBOXHOIO COBLITUS.

3agepxka akTuBauuum TPEBOXHOrO BbIXOAAa BMAEOKaMEPpbI
3agepxka NpW HacTynfeHUN  TPEBOXHONO  CoObITMSA.  3HadeHue
napameTpa B gnanasoHe ot 1 go 300 c.
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Kpyrocytouno 0 1 2 3 4 5 & 7 & 8 1 M 2 13 14 15 16 17
T I R R P FT T EE Y Y A

PucyHok 7.62 — Bknagka «3akpbiTue obbektmBa: PacnucaHune»
Bknapgka «M3ameHeHMe cueHbI»

Bknagka «W3meHeHve cueHbl» npefHasHadyeHa Ansi KOHOUrypupoBaHUs
napamMeTpoB U rpaduka BbIMNOMHEHNA BUOEOKaMEPON AEeTEKLUMN N0 OBHaPYKEeHUIO
N3MEHEHNA CcueHbl BuaeoHabnogeHusa. WHTepdenc npeacTaBrieH  HuKe
(PucyHok 7.63).

O6Hap. ABMXEHNA 3akpbiTMe 06bEKTUEA M3ameHeHWe cLueHb

B @

Pacnucanwe KpyrnocyTouro [JoBaenTe pacnucaHne

+[o6aBnTh peakuno
OBHOBKUTL Mo ymonyaHmo
PucyHok 7.63 — Bknagka «3meHeHune cueHbl»

®yHKUMM M OnanasoHbl  3HAYEHMW MapaMeTPOoB NPMBEOEHbI  HWXE
(Tabnuua 7.23).

Tabnuua 7.23— O®yHKUMM U Ouanas3oHbl 3HAYEHUA MapamMeTpoB BKIAOKW
«3meHeHune cueHbl»

MapameTp PyHKUMUA

BknoyeHune/oTkniodeHe  BuaeopeTekTopa  «MameHeHue
CLIEHbI».

Bkn.
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MapameTp PyHKLUA

HacTtponka HegenbHOro rpadguka paboTbl BUAeogeTekTopa

Pacnncatme aswmxeHus (PucyHok 7.63).

ABTOMaTM4eckasl 3anmcb BUOEOMNOTOKa npn BOSHNKHOBEHUN

ApxvB BUAOeoO
TPEBOXXHOIo CObbITUS.

ONnTenbHOCTb 3anucu MNocrie 3aBepLUEHUs TPEBOXHOIO
cobbiTMs. 3HayeHMe napameTpa B ananasoHe oT10c
no 300 c.

[nutenbHOCTb
3anucu

[Mpwn BKNOYEHUN NapameTpa, cuctemMa Buaeokamepbl byaet
aBTOMaTU4ECKN oTnpaBnaTb 9NEKTPOHHYIO no4Ty
OtnpaBka Email |3agaHHoMy nonyyaTtento 06 obHapyXeHun  OBWKEHUS.
Agpec nony4vatenst afeKTPOHHOM MOYTbl YCTaHaBIMBaETCA
B NOANYHKTE MeHI0 7.5.2.5.

Mpw BKNOYEHUN NapameTpa, cucTemMa Buaeokamepbl byaet

CHMMOK aBTOMAaTMYECKN COXPaHATb M300paXKeHnst Npu obHapyKeHnn
OBWKEHUS.
AKTuBauus TPEBOXXHOTO BbIXxo4a BMAeOoKamepbl

TpeBOXHbIN BbIXOA,
NpWY HacTYyNSIEHUN TPEBOXHOIO COBLITUS.

3agepxka akTuBauum TPEBOXHOrO BbIXO4a BUAEOKaMEpbI
3agepxka NpWv HAacTynfiEHMN  TPEBOXHONO  COObITMSA.  3HadeHue
napameTpa B guanasoHe ot 1 go 300 c.

1.2 3 4 5 & 7T & 9 W N 12 1B
RN R Y R TN PR FR RN R R R RN EE RN FRRE AR

PucyHok 7.64 — Bknagka «/3meHeHne cueHbl: PacnncaHme»
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7.6.4 NMoppasgen MeHO «AyaunoaeTeKkumna»

Moapasnen MEH!0 «AyavoaeTtekumsa» npeaHasHayeH
AN KOHPUIYPUPOBaAHNA  NapaMeTpOB BO3HUKHOBEHUSI  COObITUS  TpeBoru
NPy U3BMEHEHUN  TPOMKOCTM  3ByKa. WHTepdenc  npeactaBneH  HUxe

(PucyHok 7.65).

IP-xamepa i MpocmoTp Kamepa Cobbitua

& TpeBOXHbIA BXO,

B «

W3m-e rpomkoctn O

B [Ipyrue coBbITUA

© Bugeo cobeimua

YyBCTEMTEABHOCTD —  — + 50
W) AypvofeTekuus

Mopor - — + 50
@ Knaccudwkaumna obbek..

Pacnucanne Kpyrnocyrouxo [NoBaguTs pacnmcanne

AHTUAV3EPUHT 5 cexk. (0-100)

+/l06aBnTb peakumio

Bt

CHumok

Bt

TpeBoXKHbIA BbIXOA

3azepxka 10 cex. (10-300)

m O6HOBMTL Mo ymonvanno
PucyHok 7.65 — lNoagpasgen meHo «Ayauogetekumay

®OyHKUMM M OnanasoHbl  3HAYEeHUMW MapamMeTpoB NPUBEOEHbI  HUMXe
(Tabnuua 7.24).

Tabnmua 7.24— O®yHKUMKM WM 3HA4YeHUs nNapameTpoB nogpasgena MEHIo

«AygunogeTtekumna»
MapameTp PyHKLUA
Bkn. BkrtoueHune/oTknoYeHe aygnoaeTekumnu.
N3meHeHne BkntoyeHue/oTkno4eHne  (PyHKUMM  KOHQUIYpUpOBaHUS
rPOMKOCTH TPEBOXHOro cobbITUSA NPU U3MEHEHUN TPOMKOCTU 3BYKA.
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MapameTp PyHKLUA

L‘|yBCTBl/ITeJ'IbHOCTb YctaHoBKa YyBCTBUTEJIbHOCTU pacCno3HaBaHUA 3BYKa.

I'Iopor YctaHoBKa nopora NUHTEHCUBHOCTUN USMEHEHUNA 3BYKA.

PacnucaHne aktmBaumu cyHkumn. NpenycMOTpeHOo LWeCTb
NepuodoB B TEYEHNE CYTOK ANS KaXXOoro AHA Heaenw.

PacnucaHue

MapameTp «AHTMAN3epuHr» (Anti dither) nossonseTt 3agatb
WHTEepBas&i BPEMEHU, B TEYEHME KOTOPOro nocregywoume
AHTUOM3EPUHT | TPEBOXHbIE COBLITUA ByayT KnaccnupuumpoBaTbCs Kak 0gHO
cobbiTe. 3HadeHMe napameTpa B aManasoHe oT0c
no 100 c.

ABTOMaTM4eckas 3anmcb BUOEOMNOTOKa npn BOSHNKHOBEHUN

ApxvB BUAOeO
TPEBOXXHOro cobbITUS.

YcTaHoBKka AONUTENbHOCTM  3anmcu  NpU BO3HUKHOBEHWUU
cobbITMs TpeBorn. 3HadeHuMe HaxoauTcs B AvanasoHe
oT 10 c go 300 c.

[nuTenbHOCTb
3anucu

Mpw BKMOYEHUN NapaMeTpa, CUCTeMa BUaeoKamepbl byaet
OTnpaska Email |aBTomaTnyecku OTNpaBnsATb 3MNEKTPOHHYIO noyTy
3aJj@aHHOMY nony4aTento 0 BO3HMKHOBEHMMW TPEBOTW.

CosgaHue MOMEHTaJ1IbHOro CHMMKa 0 cobbITMK
npm BO3HNKHOBEHUN TPEBOTA.

CHUMOK

AKTuBaums TPEBOXHOIO BbIXoaa BUAEOKaMepbl

TpeBOXHbIN BbIXOS,
NpwY HacCTYNSIEHUN TPEBOXHOIO COBLITUSA.

3agepxka akTusBauuum TPEBOXHOMO BbIXOA4a BUAeOKamepbl
3agepxka Npwv HacTynfiEHUN  TPEBOXHOINO  CoObITMS.  3HadeHue
napameTtpa B guanasoHe ot 10 ¢ go 300 c.

7.6.5 MNoapaspaen meHo «Knaccudukaumsa o6bLEKToOB»

Mogpasoen MeHw  «Knaccudumkaumss  obbekToB»  nNpegHasHadeH
Ans onpegeneHnsa Tuna obbekTa U pasnmumsa ABUXKEHUS Nogen U TPaHCMOPTHbIX
CpeacTB, MNpu OTOM [OETEeKTOP He pearnpyet Ha XUBOTHbIX, OBWKEHUA BETOK

N NIUCTbEB, HacekoMblx U T.4. IHTepdenc npeactasneH Huxke (PUcyHOK 7.66).
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IP-xamepa ; MpocmoTtp Kamepa CobbIThA

& TpeBOXHbBIA BXOJ,

B o
B [Ipyrue cobbimus

ObbekT Yenosek MoTop. TpaHCNOPTHOE CPeacTBo
© Bupeo cobhitiAa

YyBCTBMTENEHOCTE CpeaHan

W) AyauogeTekuma
m OBHOBUTE Mo ymondanuo

@ Knaccudukaumna obbek...

PucyHok 7.66 — lNogpasgen meHo «Knaccundukaumns o6bekTtoB»

OYyHKUMM W OManasoHbl  3HAYEHWA MNapaMeTpoB NPUBEOEHbI  HUXe
(Tabnuua 7.25).

Tabnuua 7.25— OyHKUMM KW 3HAYeHUs] napameTpoB noapasgersia  MEHH
«Knaccudumkauma oo bekToB»

MapameTp PyHKUMA
Bk BkritoueHne / oTknoyeHne QYHKUUM MHTENNeKTyasribHoro
' oOHapyXeHNsa OBUXKEHWS.
OB LEKT O6HapyxeHne obbekTa. 3HayeHne napameTpa: «Henoseky,

«MoTOpHOe TpaHCMnopTHOE CPpeacTBO».

YcTaHoBKa YyBCTBUTENBHOCTU WMHTEenneKTyanbHoro
YyBCTBUTENBHOCTL | OBGHapYXXeHUs1 ABMXKEeHUs. 3HavyeHne napameTpa: «Huskasny,
«CpepnHsasny, «Bbicokasay.

7.7 PA3OEN MABHOIO MEHIO « CUCTEMA»

Pasgen rnaBHoro MeHiw «Cuctema» npegHasHadeH Ans npocMmoTpa wu
ynpaBreHusi 6a3oBbIMM CUCTEMHBLIMM MapaMeTpamMmn Bugeokamepsbl.

NHTepdenc pasgena rnaBHoro MeHw «Cuctema» WUMeEET 4eTbipe
nogpasaena: «ObLwuey, «AOMm. nonb3oBaTenem», «Ob6cnyxneaHue,

«O6HoBneHne» (PucyHok 7.67).
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IP-xamepa 1 MpocmoTp Cucrema

8 O6ume
R Azam.nonb3oeatenein
A Ob6cnyxusarune

& O6HosneHue

PucyHok 7.67 — Pasgen rmaBHoro meHwo «Cucremar

Kaxablt noapasgen MeH OTKpbiBaeT BKNaaKy KOHUrypupoBaHus
COOTBETCTBYHOLLNX napamMeTpoB. CoxpaHeHue " NHULUManM3aums
napameTpOB BKNAAKM BbINOMHSAETCS Yepes UHTEPAKTMBHYIO NaHeNb COXPaHeHUs U

NHUUManmM3aumm HacTpoek aTon Bknagku (PncyHok 7.68).

lNpyumMeHnTE OBHOBUTE Mo ymonyaHu

PI/IcyHOK 7.68 — [NaHenb COXpaHeHnA N MHnUnanmn3aumm HacTpoek

7.7.1 MNoapaspaen meHo «O6LWMe»

Mogpasgen MeHwo «O6wme» npegHasHayeH AN NpocMmoTpa U
ynpaBneHusi CUCTEMHbIMM MNapameTpamu BblbOpa CTaHOAPTOB BMAEO, sA3blka
NHTEepdenca, UMeHn BuaeoKamepbl.

Mogpasgen MeHw «O6WMe» CTPYKTYpHO MMeeT [OBe  BKMaaku
Ans Heobxoammoro KOH(purypmpoBaHus napamMmeTpoB: «ObLwme» —
KOHUIypMpoBaHME OCHOBHbIX 0a30BbIX HACTPOEK cuUCTeMbl; «[laTta u Bpems» —
KOHUIypMpoOBaHME CUCTEMHbIX NapamMeTpPOB BPEMEHU W AaTbl BUAEOKAMEpDI
(PncyHok 7.69).

IP-xamepa ] [pocmoTtp Cucrema

O Obwwe | O6ume Jata v Bpema

2 Aam.nonb3oeatenei

PucyHok 7.69 — Nogpasnen meHio «O0Lwme»
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Bknaaka «O6wme»
Bknagka «O6wme» npegHasHadeHa [Ansi npocmMoTpa M ynpaBneHus
CUCTEMHbIMX NapamMeTpamu Bblbopa CTaHOAPTOB BUMAEO, MMEHU BUOEOKaAMEpbI.

NHTepdoenc npencrasneH Huxe (PucyHok 7.70).

IP-xamepa - MNpocmoTp Cucrema

O O6uwne 06Lme Jata v Bpema
R Apm.nonb3oearenei

ms ycTpoicTea 9H03DC2PAG42B69
M ObonyxuBarue

Bugeo dopmat PAL

i OBHOBNEHKWE
MpymeHuTE O6HoBWUTE Mo ymonuaxuo

PucyHok 7.70 — Bknagka «O0Lwme»

Bknagka «[JaTta n Bpema»
Bknagka «[aTa v Bpemsa» npegHasHavyeHa gna npocMoTpa U ynpasrieHUs
CUCTEMHBLIMM MapamMeTpaMn BpPEMEHN W OaTbl Buaeokamepbl. WHTepdenc

npencraeneH Huxe (PucyHok 7.71).

MpocmoTtp Cucrema

© Obupme ObLme [ata v BpeMa

A Aam.nonb3osatenc "
Bpems W 4acoBo# nosc

A ObBonykusanne
Jetb

t OBHoBneHNe 3 K
= 3 e 2023-11-17 naTH1ua
‘-.\,,' Bpems
' 14:14:20
Hactpoiika spemeHu (@) BpyuHyto NTP
Cucremtoe spema 2023-11-17 14:14:20 CuHxpoHu3smposats ¢ MK
Dopmat EPEMEHIN Irr-Mm-A44, v 24y
YacoBor nosac (UTC+03:00) Mockea, CaHkT-TleTe... v
NeTHee Bpems
B »
Tun (@) deHb Hegena
Hauano 01-01 00:00:00
KoHew, 01-02 00:00:00

m O6HOBWTL Mo ymonuanuo
PucyHok 7.71 — Bknagka «[daTta v Bpems»
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OyHKUMM  1©

(Tabnuua 7.26).

96

OManasoHbl  3HAYEHUIA NapamMeTpoB NPUBEAEHbI  HUXEe

Tabnuua 7.26 — PyHKLUMM N 3HAYEHNA NapaMeTpoB BKNaaku «[lata n sBpems»

“ % SEC.RU

MapameTp PyHKUUA
5 «Bpy4Hyto» — BBOA afpeca cepBepa BPEMEHMU;
HacTtpoukn
BpEMeHN «NTP» — BKMOYEHME NPOTOKOSla CETEeBOr0 BpPEMEHU
no ceTu.
CuctemMHoe Bpems | YCTaHOBKaA CUCTEMHOIO BPEMEHM.
dopmat BpemeHn | 24-yacoBon 1 12-4yacoBon hopmaTbl BPEMEHWN.
UYacosown nosic Bbibop yacoBoro nosca.
Cepsep BBoa agpeca cepBepa BpEMEHM.
CeteBon nopt | [MopT noAKMO4YEHUS K cEpBEPY.
[Mepuog 3agaHne nepuoanyHOCTU  CUHXPOHM3aUUM  YCTPOMUCTBA
obHoOBMNEHNSA C CepBEPOM BpEMEHMN.

JleTHee Bpems

Bbibop Hayana 1 okoHYaHUSA NEeTHEro Nnepuoaa BPEMEHN.

Tun

Bbibepute TN ycTaHOBKM AaThbl (gaTa/Henens).

7.7.2 Noppasaen MeHO «AaM. nonb3oBaTenen»

Mogpasnen meHwo «AgM. nonb3oBaTternien» No3BonseT KOHPUrypupoBaTb

CUCTEMHbIE NapaMeTpbl YYETHbIX 3annucen Buaeokamepbl. YYETHAA 3anncb — 3TO

NM4A nonb3oBaTend Uin rpynnbl y‘-IéTHOI7I 3anuncu.

Moapasnen meHio «AgM. nonb3oBaTenen» CTPYKTYPHO UMEET TPW BKITadKu

Ansi HeoBX0AMMOro KOHMUIYpUPOBaHUS NapaMeTpOB:

«[Nonb3oBaTtenb» — KOHUrypnpoBaHue Y4€THOM 3anMcu nornb3oBaTens

B rpynne y4€THbIX 3anucen;

«[pynna» — KOHpUrypupoBaHue rpyrnmnbl Nonb3oBaTenen;

KopoTkun nyTb K MHpopmaLmm

CkauaHo c sec.ru
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«ONVIF  nonb3osatenb» —  KoHdurypuposaHne  rpynnbl  ONVIF

nonb3oBaTternen (PUCyHoK 7.72).

IP-kamEpa ; [MpocmoTtp Cucrema

QO Obume [Nonb3oBatens [pynna ONVIF nons3oBatens

2 AaMm.nonb3osatenei
A OBcnykuBaHue
ity ObBHoBAeHuWe
PucyHok 7.72 — lNogpasgen MeHio «AgM. nonb3oBaTenen»
Bknaaka «Monb3oBaTenb»

Bknagka  «[llonb3oBatenb»  nossonseT  ynpaenATb  CUCTEMHbIMU
napameTpamu Y4Y€THOW 3anucu Monib3oBaTensa B rpynne Y4YeTHbIX 3anucen.

NHTepdenc npeactasneH Huxe (PucyHok 7.73).

Mons3osatens Ipynna ONVIF nonssogatens
[Tlo6asums AHOHUMHO ® |
No. Monesosarens Tpynna HagexHocts napons Mpumeuanue Orpanuuenme gocryna Onepauus
1 admin admin CpeaHaa admin’s account / (£}

C6poc napona BKA. L @) C6poc napons no email

Meproa cMeHbl Napons HeT arpaHuyeHnin No BpeMeHn Detib(ein)

BOCETaHOBNEHME NapOAA NONb30BATENA BOIMOXHO TOMLKO B TOM CyHae, €C/IM YKasaH "peseps. email agpec”.
Peseps. email agpec f++@bolid.ru

OB6HOBMUTL Mo ymonyaHuio
PucyHok 7.73 — Bknagka «[lonb3oBaTenb»
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Nmsa ydéTHOM 3anucun nonb3oBaTens MoXeT cogepxatb Ao 15 cumeonos.
[Maponb Y4E€THOM 3anucu [OOSMKEH cogepXaTb TOonbko Uudpbl U OYKBbI.
[Monb3oBaTenb C npaBamMy agMUHUCTPATOpPa MOXET M3MEHATb Maposib LOPYroro
nonb3oBaTteniss. MoXHO BblGpaTb COOTBETCTBYIOLLYKO FPynny M HasHa4yuMTb npasa
ANA nonb3oBaTtenen B 3afaHHbIX rpynnax. MM nonb3oBatens nm UMsa rpynnbl
OOSDKHbI  ObITb  €QMHCTBEHHbIMU. Haxogsawunca B cucTteme nosfib3oBaTtesib
He MOXeT W3MeHATb COoOCTBEHHble nmnpaBa. O6paTute BHUMaHWE: npasa
nonb3oBaTesisi He MOryT MpeBblWaTh 3afaHHbIX npas rpynnbl. [Npun paspelleHnm
aHOHMMHOro BXoAa B cuUCTeMy (C OorpaHMYeHHbIMM MpaBamn) He TpebyeTtcs
BBOAUTb MMS Nonb3oBaTtesis n naposib. [NMpyn gobaBneHun nonb3oBaTens K rpynne
HeobXxoaMMO Ha3Ha4YnTbL Npasa.

[ns pegaktmpoBaHUs YY4€THOW 3anncu, CMeEHbl MNapond WUCNosib3ynTe

MHTEPaKTVBHbIV anemeHT ynpasnexuns & (PucyHok 7.74).

M3ameHnTb e

Monb3osatent admin
W3mennts naponb L _J

Ipynna admin

Mprmeyuarne admin's account

Cucrema MpocmoTp Apxus

PucyHok 7.74 — Bknagka «[lonb3oBaTtenby: M3MeHUTb

[Ons Bxoga B cCUCTEMY  Buaeokamepbl — 6e3 aBTopusaumMm  CRYXuUT

o AHOHWMHO ()
NHTEPAaKTUBHbIN 3NEMEHT yrnpaBJieHUA .

v _
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B cucteme BnaeoKamMmepbl No ymMmornyaHnM mmMmeroTcd OBe y‘-IéTHbIe 3anncu

rpynn nonb3oBartenen: «adminy» n «usery. Nonb3oBatenb «admin» MMeET npaea

aaAMUHUNCTpaTopa.

Bknagka «pynna»
Bknagka «[pynna» no3BOSisieT ynpaefisiTb CUCTEMHbLIMW NapamMeTpamu
Y4ETHOW 3anucu rpynnbl nonb3oBatenen. WHTepdenc npeacraBrneH HUxXe

(PucyHok 7.75, PucyHok 7.76).

Monb3oBatent Ipynna ONVIF nonb3osatenb

No. Tpynna Mpumeuanne Onepauwa

1 admin administrator group

R
B B

R

PucyHok 7.75 — Bknagka «['pynna»
[Jo6aeuTh X

Ipynna

MpumeyaHme

Cucrema MpocmoTtp Apxve

Bee

Cucrema CnctemHan nHpopMauma PyuHoe ynpasaeHue
Peaeps 3anuck U xpaHeHne Co6biTna
Cetb Mepudepua Kamepa

BesonacHocTb AsTodyHKU MM

omwena
PucyHok 7.76 — Bknagka «['pynnay: Jo6aBuTb

[ns pegakTMpoBaHUA  Y4ETHOW  3anuMcu  rpynnbl  MONb3oBaTens

NCMOSb3yNTE UHTEPAKTUBHBIN 3nemeHT ynpasneHus & (PucyHok 7.77).

U4 .
\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru




BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 100

M3ameHUTL X

Ipynna admin

Mpumeuarne administrator group

Cucrema lNpocmotp ApxvB

Bce

Apm.nons3aoeatenein Cucrema CucteMHan MHGopMaLma
PyuHoe ynpasnexue Peszepe 3anuce W xpaHeHne
Cobbitus Cets MNepudepus

Kamepa Be3onacHocTs ABTOGYHKLMM

PucyHok 7.77 — Bknagka «['pynna»: IameHunTb

Bknaagka «ONVIF-nonb3oBaTenb»

Monb3oBatens ONVIF wncnonbsyetcs npu gobaBneHnn Buageokamepsbl
BIMO cTopoHHMx npoussogutenenm no npotokonly ONVIF.  WHTepdenc

npencraeneH Hmxe (PnucyHok 7.78).

Mons3osatens Mpynna ONVIF none3oeatens

No. Mons3oBatens Tpynna HagexHocTe napons Onepauna

1 admin admin CpegHan o

PucyHok 7.78 — Bknagka «ONVIF nonb3oBaTenb»

Mpu MHMUnanusaumMm Buaeokamepbl CO34alTCss  OABE  napannesibHo
paboTalowmx Y4E€THbIX 3anucm «admin». OgHa M3 YYETHbIX  3anucen
ncnonesadyetcsa anga ezammogenctena no ONVIF. Maponb, 3agaHHbIA B NpoLecce
NHULUManu3aumm, 3agaétcsa obenm y4€THbiM 3anucam. B ganbHenwem nameHeHme
naposien 3ape3epBUPOBaAHHbIX YYETHLIX 3anucen «admin» NPOU3BOAUTCA
He3aBUCUMO.

B naHHOM wuHTepdence MOXHO W3MEHUTb NapoSfib CYLLECTBYHLLEN
y4yétHoun 3anucm ONVIF-nonb3oBatens «adminy. [1ns aToro Heo6xoaMmo BBECTU
AEVCTBYIOLLNM NMaposib AaHHOro nosnb3oBatend. B criyyae ytepu gencrsytoLlero
naponsa  ONVIF-nonb3oBatena CcTaHeT HEBO3MOXHO M3MEHWUTb  Naposib

ONVIF-nonb3oBaTtena «adminy.

v _
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B cnyyae HEBO3MOXXHOCTH N3MEHUTb OEVNCTBYHOLLNN naporsib
ONVIF-nonb3oBaTend cyliecTsyeT ABa BapuaHT ansg noaknodeHns no ONVIF:
1 CospgaTb HoByl y4é€THyto 3anmcb ONVIF, koTopyk B ganbHenwem MOXHO
nepecosfarTsb;
2 [MpounsBecTn NONHLIN COPOC YCTPOMNCTBA 4O 3aBOACKMX HACTPOEK.
[Ons pobaeneHna yyétHon 3anmcyn ONVIF-nonb3oBatens MCnonb3yuTte

NHTEePaKTUBHbIN aneMeHT ynpasneHus «[JobaButb» (PucyHok 7.79).

Nob6aBuTb ¥

Monbaosatens

Maponb

lMNoaTEEepxaeHue

Ipynna admin

[ o
PucyHok 7.79 — Bknagka «ONVIF nonb3oBartenby: [lobaButb

[na pegakrtnpoBaHus y4YETHOM 3anucu ONVIF-nonb3oBaTens

MCMONb3YITEe NHTEPAKTMBHbLIN 3nemeHT ynpasnerus B (PucyHok 7.80).

MameHnTh X

Monb3osatenb admin
Wamenute napone

Ipynna admin

n OTmeHa
PucyHok 7.80 — Bknagka «ONVIF nonb3oBaTtenby»: M3mMeHUTb

7.7.3 NMoapaspgen meHo «Ob6cnyXxuBaHue»

Mogpasgen meHw «O6GCnyXMBaHWE» CTPYKTYPHO MMEET NSATb BKMAAoK:
«ABTOYHKUMNY, «MNopT/AkcnopT», «1o ymonyaHuoy, «lMakeTHbIn CHUddep»,

«3anyck xypHana» (PucyHok 7.81).

U4 .
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IP-xamepa i Mpocmotp Cuctema
O Obwme AsTodYHKL WK Wmnopt/3kcnopT Mo ymonyaHuo MakeTHbIA cHUODEP 3anyck XKypHana

2 AfMNons30EaTENER
™ O6cnyxusatue |

i O6uosnexne

PucyHok 7.81 — NMogpasgen meHo «ObcnyxmBaHue»

Bknagka « ABTOQYyHKUUN»

Bkrnagka «ABTOQYHKLMN» npegHasHayeHa OS5 HACTPOWKU
napamMeTpoB aBTOMATMYECKOM nepe3arpysknm YCTpOWCTBA, aBTOMATUYECKOro
yoaneHuss annos ¢ KapTbl NaMATK, a Takke ONA NPUHYANTENBHOW Nepe3arpysku

ycTponctea. IHTepdenc npeactasneH Huxe (PucyHok 7.82).

ABTOGYHKLMI Mmnopt/3kcnopt Mo ymonvanuio MakeTHbIA cHUGdep 3anyck xypHana

I'Iepeaanycu CUCTEMBI

AsTOnepe3arpy3xa ‘:)

Bpems nepesarpy.. Cp 04:49

Yaanute ctapele dainel

Astomatudeckoe ... (I

Ypanute dain [Ha(ei) Hazap

ABapuiiHOe TeXo6CNyKUBaHNE

B ®

YToB61 yNPOCTUTE AOCTYN K HALLEMY CEPBUCHOMY OBCYKUBAHUIO, BKIHOUMTE 3Ty OYHKUMK. ECAU Y YETPOMCTEE BO3HUKHYT
Kak1e-nMB0 NPOBAEMEI C BHINOAHEHNEM GYHKLWIA, TAKUX K3k 0BHOBASHUE, CUCTEMA ABTOMATUYECKU BKAKUMT 3TY hYHKLMHD.

m OBHOBWUTD Mo yMonuaHuo

PucyHok 7.82 — Bknagka « ABTOOYHKUUN»

«ABTOMepesarpyska» — aBToMaTMyeckass nepesarpyska YCTPOWCTBa

eXXeQHEeBHO / B onpefeneHHbI AeHb HeAEeNN B yKkazaHHOE BpeMS.

«ABTOMAaTUYECKOE vyaaneHne» — aBToMaTn4yeckoe vyaaneHune

dhannoB (Bugeosannucem WM CHUMKOB) C KapTbl MaMATW, 3anuUCaHHbIX MO3Xe

yKa3aHHOro AHS.

U4 .
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«ABapuiHoe  TexoOcnyxuBaHue» — MNpUHyAUTerNbHas  nepesarpyska

yCcTpouncTBa.

Bknagka «UmnopTt/AkcnopT»

Bknagka «Mmnopt/3OkcnopT» npefHasHadyeHa Ana MMmnopTa/akcnopTa
davna KOHUrypupoBaHus BCeX MnapameTpoB Buageokamepbl. WHTepdenc

npeactasneH HWxe (PrucyHok 7.83).

AETODYHKL MK MmMnopt/3kcnopT Mo ymonyaHu MakeTHbIA cHUddep 3anyck xypHana

SkcnopT daina KoHGurypawumm

®ann BriBpate daiin

@ Mpy MmnopTe KOHGWUIYpPaLyMu NPOM30HAET Nepesannce
npeabigyLen.

PucyHok 7.83 — Bknagka «Amnopt/3kcnopT»

PyHKUuMa «MMnopT» npegHasHavyeHa ANis 3arpy3kn € KoMnbkoTepa (ceTu)
B CMCTEMY Buaeokamepbl hanna KoHdurypaumm (HacTpoek) Buaeokamepsl.
PyHKUMA «IKCMopT» npefHasHavyeHa [ COXpaHEeHUs B KOMMbOTEpPE

(ceTun) dbanna KoHpuUrypaumm (HacTpoek) Bugeokamepsbl.

Bknagka «lMo ymonyaHuio»

Bknagka «[lo ymonyaHuio» npeaHasHadeHa Ang cbpoca BCEX HACTPOEK
ycTponctea [o coctosHua «llo ymonyaHuo». WHTepdenc npencraBneH Huke
(PncyHok 7.84).

\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru
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ABTODYHKL M WMmnopTt/3kcnopt Mo ymonyaHuo MakeTHblA cHudbep 3anyck xypHana

Mo ymonuaHuwo

© MapameTpsl ByayT BOCCTAHOBAEHbI 40 HACTPOSK MO YMOAYAHMIO,
KPOME HacTpoeK CETH, YNPaBNeHWA Nob30BaTENAMM 1 T.N.

3aBOACKME HACTPOMKU

© /lns BCex napaMeTpoB 6yAyT NPUMEHEHbI 33aBOACKWME HACTPORKW No
YMOAYAHHHD.

PucyHok 7.84 — Bknagka «[1o ymonyaHuio»

[1ns1 BOCCTaHOBEHUS NapaMeTpoB MO YMOM4YaHUio HeobxoanumMmo BbiOpaTb
TMN cbpoca HacTPOEK YyCTPOMNCTBA:

— «[1o ymonyaHunio» — BOCCTaHOBMNEHME BCEX MapaMeTpoB BuaeoKamepbl,
KPpOMEe 3Ha4yeHuM akTyarbHbIX TeKyLMX HaCTpOeK ceTu un asTopusauuu
nofib3oBartenien, rpynn Nosfib3oBaTesnen;

— «3aBopckune HaCTPOMKN» — NOSTHbIN cbpoc BCEX
napamMeTpoB Buaeokamepbl [0 3aBOACKOro COCTOSIHUA. PyHKUMSA
9KBMBAneEHTHa KHOMKe annapaTHoro cbpoca «RESET». [locne HaxaTtus
«3aBoacKne HacTpomkm» HeobxoauMmo BBECTM Maposib nonb3oBaTens «admin»
B Beb6-uHTepdence. 3aBoackme HaACTporkn ByayT aBToMaTU4ECKN BOCCTAHOBSIEHDI

nocrie aBTopn3aLnn rnornb3oBaTen .

Bknapaka «lMakeTHbIn cHud cep»

Bknagka «[lakeTHbln cHuddep» npenHasHayeHa 0K pelleHUs CeTeBbIX
npobnem. [aHHbIn WHCTPYMEHT MO3BOSIIET 3axBaTbiBaTb WM COXpPaHATb
AONA nocneaylowero aHanuv3a nakeTtbl, nepegaBaemble MO CETU Yepes3 CeTeBOU

nHTepdgenc (PncyHok 7.85).

AsTodyHKUMK Wmnop1/3kcnopt Mo ymonyaHuwo MaxeTHbin cHuddep 3anyck xypHana

Pazmep Pe3sepBupoBaH.
NIC Appec yctpoicTea IP-agpec v nopt IP-agpec u nopt nakeTHoro nakeTHoro
cHud depa CHUddepa

eth0 192.168.68.127 : 0.00MB 4

PucyHok 7.85 — Bknagka «llakeTHbIn cHudpdep»

v _
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Bknagka «3anyck XXypHana»

Bknagka «3anyck xXypHana» npefHasHadyeHa Ons BbiSBrieHUs npobrem u
NoBbiWEHNs  3EKTUBHOCTU  paboTbl. WHTepdenc npeactaBneH  Huke
(PucyHok 7.86).

ABTODYHKUMN Wmnopt/3kcnopt Mo ymonuaHul MNakeTHLIA CHUpDEP 3anyck XypHana

No. Bene Pasmep. arpyauts
1 2023 11_11 0.001M
2 2023 1110 0.001M

20231109 0.001M &

20231107 0.001M 5

2023 08 28 0.001M &

2000_01_01 0.001M

B . I S

1970 01 23 0.001M

7 3anucen

PucyHok 7.86 — Bknaaka «3anyck xXypHana»

7.7.4 Noppazaen meHro «OOHOBNEHNe»

Moopasnen MeHiwo «OOGHOBMNEHME» npeaHasHavyeH [Aans oOHOBNEHUS
«lMpowmekn» Bugeokamepbl. MHTepdenc npencrasneH Huxe (PucyHok 7.87).

Panmn  «[lpowmBKkn»  OOMKEH UMeTb  paclumpeHue  «*.bin» U
cooTBeTcTBOBaTh Buaeokamepe BOLID VCI-242. AkTyanbHasi Bepcusa aunna
Ans obHoBNEeHUs «MNPOLLUNBKM» BuaeoKamepbl pacnosioXeHa Ha canTe:
https://bolid.ru/support/download)/.

Ecnun npu BbinoNHEHMM OBHOBNEHUS ObiN 3arpy)keH HeBepHbI dann, To
Heob6XxoaMMO BbINOSTHUTL WHTEPAKTUMBHO Nepes3arpy3ky Buaeokamepbl (pasgen
7.5.5.6 HacTosILWero pykoBOACTBA), B MPOTUBHOM Crlydae — HeKoTopble yHKLMU

BMaeoKamMepbl MOTryT OKa3aTbCA OTKITHOHEHHbIMW.

\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru



https://bolid.ru/support/download/

BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 106

IP-xamepa & MpocmoTp Cucrema

0 Obume
®aitn o6HoBARHMSA

2 Aam.nonb3osatenei
BoiGop danna O63op

~ Obonyxuneanne

ity OB6HoBnEHWe |

PucyHok 7.87 — lNoapasgen meHo « OBHoBNeHne»

7.8 PA3OEN rMABHOIO MEHIO « APXVB BUOEO»

Pasgen rnaBHOro MeHK0 «ApXVIB Bnageo» rnpegHa3HadveH AOnda gocryna

K NPOCMOTPY BMOEO03anuCeN, COXPaHEHHbIX Ha KapTy namsTh, YCTAHOBMEHHYH

B BUAeoKamepe.
Pasgen rnaBHOro meHw0 «ApxuB BUOEO» CTPYKTYPHO UMeEET 4eTblpe
Bknagku: «llonck Buageo», «Hactpoukm 3anucuny», «Pacnmncanuey, «3anucby.

NHTepdenc pasgena rnaBHOrO MeH «ApXumB BUOEO» NPeACTaBNeH Huxe

(PucyHok 7.88).

MNpocmoTp ApxuB BUaCO

CNWCoK KaHanoB Bcero 0 3anucen Bce i3arpysute

2 KAM

Bce
2023-11-28 00:00:00

2023-11-28 23:59:59

[ o |
PucyHok 7.88 — Pasgen rmaBHOro meHwo «ApxmB BUOEO»
Bknaaka «Mounck Bupeo»
Bknagka «[llouck Bugeo» no3BosisieT HanTu 3anvcaHHble Ha KapTy NamMsaTn

MK Ha ceTeBoe XpaHunuuie Bugeosanucu. WHTepdenc npencraBrfieH HUkKe

(PucyHok 7.89).

U4 .
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Haxmute «Bce» u Bbibepute Tun 3anucu M3 BbiNagarolero cnucka:
«[locTosaAHHaA», «CobbITns», «TpeBoray, «[locTosAHHaA». Mpwn BbIGOPE
«CobblTMsa» B kKavyecTBe Tuna 3anucu Bbl MoxeTe BblbpaTb KOHKPETHbIE TUMbI
cobbiTMn, TakMe Kak «W3ameHeHne rpomMkocTuy, «llepecevyeHne nuHUMY,
«KoHTponb obnactu» un T.4.

[aTbl C CMHMMM TOYKaMM YyKasblBalOT Ha Hanuune BUOEO, 3arnucaHHbIX

B 9TU OHW.

CR1COK KaHanos: Bcero 45 sanuceit  ® Bce i3arpysuts Ypanuts

2 KAM1

Bce

2024-02-07 00:00:00

2024-02-08 23:59:59

PucyHok 7.89 — Bknagka «l'lounck sBugeo»

HaBeauTte Kypcop MbIM Ha UCKOMOE BWOEO, 3aTEM HaXMuTe, 4TOoObl
BOCNPOW3BECTM BblOpaHHOE BUAEO.
NHTepdeiic npocMoTpa apXMBUPOBAHHOINO BUAEO rMOKa3aH Ha PUCYHKe

Hwke (PucyHok 7.90).
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SkpaH npocmoTpa

Cnucok

3anuceu

MNaHenb 4 MNaHenb

WHCTPYMEHTOB e e o YY) HCTpYMeHTOB
MaHenbynpaeneHus LLikana BpemeHu
BOCNPOU3BEAEHUEM

PucyHok 7.90 — Bkrnagka «llouck Bugeo»: BocnpousseneHue

®DyHKLMM 3NEMEHTOB yNpaBfieHNs BOCMPOU3BEAEHMEM MPUBELEHbI HUXKE
(Tabnwuua 7.27).

Tabnuua 7.27 — ®yHKUUKN S1EMEHTOB yNpaBneHust BOCNPOU3BeAEHNEM

dnemMeHT ynpaBneHus DyHKUMA

Haxmute Ha «UncppoBon 3ym», 4yTOOLI
yBeNMUMTbL 06racte  BOCNPOU3BEAEHUS.
B nepBoHa4vanbHoe coCcTosiHMEe UNdPOBOro
3ymMa MOXHO MNepeuTn, LLENKHYB NpaBomn

0 npposon 3ym N

Q Lnpp y KHOMKOM «MbIWN». WMcnonb3ya CKPONIUHK
Y «MbILLN» MOXHO NPOKPYTUTb
ANa yBenuyeHnsa/ymeHbLlleHna  unudpoBoro
3yma Buaeo.

@B [MpaBuna [MpocmoTp apxmBa C oTobpaxeHnem

BnaeoaHarmmMTunKn BnaeoaHarmmMTunKn.

MNpocMoTp apxuBa C oTobOpakeHnem 30H

30HbI
[d pacnosHaBaHWsi  Ha 3KpaHe  NpocMoTpa
pacno3HaBaHus
B1Oeon3obpaxeHus.
CosfaHMe TPOMHOTO CHUMKA C 4acTOTON
TpotiHoit cHimok | CAVIH _ CHUMOK B CEKYHAY 1 COXpaHMT Kak

oTAenbHble TPW CHUMKa Ha HocUTEnb
[aHHbIX B YKa3aHHYIO narky.
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AneMeHT ynpaBrieHus PyHKLUUA
B CHUMOK CospgaHue MOMEHTAalbHOIo CHUMKa
N COXpaHEeHMEe ero Ha HOCUTENb.
B y KHonka nepexoaa B NOJTHO3KPAHHbIN
u [MoNHO3KpaHHbIN DEXIMM

MpeabiayLLMil AeHs), KHonku BocnpousBeaeHus npeabiayLiero u

4 »l . cnegyroLlero 3anmcaHHoro BUOEO
Cnepywowumn geHb
COOTBETCTBEHHO.
m MezneHHo KHonka YMEHbLUEHUS CKOpoCTU
Bocnpoussenenus: 1/2, 1/4, 1/8, 1/16.
KHonka yBeNMYeHns CKOpOCTM
BOCMpPOU3BeAeHNs B AABYKPaTHOM
> bbicTpo P a ABYKP
YCKOPEHUN, YeTbIPEXKPATHOM  YCKOPEHUN
nT.Aa.
i Crnepywowmn kagp | KHOMKW nepeksitoveHns Mexay kagpamu.
Maysa/
i » May3a/BocnpousseneHne BuaEo3anmeum.
BocnpounssegeHune
Haxmnte 9Ty KHOMK NS OTKIHOYEHUS
) SByK y y A

N BKIMKOYEHUA 3BYKa.

«MonsyHOK» [OnNsi perynMpoBKkM FPOMKOCTM
- "POMKOCTb 3BYyKa B npegenax OT MUHUMYMa
A0 Makcumyma.

KHOMKa coxpaHeHusi Bugeoknmna.

Ana paboTbl gaHHOW YHKUMW BbINONHUTE
NENCTBUS:

lar 1. YcraHoBuTe npu NOMOLWM MbILN

Ha LWKane BPEMEHW Hayano W  KoHeL
% Buaeoknun cparmenTa.

War 2: [Onda coxpaHeHus wunn OTMEHbI
NONy4Y4eHHOW 3anmcu Haxxmmnte KHorky « OK»/
«OTmeHay.
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AneMeHT ynpasneHus DyHKUMSA

Lar 3: B nosBuBLUEMCS OKHE «3arpyska
Bnaeo» byaeT otobpaxaTbCa COXpaHEHHbIN
3aapxmBnpoBaHHbIN dhann (PucyHok 7.91).

lWar 4: Bblbepute dopmaTt danmna: Tuvn
«dav» unmn «mpé4».

Lar 5: BoibepuTte nyTb COXpaHEHUSs1, HaXaB
Ha KHornkKy «O630p nanoky.

Lar 6: Haxxmnte kHonky «CkavaTtby.

3arpyska Bugeo X

No. Tun Hauano KoHey DNVTeNBHOCTE

1 Buaeokaun 2024-02-08 14:28:37 2024-02-08 16:29:22 02:00:45

@opmar daitna ®) dav mp4
MyTte 0630p...

COXpaHeHWs

PucyHok 7.91 — 3arpyska Buaeo

Bknagka «HacTtpoukun 3anncmn»

Bknagka «Hactpowku 3anucu» npegHasHavyeHa [nd yCTaHOBKM TaKuX
napamMeTpoB, KakK MPOAOSIKUTENbHOCTb 3anucu, 3anucb [0 CODbITUS, PEXUM

3anuvcu u notok anga 3anucu. Htepdenc npeacrasneH Huxe (PucyHok 7.92).

IP-xamepa MpocmoTp ApXVE BUIEO

Mouck Bngeo HacTtpoiikn 3anucu Pacnucanuwe 3anuce

Makc. gnmTenbHoCcTb 8 muH. (1-120)
Mpea3anuce 5 cek. (0-5)
Pexum 3anmcm (@) AeTO MocToAHHaA Boika.

[NoTok and 3anwucu OCHOBHOWM NOTOK

[pUMeHHUTD OBHOBWUTE Mo ymonyaHuro

PucyHok 7.92 — Bknagka «HacTtpouka sanmcm»
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OYyHKUMM W OManasoHbl  3HAYEHWN MNapaMeTpoB NPUBEOEHbI  HUXe
(Tabnuua 7.28).

Tabnuua 7.28 — QyHKUMN N 3HAYEHNA NapaMeTpoB BKNaaka «HacTporkm 3anncmny

MapameTp PyHKUUA

MakcnmanbHas | YCTaHOBKa BpeMeHW O5s yrnakoBku Buaeodanna. 3HayeHme
ANMUNTENbHOCTb napameTpa B ananasoHe oT 1 oo 120 MmuH.

MNpensanunck 3HayeHue napameTpa B gmanasoHe o1 0 oo 5 c.

Bbibop 3HayeHus:

«ABTO» — 3annNCb KaHanoB OCYLLECTBNSETCH aBTOMATUYECKN
PexuM 3anucy | COrNacHo pacnmcaHuio;

«llocTosiHHasA» — HernpepbiBHAA 3arinChb,
«BbIKn.» — 3annucb Ha KaHane He OCyLLleCTBIIAETCA.

Boibop 3HauyeHuss «[loToK Ansa 3anucmy» NPOU3BOAUTCS
[NoTok Ansa 3anucu |3 Bbinagatowero cnucka 3HadeHun: «OCHOBHOWM MNOTOKY,
«[JononHUTENbHbIN MOTOKY.

Bknaaka «PacnucaHue»

Bknagka  «PacnucaHve»  npefHasHadeHa — Onda KOHUrypuposaHus
KaneHgapHOro pacnucanus 3anncm BugeonoToka.

3apanTte [ONd Kaxgoro AHA Hedenu nepuonbl BPpEMEHW  BbINOSTHEHUS
3anvcu BMAOEOrNnOTOKOB, OTMETUB UX C MOMOLLbIO MbiwK Ha rpaduke. NHTepdenc

npencraeneH Huxe (PnucyHok 7.93).
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PucyHok 7.93 — Bknagka «PacnucaHue»

KHorka «lpasgHuKn» Heobxoguma OS5 KOHpUrypuposaHus

KaneHaapHoro pacnucanuns pabotsl Buaeokamepsl (PucyHok 7.94).

Mpa3gHnKn X
B, (:) OumcTuTL
Meepans
nH BT cp ur nr [} BC

1 2 3 4
5 6 8 9 10 "
12 13 14 15 16 17 18
19 20 21 22 24 25
26 27 28 29

PucyHok 7.94 — Bknagka «PacnucaHue: [NpasgHukmn»
Bknaaka «3anucb»

Bknagka «3anucb» npegHasHayeHa [ONS HACTPOMKWM MeToda XpaHeHus

3anucaHHbIX Buageosanucen. iHtepdenc npeacrasneH Huxe (PucyHok 7.95).
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IP-xamepa ] MpocmoTp
[Mowuck Braeo HacTtpoiku 3anucm Pacnucanne 3anucb
Tun cobbitua MoctosHHas CobbiTus Tpeeora
3anonHeHne ancka (®) MNepe3sanuch OcTaHoBUTE 3anUck
MecTo xpaHeHws KapTa namatum

MpyMmeHUTL O6HoBUTL Mo ymon4aHuo

PucyHok 7.95 — Bknagka «3anucb»

®PyHKUMM U OManas3oHbl  3HAYEHUN NapameTpoB NpMBELEHbl  HUXE
(Tabnuua 7.29).

Tabnuua 7.29 — QyHKUMM N 3HAYEHNA NapaMeTPOB BKNaaKM «3anunucb»

MapameTp PyHKUMA

3HayeHne napameTpa: «[locTtosiHHaa», «CobbiTUs»,

Twun cobbITuSA
«Tpesoran.

«lepesanncb» — UMKnn4ecKad nepesarnncb

npwv 3anosIHEHUN ANCKA;
3anonHeHne gucka
«OcTaHOBUTbL 3annucb» — OCTaHOBKa 3anucu

npu 3anoJyiHeHnn ancka.

Bboibop 3HayeHus «MecTo XpaHeHusi» NPOU3BOAMTCS
13 BbiNagaloLero cnnucka aHaueHui:

«KaprI namMmdaTm» — CoOxXpaHeHune Bunaeo3arimcn Ha KapTe

MecTo xpaHeHus )
namsaTu (aucke);

«CeTeBOoe  XpaHunuLIE» — COXpaHeHue  Buaeo3anucu
Ha FTP-cepepe nnu NAS-cepsepe.

Bbibop 3Ha4veHus «CepBep» npou3BoauTCA
13 BblNagaroLLero Cnnucka 3HavYeHuin:

«FTP» — koHurypuposaHue cepsepa FTP ana apxuBHOro

CepBe
pPBEP XpaHeHUs JaHHbIX BUAeOKaMepbl;

«NAS» —  KOHGourypupoBaHue NAS  Onsa apxuBHOro
XpaHeHNA JaHHbIX BUAEeOKaMepbl.
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MapameTp PyHKLUA
Pexum 3HadeHue napameTpa: «SFTP (pekomeHayeTtcs)», « FTP».
Bkn. BkrtoueHune/oTkntoveHne doyHkumm NAS, FTP.
Cepsep IP IP-appec FTP-cepsepa, NAS-cepBepa.

MopT nogkntoyeHns Kk FTP-cepBepy. 3HadeHne HaxoamTcs

Ceteson nopt | avanasoHe ot 0 go 65535.

[Monb3oBaTenb JlornH aBTOPU3YyEMOro Nosib3oBaTess.

Maponb [Maponb aBTOPU3yeMOro rnosib3oBaTens.

[MycTb coxpaHeHus | INyTb xpaHeHna Ha FTP-cepsepe nnu NAS-cepsepe.

«McrnonbaynTte kaTanor ypoBHS 1»;
CTpykTypa

«McrnonbaynTte KaTanor ypoBHS 2»;
KaTanoros

«Mcnonb3ynTte KaTanor ypoBHS 3».

3HayeHune napameTtpa: «Nma yCTponucTeay,

KaTtanor ypoBHs 1 y y
«IP yctponctBo», «[lonb3oBaTensCKUmy.

Katanor ypoBHs 2 | 3HadyeHne napameTpa: «3anucby», «Homep kaHanar,
«[eHby, «Tun danna_Homep KaHana,
KaTtanor ypoBHs 3 | «[lonb3oBaTenbckuiny.

CoxpaHeHne B IokanbHOM  pexume. Bce  dhannbl
AND COXpPaHATbLCA  Ha KapTy namatn, ecnun  FTP-cepsep
He paboTaer.

I'IpOBepKa BO3MO>XHOCTWU COXpaHeHnd BMNOEO0MNOTOKA

Tect Ha cepBepe FTP.

7.9 PA3OEN MABHOIO MEHIO « APXUB N30BPAXEHUN»

Pasgen rmaBHOrO  MeH  «ApxuB n300paeHun»  npegHasHadeH
ANA JOCTyna K NPOCMOTPY  M300paxkeHWn, COXPaHEHHbIX Ha KapTy namsaTw,
YCTaHOBJIEHHYIO B BUeOoKamepe.
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Pasgen rnaBHOro MeH «ApXuB M306pakeHUn» CTPYKTYPHO MMEET NATb
Bknagok: «[lonck wusobpaxeHun», «CHuMMOK», «PacnucaHmey, «3anucby,
«ABTOBbBIrpy3Kka». NHTepdenc pasgena rnaBHOro MeH «ApxuB U306pakeHumn»

npencrasneH Huxe (PUcyHok 7.96).

IP-xamepa lMpocmotp ApxuB nsobpaxeHun

Mouck n3oBpaxeHUin CHUMOK PacnucaHwve 3anuce ABTOBLITPY3KA

L+

CnWcoK KaHanoe Bcero 0 Peaynbratel

o KA

Bce
2023-11-28 00:00:00

2023-11-28 23:59:59

PucyHok 7.96 — Pasgen rmaBHOro MeHo «ApXmB N300pakeHniny
Bknagka «lounck naobpaxeHmn»

Bknagka «lMouck nsobpaxeHnin» no3BonsetT HanuTu 3anncaHHble Ha KapTy
namMsaTU UM Ha CeTeBOE XpaHunuuwie wmnsobpaxeHunsa. NHTepdenc npencraBneH
Hwke (PucyHok 7.97).

Haxmute «Bce» u Bbibepute Tun 3anucu M3 BbiNagarolero cnucka:
«lMoctosiHHas», «CobbiTna», «TpeBora». [Mpu Bbibope «CobbiTuA» B KayecTBe
TMna 3anMcun Bbl MoxeTe BblbpaTb KOHKPETHbIE TUMbl COOLITUW, Takue Kak
«M3meHeHne rpomkocTny, «lepeceveHne nuHumy», «KoHTponb obnactuy» u T.4.

[aTbl C CMHMMW TOYKaMM YyKasblBalOT Ha Hanuune BWOEO, 3anNMCaHHbIX

B 9TU OHW.
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ApXVE M30BpaXeHHin

Tlovck usoBpaxceii Crmok Pacnucariue 3anucs

AsTossirpy3ka

Cnuncok kaHanos Beero 55 Pesynbrartel Bce &i3arpyants

2 KAM 1

2 3 > : - S o SO ~
Cobbitna-KAM 1 -| Cobbitns-KAM 1 Cobbitna-KAM 1
2024-02-08 20:22:06 = 0:24:01

Bee < iy B - [y £ i B .
CobbiTna-KAM Cobbitna-KAM 1 CobbiTna-KAM 1
2024-02-08 00:00:00 2024-02-08 20:25: 2024-02-08 20:28:41 2024-02-08 20:29:53

2024-02-08 23:59:59

Mowuck

% - S wi e
Cobbitna-KAM 1 CobbiTna-KAM 1

2024-02-08 20:33:22 2024-02-08 20:34:07

i3

. 2 . ] 3 2 = § P
Cobbitna-KAM 1 Cobbitna-KAM 1 Cobbitua-KAM 1 Cobbitna-KAM 1
2024-02-08 20:38:04 2024-02-08 20:38:49

< E] 2 >  Tepentn
PucyHok 7.97 — Bknagka «[lonck nsobpaxeHniny

CobbiTna-KAM 1
2024-02-08 20:37:07 2024-02-08 20:37:30 2024-02-08 20:37:44

2024-02-08 20:38:36

Bknaaka « CHUMOK»

Bknagka «CHUMOK» npegHa3HadyeHa And yCTaHOBKU TakKuX MapamMeTposB,

KaKk CHMMOK, BKOYas Tun, pasmep, KadvyecTtBO U uHTepBan. WHTepdenc
npencrasneH Hmxe (PncyHok 7.98).

EI=TUIEY iP-xamepa

Apxue n306paxeHnin

[Nownck n3obpaxeHn CHUMOK Pacnucanwe 3anuce ABTOBbIrpPy3Ka
Tun MNocToanHan W
Pa3spewenmne 2688x1520 (2688%1520)
KauecteO I T S EE—
1 2 3 4 5 6
WHtepean 1 cek v

MpumMeHuTH OBHOBUTL Mo ymonyaHuo

PucyHok 7.98 — Bknagka « CHAMOK»

OyHKUMM W OManas3oHbl  3HAYEHUA NapaMeTpPoB MPUBEOEHblI  HUXEe
(Tabnuua 7.30).
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Tabnuua 7.30 — PyHKUMKM N 3HAYEHNS NapamMeTpoB BKNagkm « CHUMOK»

MapameTp PyHKLUMUA

«[ocTosiHHasi» — MOCTOSIHHOE HEMNpPepbIBHOE COXPaHeHUe
CHUMKOB N300pakeHus1 BUAEOCHEMKMY;

Tvn «CobbITnA» — coXpaHeHue CHUMKOB M306pakeHus
BMOEOCHEMKU NPy HaCTyNSeHUM KOHTPONMpyemoro
cobbITuA.

PaspelleHne 3HadeHure No ymon4vaHuto — 2688x1520.

CnyxuT Ons 3agaHUs YCrNOBHOTO KayecTBa W300pakeHusl.

KayectBoO MmeeTca wecTb npeaycTaHOBIIEHHbIX OTHOCUTENbHbLIX
YPOBHEMN.
Cnyxur AOJ151 YCTaHOBKM nepnoaguyHoOCTH CHUMKaA.

[MpenycTaHOBMEHHbIE 3HAYeHUA HaxoAUTCA B AuManasoHe
oT1 po7c. «llonb3oBaTenbCckumny: 3HaAYeHUEe HaxoauTcs
B AnanasoHe ot 1 go 50000 c.

NHTepBan

Bknaaka «PacnucaHue»

Bknagka  «PacnucaHve»  npefHasHadeHa AN KOHUrypuposaHus
napamMeTpoB AeTanbHOro HeAenbHOro KaneHagaps pacnmcaHusl Mo BbINOSHEHUIO
COXpaHeHUs1 N306paXkeHnin ¢ BUOEOMNOTOKOB BUAEOKaMEpPbI.

3aganTte Onsa Kaxkaooro AOHA Heagenu nepuoabl BPEMEHWU  BbIMOSNTHEHUS
COXpaHEeHMs1 N300paeHnin, OTMETMB UX C MOMOLLBbD MbIWM  Ha rpaduke.

NHTepdenc npeactasneH Huxe (PucyHok 7.99).

PucyHok 7.99 — Bknagka «PacnucaHne»
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KHorka «lpasgHuKn» Heobxoguma OS5 KOHpUrypuposaHus

KaneHgapHoOro pacnucanus pabotbl Bugeokamepsbl (PucyHok 7.100).

[Mpa3gHukn X
B, ‘:) OyucTuThb
Deepanb
MH BT cp uT nr ch EC

1 2 3 4
5 6 T 8 9 10 1
12 13 14 15 16 17 18

19 20 21 22 24 25

26 27 28 29

PucyHok 7.100 — Bknagka «Pacnncaxue: [NpasgHukmn»
Bknagka «3anucb»

Bknagka «3anucb» npegHasHadeHa ON1s1 HaCTPOMKM MeToda XpaHeHus

n3obpaxeHun. Hutepdenc npeacrasneH Hmke (PucyHok 7.101).

IP-xamepa 1 [pocmoTp ApXvB BUAEO ApxuE M3obpaxeHnin

Mounck n3oBpaxeHuin CHUMOK Pacnucanve 3anuce ABTOBLIrpy3Ka
Twvn coBbITUA MocToAHHas Cobbitna TpeBsora
3anonHeHwe gucka Mepe3annchb OcTaHoBWUTL 3annch
MecTo XpaHeHns Kapta namatu

MprMeHUTE Q6HOBWTL Mo ymondasuo

PucyHok 7.101 — Bknagka «3anucb»

OYyHKUMM W OManas3oHbl  3HAYEHWA MNapaMeTpoB NPUBEOEHbI  HUXe
(Tabnuua 7.31).
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Tabnuua 7.31 — PyHKUMN N 3HAYEHUS NapaMeTpOoB BKNaaKkn «3anuncby»

MapameTp PyHKLUMUA

3HadyeHMe napameTpa: «[llocTtosiHHas», «CobbiTnay,
Twn cobbiTnA

«TpeBora».

«lMNepesanncb» — LMKnn4yeckas nepesanunucb

npwv 3anosiHEHUN ONCKa;
3anonHeHne gucka
«OcTaHoOBUTbL 3anucby — OCTaHOBKa 3anucu

npu 3anoJiHeHnn gnckKa.

Boibop 3HayeHuss «MecTo XpaHeHusi» npou3BOAUTCS
13 BbiNaZarLLero cnmcka sHa4eHun:

«KaprI namdaTm» — CoOXpaHeHune Bunaeo3arimcn Ha KapTe

MecTo xpaHeHus _
namsaTn (gucke);

«CeTeBoe  XpaHuUNULIE» — COXpPaHeHue  Buaeo3anucu
Ha FTP-cepBepe unn NAS-cepsepe.

Bbibop 3Ha4YeHus «CepBep» Npon3BOauTCSA
13 BbiNagaroLLero Cnnucka 3HavyeHuin:

«FTP» — koH(purypuposaHmne cepsepa FTP gna apxmBHOro

CepBep _
XpaHeHMa OaHHbIX BUAeOKaMepbl;
«NAS» — koHurypmposaHue cepeepa NAS ons apxuBHOro
XpaHeHMa OaHHbIX BUAeOKaMepbl.
Pexum 3HadeHue napameTpa: «SFTP» (pekomeHayetcs), «FTP».
Bkn. BkrtoueHune/oTkntoveHne doyHkumm NAS, FTP.
Cepsep IP IP-agpec FTP-cepBepa.

MopT nogkntoyeHns Kk FTP-cepBepy. 3HadeHne HaxoamuTcs

Cereson nopT | 5 anasome ot 0 a0 65535,

[Monb3oBatenb | JlormH aBTOpPM3yeMoro nosib3oBaTens.

[Mapornb [Maponb aBTOpPU3yeMOro rnonb3oBaTens.

[MycTb coxpaHeHus |yTb xpaHeHust Ha FTP-cepeepe nnu NAS-cepsepe.
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MapameTp PyHKLUA
CTOVKTVDA 3HaveHMe napameTpa: «/cnonb3ynte KaTtanor ypoBHS 1»;
PYKTYP «Mcnonbaynte katanor ypoBHsa 2»; «/cnonb3ynte kartanor
KaTtanoros
YPOBHS 3».
3Ha4veHwne napameTtpa: «Nma yCcTponcteay,

KaTtanor ypoBHsi 1 y y
«IP-ycTponctBoy, «[lofib3oBaTENLCKNNY.

Katanor ypoBHs 2 | 3HadyeHne napameTtpa: «3anucby», «Homep kaHana,
«[eHb», «Tun danna_Homep KaHana»,
KaTtanor ypoBHs 3 | «[onb3oBaTenbckuiny.

Monb3oBaTenb- HactponTs
CKoe MMS 3
M30BPAKEHNS HacTtporika napameTpoB MMeHM n306paxeHus.

Mo ymonyanuio — «[Jata un Bpems» (PnucyHok 7.102).

CoxpaHeHne B nokanbHoM  pexume. Bce  dannbl
AND COXPaHATbCA  Ha KapTy namatn, ecnm  FTP-cepsep
He paboTaer.

I'IpOBepKa BO3MOXXHOCTWU COXpaHEeHUA BMNOEO0MNOTOKa

Tect Ha cepepe FTP.

MapameTpel MMEHW N306paKeHus X
[ No. Coctae umeHu dainna Pazpgenutens Mopagok
1 Homep kaHana _ T 4
2 [larta n Bpema _ es ™ b
3 MC _ o B
4 Wma yctpoictea _ +
5 IP-agpec _ *
3] CHumOK 7 O
7 MNons30BaTENLCKNA _ O
Homep kaHana [lata v Bpems_
B kayecTBe pa3genuTens MoXHO MCMO/b30BaTh TONBKO TUPE, MOg4epPKUBaHNE MK
npo6en.
“ OTtmeHa

PucyHok 7.102 — Bknagka «3anucby: [NapameTpbl UMEHU n306paxxeHns
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Bknagka « ABTOBbIrpy3Ka»

Bknagka «ABTOBbIrpy3ka» npegHasHayeHa Ans aBTOMaTUYeCKoW 3arpy3ku
n3obpaxeHns Ha onpeneneHHbIn cepeep no npotokonly HTTP u HacTpowke

napameTpoB. MIHTepdenc npencrasneH Huxe (PucyHok 7.103).

No. IP/gomennoe uma Ceresoi nopr Aupexropus Tun couimin Tecr Yaanute

PucyHok 7.103 — Bknagka « ABTOBbIrpy3ka»

7.10 PA3OEN rMMABHOIO MEHKO « BE3ONACHOCTb»

Pasgen rnaBHoro meHio «be3onacHOCTb» npegHasHayeH O5s HACTPOWKK
napameTpoB MOBbILLEHNS Be30nacHOCTN BUOEOKaMepbl.

Pasgen rnaBHOro meHw «be3onacHOCTb» CTPYKTYPHO WMeeT LeCTb
NYHKTOB AN Heobxoaumoro  KOHUrypupoBaHusi  napameTtpoB:  «CraTtyc
6esonacHocTy, «Cnyxbbl», «3awmuta ot ataky, «Ceptudgukatr CAv,
«WwndpoBaHne  ayamno/Buaeoy, «Yrposa  6e3omacHoOCTMY. NHTepdenc

npeacrasned Huxe (PucyHok 7.104).

MpocMoTp besonacHoctb

G Cayx6bl

@ 3awwuta ot atak
Ceptndukar CA

8 LWndposaHne ayano/s...

@) Yrposa 6e3onacHocTu

PucyHok 7.104 — Pasgen rmaBHoro meHio «besonacHocTb»
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7.10.1 NMoppa3pen meH «CtaTyc 6€3o0nacHOCTU»

Mogpasgen MEHI0 «Cratyc BGesonacHocTn» npegHasHa4eH
OS5 CKAHUMPOBAHUSA NOSTHOM MHAopMauun o 6e30nacHOCTU YCTPOMCTBA B peXMME
pearnbHOro BpeMeHW. [OoCTynHO CKaHupoBaHWe nonb3oBaTend u  cnyxo6
(onpepeneHne COCTOSIHUSA  Tekywen KOHuUrypauum pekomeHgauusm) U
CkaHupoBaHua moaynen 6esonacHocTu (npoBepka paboTocnocobHOCTM Moaynen
BGesonacHOCTW, KpoMme NpoBepKu akTUBHOCTW). WHTepdenc npeactaBneH Huxe
(PucyHok 7.105).

[Mpy BO3HUKHOBEHUN Yrpo3bl 3HAYOK BbIOENAETCH OpaHXeBbIM LIBETOM,

3€en€HbIM — NMpu UcnpaBHou pabdoTe.

@ CxanmpoBanme MOAyAeH 6E30NACHOCTH (NPOBEPKA MOAYNEH BEIONACHOCTH 663 ONPEAENEHNS X COCTORHNA “paboTaeT”)

© © 0 0 0 © 0 O

LWindposanme nepeaas 1a Yrpo3a 6e30: Wngposanme npoLmexs 802.1
ayano/suaeo 0y

0009

Ceprnpwcar CA peseperoe

Aoctynom KONGUIYPaLM

XpanamLe

PucyHok 7.105 — Mogpasgen meHio «CtaTyc 6e30nacHOCTUY

7.10.2 NMoppaspen MmeHO «CnyXObi»

Mogpasgen mMeHw «Cnyxbbl» CTPYKTYPHO UMeeT [OBe  BKadku
Ans Heobxoammoro  KoHdurypupoBaHna napameTpoB: «802.1x», «HTTPS».

NHTepdoenc npencrasneH Huxe (PucyHok 7.106).

y SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru




BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 123

IP-xamepa A MpocmoTp besonacHocTb

©® Cratyc 6e3onacHoCcTy 802.1% HTTPS
8 Cayx6bl I

@ 3awwrta ot atak

Ceptudukat CA

8 WudposaHue ayano/s...

@) Yrposa 6e3onacHocTm

PucyHok 7.106 — lNogpasgen meHio «Cnyxo6bi»
Bknagka «Cnyx6bi: 802.1x»

Bknagka «Cnyx0Obl: 802.1x» npegHasHadeHa [Ond npocMmotpa W
ynpaBneHus napameTpamu paboTbl BuaeokaMepbl B pamkax [Afsi OCHOBHOIMO W
ABYX [OONOSHUTESNbHbIX BUAEOMNOTOKOB MO ceTeBOoMy npoTtokony «802.1x»,
npegocTaBnsieT AOCTYI K yripaBneHuto napamMmeTpamm 3awmTbl
OT HEaBTOPM30BAHHOIO JOCTYyNa K Buaeokamepe, K ID 1 yHKkunam Bngeokamepsbl.

NHTepdenc npeacrasneH Huxe (PucyHok 7.107).

802.1x HTTPS

802.1x npeacTaennet coB6oi CETEBON NPOTOKOA, KOTOPbLIA 3G GEKTMBHO NpefoTEPaLLaeT AOCTYN € HECAHKLMOHWMPOBAHHBIX XOCTOB.

Wma NIC NIC1

B, ()

Pexcnm ayTeHTNdW... PEAP

Monb3oBaTensb none

MNapons SessRsRsERRRRRRRRRRS

CepTudmrar CA C)

OBHOBHTL Mo ymonuaruo
PucyHok 7.107 — Bknagka «Cnyx6bl: 802.1x»
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IEEE 802.1x peannayeTt npoTOKON KOHTPONA AOCTyna u ayTeHTuukaumm,
KOTOPbIA OrpaHn4MBaeT npasa MOOKITHOYEHUS HeaBTOPU30BAHHbLIX KOMMbIOTEPOB
K ceteBomy IP-ycTponctBy Buaeokamepbl. [lpoBepsaeTca Kaxabih KOMMbOTEP,
KOTOPbIMA MblTaeTCsa OTKPbITb NOpT IP-ycTponcTBa BUAeoKaMepbl, nepen Tem Kak
TOT CMOXeT BOCMOMb30BaTbCA cepBucamu |IP-ycTponcTBa Buaeokamepbl.

PyHKUMM W OManas3oHbl  3HAYEHWA NapamMeTpoB NPUBEOEHbI  HUXe
(Tabnuua 7.32).

Tabnuua 7.32 — PyHKUMM N 3HaYeHNA NnapameTpoB BkNagkm «Criykobl: 802.1x»

MapameTp PyHKUMA

Nmsa NIC Nms ceTeBom KapThl.

BkrtovyeHne/oTknoYeHne  (PyHKUMKM CeTeBOro npoTokosna

Bn. 802.1x.

PEAP (Protected Extensible Authentication Protocol) —
3alUMLLEHHBIN paclIMpAeMbld MPOTOKON ayTeHTUdukaumm,
HEe MPUMEHsieT crneumanbHblX Mep Ans 3alWuTbl CeTEeBOro
obMeHa AaHHLIMU 1 NpeAnonaraeT, YTo MU3NYECKUN KaHanm
Pexum CeTU  3allMLLEH, CRYyXUT  ON9 YCUNEHUs  CTOMKOCTU
ayTEHTUNKAUNSA | EAP_npoTokona MHAOPMALMOHHON 6e30MacHOCTM.

TLS (Transport Layer Security) — npotokon 6e3onacHoCTu
TPaHCNOPTHOrO YPOBHS, obecrneynBaloWmMi  3aLUULLEHHYIO
nepenady AaHHbIX Mexay yanamm B cetn IHTepHeT.

Monb3osatenb | JlormH aBTOpPM3yemMoro nosib3oBaTens.

Maponb Maponb aBTOPU3yeMOro rnosib3oBaTens.

Ceptndpukat CA |[loBepeHHbIn cepTudumkar.
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Bknagka «<HTTPS»

Bknagka «HTTPS» npegHasHayeHa [Ang npocMoTpa UM yrnpaBreHus
napamMeTpamMu MoBbILWEHNS 6Ge3onacHOCTM ceTeBoW paboTbl BUAEOKaMepbI
C UCnonb3oBaHMEM CeTeBbIX cepTudukatoB. VHTepdenc npencraBneH Huxe
(PucyHok 7.108).

802.1x HTTPS

B ()

117 NOBbILeHUA BE30NACHOCTI CHCTEMbI YCTPOTICTBO AOMKHO NOAYHHTE AOCTYN K caykGam: Web, ONVIF, RTSP, CGI no npotokeny HTTPS (Basupyetcs
Ha ocHoge TLS).

*BuibepHTe cepTHduKaT yCTPORCTER Ynpasnenve cepTiduKaramu
No. Wma  CepwiiHuiit Homep ceprudnkata Meprog AeiicTans Monssosatens Kem sinywyen Ucnonssyercs

® 1 66633566343930366630643231363939363134333636 2053-11-03 11:06:06 9HO3DC2PAG42B69 General Device IPC CA HTTPS, RTSP uepes TLS

O6HoBMTb Mo ymonuatio Crauatb KopHeBoi
PucyHok 7.108 — Bknagka «HTTPS»

cepTudvikar

HTTPS (HyperText Transfer Protocol Secure) — pacwmpeHne npoTokona
HTTP ans nogonepxkm wudpoBaHns B LENsX MOBbIlWeHMA ©e3onacHoCTr
Ha OCHOBE nNpuMMeHeHus1 cepTudmkaToB ceTeBon OGesonacHocTu. [laHHble
B npoTokone HTTPS nepepattcs noBepx Kpuntorpagouyecknx npoTokonoB SSL
mm TLS. B otnuumne ot HTTP ¢ TCP-noptom 80, ana HTTPS no ymon4yanuio
ncrnonosyetca  TCP-nopt 443. UYtobbl  nogrotoButbCca K 0bpaboTtke
https-coeguHeHnn, agMUHUCTPATOP LOSMKEH MOMYYUTb U YCTAHOBUTb B CUCTEMY
cepTuduKaT OTKPLITOro Kntoya ans atoro Beb-cepeepa. CeptudukaT OTKPbITOrO
Krova noareepXaaeT NpUHa4IeXXHOCTb OAaHHOrO OTKPbLITOro Krkoda Briagensuy
canta. CepTudukat OTKPbITOrO Kr4Ya M CaM OTKPbITbIM K4 MNOCLIIAKTCS
KNMWEHTY MpW YCTAHOBIIEHUN COEAMHEHUA; 3aKpbITblA  KIIOY  UCMOSIb3yeTcH

ANS paclwmngpoBKM COOOLLIEHNIA OT KITMEHTA.

7.10.3 NMopgpa3pen MeHK «3awmnTa OT aTak»

Mogpasgen MeH «3awmTta OT aTak» CTPYKTYPHO MMEET Tpu BKINaAKu:
«CeTeBoun aKkpaH», «bnoknposka akkayHTa», «3awmta ot atak DoS». NHTepdenc

npencrasneH Huxe (PucyHok 7.109).
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IP-xamepa MpocmoTp be3zonacHoCThL

© Cratyc 6esonacrocTn CeTeEon 3kpaH BAOKMPOBKa aKKayHTa 3awmra oT atak DoS

O Cayxbbl

CepTtudmrar CA
8 LWwuoposaHne ayano/s...

G ¥rposa BezonacHoctm

PucyHok 7.109 — Nogpasnen MeHio «3awimta oT aTtak
Bknapka «CeTteBOM 3KpaH»

Bknagka «CeTeBon aKkpaH» npegHasHadeHa  Ongd npocMmotpa W
ynpaBneHus napametpamu pabotbl ceteBoro |IP-counbTpa Buaeokamepsbl.
NHTepdoenc npencrasneH Huxe (PucyHok 7.110).

®dyHkumna IP-ounbTpa no3BONSeT BbIMNOAHUTL HACTPOWKY Tak, 4YTOObI
nonb3oBartenu c onpegeneHHoimn IP/IMAC apgpecamn mornv mmetb  [OCTynN
K ceTeBON Buaeokamepe. Ecnun BkMounMTb unbTp, TO AOCTYN K u3genuio 6yayt
nmetb TOJIBKO nonb3oBaTenn c gobaBneHHbiXx agpecoB. MoxHo aobaBnsaTb
IP-agpec, gmanasoH IP-agpecos unn MAC. OO6patute BHuMaHue: Cneayet
3apatb MAC-agpec B 04HOM U TOM € CErMeHTe CETW.

Monb3oBartenam 3anpewaetcsa ycraHasnmeaTb IP/IMAC-agpec ycTponcTsa
B Ka4yecTBe HaaexHbix canTtoB. [MpoBepka MAC MoxeT OblTb OENCTBUTESNBLHOM
Tonbko Torga, koraa IP-agpec yctponctea u IP-agpec NK Haxogatcs B ogHOM

rokanbHoOWu ceTw.

CeTeBoit 3kpaH BAOKMPOBKa akKayHTa 3awura oT atak DoS

b o«

Pexm (®) Benvii cucok YgpHbif cucok

Paspewnts xocty ¢ IP w1 MAC-a/pecom 13 CleAyroLIEro cnncka AOCTYT K YKa3aHHOMY MOPTY TEKYLLero yCTPOiiCTEa
Yyepe3 ceTeBoe NOAKAHYEHME.

No. IP/MAC-agpec xocTa Ceresoii nopt Onepauys

r— T
PucyHok 7.110 — Bknagka «CeTeBou akpaH»
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Bknagka «bnokunpoBKa akkayHTa»

Bknagka « EJ'IOKMpOBKa dKKayHTa» npegHa3Ha4dYeHa A1 yCTaHOBKU

MNONbITOK BXO4a W BPEMEHU ONOKMPOBKM YYETHOM 3anucu. WHTepdenc

npeactasneH HWxe (PucyHok 7.111).

CeTeBo 3KpaH bBAoKMpoBKa akkayHTa 3awmTa ot atak DoS

YueTHas 3annce YCTPOWCTEa

Owwbka aeTopM3aumm

Bpema 6aokump.

ONVIF none3oBatens

Owwbka aeTopM3aumm

Bpema 6aokump.

Spa3

5 MHH.

30pa3

5 MHH.

SNMP nonezoBatens
Bra. u
Owwbka asTopM3aumm 30pa3

Bpema 6aokump. 5 MWH.

PucyHok 7.111 — Bknagka «bnokupoBka akkayHTa»

Mo ymon4axuo

PyHKUMN  © 3Ha4YeHun

(Tabnuua 7.33).

AOnana3oHbl napamMmeTpoB npmBegeHbl HWXe

Tabnnua 7.33— @PyHKUMM W 3HAYEeHUs NapamMeTpoB Bknagka «brokuposka

akKkayHTa»
MapameTp PyHKLUA
Ownbka MonbiTka Bxoga B cuctemy. AKkayHT OyaeT BpeMeHHO
3abnokupoBaH nocne 5-30 HeygauyHbIX MOMbLITOK BXoAa
aBTOpM3aLUNN
B CUCTEMY.
Boems: Bpems, B Te4eHMe KOTOPOro Hemnb3s BONTU B CUCTEMY MOcne
P nocnegHen NOMNbITKM  Bxoda. 3HadyeHMe napameTpa
61OKMPOBKM
B AnanasoHe oT 5 oo 60 muH.
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MapameTp PyHKLUA

BkntoueHmne BkntoueHne/oTknoveHne NPOTOKOJ1a CETEBOIO yripaBJieHUA.

Bknaaka «3awumTta ot atak DoS»

Bknagka «3awwuTta oT atak DoS» npegHasHadeHa Ang 3awmtbl oT DoS
aTtak. IHTepdoenc npencrasneH Huxe (PucyHok 7.112).

«3awmTta ot SYN arakn» — 3awmta oT aTak ¢ nepenosiHeHnem SYN.

«3awmta ot atak ICMP atakm» — 3awurta OoT atak C nepenosiHEHNEM
ICMP.

CeTeBoi 3KkpaH bnokMpoBKa akkayHTa 3awmTa ot arak DoS

3awwmra ot SYN arak ( )

Ecnm 3noymellineHHWK OTNPaBUT NOETOpAOLWKMecs coobueHns SYN Ha yCTPONCTEBO, 3TO MOXET NPUBECTKU K CBOoKo 13-3a
NOABAEHWA MHOTOYMCAEHHBIX NOAYOTKPbITbIX coegnHeHmin TCP. B cayyae ataku ¢ nepenonHeHnem SYN yctpoircTeo Byaet
3aWMLLATECA MYTEM OTMEHbI MEPBOr0 COOBLLEHKA.

3au.|,|.1Ta OT aTaku C NEPENOAHEHUEM ... X

EcAu 310yMbILAEHHWK OTNPEBMT O4eHb BOABLIOE KOIMYeCTBO NakeTos ICMP Ha yCTPOWCTBO, 3TO MOXKET MPMBECTH K
cBOH WN3-38 NEPETPY3IKM BhIMWCANTENbHBIX pecypcoi. B cnyyae atakm ¢ nepenondednem ICMP ycrpoincTeo Syaert
JaMLATLCS NyTeMm GuabTpaunK coobenunin ICVP

MpUMeHUTL OBHOBWTL Mo ymon4aHmo

PucyHok 7.112 — Bknagka «3awmta ot atak DoS»

7.10.4 NMNoapaspen meHo «Ceptudukar CA»

Mogpasgen meHw «Ceptudmnkatr CA» CTPYKTYPHO UMEET OBe BKNaLKW:
«CepTtudpukar yctponcrteay», «[loBepeHHble cepTudukatel CA». WHTepdenc

npeacrasneH Huxe (PucyHok 7.113).
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' A -
IP-xaiepa = [MpocmoTtp Cucrema be3zonacHocTb

® Craryc 6esonacHocTu CepTMdUKaT YCTPORCTBa JosepeHHble cepTudmnkarol CA

& Cnyx6hl

@ 3awwura ot arak

[E] Ceprudwmkar CA

B lWundposatwne ayamo/s...

& VYrposa BesonacHocTi
PucyHok 7.113 — lNoppasgen meHo «CepTtudukat CA»

Bknagka «Ceptudmkart yctpouctesa»

Bknagka «Ceptudmkat ycTpoucTBa» npedHasHavyeHa [N co3gaHus
ceptTudumkata wnuM Ona MMmnopta CTOPOHHEro ceptudukata Ha yCTPOUCTBO.

NHTepdoenc npencrasneH Huxe (PucyHok 7.114).

Ceprugy TCA AOKA3ATENBLCTBOM NEFANLHOND CTATYCA YCTPORCTBA. HanpuMep, CepTngMXar yCTPORCTEa MPOBEPRETCR, KOTAa Bpay3ep NOAKMONAETCR K yCTPORCTBY o npoTokany HTTPS.

YeTanosuts cepripukar yCrpoicrea BXOJ\ 8 PeXMM PEAIKTUPOBANUA

Cocrosmme e Moymon  3arpyswr  Ygawt
.

Cepuitiuiin Homep cepTi
No. Yma Nepuoa AsitcTana Nonssosatens Kem swinyuien Wcnonusyerca ara .

B Wnpposanue ayauo/s...
666335663439303666306
© Yrposa GesonacHocm 1 432313639393631343336  2053-11-03 11:06:06
36

9HOIDC2PAGA2B6  General Device IPCC  HTTPS, RTSP uepes
o NocToanHas &

A s

PucyHok 7.114 — Bknagka «CepTudumkat ycTponcTa»

KHonka «YcTaHOBUTL cepTuuKaT YCTPOUCTBa» CIYXUT ONA CO34aHUs
ceptudukara, [Ond uMmnopta [LOOBEPEHHOro ceptudukata nytem Co3gaHus
3anpoca Ass OTNpaBkM B LEHTP cepTudukaumm mn mnmnopTa BO3BPALLEHHOIO
n3 ueHTpa ceptudumkaunmn ceptudukat. Ceptndumnkar moxeT ObiTb MCNOMBL3OBaH,

Hanpumep, Npu nogkntoveHnn no HTTPS (PucyHok 7.115, PucyHok 7.116).
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LLlar 1. BoibepuTe pexkumM YCTaHOBKM. X

Co3gatbh cepTudukar

(o) MpUMeHUTL A4nA cepTudukata CA M UMNopTa (peKoMeHLyeTCA)

YcTaHOBUTHL CYLLLECTBYHOLWMIA cepTudukaTt

PucyHok 7.115 — Bknagka «CepTudomkat ycTponcTBax»: YCTaHOBKa cepTudmkara
ycTponcTtea, war 1

a2 A ) b War 2. 3anonHuTe MHPOPMaUMIO ANA cepTHdMKaTa. ® LLar 2. Buifiepure cepTUdMKAT U CEKPETHBIRA KAFOM. b e
M
* IPfaouenmon. 1921687141 * IP/poMeHHOR... 192.168.71.41 Wma
Noapa .
e MNogpazgenem...

Cprasnsgna NMyTe k cepTdmi... I Qf3op
* Nepmag goic_. Awwded) (1-500 Opranusayua OBAATENLHOE NOME

o * PernoH CeKpeTHBIA KNty I O63op
* Parwscat OGAZATEALHOS NOME

O6nacTs
Cimacrn
Naj b CEKPETH...

fepog (Masco... lopog (Mosco... L ad

Orusia Npeassayuyi Ommena Npegugyumi Otmena
PucyHok 7.116 — Bknagka «CepTudomkaTt ycTponcTBa»: YCTaHOBKa cepTudmkarta
yCTponcTBa, war 2

Bknagka «[JoBepeHHble cepTudukatbl CA»

Bknagka «[doBepeHHble cepTudmkatel CA» npegHasHadeHa Ans umnopTa
AOBEpPEHHOro ceptudumkata Ha ycTpomnctBo. WHTepdenc npencraBneH HUxe
(PucyHok 7.114).

besonacHocTs

@ Craryc Sesonacioct Ceprwbuar yerpoicTss [loBepentsie cepruukansi C
© Crywbin
Nosep pTGMKaT CA MCHONL3YETCH A% MOBEDKH NDABDBORG CTATYCA XDCTa. HANDIMEP, CepTagMKaT CA AOMKEH Gl YCTaHORASH A1 MPOBEPKN MOAIMHHOCTA BO2.1x.
@ 3awwra of arak .
Ve, posepen. ceprud Bxop B pexa pepakTap
e : - Cepuitnuiit ceprn Cocroamme cepru
No. W ..'"""" Mepwon aeiicrama Monssosatens Kem minyuen Mcnonssyerca e arpysurs  Yaanure
B Wadposanme ayanofs... e Swman
1 4d306d996acT1e69 2049-06-1305:57:59  General Device IPCCA  General Device Root CA Mocrosnnan &
© Yrpasa GesonscHoctn
2 625c21664320135 2059-05-206:18:27  General Device Root CA General Device Root CA Mocronwan &

PucyHok 7.117 — Bknagka «[loBepeHHble cepTudukatol CA»
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KHonka «YcTaHOBKa OOBEPEHHOro cepTudukaTa» CryXUT NS co3gaHus

AoBepeHHoro ceptudukaTa (PucyHok 7.118).

YcraHoBKa AO0BEPEHHOIO CEpTM{I)HKaTa X

Wma

MyTb K cepTuduk... ‘
He moxeT BbiTh nycThim!

PucyHok 7.118 — Bknagka «[loBepeHHble cepTudukatol CA»: YcTaHoBKa
OoBepEHHOro ceptudukaTta

7.10.5 NMoppaspen meHo «lUndposaHne ayamo/Bmnaeo»

Mogpaspen MeHw  «WudgpoBaHne  ayguo/Buaoeo»  npegHasHadeH
AnNs WnpoBaHNA NOTOKa Yepes YacTHbINM NpoTokon unmn Yyepe3 RTSP ¢ nomouybto

TLS. UHTepdenc npencrasneH Huxe (PucyHok 7.119).

MpoTokon KoHPNA. o6MeHa

Bk @

TMoToKoBaA NepeAada WPPYETCA C MCNOALI0BaHNEM CEKPETHOMO NPOTOKO/a.

*Y6eauTecs, UTO NoA0GPaHHbie YCTPOACTEA Wi MPOTPaMMHOE OBECTIeverIe MOAREPXUEAIOT GYHKUMIO ACLIMBPOBKY BUAE0

Tun wndposanms AES256-OFB

Mepuopa o6HoBAEHM... 12 Yac (0-720)
RTSP yepea TLS

Bicn

MNepea nepepaqei notok RTSP WwndpyeTca ¢ MCNOAB3OBAHWEM TyHHERA TLS.

*YBeAuTech, 4T NOAOBPaHHAIE YCTPORCTEA AN NPOTPAMMHOE OBECTIeveHME NOAREPHKUBAIOT GYHKLMIO ACLIMOPOBKN BUACO

*BuiepHTe cepTudukaT ycTpoiicTEa Ynpasnenve cepyaTamn
No. Mms  Cepwiirbiin Homep ceprudnkata Mepuoa AeiicTams Monssosatens Kem swinyuwen Ucnonsayetca
1 66633566343930366630643231363939363134333636 2053-11-03 11:06:06 GHO3DC2PAG42B69 General Device IPC CA HTTPS, RTSP yepes TLS

m O6HoBUTE Mo ymonyauuio
PucyHok 7.119 — Nogpasgen meHwo «WndposaHne aygmno/snaeo»

7.10.6 NMoapas3pen MeHIo «Yrpo3a 6e3onacHoOCTU»

MNogpasgen MEHI0 «¥Yrposa ©es3onacHoCcTU» npegHasHayeH
AS151 BKINIOYEHUS OTNpaBKy npeaynpexaeHust nocne cboa cnctemol 6€30nacHoOCTMU.

NHTepdenc npeactasneH Huxe (PucyHok 7.120).
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so. @D

MOHUTOPWHT COBLITHIA

B AoBEpeHHOi cpeae oBHapyxen c6oil MporpamMel

MIpAMOR B310M Uepes uHTEpHET

TpeBbLILEHO A0NYCTUMOE YMCNO CeccHi

COBBITURX YTPO3 BE30NECHOCTH, YTOBBI Bb1 MOTIH

+[loBasuTh peakuyio

TpeBoXKHbIA BLIXOA

3anepxKka 10

Ataka "Tpy6oit cunoii” Ha ID cearca
BXO/] B YUETHYIO 3aMMCh NPEELILIAET 3a/aHHbIA MANa30H BPEMeHI.
Ataka "[py6on cunoi”™ Ha yuETHYIO 3annce
MpegynpexaeHne o 6E30NACHOCTM MOXET ONPEAENATh COCTORHUE BE30NacHOCTU YCTPOMCTEA B PEXUME PEANbHOTO BPEMEHW U HEMEANEHHO MHGOPMUPOBATL Bac O
CEOEBPEMEHHO WX YCTPaHWTh 1 M3BEXATh PUCKOE GE30NacHoCTH
o
cek. (1-300)
o
PucyHok 7.120 — MNogpasgen meHio «Yrposa 6e3onacHOCTU»
<
AvanasoHbl 3HA4YEHUW MapamMeTpoB NPUBEOEHbI  HUXe

PyHKUMN  1©

(Tabnuua 7.34).

Tabnunua 7.34 — OyHKUMM U 3HAYEeHUs napameTpoB nogpasgena MeHw «Yrposa

6e3onacHoCcTn»
MapameTtp PyHKLUA
BkntoueHne BkntoueHne/oTKNio4YeHne MOHUTOPUHIa COObITUN.

OTtnpaBka Email

OTnpaBka yBeAOMIIEHUSA O TPEBOIM Ha 3MIEKTPOHHYO MOMTY.

TpeBOXHbIN BbIXOS,

YcTtaHoBKa TPEBOXXHOIO BbiIXO4a akKTUBaL N TPEBOIN.

3apepxkka

YcTaHoBKa BpeMEHW And 3agepXXKku nocre cpabaTbiBaHUS
TPEeBOXHOro Bbixoga. [ocTynHein AuanasoH oT 10c
no 300 c.
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8 HACTPOUKM

Pasgen meHwo «HacTtponkny ﬂ no3BongeT KOHQUrypupoBaTb BCe
napamMeTpbl U pexnmbl paboTbl BUAEOKaMepPbl B COOTBETCTBUN C NOTPEOHOCTAMM
nonb3oBaTesis, a TaKkke UHTEepPaKTUBHO NpefocTaBnATb MHOPMALMIO O cUCTEME
BuaeoKamepbl.

HacTtpowka BUOeoKamepbl ocyLecTBnaeTcd nocpeacTsoM

MHTEePaKTUBHOrO yrpaBreHusl Yepe3 CTPYKTYpMpoBaHHOe MeHo (PucyHok 8.1).

% L admin 0

& Jlokan. napametpel

Kamepa

& CoDLITHA

3annch K XpaHeHue

Cuctema

CucTeMHan MHGOpMaLunA

E KypHan

PucyHok 8.1 — Pasgen meHio «Hactponkuy»

CTtpykTypa pasgena «HacTtpowkn» npeacTaBrieHa HUXe
(Tabnuua 8.1).
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Tabnuua 8.1 — CTpykTypa pasgena «Hactponkm»

MyHKT MeHI0 MoanyHKT MeHIo Bknagka NMapameTp BKNagku
JlokanbHble napameTpsbl
NN SSA
N3obpaxeHne
Jkcnos3mumsa
®oH. 3acBeTKa
N306paxxeHne N3o06paxeHne BanaHc 6enoro
[eHb/Houb
MNK-noaceeTka
Kamepa
MpoTnBoTyMaH
AFSA
Bugeo
Bupeo HanoxeHue
ROI
Ayawno
Ayawno
YnpasneHvne gannamu
TCP/IP
CeTeBon nopt
CeTb PPPoE
DDNS
9n. noyta

( )) SEC.RU KopoTkun nyTb K MHpopmaLmm

CkauaHo c sec.ru



BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 135

MyHKT MeHI0 MoanyHKT MeHIo Bknagka NMapameTp BKNagku

UPnP

SNMP

Bonjour

MynbTukacT

ABTOperucTpaums

QoS

P2P

[MpoTokonbl goctyna | ONVIF

RTMP

Hon. CepBuchl

TpeBOXHbIN BXOA

Owwnbka SD-kapTbl

Apyrve cobbiTua Owubka coeanHeHms

[Mpobnembl ¢ NUTaHNEM

CobbITus O6HapyXeHue ABWKEHNS

Buaeo cobbiTnga 3akpblTe 06bEKTMBA

N3meHeHmne cueHbl

AyanopeTtekums

Knaccudumkaumna o6bekToB

3anncb U XxpaHeHue

U4 .
\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru




BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 136

MyHKT MeHI0 MoanyHKT MeHIo Bknagka NMapameTp BKNagku
O0bwue
Obwwme
[aTa n Bpems
lNonb3oBaTesnb
Aam. o pynna
nosib3oBartesien
ONVIF nonb3oBaTtersib
Cucrtema ABTOMYHKUMM
MmnopT/3kcnopT
O6cnyxuBaHue Mo ymon4yaHuto
[NakeTHbIN cHUd dep
3anyck xypHana
O6HoBneHne
CucTeMHas NHdbopmaums 06 yctponctee
MH(OpMALS [Monb3oBartenu oHMamH
KypHan
XKypHan

YpaneHHbIn XXypHarn

8.1.1 MyHKT MeH0 «JloKanbHble NnapamMmeTpbI»

MyHKT MeH0 «JlokanbHble NapaMeTpbl» NO3BONsieT BblIOpaTb NPOTOKOM U

HaCTPOWTb NYTb K XPaHUNULLY ANns 3anucu n cHumka (PucyHok 8.2).
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IP-xamepa MpocmoTp Jlokan. napameTpbl

MNMapameTptl BocnponsEegeHUs

Mpotokon (®) TCP nopt UDP nopt MynsTukact
3anucm
Buaeo C:\Users\denisova\WebDownload\LiveRecord 063op
Buaeo c apxvBa C:\Users\denisova\WebDownload\PlaybackRecord 063op
Buageokann C:\Users\denisova\WebDownload\VideoClips 063op
CHUMKM
CHUMOK C:A\Users\denisova\WebDownload\LiveSnapShot 0630p
CHWMOK C apxvBa C\Users\denisova\WebDownload\PlaybackSnapshot 063op

[pUMeHUTE OBHOBKUTL Mo ymonuyanuwo

PucyHok 8.2 — lNyHKT MeHio «JlokanbHble napameTpbi»

®dyHKUMM 1 ananas3oHbl  3HAYEHUN MnapamMeTpOB NPUBEOEHbl  HWXE
(Tabnuua 8.3).

Tabnuua 8.2 — OYHKUMM U AManas3oHbl 3HAYEeHUIA MapamMeTpPoB MyHKTa MEHH0
«JlokanbHble napamMmeTpbl»

MapameTp PyHKUUA
[MpoTokon ceteBon nepegayn. Beibop 3HaveHus: « TCP nopT»,
[MpoTokon
«UDP nopt», «MynbTukacT».
3anucu YcTaHoBKa NyTU COXpaHEHUs 3anncu.
CHumMKM YcTaHoBKa NyTn COXpaHeHUs 3anncu.

8.1.2 NMyHKT MeHI0 «Kamepa»

[MyHKT MeHio «Kamepa» umeeTt Tpu nyHkTa: «MN3obpaxeHue», «Buaeoy,
«Ayano» ons KOHOUrypupoBaHUs HacTpoek Buaeokamepbl (cM. Pasgen rmaBHOro
MeHo «Kamepan).
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8.1.3 NMyHKT MeHIo «CeTb»

MyHKT MeHio «CeTb» no3sBonsieTr ynpaensaTb 6a30BbIMM  CETEBLIMU
HacTpouKkaMun BUAEOKaMepbl.

MyHkT wMeHo «CeTb» wMeeT TpuHaguaTb noanyHkToB: «TCP/IPy,
«CeteBon nopt», «PPPoE», «DDNS», «3n. nouta», «UPnP», «SNMPy,
«Bonjour», «MynbTukact», «ABTopeructpaumsa», «QoS», «l1poTokosbl AocTyna,

«[JononHuteneHble cepBuckl». IHTepdenc npeacrasneH Huxe (PucyHok 8.3).

IP-xamepa MpocmoTp

IF TCP/IP | TCP/IP

@ Ceteeoi nopt

P PPPoE

@ DDNS

m

3n.noyta

UPnP

SNMP

Bonjour

fFf 6 0 06

MynbTukact

R

ABTOperncTpaumsa
® QoS

[2 Mpotokonsl goctyna

2% Jon. cepsucsl

PucyHok 8.3 — INyHKT meHto «CeTb»

Kaxaobln  nognyHKT  MeEeHK  OTKpbIBaeT BKMNagdKy KOHUrypupoBaHUS
COOTBETCTBYHOLLNX napamMeTpoB. CoxpaHeHue N NHMUKanu3aums
napamMeTpoB BKMagKu BbINOMHAETCH 4Yepe3 MHTEPaKTUBHYIO NaHeslb COXpaHeHUs

N MHULUManNu3aumm HacTpoek aTon Bknaaku (PucyHok 8.4).

MNpuMeHnTE CBHOBKMTE 1o yMOAYaHWD

PucyHok 8.4 — MaHenb coxpaHeHns U HULManu3aumm HacTpoek

U4 .
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8.1.3.1 NoanyHKT meHo «TCP/IP»

MoanyHkT meHo «TCP/IP» npegHasHadeH Ona npocMoTpa W ynpaslieHUs
napametpamu TCP/IP npoTokonos Buageokamepsbl. WHTepdenc npeacraBneH

Hwke (PucyHok 8.5).

IP-xauepa ] MpocmoTtp

IF TCP/IP TCP/IP

@ Cetesoi nopt
Wmsa xocTa IPC
P PPPoE

ARP/Ping D

@ DDNS

& e NIC Mpeeoa(lNo ymony.)

® UPnP Pexum (®) CraThy. DHCP
© SNMP MAC-agpec fc : G5 : 49 : 06 : f0 : d2

@ Bonjour MNpoTokon IPv4

IP-appec 9 T
By Dhpwsviee ap 192 168 . 68 . 127 ecT

Macka noacetn 255 . 255 . 252 X 0
[#% AsTopervcTpaums

e LWnko3 192 X 168 . 68 X 1
0.

OcHoeHoW DNS 8 . 8 . 8 . 8
[@ MpoTokonsl goctyna

AnbtepH. DNS 8 . 8 ) 4 . 4

m OBHOBWTE Mo ymondanuo
PucyHok 8.5 — lNoanyHkT meHto « TCP/IP»

8 Jon. cepeucel

Ecnn nnaHupyetca wucnonb3oBaTtb 0Oonee ogHoOM BUAEOKaMmepbl, TO
TpebyeTcss CMEeHUTb HauvanbHbln IP-agpec wu3genust Ha nobon CBOOOAHLIN
A0 NOOKMOYEHNSA OpYrxX BUaeoKamep.

®OYyHKUMM 1 guanasoHbl  3HAYEHWA  MapameTpoB NPUBEAEHbI  HUXe
(Tabnuua 8.3).

Tabnuua 8.3 — OyHKUMM 1M Anana3oHbl 3HAYEHUA NapamMeTpPOoB MOAMYHKTA MEHH0

«TCP/IP»
MapameTp DYHKLUS
VIMS XOCTa Cnyxut  Ong 3agaHna  ceTeBOoro  MMEHW  YCTPOWUCTBaA.
MoopepxmBaeTcsa 4o 15 cMMBOSIOB.
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MapameTp PyHKLUA

BkrntoyeHue/oTkntoueHne dyHKLUMMN, ynpoLuaroLLmnx

ARP/Ping obHapyXeHne kamepbl B FIOKarbHON ceTu.

[Mpn HanMuum Heckonbkux kapT Ethernet mMoxHO BbIGpaThb

CeTeBas kapTa
ceTeBYyo KapTy AN KOHOUIypMpoBaHUSI.

Bo3moxHbl ABa pexuma: ctatndeckui n DHCP. npu Bbibope
pexuma DHCP, IP-agpec ©ygeTt nonyydeH aBTOMaTU4ECKU
ot DHCP-cepBepa, nonb3oBaTenbckoe 3agdaHue |P/mackn
Pexunm noaceTw/LWn3a HEBO3MOXHO.

[Mpn BoIGOpe cTaTU4eckoro pexuma cnegyeT 3agaThb
IP/macky nogcetu/wrnos.

MAC-agpec OTtobpaxeHne MAC-agpeca yCcTponcTBa.

[MpoTokon Cnyxut ona Bbibopa Bepcun npotokona IP (IPv4, IPv6).

Cnyxut ans Bbibopa Bepcum npotokona IP (IPv4 unu IPv6).

IP Bepcusa y
BoamoxxeH BbIbop IP-agpeca 3aTux ABYX BEPCUMN.

Beeante cooTtBeTCcTBYWOWME UNPPLI, YTOOLI U3MEHUTH
IP-agpec IP-agpec uv3aTem 3aganTe COOTBETCTBYHOLLYIO  Macky
NoACETU M LWIIHO3 MO YMOMYaHUIO.

Macka noacetn | YcrtaHaBnuBaeTCsi B COOTBETCTBUM CO CTPYKTYPOM CeTU.

CeTeBOM LWINKO3 [OOMKEH HaxoOuUTbCA B OOAHOM CEermeHTe

LLno3
c IP-agpecom.

OcHoBHOn DNS | IP-agpec cepsepa DNS.

AnbTepHaTUBHbLIN

DNS AnbTepHaTuBHbIn IP-agpec cepsepa DNS.

Mpun cmeHe IP-agpeca npou3onaeT nepenogknoveHne Beb-uHTepdelica

Mo HOBOMY afpecy.
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8.1.3.2 NMoanyHKT MmeHto «CeTeBOU NOPT»

MoanyHKT MeHo «CeTeBOoM MOpT» MpedHasHadeH Aansa npocMoTpa
N ynpaBneHnsa napameTpaMyn MOPTOB NOAKMNOYEHUS Buaeokamepbl. VHTepdenc

npeacrasneH Hmxe (PncyHok 8.6).

IP-xamepa MpocmoTp

IP TCR/IP

IMake. nogrnrove... 10 (1-20)
@ Ceteeoi nopt

TCP nopt 37777 (1025-65534)
P PPPoE

UDP nopt 37778 (1025-65534)

& DDNS
HTTP nopt 80

B 3a.nouta
RTSP nopt 554 RTSP ccbinka

® UPnP
HTTPS nopt 443

© SNMP
m OBHOEWTE Mo ymonyauno

@ Bonjour

PucyHok 8.6 — NognyHKT meHto «CeTeBOn nNopT»

OyHKUMM 1 Ananas3oHbl 3HA4YeHW NapaMeTpPOB NPeaCTaBMNEeHbl HUXe
(Tabnuua 8.4).

Tabnunua 8.4 — OyHKUMM 1 OMana3oHbl 3HAYEHUA NapaMeTpPoB MOAMNYHKTA MEHH0
«CeTeBoun nopT»

MapameTp PyHKUUA

MakcumanbHoe | MakcumanbHoe 4yncno NOAKTHOYEHUN Ans 0gHOro
KONnM4ecTBO ycTponctea. 3HayeHne HaxoamTcs B gumanasoHe oT 1 go 20
nogknoyeHMn | (no ymonyanuio 10).

HdnanasoH noptoB coctaBnseTr 1025~65534. 3HayeHue
TCP lMNopTt no ymonyanuto 37777. BO3MOXHO, BBECTU [OEUCTBYHOLLNN
HOMep nopTta nNnpu HeoBXOaANMOCTM.

HdnanasoH nopTtoB coctaBnaer 1025~65534. 3HayeHue
UDP lMopT no ymonyaHuto 37778. B0O3MOXHO, BBECTM [OEUCTBYHOLLNN
HOMep nopTta Npu HeoBXOaAMMOCTM.
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MapameTp PyHKLUUA
HdnanasoH nopta coctasngetr 1025~65524. 3HayeHue
HTTP MNopT no ymonyanuto 80. Bo3MOXHO, BBECTU OENCTBYIOLWMA HOMEP
nopTa npn HeO6XoAUMOCTN.
3Ha4deHne no ymonyanuto 554. OctaBbTe MyCTbIM, €Cnu
NCMOSb3yeTe HAaCTPOMKY NO YMOJSTHaHUIO.
[Monb3oBatenu, ucnonbaywwume Quick-Time nnu VLC, moryT
RTSP Mopt BOCMpOn3BoaAUTL  cnegywowme dopmartbl. s KOHTPOsis
B peanbHOM  BpemeHn B dopmate URL  Tpebyetcs
paboTaowmn B peanbHOM BpemMeHu cepBep meana RTSP,
HOMep KaHana, Tun noToKa [AOBOWMYHbIX curHanos B URL.
MoxeT notpeboBaTbCa MM NOMb30BATENS U NAPOsib.
Mopt RTMP [uana3oH nopta cocTtaBnsetr 1025~65524. 3HadeHune
no ymonyaxHuio 1935.
[MopT cBaA3n no npotokony HTTPS, ananasoH cocTtaBnser
HTTPS Topt 1025~65534. 3Ha4yeHne no ymonyaHumio 443.
BHAMAHWE!
0~1024, 37780~37880, 1900, 3800, 5000, 5050, 9999, 37776, 39999,
42323 gaBnawTca crneyuanbHbiMM nopTamu. [lonb3oBaTenb He MOXeT
NX N3MeHATb. W3beramte MCNONb30BaHMS 3HAYEHUN MO YMOSHAHUIO
OpYrnx nopTos.

8.1.3.3 NMNoanyHKT MeHo «PPPOE»

MoanyHKT MeHio «PPPOE» npegHasHayeH AOns BKNHOYEHUSA/OTKIIIOYEHUS

PPPOE aBTopusauum ansaceteBon paboTbl Buaeokamepbl. WHTepdenc

MO KOHMrypmMpoBaHMo NapamMeTpoB npeacTaBneH Huke (PucyHok 8.7).
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IP-xamepa ; Mpocmotp

IP TCP/IP

Bn. C"

Monb3oBatens none

@ Ceteeoit nopt

P PPPoE

ﬂaponb SO0 BBRRRRBRIIIRR D

MNpuMeHUTL OBHOBWTL Mo ymonvyaHuo

PucyHok 8.7 — lNoanyHkT meHo « PPPOE»

@ DDNS

BE Zn.nouta

[na ncnonb3oBaHua npoTtokonia «PPPOE» BBeanTe B uHTepdence mms
nonb3oBatensa PPPOE nogknioyeHns v naposie Nosnib3oBaTesnisd, MNoflyYeHHble
OT NpoBavaepa WMHTEPHET-YCNyr, U paspelunte BKOYeHMeM QyHkunio PPPOE.
CoxpaHuTe TeKylune HACTPOMKM U BbINOSTHATE nepesarpy3ky YCTPOWCTBa, YToObI
aKkTmBupoBaTb HacTpoumku. [locrne nepesarpys3km YCTPOUCTBO COEAUHUTCH
c Internet no npotokony PPPoOE. IP-agpec MOXHO nonyuYnTb B uHTepdence
ceTeBOro pocrtyna, B KonoHke I|P-agpeca. Ecnim PPPOE BknwoudeH, cnegyet
3anpetutb UPNP.

O6paTtute BHMMaHME: HeobxoOMMO cHayana BOWTM B MOAMYHKT MEHHO
c IP-agpecom Tekyliero yctpouctsa. [OCTyn K KIMMEHTCKON CTOPOHE BO3MOXXEH
yepes aToT agpec. Npu ncnonb3osaHum PPPOE Heobxoaumo B nognyHkte TCP/IP
N3MeHUTbL napameTpbl |IP-agpeca, mackum noaceTv U LWNK30B B COOTBETCTBUMU

C napameTpamu, NpeaoCcTaBneHHbIMU NPoBaNaEepPOM.

8.1.3.4 NoanyHKT MeHro «DDNS»

MoanyHKT MeHio «DDNS» npegHasHayeH Onsd NnpocMoTpa M yrnpaBneHus
napameTpamu paboTbl BUOEOKaMepbl C BHEWHUM cepBepoM  «DDNS».

NHTepdoenc npencrasneH Huxe (PucyHok 8.8).
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IP-xamepa 1 MpocmoTp

IP TCP/IP

Tun NO-IP DDNS e |
@ Cetesoit nopt

Cepeep dynupdate.no-ip.com
P PPPoE

[oMmeHHOe Uma none Tect
@& DDNS

Mone3oBatent none
B 3n.nouta

I'Iaponb SRR PRRRRRRRRRORRRRY
® UPnP

Mepwog 06HOEN... 1440 mMuH. (1440-2880)
© SNMP

OBHOBUTL Mo ymon4anuio

@ Bonjour

PucyHok 8.8 — lNoanyHKT meHo « DDNS»

DDNS npegHasHadeH [OnNs COeQUMHEHUSA pPasrinyHbIX CepBEepOB B LENAX
nofydeHns OoCTyna K Bugeokamepe yepes cepsep. Heobxogmumo 3antm Ha cant
COOTBETCTBYIOLLEN CIYXObl  ANns NOfydeHUns OOMEHHOrO MMEHM W ganee
OCyWeCTBNATbL A0CTYyNn kK cucteme 4epe3 pgomeH. DDNS paboTtaetr paxe
npu cMeHe  BHewHero  IP-agpeca. Ecnn  ycTponcTtBO  nogkntoyaeTtcsa
k 6ecnposogHon JIBC, cneayet 3anpetutb UPNP.

DDNS MoxeT mcnonb3oBaTbCs ANd AMHAMUYECKOro OBHOBMEHUSI CBSA3N
Mexay nmeHem gomeHa Ha DNS-cepsepe v BHewHuM IP-agpecom Buaeokamepbl
B cuTyaumn, korga IP-agpec yctponcTtBa MeHdaeTca yacTto. lNogkniodeHne DDNS
rapaHTMpyeT nosib3oBaTensiM BO3MOXHOCTb MOLKMIOYEHUS K YCTPOUCTBY 4epes
OOMEHHOE NMSL.

PYHKUMN 1 ananasoHbl 3HAYeHUW MNapamMeTpoB NpeacTaBrieHbl HWKe
(Tabnuua 8.5).

Tabnuua 8.5 — OyHKUMM M Anana3oHbl 3HAaYEHUA NapamMeTpPOoB MOAMYHKTA MEHH0

«DDNS»
MapameTp PyHKLUUA
Tun Tun cepsepa DDNS. 3HadeHne napametpa: «CN99
DDNS», «NO-IP DDNS», «Dyndns DDNS».
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MapameTp PyHKLUUA

CopoepxaHue 3Ha4YeHus::

«CN99 DDNS»: Server address: www.3322.0rg;

«NO-IP DDNS»: Server address: dynupdate.no-ip.com;
«Dyndns DDNS»: Server address: members.dyndns.org.

CepBep 3HayeHune agpeca no ymonyanuio: dynupdate.no-ip.com.

[lomeHHOE nms Camoonpe,u,enﬂemoe nM4a JOMEHa.

[Monb3oBaTenb ma nonb3oBartensa ang seoga npun BXoade Ha cepBep.

[Mapornb [Maponb nonb3oBaTtensa Ans BBoAa Npu BXo4e Ha cepsep.

MNepunop

0BHOBMEHMS MNepuoa obHoBneHus oT 1440 go 2880 MUHYT.

[Mocne 3anonHeHna uHTepdenca Haxmute «TecT» (PucyHok 8.9), 4ToObl
noaATBEPAUTb YCMELLHYIO perncTpauuio JOMEHHOro mmeHu. Ecnv ata npoBepka
He BygeT ycnewHon, To HeobxooMMO MPOBEPUTH MNPaBUITLHOCTb 3anoSIHEHMS
NHpOpMaLUM O AOMEHHbIX MMEHaX, OYUCTUTb «K3LL» NamATb bpaysepa. Ecnv aTa
npoBepka BbIMOSIHEHA YCNELUHO, TO NapameTpbl HY>XHO COXPaHu!Tb,

Ha>XaB Ha KHOTKY «COXpaHMTb».

Tun NO-IP DDNS \ 2

Cepeep dynupdate.no-ip.com

JomenHoe ums none
Mons3oearent none

I'Iaponb SO0 RRRRRRRRRRRRRMN

Mepuog oBHOEN... 1440 MKH. (1440-2880)

MNpumeHuTh OBHOBWTL Mo ymonyaHuo

PucyHok 8.9 — lNognyHKT meHio «DDNS»: Tect
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8.1.3.5 MNoAnyHKT MeHIo «3r1. noyTa»

MognyHKT MEHH0 «3II. noyTar npegHasHayeH  Onsa npocmoTtpa
N ynpaBfeHna napameTpaMn HacTpoMKM paboTbl BUOEOKAMEPbLI MO CETEBOMY
npotokony SMTP 9nekTpoHHOM nouyThl. WHTepdenc npencraBneH Huxe
(PucyHok 8.10).

[Mpwn ycTaHOBKe napamMmeTpoB SMTP cepsepa BMOeOoKamepa,
MO OBHapY)XEeHUI0 TPEBOMM WM MHOFO KOHTPONUPYEMOro cobbiTus, cpasy
OTNpPaBUT ANEKTPOHHOE coobLleHne nonydaTtento yepe3d SMTP cepsep, KOTOpoe

nony4yartesib Nony4uT npu Bxoae Ha SMTP cepsep.

IP-xamepa [pocmoTp

|P TCPR/IP

Bkn.

@@ Cetesoi nopt ‘:)
P PPPOE SMTP cepeep none

0
® DDNS CeTeBoi nopt 25
B 3nnouta AHOHVMHO C)
® uPnp Mone3oBatens anonymity

nl
9 SNMP I'Iaponb SO0 RRRRRRRRRRRRRYY
® Bonjour OTnpaswtens none
o Mynstrkact Tun wrdposaHna TLS{PekomeHayeTcs)
[ AsToperncTpaius Tema ALARM + [ Bnoxenue
® QoS Monyuatens
[@ MpoTokoakl AocTyna OT4eT O COCTOAH... C)

mMuH. (30-1440)

60
m OBHOBMTBL Mo ymoa4aHu

PucyHok 8.10 — [NoanyHKT MeHo «3J1. noyTa»

% Jon. cepeucel Wutepean

®OyHKUMM 1 AnanasoHbl 3HAYEHUN NapamMeTPoB NPEeACTaBIEHbl  HUXE
(Tabnuua 8.6).
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Tabnuua 8.6 — OyHKUMM M AnanasoHbl 3HAYEHUN NapamMeTpoB NOAMYHKTA MEHIO

«3n. noYyta»

MapameTp

PyHKLUUA

SMTP Cepsep

Beon agpeca cepsepa.

3HayeHMe no ymonyaHuio pasHO 25. [Mpu HeobxoamMmocTu

MopT
€ro MOXXHO U3MEHUTb.
[Mepekntovatenb anga pabotbl 63 aBTopMn3aunm Ha cepeepe
SNMP. [na cepsepos C NoAaePXXKOW JYHKUMM
AHOHMMHO aHOHUMHOCTH BO3MOXEH aHOHUMHbIN BXOA.
«bes aBTOpM3aLUNY He TpebyeT BBOAA NMEHN
nonb3oBaTens, Napons n ceeageHuin od oTnpasuTene.
MM nonb3oBaTtenia y4ETHOM 3anncu cepBepa dNeKTPOHHON
[Monb3oBaTenb
MNoYThlI.
Mapons [Maponb y4éTHOM 3anucu nonb3oBaTensa [Ansa cepsBepa
P 3NEKTPOHHOW NOYTHI.
OtnpaButenb | Agpec 3neKkTpoHHOM NOYThLl OTNpaBUTENS.

Tun wndgpoBaHmd

MoxHo BbibpaTb SSL, TLS unn He ncnonb3oBaTb AaHHYHO
dyHKumnio (Owmnbka! AICTOYHUK CCbINKM He HaUAEH.).

Tema BBoa Tembl coobLueHus.
Cuctema MOXeT OTNPaBnsTb KapTUHKY MOMEHTanNbHOro
«+» «-» CHUMKA. «+» — [obaBuUTb BrOXeHWe, «-» — yaanuTb
BNOXEHWeE.
BBog anekTpoHHbIX agpecos e-mail nonyyatena (He 6onee
MonyyaTtenb )
TPEX agpecos).
OTyér [nsa paspelweHna aton yHKUUMM HeobXxoaAMMO YCTaHOBUTb

O COCTOAHNN

donaxok.
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MapameTp PyHKLUA

3HayeHMe WHTepBana OTMNPaBKM HaxoOAuUTCs B AWanasoHe
oT 30 oo 1440 cekyHA.

Ob6paTuTe BHMMaHuE: cucTemMa He oTnpaBnsieT coobLueHne

HemMeAJ1eHHO nocne BO3HMKHOBEHUA TpeBOrn.
Npwn akTMBauuM SNEKTPOHHOIo CcoobLleHns BcrneacTeune
WHTepBan TpeBory, OOHapyXeHNa OBWXEHUS UM  aHoMarbHOro

cobbITus, cuctema oTnpasndeT coobuieHne B COOTBETCTBUM
C 3aaHHbIM WNHTEpBarioMm. OTa (*)yHKLI,VIFI O4YeHb Tr0oJ1e3Ha
npum aktnBaunnm MHOTOYNCIIEHHbIX cooOLleHnn BcneacTeve
aHOMallbHbIX cobbITUN, Koraa BO3MOXHa Mneperpys3ka
NO4YTOBOrO cepBepa.

8.1.3.6 NoanyHKT meHto «UPNP»

MognyHkT mMeH «UPNP» (Universal Plug and Play) npegHasHadeH
AN NPOCMOTPa U yrpaBrieHns napameTpaMmm HacTponkm paboTbl BUOEOKaMepbI
B obwen cetn— aBTOMaTMYecKasi HacCTpoMKa CeTeBblX YCTPOMWCTB B CETSX

nepegayvn gaHHoiX. HTepdenc npencrasneH Huxe (PucyHok 8.11).

IP TCPAP

@ Cereson nopt
P PPROE

@ DDNs Cratye Cuwwsxa!

B 3nnouta Pexim Monb3oBaTebCkMiA

U] No. Cayw6a Npotokan BHyTp.nopt BHeu. nopt Cocroanme
© suwp HTTP WebService:TCP 80 8080 Ouwnbkal

5 TCP PrivService:TCP Erred kel Ouwnbial
© Bonjour

E BE R

1
2
3 uop PrivService:UDP 37778 7778 Oumbkal
& Mynsrikact
4 RTSP RTSPService:TCP 554 554 Oumnbral
[4 Asropervcipaumn
5 HTTPS. HTTPSService:TCP 443 44333 Ownbial

ollofellelle]

R R

® QoS

PucyHok 8.11 — NMognyHKT meHtio «UPNP»

UPNnP nos3Bonsetr yctaHoBUTb cBA3b Mexay JIBC un obuenoctynHom
ceTbto. B nHTepence MoxxHO gob6aBUTb, UIBMEHUTb UK yaanuTb anemeHT UPNP.

Ana UPNP Ha pa3Hbix MmapLupyTusaTopax — criegyeT oTknounts UPNP.
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Bkntoune UPNnP, ceteBas Buaeokamepa 6yaeT nogaepkuBaTb NPOTOKON
UPnP. Ecnn cuctema UPNP BknoyeHa Ha Bugeokamepe, TO B OnepaumoHHbIX
cuctemax Windows ata Bugeokamepa OyaeT HaxoaUTbCs MOUCKOM B CETEBOM

okpyxeHun Windows.

8.1.3.7 MoanyHKT MeHo «SNMP»

«SNMP»

nogaepkvBaeT NPOCMOTP M ynpaBneHne napametpamyn paboTbl Buaoeokamepbl

MoanyHKT MEHH0 (Simple Network Management Protocol)

C CeTblo MO HMXHEMY  YPOBHKO  CETWU. npeacrasrieH HWXe

(PucyHok 8.12).

NHTepdenc

[EI=T"1=] iP-xamepa

Mpocmotp

IP TCP/IP
Bepcua V2 V3(pekomeHayeTca)
@ Cetesoit nopt
SNMP nopt 161 (1-65535)
P PPPoE
YreHue public
& DDNS
3anuco Private
E 3n.nouta
Trap agpec
® UPnP
Trap nopt 162 {1-65535)
© SNMP
&) G Tonbko 4TeHue Public
B MyasTukact Tun asTOpM3aLMK MD5  (# SHA
M ABTODETHCTDHLWIH I'Iaporlb SO0 0000000 00
® QoS Tun wnoposarma (@) CBC-DES CFB-AES
[ Mporokons! gocTyna Maponb WWHPOE... eesssssseceseenesnee
a
28 [on. cepavicel Yrenme/3annco Private
Tun aBTOpU3aLMN MD5 (®) SHA
ﬂaponb SO0 PIRNRREBROIRNTS
Tun wnopposaHus (@) CBC-DES CFB-AES

« » SEC.RU

Maponb wdpos...

00BN RRRRRRRRRRR NS

Mo ymon4aHu0o

PucyHok 8.12 — lNoanyHKT meHto «SNMP»
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MpoTokon SNMP (Simple Network Management Protocol) obecneunBaet
CTPYKTYPY CETEBOro YrnpaBneHUs HWKHUM YPOBHEM A1 CUCTEMbI YyrnpaBlieHUs
ceTbto. OH MOXeT ynpaBnaTb pyHKuMen SNMP B HacTpomke ceTeBOM CryXObl.
OH MOXeT NOoNy4YnUTb COOTBETCTBYHOLLYIO KOH(IUIYPALMOHHY0 MHGOpMaLMIo nocne
NOOKITOYEHMUS K YCTPOMCTBY Yepes3 COOTBETCTBYHOLLMIA NPOrpaMMHbIN UIHCTPYMEHT.
[na paboTbl ¢ MOHUTOPUHIOM U1 ynpasrieHmem B SNMP HeobxoouMMo yCTaHOBUTb
COOTBETCTBYHOLUNNA WHCTPYMEHT MHMOPMALMOHHOM TEXHONOrnu, Harnpumep:
«MIB Builder» (Bu3yanbHbIM NOCTPOUTENb CTPYKTYP AaHHbIX U moaynen MIB)
n «MG-SOFT MIB Browser» (nporpamma, nossonswwas npocmaTpmBaTth
nepapxuto SNMP MIB nepemeHHbIX B ApeBOBUAHON hopMme).

®PyHKUMM 1 AnanasoHbl 3Ha4YeHU NapaMeTpoB NpeacTaBMneHbl HUXe
(Tabnwuua 8.7).

Tabnuua 8.7 — OYHKUMM 1 AManasoHbl 3HAYEHW MapamMeTpoB MOAMYHKTA MEHIO
«SNMP»

MapameTp PyHKUUA

NHTepakTuBHbIN nepekntoyaTesns sepcun SNMP.,

SNMP vl — yCTPOMCTBO BbINOMHAET TOMbKO MNpPOLECCHI
Bepcun vl SNMP (SNMPv1 — wnsHadanbHaa peanusaums
npotokona SNMP, paboTtaeT c Takmmm nNPOTOKOMaMu, Kak
UDP, IP, CLNS, DDP u IPX);

SNMP v2 — yCTPOMCTBO BbIMOSHAET TOJNIbKO MNPOLECCHI
Bepcun v2 SNMP (SNMPv2 nepecmatpuBaeT Bepcuio 1
N BKItOYaeT B cebs yIyyLleHns B obnactu
Npon3BOAMTENBHOCTK, 6e30NacHOCTUN, KOHUAEHUNANBHOCTH
N CBA3AX  MexXOy CeTEBbIMM  MEHeXepaMu,  CITYXUT
Ansa nonydeHns  6onbWOro  KonmMyecTsa  yNpaBnsAoLMX
AaHHbIX 4Yepe3 oauH 3anpoc. Bepcum SNMP v1 unv2
COBMECTUMbI ANA O4HOBPEMEHHOIO NMPUMEHEHUS);

SNMP v3 — yCTPOMCTBO BbINOMHAET TOJNIbKO MNpPOLECChI
Bepcum v3 SNMP, Heobxoaumbl SIOrMH 1 naponb Ansa paboThbl
(Bepcum SNMP v1 wnv2 opgHoBpemeHHO ¢ SNMP v3
He npumeHsaTca. SNMP  v3  npuHOCUT  M3MEHEHUS
B NPOTOKON AobaBfieHMeM Kpuntorpapuyeckon 3allnThl,
ABNAETCA  yNydweHMeM  3a CYeT  HOBbIX  TEKCTOBbIX
cornawieHun, koHuenumn n tepmmHosiornn SNMP).

SNMP Bepcusa

U4 .
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MapameTp

PyHKLUUA

SNMP nopTt

[MopT npocnywmnBaHna NPOKCU-NPOrpaMmbl YCTPOMUCTBA. IATO
UDP-nopT He aABngeTcsa nopTom TCP. 3Ha4veHwne
BapbupyeTca oT 1 go 65535. 3HayeHMe no ymonyaHuo —
161.

UteHune

HJoctyn SNMP Tonbko Angd udTeHWa: nogaepXunBaeTtcs
ans scex uenen SNMP, 3HayeHne no ymon4danuo «publicy.
TecT nogaepXunBaeT TONMbKO «KHOMepay, «OYKBbI», «_» N «-».

3anucb

Hoctyn SNMP pgnda dteHuss v 3anucu: noanepKMBaeTcs
ans scex uenen SNMP, 3HadyeHne no ymonyaHuio «privater.
TecT nogaepXunBaeT TONMbKO «KHOMepay, «OYKBbI», «_» N «-».

Trap agpec

Appec nonyydatensa  uHgopmaumm  SNMP  noyLwiku
OT NpoKcu-nporpaMmmbel  yctpoucTtea.  JloBywka  SNMP
npeactaBnsieT cobon nNpokcu-cooblieHne, OTnpaBreHHoe
afMUHUCTPATOPY Kak BakHOe yBegoMSIEHME O COObITUM UnKn
N3MeHeHue crartyca.

Trap nopt

MopT SNMP nosywku. 3HayeHMs napamMmeTpa B AnanasoHe
oT 1 go 65535, ¢ warom 1. 3HayeHue no ymon4yaHuio: 162.

Tonbko YTEeHME

Nmsi nonb3oBatens c npaBamMu TOMbKO  ANS YTEHUs.
3anpeLlleHo BHOCUTb U3MEHEHNSI B KOHGUIypaLuio.

Twvin aBTOpun3aLmnun

[MpoTokonbl  ayTeHTU(UKaumn.  3HaYeHud

«MD5», «SHA».

napameTpa:

Maponb

Maponb onga ayTeHTuduKkauum, cCogepxmnt 8 undp.

Tun wundcpoBaHus

[MpoTokonbl KOHMUAOEHUMANBLHOCTU. 3HAYeHUs napameTpa:
«CBC-DES», « CFB-AES».

Maponb Maponb ans wudpoBaHna, coaepXxuT 8 umdp
LUNppoBaHNA ’ '
UteHune/sannce | MIma nonb3oBatensa ¢ npaBamMu Anst YTEHUS N 3anncu.
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8.1.3.8 NMNoanyHKT MeHIo «Bonjour»

MoanyHKT MeHio «Bonjour» npegHasHadeH Ansi npocMoTpa U ynpaBfeHus
napameTpamu paboTbl BMAEOKaMepbl MO ceTeBoMy npoTokony  Bonjour
MHoOroagpecHown cnyxobel DNS aBTOMaTnyeckoro obHapy>XeHUA CUCTEMHbIX CINyX0

n cepsucoB. NIHTepdenc npeacrasneH HMxe (PucyHok 8.13).

IP-xamepa Mpocmotp

IP TCR/IP
B O»

Wma xocta 9HO3DC2PAG42B69

m OBHOBKTL Mo ymon4aHuo

M@ Cetesoit nopt

P PPPoE

@& DDNS

m

3n.noyta

UPnP

SNMP

® 0 o6

Bonjour |
PucyHok 8.13 — NoanyHKT MeHto «Bonjour»

Bonjour wuv3BecTHa Kak CeTb C HYNeBOM KOHwurypaumen, MOXeT
aBTOMaTU4eckn obHapyxumeaTtb [1K, ycTtponctso u cepBuc B cetu IP. Bonjour
ncnonb3yeT nNpoTokosi |IP € NPpOMBbIWMEHHbIM CTaHA4ApTOM, 4YTOObl MNO3BOMUTH
ycTponcTBaMm OBGHapyxmBaTb Apyr gpyra aBTomaTudeckn 6e3 BBoga IP-agpeca
nnu Hactponkn DNS-cepsepa. lNocne Toro, Kak dyHKuMs Bonjour BKIOYMEHa,
ceTeBble Kamepbl ByayT aBTOMaTMYeCKM oBHapyXeHbl B ONepauuoHHON cucTeme
N KNMEeHTe,  KoTopble  nogaepxusatoT  Bonjour.  Koroa  Bmaeokamepa
aBTOMaTM4yeckn oOHapyxuBaeTcsi Bonjour, oHa oTobpaxaeT «Mma cepsepay,

HaCTpPOEHHOE MNMosb30BaTeNIaAMN.
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8.1.3.9 NMNoanyHKT MeHo «MynbTukacT»

MoanyHKT  MeH  «MynbTukacT»  npegHasHavyeH  Ansa npocmoTpa
N ynpaerneHna napameTpamMun paboTbl Buaeokamepbl B pamMKkax [And OCHOBHOIO
N OBYX OOMOSTHUTESbHbLIX BUAEONOTOKOB MO CeTEBOMY NPOTOKONYy «MynbTukacTty,
npegocrasnseT [0CTyn K ynpasreHuto napamMeTpamu HaCTPOMKM
napamMeTpoB rpynnosBon paboTtbl Buaeokamepbl. HTepdenc npeacrasneH Huxe
(PucyHok 8.14).

IP TCRAP

@ Cereso nopr
P PPROE
@ DDNS

(2 Epmem 1P-agpec 224 2 4 (224.0.0.0-239.255.255.255) MpoTokon 1Py

O Hr Cetesoi nopt 40001 (1025-65500) IP-agpec 224 2 L (224.0.0.0-239.255.255.255)

© SNMP CetesonopT 40016 (1025-65500)

® Bonjour i
O6rosKTs Mo ymonuarim o

% 1o |

PucyHok 8.14 — MNoanyHKT meHo «MynbTnkactMulticast»

MHoroagpecHbin npoTtokon MynbTuKacT npeacTaBnseTr cobon pexunm
nepegadn naketoB AaHHbIX. Ecnu cyulecTByeT HECKONbKO Beaywumx Y3IioB,
NPUHMMAKOLWNX OAMHAKOBbIE MNaKeTbl [JaHHbIX, MHOroagpecHbI MPOTOKOS
npenocTaBnsaeT Hanmy4dllyo BO3MOXHOCTb A1 CHUXKEHUS Harpy3ku kaHana v LIT.
Beoywun ysen-mctoyHMK MOXET NPOCTO OTNPaBNATb AaHHble ANSA TpaH3uTa. JTa
YHKUMS TakkKe 3aBUCUT OT B3aMMOCBA3N UYNIEHOB rpynnbl W rpynnbl BHELLIHUX
Y3I10B.

PYHKUMN 1 ananasoHbl 3HAYeHUW MNapameTpoB NpeacTaBrieHbl HWMKe
(Tabnuua 8.8).
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Tabnunuya 8.8 — OyHKUMM M AnanasoHbl 3HAYEHUN NapamMeTpoB NOAMYHKTA MEHIO

«MynbTnkacT»
MapameTp PyHKUUA
B BkntoueHune/oTknouveHmne doyHKUMN MHOroagpecHoro
' npoTtokona MyrnbTuKacT.
[MpoTokon Cnyxut ansa sblbopa Bepcun npotokona IP (IPv4, IPv6).
[nana3oH MHOroagpecHoro npoTokosna 224.0.0.0~
Anpec 239.255.255.255. 3HaveHne no ymon4aHuo Anst OCHOBHOrO
MYnbTUKaCT notoka— 224.1.0.0, Ons 4ONONHUTENbHOro NOTOKa —
224.1.2.4.
MopT MHOroagpecHoro npoToKona.
CeteBoiri nopt | OcHoBHOW notok: 40000, gononHutenbHbin notok: 40016,
AnanasoH: 1025~ 65500.

[na nonydyeHna  notoka  nocpeactBoM  MynbTukact  Heobxogum
Bugeonneep 4nd noTokoBoro sBuaeo, (Hanpumep, VLC nnenep). 3anpoc notoka
NpPoOM3BOANTCSA B cneagywwem  dopmare: udp://@IP: port, npumep:
udp://@ 224.1.2.4:40000.

8.1.3.10 MoanyHKT MeHI0 «ABTOpEerncrTpauums»

MoonyHKT  MeH  «ABTOperucTpauusi»  noadepxvBaeT  MPOCMOTP
M ynpaBneHne napameTtpamu paboTbl Buaeokamepbl. VIHTepdeiic npeactasneH

Hwke (PucyHok 8.15).
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IP-xamepa ; MpocmoTtp

|IP TCP/IP

Bra. ()

Cepeep 0.0.0.0

M Cereson nopt

P PPPoE

CeTeBoi Nnopt 7000 (1025-65535)
@ DDNS

ID ycTp-Ba none

MNpumeHuTs OBHOBWUTL Mo ymon4yaHuo

m

3n.no4ra

UPnP

SNMP

Bonjour

f © 0 06

MynbTukact

[ AeTopervcTpauusa
PucyHok 8.15 — NognyHKT MeHio « ABTOperncrpaumsi»

®yHKUMM 1 AnanasoHbl 3HAYEHWN MNapamMeTpPoB NPEACTaBIEHbl  HUXE
(Tabnuua 8.9).

Tabnunuya 8.9 — OyHKUMM 1 OManasoHbl 3HAYEHUA NapaMeTpPoB MOAMNYHKTA MEHI0

«ABTOperncTpaunsa»
MapameTp PyHKUMA
Bkn. NHTepakTnBHbIV BKITOYaTENL/BbIKOYATENb (PYHKLMW.
Cepsep IP-agpec cepBepa Ans NoAKIoYeHUs.

CeTeBon nMopT AnNd NOAKMNKOYEHNA K cepBepy. J3HayeHue

Ceresbie MopThl | 1y vy ionuaritio — 7000, ananasok: 1025~ 65535,

ID yctponctBa | oeHTudumkaums ycTtponuctea.

8.1.3.11 NMNoanyHKT MeHr «Q0oS»

MoanyHKT MeH «QOoS» npegHasHa4yeH aNS NpocMoTpa W ynpasBfieHUs
NapamMeTpamMu KadecTBa paboTbl BUAeoKamMepbl B CETU nepefadn AaHHbIX.
NHTepdenc npeactasneH Huxe (PucyHok 8.16).
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IP-xamepa MpocmoTp

IR TCR/IP

Bugeonctok 0 (0-63)
@ Cetegoit nopt

KomaHge! 0 (0-83)

m OBHOBHTE Mo ymonyanuo

P PPPoE

@& DDNS

B 3n.nouta

® UPnP

& SNMP
@ Bonjour
b MynsTukact
[4 ABTOpervcTpauma
® QoS |
PucyHok 8.16 — lNoanyHKT MeHi«QoS»
QoS (Quality of Service) = wmexaHu3m ceTteBon  6e3onacHOCTU

ANa ycTpaHeHns npobrnembl 3afepXek W odepeden B MapLipyTusaumm CeTu.
Ob6ecneunBaeT Ka4vyeCcTBO OOCNyXMBaHUA CeTeBOM nepedadn WHdopmMauuu,
Co30aeT  yBeNMYEeHWe  MNPOMYCKHOM  CMNOCOBHOCTM  ceTeBOM  nepegayw,
CNoCcOoDCTBYEeT YMEHbLUEHUIO 3aJepXeK B CeTeBOW nepefade, W yCTpaHEHUIo
noTepu NnakeToB nepeaayu.

MapameTpbl QOS [OOMKHbI COOTBETCTBOBATb CETEBOWM  MONUTUKE
Ha MapLwipyTusaTtope (ynpasnsemMoM KommyTaTtope, nogaepxusawowem QoS).
OTO TEXHONOrMs Anga yperynupoBaHus npobnem 3agepxek n GroKMPOBOK B CETU
nT.n.

DSCP (Touyka «koga AnddEepeHUMpPOBaHHbLIX  yCcnyr)  3agaeTcs
AN pasnuyeHnsa NakeToB AaHHbIX TakK, YTOObl MapLpyTUu3aTop UAmM KOMMYTaTop
mornn obecneymBaTb pasnuyarowmecsa crnyxobl ONa pasnuyHbiX naketoB. Torga
B6yaeT BO3MOXHO BbIOMpaTh pasfiMyHble o4epean B COOTBETCTBMM C MPUOPUTETOM
(64 ypoBHS nNpuopuTeTa) nakeToB U BbIOMpaATb MPOMYCKHYKD CROCOBOHOCTb
ansa kaxgon ovepean. Cambln HU3KMIA ypoBeHb — 0, camblin BbICOKUIN — 63. Takke
BO3MOXHO OTKIOHEHWEe M pasfiMyHbIX CKOPOCTEW MPU CHUKEHUU MPOMYCKHOM

CNoCcoDHOCTU ceTw.

A .
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PYHKUMKN 1 3HAYEeHMs napameTpoB npeacTaBneHbl HXKe (Tabnuua 8.10).

Tabnunua 8.10 — dyHKUMKM 1 AnanasoHbl 3HaYEeHU napamMeTpoB MOAMNYHKTA MEHIO
«QoS»

MapameTp PyHKLUA

3HaveHune HaxoguTca B agmanasoHe oT 0 go 63. MapLpyTtmsaTop
[MpocmoTp | MnNn KOMMyTaTop MOryT obecneymBaTb pasnuyaromnecs cnyxobol
ON151 pas3nnyHbIX NaKeTOoB.

3HaveHune HaxoauTca B gmanasoHe oT 0 go 63. MapLpyTtumsaTop
KomaHpa WM KOMMyTaTop MoryT obecneumBath pasnumyaroLmecs Crnyxobl
ONS pasnuyHbIX NakeTos.

8.1.3.12 NoanyHKT MmeHIo «lpoToKonbl aocTtyna»

MoanyHKT MeHto «[llpoTokonbl goctyna» npeaHasHadyeH Ons npocmMoTtpa
N ynpaBfieHNa napameTpamMu HaCTPOMKW  yOaneHHoOro [JOocTyrna C MOMOLLbIO
cepsuca P2P, BknoveHus/oTknodeHmns ONVIF aBTopusaumm  yCTpOUCTBA,
nepenaym noToKOBOro BMAEO C BuAeokamepbl no npotokonly RTMP. UHTepdenc

npencraeneH Huxe (PucyHok 8.17).

IP-xanepa & MpocmoTp Cetb

IP TCP/IP p2p ONVIF RTMP

@ Ceresoit nopt

P PPPoE

& DDNS

B 3n.nouta

® UPnP

& SNMP

@ Bonjour

5 MynbTukact

[ Astopeructpauns
® QoS

[2 MMpoTtokonsl gocTyna |

PucyHok 8.17 — lNoanyHKT MeHto «[1poTokonbl gocTynay
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Bknaaka «P2P»

Cepsuc P2P (Peer-to-Peer, ogHopaHroBasi ceTb) no3sonseT ObICTPO U
6e3 CroXHON HaCTPOMKM NOOKMYUTE K Buaeokamepe komnbtotep (MK) wunu
cmapTdoH. P2P no3BonsieT yganeHHo NoAKNiYaTbCs K U3AEenuio Yepes NHTEPHET
€ MoBunbHbIX ycTponcTB U K B yCnoBMsiX OTCYTCTBUS BHELUHEro CTaTU4ecKoro

IP-agpeca (PucyHok 8.18).

IP TCPAP oMW R
P Cerenon nogy 3
s o«
P ook WA BXATEHINE SYHOLAM W NOLKCTONEHIRE K CETH MeTepmet Mt Oy aeu COOHPATE 1010 IeSOPMALING OF
@ OONS AOUACMITEAMNO AM YALREHHOIO A0CTYNA K YCTDOR TRy A DM e AR BEARUATE STV n M
ovrte SAARDK & NOLE
B 2anova
® upnp
@ sNmp
@ Bonjour
S Mysarmacy
£ As10perncIpagen

© s

PucyHok 8.18 — Bknagka «P2P»

[Ans aktnBaumn cepBuca Haxmute «Bkn.», «CoxpaHutb», «OBGHOBUTBLY.
Ctatyc wuameHutca Ha «OHnavH». [lpun HaxaTum kKHonku «CoxpaHuTby BCe
N3MEHEHNSA NPUMEHATCHA aBTOMaTnyeckn 6e3 nepesarpysku.

MeToabl MOOKMNIOYEHUS K BUAeOKamepe 4epe3 cepsBuc P2P  onucaHbl

B pa3gene 10 HacTosLero pykoBoAacTBa.

Bknaaka «ONVIF»

Bknagka «ONVIF» npegHasHadyeHa ang BknodeHusa/oTknodeHnss ONVIF

aBTOpu3aunn sngeokamepsbl. IHTepdenc npeacrasneH HUxe (PncyHok 8.19).
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IP-xawepa 5 [MpocMoTp Cetn

IF TCP/IP p2p ONVIF RTMP

B Cetesoi nopt

ABTOpM3aLMA ‘:)
P PPPoE
m OBHOBWTE Mo yMon4aHu0

& DDNS
B 3n.nouta
UPnP
SNMP

Bonjour

f @ 0 6

MynbTrKacT

&

ABTOpervcTpaums

(5]

QoS

H

MpoTokoasl goctyna |

PucyHok 8.19 — Bknagka « ONVIF»

ONVIF — 910 ceteBon npotokon. CrTaHgapTHble Uenn TUNOBOro
npumeHeHna ONVIF — 3To cBsA3biBaHME paboTbl B rpynne CceTeBblX YCTPOWCTB
OT pasHbIX NPOM3BOANTENEN.

B cootBeTCcTBUM €O CBOMMU  PYHKLMOHASTbHbIMMA BO3MOXHOCTSMMU
Bugeokamepa C BkntodeHHbIM  ONVIF  ncnonb3yet Heobxoaumblie TUMNOBbIE
ceteBble npodunu ONVIF.

«S-npodounb» nogaepXxmMBaeT MOTOKOBOE ayamo U BUOEO, yrpasrieHune
napameTpamu NOToKa N306paXeHU 1 BELLLAHWS;

«C-npodunb» nogaepXxuveaet curHanusaumtio, 610KNMPOBKY,
pa3bnNoKMPOBKN NOMELLEHUN U T.M.;

«Q-npochunb» nogaepKuBaeT YNPOLWEHHbIE MEeXaHU3Mbl HACTPOWKK
YCTPONCTB, OBHOBMNEHMs MPOLUMBOK, paclumpeHHon 6GesonacHoctn, NTP, SSL,

MOHUTOPUHT,
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«G-npochunb» noggoepXxveaet B3aMMO4enNcTBume C ceTeBbIMU
Bugeopeructpatopamm NVR, cuctemamn ynpasneHna 3gaHusamm v PSIM
(komnnekcHasa cnctema 6e30nacHOCTH), yripaBreHne N KOHTPOIb 3anncu JaHHbIX,

nepegaya aygmo n meta-mHopmaunu.

Bknagka «RTMP»

MpoTtokon «RTMP» npegHasHadyeH AN nepegadM MOTOKOBOrO BUAEO

C Buaeokamepbl Yepes nHTepHeT. MHTepdeiic npeactasneH Huxke (PucyHok 8.20).

1P-xamepa & MpocmoTp Cems
IF TCR/IP p2p ONVIF RTMP
B Cetegoi nopt
a1 »
P PPPoE _
Twn noToka (®) OcHOBHOM NOTOK Jon. notok 1 Jon. notok 2
& DDNS e
Twn agpeca (#) IP v nopt Monb3oeatensckuin
B 3n.nouta e C)
® UPnP
|P-agpec 0.00.0
© SNMP .
CeTeBoid NnopT 1935 (0-65535)
® Ear Mone3osaTensek...
% Mynerukact O6HOBWTL Mo yMoRYaHWo

[# AsTopervcTpaima
@ QoS

[ MMpoTokonsl goctyna |
PucyHok 8.20 — Bknagka «RTMP»

Onsa aktuBaummn npotokona RTMP  Haxmute «Bkn.», Bblbepute TuUn
nepegaBaemMoro BMAEOMNOTOKa, W TUM agpeca YCTPOWCTBa, Ha koTopoe Oyaer
nepegaH BblbpaHHbIM BuaeonoTok. Ans agpeca «Non-custom» — Heobxoaumo
BBecTn |P-agpec ycTponcTtBa, Ha koTopoe OyaeT nepegaH MnoOTOK UM NopT
(awanasoH 3HayeHun: 0-65535). Ecnn 6bin BbIOpaH MNONb30BaTENbLCKAA TUM

agpeca, notpebyetcs BBectn «Custom Address» (AoMeHHOe nms).
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8.1.3.13 NoanyHKT MeHIo «[JononHUTeNnbHbIE CEPBUCHI»

MoaonyHKT  MeHw  «[JononHuUTENbHbIE  CepBUCHI»  MpefHas3HadeH
Anga ynpasneHusa ceTtesbiMu npoTtokonamm SSH, CGIl, ONFIF n gp. NHTepdenc

npencrasneH Huxe (PucyHok 8.21).

IP-xamepa MpocmoTp

IP TCP/IP

ssH o
B Ceteeoi nopt

MHoroagpecHbiid/LLnpoko... ‘:)
P PPPoE

cal @)
& DDNS
B 3n.nouta QI (:)
® UPnP Genetec cepeunc ‘:)
€ SNMP Push-yeegomneHna Ha MO... ‘:)
@ Bonjour MpoTokoa koHdng. obMeHa ‘:)
& MynsTukact

Pexxim ayTeHTUOMKaLKMK 4...  Pexm Be3onacHocT (peKoMeHayeTcs)

[ ABTOpervcTpauma
LLDP

® QoS
OnepaTMBHOE PE3EPBHOE ...

[2 Mpotokonsl goctyna

TLSv1.1
28 Jon. cepeucsl |

@ )
@ |
@ )
m OBHoaMTE Mo ymonuaHaro

PucyHok 8.21 — MoanyHKT MeHto «[JononHUTENbHbIE CePBUCHI»

OYHKUUN 1 3HaYEeHUst NnapaMeTpoB npeacTasBneHbl HUke (Tabnuua 8.11).

Tabnuua 8.11 — PyHKUMM 1 AnanasoHbl 3HAYEeHU NapamMeTpPoB MOAMNYHKTA MEHHO
«[JononHuTenbHble CEPBUCHI»

MapameTp PyHKUUA

Mo3BonsieT yganeHHo 6e3onacHo 4Yepes3 ceTb paboTtaTtb
C BUOEOKaMepon C KOMMblOTEpa 4epe3 KOMaHOHYH

SSH obonoyky, nepegasatb MO LUMGPOBAHHOMY KaHamny
3BYKOBOM MOTOK, BMAEONOTOK BuaeoHabnoaeHus,
obHoBEHUS.

MHoroagpecHbIn/ BkntoyeHue/oTkno4veHne Multicast/ Broadcast
LLInpokoseluaTenbHbIn | AN MHOroagpecHoro obmeHa BMAeOonoTokaMmn — Mexay
npodusb yCTpOMCTBaMn B CETM.
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MapameTp PyHKLUUA
CtaHgapT wHTepdenca, MWCNONb3YyeEMOro A CBA3U
CGl Cepsuc Aap P y A
BHELLHEN NporpamMmbl ¢ Beb-cepBepomM.
OtpacneBon cTaHgapT, onNpeaensiowmnn npoTOKOSbI
ONVIE B3aMMOAENCTBUS CeTeBOro obopyaoBaHus (ceTeBble

BMAeoKamMmepbl, BMOEOperncTpaTopbl n
obecne4ymnBaroLLe COBMECTUMOCTb.

ap.),

Genetec cepsuc

NHTerpauus ¢ nporpaMMHbiM obecnedyeHnem Genetec.

Push-yBegomneHuns

BknoyeHne / MOOUINbHbIX

Push-ysegomnenuni.

OTKI1lO4YEeHUe

[MpoTokon
KOHmnaeHumanbHoro
obmeHa

LUMd)pOBaHMe NMOTOKa C UCMNOJ1Ib30OBaHNEM 3aKpbITOro
NpPOTOKOIAa.

Bbibop pexuma ayTeHTUdpukaumm: «Pexnm
6e3onacHocTny, « COBMECTUMbINA PEXUMY.
y «Pexnm 6esonacHocTu (pekomeHgyeTcs)» —
YacTHbIN NPOTOKOS y
(Pexum MCnonb3yeTcss NpoBepka ganaxecT-ayTeHTUduKaumm
oCTyna npuv NOAKNIYEHUN K perncTpaTopy.
ayTeHTudukaumm) Aocty P A P paTopy
«COBMECTUMbBIN PEXUM» — UCMNOSb3YETCS, KOraa KrmeHT
He nogaepxueaeT NPOBEPKY NOOSIMHHOCTU
AavaxecT-gocTyna.
BknoyeHne poctyna 4yepes npotokon Link Layer
LLDP .
Discovery Protocol (LLDP).
OnepaTtusHoe
pe3epBHOEe BkroyeHne/oTkNoYeHNEe  pe3epBHOr0  KOMMpOBaHUA
KonMpoBaHue XypHana.
XypHana
TLSv1.1 BkntoyeHune npotokona wugposaHua TLSv1.1.
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8.1.4 NMyHKT MeHI0 «CoObITUAY

[MyHKT MeHio «CobbiTuUs» npegHasHadeH Ona NPpoCcMOoTpa U ynpaBrieHUs
napameTpamu cobbITUM TPEBOr M peakumin Ha HuUX (cM. Pasgen rmaBHOro MeHto

«CobbITUAY).

8.1.5 MNyHKT MeHI «3anncb U XpaHeHue»

nyHKT MeHo «3anucb N XpaHeHune» rnpegHa3HadYeH AOnd OTO6pa>KeHMFI

nHgopmaumm o SD kapTe. IHTepdbenc npencrasneH Huxe (PucyHok 8.22).

PucyHok 8.22 — [NyHKT MeHIo «3anucb 1 xpaHeHue»

NHunymanusauymsa napamMeTpoB BKINagku BbINMOJIHAETCA yepeas

MHTEePaKTUBHYIO NaHenb MHMUuanu3auumn Hactpoek aton Bknagkm (PucyHok 8.23).

DopMaTMpOBaHMe Tonbko 4yTeHue Ytenne/3anuce lop. 3ameHa OBHOBWUTL

PucyHok 8.23 — NaHenb nHnymanmsaumm HacTpoek

8.1.6 NMyHKT MeHI0 «Cncremar

MyHKT mMeHo «Cuctema» npegHasHavyeH AN NpocMoTpa M ynpaBreHus
6a3oBbIMM CUCTEMHBIMW NapameTpaMmyn Buaeokamepbl (cM. Pasgen rnaBHOro

MeHto «Cnctemay).

8.1.7 NMyHKT MeHO «CuctemMHana nHpopmaymusa»

[MyHKT MeHlo «CuctemHasa nMHopmaumay npegHasHavyeH ans npocmMoTtpa
CUCTEMHOMN WHGOpMaunK, a Takke AN NpocMoTpa WHMOpMaunUM O cobbITUAX

CUCTEMbI U NONb30BaTENSAX OHNAMH.
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NHTepdenc nyHkTa MeHw «CuctemHas wuHopmaums» wumeeT [Ba
nognyHkta:  «WHdopmauma  ob yctponctee», «llonb3oBaTtenu  OHNaWH».

NHTepdoenc npencrasneH Huxe (PucyHok 8.24).

IP-xamepa : [MpocmoTtp CucremHas nHdopmayms

® Wudopmauwa ob ycTpo...

L [lonb3osaTenn oHNanH

PucyHok 8.24 — INyHKT meHio «CnctemHasa nHdopmaumnsa»

8.1.7.1 MoanyHKT meHo «UHcpopmauma o6 ycTponcrtee»

MognyHKT  MeH  «MHGopmaums 06 ycTponctBe»  npedHasHadeH
ANa npocMoTpa uHdopmaumMm o Bepcun cuctembl. MHTepdhenc npencrasneH

Hwke (PucyHok 8.25).

IP-xamepa MpocmoTp beszonacHocTh CucremHan uHdopmauns

® Wudopmauma ob ycTpo...
Mopgene ycTpoiicTea VCl-242
2 [ons30BaTeny oHAanH SN

Ayauoexon 1
AyaNOEBIXO 1
TpesoXHbIR BXOA 1
1

TpeBOXHbIA BbIXOZ

ONVIF sepcina 21.12(V3.1.0.1291548)

Bepcus V3.120.100F000.0.R, Build Date: 2023-08-09
Be6-Bepcna V5.01.0.1393657

Bepcua anropuiMa V2.12.08.1

ba3joBas BepcuaA BeaonacHOCTH V2.3

Mepawuanneep H5Player va2.01.1

BOLID

PucyHok 8.25 — NoanyHKT meHto «MHpopmaumsa ob yctponctee»

HasHayeHne napameTpoB nyHKkTa MeHl «WHMopmaumna ob yctponcteer

npeacTtasneHo Hwxe (Tabnuua 8.12).
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Tabnuua 8.12 — HasHayeHuMe napamMeTpoB noanyHKTa MeH «MHdopmauus
00 ycTponcTee»

MapameTp NMpumeyaHue

Mopgenb ycTponcTtea | HassaHune Bngeokamepbl.

S/N CepunHbln HOMEpP BUAEOKaMEpPbI.
Ayanosxopn/
KonnyectBo ayanoBxo40B 1 ayanoBbIXOLOB.
ayamoBbIxoa
TpPEeBOXHbIN
BXO4/TPEBOXHbIN KonnyecTtBo TpeBOXHbIX BXOAOB U BbIXOJ0B.
BbIXO[,

ONVIF Bepcuga Bepcus npotokona ONVIF.

Bepcus Bepcus cucteMHoOn «npoLumnBKny» BUAEOKaMepbI.

Beb-Bepcus Bepcusa Beb-uHTEepdenca Buaeokamepbl.

Bepcus anroputma | Bepcus moayns BuaeoaHanuTukm.

BasoBas Bepcus | basoBas Bepcus obecneveHms 6es3onacHocTu
BGe3onacHocTn BnaeoKamepbil.

Megwanneep

HSPIayer Bepcua BctpoeHHoOro meananneepa.

8.1.7.2 NoanyHKT MeHIo «[lonb3oBaTenu oHManuH»

MoanyHKT meHto «llonb3oBatenu oHNanH» nNpegHasHaveH ans npocMoTpa
MHGOPMaLUM O TEKYLUMX  MOAKMIYEHUAX K Buaeokamepe (Bce  OHMamH
nosib3oBartenu Bugeokamepsol). VIHTepdenc npencraesneH Huxke (PucyHok 8.26).

[Ana obHoBneHus nHgopmaumm Bolbepete «OBGHOBUTLY.
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© ViHgopmanus o6 yer...

i OBHoBUTS
A MMonb3osaTenm oHnaiH

No. Monsacsatens Tpynna 1P-agpec Bpewn pabotel

1 admin admin 192.168.71.29 2024-02-09 09:35:12

PucyHok 8.26 — lNoanyHKT MeHto «[lonb3oBaTtenn OHMamH»

8.1.8 MNyHKT MeHIo «XKypHan»

MyHKT meHo «KypHan» npegHasHadeH s NpocMoTpa M apxmBaumm
NHpopmauum o0 cobbITUAX CUCTEMBI, @ Takke AN HAaCTPOeK yaaneHHoro XXypHana
COObITUN.

MyHKT MeHo «KypHan» cooepXuT [nOBa NoanyHkTa: «XKypHany,

«YpaneHHbIn XXypHany». MHTepdenc npeacrasneH Hmxe (PucyHok 8.27).

IP-xamepa =i [pocmoTp Kypnan

M KypHan

YaaneHHbIA XypHan

PucyHok 8.27 — [NyHKT meHto «>KypHan»

8.1.8.1 MNoanyHKT MeHO «XKypHan»

MognyHKT MeHo «XKypHany» npegHasHayeH Ans npocmMoTpa MHdopMaumm

0 cobbITuaX cuctembl. UHTepdenc npeacrasneH Hxe (PucyHok 8.28).

PucyHok 8.28 — NMognyHKT MeHto «>KypHarn»
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[ns noncka cobbiTa HeobxoaMmo 3adaTb BPEMEHHOM Ananas3oH Moucka
(BpeMsa 1 gata OKOH4YaHuS 1 Havana) n BblbpaTb TN cobbITUS:

«Bce» — Bce cobbITus;

«Cncrtema» — cobbiTua  pabotbl cucTeMbl (M3MEHEHME HaCTPOEK,
aHOMarbHbIN BbIXOA4 W3 CUCTEMbI, BbIXO W3 CUCTEMbI, 3aKpbiTUe/nepesarpyska
YCTPOWNCTBA, nepesarpyska 1 06HOBMEHNE CUCTEMDI);

«OCHOBHbI€ HAaCTPONKN» — N3MEHEeHNE/BOCCTaHOBNEHMNE HACTPOEK;

«MHdopmauma» — yganeHme gaHHbIX, 3aMeHa KapTbl NaMsaTh, U3BMEHEHNE
ctatyca FTP, nsmeHeHue pexvma 3anucu;

«TpeB. coObITUE» — MNepeyeHb COoObITUKW, coaepXaluxcs B NOAMYHKTE
MeHo «CobbiTua» (pasgen 7.6 HacCTosILLEro PyKOBOACTBA);

«3anucby — JocTtyn K dannam, owubkyu poctyna K dhamnam, 3anpoc
dannos BUaeo3anncen n CHUMKOB;

«Agm. nonb3oBartenen» — cobbITUA aBTopM3aLMK, 3anuCb WU3MEHEHUN
NONb30BaTENbCKOrO YnpaBfieHns u Bxoda/Bbixofa MNofb3oBaTens U3 CUCTEMBI,
nameHeHne/gobasneHne/yganeHue nofib3oBaTens, BbIXOA N3 CUCTEMBI,
pobaeneHvne/yoaneHme/nameHeHme rpynnbl;

«besonacHoCTb» — nepeyvyeHb COOLITUA, COAEPXKALLUMXCA B NOAMYHKTE
MeHo0 «be3onacHocTby (pasgen 7.10 HacTosWwero pykoBoAcCTBa).

[1ns BbINOSTHEHMSI MOUCKA MOCIE yKa3aHUs BPEMEHHOro MHTEpBana novcka
n Bblbopa Trna cobbITun Heobxoammo HaxaTtb «lToncky.

[ns npocmoTpa nogpobHon nHopmMmauum o KaxaomMm HangeHHOM CcobbITUM

Heob6xo4MMOo BbIOpaTh ero ¢ NOMOLLbIO NPaBOW KHOMKWN MbIwn (PucyHok 8.29).

No. Bpems Mone3osarens Tun Ceepenuns

2023-12-01 11:15:04 e Coxparienue HacTpoex Bpeus 2023-12-0111:14:29

2023-12-01 11:15:00 admin CoxpaHeHue HacTpOeK.
Tun Bxoa

2023-12-01 11:14:39 admin Bxog I
Cogepsvmoe Aapec: 192.168.71.39

21 i KkypHana
2023-12-01 10:21:23 admin 3apatb BpeMa yP Tun: Web5.0

—
e =

5 2023-12-01 10:21:18 admin Bxog

PucyHok 8.29 — NpocmMoTp nogpobHOoM NHpopMaummn o CUCTEMHOM COBbITUM
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[Ons apxvBauun  oToOpakaemblx  pe3ynbTaToB Noucka  Heobxoaumo

BblbpaTbh « ApxnBaums».

8.1.8.2 NMNoAanyHKT MeHI0 «YAaneHHbIN XXypHan»

MoaonyHKT MeHI «Y[aneHHblM XXypHan» npefocrasndeT  OOCTyn
K TexHonormm  «SysLog» — pasmelleHne CUCTEMHOro XypHana cobbiTun
BMaeokaMepbl Ha yaaneHHOM ceTeBOM XxpaHunuwie no IP-agpecy u ceTeBbIM

HacTpoukam 3T1oro xpaHunuwa. ViHtepdenc npencrasneH Huxe (PucyHok 8.30).

IP-xamepa ; MpocmoTtp

M >KypHan

. »
YnaneHHbii xypHan
Cepeep 192.168.0.108
CeTeB0Oi nopTt 514 (1-65534)
N2 yc1-Ba 22 (0-23)
BiA.TLS @ |

Mepen nepepaven notok RTSP wudpyerca ¢ ucnonb3oBaHueM TyHHena TLS.

m OBHOBWTE Mo ymon4aHuo

PucyHok 8.30 — lNoanyHKT MeHo «YaaneHHbIN XXypHany

OYHKUUN 1 3HaYEeHUst NnapaMeTpoB npeacTasneHbl Huxke (Tabnuua 8.13).

Tabnunua 8.13 — PyHKUMN 1 AnanasoHbl 3HAYEeHU NapamMeTpoB MOAMNYHKTa MEHHO
«YOaneHHbIN XXypHan»

MapameTp DyHKUMS
BKNIOYEHME BkntoueHne/oTknoyeHne PYHKL MK yAaneHHoro
XypHana.
3HauyeHne  agpeca  cepeepa MO yMONYaHWIo:
Cepeep 192.168.0.108.
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MapameTp PyHKLUA
[MopT noakniyeHusa K cepBepy. 3HadYeHue HaxoauTcs
CeTteBow nopt B AnanasoHe oT 1 go 65534, 3HadeHMe Nno yMOovaHuIo:
514.

3HayeHne Haxoautca B AauanazoHe ot 0 pgo 23,

Ne ycTponctea
3Ha4YeHune Nno ymosnyaHuio: 22.

Bkn. TLS BkritoueHune/oTknoyeHme wndgposaHunsa TLS.
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9 PEKOMEHOALIUU NO OBECIMNEYEHUIO
WHPOPMALIMOHHOU BE3OINMACHOCTH

Maponu v npowKnBKK yCcTpOUCTBa

[nsa noBbllweHns  MHpoOpMaUMOHHONW  6e30nacHOCTM  BUOEOKaMepbl
HeoOXoOAMMO W3MEHUTb CTaH4apTHbIM  naposfib  goctyna. lMcnonb3oBaHue
HageXHbIX naponen obecnevymBaeT CHWKEHWUSI PUCKOB HECaHKLUMOHWUPOBAHHOIO
A0CTyna K yCTPOMCTBY.

N3meHnTb naposib MOXHO B Beb6-nHTEPdENnce (Bknagka
«lNonb3oBartenby).

O6HoBneHne NPOLUMBKU ncnonb3yeTcs C Uernbto ynyyeHuns
Npoun3BOAUTENBHOCTK, YHKUMIN 1 ygobcTBa paboTbl YCTPOWCTBA, a Takke
ANS1 CHKEHUS MHAPOPMaLIMOHHON YS3BMMOCTM.

O6HOBMTL NpPOWMBKY MOXHO B Beb-uHTepdpence (lMogpasgen MeHwo

«O6HoBneHne»). CkayaTtb hann NpoLUMBKN MOXKHO Ha canTe bolid.ru.

MU3meHeHune noptoB HTTP n TCP no ymon4yaHuio

N3meHeHne cTaHgapTHbix noptoB HTTP un  TCP  (BKMAOYEHDI
MO YMOSYaHUI0). AT NOPTbl MOryT ObiTb M3MEHEHbI Ha Ntobon Habop HOMepOB
mexay 1025-65535. MameHeHMe HOMepoOB MOPTOB MOMOraeT CHU3UTb PUCK
HEeCaHKUMOHNUPOBAHHOINO  [OCTyrna K YCTPOMUCTBY 4epe3  obuiensBecTHble

CTaHOapTHbIe NMOpPThI.

Ucnonb3oBaHue HTTPS / SSL

Hactponka SSL-ceptudpmkata gnsg sBknodeHmna HTTPS  (Bknagka
«HTTPS») nossonuT BKMOYMTL 6e3onacHylo CBA3b Mexay BuaeoKkamepou

N KOMMbIOTEPOM MPU NOAKMOYEHUN K BED-MHTepdelicy.

\ )) SEC.RU KopoTkui nyTb K nHcbopmauum CkauaHo c sec.ru




BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum 171

Ucnonb3soBaHue IP-¢punbTpa

BknioueHne dunbtpa IP-agpecoB (Bknagka «CeTeBOM  9KpaH»)
npegoTBpaTUT OOCTYN K CUCTEME YCTPOWCTBaA BCeEX MNOSfb30BaTeNien, Kpome

nonb3oBaTesien c YKa3aHHbIMA IP-agpecamu.

U3meHeHne naponsa ONVIF

N3ameHeHne napona ONVIF (Bknagka «ONVIF-nonb3oBatenb») nomoraeT
CHU3UTb PUCK HECAHKUMOHMPOBAHHOIO [OOCTyrMa K YCTPOMUCTBY C NMOMOLLbIO

06LWEN3BECTHbIX CTaHOapTHbIX I'I8p0]'|€|7|.

Heobxoanmbie nopTbl

MepBbiMn ykasbiBante Te HTTP n TCP nopTbl, KOTOpble HEobxoauMmo
ncnonb3oBaTb  ANd BalMX  CeTEeBbIX  COeAUHEHWUN. He nepeapgpecyinte
Ha YCTPOWCTBO OrPOMHbIA OManas3oH MOPTOB CeTeBbiX coeAnHeHun. He BHocuTte
IP-agpec yctponctBa B DMZ cermeHT cetm (DMZ cermMeHT coOepXut
oOLenoCcTynHble  cepBUCbl M OTAENnsieT  MX OT YacTHblxX). He obdasatensHo
yKasblBaTb NepBbIMU Kakme-nmbo nopTbl AN OTAENbHbIX KaMep, €Cfiv BCe OHMU

NOAKITYEHbI K BUAEOoperncTpaTtopy.

OrpaHquHMe no pa60Te nog rocreBbiMu yLIéTHbIMM 3anmcamm

Ecnn cuctema HacTpoeHa Ons HECKOSbKMX Mosib3oBaTenen, ybeamtecs,
YTO KaXdbl Nonb3oBaTeNnb MMEET MpaBa TOSNbKO Ha T€ KOMMOHEHTbI U dOYHKLMN,
KOTOopble  HeobOxoguMmbl  ANS BbINONHEHMsT  cBoen  paboTbl (Bknagka

«lMNonb3oBartenby).

MNMpepnoctepexeHnsa no ¢pyHkumm UPnP

UPNP - 910 Habop ceTeBblX NPOTOKONOB  Afd YHMBEpPCalibHOM
aBTOMAaTM4YeCKOM HaACTPOWKM ceTeBbiX YycTpoucte. Bknwoune UPNP, ceTeBas
Bugeokamepa 6yneTr nogaepxueaTtb npoTtokonn UPnP. Ecnu cuctema UPNP

BKIlOMEHA Ha Buageokamepe, TO B onepaunoHHblx cuctemax Windows aTa

U4 .
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Bunaeokamepa OyoeT HaxoauTbCs MOMCKOM B ceTeBoM okpyxeHun Windows.
Korga noptel HTTP u TCP nepeagpecytoTcsa BPY4YHYHO, TO 3Ty PYHKLUNIO OObIYHO
OTKIKOYaloT. OTkntoyeHne UPNnP pekomeHayeTcs, Korga  QoyHKUMA
He MCNonb3yeTCs.

Bkrountb nnn oTKMOYNT OYHKUMIO MOXHO B BEB-UHTepdence (MoanyHkT

MeHo «UPNP»).

MNMpenoctepexeHnsa no npotokony Multicast

Multicast B Bugeocuctemax 06bIMHO MCMNOMb3yeTcsa Af1si MHOroagpecHoro
obmeHa BMOeonoTokamMu MeXxay BnaeoperncrpatopamMmum, BugeokaMmepamm B ceTsaX
N3 MHOIMX BuOeoKamep, BUOEOPErMcCTpaTopoB, BUOEOCEPBEPOB AS1S NOBbILLEHUS
MNPOMNYCKHOM CnocobHOCTUN B ceTU. B HacTosiLiee BpeMsi HET HUKaAKUX M3BECTHbIX
npobnem, cBsA3aHHbIX C MHOrOaApPeCHOW pacchifNikon, HO ECNK Bbl HE UCMONb3yeTe
3Ty (PYHKUMIO, AeaKTMBaUMS MOXET MNoBbICUTb 6Ge3onacHocTb ceTu ([MoanyHKT

MeH0 «MyrnbTuKacT»).

lNMpoBepKa cMCTeMHOro XXypHana

Ecnu Bbl nogospeBaete, 4YTO KTO-TO MOMYyYMn  HECaHKUMOHWPOBAHHbLIN
AOCTYMN K Bawen cucTteme, Bbl MOXETe MPOBEPUTb CUCTEMHbIN XypHan (MyHKT
MeH «KypHany). CUCTeMHbIN XXypHan nokaxeT BaMm, Kakue |IP-agpeca 6binu

ncnoJsib3oBaHbl AJ14 BXOo4a B CUCTEMY U K HEMY Obin noJjiy4yeH OocCTynmn.

BrnokupoBaHue HexenaTenbHOro focTyna K yCTpoMCTBY

[ans npeaoTBpalleHnda HexXefaTesibHOro oCTtyna peKkoMeHayeTCA.

— nogkno4vaTb BUaeokamepy K NopTy PoE Ha 3agHeun naHenmu
BUaeoperncTpatopa, 4To U3onmpyeT BuaeoKkaMmepy OT BHELLHEN CeTy;

— WH(OPMAUMOHHO U30MMpoBaTb CETb BUAeOperucTpatopa W BMaeokamepbl
OT CeTu obLeOCTYNMHOro KOMNbOTEPA, 3TO NpeaoTBpaLlaeT NPoCTON A4OCTyn

ApYyrux nonb3oBaTerneun K 3Ton ceTu.

U4 .
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10 NOAKNKYEHUE K BUOEOKAMEPE
C NOMOLbIO CEPBUCA P2P

Cepsuc P2P (Peer-to-Peer, ogHopaHroBass ceTb) MO3BOSMISET ObICTPO
N 6€3 CrNoXXHOWM HaCTPOWKN NOAKIIYMTLCS K Buaeokamepe yepes komnbtotep (IMK)
nnn cmapTdoH. P2P nos3BonsieT yaaneHHO MOAKMYaTbCsa K YCTPOWCTBY 4epes
NHTEPHET C MOOUNbHbIX ycTponcTB M [1IK B ycnoBusIX OTCYTCTBUSA BHELUHEro

ctaTtundeckoro IP-agpeca.

BHAMAHWE!
[MogknodeHne K Buaeokamepe C NoMoLlbo cepBuca P2P  goctynHo
o TONbKO MOCIEe akTuBauum cepBuca 4epes Bed-mHTepdenc, npu 3ToM
YCTPOMCTBO [OSMKHO HaxoAUTbCA B CeTUM C OOCTYNOM B MHTEpPHEeT
n umeTb ctaTtyc «OHnanH (Bknagka «P2P»).

10.1 NMoaknto4YEHUE YEPE3 NPOrPAMMY «BOLID VISION»

3anyctute Ha K nporpammy «BOLID VISION». Ha rmaBHon cTpaHuue

oTKponTe pasgen «Ycrtpouctsar. MHTepdenc npeacrasneH Hmxke (PucyHok 10.1).

TV crena E-MAP Tpemorm

HKa
Lo b, ol ' 8
q
i Tpes. cxemb OBxog Monkaosarenu Ocogbie

PC-NVR Ynp. TV creHoi

PucyHok 10.1 — «['naBHas» ctpaHuua nporpammsl «BOLID VISION»
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[na no6asneHus yCcTpoucTea BPYYHYIO BBEOUTE napameTpbl
Bunageokamepbl (PucyHok 10.2). llocne 3anofnHeHus napamMeTpoB YCTPOMUCTBA

HaxMuTe «[Job6aBnTb». Ha aTom fob6aBneHne yCTpocTBa 3aBepLLEHO.
' & & '

VISION Tnasnan Yerpoicres [T

Verpoiicrsa s cem:39 Ainsnason nowcxa 192 166 56 0 [ 192 168 56 255 RIS
LN | 1106, spyuuyi0 x| |nopr Fi
1 19:‘ Vndopmaupts 3
PR p— am
SN LRl SN (P2P ywans) v 3T
LA ST 2102558PAA000T SO
S 4 L i A— siddld
6 19 3
| Hossanne rpyone: NIRRT N ~
7 19 s
1 vwn nonssosarens: T
Qoo Napon.. T
Jarpysume wigo
Bee yCrpoRcrsa 102 0osuc
L | Crarye SN Onepaymn
1 el ‘ Ton: _ W Opdnaiu (wer n... 2MO2SFFPAGD0... / O Ex
<= Bueowoq [ ] B e IO |2 .. 3¢
- a
S Bueomaon [ ] M oot SRR | L S
£E Tesowmwieon [ R Ovomats b i) ST AN - 14 X
= R e I Otonaim (vern. 2MO2530PAGH0.. / 2 [B X
6

i ~
o 4! —— e 1 Ownait 2MO25FFPAGO0... / © B X

06. spywnyre)  (_Yaamume Vunopt Axcnopr Craye

PucyHok 10.2 — Pa3gen «[JobaBneHne ycTponctea» Yepes nporpammy
«BOLID VISION»

10.2 MoAaKNKOYEHUE YEPE3 MOBUIbHOE YCTPOUCTBO

N3 marasmHa  npunoxeHuhn  MOOMMNBHOrO  YCTPOWCTBA  3arpysute
n yctaHosuTe BecnnatHoe moburnbHoe npunoxeHne «DMSS», 1 3anyctute ero.

B MeHI0O npunoxeHust Ha rmaBHOW CTpaHuue BbibepuTe «+» B NpPaBOM
BepxHeM yrny uHTepgenca (PucyHok 10.3). Hanee Bbibepute «Scan SN»
(PncyHok 10.4) n ¢ noMOLLb0 KaMepbl B MOBUITBHOM MPUMOXEHUN OTCKaHUPYyUTe
QR-kog yctponctBa w3 BebG-uHTepdenca (Bknagka «P2P»), wnu 3aBogckoun
HaKMenkn,  pacnosioxXeHHon  Ha kopnyce  yctpouctBa  (PucyHok  10.5).
[Mpn Heo6XxO0AMMOCTM BBEOAUTE CEPUMHBIA HOMEpP YCTPOWMCTBA BPYYHYK. Ha aTom

nob6aBneHve yCcTponcTBa 3aBepLUEHO.

BHNAMAHUE!

MopgkntodeHne Kk BUageokamepe B MOOMITbHOM MNPUNOXEHUU OO0CTYMHO
6e3 aBTOpU3aLMN MM TONbKO C OAHOMO aBTOPWU30BAHHOIO akKkayHTa.
ans obecneyeHnss BO3MOXHOCTM MOAKITHOYEHUST K YCTPOWUCTBY C APYruX
aKkayHTOB He0OX0oaMMO yaanuTb YCTPOMCTBO M3 cnucka AobaBneHHbIX,
B pe3ynbTaTe Yero Buaeokamepa CTaHeT LOCTyMHa Ansi NOOKNIYeHUs
OpYrM nonb3oBatenem nnv 6e3 asropmsaumm B MOOGUIBHOM MPUIOXKEHUN.
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28 [Lomoit ®

5] B o [ ]
(5] 2

A Coobuwenne fa

PucyHok 10.3 — [lob6aBrneHne ycTtponctea B MOBUIBHOM NPUITOXKEHUN

(i

o CkanSN

IP appec

@ Mowuck B8 UHTepHeTe

PucyHok 10.4 — CkaHnpoBaHve QR-koaa ycTponcTBa B MOBUIbHOM MPUITOXKEHUM
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L4 No6asuTb ycTpo... %)

SKOSED1PA

[=]

=
[=]

[ Mo ymonyaxuio H O

QR kop ycTpoicTea B
Kopobke,aBTOMaTUYECKM CKaHWpYyHTe
ero

BeeauTe BpyUHylo CepUiiHbIi HoMep

PucyHok 10.5 — [lo6aBneHne ycTtponctea B MOBUIBHOM NPUITOXKEHUN
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11 NIPOrPAMMHOE OBECINEYEHUE «ORION VIDEO LITE»

[MporpammHoe obecneyeHne «Orion Video Lite» npegHa3Ha4YeHo
ANs opraHM3aumm INokKanbHOW CUCTEMbl BUAEoHabnoaeHnsa C UCNofib30BaHNEM
BUOeokamep N BUOeoperncTpaTtopos nponsBoacTea AO HBIT «bonna»
(PucyHok 11.1).

® @ oo

ORION VIDEO Lite MNusoe amgeo Apxus

PcyHOK 11.1 — ORION VIDEO Lite: nTeptenc nporpammel

«QOrion Video Lite» nossosnsger HacTpauBaTtb BUAeoKamepbl
N BUOeoperncTparTopsbl «bonua»,  ocywecTBnaATb  MPOCMOTP UM 3anucb
TpaHCnMpyeMbiX BUOEOMNOTOKOB. Takke nporpamMma no3BonseT YynpasBnaTb
NOBOPOTHbIMM  BMAeOKamMepamMu, U OCYLLECTBMATL MPOCMOTP  BUAEONOTOKA
C Bugeokamep,  OCHAWEHHbIMA  MOTOPU3UPOBAHHBLIM  OOBLEKTMBOM WK
o6bekTnBoM Tmna «fisheyer.

«Orion Video Lite» nosBonsieT BOCNPOU3BOAUTbL apxXmB BMOEONOTOKA
(PncyHok 11.2), 3anncaHHbIA C MOMOLLbLIO MporpaMmmbl UNU BuUaeoperncTpaTopa
«bonnp». MNopoepxmBaroTca PyHKUMM SKCopTa BUOEO M Kadpa m3 apxuea. ECcTb

BO3MOXXHOCTb pasrpaHnU4eHus npae nosib3oBaTenen.
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e HCREES

Nusoe Bupeo Aps Tlonubii Skpan  HacTpoikn  Bowite

ORION VIDEO Lite

PucyHok 11.2 — ORION VIDEO Lite: BocnousseneHne apxusa

«Orion Video Lite» umeeT yaobHbI COBPEMEHHbLIN MONb30BaTENbCKUN
NHTepdenc.

AKTyarnbHyK0 BEpCUIO NporpamMmMmbl MOXHO cCKadaTb Ha camte bolid.ru
B pasgene: [lpoaykuus — BuageoHabniogeHue — [MporpammHoe obecneyeHne —
MO «OpwnoH Buaeo JTant» no ccblfike.

[nsa ncnonb3oBaHngd B «OpuoH Bugeo Jlant» Kamep CTOPOHHNX

npousBogutenen Tpedyetcs koY 3awmtel MO «Bungeocncrtema OpuoH lNpoy.
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12 PABOTA CO CTOPOHHUMMU KITMEHTAMMU

RTSP — npuknagHon NpoTOKON yaaneHHOoro ynpasneHns NoTOKOM JaHHbIX
C cepBepa B pexume pearibHOro BpeMeHu.
HocTtyn yepe3 cTopoHHMEe RTSP-knneHTbl ocyllecTBnseTca npu nomMoLum

KomMaHgbl rtsp://<login>:<password>@<IP>:<port>/<x>, rge:

— <login> — nmsa nonb3oBaTens;

— <password> — naporsib Nosib3oBaTens;

— <IP> — |IP-kamepbl,

— <port>— RTSP-nopt (no ymonyaHuio — 554);

— <X>— KOMaHZa npocunsa BngeonoTokKa:

— cam/realmonitor?channel=1&subtype=0 — ocHOBHOW NOTOK;
— cam/realmonitor?channel=1&subtype=1 — nononHUTENbLHbLIN,

[Mpumep BapmaHTa NOAKNYEHUS K KaHanam 6e3 aBTopusaumm B CTPOKE:
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=1

[Npumep BapmnaHTa NOAKIYEHMS K KaHanam ¢ aBTopu3aLunen B CTPOKE:
rtsp://admin:password@192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://admin:password@192.168.68.15:554/cam/realmonitor?channel=1&subtype=1
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13 PABOTA C YTUNUTOWN «BOLID VIDEOSCAN»

Mporpamma ytunntel «BOLID VideoScan» BXoguT B KOMMSIEKT NMOCTaBKM
N NOCTaBnsieTCs Kak nporpammHoe obecnedeHne BOLID, 3anucaHHOe Ha KOMMNAKT

ONCK B KOMMJ1EKTE NOCTaBKN BUOEOKaMepPhbl.

BHMMAHWE!

B cnyyae oTcyTcTBMA BO3MOXHOCTM [OCTyna K Buaeokamepe 4epes
Beb-uHTEpenc, a Takke, ecnm HeusBecTeH Tekywun IP-agpec
n3genusi, MOXXHO Ansi NoAroTOBKM K HACTPOMKe 1M paboTe Buaeokamepbl
BOCMOSb30BaTbCA MOMOLLBIO cnyXbbl nogaepxku BOLID gna nHtepHet
ckaumBaHus ytunutel «BOLID VideoScan» ¢ FTP cepsepa BOLID.

[Mporpamma YyTUNUTbI «BOLID VideoScan» ncnonb3yeTcsd
ans obHapyxeHna Tekywero |P-agpeca ycTpoWMcTBa B CETWU, [AN1S1 UBMEHEHUS
IP-agpeca, ynpaBneHus 6a30BbIMA HACTpOMKaMK, a Takke Ans 06HOBNEHMS

NporpaMMHON NPOLIMBKKN BUAeoKamepsb! (PucyHok 13.1).

BHAMAHUE!
Mpwn pabote C YyTUNUTON BOLID VideoScan NCMNONb3yeTCs

Nno yMOn4YaHui: WUMS nonb3oBaTtensa — admin, naponb — admin,
nopt — 37777,

o 5

VIDED SCAN

HaiaeHo ycrpoRcrs: 1 e (ael| Bee (a2 Q £ 06woeums G Bxog HacTpoiiku Ipynna

Brasse ;zcmzaxru 2420000 | £} &

MNonssosatens | admin

PucyHok 13.1 — Ytunuta «BOLID VideoScan»

BeinonHue 3anyck ytunutbl «BOLID VideoScan», B OTKpbIBLUEMCSH OKHE
BM3yanbHOro wuHTepdenca noagnyHkta wMeHw «CeTb» u3MeHuTe |P-agpec
BMAeoKamepbl 1 4YTODObI 3aBEpPLUNTb U3MEHEHWE HaXMuTe KHOMKY «CoxpaHUTb».

BasoBble napameTpbl Ana usmeHeHns npuseaeHbl Hxe (PncyHok 13.2).
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BOLID

VIDEO sScan M

e 37777 11025 ~ 65534)

uop

RTSP 554

‘ HucTim MOmgn Coxpammn Hasea

PucyHok 13.2 — lameHeHue IP-agpeca Bnageokamepbl C NOMOLLLIO YTUMUTLI
«BOLID VideoScan»

AKTyanbHyl0 BepCUD nporpaMmmbl MOXHO cKadaTb Ha caute bolid.ru
B pasgene: [lpoaykuusa — BuageoHabniogeHue — [MporpammHoe obecneyeHme —
MO «BOLID VideoScan» no ccblike.

[MporpammMmHoe obecneyveHne sBnseTcsa NOSHOCTbIO 6ecnnaTHbIM.
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14 TEXHUYECKOE OBCITYXUBAHUE U NMPOBEPKA
PABOTOCIMNOCOBHOCTU

TexHN4YecKkoe exemecsiHHOoe U exXerogHoe obcnyXmBaHue BuaeOoKamepbl
AOIMKHO NpPOBOAUTbLCS 9IEKTPOMOHTEPAMMU, NMELLINMN rpynny
no anekrtpobesonacHocTM He HMXe 3. ExerogHble U exemecsyHble paboTbl
N0 TEXHUYECKOMY obcnyXnBaHuo NpPOBOASATCS cornacHo NPUHATBIX
N OENCTBYIOLLMX B OpraHmsauumm nonb3oBaTens pernameHToB N HOPM
(Mpy OTCYTCTBUM B OpraHmMsauMm norb3oBaTensd [LOEWCTBYIOLWMX pPerfiameHToB
M HOPM ANns paboT TexHumyeckoro obcnyxuBaHus, HeobxoanMmMo npuBreYb
HeoOxoaMMble O 9TOr0 OpraHu3auuio U CneunanucTtoB, UMeKLWMX npaso,

KBaJ'II/I(*)VIKaLI,VI}O n ycnosuna ans 3TOFO), N B TOM YUCIEe MOryT BKIMOYaTb:

— npoBepKy paboTocnocobHOCTM n3genus, cornacHo P3;

— TMPOBEPKY LENOCTHOCTM Kopnyca BuaeoKamepbl, LENOCTHOCTb M30NALUK
kabens, HageXXHOCTU KPENEHWU, KOHTAKTHbIX COEANHEHWI;

— OMMCTKY Kopryca BuaeoKamMepbl OT Mblin U rps3m (O4MCTKa MNOBEPXHOCTU
obbeKkTuBa Bngeokamepbl NPON3BOANTCS TOMbKO C cobniogeHnem TpeboBaHnm
K YCNOBUAM UM MOMeLLeHuto, paboTam, aTTecTOBaHHbIX Ha Krnacc YMCTOTbI
N NpeaHasHa4yeHHbIX  Ana cOopOYHO-TEXHMYECKUX,  PEMOHTHbIX  paboT
C ONTUYECKUMM YCTPONCTBAMMN);

— Npu HEOBXOANMOCTU, KOPPEKTUPOBKY OPUEHTALUKN HanpaBreHus suaeoob3opa
BnaeoKamepbl;

— TecTupoBaHMe KabenbHbIX NMUHMUNA CBA3M N SNEKTPONUTAHUS;

— OYUCTKY W aHTUKOPPO3UMHYKD 00paboTKy 3MEeKTPOKOHTAKTOB KaberibHOro
NoaKMHOYEeHNs BUaeoKamepbl;

— 0OHOBNEeHMe NPOLUMBKM BUaeoKamephbl (Npn HeobxoaumocTH).

U4 .
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TexHnyeckoe  obcnyxmBaHMe  OOIMKHO  UCKMOYaTb  BO3MOXHOCTb
obpa3oBaHNA KOHOEHCATa Ha KOHTaKTax Mo 3aBepLlleHnto U B xode pabot
TEXHUYECKOro 00CnyXMBaHus.

[MpoBepka paboTOCNOCOBHOCTM 3akn4aeTcs B BU3yanbHOM OLEHKe
BuaeonsobpaxeHns, oTobOpaxxaeMoro Ha MOHUTOpPe UM Eero COOTBETCTBUS
HaCTPOEHHbIM napameTpam. N3penwve, npowepuee NpoBEpKY

paboToCNOCOBHOCTUN, CHUTAETCS UCTNPaBHbLIM.
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15 BO3MOXHbIE HEMCITPABHOCTU U CMNOCOBLI
UX YCTPAHEHUA

BHUMAHWE!
[Npv 3aTpyOHEeHAX,  BO3HUKAIOLMX  MPU HACTPOWKE W SKcnyaTauuu

o nsgenus, pekomeHayetca  obpawatbca B Texnogaepxky  BOLID:
Ten.: +7(495) 775-71-55; e-mail: support@bolid.ru.

MNepeyeHb HeMCnpaBHOCTEW M CMOCOObLI WX YCTPaHEeHUs npeacTaBneHbl

Huxe (Tabnuua 15.1).

Tabnuuya 15.1 — lNepeyvyeHb HencnpaBHOCTEN N CMOCOBLI X YCTPaAHEHUS

HEMCﬂpaBHOCTb Cnoco06bl yCTpaHeHnsAa HencnpaBHOCTU

MpoBepbTE NMUHUIO ANEKTPONUTAHUSA TECTEPOM;
[MpoBepbTEe NUHUIO Nepeaadn AaHHbIX TECTEPOM;

[Mpn nomownM KoMaHgbl ping NpoBepbTe Hanuine
HeT curHana coeanHeHus ¢ Buageokamepon (Tabnuua 8.3);

Y6enutecb B MUCNPaBHOCTHN BUOEOKaMepbl,
NOOKMIOYMBLUNCE K BED-MHTepdhency (CM. pasgen
6 MNoakntoveHue).

Ncnonbays YTUNUTY Bolid VideoScan

N3 KOMMMIeKTa MocTaBKu, NpoCKaHupynTe
IP-appec Hen3BecTeH

nokKanbHy CeTb. N3meHuTe IP-agpec

nnn nameHedH DHCP o
cpeacteamn Bolid VideoScan B COOTBETCTBUM

C NapamMeTpamu fioKarbHOW CeTN.

Beectn B agpecHon cTpoke 6paysepa Internet

OtcyTtctBYET m396pa>|<eHme Explorer npasuneHbin IP-agpec nogknioyaemoun
NpU BKIIO4EHHOM BUAEOKaMepbI.
Beb-nHTepdence BOLID

IP-kamepa Ouumctnte kaWw Opaysepa U nepeycTaHOBUTb

BeO-nnarvH.

U4 .
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HeMCﬂpaBHOCTb CnocoO6bl yCTpaHeHnA HencnpaBHOCTU

Ncnonb3ynTte 6paysep Internet Explorer;

Y6eautecb, 4TO BUAEOKaMepa  HaxoaMTCs
He pabotaet BeO-UHTepeNC | g pawenn nopceTv, B NpaBUIIbLHOCTM  BBOAA
IP-agpeca, MacCKu noacetun M nopTa
Be6-CTpaHuULbl BUAEOKAMEPbI.

[MlpoBepbTEe HACTPOMKM MapameTpoB  BMOEO
(cm. Bknagka «Bugeoy);

[1rioxoe kayecTBO [MpoBepbTE HaCTPOWKK napameTpoB
n3obpaxeHus, Hannyune n3obpaxeHns (cMm. Pasgen rnaBHOMO MEHHO
AedeKkToB n3o0bpaxeHus «Kamepay);

Y6eautechb B OTCYTCTBUN BHELUHUX 3arpﬂ3HeHMIZ
Ha 3alllMTHOM CTeKI1€ BUaeoKaMephl.

N3o06paxxeHne cnnwkom [MpoBepbTEe HaCTPOWKM napamMmeTpoB
TEMHOE UIN CINLLKOM n3obpaxenuns (cm. Pasgen rnaBHOrO  MEHH0
cBeTnoe «Kamepay).

Mpobnembl Bxoaa

B BeO-UHTEpPenc,
nponagaHne Buaeokamepbl

N3 NIoKanbHOM CeTn

KoHdonukT IP-agpecos. VckntounTte Bugeokamepy
N3 NoKaribHOM  CeTU U U3MEHUTe  CceTeBble
HaCTPOUKMU.

[MpoBepbTE HaCTPOWKU DNS N Win3a
BUOEOKaMepbl;

[MpoBepbTe MPaBUSIbHOCTb  UMEHU  YYETHOW
He paboTtaeT oTnpaska 3anucu, e-mail, npaBUBHOCTL Naponga Ans Bxoaa
coobLeHni no Email Ha NOYTOBLIN cepBep, NOPThl CeEpPBEpPA;
[MpoBepbTE HACTPOWKN BUOEOCODOLITUI;

MNpoBepbTe  MCNpaBHOCTb  MapLupyTu3aTopa
1 paboTy NOPTOB MapLUpyTU3aTopa.
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16 PEMOHT

[Mpun BbIABNEHUN HEUCNPABHOIO U3OENUs €ro HY)KHO HanpaBUTb B PEMOHT
no agpecy npeanpuatnda-nsrotosutens. OTnpaBka u3genus Ond NpoBeaeHus
Tekywero pemoHta odopmnsetrca B cooTtBetcTBuM ¢ CTO CMK 8.5.3-2015,
pa3MmeLlEHHOM Ha HaweMm caunTe https://bolid.ru/support/remont/.

[Mpn HanpaBneHun n3gennsa B PEMOHT K HEMY 0bda3aTenibHO JOMmKeH ObITb
NPUMOXEH akT C ONMMCaHWEM: BO3MOXHOW HEUCMNPAaBHOCTWU, CETEBOW HACTPOMKU
Bugeokamepsbl (IP-agpec, macka nogaceTu, Wko3), NorvH 1 naposb.

Peknamauumm HanpasnaTb NO agpecy:

AO HBIT «bonunay,
141070, MockoBckasa obnactb, r. Koponés, yn. [luoHepckasa, 4. 4.
Ten.: +7(495) 775-71-55, http://bolid.ru, e-mail: info@bolid.ru.
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17 MAPKUPOBKA

Ha nsgenuax HaHeceHa MapKkuMpoBKa C yka3aHMeM HauMeHOBaHuS,
3aBOACKOrO HOMepa, Mecsiua Wuroga WX U3rOTOBMEHUSI B COOTBETCTBUM
c TpeboBaHuamn, npegycmoTpeHHbiMn  [TOCT P 51558-2014.  MapknpoBka
HaHeceHa Ha nuueBon (OOCTYynHOW ans ocMoTpa 6e3 nepemelieHns COCTaBHOM
YacTun n3genng) CTOpoHe.

MapkupoBka  COCTaBHbIX  4YacTelm  u3genua  rocre  XpaHeHud,
TpaHCNOPTUPOBAHUSA N BO BpeEMS aKcnnyaTauum He ocblnaeTcs,

HE pacrJibiBaeTCd, HE BblLBETAET.
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18 YNNAKOBKA

N3penve BMecTe cC akcnnyaTaunmoHHOM [OOKyMEHTauMen nocTtaBnsaeTcs
B MPOYHOM ynakoBke, obecneymBalolen 3alunTy OT BO3AENCTBUM OKpyXatoLlewn
cpeabl 1 NOBPEXAEHN Npy NepeBo3ke/NepeHocke. YnakoBka No3BOMAeT XpaHUTb

n3genna B 3aKpbiTblX MOMeELWEHNAX, B TOM YACIIE N HEOTAlJIMBAEMbIX.
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19 XPAHEHUE

XpaHeHne unsgenus B NOTpedbuTenbCckon Tape AOMKHO COOTBETCTBOBATb
ycrnoBusiMm  xpaHeHuss 1 no FOCT 15150-69. CpeaHuini CpOK  COXPaHSEMOCTHU
n3oenus B oTannMBaeMblX MNOMELLEHUAX He MeHee 5 neT, B HeoTannMBaeMblX
NOMELLIEHUSIX HE MeHee 2 neT.

B nomeweHnax ansa xpaHeHust He OOMKHO ObiTb NapoB KUCHOT, LEenoYen,
arpeccuBHbIX ra3oB W ApyrMx BpeaHbiX NPUMECEN, Bbi3biBaAKOLWMX KOPPO3MUIO.
XpaHeHune n3genvs AOIMKHO OCYLLIECTBNAATbLCH B ynakoBKe
npeanpuaTUS-U3roToBnTeNs npu Temneparype oKpyKatoLero BO3ayxa
oT 274 K po 323 K (ot nntoc 1 °C go nntoc 50 °C) n OTHOCUTENBHOW BRAXXHOCTU

no 80 %.
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20 TPAHCINMOPTUPOBAHUE

N3penne HeobxoauMoO TpaHCNoOPTMPOBaATb TOMbLKO B yNakOBaHHOM BUAE:
B HEMOBPEXAEHHON 3aBOACKOW YyMNakoBKE WM B cneumanbHo npuobpeTEHHON
noTpebutenem TpaHCNOPTHOM ynakoBke, obecneynBalrolLlen COXPaHHOCTb
Buaeokamepbl nNpu nepeBo3ke. TpaHCMoOpTUPOBaHME YMNAKOBAHHbLIX W3OENUn
Npou3BOAUTCA Mpu TemnepaTtype okpyxatowero Bo3gyxa o1 223K po 323K
(ot mmnHyc 50 °C go nntoc 50 °C) nobbiM BUOOM KPbITbIX TPAHCMOPTHLIX CPEACTB,
He gonyckas paspylleHust U3Oenust U U3BMEHEHUsI €ero BHeWHero Buaa.
[Mpwn TpaHCcnopTUpoOBaHUN u3genne AOO0MMKHO obeperaTbCs OT yOapoB, TOMYKOB,

BO34ENCTBUA BNarm u arpeccuBHbIX NMapoB U Nra30B, BbI3bIBAOLLINX KOPPO3UIO.
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21 YTUINTN3ALUUA

N3penve He npefcraBnseT OMacHOCTUM A5 XU3HKW, 300POBbSA  Nogen
N OKpYXKalollen cpedbl B TeYeHne cpoka Ccnyxbbl M nocrne ero OKOHYaHus.
CneuunanbHble Mepbl 6e30MnacHOCTM Npu yTUnu3aunm He TpebyoTcs. YTunusaumo
yCTpoucTBa npuobpeTtatenb YCTPOUCTBA BbINOSTHAET CaMOCTOATESIbHO COrflacHO
rocygapCTBEHHbIM npaBuniam (pernaMmeHTam, HopmMam) caadm B Mycopoctop
Ha yTUNu3aumio, BbINOSIHEHWE YTUNIM3auun ObITOBOW 3MEKTPOHHON TEXHUKMU,
BNOEO- N POTOINEKTPOHHON TEXHUKN.

CopepxaHue AparoueHHbIX MaTepuarnos: He TpebyeT y4yéTta
npwn XpaHeHun, cnncanum n ytunudaumm (n. 1.2 FOCT 2.608-78).

CogepxaHue LUBETHbIX MeTanmnoB: He TpebyeT y4éTta npu cnucaHum

M AanbHeWLWen yTunusaumm nsaenms.
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22 TAPAHTUN U3TOTOBUTENA

FapaHTUMHBIN CpoK aKcnnyaTauumn — 36 MecsiLEB ¢ AaTbl NPUOOPETEHUSI.
Mpwn oTCYyTCTBUM [OOKYMeHTa, noaTBepxaatwllero dakt npuobpeTteHus,

FapaHTVIVIHbIVI CPOK UcHUCnAaeTca ot Aatbl Nnpon3soacTBa.
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23 CBEAEHUA O CEPTUDOUKALIUU

N3penne cooTtBeTcTByeT TpeboBaHMSAM TEXHUYECKUX pernameHToB
TamoxeHHoro cow3a TP TC 020/2011 «3nekTpomMarHutHasi COBMECTUMOCTb
TexHunyeckux cpeacts» u TP EADC 037/2016 «O6 orpaHuyeHnn npuMeHeHUs
ONacHbIX BELLECTB B M3OENUAX INEKTPOTEXHUKU W PaaMOINEKTPOHMKNY. VmeeT
peknapaumio o cooteetctBum N RU [-RU.PA02.B.95118/21 wn peknapaumio
N RU O-RU.PA06.B.27717/25. W3penue cepTudmumpoBaHO Ha COOTBETCTBUE
TpeboBaHNAM K TEXHMYECKMM  cpefcTBaM  obecneyeHuss  TPaHCMOPTHOW

©e3onacHOCTK B cocTaBe cuctembl BuaeoHaodbnoaeHmns, Ne MB/1.03.001732.
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24 CBEOAEHUA O NPUEMKE

N3poenue, ceteBasa Buageokamepa «BOLID VCI-242» AUOP.202119.010,
MNPUHATO B COOTBETCTBMM C 0bsizaTenbHbiMM TpeboBaHUSMU rOCy4apCTBEHHbIX
CTaHOapTOB W OENCTBYIOLLEN TEeXHUYECKOM [OOKYMeHTauuwn, MNpU3HaHO rogHbIM
K akcnnyaTtaumm AO HBI1 «bonua». 3aBoackon HoMep, Mecsau, U rof Bblnycka
yKkasaHbl Ha kopnyce wusgenud, ToBapHbii 3Hak BOLID oGosHaveH Ha kopnyce

N yrakoBkKe.
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NEPEYEHbL TEPMUHOB U COKPALLEHUA

1,3 Mn | CraHgapT BugeocurHana c paspewieHnem 1280x1024 nukcenen.
1080p |Crangapt BugeocurHana c paspeweHmem 1920x1080 nukcenewn.
720p Ctangapt BngeocurHana ¢ paspelueHnem 720x1080 nukcenen.
802.1x CtaHpapT, wucnonb3yembli A5 ayTeHTUdMKauumM 1 aBsTopmsaumm
' nonb3oBaTenen B CETU nNepeaayun AaHHbix.
AAC Advanced Audio Coding — PaclumpeHHoe ayamo KognpoBaHue.
ARP Address Resolution Protocol — NpoTokon onpeageneHnsa agpeca.
ATW Auto Tracking White Balance — ABTOMaTtTMyeckasi KoMMeHcauus
©anaHca 6enoro.
Base.T CtaHpgapT Ethernet gna nepegayum gaHHbIX 6€3 MogynsiuMn No BUTOWM
nape.
Boniour CeteBon npotokon Apple, obecneunBatolmin aBTOMaTUYECKOE
J obHapyxeHne cepBuCcoB (Cryx0) n yctponcTs B IP-ceTu.
BLC Back Light Compensation — KomneHcauna 3agHen 3acBeTKN.
BNC Bayonet Neill Concelman connector — Pazbém BNC. Hanbonee yacto
MCnonb3yemMbli TEpMUHAN AN9 NOAKITOYEHMS KOaKCManbHOro kabens.
CBR Constant Bit Rate — NocTosiHHbIN BUTPENT.
Closed Circuit Television — 3amkHyTOE TenesuaeHue. TeneBnsnoHHada
CCTV cuctema, npegHasHadeHHas Onsd nepefadu curHana orpaHuyeHHoMy
KOnn4ecTBY Nosib3oBaTesien.
Common Gateway Interface — O0wmn nHTepdgenc wnosa. CtaHgapT
CGl WHTepdenca, WnCMNoONb3yemMoro [Ans CBA3N BHELUHEW MporpamMmmbl
c Beb-cepBepom.
Common Interchange Format—- O6weynoTpebutencHbln dopmart
CIF LMppOoBbLIX N3006paxKeHU nUKcernbHbIM paspelleHnem 352x288 nnbo
352x240.
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CLNS

Connection Less Network Protocol— bBeckOHTakTHbIM CeTeBOU
NPOTOKON Nnepenayn AaHHbIX.

CMOS

Complementary metal oxide semiconductor — CMOS.
KomnnemeHTapHas CTPYKTYypa MeTann-okcma-nonynpoBOAHUK.
TexHonorna Npou3BoAcTBa MOMYNPOBOAHUKOBLIX 3f1IEMEHTOB, B TOM
Yyuncre CeHCopoB.

D1

Ctangapt BuageocurHana ¢ paspelueHmnem 720x576 nukcenen.

DC

Direct Current — lNoCTOSAAHHbIN TOK.

DDNS

Dynamic DNS — [OuHamunueckun DNS. TexHonoruda, nossongwoLlas
nHpopmauum Ha DNS-cepBepe OBHOBNATLCS B pearibHOM BpPEMEHM,
npuMeHsaLwaaca ons HasHayeHUsa MNOCTOAHHOIo AOMEHHOro MMeEHWU
YCTPOMWCTBY C AMHaMu4eckum IP-agpecom.

DHCP

Dynamic Host Configuration Protocol — [lNpoTokon guHamMuyeckoro
KOH(urypmpoBaHme xocta. ObecneuynmBaeT MoNy4yeHMe CETEBbIMU
ycTponctBamu IP-agpecoB OT cepBepa B NTOKanbHOW CeTH.

DH-SD

[MpoTokon ynpaeBneHna PTZ-kamepamu 4epes nocrnefoBaTesibHbIN
nHTepgenc RS-485.

DNS

Domain Name System - Cwuctema AOOMEHHbLIX WMeH. Tabnuua
nepesoa MHTEPHET UMeH B IP-agpeca.

DNR

Digital Noise Reduction—- LUudpoBoe nogaBneHne LWyMmoB.
TexHonorna nogaBneHnsl LWYyMOB B M300paXeHun, BO3HUKAKOLMX
npw HegOCTaTOYHOM OCBELLLEHHOCTM.

DWDR

Digital Wide Dynamic Range — [lporpamMHO-paclUnpeHHbIN
ONHaMuyecknn auanasoH. [lporpammHo-peanu3oBaHHas QYyHKUUA
paclmpeHnsa guHaMMYeCcKoro ananasoHa mMaTpuubl Ans KoMneHcaumm
dOHOBOW 3aCBETKN N306paKeHUs.

Ethernet

JlokanbHas ceTb, ucnonb3yemas ANd NOAKMIOYEHUsT Mexay CcoboMn
KOMMbIOTEPOB, MPUHTEPOB, pPaboynx CTaHUUN, TEPMWUHANoOB W T.M.
B HacTosiLlee Bpemsi peanuadyetcs Ha 6ase kabenen Tuna «BuTas
napa». CkopocTb nepefadM curHana CcocTaBnsieT OT OeCATKOB
[0 ThiCAY Merabut B cekyHay.
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Frames per Second — KagpoB B cekyHAOy. KonmyectBo CMeHSieMbIX

FPS KagpoB B BUAEOU300OpaKeHNM 3a eAnHULY BPEMEHM.

FTP File Transfer Protocol — NpoTokon nepeaayn dannos.

G.711A/ |CraHpgapT ayguokoguMpoBaHmsa  6e3 KOMIpeccum  CO CKOPOCTbIO
G.711Mu | nepegayun gaHHbIX 64 K6/c.

CTtaHOapT ayauokoaupOBaHWS CO CKOPOCTbIO Mepedayn AaHHbIX 48,

G722 | 56 1 64 K6lc.

G.726 CraHgapT KoMnpeccun u ayanokoanpoBaHMsi CO CKOPOCTbIO Nepeaayn
' AaHHbIX 16, 24, 32 Kb/c.

G.729 Y3KOMOMOCHbIM CcTaHOapT ANS roflocCoBON Mnepefayn KoauMpoBaHUS

¢ ananasoHom o1 300 go 3400 N, CKOPOCTbIO AaHHbLIX 8 KOUT/C.

Group of Pictures — [pynna kagpoB. YnopsigodeHHast LuLeno4ka
GOP cnegywowmx — Apyr  3a gpyrom  uM3obpaxeHun B KOOMPOBAHHOM

BUOEOMOTOKE.
H.264/ , " : :
H 264H/ High  Efficiency Video Compression — CtaHgapT  oxatus
Ho64B |BYAEOCHTHANA.

High  Efficiency Video Compression—  CtaHgapT  cxkaTtus

H.265 |BugeocurHana, sasngawowunca passutmem H.264 w1 npyMmeHsiowmnm
bonee addeKTNBHbIE METOALI KOMMPECCUM.

HLC High Light Compensation — KomneHcaumsi Spkon 3acBeTKM.

HyperText Transfer Protocol — NpoTokon nepegayn rmnepTekCToBbIX
OOKYMEHTOB.

HTTP

DDP Distributed Data Protocol — NpoTokon pacnpeaeneHHbIX JaHHbIX.

HyperText Transfer Protocol Secure — PacwmpeHme npOTOKOS
HTTPS |nepegauun rMNepTeKCTOBbIX JOKYMEHTOB Ana nogaepxkm
LUMPPOBaHNA B LENAX NOBbILLEHNS 6€30NacHOCTH.
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ICMP

Internet Control Message Protocol— T[lpoTokosl MexceTeBbIX
ynpaensoLwmnx coodbieHn. Micnonbadyetcs ans nepegaym coobuieHmni
00 owmnbkax w Opyrmx UCKMIOYUTENbHBLIX CUTyauusiX, BO3HMKLUMX
npu nepenave OaHHbIX.

ICR

Infrared Cut Removeable — MexaHudeckn cauraembin UK-comnbTp,
pacnosioXXeHHbIN Nepes MaTpuLen Buaeokamepsl.

Identifier — aeHTUdmKaTOop.

IGMP

Internet Group Management Protocol— T[lpoTtokon ynpasreHus
rpynnoBoN nepefayen OaHHbIX B CETAX, OCHOBAHHbLIX Ha MpOTOKose
IP.

IK10

CteneHb 3awmThbl anekTpuyeckoro obopynoBaHuda, obecnevnBaemas
obonoykon, 3awmarolen OT BHELWWHMX MeXaHU4YeCcKnx yaapoB
no 20 [x.

IP

Internet Protocol — MexceTteBon npoTokos. |IP-agpec — yHUKanbHbIN
YNCNOBOM UMAEHTUUKATOP KOHKPETHOro YCTPOMCTBa B COCTaBe
nokanbHOW ceTu.

IP Filter
IP

PunbTp

OyHKUMA  ynpaBneHMa  OOCTyrnom K CeTeBown
c onpegeneHHbix IP/IMAC-agpecoB nokanbHOM CETU.

BUaeokamepe

IPV4

Internet Protocol version 4 — YeTBepTasi Bepcuss MIHTEPHET NPOTOKoNa.
LUnpoko wucnonbdyembin Tun IP-agpeca, coctoawmn 13 4 6ant
(32 6ur).

IPV6

Internet Protocol version 6 — Lllectaa Bepcusi MHTEPHET NpPOTOKOsa.
HoBass cuctema apgpecaumun, B KOTOpPOM agpec coctouT u3 16 b
(128 6wur).

IP66

International Protection — MexayHapoaHbin kog, 3awutbl. CTeneHb
3aluThl SNEKTPUYECKOro obopynoBaHus, obecneynBaemas
obonouykon, 3awmuarlen ot Bo3gencTeus nbinn (6) v Boabl (6).
3awmieHo ot cunbHbIX BOAsIHbIX CTpyW. Bopa, HanpaBngemas
Ha 000NOYKY B BMOE CUMbHbLIX CTPyW C nNoboro HanpasneHus,
He OOfMKHa OKasblBaTb BPeAHOro BO3AENCTBUSI.

“ % SEC.RU

KopoTkun nyTb K MHpopmaLmm

CkauaHo c sec.ru



BOLID VCI-242. Bepcusa 4. PykoBoacTBO MO 3KCcnsyaTauum

199

IPX

Internetwork packet exchange — MexceTteBon o00OMeH nakeTamu.
MpoTokon ceTteBoro ypoBHA moaenn OSI B cteke npotokonoB SPX,
npegHasHa4vyeH ans nepegaydn gatarpamm.

Infrared — K, MHJOpaKpacHble nyyn. YacTtb
SIeKTPOMAarHUTHbIX  BOJSIH,  MpUMbIKaKOWaa K BUOUMOMY  CBETY
CO CTOPOHBDI KpacHoro LBeTa. Yenoseyecknum 3peHnem
He BOCMPUHUMAETCHA, OAHAaKO MOynpoBOLHUKOBLIM CEHCopaMm 3TOT
AnanasoH BUOEH.

cnekTpa

MAC/
MAC-
agpec

Media Access Control — YHUKanNbHbIN naeHTngukaTop,
npuceamMBaeMblin ceTeBbiM agantepam. UrpaeTt ponb uUan4eckoro
afpeca ceTeBoro aganrepa.

Micro SD

Secure Digital Memory Card —
namMaTu.  JNEeKTPOHHoe
YCTPOWUCTBO  [ONA XpaHEHUS
11x15x1 mm.

3awmueHHaa  uudpposas  kapTta
9HEeproHesaBMCUMOE  3anoMuHatoLLee
umdppoBon MHGOpPMaLMKN  pa3MeEPOM

MJIPEG

Motion JPEG — CtaHgapT cxatuna BMgeocurHana (nokagposbii MeToA
BMOeoCcxKaTms).

MPEG2-
L2

CTtaHaapT ayamMoKoanpoBaHus.

Multicast

MNepenaya nakeToB C OAHOrO y3na CeTu Ha cneuuduyeckyro rpynny
IP-agpecoB, NpMHagnexawmnx pasHbiM nonyyYyaTensm gaHHbIX.

NTP

Network Time Protocol— CeTteBon nMpPOTOKON CUHXPOHMU3ALUM
BpeMeHn. CTaHOapT CUMHXPOHM3aUMN CUCTEMHbIX YacoB CeTeBbIX
YCTPOWUCTB, UCMONb3YIOLLNX NAaKeTHY0 nepenady gaHHbIX.

ONVIF

Open Network Video Interface Forum — OTkpbITbin  Popym
MpoTokonos CeTeBoro BeuwaHnda. OTpacneBas MexayHapoaHas
opraHusauusi, paspabaTbiBaemasi CTaHOApPTU30BaHHbIE MNPOTOKOSbI
ONS B3aUMOOEWCTBUSA  pasnUYHoro obopyaoBaHUs W NPOrpaMmMHbIX
CcpencTB.
CraHpgapTt
NPOTOKOSbI
BUaeoKamepbl,
COBMECTUMOCTb.

ONVIF — oTpacnesBon cTaHOapT, oOnpeaenstoLwunmn
B3aMMOOENCTBMUSA CEeTeBOro obopyaoBaHUs (ceTeBble
BugeopermcTpatopbl  mngp.), obecneumBatowmm
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OSD- On Screen Display menu — 3kpaHHOe MeH, oTobpaxaemoe NoBepx
MEHI | OCHOBHOIO M300paXeHusl, NoCTynarLero ¢ Bugeokamepsb!.
PCM Pulse Code Modulation— WmnynbcHO kogoBas  mMoaynaumA.
[MpeobpasoBaHMe aHaNoOroBoro curHasna B ungposyto opmy.
Pelco- |llpoTokon ynpasrneHuss PTZ — kamepamu 4depes nocriegoBaTenbHbIn
P/D nHTepgenc RS-485.
Power over Ethernet— crtaHgaptel IEEE 802.3af, IEEE 802.3at,
PoE nossosnswowme nepegasatb No cetu Ethernet He Tonbko AaHHbIE,
HO U 3NEKTPUYECKNI TOK.
Peer-to-Peer — TexHonorus nepefayn BuOeOOaHHbIX MO UHTEPHETY
Pop (yoaneHHoe BugeoHabntogeHne), OCHOBaHHAA Ha uaeHTudukauum
BueoKamMepbl Ha yaareHHOM cepBepe MO e€ YHUKarbHOMY HOMepy
(UID).
PPPOE Point-to-point protocol over Ethernet— [lpoTokon MexTo4yeyHon
nepegayvn gaHHblx yepes Ethernet.
Physical Security Interoperability Alliance — ArnbsHC
3a COBMECTUMOCTb cuctem dwusndeckon ©OesonacHocTn. CrangapT
PSIA PSIA—- oTpacneBon cTaHOapT, oOnNpeaensitowmm  nNPOTOKOSbI
B3aMMOAENCTBUS CETEBOro obopyaoBaHusi (CeTeBble BUAEOKaMEPDI,
BMaeoperncTpaTtopsl 1 ap.), obecneymBaroLmin COBMECTUMOCTb.
Pan Tit Zoom- [laHOpaMmupoBaHMe, HAaKMNOH, ONTUYECKOE
PTZ yBernumyeHue. PTZ-eungeokamepa — NOBOpPOTHad  Buaeokamepa
C 3yM-00bEKTMBOM.
Q0S Quality of Service — KauyectBo obcnyxumaHus. Habop TexHonoruwm,
obecneunBatoLnx NPUOPUTETHOE UCMNONb3OBaAHNE KaHana CBA3WN.
Quick- y o o
Time [nenep ona BocnpounsseaeHna MynbTUMeannHbIX hannos.
RJ-45 Pasbém ctaHgapTa Registered Jack.
ROI Region of interest — O6bnacTtb MHTepeca.
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RS-485

Recommended Standard 485 - PekomeHgoyembin ctaHgapT 485.
NHTepdenc (Habop pasbEmoB, kKabenewn) Onsa nocrnegoBaTenbHON
nepenayn AaHHbIX.

RTP

Real Time Transport Protocol — [NpoTokon TpaHCNOPTUPOBKU AaHHbIX
(BMOEONOTOKOB) B pearnbHOM BPEMEHM.

RTSP

Real Time Streaming Protocol — lNoTOKOBLIM NPOTOKON peanbHOro
BpeMeHn. CTaHOapT ynpaBnsAwLWero MNpoToKona, Oonpeaensowmnm
OTNpaBKy, MpueM W ynpasrieHne MoToKaMn [aHHbIX pearibHOro
BPEMEHM.

SMTP

Simple Mail Transfer Protocol — [NpocTon NpoToKoN NepeChISIKK MOYTHI.

SNMP

Simple Network Management Protocol — NpocTton npoTokon ceTeBoro
ynpaBsneHus. CemenCTBO CTaHOapTOB, onpeaensaAlwmnx npasuna
n ycnosus goctyna k cetam TCP/IP anga ynpaBneHna paboTton y3nos
ceTu.

SSH

Secure Shell-— BbesonacHas ob6onoyvka. CeTeBon NpPOTOKON
NPUKNAgHOro  YPOBHA, MO3BOMSAOWNA  NMPOM3BOAUTL  yAaNeHHoe
ynpasneHue ornepauoOHHON cucTtemom N TYHHEeNnMpoBaHue
TCP-coegnHeHnn. MosBonseTr ©e3onacHo nepenaBsaThb
B HE3aLUULWEHHOMW cpede npakTudeckn nwbon aOpyron CceTeBou
NPOTOKOI.

SSL

Secure Sockets Layer — YpoBeHb 3alUULEHHbIX COKETOB. [MpOTOKOS
LUMpoBaHNA OaHHbIX, obecnevnBarowmn 6e30nacHOCTb CBA3U MNpU
nepegade OaHHbIX.

STP

Spanning Tree Protocol— [1poTokon NokpbiBalOLWEro Aepesa,
KaHamnbHbIN NPOTOKON.

SVC

Scalable Video Coding - MacwTtabupyemoe BUOEOKOANPOBAHME.
TexHonorns no3BonsieT nepedasBaTb B OQHOM MOTOKE HECKOSbKO
NnoanoTOKOB BUAEO Pa3fIMYHOro KadecTBa.

TCP/IP

Transmission Control Protocol / Internet Protocol — [lpoTokon
ynpasneHns nepepaden [/ MexceteBon npotokon. CeMencrso
NPOTOKOMOB, onpedenswowmnx oblwune npasuna m ycnosus nepenadu
OAHHbIX MO NoKanbHbIM CETAM U CETU UHTEPHET.
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Transport Layer Security — be3onacHOCTb TPaHCMOPTHOIO YPOBHSI.
TLS [MpoTokon obecneynBaeT 3alUULLEHHYO nepedadvy AaHHbIX Mexay
y3namu B cetu VIHTepHeT.
User Datagram Protocol — lNonb3oBatenibCcknin NpoTOKON nepenaydun.
UDP [MpoTokON nepedaynM daHHbIX, He Tpebywwmn noaTBepXaeHUs
npMemMa nakeTos.
UPNP Habop ceTeBbiXx NPOTOKOMOB A5 YHUBEPCANbHON aBTOMAaTU4YECKON
HaCTPOMKM CETEBbIX YCTPOWCTB.
URL Uniform Resource Locator — YHUgMUMpoBaHHbIN ykasaTenb pecypca.
VBR Variable Bit Rate — NepeMeHHbINn BUTpenT.
VLC CBoboagHbIN MeauanpourpbiBaTenb, NOAAEPKUBAKOLWNN pasfinyHble
doopmaTbl BOCMPON3BeaEHUS.
Wide Dynamic Range — PacluMpeHHbIn OAWHaMUYECKUA OuanasoH.
WDR AnnapaTHO - peanun3oBaHHass (MYHKUUS pacLUMpeHna OUHaAMUYeCKoro
ananasoHa — Matpuubl  ONg KoMneHcaumm  (POHOBOM  3aCBETKU
n3obpaxxeHus.
NK/NK-
Cwm. IR.
noaceeTka
NK- MexaHndeckn casuraembin  UK-punbTp, pacnosioXeHHbI nepes
dunbTp | MaTpULEN BUOAEOKAaMeEpbI AN peanusauumn pexmma «[leHs/Houby.
M NHCTPYKUNS MO MOHTaxYy.
NiBC JlokanbHas BblMUCNUTESIbHASA CETb.
OoC OnepaumnoHHas cuctema.
MK [MepcoHanbHbIN KOMMbIOTEP.
Oco0bbir cBOA NpaBun, Npoueayp 1 ycrnosumn, onpegenstowmx dopmat
N BPEMEHHYIO CTPYKTYpY nepefadn OaHHbIX MeXay YCTpOMCTBaMW.
[MpoTokon | Takke B NpPOTOKONax onpegenseTca pas3buBka OaHHbIX Ha NakeThbl,
OEeNCTBUA Mpu ownbKax u npouenypbl KOHTPOSISI COCTOSIHUS JIMHUK
nepegayvn gaHHbIX.
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rnc Macnopr.

PO PykoBoacCTBO Mo aKkcniyataumu.

LI LleHTpanbHbIM npoueccop.

Y/b UepHo/benbin.
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Cawurt: bolid.ru
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