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¥ | MobunbHoe npuioXxeHue BupTyanbHbie KapTbl

MpUcnoHu, Kak Kapty

[ocTyn no BUpTYyasbHbIM UOSHTUPUKATOPaM OIS
MOBUIbHbBIX TeNedpOHOB CTAaHOBUTCA BCe 6oree
nonynspHbIM B coBpeMeHHbix CKYL,. K nitocam

Mcnonb3ymte Baw TenedoH, Kak 6€CKOHTaKTHYO
KapTy, 419 CYUTbIBaHUSA MOAHOCUTE €ro Br/IOTHYIO K

CkavaTtb o \
NpUnoXxeHue ol > — yoo6CTBO Bblga4yM KapTbl Nofb3oBaTento 6e3

JIMYHOIO yyacTus, No e-mail nnm gpyrim cnoco6om

CBo6opHble pyku

He TpebyeT nogHoCcUTb TenedoH Br/IOTHY!IO.
CunTblBaHME NPOUCXOAMT NPU BaLEM MPUBINKEHUN,
HaumHasa ¢ 10 MeTpoB, Aaxe ecnv TenedoH NeXnT B
KapMaHe. PexxM paboTtaeT Tonbko no BLE.

= CMapTdJOH BCerga C Cobom M MOXET MOSTHOCTbIO

BeecTtn 1C 3aMEHATb KapTbl M METKU
Ko, aKkTuBaLun ‘

— nepepada TenedoHa TPETbMM NIMLIAM NPOUCXOANT
KpawrHe pefKo, YTO UCKITtoYaeT MaxmHaUmm C

- \ : | KOHTPO/IeM AOCTYMa Wi y4eToM paboyero
/g \ =
esmart.ru/access p. ' \/ nonb3oBaTbCs | \ BPEMEHM.

cumTbiBaTeNto. Pexm paboTaet no NFC v BLE. @ . A\ MOBUIBHOM MOEHTUPUKALMM OTHOCSTCS:

® w -
TexHonorua ESMART"® [locTtyn NMokynka BUpTYyasibHOU KapTbl NMepepaya Koga aKTUBaLUMU YTpaTta BUpTYaJ/ibHOMU KapTbl
BupTyanbHble kapTbl paboTaloT C MOMOLLbIO LLiITaTHble MeTOAbI MOEHTUDUKALMM MOBUIIbHBIX Kop akTrBaLMM BblAAeTCS KOHKPETHOMY K BMpTYyanbHbIM KapTaM CTOUT OTHOCUTBCS TaK Xe,
TexHonorum ESMART® [JocTyn 1 UMeLoT NaTb yctporcTs no NFC nnm ¢ nomoLbio 6aHKOBCKOM Monb30BaTeNto CUCTEMbI AOMUHUCTPaTOPOM KaK 1 K PU3NYECKMM, BaXKHO UMETb B BMUAY, UTO
cTerneHemn 3alinTbl OT KOMMPOBAHWS U NOAAESKM: kapTbl 13 Apple Pay, Google Pay n gp. nmetot psg CKY[ v He paccunTaH Ha nepegadvy apyrmm - CTUpaHWe naeHTUdMKaTopa
CyLEeCTBEHHbIX HeAOCTaTKOB: NMonb3oBaTeNsM.

* yoaneHune rnpunoxeHmd

. WWudposaHue AES-128 - BapMaTMBHOCTb pa6oTbl OT Moaenu TenedoHa KM OB0A30M. KO AKTHBALIM KaXAOH . cBPOC TenedoHa K 3aBOCKNAM HACTPOVKAM
- OuBepcudumKaums Ktouen LMPpoBaHMS - HapyLweHue Tpe6oBaHuWi1 6aHKOB Npu pa6oTe PasoM, Ko aKTmBalt A y
C NepCOHaNbHBIMU AaHHBIMMU BUPTYasibHOW KapTbl A@UCTBUTESIEH TOJIbKO OAUH - BOCCTaHOB/1EHUNEe Teﬂed)OHa M3 pesepBHOM KOMnmm

- CMAC nognvch naeHTudmnKaTopa . Coo6 pas, MOBTOpHOE MosyyYeHmne KapTbl MO HEMY Ha npuBeaeT K 6@3803BpaTHOMY YAANIEHUIO
- 3awuTa oT Replay-aTak oTcyTcTBUe PyHKLMM «CBOGOAHDIE PykU» 3TOM Xe W ApyroM TenedoHe HeBO3MOXHO. MOGMNbHOIO MAEHTUUKATOPa 6€3 BOSMOXHOCTM
- MapaHT1S YHUKaNbHOCTU MaeHTUdUKaTOpa - BO3MOXHOCTDb NOoAAEKU €ero BOCCTaHOB/EHMS.

370 peanuayeT 3almUTy OT HECAHKLIMOHNPOBaH-

HOW Mepeaaum Kofa CTOPOHHEMY MOsb30BaTesio,
Braronapst UM MoBMnbHas UaeHTUdMKaLMS Mokynka BUPTYanbHOro naeHTudukaTopa l'IOBbILUgﬂ ﬁpOBer' 6e3OIF:aCHOCT¥/I 370 cAenaHo B Lensx 6esonacHocTy, )
CTaHOBUTCS TakoW e 6e30MacHoOM, Kak U ESMART® [locTyn rapaHT/pyeT nosib3oBaTesio ' M0 3HaNOMM C NOTEPEM PeasnbHoN GuamMIeckon
NOEHTUPUKALMS C MOMOLLBIO PUBUUECKUX KapT. YOO6CTBO 1 6€30MacHOCTb MOGUIIbHON KapTbl.

naeHTUPUKaUmm Ha NiobbixX YCTPOMCTBAX.
Pa6oTta npunoxeHus B OHOBOM peXxunme TexHUn4YecKkue xapakTepmCcTmkm
: ~ ; Mopaep>xka MOGUNIbHBIX YCTPOUCTB 10S 9.0 v Bolwe ¢ BLE
TexHonorus iBeacon no3BonseT «pa3byamTb» MOBUbHbIN TenedoH Ha iOS npu oARep yerp Android 4.4 v Bbiwe ¢ BLE, a Takxe NFC HCE

NPUBNMXKXEHNM K CUMTBIBATENIO, AAXE €C/IU MPUoXeHMe Bbi1o 3aBepLieHo. Bpems

. o AuncraHumsa cumMTbiBaHUSA
cpabaTbiBaHWMS 3aBUCUT OT iOS 1 MOXET BapbMpPOBaTbCA CUCTEMOW.

iBeacon NFC: po 10 cM, Bluetooth Low Energy: no 10 M

TexHornorvsi Restore State [OMOMHUTENIBHO BOCCTaHaBAMBAET paboTy 3aBEPLLEHHOrO PexuMbl gocTyna - «Ilpncnonm, kak kapty» (ans i0S no BLE, ana Android no NFC, BLE)
©  «CeobopgHble pyku» (anst iOS 1 Android no BLE)
Restore MOMb30BaTENEM MPUITOXEHUS, ECIIN 3TO CITYYMNIOCh B MOME BUOMMOCTM XOTSI Obl N i A, Al a——i - inililiviliviviAiii—-L
State ofHoro cumtbisaTens ESMART® Reader. HacTtpolika paccTtosHusa cpabaTtbiBaHus °  Ha cTopoHe cuuTbiBaTens Ha cTopoHe npunoxeHus
no BLE ¢ nomouwpbio KoHdurypaumum caMuM nornb3oBaTeneM
0 [ns HopManbHOM paboTbl 06enx TEXHOMOrMA TpebyeTcs AaTb paspeLleHme * * OTAE/bHO A/ KaXAaoro * OTAENbHO AN KaXAoro
MOBUIBHOMY MPUIIOXEHWIO OOCTYMN K reonosnumnm «Beerga»: «HacTpoinku» > . Vs pexuMos mocTyna VIa PEXIMOB AocTyna
reonosuums K > «CrvK6 .+ otgenbHo ons iOS un Android (yCTapeBalowWmin pexmmM,
«KoHpMAeHLManbHOCTb» > «CryxX6Gbl reoniokaLmmy. .+ orpaHuueHve oblueit AanbHOCTY He pekoMeHayeTcs Ans
. ° HanpuMmep, A HUKETOB HOBbIX BHEOPEeHWUM
G Mnatdpopma Android nMeeT MeHbLle AOCTYMHbIX MHCTPYMEeHTOB. Hannyme : (HarpuMep, A71A TYP ) AP )
Bupxeta ESMART® B 06nact HoTUdMKaLMMA cMapTPOHa NO3BONSET MaKCUMalIbHO HacTpoiika yacToTbl cpabaTbiBaHUs . Tonbko ansa BLE, B cekyHaax
Buoxet :
ESMART® [OJTO COXPaHSATb CBEPHYTOE MOBUITbHOE MPUNOXeHNEe PaboTOCNOCOGHbIM. s aaplenas - BeSONACHOE XDaHEHE . Cesiaka MoeHTUGMKATOPa
BesonacHocTb LML p
3aBepLIeHHOEe Mob30BaTENaM NDUMIOXEHUE MOXHO 3arNVCTUTh AaRTOMATUUECKU . i oo 0D KapTH C YHUKanbHbIM UUID TenedoHa,

TONbKO MPU NCMNOJSIb30Ba 6e3 yuactus IMEI n IMS|
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dtan 1

UMnopT nageHtTudpmukaTopos
M3 Tabnuubl B KOHTpoOJI1Iep

lNocne nprobpeTeHns BUPTYasibHbIX KapT Ha
e-mail agpMuHucTpaTopa CKYL, oTnpaBnsaeTcs
Tabnuua COOTBETCTBUSA MOEHTUDUKATOPOB KapT
WX KOOAM aKTUBaLMU.

AOMUHUCTPaTOP [OOABMSET MOEHTUPUKATOPBI B COPT
CKY[O-koHTponnepa, NCnosb3ys CTaHAAPTHbIN METOL

MMMopTa Tabnuubl, peaI30BaHHbIN MPON3BOAUTENEM
codTa.

3aTeM CoOBLAET Mosb30BaTeNsM KOObl aKTUBaLMN
BUPTYasbHbIX KapT YOo6HbIM A5l cebs 06pas3oM.

Tabnuua noeHTUPUKaTopoB

o & AaMnHmncTpaTop CKY[
GED GED
XXXX-XXXX | User ID O

GElED G| ‘

ESMART® Cloud
CKY/[, koHTponnep

(L S

Ho6aeneHue kaptbl B CKY[

MMMNopT U3 NM4YHOro KabuHeTa
ESMART® KoHurypaTop

AoMuHucTpatopbl CKY[ nonyyaoT BO3MOXHOCTb
BblOauun 1 yrpaBneHus BUPTYaribHbIMX KapTaMu C
rnoMolubto npunoxeHns ESMART® KoHurypaTop.

MNprobpeTeHHble KapTbl OTOBPA3ATCA B MPUIOXEHNM,

C BO3MOXHOCTbIO OTMNPaBKM KOAa aKTUBaLMM Ha e-mail
nonb3oBaTtens. MUOeHTUPUKATOP Kaxkgom KapTbl 4OCTYMNEH
agMUHUCTPaTopy A/1s BHeceHus B CKYL.

[ns ynpaBneHus KapTaMu 3apermcTpmpymTech B
MOBUNBHOM MPUMOXEHNW, UCTMONb3YS e-mail,
yKasaHHbIN MpU 3aKase KapT.

ESMART® KoHdurypaTtop

D

[ AomuHucTpaTtop CKY
User ID

— O

D

— A

ESMART® Cloud
CKY[] koHTponnep

AL B S

STan 2 AkKTuBaLMSa U UCNOJIb3OBaHMe KapThbl

B nmpouecce nonyyeHus BUpTyanbHOW KapTbl Nonb3oBaTtento cuctembl CKY,
npuxoamT Kop, akTuBauum oT ESMART® floctyn APl 1y HemocpencTBeHHO OT

ApmuHucTpaTopa CKYL (Crnoco6 1).

[nsa Hauyana paboTbl TpebyeTcsa ckavaTb MOOUTbHOE MPUIIOXKEHWE

ESMART" flocTyn 1 BBECTM B HErO Kop, akTMBaLUumK. Mocne BBoga kopa
aKTMBaLMM NPUNOXEHNE MONYUNT BUPTYarbHYO KapTy Yepe3 NHTepHeT.
[ns panbHenwem paboTbl nogktodeHne K MHTepHeT 6onblue He TpebyeTcs.

Email ¢ kogpoM akTuBaumm

Mocne Toro, kak KapTa akTnBMpOBaHa, NpuUioxeHme rotoBo K nepenave

v \
\ /
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MHTerpauua KOHTpoO//1epoB
c ESMART® OocTtyn API

TexHOMorus Bbigaun 1 yrnpaBieHus BUPTYabHbIMU
kaptamm ESMART® [JocTyn CTaHOBUTCS CBOBOOHO
OOCTYMNHOM 011 CTOPOHHMX NPOU3BOOUTENEN
CKY[-KOHTpONnepos.

OTKpbITbI APl MO3BONSET MPOU3BOANTENSM

NIErko MHTErpupoBaThb BUPTYasibHble KapTbl B
COBCTBEHHbIE NPOrpaMMHble M1aTOOpPMbl U MPOAYKTHI.
Mybokas MHTerpauus MO3BOAUT aOMUHUCTPaTOPaM
CKY[ BblgaBaTb BUPTYasibHble KapTbl NPUBbIYHBIM
Ccnoco6oM (kak PUsnYecKme), B y)Xe 3HaKOMOM
UHTepderce copTa NPOnN3BOOMUTENS.

lNonb3oBaTento OCTaHETCS akKTUBUPOBaTb BUPTYasIbHYIO
KapTy C MOMOLLbBIO KOAA, MOsTyYeHHOro rno e-mail.

AoMuHucTpatop CKY Codt CKYL

O pre—

1

CKYL koHTponnep
p 0§ 00N

ESMART"® Cloud

O e

NHTepHeT

BupTyanbHas kapTa

NMponucbiBaHue Yepes
KOHTPOJIbHbIA CYMTbIBaTEb

Knaccuyeckui crnoco6 BHECEHUS NOEHTUPUKATOPOB
B codT KoHTponnepa CKY[ ¢ ncnosb3oBaHUNEM
HaCTONbHOIrO KOHTposnbHoro USB-cuuTbiBaTens.
KoHTponnep nepeBoauTcs B peXm1M 3arnmcu
MOEHTUDUKATOPOB, KOTOPbIE MOAHOCATCS K
KOHTPOJIbHOMY CUUTbIBATESIO.

AoMuHucTpaTtop CKY[ NnpocuT nonb3osaTens
MOOHECTM CBOWM TenedoH K KOHTPOSIbHOMY
cumtbiBaTento ESMART® Reader DESKTOP, koTopbii
noonepxmBaet NFC 1 BLE v nepepaet
MOEHTUDUKATOP KapTbl B KOHTPOIep.

Cnocob paboTaeT TOMbKO NOCe aKTUBaLMMA
BUPTYasIbHOW KapTbl Ha TenedoHe Nonb3oBaTens.

AoMuHucTpatop CKY DESKTOP
User ID

ESMART® OocTtyn

CKYL koHTponnep

UseriD

______________________________________

v

S &

Onsa iOS, Android

Ons Android

____/

ESMART® Reader

CkayaHo c sec.ru




€ ESMART® Ooctyn SDK

Ha6op pa3pabotumka ESMART® OocTyn ans

nnatdopm iOS u Android ocHoBaH Ha BubnuoTteke

libEsmartVirtualCard.

MNopknoumBs ee, KIIMEHTCKOE NpUIoXeHue rno.
BO3MOXHOCTb NnepenaBaTb UAEHTUPUKA
nosib3oBaTesns, ¢ noMoLubio BLE y

B cunTbiBaTenn ESMART®.R

3alLULLEHHYIO TEXHE

Mo

Tpe6oBaHus
K UHppacTpyKType

Mepepn BcTpavBaHmeM SDK

ESMART® JocTyn KIMeHTy TpebyeTcs
MOArOTOBUTb CODCTBEHHYIO MHPPACTPYKTYPY,
KOTOpas AO0MKHa BK/IOYAaTb TPU

KJTOYEBbIX COCTaB/AIOLMX:

peann3oBaHHbIN Ha CTOPOHE KJIMEHT],
cepBep Bblaayn MOeHTUUKATOPOB,
MMeloLWUIN CBSA3b C MOBUbHBIM
MPUIOXEHWEM (C LOCTAaTOUHbIM YPOBHEM
6e30MnacHoOCTM)

HacTpoOeHHas paboTatowwasn cuctema CKYL]

peanusoBaHHas KIIMEHTOM CXeMa
uHTerpaumm cuctemol CKY[] ¢ cepsepom
BblAaun naeHTudukatopos no APl nnm
MHbIM CMTOCOB0OM Ha YCMOTPEHME KI/TMEHTA.

Tonbko nocne peanmsauuy BCeX Tpex
COCTaBNFIOWMX CTOUT NPUCTYMaTb
K BCcTpamBaHuio SDK.

v N\
\ /

Tpu aTana npu
BcTpamBaHum SDK

a Ha nepeom aTane 3arpysute B bubnmoteky:

: MOEHTUOMKATOP NoMb3oBaTeNs

: Kntoy ans obMeHa no NFC

. Knou ans obmeHa no BLE

- @) yHvikanbHbIM npeHTUduKaTop SDK

Ha BTOpOM 3Tane ckoHbUrypupoBaTb
cuuTbIBaTENb, 3arpy3uBs:
: KoY Ans obmeHa no NFC

: K/tou o/1s obmeHa no BLE
- @) yHviKanbHbId noeHTudrkatop SDK

e Ha TpeTbeM sTane Heo6xoamMMo
3arpysnTb MOEHTUOUKATOP MNOMb30BaTe NS
B CKYL] koHTpoOnnep.

Q Mpw nogHeceHun TenedoHa
K CUMTbIBaTENIO NpoM3angeT obmMeH
3awmdpoBaHHbIMK JAHHbIMK, KOTOPble OyayT
OTNpaB/ieHbl B KOHTPOEP.

SEC.RU KopoTkuii nyTb K MHbopMaLmu

Cxema CKY[1 npu peanmMsaumm MOOGUIbHOMU
naeHTudumKaumm ¢ nomouwbio ESMART® JocTyn

CKY[, KnneHta

]
Wiegand / OSDP
s O / (User ID)
‘reesssr-w——

Mo6unbHOe NPUNoXeHue KMeHTa

[ )

WUHTepdelic n noruka

PaboTbl NpUNOoXeHUs f \
Ons iOS, Android
Cepsep ) E, > o
BblAauu I E P
noeHTudukaTopos m
touem
U Knoyen BubnuvoTeka Onsa Android

ESMART® OocTyn y,
.

(Userp) ©

ESMART" KoHdurypatop

ESMART" Reader

APl knneHTa

KoHdurypaums
ana SDK

\ /

OcHoBHast pyHKUMS BrbnmoTtekmn ESMART® [locTyn 3akntoyaeTcsl B OCYLLECTBNEHNM 6e30macHom nepeaayn
naeHTMdMKaTopa Nonb3oBaTeNO U3 MOOUITBHOIO NMPUIOXEHNS KNMeHTa B cumTbiBaTenb No NFC m BLE.

dakTnyeckun, bubnmoTteka oTBeYaeT TOMbKO 3a «TPAHCMOPTHYO» CIDYHKLI,VIPO, Normka pa6OTbI NMPUNOXeHn4, a Takxke
NoJib30BaTesIbCKNE CLUEeHapUnn pearim3yroTCd KIIMeHTOM Ha CBO€ YCMOTpPEHUE.
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www.esmart.ru
sale@esmart.ru

+7 (495) 133-00-13
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